
                                                                                            www.jsssjournal.com

Original Article Open Access

Shmidt et al. J Surveill Secur Saf 2020;1:1-15
DOI: 10.20517/jsss.2019.02

Journal of Surveillance, 
Security and Safety

© The Author(s) 2020. Open Access This article is licensed under a Creative Commons Attribution 4.0 
International License (https://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, 

sharing, adaptation, distribution and reproduction in any medium or format, for any purpose, even commercially, as long 
as you give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, 
and indicate if changes were made.

Learning and unlearning from disasters: an analysis 
of the Virginia Tech, USA shooting and the Lion Air 
610 Airline crash
Bianca Shmidt1, Ashraf Labib2, Sara Hadleigh-Dunn3

1Strategy, Enterprise and Innovation, Faculty of Business and Law, University of Portsmouth, Portsmouth PO1 3DE, United 
Kingdom. 
2Operations and Systems Management, Faculty of Business and Law, University of Portsmouth, Portsmouth PO1 3DE, United 
Kingdom. 
3Strategy, Enterprise and Innovation, Faculty of Business and Law, University of Portsmouth, Portsmouth PO1 3DE, United 
Kingdom.

Correspondence to: Prof. Ashraf Labib, For Operations and Systems Management, Faculty of Business and Law, University of 
Portsmouth, Portsmouth PO1 3DE, United Kingdom. E-mail: ashraf.labib@port.ac.uk

How to cite this article: Shmidt B, Labib A, Hadleigh-Dunn S. Learning and unlearning from disasters: an analysis of the Virginia 
Tech, USA shooting and the Lion Air 610 Airline crash. J Surveill Secur Saf 2020;1:1-15. http://dx.doi.org/10.20517/jsss.2019.02

Received: 24 Dec 2019    First Decision: 10 Mar 2020    Revised: 22 Mar 2020    Accepted: 7 Apr 2020    Available online: 10 Sep 2020

Academic Editor: Michael G. Pecht    Copy Editor: Jing-Wen Zhang    Production Editor: Jing Yu

Abstract
Aim: The aim of this paper is to explore whether and how far organisations learn from failures. 

Methods: The paper reviews the current literature about organisational learning and theories of learning 
from failures, where learning here implies change of practice, and use of modelling techniques to inform 
recommendations to prevent repetition of similar incidents. Further, it analyses two case studies related to aspects 
of security and safety: the Virginia Tech Shooting in 2007 and the Lion Air 610 crash in 2018. Both case studies 
address the concept of learning from failures. In doing so, an analysis of the root causes and vulnerabilities through 
the methods of Fault Tree Analysis and Reliability Block Diagram is conducted to identify lessons to be learned. 

Results: Findings are intended to stimulate organisational learning and improve organisational processes to 
mitigate disasters from happening again.

Conclusion: The value of this study is that aspects of learning and unlearning from failures have been identified for 
the cases used. Expectation for future studies is to extend the proposed methodology to other cases in the fields 
of surveillance, security and safety. 
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1. INTRODUCTION
Failures are often associated with negative implications and illustrated to be something that should be 
avoided in organisations. However, it has been identified that failures can help improve organisational 
learning and strengthen an organisation’s resilience[1-4]. Further, it is argued that organisations learn more 
from failures than successes[5]. However, learning from failures is not always achieved by organisations due 
to factors such as denial of failure, issues of ineffective communication and information sharing, status 
quo and lack of corporate responsibility[6]. When failures are not detected in time, they can cause a chain 
reaction resulting in a major failure or disaster. Within organisations, these major failures are often seen 
as Black Swans as their occurrence is low, but their impact is severe[7]. According to Fortune and Peters[8], 
failures that have such a destructive impact that they receive widespread media attention and investigation 
are considered disasters. These impacts are not limited to a number of fatalities and casualties but also 
related to the wider influence on for example economies, policies and communities. Knight and Pretty’s[9] 
seminal work demonstrated a clear link between an organisation’s positive handling of a failure and the 
potential increase in cumulative annual returns, suggesting a further financial imperative to encourage 
organisations to better engage with learning from failure. The aim of this paper is to explore whether and 
how far organisations learn from failures. The main contributions of this paper are two-fold: First, we 
demonstrate that a common modelling set of tools can be applied to completely different disasters chosen 
from the two domains of safety and security. Second, we present a taxonomy of failures classification and 
the role of mental modelling in learning from failures.

2. METHODS
Following the Introduction, the paper reviews the current literature on organisational learning, learning 
and unlearning from failures as well as explaining failure theories. The paper then analyses two case studies 
related to aspects of security and safety: the Virginia Tech, USA shooting in 2007 and the Lion Air 610 
crash in 2018. Both cases have been chosen to compare efficient learning from failures versus inefficient 
learning from failures. Further, they have been selected to demonstrate the framework of learning from 
failures introduced by Labib and Read[1], which addresses three aspects: the aspect of feedback from users 
to design (i.e., change the status quo), the incorporation of failure analytical tools (new mental models) and 
the generic lessons learned (i.e., isomorphic learning), highlighting the wider applicability of the approach, 
independent of industry or event type. The paper concludes with a discussion and a summary.

The case studies are following the framework of Labib[10] by first introducing the case and sequences that 
resulted in the disaster. After the technical cause and logic of the failure is assessed and consequences 
addressed, methods such as the Fault Tree Analysis (FTA) and the Reliability Block Diagram (RBD) are 
used to identify the causes and the vulnerability factor. The case studies are concluded by recommendations 
and identification of generic lessons to support organisational learning from failure.

2.1 Organisational learning and unlearning
Learning is an important aspect of life as it is can stimulate change and improve actions through better 
understanding and knowledge[11]. This approach not only influences individuals but also organisations. 
Organisational learning implements the standard definition and applies it to a wider context. Since the 
1980s, the idea of organisational learning has flourished, with numerous definitions and studies into 
the concept[12]. According to Toft and Reynolds[13], organisational learning is seen as a process in which 
individuals in an organisation continuously reflect upon and reinterpret their working environment and 
the experiences encountered in order to improve actions. This definition was supported by Madsen and 
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Desai[5] who defined organisational learning as “any modification of an organization’s knowledge occurring 
as a result of its experience”. To take this definition a step further, it is argued that organisational learning 
should not only focus on own experiences but also those of others. Learning from others’ experiences 
is defined as vicarious learning[5] or isomorphic learning[13]. Both aspects of learning not only positively 
influence organisational processes but also enhance organisational resilience and can be an important 
catalyst in organisational change, as observed by Weinzimmer and Esken[14].

Whilst understanding of the concept developed, a desire to maximise learning for organisations began 
and, from this, barriers to learning and enablers to learning started to be explored. Debate regarding 
whether learning from failure or success offered greater benefit started to occupy some of the research 
within organisational learning and, from this, the identification of second-order effects and ultimately 
organisational unlearning evolved[15]. 

Definitions of organisational unlearning could be argued to revolve around “intentionality”, that is, whether 
the organisation intentionally forgot existing knowledge or did so unintentionally. It is here that Tsang and 
Zahra’s[16] insight is useful for organisations, as they clearly defined organisational unlearning as “deliberate 
discarding of routines”[16] (p. 1437), arguably providing a more useful interpretation for organisations.

Within the context of organisational failures, the concept of learning and unlearning from events becomes 
even more important, in order to try to prevent a recurrence of the negative incident or minimise the 
chance for it to happen again. This paper now turns to the specific aspects of learning and unlearning from 
failures.

2.2 Learning and unlearning from failures
In the work of Madsen and Desai[5], they argued that organisations tend to learn more from failures than 
successes. However, they also stated that success commonly stabilises organisations, whereas failures 
require a change of the status quo and challenge an organisation. This latter point was supported by Levitt 
and March[12] who identified that organisations tend to be more adaptable to learning from successful 
outcomes than negative actions that should have been avoided. In the work of Weinzimmer and Esken[14], 
they identified the difference between learning from successes, which requires an organisation to “exploit” 
this new knowledge, and learning from failures, which they argued requires organisations to engage in 
deeper “exploration” of the learning opportunity and ultimately offers greater potential benefits, although 
it is more painful for the organisation. Kunert[17] (p. 19) suggested that “while success and orderliness will 
arouse little drive to change existing routines, failure is more likely to foster the willingness and urgency to 
change, and, thus, stimulate action”. Sitkin[2] agreed by stating that failure improves learning and resilience. 
In comparison, Toft and Reynolds[13] identified that learning and respective decision making should address 
both successes and failures.

Learning from failures mainly depends on the failure being detected and appropriately analysed[8]. Further, 
organisations often focus on evidence that supports their existing beliefs rather than accepting explanations 
that challenge the status quo of their companies[6], something that can be a key driver in organisational 
failure.

Thus, this discussion brings us to the following important questions: Under which conditions are 
organisations reluctant to learn from failures? How should we motivate them to learn from failures? What 
is organisational unlearning from failures and how can this help us to better support organisations? 

2.2.1 Conditions potentially resulting in reluctance to learn from failure 
When an organisational failure occurs due to poor conduct, omission or a need to accept responsibility, 
organisations can sometimes be seen to engage less willingly in the learning process. Similarly, if a mistake-
intolerant culture exists, organisations will be unlikely to engage meaningfully in learning from failure[14]. It 
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could therefore be suggested that failures that include elements of organisational culpability or reputation 
risk, particularly due to human failure, could potentially create reluctance to engage and learn from failure; 
initial responses from BP’s CEO to the Deepwater Horizon incident are an example of this[18,19]. 

2.2.2 How to motivate engagement with learning from failure
Organisational learning is seen by many as a strategic tool for organisational success and to enhance 
organisations’ efficiency[20]. Furthermore, the importance of Knight and Pretty’s[9] work is again underlined 
here through the clear demonstration of the link between how well organisations managed failures and 
their financial standing. By encouraging organisations to engage with such thinking, providing examples 
and by supporting use of simulations and scenarios, organisations should begin to understand the value of 
such learning.

2.2.3 What is unlearning from failures and how can it benefit organisations?
Unlearning from failures can be conceptualised at three levels. Labib[21] used the theoretical lens from 
Mahler[22] of categories of organisations unlearning to illustrate how this applies to disasters. In Mahler’s 
view, there are three types of lessons that cause unlearning for organisations: (1) lessons not learned; (2) 
lessons learned only superficially; and (3) lessons learned and then subsequently unlearned. Labib[21] then 
provided three examples from disasters to illustrate how each of these types of unlearning has occurred. 

There are plenty of examples where similar types of incidents keep occurring and repeated incidents occur 
because organisations have no memory since there are plenty of personnel changes that result in a “brain 
drain”, using Kletz’s[23] term. Our proposed modelling, as we will show below, provides a concise visual 
representation of the causal factors as a simplified mental model, and hence they are easier to remember 
rather than reading narratives of incident reports that usually run hundreds of pages. Such modelling 
approach also helps to establish the relationships among the causal factors, and hence provides a visual 
assessment of the vulnerability (weak or blind spots) in the system, thus informing our analysis of safety 
barriers.

2.3 Theories of failure 
According to Labib[10], learning or unlearning from failure can be linked to a wide range of theories. 
Organisations can learn from failures through case studies or storytelling. However, they might be 
confronted with the concept of narrative fallacy[7]. This theory indicates that humans often search for 
explanations to the point where they manufacture them. Two other approaches address aspects of decision 
making. Organisations can either be too risk-averse or too risk-seeking. This is perfectly illustrated by the 
Swiss Cheese Model (SCM) introduced by Reason[24]. This conceptual model provides a simple illustration 
of the function in place where, if all guards fail, the whole system fails. The basic idea of SCM is that the 
layers/slices of cheese represents numerous system barriers that exist in the organisation in the form of 
procedures, check-lists and human checks for preventing hazards, while defects or loopholes in the system 
are represented by holes in the cheese layers. This model visualises incidents as the result of accumulation 
of multiple failures in barriers, or defences, represented as an alignment of holes in successive slices; hence, 
it is a simplified model to show the dynamics of accident causation. In other words, the failure occurred 
due to alignment of holes or simultaneous failures (loopholes in the system) of safety barriers. By safety 
barriers, this is analogous to the body’s auto-immune system. More details about SCM and its evolution 
and limitations can be found in[25]. The model indicates cheese slices as barriers of protection concluding 
that the number of cheese slices identifies the level of risk aversion. Such modelling is easy to understand 
but its simplicity has also been criticised in that it does not represent adequately the relationship between 
different causal factors. Our proposed approach is intended to address this by providing more insight into 
causal relationships. Thus, the FTA, on the other hand, works its way to understand, or predict, what can 
cause the final unwanted event to happen, by working from the undesired event at the top of the FTA, 
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and drilling down to the most basic events that are associated together through logic gates to examine the 
relationships among causal factors. 

Further, organisations can learn from specific and/or generic lessons of disasters. They can decide to 
adopt either the approach of Normal Accident Theory (NAT) or high-reliability theory. NAT, which was 
introduced by Perrow[26], claims that complexity and lack of prevention measures will unavoidably result 
in a disaster. Thus, the main claim of this argument is that accidents cannot be predicted or prevented and 
hence are “normal” and unavoidable. In contrast, the approach of High-Reliability Organisation (HRO) 
theory states that organisations can contribute to the prevention of disasters[27]. Hence, the emphasis here is 
not how accidents happen, but what successful organisations do to promote and ensure safety in complex 
systems. NAT and HRO have created two schools of thought in the literature related to failure theories. For 
a comprehensive and a balanced account of both schools of thought, the reader is directed to the works of 
Saleh et al.[28] and Rijpma[29].

3 CASE STUDIES
3.1 Rationale and methods applied
This paper focuses on two case studies of different backgrounds; one relates to security and the other to 
safety. The first case analyses the Virginia Tech Shooting in 2007 relating to failure management from a 
security perspective. As the incident has been extensively researched and highly influenced policymakers 
such as universities and government in the U.S. in improving regulations, policies, and laws[30-33], it is 
considered as a good example of learning from failure. The second case study concerns the Lion Air 610 
airplane crash, which occurred in October 2018. This case study was chosen due to its current relevance 
and relation to aspects of safety. Further, the case study reflects on aspects of not fully learning from 
failures. This poor example of organisational learning, or “unlearning”, is evident by the subsequent crash of 
Ethiopian Air shortly afterwards, which ultimately led Boeing to decide to halt the production of this type 
of aircraft. However, it needs to be acknowledged that the case studies are limited due to being secondary 
information collected by others and potentially being biased.

The two methods applied in this paper are FTA and RBD. Both methods complement each other as the 
RBD is constructed based on the structure of the FTA[10]. Combining both methods, as a hybrid model 
approach, can help to identify failures leading to a disaster, optimise the allocation of resources to address 
safety gaps and thereby mitigate consequences for future disasters[10].

An FTA identifies, models and evaluates the unique interrelationship of events leading to: (1) failure; (2) 
undesired events; or (3) unintended events. Those events are on the top of the FTA resulting from the input 
events indicated in the fault tree. Events are connected by “AND” and “OR” gates. An “OR” gate indicates 
that one or more events must occur to trigger the output event. In comparison, an “AND” gate is used when 
all failures indicated in connection with the output event must occur at the same time. The RBD gathers the 
events from the “AND” gate identified in the FTA into a parallel structure and the “OR” gate into a series 
one[10]. This method is used to identify vulnerabilities and gaps. 

Addressing vulnerabilities can be an iterative and recursive process to help better understand and modify 
the original modelling in the form of a fault tree. This kind of analysis can be achieved either algebraically 
using the operational research method of minimum cut sets (a cut set is a combination of failure events, 
causing the top event in a fault tree) or by simply examining all possible failure scenarios of boxes in the 
RBD that will cause “cut-through” of the model. Such exercises build up critical mental problem-solving 
muscles, instead of simply reading a narrative of a report. It also helps to examine the logical combination 
of safety barriers that can mitigate against potential similar hazard.
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Since fault trees are hierarchical structures, where the top of the tree is the undesirable incident (the 
disaster), and the bottom events are causal factors (root causes), there has been very little research on the 
middle levels of the hierarchical structure, especially the level just below the top event. This is particularly 
important as framing the problem dictates how the scope of the analysis will be developed into causal 
factors and subsequent recommendations. It has been proposed that the middle part of the fault tree can 
resemble the remit of the middle managers in humanitarian logistics organisations in terms of learning 
from rare events[34]. In addition, there has been a variation in terms of ways of classifying reasons of failure. 
For example, the factors can be grouped into “direct” and “indirect” causes such as the work of Labib and 
Read[1] in the analysis of Hurricane Katrina disaster. The same approach is followed in this paper as it helps 
to focus on both short and long terms recommendations. In addition, such taxonomy helps to realise both 
single- and double-loop learning. 

Argyris (p. 68)[11] proposed the concept of single-loop learning, which can be defined as: “an error is 
detected and corrected without questioning or altering the underlying values of the system”. It can be 
argued that this is related to the “direct” causes in an FTA model. Conversely, Argyris (p. 68)[11] defined 
double-loop learning as: “mismatches are corrected by first examining and altering the governing variables, 
and then reviewing the actions”. This can be attributed to be among the “indirect” causes in the FTA 
modelling. Triple-loop learning has also been proposed in the literature, but this is beyond the scope of our 
paper. Other variations to classify failures can be as sociological and technical, or human and technology 
related issues. 

3.2 Case study 1: Virginia Tech Shooting, USA, 2007
3.2.1 Background
One of the deadliest shootings in US history took place on 16 May 2007 at Virginia Tech University, 
Blacksburg. The shooting comprised two attacks that took place in two different locations on campus, 
which are illustrated in Figure 1[35]. The first shooting took place at 07:15 at West Ambler Johnston Hall 
dormitory, killing two people. Since the police associated the shooting with a domestic incident and 
assumed the attacker had already left campus, they did not shut down the campus[35]. About two and a half 
hours later, the gunman started the second shooting in Norris Hall building. Referring to witnesses, the 
gunman entered various classrooms and started randomly shooting at everyone[35]. As the gunman realised 
that the police were rushing into the building, he shot himself.

3.2.2 Logic and technical cause of failure
As this incident has been fully investigated and to reduce biased information, the causes of failure identified 
have been obtained from the amended Review Panel Report[36] of the Virginia Tech Shooting (2009). The 
failures have been identified as followed:
(1) Since his childhood, Cho exhibited mental health issues and received psychiatric treatment and 
counselling for selective mutism and depression. His mental instability worsened during his junior year at 
university as the university’s care team failed to provide support to Cho.
(2) After he mentioned suicidal remarks to his roommates, his mental health was evaluated by 
psychologists. However, this was done inadequately resulting in insufficient treatment of Cho.
(3) With his history of mental health instability, he would not have been allowed by federal law to purchase 
the two guns which he used in the shooting. However, his data were never entered into the federal database 
used for background checks when purchasing firearms.
(4) There were communication errors among the university entities involved with Cho’s situation and the 
incidents encountered by other students and faculty. Further, laws concerning the privacy of health and 
education records have been misinterpreted.
(5) Students and staff were not notified of the first shooting due to a misinterpretation of the incident and 
ineffective warning systems in place.
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(6) The university emergency plan did not include scenarios of a shooting and the assignment of a threat 
assessment team.
(7) The university had insufficient security systems such as cameras in dormitories and entrances to 
buildings as well as locks on classrooms.

3.2.3 Consequences
Twenty-seven students and five teachers were killed, and 17 people wounded by 23-year-old Virginia Tech 
student Seung-Hui Cho[35,36].

3.2.4 FTA and RBD
The FTA illustrated in Figure 2 identifies the direct causes and contributing factors leading to the Virginia 
Tech Shooting. The equivalent RBD is then cited in Figure 3, where every OR is series and every AND is 
parallel structure. The first direct cause defined is gunman Cho. Insufficient treatment, worsening mental 
health and a lacking supporting system were linked with an AND- gate to demonstrate their almost 
simultaneous occurrence. The insufficient treatment resulted from an inadequate evaluation of his mental 
health and lack of reporting. Another direct cause is linked to Cho’s ability to purchase the guns due to 
reporting failures about the unstable mental health of Cho and a gap in gun laws. The third direct cause 
relates to the university and its lack of internal communication, the misinterpretation of the mental health 
and education laws, as well as the overall insufficient evaluation of Cho’s situation. The contributing factors 
are linked with an AND-gate addressing the deficiency in responding to the incident and the lack of 

Figure 1. Graphic timeline of the incident and campus map (source: ref.[35])
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Figure 2. Fault Tree Analysis of the Virginia Tech Shooting

Figure 3. Reliability Block Diagram of the Virginia Tech Shooting
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security systems around campus. Lacking information in the emergency plan, the decision to not notify 
staff and students as well as hierarchical issues between the police and the university all influenced the 
overall response to the incident. Causes 10 and 11 relate to the inefficient emergency plan. Causes 12 and 
13 linked with an OR-gate lead to the decision to not notify people on campus.

3.2.5 Recommendations and generic lessons
Lack of information sharing, misinterpretation and insufficient evaluation of situations, as well as lack of 
communication, can be considered the main causes for the shooting. Universities and learning facilities 
should promote the sharing of knowledge internally, in particular when it concerns safety and health. 
Policies and laws should be carefully reviewed and unclarities identified and addressed. Further, learning 
institutions should allocate more resources to their care teams to improve support of students struggling 
with mental health issues. Emergency plans should be reviewed and updated regularly. They should 
implement a wide range of “what if ” scenarios such as shootings. In addition, introducing a wide variety 
of communication channels and connecting them via one system can help to effectively warn students and 
staff in case of incidents.

3.3 Case study 2: Lion Air 610 Airplane Crash, 2018
3.3.1 Background
On 29 October 2018, a Boing Max 737-8 operated by Lion Air was scheduled to fly from Jakarta to Pangkal 
Pinang, as illustrated in Figure 4[34].

The scheduled departure time for flight LNI610 was 05:45. Two pilots, six crew members, and 181 
passengers were on board the airplane[38]. Shortly after its departure, the pilots faced problems with 
indicating the altitude and the airspeed of the plane due to critical sensors registering different readings[39]. 
To identify the correct information, they contacted air traffic control. Shortly after, the airplane dropped 
over 700 feet as the aircraft’s safety system MCAS, which was triggered by the falsified information of 
altitude, had forced the plane to nose down[39]. The pilots were able to correct and recover from the 
drop. However, the MCAS continued to push the plane’s nose down even after pilots proceeded with 
counteractions. The plane went up and down more than a dozen times before disappearing from the 
radar[39].

3.3.2 Logic and technical cause of failure
As the investigation of this disaster is still ongoing and the final report is due to be released in August this 
year, the technical causes were based on the Preliminary Aircraft Accident Investigation Report (2018) 
of the Indonesian Transport Committee (KNKT)[38] and news articles related to the subject. The causes 
identified can be summarised as follows:
(1) The Angle of Attack (AoA) sensor falsely indicated that the airplane’s nose was too high and that the 
airplane was stalling. The information obtained by the AoA sensor triggered the automatic safety system 
Maneuvering Characteristics Augmentation System (MCAS), which forced the airplane’s nose down[39].
(2) The MCAS overrode the pilots’ response as they were trying to correct the problem by lifting the plane’s 
nose back up[38].
(3) Pilots were not aware of the existence of MCAS. They seemed to have not received any training for this 
feature and no information was added in the manual[39].
(4) The airplane did not have the optional warning light that would have indicated the problem’s root. 
Issues with previous flights of the airplane and response actions by pilots to overcome those have not been 
carefully evaluated and communicated properly[35].
(5) The MCAS had a poor system redundancy by being able to be triggered by a single sensor, even though 
there are two AoA sensors on every airplane[40].
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3.3.3 Consequences
The airplane crashed at about 5000 feet with a speed of 450 miles per hour into the Java Sea[39]. All people 
on board died in the airplane crash. It is the second deadliest airplane accident in Indonesia.

3.3.4 FTA and RBD
The FTA illustrated in Figure 5, and its equivalent RBD in Figure 6 identify the direct and indirect causes 
leading to the Lion Air 610 crash, and the overall vulnerability analysis. A technical error was defined 
as the first direct cause. The AoA sensor providing wrong information about altitude and speed as well 
as triggering the MCAS, the MCAS overriding the pilots’ response and the missing optional warning 
light were all indicated as the root causes for the technical failure of the machine. As they occurred 
simultaneously (and they were both needed and sufficient for the outcome to be realised), they were linked 
with an AND-gate. Another failure included the response of the pilots whose countermeasures were 
inefficient. Further, they failed to identify the problem because MCAS was a new feature, pilots did not 

Figure 4. Expected route of Lion Air Flight 610 and the location of the crash (source: ref.[37])
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receive any training on MCAS and the handbook was not updated. Indirect causes are linked to failures of 
the operator Lion Air and the manufacturer Boing. Failures by the operator included that the airline did 
not evaluate the previous issues in relation to the AoA sensor and the MCAS as well as the missing internal 
communication. On the other side, failures in the software and poor system redundancy resulted in the 
malfunctioning of the MCAS. Additionally, simulations did not include potential failure scenarios. These 
causes are linked to Boing.

3.3.5 Recommendations and generic lessons
The main lessons to be learned are that lack of communication and lack of training are often the root causes 
of airplane crashes. By informing and training pilots appropriately about new features implemented in the 
airplanes, failures in responding can be reduced. Further airplane manuals should be updated regularly. By 
sharing information on near misses internally and improving communications, airlines can help to mitigate 
disasters.

In addition, airlines should carefully consider the optional safety features that can be purchased from the 
manufacturers for a relatively low cost. Manufacturers such as Boing should carefully evaluate potential 
failures of software and design before implementing new features. To increase the redundancy of the 
MCAS, Boeing should link the feature to two sensors instead of just one. Depending on the outcomes of 
investigations, airlines and authorities should work collaboratively to address the safety of passengers and 
flight crews - even if that means the grounding of airplanes and financial losses.

4. DISCUSSION
Implementing the FTA and RBD in the analysis of the two case studies in this paper helped to understand 
the root causes and to recognise the vulnerability gaps. In a wider context, the methods identified 

Figure 5. Fault Tree Analysis of the Lion Air 610 airplane crash
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similarities between the two cases in relation to failures associated with the disasters. These include failures 
in information sharing, communication and lack of knowledge. Further, both cases presented unlearning 
from near misses before the disasters occurred. However, the cases differ in their level of learning from 
the disasters. In the case of the Virginia Tech Shooting, the failures have been detected, analysed and 
lessons learned implemented nationwide through updated regulations, laws and policies. However, in the 
case of the Lion Air 610 crash, the failures have only been partly detected as investigations have not been 
concluded yet. Hence, the organisations involved have the just begun with learning from the failure. This is 
also reflected in the crash of the Ethiopian Airlines last month (March, 2019), which was identified to have 
similar causes of failure seemingly not having been completely addressed yet.

Regarding the case of the Virginia Tech Shooting, the RBD identified gaps in the emergency response. 
Referring to the Swiss Cheese Model, it can be indicated that a lack of barriers resulted in the emergency 
response to be the most vulnerable part of the system. In comparison, the RBD for the Lion Air 610 crash 
identified gaps in the design of the MCAS and internal communication among airline entities.

As the case study of the Lion Air 610 crash mainly addresses systematic failures, the FTA proved to be 
easily applicable. However, the FTA of the Virginia Tech Shooting showed limitations due to the complexity 
of the case. The authors are aware that Cho’s personality might be seen more as a symptom rather than 
a cause. However, in this case, it was interpreted as a cause since this particular incident would not 
have happened without Cho and the root causes were related to issues in communication and missing 
supporting features.

Figure 6. Reliability Block Diagram of Lion Air 610 airplane crash
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There are two main perceived criticisms of our proposed approach. The first relates to the limited value 
added, whereas the latter is concerned with assumption of simplicity of cause and effect. Thus, the first 
point is about the true added value of using FTA and RBD, which is claimed to be limited, as these tools did 
not discover new lessons. In response to this criticism, one can say that FTA helps to organise relationships 
between factors and such mental model in the form of a diagram might be easy to recall and hence 
saves much time in going through the large number of pages that is typical of any incident investigation 
report. Regarding the second point, of being constrained by a strict cause and effect relationship that may 
not capture complexity of the incident, one can argue that such limitation is in a way a blessing, as, by 
following such logical way of thinking that is strictly relying on just a couple of logic gates, this approach 
provides a rational way of thinking to reach logical conclusions. It is not the intention of this paper to offer 
new insight into these tragic cases but instead to present approaches that will help to develop and support 
organisational learning, highlighting the diversity of cases for application of the approach and, crucially, 
offering a simplified method to capture key information rather than extended narrative, which can dilute 
learning for organisations. 

In conclusion, the results of integrating the information obtained through the methods of FTA and RBD 
can support the various stakeholders of the events to appropriately allocate their resources, improve 
processes in terms of standard operating procedures and routines and thereby mitigate future disasters. 
Thus, organisational learning is stimulated and organisational resilience can be improved. Again, we stress 
here that learning implies change of behaviour to avert similar incidents from occurring and accordingly 
unlearning implies abandoning such practices. However, the learning process varied between both cases 
due to having investigations closed and failures detected in the case of the Virginia Tech Shooting and 
ongoing investigations in the case of the Lion Air 610 crash. 

Thus, can the analysis be the motivation for organisational learning? If we define organisational “learning” 
from failures as consisting of three main streams: (1) feedback from users to design; (2) use of advanced 
modelling and analysis tools; and (3) incorporation of multidisciplinary and generic lessons, as proposed 
by Labib[10], then, using this lens, the answer is yes. Both cases showed that there is potential to learn 
from the disasters as: (1) users’ feedback to design through specific lessons and actions identified; (2) the 
integration of failure analysis tools such as FTA and RBD; and (3) the generic lessons learned have been 
applied in both safety and security domains. 
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