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Introduction 

Previous contributions to the literature have demonstrated a disconnection between the law and the 

practical realities of anonymisation.1 One notable example of is the ‘release and forget’ approach to 

disclosing data utilised by the Freedom of Information Act 2000 (FOIA), a piece of legislation designed 

to allow individuals to request access to information and data held by public authorities. The FOIA’s 

disclosure model holds that, unless an exemption applies, information/data requested must be 

disclosed on a ‘release and forget’ basis, with no re-use re-sharing restrictions attached. Personal data, 

as defined in the Data Protection Act 2018 and General Data Protection Regulation (GDPR),2 are 

generally exempt from disclosure under the FOIA, but data that have been rendered anonymous 

through a process of anonymisation are not.3 In the event of a public authority concluding that data 

at the heart of an FOI request are anonymous it has no choice but to order the complete and 

unfettered (i.e. ‘release and forget’) disclosure of those data. In other words, data that are disclosed 

pursuant of an FOI request effectively become “open data”, with no restrictions directly imposed on 

any future uses or sharing of those data.  

This position is unsatisfactory, as anonymisation is a highly context-dependant process. It does not 

hold to reason that data that are anonymous in one context will necessarily be anonymous in another, 

and vice versa. For instance, the robustness of any anonymisation efforts will depend on a range of 

contextual factors such as the existence and incentives of any “motivated intruders” who have an 

interest in “de-anonymising” the data, the existence of any other data “out there” that might be linked 

(either deliberately or inadvertently) to nominally anonymised data and thereby cause de-

anonymisation, and the nature of environment into which nominally anonymised data are to be 

released. The risk of a nominally anonymised dataset being de-anonymised, for instance, will likely be 

much lower if said dataset is disclosed on a limited and controlled basis (e.g. to a small team of 

university researchers who have no interest in de-anonymising the data, who will process the data for 

a limited specified purposes, and store the data in a controlled environment) than would be the case 

if the same dataset was uploaded to a public website where it could be downloaded and used by 

anyone (including those who have an active interest in de-anonymising the data and using the data 

for nefarious purposes) without any usage controls attached. Similarly, changes in the “data situation” 

                                                           
1 H Pearce and S Stalla-Bourdillon, ‘Rethinking the “release and forget” ethos of the Freedom of Information 
Act 2000: Why developments in the field of anonymisation necessitate the development of a new approach to 
disclosing data’ [2019] 10(1) European Journal of Law and Technology. 
2 Defined by Section 3 Data Protection Act 2018 (DPA) as “any information relating to an identified or 
identifiable living individual”. The same definition is used by Article 4(1) GDPR. 
3 Section 40(2) FOIA 2000 specifies that personal data will be exempt from disclosure under the FOIA if this 
would contravene any of the substantive data protection principles contained in Article 5 GDPR and Chapter 2 
DPA 2018. 



or “environment” that may occur over time are capable of, sometimes drastically, affecting whether 

data have been successfully anonymised. Consider the following example:  

Tom wishes to release dataset A, which is he has attempted to anonymise, into environment 

Y. Dataset He is aware that, in theory, there is a risk that dataset A, if combined with/linked 

to certain other datasets, may result in an intruder being able to de-anonymise dataset A. 

However, it appears no other datasets of this type appear to be present in environment Y. 

Tom releases dataset A into environment Y. The next day, Billy releases dataset B into 

environment Y. Amy, who also has access to environment Y, then combines dataset A with 

dataset B, and through linking the records in each dataset is able to de-anonymise dataset A. 

Accordingly, data that are “anonymous” in one situation may not be in another, and data that may be 

“anonymous” one day may not be the next. Nominally “anonymous” data could, therefore, be 

released under the FOIA, disseminated to a range of parties, de-anonymised/re-identified, and then 

used for purpose that are harmful to affected individuals.4 The FOIA’s model of disclosure, therefore, 

is completely at odds with how anonymisation should be understood. However, as has been argued 

elsewhere, the incorporation of the notions of privacy and data protection by design, data licensing, 

risk management, and contextual controls could all help improve the FOIA’s disclosure process, and 

reconcile it with the practical realities of anonymisation.5  

Building on previous literature in the field, this paper proposes an alternative approach to disclosing 

anonymised data under the FOIA that operates on a context-dependant basis relative to the risk status 

of anonymised data, intends to reconcile the law with the practical realities of anonymisation, and 

aims to strike a balance between the need to make public sector data more “open” and protecting the 

privacy and data protection interests of individuals whose personal data might be contained in public 

sector datasets. The first section outlines the core tenets and features of the proposed new model. 

The second section then sets out an illustrative use case that demonstrates how the model would 

operate in practice. The third section explains how the proposed model prima facie represents a 

plausible and practically-viable alternative approach to disclosing anonymised data under the FOIA 

                                                           
4 M Elliot et al. ‘The Anonymisation Decision-making Framework’ [2016] UKAN; L Rocher, J Hendrickx  and Y de 
Montjoye, Y. ‘Estimating the success of re-identifications in incomplete datasets using generative models’  
[2019] 10 Nature Communications; A Narayanan and V Shmatikov ‘Robust De-anonymization of Large Datasets 
(How to Break Anonymity of the Netflix Prize Dataset)’ [2008] University of Texas at Austin 403-418; L Sweeney 
‘Simple Demographics Often Identify People Uniquely’ [2000] Carnegie Mellon University, Data Privacy 
Working Paper 3; Y de Montjoye, et al. ‘Unique in the Crowd: The privacy bounds of human mobility’ [2013] 
Scientific Reports; P Ohm ‘Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization’ 
[2010] UCLA Law Review. See also: F Aldhouse ‘Anonymisation of personal data – A missed opportunity for the 
European Commission’ [2014] 30(4) Computer Law & Security Review. 
5 H Pearce, ‘The (UK) Freedom of Information Act’s disclosure process is broken: Where do we go from here?’ 
[2020] 29(3) Information & Communications Technology Law 354-390. 



that could improve upon some of the deficiencies inherent in the incumbent ‘release and forget’ 

approach. The fourth section considers some challenges that would have to be negotiated were the 

proposed model to operate effectively in practice. The article concludes with a summary of the 

preceding sections, and argues that none of the identified challenges inherent in the proposed model 

are sufficient to discredit its potential utility. 

1. The New Model 

The suggested new model for data disclosures made under the FOIA is comprised of four individual 

stages:  

• A preliminary screening stage; 

• An applicant motivation screening stage; 

• A risk analysis stage; and 

• A licensed disclosure stage.6 

 

1.1. Preliminary Screening Stage 

In the first stage of the disclosure process an individual making a FOI request would be legally obligated 

to truthfully state the data/information to which they were requesting access, the reasons behind 

their request, and their intended purposes for the data, in as much detail as possible (e.g. for medical 

research, investigating possible corruption, monitoring government spending etc.). Additionally, the 

applicant would be required to explain how, and under what conditions, they would store the data 

were they to receive them (i.e. whether any security measures would be in place etc.). 

The public authority would then be required to assess whether the information requested either were 

about an individual, or whether there was a more than negligible chance of the data being used to 

identify an individual and, if so, whether their disclosure would breach the data protection principles 

as contained within the Data Protection Act (DPA) 2018.7  In other words, the public authority would 

be required to examine whether the information requested were either personal data, or anonymised 

data that would constitute personal data were they to be de-anonymised, and whether the disclosure 

of such information would be either be unlawful or unfair.  

If the requested information was neither personal data nor anonymised personal data, assuming no 

other restriction or exemption contained within the FOIA applied, the public authority would be free 

                                                           
6 An earlier version of the first two of these stages was outlined in a previous article, which is quoted from 
extensively below. See: H Pearce and S Stalla-Bourdillon (n 1). 
7 See: Sections 86-91 Data Protection Act 2018 



to disclose the requested information on a “release and forget” basis and would not be required to 

continue with the subsequent stages of the disclosure process.  

If the requested information was personal data, the public authority would be required to assess 

whether the disclosure of those data would amount to a breach of the data protection principles (i.e. 

whether the release of those data would be fair and lawful). This would be done by way of reference 

to the relevant provisions of the General Data Protection Regulation, DPA 2018, and the guidance of 

the Information Commissioner’s Office.  

If the disclosure of the personal data was neither unlawful nor unfair there would be no issue with the 

release of those data, as such a release would not breach any of the data protection principles. The 

public authority would once again be free to disclose the requested information on a “release and 

forget” basis and would not be required to continue with the subsequent stages of the disclosure 

process. If, however, it was believed that the disclosure of the requested information would be either 

unlawful or unfair, then the general disclosure of the requested data would not be permissible, and 

the public authority would be required to anonymise the requested data to the best of their ability 

and proceed to the next stage in the disclosure process.8 

If the requested information was anonymised personal data, the public authority would be required 

to assess whether the disclosure of those data, were they to be de-anonymised, would amount to a 

breach of the data protection principles.9 If the answer to this question was no, then the requested 

information could be disclosed. If the answer to this question was yes, the public authority would be 

required to continue with the disclosure process.  

Put simply, the preliminary screening stage is designed to ensure that only FOI requests that may 

potentially lead to a breach of an individual’s data protection rights are subject to the full disclosure 

process outlined below. If there is no risk of an individual’s data protection rights being affected, 

subjecting the requested information to the below risk analyses becomes unnecessary. The inclusion 

of this step in the process intends to prevent public authorities from having to undertake superfluous 

and resource-intensive risk analyses in relation to all FOI requests. It is worth noting, however, in most 

circumstances disclosures of personal data under the FOIA are unlikely to be considered fair or lawful, 

                                                           
8 This requirement would not be absolute, and would need to be read alongside, and in conjunction with, 
Section 12 of the FOIA, which allows public authorities to refuse to comply with FOI requests that would result 
in the incurrence of excessive costs. 
9 In this regard, it is important to note that not all disclosures of personal data will necessarily amount to a 
breach of the data protection principles. 



which will necessitate the utilisation of the subsequent stages of the disclosure process in many 

cases.10  

Fig.1, below, shows an explanatory flowchart that illustrates how the preliminary screening stage 

would operate in practice.  

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1: Preliminary Screening Assessment Flowchart  

                                                           
10 C McCluskey, ‘How will the GDPR affect FOI law?’ [2017] 13(5) Freedom of Information. 



 

1.2. Applicant Motivation Screening Stage  

In the second stage of the disclosure process, the public authority would be required to consider the 

stated motivations of the individual making the FOI request and the reasons/intended purposes 

behind their request. 

In the, perhaps unlikely, event an individual was to state a reason that was illegitimate or otherwise 

incompatible with the thrust of data protection law and freedom of information law (e.g. a desire to 

obtain personal data, uncover state secrets, or access information received in confidence) their 

request could be immediately declined. In the more likely event of an individual’s request being 

supported on legitimate reasons, such as those postulated above, the public authority could proceed 

to the next stage in the disclosure process. 

This stage would help public authorities to identify precisely which data were at the centre of an 

individual’s FOI request, help with the identification of precisely which data would be necessary to 

respond to the request in full, help with the making of determinations as part of the risk analysis stage 

of the disclosure process (outlined below); expedite the rejection of vexatious and/or illegitimate 

requests, and ensure that the time elapsed between a request being made and the requested data 



being disclosed was kept to a minimum. In so doing, this stage of the disclosure process would also be 

conducive to public authorities’ compliance with the principle of data minimisation.11 

Fig.2, below, shows an explanatory flowchart which illustrates how this stage of the disclosure process 

would operate in practice.  

Fig.2 Applicant Motivation Screening Stage Flowchart 

 

1.3. Risk Analysis Stage 

Having identified the data requested, the public authority of whom the request had been made would 

then subject the data requested to up to three different types of risk assessment, the outcomes of 

which would be measurable on a numerical scale (1 = negligible, 2 = moderate, 3 = high). To be clear, 

it would be the public authority of whom the FOI request had been made who would bear the burden 

for carrying out these initial assessments, as is the case at present under the ‘release and forget’ 

model. The decisions of public authorities could be appealed to the Information Commissioner, and 

subsequently to the First Tier Tribunal. 

1) The first analysis would require the public authority to assess the risk of the data requested 

being used to identify an individual were the data to be released openly, without restriction. 

                                                           
11 The principle of data minimisation holds that the collection, storage and usage of personal data is limited to 
data that are relevant, adequate, and necessary for carrying out any processing activity. See: Article 5(1)(c) 
GDPR. 



If, following this analysis, the public authority considered the risk of identification/re-

identification to be negligible (i.e. given a risk score of 1), it could then proceed to the third 

type of risk analysis listed below. 

If, however, the level of risk was deemed greater than negligible, the second type of risk 

analysis, also mentioned below, must first be undertaken, and the score from this second risk 

analysis used in lieu of the risk score obtained from the first analysis. 

2) The second analysis would require the public authority to consider the risk of the data 

requested being used to identify an individual were the data used only and exclusively for the 

purposes stated in the applicant’s initial FOI request, and stored in the way the applicant had 

stated, as opposed to the data being released completely openly. The more detail the 

applicant had provided when making their request, the easier this would be to carry out.  

 

Once a score had been given in relation to this assessment the public authority could then 

move to the third risk analysis. 

 

There would be no need for a public authority to undertake this analysis if the complete and 

unfettered disclosure of the data requested was negligible, as the ‘open’ release of the data 

would obviously be broad enough to encompass any specific intended purposes of uses of the 

applicant. 

 

3) The third and final risk analysis would require the public authority to assess, irrespective of 

the likelihood of the data being used to identify an individual, the level of severity and/or harm 

(i.e. impact it could have on an identified individual) were identification to occur.12  

 

If difficulties are experienced in calculating the extent of possible harms, the sensitivity of the 

data should act as a general guide. As has been noted elsewhere, the more sensitive data are, 

the greater the harm is likely to be for any affected individuals in the event said data are used 

for illicit or nefarious purposes.13 

                                                           
12 For an explanation of precisely how such calculations could be made, see: H Pearce (n 5). 
13 See: M Elliot et al (n 4). See also: G Milne et al. ‘Information Sensitivity Typology: Mapping the Degree and 
Type of Risk Consumers Perceive in Personal Data Sharing’ [2017] 51(1) The Journal of Consumer Affairs 133-
161. 



Having undertaken the abovementioned exercises in risk-analysis, the public authority would then 

combine the risk severity score from the first or second risk analysis with the score from the third risk 

analysis.  

In so doing, the public authority could calculate an overall risk score associated with the disclosure of 

the data subject to the FOI request. This score could then be used to plot the overall level of risk 

associated with the data, a concept henceforth referred to as “holistic risk”, on a risk matrix such as 

that displayed in Fig.3, below. 

Fig.3: Holistic Risk/Harm/Sensitivity Matrix 

 

The horizontal axis of the displayed risk matrix charts data sensitivity on a scale of 1 to 3, with 1 being 

used to refer to low sensitivity data, 2 to moderate sensitivity data, and 3 to high sensitivity data. The 

vertical axis charts probability of re-identification, with 1 being used to refer to negligible probability 

of re-identification, 2 to moderate probability of re-identification, and 3 to high probability of re-

identification. The combination of risk scores on both axes allow for the discernment of five types of 

holistic risk: very low; moderate to low; moderate; moderate to high’ and very high. 

To use an illustrative example, if a public authority were to find that FOI request gave rise to a 

moderate risk of re-identification (2), but the data in question were of a high sensitivity (3), the above 

matrix would allow the public authority to determine that the holistic risk associated with the FOI 

request was “moderate”. Alternatively, if data sensitivity and risk of identification were both low (1), 

or high (3), the holistic level of risk would be very low, or very high, respectively.  

Once a holistic level of risk had been determined, the public authority could then move to the final 

stage of disclosure.  



1.4. Licensed Disclosure Stage 

The final stage in the disclosure process is built around a licensing spectrum which attaches different 

conditions and obligations to data disclosed pursuant of an FOI request depending on the level of 

holistic risk of those data. Depending on the level of holistic risk calculated during the risk assessment 

stage of the process, outlined above, a public authority would locate the data in question on a 

spectrum of licensed disclosure options, displayed below in Fig.4, and proceed in accordance with the 

spectrum’s instructions for data falling within the appropriate corresponding gradient. 

In general, the greater the level of holistic risk associated with requested data, the more likely it will 

be that the disclosure of those data will be subject to post-release controls and obligations, which will 

apply to both the releasers and recipients of the data. Conversely, the lower the level of holistic risk 

associated with any requested data the less likely it will be that their disclosure will be subject to post-

release controls and obligations.  

Depending on the level of risk associated with requested data, it may also (or instead) be possible for 

the metadata associated with those data to be disclosed, if the metadata themselves are not of a more 

than low to moderate risk status. The reason why this may be attractive to individuals making FOI 

requests is that, as explained elsewhere, given the latent value of metadata, often many of goals 

behind their requests may be obtainable from an analysis of the metadata of a dataset, rather than 

the raw data contained within that dataset.14 

 

 

 

 

 

 

                                                           
14 On this issue, see: H Pearce (n 5); M Lytras and M Sicilia, ‘Where is the value in metadata?’ [2007] 2(4) 
International Journal of Metadata, Semantics and Ontologies; W Wescott II, (2007) ‘The Increasing Importance 
of Metadata in Electronic Discovery’ [2007] 14(3) Richmond Journal of Law & Technology; A Zuiderwijk et al. 
‘The potential of metadata for linked open data and its value for users and publishers’ [2012] 4(2) JeDEM 222-
244; E Mitchell, ‘Assessing the Value of Metadata in Information Services’ {2013] 30(2) Technical Services 
Quarterly; R Parekh et al. ‘The importance of metadata to assess information content in digital reconstructions 
of neuronal morphology’ [2015] 360(1) Cell and Tissue Research 121-127; A Santana et al. ‘The importance of 
metrological metadata in the environmental monitoring’ [2016] 733(1) Journal of Physics: Conference Series; 
Hare, J. ‘What is metadata and why is it as important as the data itself?’ [2016] OpenDataSoft. 



Fig.4: A prospective licensing spectrum for data disclosures 

At the top of the licensing spectrum, where data of a very low risk are placed, public authorities would 

be subject to very few rules and obligations in respect of any disclosures made pursuant of FOI 

requests. Such data could be disclosed completely openly, without any restrictions being placed on 

the recipients of those data in terms of uses and future sharing. The releasing public authority would 

not have any obligations to monitor subsequent uses of the data, nor any responsibility to monitor 

the ongoing environment/situation of those data. To this extent, the approach taken to data under 

this first gradient of the data spectrum is similar to the “release and forget” approach currently 

endorsed by the FOIA. 

The next gradient in the spectrum deals with data of a low-to-moderate holistic risk. Data within this 

gradient could be released openly by public authorities, with no restrictions placed on the data in 

terms of other future recipients, but with some conditions attached in respect of certain future uses 

of the data. Specifically, recipients of the data would be placed under obligations not to undertake 

any actions that might result in the level of risk associated with the data being increased (e.g. 

attempting to link the records in the requested data with other publicly available datasets). The 

recipient of the data would generally be permitted to share the data with others, but may be 

prohibited from sharing the data with some specific parties in whose hands the level of risk associated 



with the data could be considered more than low-to-moderate (e.g. a recipient of an dataset that 

contained anonymised health data might be prohibited from sharing the data with organisations such 

as insurance companies or similar), and would not be permitted to release the data completely openly. 

The releasing public authority would also have to be informed by the recipient of the data of any 

subsequent disclosures or sharing. Any subsequent recipients of the data would be bound by the same 

terms and conditions as the original recipient. The releasing public authority would be under a post-

release obligation to monitor the situation of any data released on this basis, so to ensure that 

appropriate steps could be taken to mitigate the level of risk associated with the data were it to 

increase in the future. Such steps could conceivably include attempts to recall or compel destruction 

of the data or contacting affected individuals to warn of possible future consequences. The metadata 

of such data could be shared.  

Following this, data of a moderate risk would not be suitable for open and unfettered disclosure. 

However, disclosures of moderate risk data would be permitted on a restricted basis. For instance, 

whilst the public disclosure of data that would fall within this gradient of the spectrum might give rise 

to an unacceptably high level of risk were they to be released openly, they might conceivably be 

shared with specific recipients for specific purposes (e.g. a small team of researchers intending to use 

the data to investigate a specific medical issue) without the same high level of risk arising. Accordingly, 

data in this category could be released by public authorities but only to specific designated parties, 

and with the condition that the data must only be used for specific stated purposes. Recipients of the 

data would be placed under obligations not to link the data with other datasets at their disposal, not 

to attempt any other data processing activities that may conceivably lead to the data being de-

anonymised, and not to use the data for any purposes other than those which they stated when 

making their initial FOI request (or at least not for any purposes that were incompatible with the 

initially stated purpose). The recipient of the data would also not be permitted to share the data with 

any other parties. The releasing public authority would once again be under an obligation to monitor 

the data situation of the data post-release, so to ensure that appropriate steps could be taken to 

mitigate the level of risk associated with the data should it increase in the future. The metadata of the 

data could again be shared. 

The disclosure of data falling within the moderate to high gradient of the spectrum would not be 

permissible as a general matter, even on a restricted basis. However, in some circumstances it may be 

possible for a public authority to release a sample of such data if the disclosure of the sample itself 

did not give rise to a moderate to high level of holistic risk. The recipient party would be under a strict 

obligation not to share the data sample, nor to use it for any purposes other than those behind their 

initial FOI request. If the level of holistic risk associated with the metadata of the requested data was 



not intolerably high, the metadata of the requested data could also be released. The disclosing public 

authority would again have an obligation to monitor the data situation of any disclosed sample data 

and/or metadata. 

At the very bottom of the spectrum we find data of a very high holistic risk. The release of data within 

this gradient would never be appropriate in any circumstances and would be prohibited. The metadata 

of any such data should also not be disclosed.  

2. Illustrative Use Case 

Having outlined a proposed new model for data disclosures made under the FOIA above, what follows 

below is an illustrative use case that highlights how it could operate in practice, and demonstrates 

how it could improve upon the current “release and forget” approach.  

2.1.  Queen Mary University of London v (1) The Information Commissioner and (2) Alem 

Matthees, EA/2015/0269 – (The “QMUL Case”) 

The QMUL case revolved around a long-term clinical research trial (PACE) conducted by Queen Mary, 

University of London, which aimed to test the effectiveness of treatments for Chronic Fatigue 

Syndrome. The methodology of the trial was widely criticised, leading to the complainant, Mr 

Mathees, making an FOI request to access anonymised aspects of the PACE trial data for the purposes 

of scrutinising the trial’s methodology.15 This led to a dispute as to whether the requested data had 

been anonymised or were personal, and whether they were exempt from disclosure under the FOIA. 

2.1.1. The situation under the FOIA 2000 

After hearing arguments in relation to why the PACE data either should, or should not, be considered 

anonymous, the First Tier Tribunal (FTT) held that, though there was some danger of the PACE data 

being de-anonymised post-release, the data had been effectively anonymised so to render them 

legally “anonymous”, and ordered their ‘release and forget’ disclosure.16 As argued elsewhere, the 

reasoning deployed by the FTT was highly questionable, and the unrestricted release of the PACE data 

was inappropriate.17 Nevertheless, having decided that the data had been anonymised, due to the 

                                                           
15 On the trial’s methodology, see: L Jason, ‘The Pace trial missteps on pacing and patient selection’ [2017] 
22(9) Journal of Health Psychology; L Jason et al, ‘Case definitions integrating empiric and consensus 
perspectives’ [2016] 4(1) Fatigue: Biomedicine, Health & Behaviour; J Edwards, ‘Tackling fears about exercise is 
important for ME treatment, analysis indicates’ [2015] 350 BMJ; T Kindlon, ‘Reporting of Harms Associated 
with Graded Exercise Therapy and Cognitive Behavioural Therapy in Myalgic Encephalomyelitis/Chronic 
Fatigue Syndrome’ [2011] Bulletin of the IACFS/ME. For details regarding Mr Mathees’ FOI request, see: 
Decision Notice FS50565190 [2015) Information Commissioner’s Office. 
16 Queen Mary University of London v (1) The Information Commissioner and (2) Alem Matthees, EA/2015/0269 
17 H Pearce and S Stalla-Bourdillon (n 1). 



wording of the FOIA, the FTT had no choice but to order disclosure in this manner. Upon receipt, Mr 

Mathees uploaded the data online, where to date it remains publicly accessible and available for 

download.18 This was an unsatisfactory outcome, which highlighted the dubious nature of the FOIA’s 

“release and forget” approach to disclosing anonymised data.19 

2.1.2. How the situation would differ under the new licensing spectrum model 

Were the case to be heard again, and the spectrum model for data disclosures proposed above was 

used in place of the ‘release and forget’ approach, the case could have been resolved in an altogether 

more satisfactory manner. This is demonstrated through an application of the three stages of the 

spectrum model to the facts of the QMUL case. 

a. Preliminary screening stage 

In this stage of the disclosure process Mr Mathees would have been required to state which data he 

was requesting access to, the aims and objectives behind his request, and make a declaration in 

respect of how the data would be secured and handled were they disclosed to him.  

QMUL would have identified that the requested PACE data clearly related to/could potentially be used 

to identify an individual or individuals, despite the information not containing any names or other 

direct identifiers (i.e. data relating to the health and medical status of the trial participants).  

As this would indicate the data in question could potentially be special category personal data as per 

Art.9(1) GDPR,20 the question would then be whether the disclosure of these data would be either 

unlawful or unfair. Though the disclosure of the requested information could in principle be 

considered lawful (e.g. the release of this data could potentially be justified on the basis of it being 

“necessary for reasons of substantial public interest” under Article 9(2)(g) GDPR), it would likely be 

considered unfair, due to its sensitive nature.21 Accordingly, QMUL would be required to proceed to 

the next stage in the disclosure process. 

 

                                                           
18 A copy of the data received by Mr Mathees is available at: https://sites.google.com/site/pacefoir/pace-
ipd_foia-qmul-2014-f73.xlsx?attredirects=0 
19 Ibid. 
20 Article 9(1) GDPR defines special category data as “…personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, or trade union membership, or…genetic data, biometric data…, 
data concerning health or data concerning a natural person’s sex life or sexual orientation…”. 
21 ICO guidance specifies that disclosures of sensitive personal data, such as data pertaining to an individual’s 
health status or medical conditions, will unlikely be fair in most circumstances. See: Requests for personal data 
about public authority employees [2014} Information Commissioner’s Office. 



b. Applicant motivation screening stage 

Second, QMUL would have been required to examine Mr Mathees’ motivations and intended 

purposes for the requested information. As is stated in the ICO’s initial Decision Notice, Mr Mathees’ 

objective/intention was to acquire the PACE data for the purposes of scrutinising the PACE trial 

methodology.22 Presumably, therefore, had Mr Mathees been obligated to state his motivations at 

the time his request was made, this would have been the reason he would have provided. 

As noted above, under the proposed spectrum model a desire to carry out medical/scientific research, 

and a desire to scrutinise the decision-making approaches of public authorities, are valid reasons for 

the making of FOI requests. The reasons that would likely have been given by Mr Mathees’ would, 

therefore, likely fall under one, or both, of these two headings. Accordingly, Mr Mathees’ request 

would have been deemed prima facie valid and would have successfully negotiated the applicant 

motivation screening stage of the process (i.e. his request would not be declared vexatious or 

illegitimate in the first instance). His request, therefore, would to proceed to the risk analysis stage of 

the disclosure process. 

c. Risk Analysis Stage 

During the risk analysis stage, QMUL would have been required to assess:  

(1) The level of the risk of identification or re-identification associated with the data 

contained within the PACE dataset (in respect of both open publication and disclosure to 

a limited number of recipients for specific limited purposes– i.e. Mr Mathees alone for his 

stated purpose); and  

 

(2) The level (i.e. severity) of harm that would potentially be experienced by an individual 

whose data were identified or re-identified from the PACE dataset (regardless of the 

likelihood of said identification/re-identification) 

QMUL would then have to assign a risk score of 1 to 3 to the outcome of each analysis. 

In relation to analysis (1) we can make the following observations. As has been argued elsewhere, 

claims that the risks of re-identification associated with the open publication of the PACE dataset were 

negligible are far from convincing. Accordingly, the open disclosure of the PACE dataset would be 

given, at the very least, a risk score of 2, as there would be at least a plausible chance of the 

anonymised data contained therein being de-anonymised.  
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However, if, as was accepted by all the parties involved in the QMUL case, the risk of the anonymised 

data in the PACE dataset being de-anonymised would only be high if the data were to fall into the 

hands of certain illicit actors with specific knowledge and capabilities, it holds to reason that a more 

limited form of disclosure would represent a significantly lower risk.  

For instance, as was highlighted by the FTT, the possibility of an individual being re-identified from an 

analysis of the data contained within the PACE dataset alone was essentially nil.23 The only way that 

re-identification was likely to occur was if a person in possession of the PACE dataset also had access 

to other datasets which could be linked to the PACE dataset, the likes of which would only be available 

to medical professionals.24 The de-anonymisation of the PACE dataset would, therefore, required both 

some specialist knowledge (i.e. the ability to link datasets) and access to specific materials (other, non-

public, medical/healthcare datasets). 

As Mr Mathees had no specialist knowledge, nor access to other datasets that could be linked to the 

PACE dataset, the risk of disclosing the PACE data to him and him alone for the purposes given in the 

applicant screening stage of the process, would have been low. Accordingly, a risk score of 1 would be 

given. 

In relation to analysis (2), it is important to note that the data contained within the PACE dataset were 

made up of medical data and were therefore of a highly sensitive nature. As touched upon above and 

as has been noted elsewhere, in general terms the more sensitive data are, the greater the harm is 

likely to be for any affected individuals in the event said data are used for illicit or nefarious purposes.25 

Accordingly, the risk level of severity of possible harms associated with the PACE data would likely be 

considered “high”, and would be given a score of 3. 

d. Licensed disclosure stage 

Having performed the abovementioned risk analyses QMUL would then have been required to 

combine the resultant scores to determine the level of holistic risk associated with the disclosure of 

the PACE dataset. There are two possible permutations as to the outcome of these analyses. 

(1) Were the PACE data to be released openly the risk of identification of re-identification score 

would be 2, and the severity of possible harms/sensitivity score would be 3, giving a combined 

score of 5 (i.e. 2 + 3 = 5). 
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This would mean that the holistic risk of releasing the data on this basis would be “moderate-

to-high”. As per the disclosure spectrum, data that fall within the moderate-to-high gradient 

are not suitable for disclosure. Accordingly, were things to proceed on this basis, the open 

disclosure of the PACE data would not be permitted, and QMUL could legitimately refuse Mr 

Mathees’ FOI request.  

As an alternative, however, QMUL would be permitted to share a sample of the PACE data, 

the metadata of the PACE dataset, or possibly an imitation dataset containing dummy data, 

to Mr Mathees if the release of such data would not itself carry with it an unacceptable level 

of risk.  It would be for Mr Mathees to indicate whether this would aid his pursuit of his original 

motivations (i.e. to test the PACE methodology), and either accept or decline receipt.  

Were this approach taken, Mr Mathees would be placed under an obligation not to use the 

sample/dummy data for any purposes other than those specified at the time of his original 

request and would not be permitted to share those data with any other parties. QMUL would 

be placed under an obligation to monitor the data situation of the data post-release. It is 

important to note at this stage, however, that the release of a sample of a dataset will not be 

enough to eliminate re-identification/de-anonymisation risk, and so any prospective 

disclosure in this vein would have to be subjected to a process of risk analysis before being 

initiated.  

In the event that a change to the data situation transpired, and the level of risk associated 

with any of the data disclosed to Mr Mathees were to rise, QMUL would then be obliged to 

take steps to mitigate any emergent problems. Specifically, QMUL would be required to 

contact Mr Mathees to revoke his licensed access to the data, demand the destruction or 

return of the data, and contact any affected parties to warn about possible harms. 

(2) Conversely, were the data to be released exclusively to Mr Mathees, and for the purposes 

mentioned in his initial FOI request only, the risk of identification or re-identification score 

would be 1, and the severity of possible harms/sensitivity score would be 3, giving a combined 

score of 4 (i.e. 1 + 3 = 4). 

This would mean that the holistic risk associated with releasing the data on this basis would 

be “moderate”. As per the data spectrum, data that fall within its moderate gradient, whilst 

not appropriate for public disclosure, can be released on a restricted or controlled basis.  

Accordingly, were things to proceed on this basis, QMUL would be expected to disclose the 

requested PACE data to Mr Mathees alone, but not to any other parties. Mr Mathees would 



be placed under an obligation to store the PACE data in the manner he had indicated in his 

initial FOI request, an obligation to only use the data for the reasons stated in his request, and 

a prohibition on sharing the data with any other parties. Upon the completion of his intended 

purposes (i.e. the scrutinization of the PACE methodology) Mr Mathees would be required to 

delete or otherwise destroy any copies of the data. The metadata of the PACE dataset could 

also be released to Mr Mathees.  

QMUL would be placed under a post-release obligation to monitor the data situation of the 

disclosed PACE data. If future developments in the data situation suggested that the level of 

risk associated with the data disclosed might increase to a level higher than “moderate” QMUL 

would be obligated to contact Mr Mathees to compel him to either destroy the data or return 

all copies of the data, and to contact any other possibly affected individuals (i.e. those whose 

anonymised records were contained within the PACE dataset) to warn against possible harms. 

3. Advantages of the proposed model 

The above uses case demonstrates precisely how the proposed spectrum model of disclosures has the 

potential to improve upon the FOIA’s current release and forget approach in at least two major ways. 

3.1. Recognition that anonymisation is context-dependant 

As mentioned above, the “release and forget” model of the FOIA erroneously implies data that can be 

considered anonymised in one context must necessarily be considered anonymised in all others. This 

position is divorced from contemporary authoritative understandings of anonymisation which hold 

that anonymisation should be understood as being heavily context-dependant.26  

The above uses case demonstrates how the spectrum model of disclosures is built around this 

understanding of anonymisation. The crux of the proposed model is that decisions regarding 

disclosures of  anonymised data must be taken in accordance with the contextual peculiarities of those 

data, rather than made under a one-size-fits all approach. The spectrum model provides a clear 

framework for how this could be done in practice. As shown by the use case, the proposed spectrum 

model allows for disclosures to be made in accordance with the anonymisation-related risks 

associated with specific data, and in ways that ensure such risks never reach unacceptably high levels, 

without completely debarring the release of those data.  

Under the current ‘release and forget’ approach two options are possible: to disclose requested data 

in their entirety completely openly, or completely refuse the disclosure of those data. There is no 
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middle ground. Often, neither of these two options will be satisfactory. The first, for instance, may 

give rise to risks of harm for individuals whose anonymised records are contained in anonymised data, 

whereas the second may result in requests with legitimate reasons being unfairly defeated. By 

allowing for the contextual situation of those data to be taken into account when making 

determinations in respect of their disclosure, the spectrum model should ensure that the FOI requests 

made for valid reasons are not defeated in the majority of situations. Concurrently, any disclosures 

are made in a way that protects the vital interests of affected individuals (i.e. those who records are 

contained in anonymised datasets).  In so doing, the spectrum approach allows for disclosures to be 

made that would otherwise likely be rejected under the ‘release and forget’ approach, but 

simultaneously ensures the reduction, or elimination, of risks that would also likely arise following 

many ‘release and forget’ disclosures.  

The uses case also demonstrates how even if the risk or probability of re-identification associated with 

the disclosure of data can be considered low, the impact of possible harms that may be experienced 

by affected individuals can render the open disclosure of those data inappropriate. Nevertheless, 

under the spectrum model it will often be possible for such data to be released on a restricted or 

controlled basis, ensuring their disclosure to deserving parties is not completely unduly prevented. 

This is another possibility that the current ‘release and forget model’ is too unsophisticated to 

encompass.  

3.2. Recognition that anonymisation is a process 

Another erroneous implication of the ‘release and forget’ model is that anonymisation should be 

thought of as a static one-off event. As argued previously, however, it is now generally accepted that 

anonymisation should be thought of as a process, rather than a one-time action. In this regard, it will 

be particularly important for data controllers to consider the external environment of any released 

data, and how that environment may change over time (i.e. the ‘data situation’), when assessing the 

effectiveness of their anonymisation efforts. 

The above uses case demonstrates how the spectrum model has the potential to improve on the 

current situation under the FOIA. By imposing post-disclosure obligations on both the releasers and 

recipients of anonymised data disclosed under the FOIA, which may change and alter with the passage 

of time in accordance with changes to data situations, the spectrum model recognises anonymisation 

as a process. Use of the model would, therefore bring the law into alignment with the practical realities 

of anonymisation. Making adjustments following changes in the data situation of data disclosed under 

the FOIA is not possible under the ‘release and forget’ approach. 



4. Challenges inherent in the proposed model 

Typically, most models of regulation are designed to channel and to change the conduct of the parties 

at which they are aimed.27 This description is appropriate for the model proposed by this research, 

which operates in this way. The model aims, for instance, to channel and change the behaviours of 

both public authorities disclosing anonymised data under the FOIA, as well as the recipients of such 

data, with the aim of eliminating types of behaviour or conduct that are likely to lead to the re-

identification/de-anonymisation of those data and any resultant harms. The effectiveness of any 

regulatory model of this type, however, is neither intrinsically secured nor guaranteed. To this end, in 

addition to the abovementioned positive aspects identified, there are number of challenges inherent 

in the proposed model that could affect, or impede, its effective functioning. This section is dedicated 

to a consideration and analysis of these challenges. The overarching argument presented is that, whilst 

the challenges identified should not be thought of as insignificant nor hurriedly eschewed, none are 

fatal to the proposed model’s potential value and utility. For the sake of clarity, the challenges 

identified are broken down and explored individually. There is, however, some inevitable overlap. 

4.1. Complexity 

The most obvious challenge inherent in the proposed model relates to the proposed model’s possible 

complexity. Issues and decisions relating to the anonymisation of personal data are often highly 

complicated. Responding appropriately to FOI requests under the FOIA’s current disclosure model is 

often already a confusion-inducing task. Adding another layer of anonymisation risk-assessment to 

this process, for usage in situations where FOI requests relate to anonymised data, could conceivably 

exacerbate existing problems. As explained elsewhere, assessments as to the anonymisation of 

personal data will often be far from simple, and on occasion may require specific expertise in order to 

be undertaken properly.28 It may be, therefore, that to operate the proposed model effectively, every 

public sector organisation would be required to possess at least one person with at least a basic level 

of expertise in the area.  

Self-evidently, issues relating to the possible complexity of the proposed model have considerable 

implications as to its potential utility. Any regulatory model that is not understandable, or too complex 

to be operated effectively, will inevitably perform deficiently. However, for several notable reasons, 

concerns regarding the complexity of the proposed mode are not, in themselves, enough to 

undermine its utility. Primarily, in this regard we must remember that, as already stated, 
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anonymisation itself is an inherently complex process. This is an inescapable fact. The challenges 

posed by the limitations of anonymisation techniques are here to stay. Furthermore, as information 

technologies continue to evolve, it is likely that more and more information will become capable of 

satisfying the statutory definition of “personal data”, as currently worded.29 As a corollary, decisions 

regarding whether data have been anonymised will correlatively become more challenging. The 

upshot of this is that whatever model is used to regulate the disclosure of anonymised data under the 

FOIA, public authorities will increasingly find themselves in situations where they are required to make 

complex determinations as to whether data and information subject to FOI requests are either 

personal or anonymous. As technology evolves and becomes more complex, it is inevitable that the 

law that seeks to regulate said technology will also increase in complexity, so to keep abreast. The fact 

that the model of disclosure proposed by this paper is of a complex nature cannot, therefore, be 

considered a fundamental criticism. If we are to accept that the disclosure of anonymised data under 

the FOIA is to be regulated at all, it is inevitable that whatever model of regulation is used will be of a 

complex nature, as the object of regulation (i.e. anonymisation) is in itself inherently complex. The 

fact that the model proposed by this paper is no different in this regard should not be used as a 

metaphorical stick with which to beat it. We should also remember that the existence of challenges in 

operating a regulatory model is not, and has never been, a reason for giving up on trying if its 

objectives are worth pursuing. 

There are also reasons to believe that the abovementioned issues relating to complexity could be 

overcome, if appropriate steps were taken. For instance, as the proposed model is logically consistent 

and has clear objectives, it should be relatively straightforward to provide a system of training and 

guidance for public authorities. In this regard, it is worth noting that the GDPR already specifies that 

all public authorities are required to have at least one designated data protection officer, and such a 

person could conceivably take on this responsibility.30 This would help keep complications and 

possible expenses to a minimum. Even with the taking of such steps, however, obtaining such 

expertise would unlikely be inexpensive. It is to concerns linked to resourcing and cost we turn in the 

following section. 

4.2. Cost 

Closely linked to challenges of complexity are challenges of cost. As noted by Brownsword, “Regulation 

is not costless”.31 In this vein, the maintenance, overseeing, and enforcement of a scheme of data 
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licensing in the manner proposed above would likely be resource intensive for both public authorities, 

and the UK’s data protection authority, the Information Commissioner’s Office (ICO).  

As explained in the previous section, the operation of the proposed model would likely require a 

degree of specialist knowledge. This is significant, as it would inevitably mean public authorities would 

be required to incur numerous, perhaps considerable, additional expenses, in order to operate 

effectively within the proposed framework. Anonymising data, making determinations in respect of 

whether data are functionally anonymised and suitable for release under a licence and monitoring the 

compliance with said licences, would inevitably be financially burdensome, and may necessitate an 

increase in funding. On a related note, section 12 of the FOIA allows public authorities to reject FOI 

requests if compliance would cost more than £600. It may be that the upper threshold for the costs 

of FOI inquiries would have to be raised if the FOIA was to remain practicable under the proposed 

model. 

In addition to the financial and logistical obligations imposed on public authorities, whatever these 

may be, the operation of the proposed model would likely result in increased levels of cost being borne 

by the relevant supervisory authority, in this case the ICO. The implementation, enforcement and 

oversight of the proposed model would clearly fall within the ICO’s jurisdiction. Whilst it is impossible 

to put an exact figure on costs that would be incurred by the ICO were it required to take on this 

responsibility, it would clearly be a resource-intensive exercise, again requiring both dedicated 

personnel and expert knowledge. The consequences of regulatory bodies acting under severe financial 

constraints has been noted in the literature. Brownsword, for instance, provides a succinct summary 

of the possible implications: 

“Where regulatory agencies are under-resourced their monitoring activities might be quite 

inadequate – they will simply fail to detect non-compliance. Moreover, even if non-compliance 

is detected it might be on a scale that would overwhelm those agencies that are responsible 

for correction.”32 

To place these concerns in their wider context, it is important to note that it is widely acknowledged 

that national data protection authorities (DPAs) in the EU are already worryingly underfunded. In 

evaluations of the performance of DPAs across Europe the most commonly raised concern is that of 

resourcing.33 The ICO itself, for instance, has recently voiced its concerns regarding how it will continue 
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to fund its operations in the future, drawing mainstream media attention in the process.34 As has been 

noted in the literature, due to factors such as these, the construction or modification of any regulatory 

regime that has the effect of increasing the burdens on national DPAs will inevitably require a drastic 

increase in funding.35 The prospects of the ICO receiving such additional funding is, however, perhaps 

unlikely given the apparent lack of commitment often afforded to data protection matters by political 

figures responsible for resourcing decisions.36 

Whilst the financial burdens that would necessarily be incurred under the proposed model by both 

regulatees (i.e. public authorities) and the relevant regulatory authorities (i.e. the ICO) are unlikely to 

be negligible, a precise calculation of the respective costs, and how the necessary funding might be 

secured, are beyond the scope of this paper. However, the issues pertaining to financing, funding, 

costs and resources, outlined above, are clearly significant, and like the challenges relating to 

complexity, cannot be dismissed out of hand. Once again, however, they are not enough to 

fundamentally detract from the proposed model’s overall potential utility. Again, this is the case for 

several reasons. 

First, it is important to note that any system of regulation will require resourcing and financial 

commitments in some form. All regulatory models necessarily entail that costs will be borne either by 

regulatees or regulators, or sometimes both.37 This is not an issue unique to the proposed model, and 

the fact that the proposed model does not differ from any other regulatory model in this regard, 

therefore, does not fundamentally discredit or undermine its potential utility. Moreover, as 

convincingly argued in the literature, we must remember that financial constraints and other 

associated issues should not act as an impediment to the identification and pursuit of desirable 

regulatory objectives.38 In other words, cost should not stand in the way of regulators attempting to 

do “the right thing”. For the same reason, cost should also not stand in the way of attempting to devise 
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innovative and novel ways to do that “right thing”. The goals at the heart of the proposed regulatory 

model (i.e. a desire to ensure facilitate transparency, accountability, and secondary uses of public 

sector information and data, whilst concurrently ensuring affected individuals enjoy a high level of 

data protection) are both desirable and defensible. Accordingly, whist the challenges relating to costs 

associated with the deployment of the proposed model are very real, and would require address, it 

would be wrong to allow such issues to dominate discussions relating to how best to respond to the 

regulatory challenges the proposed model aims to resolve. As noted elsewhere, in general terms, if 

financial considerations come to dominate discussions relating to how best to shape policy choices 

and regulatory interventions, the result will often be the preclusion of seemingly promising and novel 

solutions.39 In a similar vein, large costs and financial burdens are never an adequate justification for 

putting vulnerable people at a risk of harm. The possible harms that may stem from anonymised data 

being inappropriately disclosed under the FOIA’s “release and forget” model are severe, and it is highly 

desirable that the manifestation of such harms is prevented. As this is the case, and given that the 

proposed model has been designed precisely to prevent this sort of eventuality, it would be wholly 

inappropriate for assessments of its worth to disproportionately focus on matters relating to 

resourcing.  

Crucially, regardless of whatever financial and resourcing challenges were to arise in conjunction with 

the deployment of the proposed model, for the reasons given above the model itself represents a 

plausible mode of reform that is prima facie capable of remedying some of the most serious 

deficiencies inherent in a hugely, and increasingly, important area of law. Though there would likely 

be costs associated with the model’s deployment, there is no evidence to suggest that such costs 

would be so exorbitantly high to render it logistically or practically unfeasible. Similarly, there is no 

evidence to suggest that the model could not operate effectively were the necessary financial backing 

secured. The proposed model, therefore, represents a promising example of what we could have, so 

to speak, if the necessary financial support could be secured. The fact that the model would require 

this support neither changes nor undermines this fact. Ergo, the existence of challenges pertaining to 

cost are not enough to destabilise the proposed model’s credibility as an alternative to the current 

approach. 

It is worth noting, however, that as a means of mitigating or reducing costs associated with the 

proposed model, some financial burdens could be potentially be offset by the creation of a FOIA 
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ombudsman, whose decisions in FOI matters would be binding, and could not be challenged in court. 

Though this idea is not without its own inherent challenges, this would eliminate the possibility of 

public authorities, and indeed the ICO, being challenged in court, and the incurrence of expenses that 

would stem from litigation. Another possibility would be the utilisation of financial penalties issued by 

the ICO as a means of generating income that could offset some of the expenses incurred via the 

deployment of the proposed model. As noted in the literature, the GDPR outlines a system of fines 

that DPAs can impose in the event of non-compliance with its substantive terms.40 There are emerging 

signs that national data protection authorities are prepared to issue large fines against data controllers 

who do not meet their data protection obligations, thereby highlighting this possibility.41 The prospect 

of DPAs using financial penalties to generate income as a means of offsetting costs, however, would 

obviously give rise to possible conflicts of interest, raising doubts as to the feasibility of this idea. 

4.3. Non-compliance 

Irrespective of how well a regulatory model is designed, and whatever strengths and merits it may 

have on paper, its effectiveness and utility will be significantly diminished if those it seeks to regulate 

(i.e. the regulatees) fail to comply with its terms. It is possible that the regulatory model proposed 

above could be susceptible to such problems. To this end, it is possible to identify two possible types 

of non-compliance. First, as addressed above, both public authorities and the ICO may, presumably 

innocently, fail to comply with the regulatory demands imposed on them by the proposed model due 

to matters relating to complexity. In turn, funding and resourcing issues may exacerbate these 

complexity-related challenges. These issues were dealt with above and so there is no need for them 

to be re-traversed here. However, another risk of non-compliance to which the proposed model may 

be susceptible relates to the recipients of anonymised data disclosed under the FOIA, who would be 

bound by an end-user licence to only process and store the data in certain ways. Under the this 

arrangement, for instance, some recipients of anonymised data disclosed under the FOIA may, either 

earnestly or deliberately, breach the licence terms on which a disclosure was made. 

Broadly speaking, a range of factors can potentially motivate regulatee non-compliance with the 

substantive elements of a regulatory model. There may be economic incentives not to comply, for 

instance, a financial penalty for non-compliance may be less costly than that which would be borne 
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by compliance.42 Alternatively, non-compliance may be generated by virtue of the fact that a 

regulatory model clashes with established social norms.43 Non-compliance as a matter of conscience 

is another possibility.44 In any event, regardless of cause, non-compliant behaviour risks a serious 

problem for any regulatory system. Where a regulator wishes to enforce a regulatory intervention but 

is unable to do so in any consistent or effective way this will be damaging to the regulator’s 

credibility.45 In such a situation, the regulator desires that their regulatory instructions be obeyed, but 

is impotent to extract compliance from those to whom the instructions apply. This weakens the 

legitimacy not only of the specific regulatory system itself, but also for all of the regulator’s regulatory 

systems. What this shows is that several factors could potentially drive non-compliance with the 

proposed model’s licensing system and, in a worst-case scenario; such non-compliance could severely 

inhibit the proposed model’s effectiveness.  

As a way of highlighting this challenge, it is possible to draw parallels with challenges faced in 

intellectual property law. As noted by Murray, the advances in information and communications 

technologies witnessed over the last few decades, specifically the development of the Internet and 

Web, broadband connections, and wireless networks, have facilitated new ways of circumventing 

rules relating to the control of information and other intangible commodities. This is particularly the 

case in situations involving information and data that is stored, and is capable of digital transmission.46 

It is widely known, for instance, that client-server piracy has facilitated the unlawful sharing of 

copyrighted material with any users on a network via the installation of software on a server. More 

seriously, however, the unlawful sharing of copyrighted material via online, peer-to-peer, file-sharing 

technologies, such as BitTorrent, has become commonplace.47  

It is not difficult to see how challenges relating to the control of information and data in the context 

of intellectual property law could be used to form an argument that the regulatory model proposed 

by this paper may also struggle to be effective. Recipients of anonymised data disclosed under the 

proposed model, for instance, may choose to share, disseminate, and re-use such data in ways that 

are non-compliant with the licensing conditions assigned to them upon disclosure. This could 

potentially involve, for instance, an individual disseminating anonymised data online, or otherwise 
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making such data publicly available, despite a licence term expressly forbidding such behaviour. In 

such a situation, the data could quickly spread widely, and outside the realistic boundaries of 

regulatory control, despite the aim of the regulatory model being the complete opposite. Were this 

sort of scenario to become widespread, the effectiveness of the proposed mode would clearly be 

significantly impaired. After all, a law outlining a system of data licensing would scarcely be worth the 

paper on which it was written if its terms were habitually ignored.  

A useful starting point for addressing such concerns is to acknowledge that no system of regulation is 

ever 100% effective, and so to criticise a regulatory model on the basis that it neither completely 

secures all of its intended objectives, nor completely prevents non-compliance, is both unfair and 

unrealistic. As noted by Fukuyama: 

“[N]o regulatory regime is ever fully leak-proof, and if one selects a sufficiently long time 

frame, most technologies end up being developed eventually. But this misses the point of social 

regulation: no law is ever fully enforced. Every country makes murder a crime and attaches 

severe penalties to homicide, and yet murders nonetheless occur. The fact that they do has 

never been a reason for giving up on the law or on attempts to enforce it.”48 

Accordingly, if “effectiveness” is only obtainable via the complete and unfettered achievement of the 

desired regulatory objectives, then inevitably the overwhelming majority of regulatory models in most 

fields will fail to meet this benchmark. On the other hand, however, if the bar is set at a much lower 

level (e.g. where “effectiveness” is achieved when the ex post situation represents a minor 

improvement, relative to the regulatory objectives, over the ex-ante situation) then the position will 

be reversed (i.e. almost all regulatory models would necessarily be considered effective).49 The 

“effectiveness” of any regulatory model, therefore, must lie somewhere on a spectrum between these 

two extremes. Accordingly, the question becomes where to draw the line. In this regard, a sensible 

approach for assessing a regulatory model’s effectiveness is to focus on both its relative effectiveness 

and ineffectiveness, and measure the two in relation to one another. The adoption of such an 

approach allows us to arrive at a reasoned and informed conclusion as to whether that regulatory 

model is capable of having the desired effect. As noted by Brownsword and Goodwin: 

“So long as we are thinking about an intervention that is designed to prevent the occurrence 

of certain conduct, we have a pretty clear idea as to the state of affairs that would reflect 

complete regulatory effectivenessnamely, a state of affairs in which no conduct of the 

regulated kind occurs. However, if the intervention is designed to incentivise, encourage, and 

                                                           
48 F Fukuyama, Our Posthuman Future (Profile Books 2002) 182. 
49 R Brownsword and M Goodwin (n 27) 277. 



promote certain conduct (for example, in the way that the patent regime is intended to 

promote innovation), it is not so clear what would count as complete regulatory effectiveness. 

No doubt, regulators could identify a certain target level of activity to supply the effectiveness 

threshold (for example, so many small business contractors with a viable on-line enterprise, so 

much on-line consumption, and the like); but if the regulatory view is that the more of the 

particular activity the better, an effectiveness ceiling is artificially imposed. Once again, then, 

we might do better to abandon a simple distinction between regulation that is effective and 

regulation that is ineffective and treat regulatory effectiveness always as a matter of 

degree.”50  

The description of the regulatory model in the above extract neatly aligns with the character of the 

regulatory model proposed by this paper. Not only, for instance, does the proposed model aim to 

prevent the occurrence of certain types of behaviours and conducts (i.e. inappropriate releases, and 

subsequent uses, of anonymised data), but an important dual aim is to facilitate other desirable types 

of behaviours and conduct (i.e. facilitating the disclosure, and innovative uses and re-uses of public 

sector data where appropriate). It makes sense, therefore, for an assessment of its value and utility to 

be constructed around a consideration of its possible merits in relation to any limitations or 

challenges. In other words, the fact that non-compliance by some actors, either via earnest mistake 

or a deliberate action, is a possibility, should not in itself be thought of as fatal so far as assessments 

as to its overall worth are concerned. If there was a risk that the possibility of non-compliance was so 

great that it would erode any likelihood of the model succeeding this would indeed raise severe, 

perhaps fundamental, questions as to its potential value and utility. However, for several reasons this 

is unlikely to be the case. 

Significantly, as has been demonstrated elsewhere, when viewed at the level of individual cases, it is 

clear that problems relating to the enforcement of rules regarding information governance and 

controlling the use of intangible commodities can usually be overcome, against regulatees within the 

regulator’s jurisdiction at least, so long as sufficient resources are devoted to the case.51 The mass 

sharing of copyrighted works online, for instance, as highlighted above, has not resulted in the “death” 

of copyright law, as some scholars predicted around the turn of the century.52 In a similar vein, so long 

as significant resources were dedicated to the enforcement and oversight of the proposed model, 
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there appears to be no reason to conclude that such efforts would be unsuccessful, the above 

challenges relating to cost notwithstanding. This is particularly likely to be the case given that the 

volume of possible non-compliance with the regulatory model proposed by this research would be 

much lower than that observable in the context of online intellectual property infringement, rendering 

enforcement a more straightforward task. Data disclosed under the proposed model, for instance, 

would be disseminated exclusively to named individuals whose details would be recorded along with 

the terms of the disclosure. This would render identifying non-compliance, and the individual(s) 

responsible for it, a far more straightforward task than is often the case in the context of online 

intellectual property infringement, making it easier to impose sanctions or extract performance of the 

licence terms. In any event, it is also worth noting that, as a general matter, even in situations where 

it is not possible to bring enforcement proceedings in relation to every instance of non-compliance 

with regulatory rules, due to a high volume of infringers, sustained and consistent individual acts of 

enforcement may be enough to have a significant net positive effect. Such actions, for instance, can 

send a clear message that enforcement was and is possible, and that non-compliance will not be 

tolerated, thereby creating a deterrent for those considering behaving unlawfully.  

It is also important to note that research has demonstrated data licensing to be an effective method 

of establishing usage controls and communicating post-disclosure obligations in other information 

governance situations, and are already used in relation to public sector data in some circumstances, 

notably as part of open data initiatives.53 Whilst instances of non-compliance in these contexts are not 

unheard of, this has not been enough to undermine their credibility as a mechanism for information 

control, and there is no evidence to suggest the use of licences would not be equally effective in the 

context of the regulatory model proposed by this paper.  

4.4. Ethical and theoretical legitimacy 

A hugely important question for any regulatory model is whether it meets whatever standards of 

legitimacy we might apply.54 People may perceive a regulatory model to be illegitimate for a range of 

reasons. Individuals, for instance, may, object to regulatory policies, models and strategies on ethical, 

moral, economic, ideological or theological grounds. This is significant. For many, issues surrounding 

legitimacy go to the heart of whether or not they have an obligation to comply with any model of 

regulation that they hold to be illegitimate.55 A lack of perceived legitimacy, therefore, may cause, or 

exacerbate, the challenges relating to non-compliance considered in the previous section. 
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Accordingly, a necessary implication of this is that if the proposed model is to be effective, it must be 

legitimate in the eyes of those to whom it applies. The question becomes, therefore, “how can we 

measure and assess legitimacy in this context?” 

In short, measurements of a regulatory model’s legitimacy require an assessment of whether its 

purposes and objectives are ethically defensible and/or appropriate, and, assuming they are, whether 

in pursuit of these objectives the model transgresses any of the ethical limits set by the community in 

which the model operates.56 In other words, legitimacy requires a regulatory model to have an 

ethically desirable aim, and the achievement of that aim must not come at the cost of an unacceptable 

erosion of another ethically desirable aim or value. However, attempting to determine whether a 

regulatory model satisfies these criteria will often not be straightforward, as individuals within the 

community in which the model operates may have different ideas as to what is ethically acceptable. 

As noted by Brownsword: 

“Different ethical constituencies will make their own particular demands on regulators. In 

modern pluralistic societies, the dilemma for regulators is that they have to answer to many 

constituencies, each with their own criterion of right action, each with their own view of what 

regulators should be doing if they are to do the right thing.”57 

It is highly likely that the model proposed by this paper would encounter significant challenges of this 

type. In particular, certain groups would likely respond to the proposed regulatory model with 

hostility. These groups are particularly likely to consist of open data advocates and those harbouring 

a strong commitment to communitarian ethics.  

The core ethos of the open data movement is that as much public sector information as possible 

should be made accessible to the public, with as few permission barriers as possible.58 The rationale 

behind this objective is a desire to increase political accountability and enable valuable re-uses of said 

information. The model proposed by this paper may prima facie represent an affront to this ideal. A 

key constituent aspect of the model, after all, is the attaching of re-use conditions to data disclosed 

under the FOIA for the sake of protecting affected individuals from harm, thereby restricting disclosure 

and future uses. To this end, open data advocates may view the model with suspicion, and view it as 

an attempt to impede open data ideals.  

Correspondingly, communitarian observers tend to view initiatives relating to the protection of 

privacy, data protection, and other individual rights, with scepticism and suspicion. A suggestion often 
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made is that such initiatives tend to unacceptably prioritise the interests of the individual over those 

of the wider community and, in so doing, misunderstand the essentially social nature of humanity.59 

According to such views, regulatory initiatives geared towards ensuring privacy and data protection 

tend to provide excessive benefits to individuals who have little need or right to such benefits.60 

Taylor, for instance, a prominent communitarian critic of systems of regulation geared towards the 

protection of individual interests, suggests that such initiatives are the first “source of worry” in 

relation to the “malaises of modernity”, and that their pursuit will flatten and narrow our lives and 

make them “poorer in meaning”.61 In a similar vein, others have argued that systems of regulation 

dedicated to privacy and data protection are often abused for the purposes of concealing criminal and 

terrorist activity, and constructing barriers that impede political and democratic accountability.62 In 

this regard, the proposed model’s preliminary screening stage, which requires FOI applicants to state 

their reasons and intended purposes behind their request, could potentially be abused by public 

authorities. This requirement, for instance, could allow public authorities to use such information as 

a “tip off” to enquiries that may expose their bad behaviour, and motivate the dishonest hiding or 

destruction of data.  

A useful starting point for addressing such possible concerns is to consider the work of the American 

philosopher and jurist, Ronald Dworkin. In his book, Justice for Hedgehogs, he addresses the notion of 

governmental and public sector legitimacy, and argues that assessments of legitimacy must concern 

the intentions of regulatory interventions, rather than their outcomes: 

“Legitimacy is a different matter from justice. Governments have a sovereign responsibility to 

treat each person with equal concern and respect. They achieve justice to the extent they 

succeed… Governments may be legitimate, however – their citizens may have, in principle, and 

obligation to obey their laws – even though they are not fully, or even largely, just. They can 

be legitimate if their laws and policies can nevertheless reasonably be interpreted as 

recognizing that the fate of each citizen is of equal importance and has a responsibility to 
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create his own life. A government can be legitimate, that is, if it strives for its citizens’ full 

dignity so understood even if it follows a defective concept of what that requires.”63 

This passage highlights how legitimacy should be thought of as a question of degree, as opposed to 

an absolute or all-or-nothing notion.64 In other words, the fact that no policy or strategy, or indeed 

model of regulation, will ever be universally supported or approved of by the community in which it 

operates cannot be used as a basis to declare said policy, strategy, or model of regulation illegitimate. 

This view must surely be correct. If the opposite were true, no regulatory system would ever be 

“legitimate”, due to inevitable differences in opinion of those to whom the substantive rules of the 

system applied. Accordingly, the fact that the model proposed by this paper may draw opposition 

from open data advocates and communitarian ethicists does automatically render it ethically or 

theoretically illegitimate. 

Instead of seeking universal ethical approval, the most efficacious way of securing the legitimacy of 

any regulatory strategy is by ensuring that competing perspectives and points of view are considered, 

and ideally built into, its design process. If done effectively, this will strike a balance between the 

conflicting views of those in the environment in which the model operate. This approach is known as 

“deliberative democracy”. Gutmann provides a neat summary of the concept: 

“Deliberative democracy is about…listening to competing points of view, considering opposing 

arguments and coming to a decision that ideally finds common ground – or at least respects 

competing points of view.”65  

The utilisation of such a process should allow regulators to minimise the differences between 

competing perspectives, and put themselves in a position to act on reasons that are at least acceptable 

to all relevant stakeholders who are committed to fair terms for political and social cooperation. This 

will obviously not be enough to guarantee that whatever regulatory strategy is adopted will gain the 

favour of all to those whom it applies, but as the decision to deploy it will be supported by defensible 

logic and reasoning, most reasonable people will acknowledge it as legitimate.66 Crucially, the model 

proposed by this research has been designed in accordance with this approach. As explained above, 

the proposed model has two central objectives. The first is to facilitate the disclosure and re-use of 

anonymised public sector data. The second is to, concurrently; ensure high levels of data protection 

                                                           
63 R Dworkin, Justice for Hedgehogs (Harvard University Press 2011) 321-322. 
64 It should be noted, however, that the importance of results and outcomes cannot entirely be discounted so 
far as evaluations of legitimacy are concerned. As noted elsewhere, for instance, most would agree that, in 
Western societies at least, that for the exercise of power to be legitimate it must respect certain basic rights of 
the individual and the Rule of Law. See: B Tamanaha, On the Rule of Law (Cambridge University Press 2004). 
65 A Gutmann and D Thompson, Why Deliberative Democracy? (Princeton University Press 2004) 
66 R Brownsword and M Goodwin (n 27) 59. 



for affected individuals. Both objectives are desirable and ethically defensible for the reasons 

previously stated. To some extent, however, these two objectives conflict. The proposed model aims 

to facilitate as many disclosures of anonymised data, with as few re-use conditions attached, as 

possible, and only to impose restrictions in the event that such a disclosure would represent an 

unacceptable erosion of any affected individual’s data protection interests. To this end, the proposed 

model’s substantive terms strikes a between the two competing positions. Whilst open data advocates 

and communitarian ethicists may not expressly favour this position, and desire that pro-disclosure 

interests were treated more preferably, it is likely that most would acknowledge the reasoning behind 

it as being logically consistent or at least defensible, thus alluding to legitimacy.  

To place this point in context, it is important to note that even the most ardent open data advocates, 

including those who feel that the social importance of open data justifies civil disobedience, generally 

do not believe that all data should be open. As suggested elsewhere, for instance, it is unlikely that 

even the most committed open data advocate would agree to their passwords, financial information, 

and health data being made openly available, nor would they adopt Immanuel Kant’s position that the 

murderer at the door is entitled to information in respect of where to locate their intended victim.67 

Most would likely also agree that some data are too sensitive for public disclosure. For instance, data 

relating to an individual’s serious health problems. Similar observations can be made in respect of 

other data that are not individual-level, but may nevertheless be collected and analysed on an 

aggregate level, and then repurposed for inappropriate or socially disadvantageous reasons (e.g. 

discriminatory profiling or to commit criminal offences).68 In other words, even the most hardened 

open data advocates, and others of similar persuasions, will likely agree that open data should not, 

and cannot, be treated as an absolute inviolable notion, and that a balance must be struck between it 

and other important values like data protection. As noted above, some personal data are of an 

extremely sensitive nature, and their open disclosure can have extremely harmful effects for those 

affected.69 The striking of such a balance between open data interests and data protection interests, 

and the prevention of the disclosure of anonymised data that may result in extremely harmful 

consequences for affected individuals, is precisely what the proposed model aims to achieve. 

Moreover, at a base conceptual level, the presumption that community interests are somehow 

deserving of de facto priority over those of the individual, which as noted above is likely to underpin 

the previously mentioned communitarian arguments, is itself extremely dubious. This is something 

that has been considered extensively in the literature, and it is beyond the scope of this paper to delve 
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into this issue in any depth. It has, however, been strongly and convincingly argued elsewhere that 

the protection of individual rights, sometimes in the face of other collective interests, is a goal worthy 

of pursuit. 70 The protection of individual interests in this way is vital, not only for individual mental 

and physical wellbeing, but ensuring liberty and freedom from tyranny and oppression. This is not to 

say that it will always be desirable for individual rights to prevail against wider collective interests. 

There are many situations in which the orthodox view is that individual interests must, to some extent 

at least, cede to those of the wider community, for instance in situations involving matters of national 

security. An examination of this issue (i.e. the conceptual and philosophical intricacies of the individual 

vs collective interests/rights issue) is again something beyond the scope of this paper. However, for 

the reasons stated above, the presumption that collective interests should always trump those of the 

individual, and that legal rules that aim to protect individual interests should always be viewed with 

suspicion, is demonstrably false.  

Regardless of the conceptual issues mentioned above, in practical terms the proposed mode should 

allow for the net disclosure of more data than is the case under the current “release and forget” 

approach, not less. As considered above, the current “release and forget” approach leaves public 

authorities with two options when confronted with an FOI request. The requested information must 

be disclosed (effectively as open data) or not disclosed at all.71 Under this system, a public authority 

might be of the view that disclosure of anonymised data on this basis (i.e. effectively to the entire 

world) might represent a considerable risk of harm to an affected individual and deny the request. 

The public authority might recognise that disclosure of the data on a restricted basis (e.g. to one 

person for specific purposes only) would be relatively risk-free. However, the all-or-nothing essence 

of the current approach does not allow for this form of disclosure. The public authority, in such a 

situation, would have no option but to refuse the applicant’s request. Such a disclosure, however, 

would be possible, and encouraged, under the model proposed by this paper. Ergo, the model 

proposed above would allow for the granting of many FOI requests that would likely be rejected under 

the current system. This exposes the limitation of any allegations that the proposed model would act 

as a clog on the disclosure of public sector data. In a worst-case scenario, it is also important to bear 

in mind that, even if the proposed model were to result in fewer disclosures of public sector data, 

research has demonstrated that many open data objectives will likely be achievable without ever 

requiring the disclosure of data in a way that renders them publicly available. These purposes will 
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often be achievable if the data in question are released to a limited number of recipients for specific 

purposes. In this sense, disclosing data with access restrictions is surely better than total non-

disclosure.72 Again, this is a possibility that the proposed model is designed to encourage and facilitate. 

A further related issue that also broadly falls under the legitimacy heading relates specifically to the 

preliminary disclosure stage of the proposed model, and particularly the requirement that applicants 

making FOI requests regarding anonymised data must state their reasons and intended purposes for 

the data. This aspect of the model might also represent an affront to open data ideals. Requiring 

applicants to state their intentions when making their requests may either dissuade applications or, 

perhaps more seriously, encourage public authorities to create false justifications for refusing a 

request. An applicant, for instance, might not feel comfortable stating their intended objectives. An 

example of such a situation might be a public sector employee wishing to shed light on alleged 

corruption worrying that by stating their objective they may open themselves to political or social 

backlash. On the other hand, a public authority that becomes aware of an FOI request that aims to 

expose corruption may then nefariously destroy the requested information as a means of concealing 

its own illegitimate activities. Moreover, in addition to these undesirable possibilities, those with 

strong open data ideals may claim that they have a default entitlement to public sector data, and that 

it is inappropriate for this right to be fettered by a requirement to give reasons. In short, it is envisaged 

that the inclusion of this stage in FOI proceedings may be met with responses such as “it’s none of 

your business why I want this information”.  

“None of your business” arguments, however, do not stand up to scrutiny. Given what is at stake (i.e. 

the possible re-identification of potentially very sensitive personal data, and the subsequent possible 

harms), they are in fact completely unconvincing. In this regard, it is first important to note once again 

that the giving of reasons is something that would only be required of a FOI applicant if their request 

related to anonymised personal data. As this is the case, there are compelling reasons as to why 

disclosure of this sort of information very much is everyone’s business. As alluded to above, personal 

data is an extremely valuable commodity. Not only can the processing of personal data be hugely 

beneficial, but it can also have very harmful consequences for the individuals to whom they relate. 

The consequences of anonymised data being disclosed under the FOIA, and then subsequently de-

anonymised, could be severe for affected individuals. Algorithmic profiling, automated decision-

making, identity theft/fraud, and social ostracism are just some of the possible consequences of such 

data being processed by illicit actors and/or for inappropriate purposes. It is precisely because of such 
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possibilities that the “release and forget” disclosure of such data is inappropriate, and why we need a 

new model for disclosure of data of this sort.73 Affected individuals have a huge interest in the 

disclosure of such data, and in ensuring that such disclosures are appropriately undertaken. An 

awareness of the contextual peculiarities surrounding the disclosure of anonymised data (including 

the intended purposes for those data) are fundamental to ensuring that such disclosures are made 

properly.74 Accordingly, “none of your business” arguments regarding the proposed model’s 

motivation screening stage are divorced from reality, as they fail to acknowledge the range of other 

interests at stake when disclosing anonymised data. 

Concerns relating to how public authorities may potentially use the reasons provided by FOI applicants 

under the preliminary screening stage as a “tip off”, and as a stimulus to conceal and/or destroy 

information that may cast them in a bad light, are perhaps more problematic. The starting point for 

addressing these concerns is to again reiterate that the motivation screening stage of the proposed 

model is necessary for the calculation of the re-identification risk of anonymised data. Without this, 

the level of risk cannot be calculated, and as argued above and elsewhere, the disclosure of 

anonymised data without any assessment of their re-identification risk is completely improper and 

bad practice.75 Risk assessments should, therefore, form a part of the disclosure process for 

anonymised data regardless of the exact model of disclosure used (i.e. the risk-based licensing 

framework proposed here, or some other alternative model). Ergo, as risk assessments cannot be 

performed without an understanding of the intended future uses of the data, an applicant screening 

stage is entirely necessary, regardless of any arising concerns relating to public sector malfeasance. 

As the possibility of removing the applicant screening stage is a complete non-starter, therefore, the 

issue essentially becomes one of ensuring that any possible malfeasance in the manner described 

above is kept to a minimum. To this end, the introduction of the applicant motivation screening stage 

may not drastically alter the current situation under the FOIA as currently worded. It is arguable, for 

instance, that public authorities who wished to delete information or data that would cast them in a 

negative light would do so anyway, regardless of the existence of any applicant motivation screening. 

Nefarious actors, for instance, would in many cases delete information or data that revealed or alluded 

to overt corruption, proactively without waiting for such information or data to become subject to a 

FOI request. The existence of an applicant screening stage, or actual knowledge of an FOI applicant’s 

motives, would be immaterial. In a similar vein, under the FOIA as currently worded, where an FOI 

request is made for the purposes of scrutinising public authority behaviour, this purpose will likely 
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often be inferable even if it is not expressly stated (e.g. if a request is made for documents pertaining 

public authority disciplinary proceedings etc.). The introduction of a motivation screening stage, 

therefore, would be unlikely to worsen this situation in many cases. If anything, the absence of stated 

reasons may even create a greater incentive to conceal bad behaviour, due to paranoia generated by 

a lack of knowledge or understanding regarding why an FOI request was made. Furthermore, it is also 

worth bearing in mind that Section 77 FOIA specifies that any individual who alters, defaces, blocks, 

erases, destroys or conceals any information or data held by a public authority in order to prevent 

disclosure following a valid FOI request will be guilty of a criminal offence. Given the prospect of 

incurring serious criminal liability personally, it is perhaps unlikely that public authority employees 

would in most circumstances be willing to pursue such a course of conduct.  

4.5. Other challenges 

In addition to the abovementioned challenges, several other issues would also benefit from further 

address. 

As explained previously, the regulatory model proposed by this paper contains a preliminary screening 

stage during which FOI applicants are required to state their intended purpose for the information or 

data they seek to obtain. A decision on how to respond to the request would then be made based on 

whether the applicant’s stated intended purpose was deemed to be legitimate (e.g. investigating 

alleged corruption). The public authority of whom the request had been made would make this 

decision. In this regard, at a conceptual level, the notion of a “legitimate” purpose itself would possibly 

be contentious. As already considered above, issues regarding ethical legitimacy (or the perceived lack 

thereof) can be significant as to the success and effectiveness of any regulatory model. Individuals 

from different ethical constituencies may have differing ideas about what types of FOI request may or 

may not be “legitimate” for the purposes of the proposed regulatory model.76 Whilst it would likely 

be possible to easily categorise some purposes as legitimate (e.g. “I want to scrutinise public 

spending”), and others may be easily identifiable as illegitimate (e.g. “I want to obtain the requested 

data to help me commit fraud”), other possible reasons and motivations might not be so easily 

delineated.  

As a case in point, we can ask, what would happen in a situation where an applicant’s stated reason 

or purpose was “I want to be informed”? Such a motivation might appear prima facie legitimate. It is 

arguable, for instance, that all citizens of a state have a legitimate claim to public sector information, 

and that all such persons have a justifiable interest, or even a need, in being kept aware of how public 
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sector bodies are operating. In a general sense, this position is persuasive. Citizen awareness of 

governmental behaviours and actions is an axiom of democratic governance.77 However, such 

interests are not absolute, and must be balanced against other competing interests, particularly those 

pertaining to privacy and data protection. In the context of anonymised data, the public’s right to 

know must be balanced against the interests of individuals who may be affected by possible re-

identification of those data. As above, the balancing of these interests, necessarily requires an 

understanding of the nature and likelihood of the risk of re-identification, as also explained above, 

necessarily requires an understanding of an FOI applicant’s motives and intended purposes.78 Against 

this background under the proposed model, “I want to be informed” could not be a valid reason for 

disclosure, as the provision of such a reason would be akin to giving no reason at all. It goes without 

saying, for instance, that an individual making an FOI request would want to be informed, otherwise 

there would be no reason for making their request in the first place.  

Whilst “I want to be informed” would surely not be a valid reason for disclosure under the proposed 

model, the question of what would constitute a legitimate reason, and how standards of legitimacy in 

this context could be developed and applied consistently, is less easily answered. Accordingly, because 

of such difficulties, developing a methodology through which the legitimacy of FOI requests could be 

analysed is an issue that would benefit from further research. Again, however, one significant point 

that must be restressed is that it would only be FOI requests relating to anonymised data would be 

subject to the proposed model. Accordingly, applicants making requests in respect of any other type 

of information or data would not be required to state their reasons and intended purposes, and thus 

requests with no reasons provided (i.e. or applicants driven by a “I want to be informed” motivation) 

would not be defeated in many circumstances  

Another issue, also related to the preliminary screening stages of the proposed model concerns the 

possible consequences of an applicant failing to provide accurate information regarding their motives 

and intended purposes. Whilst most individuals making FOI requests would likely engage with the 

disclosure process in good faith, the possibility of an applicant deliberately providing false or 

misleading information when making their request would be within the bounds of reasonable 

possibility. To this end, questions can be asked in respect of whether such a person would incur any 

liability for their actions. The answer to this question is surely yes. Clearly, individuals who breach the 

terms of the licences would have to incur liability for doing so. A lack of liability arising as a result of 

                                                           
77 See: J Ackerman and E Sandoval-Ballesteros, ‘The Global Explosion of Freedom of Information Laws’ [2006] 
58(1) Administrative Law Review; D Banisar, ‘Freedom of Information Around the World 2006: A Global Survey 
of Access to Government Information Laws’ [2006] Privacy International. 
78 See section 2. See also: H Pearce (n 5).  



non-compliance would likely undermine the proposed model’s effectiveness. A more interesting 

question, however, is whether this liability should be of a civil or criminal nature. The possible use of 

criminal law, either as a part of the proposed model, or independently, as a mode of redressing 

possible anonymisation-related harms in the FOIA context appears, therefore, to be a topic deserving 

of further research and thought.79  

One final general point that is important to consider relates to possible unintended consequences 

arising from the use of the proposed model. For instance, it has been well-documented in the 

literature that regulatory interventions in any field can occasionally result in previously unforeseen 

results. This is particularly the case with regulatory models deployed in the fields of information 

technology and governance, where changes can develop as individuals increasingly engage with new 

technologies and information systems. In such regulatory environments, it will be important for 

regulators to be prepared to respond to any further emergent challenges that caused by their 

interventions, and be ready to develop new concepts and ideas that help to develop best practice.80 

5. Conclusion 

The research undertaken in conjunction with the evaluation of the regulatory model proposed by this 

project leads us to three significant conclusions. Firstly, the risk-based licence-based disclosure model 

for disclosing  anonymised data under the FOIA presented above prima facie represents a plausible 

and practically-viable alternative to the currently utilised “release and forget” approach. The use of 

the proposed model would bring the law into closer alignment with the practical and technological 

realities of anonymisation, and provide a remedy to some of the most serious problems associated 

with “release and forget”. Secondly, irrespective of the viability and beneficial aspects of the proposed 

model, the model itself contains several inherent challenges that would have to be negotiated were 

it to operate effectively. Thirdly, and perhaps most significantly, none of these challenges should be 

thought of as being insurmountable, nor should they be thought of being potentially fatal to the 

proposed model’s effective operation. This is not to say that the challenges considered can be ignored 

or thought of as insignificant, but there is reason to believe that with the requisite amount of support 

and resources they could all be overcome. None of the doctrinal or empirical research undertaken 

                                                           
79 On the difficulties of using criminal law as a solution to data protection-related challenges, see: H Pearce (n 
5). 
80 See, for example: D Stroh, Systems Thinking for Social Change: A Practical Guide to Solving Complex 
Problems (Chelsea Green Publishing 2015); J Cordoba-Pachon (n 39) 4; J Ash et al, ‘Some Unintended 
Consequences of Information Technology in Health Care: The Nature of Patient Care Information System-
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throughout the course of this project suggests that any of the identified challenges would be severe 

enough to render the proposed model unworkable 


