
The Safety-Region-based Model Predictive Control for 
Discrete-Time Systems under Deception Attacks
Yang Xu1, Yuan Yuan1∗, Hongjiu Yang2, Dalin Zhou3

1 School of Astronautics, Northwestern Polytechnical University, 710072 China
2 School of Electrical and Information Engineering, Tianjin University, Tianjin, 300072, China
3 School of Computing, University of Portsmouth, Portsmouth PO1 3HE, U.K
* E-mail: snowkey@aliyun.com

Abstract:

In this paper, a resilient control problem is investigated for the discrete-time linear system subjected to both input constraint and 
additive disturbances. In addition, deception attacks are also taken into consideration which could compromise the communication 
channels. To deal with the mentioned complexities, the so-called safety-region-based defense strategy (SRDS) is designed in the 
context of the robust model predictive control (RMPC) method. The original constraints of the system are used to establish the 
safety region. Sufficient conditions are established for the proposed SRDS such that the recursive feasibility and stability of the 
overall closed-system are guaranteed. Finally, two numerical examples are conducted to verify the effectiveness of the proposed 
methodology.

put forward [20–26]. In the MPC setup, the robust model predictive 
control (RMPC) has been extensively investigated which is capable 
of dealing with disturbances [27–32]. Owing to the distinguish-
ing merits, the MPC has been used in dealing with the deception 
attack [33–35]. In [33], randomly occurring deception attacks and 
persistent bounded disturbances are considered for a class of poly-
topic uncertain systems by virtue of robust model predictive control 
(RMPC) approach. However, deception attack is only treated as 
random interference, and there is no corresponding detection mech-
anism and defense strategy in [33]. In [34], a coding scheme and 
a safety risk detection rule are proposed for the networked con-
trol system under the deception attack, and the MPC is used at the 
emergency controller to provide resilient control signals once the 
deception attack is detected. Besides, an anomaly detector module 
and a control remediation strategy based on MPC are proposed for 
the CPSs under the deception attacks [35]. Though the MPC is used 
in [33–35], the feasibility of MPC is not considered in them.

Summarizing the above discussions, in this paper, we endeavor to 
design a defense strategy for the discrete-time systems subject to 
input constraint, disturbances and deception attack. This is an essen-
tially challenging problem due mainly to the simultaneous presence 
of the three addressed phenomena, namely, input constraint, distur-
bance and deception attack. As such, it is extremely hard (if not 
impossible) to defense the deception attack under the MPC scheme 
and guarantee the stability of the overall system. This problem is by 
no means trivial due to the following identified technical challenges: 
1) How to design a defense strategy to deal with the deception
attacks in both the SC channel and the CA channel? 2) How to 
design the safety-region-based constraint such that the controlled 
system could achieve a favorable performance under the
disturbances? 3) How to derive the sufficient conditions to 
guarantee the stability and recursive feasibility of the studied system
under both the additive disturbances and the deception attacks?

In response to these challenges, the main contributions of our 
paper are highlighted as follows: 1) to deal with the deception 
attacks, the so-called SRDS is put forward which is capable of 
detecting deception attacks in both the SC channel and the CA chan-
nel; 2) the sufficient conditions are established to guarantee the 
existence of the safety-region-based constraint; and 3) the sufficient 
conditions are provided to guarantee the recursive feasibility and

1 Introduction

Recent years have witnessed a rapid development of the cyber-
physical systems (CPSs) which integrate computing, communica-
tion, precise control, remote coordination and autonomy [1]. By 
connecting cyber and physical worlds, CPSs have been implemented 
in a number of fields such as traffic management, aerospace, civil 
infrastructures and power grids [2]. Due to the integration of the 
cyber layer and physical layer, CPSs are not only vulnerable to 
disturbances/noises in the physical processes but also suffer from 
malicious cyber attacks from various adversaries [3]. Actually, a 
wealth of serious incidents have been reported on the security issue 
of the CPSs [4–6].

The control system oriented cyber-attacks can be categorized as 
the Denial-of-Service (DoS) attack which blocks data transmission 
[7–13] and the deception attack which impacts the integrity of data 
[14]. Compared with the DoS attack, the deception attack is more 
stealthy which could compromise the controlled system without 
triggering any alarms. Therefore, the deception attack puts a great 
challenge to the CPSs [15] and numerous researchers devote their 
effort to studying the detection (or defense) of the deception attack 
[16–18]. In [16], a class of discrete time delayed stochastic systems 
subject to both uniform quantization and deception attack effects on 
the measurement outputs are studied and the filter is proposed to deal 
with the unreliable data. In [17], the deception attack occur-ring 
between the sensors and the remote estimator is considered for the 
networked control system and the protection scheme is proposed for 
the system. The two-channel deception attack is studied and the 
networked predictive control scheme is proposed to deal with the 
deception attack [18]. However, these studies do not consider the 
state and input constraints of the system which are common in engi-
neering practice [16–18]. Bearing this in mind, in this paper, a novel 
safety-region-based defense strategy (SRDS) is proposed which not 
only can detect the deception attack and provide defense mechanism 
in the controller and actuator, but also deal with the state and input 
constraints of the system. This constitutes one of the main 
motivation of our paper.

In engineering practice, it is pervasive that the controlled sys-
tem is subjected to both input constraints and state constraints [19]. 
To address these constraints, the model predictive control (MPC) is
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practical stability of the closed-loop system under both the additive 
disturbances and the deception attacks.

This paper is introduced in the following order. The problem 
on resilient control for the discrete-time time-invariant system sub-
jected to both input constraint and additive disturbances is raised in 
Section II. Moreover, the designed SRDS for the malicious decep-
tion attacks is proposed in Section III. In Section IV, the design 
procedure of parameters in SRDS and the stability of the closed-
loop systems are proposed, respectively. In Section V, two examples 
are proposed to exhibit availability of the results. Conclusion of this 
paper is proposed in Section VI.

Notation: In the sequel, if not explicitly stated, matrices are 
assumed to have compatible dimensions. R is the set of real num-
bers. N is the set of integers. Z+ represents the positive integer
set. Z 0 represents the nonnegative integer set. Rn denotes the

n-dimensional Euclidean space. For any matrix A, A ∈ Rn×m

denotes the A is a n×m-dimensional matrix. AT denotes the
transpose of matrix A. Denote ∥x∥ as the Euclidean norm of x
and ∥x∥P ,

√
xTPx as the P -weighted norm of x. En×n is the

n-dimensional unit matrix. {ai+j|i}, i ∈ Z≥0, j = 0, 1, 2, · · · , n
represents the sequence {ai+1|i, ai+2|i, · · · , ai+n|i}. ai+j|i repre-
sents the value in sequence {ai+j|i}. rank(P ) represents the rank of
matrix P . det(P ) represents the determinant of matrix P . λmin(P )
and λmax(P ) represent the minimum eigenvalue and the maximum
eigenvalue of matrix P , respectively. x∗ and x̃ represent the optimal
and feasible value of x, respectively.

2 Problem Formulation and Preliminaries

2.1 System Model

Consider the discrete-time system model

xk+1 = Axk +Buk +Gωk (1)

where xk ∈ Rn is the state; uk ∈ Rm is the input; ωk ∈ Rm is the
bounded additive disturbance with ∥ωk∥ ≤ ω̄. A, B and G are sys-
tem matrices with appropriate dimensions. The subscript k ∈ Z≥0
represents the sampling instant. The input constraint is considered
as

uk ∈ U (2)

where U is a compact set with {0} ∈ U .

2.2 Controller

In this paper, the controller is composed of the MPC controller and
the SC detector. The MPC controller is designed in a dual-mode:

uk =





û∗
k|k, for x̂k|k /∈ T (ψε)

Kx̂k|k, for x̂k|k ∈ T (ψε)
(3)

where û∗
k|k is the optimal input signal obtained by solving the fol-

lowing Problem 1 which would be provided subsequently; x̂k|k =
xk is the predictive state; T (ψε) is the terminal region of state xk
with T (ψε) = ψε; ε is the terminal level which can be obtained
according to the lemma 1 in [36]; ψ is a parameter which can be
obtained in Theorem 3 which would be presented later; K is the
feedback gain determined off-line such that A+BK is strictly sta-
ble. Note that the controller sends the input sequence {û∗

k+s|k}
if x̂k+s|k /∈ T (ψε) or {Kx̂k+s|k} if x̂k+s|k ∈ T (ψε) for s =
0, 1, · · · , N − 1, where N is the given predictive horizon. In
addition, x̂k+s|k can be obtained in Problem 1 subsequently.

The SC detector is used to provide detection at the controller side.

2.3 Deception Attacks

Before moving on, the following assumption is presented on decep-
tion attacks in both the SC channel and the CA channel.

Assumption 1. The adversaries have the ability to launch the
deception attacks to both the SC channel and the CA channel. Fur-
thermore, the deception attacks launched to the CA channel are less
than s̃, s̃ ∈ {0, 1, · · · , N}. The total number of consecutive decep-
tion attacks in both the SC channel and the CA channel is less than
n̄, where n̄ is known a priori.

In this paper, we consider the case where the deception attacks
occur in both the SC channel and the CA channel. The attack sig-
nals in the SC channel is denoted as δsc

k . The state received by the
controller is denoted as xsc

k = xk + δsc
k . The model of deception

attacks in the CA channel is shown as {δca
k+s|k}, which represents a

sequence of s attack signals. Note that δca
k+s|k represents the attack

signal injected to the corresponding û∗
k+s|k, but does’t mean that

the adversaries have ability to generate the predictive attack sig-
nals. The input sequence received by the smart actuator is denoted
as {uca

k+s|k} = {û∗
k+s|k} + {δca

k+s|k}, s = 0, 1, · · · , N − 1, with
{û∗

k+s|k} = {ûo
k+s|k} + {ςsc

k+s|k}. Note that û∗
k+s|k and ûo

k+s|k
are input signals generated using xsc

k and xk, respectively. ςsc
k+s|k

is the error between û∗
k+s|k and ûo

k+s|k caused by δsc
k . Note that

{uca
k+s|k} = {ûo

k+s|k} when there are no deception attacks in both
the SC channel and the CA channel, i.e., δsc

k = 0n×1 and δca
k+s|k =

0m×1, s = 0, 1, · · · , N − 1. As such, under deception attacks, the
system becomes

xk+1 = Axk +Buca
k|k +Gωk (4)

2.4 Smart Actuator

To begin with, a smart actuator is put forward which consists of the
CA detector, the buffer and the actuator [37]. Specifically, the CA
detector is used to detect the deception attacks in the CA channel.
By judging whether all the signals in the received input sequence
{uca

k+s|k}, s = 0, 1, · · · , N − 1 belong to the predetermined safety
region, the CA detector can detect whether an input sequence is
attacked. Such a sequence can be sent to the buffer if it falls within
the preset safety region of the CA detector or discarded by the CA
detector.

The buffer is used to store the latest input sequence {uca
k̃+s|k̃},

s = 0, 1, · · · , N − 1 where k̃ represents the latest instant. If the
buffer receives a new input sequence {uca

k+s|k}, s = 0, 1, · · · , N −
1 at step k, then this input sequence will replace {uca

k̃+s|k̃}, and the

latest instant is set as k̃ = k. Then, the buffer applies uca
k|k̃ from

this new sequence to the actuator. If the buffer doesn’t receive any
sequence, then the buffer sends a feasible input signal uca

k|k̃ selected
from the old sequence to the actuator according to the time stamp
on this feasible input [37]. The structure of the smart actuator is
shown in Fig. 1. The structure of the overall system under deception
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Fig. 1: The structure of the smart actuator.

attacks is shown in Fig. 2. Towards this end, the design objectives

Note that the SC detector detects not only the deception attacks in the 
SC channel but also the deception attacks in the CA channel which 
have not been discovered by the CA detector. The details would be 
given in the following section.
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of this paper are mainly threefold: 1) design a safety-region-based
constraint such that (4) could achieve a favorable control perfor-
mance; 2) design the SRDS to detect deception attacks in both the
SC channel and the CA channel; 3) establish sufficient conditions to
guarantee the recursive feasibility and practical stability of (4).

3 Defense Strategy

In this section, we design a SRDS for the malicious deception
attacks. Considering the deception attacks occurring in both the SC
channel and the CA channel, the SRDS provides attack detection in
the two channels.

3.1 Safety-region-based Constraint

In this subsection, a safety-region-based constraint is designed
such that the studied system has a favorable control performance.
Consider the following optimization problem:

Problem 1: û∗
k|k = arg minûk+s|k J(x̂k+s|k, ûk+s|k)

subject to

x̂k+s+1|k = Ax̂k+s|k +Bûk+s|k, s = 0, 1, · · · , N (5)

∥x̂k+s|k∥P ≤ Dk+s|k, s = 0, 1, · · · , N (6)

R(ûk+s|k) ∈ Ũk+s|k, s = 0, 1, · · · , N − 1 (7)

with

J(x̂k+s|k, ûk+s|k)

=

N−1∑

s=0

(
∥x̂k+s|k∥2

Q + ∥ûk+s|k∥2
R

)
+ ∥x̂k+N |k∥2

P

where x̂k+s|k is the predictive state with x̂k|k = xsc
k ; û∗

k+s|k is the
+

that we study the state feedback case of the system, the dimensions
of the output are not considered. There are some differences in the
form of (7) between two cases. Furthermore, (7) is tighter than (2)
while the solution of Problem 1 does not change, that is, the solution
obtained under constraints (2), (5) and (6) is the same as that under
(5), (6) and (7). The details are shown in the following Theorems
1-2.

3.2 Safety-region-based Defense Strategy

In this part, the detection mechanism of the proposed SRDS is
presented. In what follows, attack detections in both the SC chan-
nel and the CA channel are shown. Specifically, if the state xsc

k
exceeds the safety region of the SC detector, then this state is
regarded as an outlier and would be discarded. Furthermore, if any
input signal uca

k+s|k in sequence {uca
k+s|k}, s = 0, 1, · · · , N − 1

exceeds the safety region of the CA detector, then this sequence is
regarded as an outlier and would be discarded. In this subsection,
s = 0, 1, · · · , N − 1 is used to simplify the representation. In the
following, we would present more details about SRDS:

Attack detection in the SC channel. If a deception attack is
launched to the SC channel at instant k, the controller executes the
following: (i) judges whether xsc

k lies within the safety region of
the SC detector, which is represented by ∥xsc

k ∥P ≤ Dk|k. If so, the
controller uses xsc

k to generate the input sequence {û∗
k+s|k}. If not,

then the controller discards xsc
k and uses x̂∗

k|k−1, k ∈ Z+ which is
obtained at k − 1 to generate the input sequence; (ii) sends the input
sequence {û∗

k+s|k} to the smart actuator.
Attack detection in the CA channel. If a deception attack sequence

is launched to the CA channel at instant k, the smart actuator
executes the following: (i) judges whether all the input signals
in the sequence {uca

k+s|k} lie within the safety region of the CA
detector, which is represented by R(uca

k+s|k) ∈ Ũk+s|k for all s =
0, 1, · · · , N − 1. If so, then the CA detector sends this sequence to
the buffer. If not, then this sequence is discarded; (ii) replaces the
sequence {uca

k̃+s|k̃} with {uca
k+s|k} and marks k̃ = k if the buffer

receives the sequence {uca
k̃+s|k̃}, otherwise, the buffer keeps the

sequence {uca
k̃+s|k̃} still in the buffer; (iii) selects the input signal

uca
k|k̃ from the sequence stored in the buffer and applies it to the actu-

ator. Note that the safety regionR(uca
k+s|k) ∈ Ũk+s|k is receding as

the instant k. Towards this end, the resilient control scheme based on
the SRDS can be summarized as the following algorithm.

Definition 1. [38] Given ϵi > 0, system (4) is said to be prac-
tically stable under the input uk if there exists εi > 0 such that
limk→∞ ∥xk∥2

Q ≤ ϵi holds whenever x0 < εi.

Assumption 2. The upper bound of the disturbance term in (1)
satisfies the following condition

ω̄ ≤ (1 − ψ)ε

λ0.5
max(P )∥AN−1∥∥G∥ (8)

Notice that Assumption 2 is similar with Assumption 4 in [39].

4 Main Results

Up to this end, we are now in the position to present the design proce-
dure of Dk+s|k, R(ûk+s|k) and Ũk+s|k, s = 0, 1, · · · , N − 1. To
begin with the results, there are some explanations to give. Firstly,
the design procedure is based on that the Problem 1 has a solution
at instant k. Secondly, due to some technical differences on obtain-
ing the results, both single-input case and multi-input case of (4) are
considered. Specially, if (4) is a single-input system, then Dk+s|k is
designed by Theorem 1. If (4) is a multi-input system, then Dk+s|k
is designed by Theorem 3.

predictive optimal input signal; N ∈ Z satisfies N ≥ n̄; Q > 0 
and R > 0 are weighting matrices with appropriate dimensions;
P > 0 is the terminal penalty matrix obtained according to [19]. 
Furthermore, the constraint (6) is the proposed safety-region-based 
constraint which provides more stability margin [19] and detection
at the controller side. Note that Dk+s k, k ∈ Z 0, s = 0, 1, · · · , N 
is the monotonically decreasing function

| to be ≥designed off-line suchthat (4) has the favorable control performance. Correspondingly, the
constraint (7), which is used as a detection condition, is used to
replace the original input constraint (2). R(ûk+s k) and Ũk+s k are
functions which would be given in Theorem 1 and

| 
2 where we

| 
haveproved that (6) is the sufficient condition of (7). That is, we can use

(7) as the so-called safety region of the CA detector such that the CA
detector has the ability to detect the received input signals.

Remark 1. In this paper, we consider the design of (7) in two cases: 
1) the system is single-input; 2) the system is multi-input. Owing to



Algorithm 1 The resilient control scheme based on the SRDS
Initialization:
1. Select Dk+s|k according to Theorem 1 and Theorem 3 if (4)
is a single-input system. Otherwise, select Dk+s|k according to
Theorem 3 if (4) is a multi-input system.
2. Determine R(ûk+s|k) and Ũk+s|k according to Theorem 1 if
system (4) is a single-input system. If (4) is a multi-input system,
determine R(ûk+s|k) and Ũk+s|k according to Theorem 2.
3. Set Dk+s|k and Ũk+s|k for the SC detector and the CA detector,
respectively.
Iteration: At k ∈ Z≥0, the controller and smart actuator execute the
following steps:
1. The controller. Judge whether ∥xsc

k ∥P ≤ Dk|k holds. If so, solve
the Problem 1 and generate {û∗

k+s|k} using xsc
k , otherwise, gener-

ate {û∗
k+s|k} using x̂k|k−1. Send {û∗

k+s|k} to the smart actuator.
Go to 2.
2. The CA detector. Judge whether all of the signals in the sequence
{uca

k+s|k} satisfy R(uca
k+s|k) ∈ Ũk+s|k for s = 0, 1, · · · , N − 1.

If so, the CA detector sends {uca
k+s|k} to the buffer. Otherwise,

{uca
k+s|k} is discarded. Go to 3.

3. The buffer. If the CA detector sends {uca
k+s|k} to the buffer, the

buffer replaces {uca
k̃+s|k̃} with {uca

k+s|k} and marks k̃ = k. Other-
wise, the buffer keeps {uca

k̃+s|k̃}. Go to 4.
4. Select the input signal uca

k|k̃ from the sequence stored in the buffer
and apply it to the actuator. Go to 5.
5. Repeat for k = k + 1.

Theorem 1. If (4) is a single-input system, then the safety-region-
based constraint R(ûk+s|k) ∈ Ũk+s|k in (7) is determined by
designing the function Dk+s|k, s = 0, 1, · · · , N − 1 according to
the following principles:

For a calculated parameter Ω, where

Ω = [ξ1 ξ2 · · · ξn]P1 [ξ1 ξ2 · · · ξn]T (9)

P1 = ATPA− M

BTPB
, M = ATPBBTPA (10)

ξi = Ξi
a∗

i√
ρ∗

h

, Ξi ∈ {−1, 1} (11)

h ∈ {1, 2, · · · , n}, i = 1, 2, · · · , h− 1, h+ 1, · · · , n

with a∗
i and ρ∗

h obtained by solving the optimization problem (23).
If Ω ≤ 0, thenDk+s|k can be designed as an appropriate monotone
decreasing function such that Ũk+s|k ⊆ U . Otherwise, if 0 < Ω <
1, then Dk+s|k should satisfy

Ω < min

{
D2

k+s+1|k
D2

k+s|k
, s = 0, 1, · · · , N − 1

}
, Ũ0|0 ⊆ U

where Ω = [ξ1 ξ2 · · · ξn]P1 [ξ1 ξ2 · · · ξn]T . For 0 < Ω < 1 and
Ω ≤ 0, we have

R(ûk+s|k) = ûk+s|k, Ũk+s|k , [Θ−u
k+s|k,Θ

+u
k+s|k], Ũ0|0 ⊆ U

s = 0, 1, · · · , N − 1

where

Θ+u
k+s|k ,

√
D2

k+s+1|k − ΩD2
k+s|k

BTPB

+ max

{
ξ̄TATPB

BTPB
Dk+s|k,−

ξ̄TATPB

BTPB
Dk+s|k

}
(12)

Θ−u
k+s|k , −Θ+u

k+s|k (13)

with ξ̄ = [ξ1 ξ2 · · · ξn]T .Thus, (7) is obtained as

Θ−u
k+s|k ≤ ûk+s|k ≤ Θ+u

k+s|k, s = 0, 1, · · · , N − 1 (14)

Proof: For simplicity, x̂k+s|k and Dk+s|k are used in the following
proof process. Furthermore, s = 0, 1, · · · , N − 1 is used throughout
the whole proof of this theorem. From (6), we have ∥x̂k+s|k∥2

P ≤
D2

k+s|k Furthermore, due to that the Problem 1 has a solution at
instant k, we have ∥x̂k+s+1|k∥2

P ≤ D2
k+s+1|k which yields

∥∥∥Ax̂k+s|k +Bûk+s|k
∥∥∥
2

P
≤ D2

k+s+1|k

It is easy to obtain

x̂T
k+s|kA

TPAx̂k+s|k + 2x̂T
k+s|kA

TPBûk+s|k

+ûT
k+s|kB

TPBûk+s|k ≤ D2
k+s+1|k (15)

which indicates

BTPB

(
ûk+s|k +

x̂T
k+s|kA

TPB

BTPB

)2

+x̂T
k+s|k

(
ATPA− M

BTPB

)
x̂k+s|k ≤ D2

k+s+1|k

with M = ATPBBTPA. If there exists a feasible input ûk+s|k,
then the following inequality

D2
k+s+1|k − x̂T

k+s|k

(
ATPA− M

BTPB

)
x̂k+s|k ≥ 0 (16)

should establish under condition (6). Let

P1 = ATPA− M

BTPB

L(x̂k+s|k) = D2
k+s+1|k − x̂T

k+s|kP1x̂k+s|k (17)

If the minimum of L(x̂k+s|k) is non-negative, the Problem 1 has a
feasible solution ûk+s|k. Thus, the following optimization problem
is formulated as

Lmin = minL(x̂k+s|k) (18)

subject to x̂T
k+s|kP x̂k+s|k ≤ D2

k+s|k. It is obvious that

x̂T
k+s|kP x̂k+s|k ≤ D2

k+s|k

is a convex constraint. To solve (18), the Karush-Kuhn-Tucher
(KKT) conditions are used. Consider the function

F (x̂k+s|k) =D2
k+s+1|k − x̂T

k+s|kP1x̂k+s|k

+ α
(
x̂T

k+s|kP x̂k+s|k −D2
k+s|k

)
(19)

where α is the Lagrange multiplier. The corresponding KKT condi-
tions are shown as

∂F (x̂k+s|k)

∂x̂k+s|k
= 0n×1 (20a)

x̂T
k+s|kP x̂k+s|k −D2

k+s|k ≤ 0 (20b)

α ≤ 0 (20c)

α(x̂T
k+s|kP x̂k+s|k −D2

k+s|k) = 0 (20d)



From (20b), (20c) and (20d), the following independent cases should
be considered:
(1.1) x̂T

k+s|kP x̂k+s|k −D2
k+s|k < 0 and α = 0;

(1.2) x̂T
k+s|kP x̂k+s|k −D2

k+s|k = 0 and α ≤ 0.
Firstly, the case (1.1) is addressed. Considering

x̂T
k+s|kP x̂k+s|k −D2

k+s|k < 0

and α = 0, we have F (x̂k+s|k) = L(x̂k+s|k). Letting

∂F (x̂k+s|k)

∂x̂k+s|k
= 0n×1

we have P1x̂k+s|k = 0n×1. It is easy to obtain that rank(P1) =
1. Therefore, there exists n− 1 free variables in the solution of
P1x̂k+s|k = 0n×1. Denote

x̂k+s|k = [x̂T
k+s|k,1 x̂k+s|k,2 · · · x̂T

k+s|k,n]T

We can find a non free variable x̂k+s|k,j , j ∈ {1, 2, · · · , n}. Then,
we have

x̂k+s|k,j =s1x̂k+s|k,1 + · · · + sj−1x̂k+s|k,j−1

+sj+1x̂k+s|k,j+1 + · · · + snx̂k+s|k,n (21)

where si, (i = 1, 2, · · · , j − 1, j + 1, · · · , n) are known coeffi-
cients by simplifying P1; Substituting (21) into x̂T

k+s|kP x̂k+s|k −
D2

k+s|k < 0, we have

ŝ1x̂
2
k+s|k,1 + · · · + ŝj−1x̂

2
k+s|k,j−1 + ŝj+1x̂

2
k+s|k,j+1

· · · + ŝnx̂
2
k+s|k,n +

n∑

l=1

n∑

r=1,r ̸=l

qlrx̂k+s|k,rx̂k+s|k,l < D2
k+s|k

(22)

r ̸= j, l ̸= j

where ŝi, (i = 1, 2, · · · , j − 1, j + 1, · · · , n) and qlr are known
coefficients; Substituting (21) into (17), we have L(x̂k+s|k) =

D2
k+s+1|k − L̂1 where

L̂1 =µ1x̂
2
k+s|k,1 + · · · + µj−1x̂

2
k+s|k,j−1 + µj+1x̂

2
k+s|k,j+1

+ · · · + µnx̂
2
k+s|k,n +

n∑

l=1

n∑

r=1,r ̸=l

ζlrx̂k+s|k,rx̂k+s|k,l

r ̸= j, l ̸= j

with known coefficients µi, i = 1, 2, · · · , j − 1, j + 1, · · · , n and
ζlr . Lmin is reformulated as

Lmin = min(D2
k+s+1|k − L̂1) (23)

subjected to (22). By repeating the process (19)-(22), we can finally
obtain ρx̂2

k+s|k,h < D2
k+s|k, h ∈ {1, 2, · · · , n}, ρ > 0. It is not

difficult to have ρ > 0 because x̂T
k+s|kP x̂k+s|k ≥ 0 holds for

arbitrary x̂k+s|k. x̂T
k+s|kP x̂k+s|k = 0 only when x̂k+s|k = 0n×1.

Furthermore, there exists

x̂k+s|k,ν = aν x̂k+s|k,h, h ∈ {1, 2, · · · , n}
ν = 1, 2, · · · , h− 1, h+ 1, · · · , n

L(x̂k+s|k) > D2
k+s+1|k − θ1

ρ D
2
k+s|k. Thus, the minimum Lmin

does not exist. If θ1 = 0, L(x̂k+s|k) = D2
k+s+1|k holds for

any x̂k+s|k satisfying (6) such that Ũk+s|k =
∥∥∥Dk+s+1|k√

BT PB

∥∥∥−
x̂T

k+s|k,hãAT PB

BT PB
. Note that x̂T

k+s|k,hãA
TPB is related to x̂T

k+s|k,h

such that Ũk+s|k is uncertain. Therefore, Lmin does not exist if
θ1 = 0. If θ1 < 0, we have L(x̂k+s|k) < D2

k+s+1|k − θ1
ρ D

2
k+s|k

such that the minimum value Lmin does not exist. Therefore, the
minimum value Lmin does not exist under the case (1.1).

Secondly, the case (1.2) is dealt with. Consider

x̂T
k+s|kP x̂k+s|k −D2

k+s|k = 0, α > 0

Letting ∂F (x̂k+s|k)
∂x̂k+s|k

= 0n×1, we have (αP − P1)x̂k+s|k = 0n×1

which would have a solution x̂k+s|k ̸= 0n×1. Thus, by letting
det(αP − P1) = 0, we have α = αi > 0, i ∈ {1, 2, · · · , n}.

In what follows, it is assumed that α = α1 > 0 firstly. By
α = α1, the general solution of (α1P − P1)x̂k+s|k = 0n×1 is
obtained. Denote the general solution as S1. Substituting S1 into
x̂T

k+s|kP x̂k+s|k −D2
k+s|k = 0, we have M1 = 0 where M1 is

the result obtained by substituting S1 into x̂T
k+s|kP x̂k+s|k −

D2
k+s|k. By substituting S1 into (17), L(x̂k+s|k) is reformulated

as L(S1). Then, a new optimization problem can be formulated as

Lmin = minL(S1) (24)

subject to M1 = 0. Consider the function

Fα1(x̂k+s|k) = L(S1) + α̂1M1 (25)

Let

∂Fα1(x̂k+s|k)

∂S1
= 0 (26)

∂Fα1(x̂k+s|k)

∂α̂1
= 0 (27)

It is easy to find that (26) is also a system of homogeneous lin-
ear equations. Therefore, we have α̂1 = [α̂T

1,i · · · α̂T
n,i]

T from
(26). By letting α̂1 = α̂1,1 and substituting α̂1,1 into (26), the
general solution is obtained as S1,1. Furthermore, M1,1 = 0 is
obtained by substituting α̂1 = α̂1,1 into (27). Repeating the simi-
lar process from (24)-(27) through a limited number of times, we
can finally get ρh1,1

x̂2
k+s|k,h1,1

= D2
k+s|k, with ρh1,1

> 0. Sub-
sequently, we have x̂k+s|k,ν1,1

= aν1,1 x̂k+s|k,h1,1
with h1,1 ∈

{1, 2, · · · , n}, ν1,1 = 1, · · · , h1,1 − 1, h1,1 + 1, · · · , n. Repeat
this process and we obtain limited solutions x̂k+s|k . Then,
substitute these candidate solutions x̂k+s|k into (17), L1,1

min
which is the minimum value under the case α̂1 = α̂1,1 can
be obtained after a limited comparison, and the correspond-

ing x̂k+s|k is obtained with x̂k+s|k,ν1,1
= Ξν1,1

a∗
ν1,1√
ρ∗

h1,1

Dk+s|k.

Similarly, the corresponding L1,j
min, j = 2, 3, · · · , n, which is

the minimum value under the case α̂1 = α̂1,j , can be obtained
after a limited comparison, and the corresponding x̂k+s|k

is obtained with x̂k+s|k,ν1,j
= Ξν1,j

a∗
ν1,j√
ρ∗

h1,j

Dk+s|k, h1,j ∈

{1, 2, · · · , n}, ν1,j = 1, · · · , h1,j − 1, h1,j + 1, · · · , n. Denote
the minimum of L1,i

min, i = 1, 2, · · · , n as Lmin,1 with the corre-

sponding x̂k+s|k,ν1
= Ξν1

a∗
ν1√
ρ∗

h1

Dk+s|k,with h1 ∈ {1, 2, · · · , n},

ν1 = 1, · · · , h1 − 1, h1 + 1, · · · , n, and Ξν1 ∈ {−1, 1}.
Secondly, α = αj , j = 2, 3, · · · , n are considered. By similar

process of α = α1, Lj,i
min, i = 1, 2, · · · , n can be obtained. Denote

Therefore, we have L(x̂k+s|k) = Dk
2
+s+1|k − θ1x̂2

k+s|k,h with θ1 
= ãP1ã

T and ã = [a1 a2 · · · an]. If θ1 > 0, we have



the minimum of Lj,i
min, i = 1, 2, · · · , n, as Lmin,j with correspond-

ing x̂k+s|k,νj
= Ξνj

a∗
νj√
ρ∗

hj

Dk+s|k, hj ∈ {1, 2, · · · , n}, νj =

1, · · · , hj − 1, hj + 1, · · · , n, Ξνj ∈ {−1, 1}.
Finally, the minimum one in Lmin,i, i = 1, 2, · · · , n is

denoted as the minimum value Lmin with the corresponding
x̂k+s|k,ν = Ξν

a∗
ν√
ρ∗

h

Dk+s|k, h ∈ {1, 2, · · · , n}, ν = 1, · · · , h−

1, h+ 1, · · · , n, Ξν ∈ {−1, 1}. Denote ξν = Ξν
a∗

ν√
ρ∗

h

. Thus, we

have Lmin = D2
k+s+1|k − ΩD2

k+s|k with

Ω = [ξ1 ξ2 · · · ξn]P1 [ξ1 ξ2 · · · ξn]T

By letting Lmin > 0, we have Ω <
D2

k+s+1|k
D2

k+s|k
< 1 according to

(16). By selecting Dk+s|k appropriately, Ũ0|0 ⊆ U is satisfied.
Furthermore, if Ω ≤ 0, then Dk+s|k can be selected appro-
priately such that Ũ0|0 ⊆ U . If 0 < Ω < 1, then the condition

min

{
D2

k+s+1|k
D2

k+s|k
, s = 0, 1, · · · , N − 1

}
> Ω holds with an appro-

priate Dk+s|k such that Ũ0|0 ⊆ U .
Denote x̂k+s|k = ξ̄Dk+s|k with ξ̄ = [ξ1 ξ2 · · · ξn]T . We have

∣∣∣∣∣ûk+s|k +
ξ̄TATPB

BTPB
Dk+s|k

∣∣∣∣∣ ≤

√
D2

k+s+1|k − ΩD2
k+s|k

BTPB

(28)

Considering Ξν ∈ {−1, 1}, we have

[ξ1 ξ2 · · · ξn]P1 [ξ1 ξ2 · · · ξn]T

= [−ξ1 · · · − ξn]P1 [−ξ1 · · · − ξn]T = Ω

It is easy to obtain Θ−u
k+s|k ≤ ûk+s|k ≤ Θ+u

k+s|k by (28) where

Θ+u
k+s|k and Θ−u

k+s|k are given in (12) and (13), respectively. The
proof is complete. �

Next,R(ûk+s|k) and Ũk+s|k , s = 0, 1, · · · , N − 1 are designed
for (4) when (4) is a multi-input system.

Theorem 2. If (4) is a multi-input system, then the safety-region-
based constraint R(ûk+s|k) ∈ Ũk+s|k in (7) is determined by

R(ûk+s|k) = ∥ûk+s|k∥2
BT PB (29)

R(ûk+s|k) ∈ Ũk+s|k

Ũk+s|k , {u(k) : −Us ≤ u(k) ≤ Us} (30)

Us = (1 + ρ̂)D2
k+s+1|k +

(
1 +

1

ρ̂

)
Ω1D

2
k+s|k

Ũ0|0 ⊂ U , s = 0, 1, · · · , N − 1 (31)

with ρ̂ > 0 and

Ω1 =
[
ξ̃1 ξ̃2 · · · ξ̃n

]
ATPA

[
ξ̃1 ξ̃2 · · · ξ̃n

]T
(32)

ξ̃i = Ξ̃i
ã∗

i√
ρ̃∗

h

, Ξ̃i ∈ {−1, 1}

i

Proof: Let ν̂k+s|k = P
1
2Bûk+s|k. Substituting ν̂k+s|k into (15),

we have

x̂T
k+s|kA

TPAx̂k+s|k + 2x̂T
k+s|kA

TP
1
2 ν̂k+s|k

+ ν̂T
k+s|kν̂k+s|k ≤ D2

k+s+1|k (33)

which yields
∥∥∥ν̂k+s|k + P

1
2Ax̂k+s|k

∥∥∥
2

≤ D2
k+s+1|k . It is easy to

obtain

∥ν̂k+s|k∥2 ≤(1 + ρ̂)D2
k+s+1|k +

(
1 +

1

ρ̂

)
∥x̂k+s|k∥2

AT PA

(34)

with ρ̂ > 0. If there exists a feasible input ûk+s|k, then (34) holds
for all x̂k+s|k satisfying x̂T

k+s|kP x̂k+s|k ≤ D2
k+s|k. Let

L̃(x̂k+s|k) =(1 + ρ̂)D2
k+s+1|k +

(
1 +

1

ρ̂

)
∥x̂k+s|k∥2

AT PA

The minimum value of L̃(x̂k+s|k) is denoted as L̃min. Thus,
the inequality ∥ν̂k+s|k∥2 ≤ L̃min would establish. Then, L̃min

can be obtained by solving the optimization problem L̃min =
min L̃(x̂k+s|k) subjected to x̂T

k+s|kP x̂k+s|k ≤ D2
k+s|k. To solve

(18), the KKT conditions are used. Consider a function

F̃ (x̂k+s|k) =(1 + ρ̂)D2
k+s+1|k +

(
1 +

1

ρ̂

)
∥x̂k+s|k∥2

AT PA

+ α̃
(
∥x̂k+s|k∥2

P −D2
k+s|k

)
(35)

where α̃ is the Lagrange multiplier. The corresponding KKT condi-
tions are shown as

∂F̃ (x̂k+s|k)

∂x̂k+s|k
= 0n×1 (36a)

x̂T
k+s|kP x̂k+s|k −D2

k+s|k ≤ 0 (36b)

α̃ ≤ 0 (36c)

α̃(x̂T
k+s|kP x̂k+s|k −D2

k+s|k) = 0 (36d)

From (36b), (36c) and (36d), the following two cases are
taken into consideration: (2.1) x̂T

k+s|kP x̂k+s|k −D2
k+s|k < 0

and α̃ = 0; (2.2) x̂T
k+s|kP x̂k+s|k −D2

k+s|k = 0 and α̃ ≤ 0.
For case (2.1), there is no feasible solution. The proof pro-
cess of case (2.1) is similar to case (1.1) in the proof of
Theorem 1 and is omitted here. For case (2.2), the process
is similar as the case (1.2) which is shown in the proof of
Theorem 1. Similarly, the minimum value Lmin is obtained with
x̂k+s|k,ν = Ξ̃ν

ã∗
ν√
ρ̃∗

h

Dk+s|k, h ∈ {1, 2, · · · , n}, ν = 1, · · · , h−

1, h+ 1, · · · , n, Ξ̃ν∗ ∈ {−1, 1}. Denoting ξ̃ν = Ξ̃ν
ã∗

ν√
ρ̃∗

h

, we have

L̃max = (1 + ρ̂)D2
k+s+1|k +

(
1 + 1

ρ̂

)
Ω1D

2
k+s|k with

Ω1 = [ξ1 ξ2 · · · ξn]ATPA [ξ1 ξ2 · · · ξn]T

It is obvious that Ω1 > 0. By selecting Dk+s|k appropriately, (29)-
(30) are established. The proof is complete. �

Remark 2. In Theorem 1 and Theorem 2, we give the process
of designing the the safety-region-based constraint R(ûk+s|k) ∈
Ũk+s|k in (7). In reality, the single-input system is a special case
of the multi-input system such that Theorem 2 is a more general con-
clusion on designing the constraintR(ûk+s|k) ∈ Ũk+s|k . However,

h ∈ {1, 2, · · · , n}, i = 1, 2, · · · , h − 1, h + 1, · · · , n

where ã∗ and ρ̃∗
h would be obtained by solving the optimiza-

tion problem (35), Dk+s k is the appropriate monotone decreasing 
function obtained by Theor

| 
em 3



if we use the design steps in Theorem 2 for a single-input system,
the constraint R(ûk+s|k) ∈ Ũk+s|k is more conservative than that
obtained by Theorem 1. Thus, in this paper, we propose two theo-
rems to give the design steps for single-input system and multi-input
system, respectively.

In what follows, we would show the recursive feasibility of Prob-
lem 1 regardless of whether the system (4) is a single-input system or
a multiple-input system. To guarantee the recursive feasibility, con-
ditions on designing Dk+s|k, s = 0, 1, · · · , N − 1, are given in the
following theorem.

Theorem 3. If Problem 1 is feasible at instant k, and the following
conditions

(
1 − λmin(Q∗)

λmax(P )

)0.5

≤ ψ ≤ 1 (37)

Dk+s+1|k+1 = Dk+s+1|k + λ0.5
max(P )∥As∥∥G∥ω̄ (38)

∆D ≤ −λ0.5
max(P )∥As∥∥G∥ω̄ (39)

∆D , Dk+s+1|k −Dk+s|k

Dk+N |k ≤ ψε (40)

D0|0 ≥ ψε+ λ0.5
max(P )ω̄

N−1∑

i=0

∥Ai∥∥G∥ (41)

hold for s = 0, 1, · · · , N − 1 and ∀k ∈ Z≥0, then it is feasible at
instant k + 1.

Proof: Select a candidate input as

ũk+s+1|k+1 =





uca
k+s+1|k, s = 0, 1, · · · , N − 2

Kx̂k+s+1|k+1, s = N − 1
(42)

with R(ũk+s+1|k+1) ∈ Ũk+s+1|k+1, s = 0, 1, · · · , N − 2. To
guarantee the existence of the feasibility, the case that no deception
attack occurring in both the SC channel and the CA channel is con-
sidered firstly, i.e., δsc

k+s+1 = 0n×1 and δca
k+s+1|k = 0m×1, s =

0, 1, · · · , N − 2. If ũk+s+1|k+1 = ûo
k+s+1|k is applied to sys-

tem (4), an error between the actual state and the optimal state
would be incurred. The norm bound of xk+1 and x̂∗

k+1 is
obtained as ∥xk+1 − x̂∗

k+1∥P = ∥Gωk∥P ≤ λ0.5
max(P )∥G∥ω̄. For

s = 0, 2, · · · , N − 2, we have

∥x̃k+s+1|k+1 − x̂∗
k+s+1|k∥P = ∥As(xk+1 − x̂∗

k+1)∥P

≤λ0.5
max(P )∥AsGωk∥ ≤ λ0.5

max(P )∥As∥∥G∥ω̄ (43)

According to (40), we have

∥x̃k+N |k+1∥P ≤ ∥x̂∗
k+N |k∥P + λ0.5

max(P )∥AN−1∥∥G∥ω̄

≤Dk+N |k + λ0.5
max(P )∥AN−1∥∥G∥ω̄

≤ψε+ λ0.5
max(P )∥AN−1∥∥G∥ω̄ (44)

for s = N − 1. Based on (8), (44) is obtained as ∥x̃k+N |k+1∥P ≤
ε which indicates x̃k+N |k+1 ∈ T (ε). According to [19],

x̃k+N |k+1 ∈ T (ε)

holds, which indicates ũk+N |k+1 ∈ Ũk+N |k . Furthermore, we
have

ũk+s+1|k+1 = ûo
k+s+1|k ∈ Ũk+s+1|k

s = 0, 1, · · · , N − 1

Thus, ũk+s+1|k+1 satisfies (7) for s = 0, 1, · · · , N − 1.
Next, x̃k+1+N |k+1 ∈ T (ψε) is shown. According to [19], it can

be shown that

∥x̃k+1+N |k+1∥2
P − ∥x̃k+N |k+1∥2

P ≤ −∥x̃k+N |k+1∥2
Q∗

which yields

∥x̃k+1+N |k+1∥2
P ≤

(
1 − λmin(Q∗)

λmax(P )

)
∥x̃k+N |k+1∥2

P (45)

Based on (37), we have

∥x̃k+1+N |k+1∥2
P ≤

(
1 − λmin(Q∗)

λmax(P )

)
ε2 ≤ ψ2ε2 (46)

Thus, x̃k+1+N |k+1 ∈ T (ψε) holds.
Next, x̃k+s+1|k+1 should also satisfy the constraint (6) for s =

0, 1, · · · , N . According to (8), (38) and (43), it follows that

∥x̃k+s+1|k+1∥P

≤∥x∗
k+s+1|k∥P + λ0.5

max(P )∥As∥∥G∥ω̄

≤Dk+s+1|k + λ0.5
max(P )∥As∥∥G∥ω̄ = Dk+s+1|k+1 (47)

From (46) and (47), x̃k+s+1|k+1 satisfies the constraint (6) for s =
0, 1, · · · , N − 1. The recursive feasibility is guaranteed when (4)
holds under no deception attacks.

In what follows, the monotone decreasing property of Dk+s|k,
s = 0, 1, · · · , N − 1 is given. Considering (38), we have

Dk+s+1|k+1 = Dk+s+1|k + λ0.5
max(P )∥As∥∥G∥ω̄

Due to the monotone decreasing property of Dk+s|k , we have
Dk+s+1|k+1 −Dk+s|k+1 < 0 which yields

∆D ≤ λ0.5
max(P )ω̄(∥As−1∥∥G∥ − ∥As∥∥G∥) (48)

with ∆D , Dk+s+1|k −Dk+s|k for s = 1, 2 · · · , N − 1. Fur-
thermore, the constraint Dk+s|k is related to the instant k. There-
fore, Dk+s+1|k −Dk+s|k ≤ 0 holds for s = 0, 1, · · · , N , which
yields

∆D ≤ −λ0.5
max(P )∥As∥∥G∥ω̄ (49)

Combining (48) and (49), (39) is obtained.
Secondly, the feasibility under both the SC channel and the CA

channel occurring deception attacks is analyzed. In the following, we
just consider the case that the deception attacks in both the SC chan-
nel and the CA channel have not been discovered by the SC detector
and CA detector, respectively. That is, ũk|k = uca

k|k is applied to (4)
at instant k and δsc

k+1 is launched to xk+1 such that xsc
k+1 is received

by the controller with ∥xsc
k+1∥P ≤ Dk+1|k+1. Similar as the case

that no deception attacks occur in both channels, we have ∥xca
k+1 −

x̂∗
k+1∥P = ∥Bδca

k|k +Bςsc
k|k +Gωk∥P . For s = 0, 2, · · · , N − 2,

we have

∥x̃ca
k+s+1|k+1 − x̂∗

k+s+1|k∥P = ∥As(xca
k+1 − x̂∗

k+1)∥P

≤λ0.5
max(P )∥As(Bδca

k|k +Bςsc
k|k +Gωk)∥ (50)

which yields

∥x̃ca
k+s+1|k+1∥P ≤ ∥x̂∗

k+s+1|k∥P

+λ0.5
max(P )∥As(Bδca

k|k +Bςsc
k|k +Gωk)∥ (51)



Due to ∥xsc
k+1∥P ≤ Dk+1|k+1, it follows

∥x̃ca
k+1|k+1∥P

≤∥x̂∗
k+1|k∥P + λ0.5

max(P )∥(Bδca
k|k +Bςsc

k|k +Gωk)∥

≤Dk+1|k + λ0.5
max(P )∥(Bδca

k|k +Bςsc
k|k +Gωk)∥ ≤ Dk+1|k+1

for s = 0. Subsequently, we have

∥(Bδca
k|k +Bςsc

k|k +Gωk)∥ ≤ ∥G∥ω̄ (52)

By similar process of (43)-(47), the feasibility is established under
the deception attacks using (52). The proof is complete.

�

In the following theorem, sufficient conditions are established
to guarantee the practical stability of (4) under the SRDS strategy
regardless that (4) is a single-input system or a multi-input system.

Theorem 4. If the conditions in Theorem 3 hold, then (4) under the
SRDS is practically stable, and the state of (4) converges to the set
S with S =

{
xk : ∥xk∥2

Q ≤ σ(ω̄)
}

where

σ(ω̄) =

N−2∑

j=0

(
λmax(Q)∥Aj∥2∥G∥2ω̄2 +Dk+1+j|k

×2λ0.5
max(Q)∥Aj∥∥G∥ω̄

λ0.5
min(P )

)
+ (1 − ψ2)ε2 + ηu∆ū (53)

ηu = (1 + 1/λ̃1)(1 + 1/λ̃2), λ̃1 > 0, λ̃2 > 0

with

∆ûo
k+N |k+1 ,





∥∥∥Θ+u
k+N |k+1

∥∥∥
2

R
, if m = 1

ς, if m > 1

ς =
λ2

max(R)

λ2
min(BTPB)

×
(
(1 + ρ̂)D2

k+N+1|k+1

+

(
1 +

1

ρ̂

)
Ω1D

2
k+N |k+1

)

Proof: Select the Lyapunov candidate as Vl(k) = J(x̃∗
k, ũ

ca∗
k ). It is

easy to obtain

∆Vl(k) = Vl(k + 1) − Vl(k)

≤J(x̃k+1, ũ
ca
k+1) − J(x̃∗

k, ũ
ca∗
k ) , ∆V1 + ∆V2 + ∆V3

where

∆V1 =

N−2∑

j=0

(∥∥∥x̃k+1+j|k+1

∥∥∥
2

Q
−
∥∥∥x̃∗

k+1+j|k
∥∥∥
2

Q

)

+

N−2∑

j=0

(∥∥∥ũca
k+1+j|k+1

∥∥∥
2

R
−
∥∥∥ũca∗

k+1+j|k
∥∥∥
2

R

)

∆V2 =
∥∥∥x̃k+N |k+1

∥∥∥
2

Q
+
∥∥∥ũca

k+N |k+1

∥∥∥
2

R

+
∥∥∥x̃k+1+N |k+1

∥∥∥
2

P
−
∥∥∥x̃∗

k+N |k
∥∥∥
2

P

∆V3 = −
(∥∥∥x̃∗

k|k
∥∥∥
2

Q
+
∥∥∥ũ∗

k|k
∥∥∥
2

R

)

For ∆V1, ũca
k+1+j|k+1 = ũca∗

k+1+j|k holds for j = 0, 1, · · · , N −
2. From (43), we have

∆V1 =

N−2∑

j=0

(∥∥∥x̃k+1+j|k+1

∥∥∥
Q

−
∥∥∥x̃∗

k+1+j|k
∥∥∥

Q

)

×
(∥∥∥x̃k+1+j|k+1

∥∥∥
Q

+
∥∥∥x̃∗

k+1+j|k
∥∥∥

Q

)

=

N−2∑

j=0

(
λmax(Q)∥Aj∥2∥G∥2ω̄2 +Dk+1+j|k

×2λ0.5
max(Q)∥Aj∥∥G∥ω̄

λ0.5
min(P )

)
(54)

For ∆V2, we have

∆V2 =
∥∥∥x̃k+N |k+1

∥∥∥
2

Q
+
∥∥∥ũca

k+N |k+1

∥∥∥
2

R

+
∥∥∥x̃k+1+N |k+1

∥∥∥
2

P
−
∥∥∥x̃∗

k+N |k
∥∥∥
2

P

+
∥∥∥x̃k+N |k+1

∥∥∥
2

P
−
∥∥∥x̃k+N |k+1

∥∥∥
2

P
(55)

Denoting δ̃ca
k+N |k+1 = δca

k+s|k + ςsc
k+s|k, we have ũca

k+N |k+1 =

ûo
k+N |k+1 + δ̃ca

k+N |k+1 which yields

∥∥∥ũca
k+N |k+1

∥∥∥
2

R
=
∥∥∥ûo

k+N |k+1 + δ̃ca
k+N |k+1

∥∥∥
2

R

≤(1 + λ̃1)
∥∥∥ûo

k+N |k+1

∥∥∥
2

R
+ (1 + 1/λ̃1)

∥∥∥δ̃ca
k+N |k+1

∥∥∥
2

R
(56)

with the given parameter λ̃1 > 0. For ûo
k+N |k+1 ∈ Rm (m = 1),

i.e., (4) is a single-input system, we have

∥∥∥ûo
k+N |k+1 + δ̃ca

k+N |k+1

∥∥∥ =
∣∣∣ûo

k+N |k+1 + δ̃ca
k+N |k+1

∣∣∣

Based on (14), it can be shown that

∣∣∣ûo
k+N |k+1 + δ̃ca

k+N |k+1

∣∣∣ ≤ Θ+u
k+N |k+1

which indicates
∣∣∣δ̃ca

k+N |k+1

∣∣∣ ≤ |ûo
k+N |k+1| + Θ+u

k+N |k+1
. It is

easy to obtain

R
∣∣∣δ̃ca

k+N |k+1

∣∣∣
2

=
∥∥∥δ̃ca

k+N |k+1

∥∥∥
2

R

≤R(1 + λ̃2)|ûo
k+N |k+1|2 +R(1 + 1/λ̃2)(Θ

+u
k+N |k+1)

2

=(1 + λ̃2)
∥∥∥ûo

k+N |k+1

∥∥∥
2

R
+ (1 + 1/λ̃2)

∥∥∥Θ+u
k+N |k+1

∥∥∥
2

R

with the given parameter λ̃2 > 0.
For ûo

k+N |k+1 ∈ Rm (m > 1), i.e., (4) is a multi-input system,
it is easy to obtain

∥∥∥δ̃ca
k+N |k+1

∥∥∥
2

R

≤(1 + λ̃2)
∥∥∥ûo

k+N |k+1

∥∥∥
2

R
+ (1 + 1/λ̃2)

λ2
max(R)

λ2
min(BTPB)

×
(

(1 + ρ̂)D2
k+N+1|k+1 +

(
1 +

1

ρ̂

)
Ω1D

2
k+N |k+1

)



Let ∆ûo
k+N |k+1 ,

∥∥∥Θ+u
k+N |k+1

∥∥∥
2

R
if (4) is a single-input system

or

∆ûo
k+N |k+1 , λ2

max(R)

λ2
min(BTPB)

×
(
(1 + ρ̂)D2

k+N+1|k+1

+

(
1 +

1

ρ̂

)
Ω1D

2
k+N |k+1

)

is a multi-input system.
Denote ∆ū = max{∆ûo

k+N |k+1, k = 0, 1, · · · , N − 1}. Then,
(56) is rewritten as

∥∥∥ũca
k+N |k+1

∥∥∥
2

R

≤(1 + 1/λ̃1)

(
(1 + λ̃2)

∥∥∥ûo
k+N |k+1

∥∥∥
2

R
+ (1 + 1/λ̃2)∆ū

)

+(1 + λ̃1)
∥∥∥ûo

k+N |k+1

∥∥∥
2

R
= γu

∥∥∥ûo
k+N |k+1

∥∥∥
2

R
+ ηu∆ū

with γu = 1 + λ̃1 + (1 + 1/λ̃1)(1 + λ̃2) and ηu = (1 + 1/λ̃1)(1 +

1/λ̃2). Then, (55) is rewritten as V2 ≤ −
∥∥∥x̃k+N |k+1

∥∥∥
2

Qs
+

∥∥∥x̃k+N |k+1

∥∥∥
2

P
−
∥∥∥x̃∗

k+N |k
∥∥∥
2

P
+ ηu∆ū where

Qs = (A+BK)TP (A+BK) − P +Q+ γuK
TRK

According to the Lemma 1 in[19], we have Qs < 0 such that

∆V2 ≤(∥x̃k+N |k+1∥P − ∥x̃∗
k+N |k∥P )

× (∥x̃k+N |k+1∥P + ∥x̃∗
k+N |k∥P )

≤λ0.5
max(P )∥AN−1G∥ω̄(ε+ ψε) + ηu∆ū

≤(1 − ψ2)ε2 + ηu∆ū (57)

For ∆V3, we have

∆V3 ≤ −∥x̃∗
k|k∥2

Q (58)

Combining (54), (57) and (58), we further have ∆Vl(k) ≤
−γ(∥x̃∗

k|k∥) + σ(ω̄) where γ(∥x̃∗
k|k∥) = ∥x̃∗

k|k∥2
Q and σ(ω̄) is

given in (53). Therefore, (4) is practically stable under the SRDS.
Note that x̃∗

k|k = xk which implies that the state of (4) would

finally converge to the set S =
{
xk : ∥xk∥2

Q ≤ σ(ω̄)
}

. The proof
is complete. �

Remark 3. In this paper, we propose the safety-region based MPC 
method for the discrete-time linear system under the external dis-
turbances and deception attacks. Our paper has the following new 
contributions: 1) the safety-region-based MPC is proposed for the 
CPSs under the deception attack such that the CPSs can recover 
rapidly from the deception attack; 2) the proposed safety-region-
based MPC is capable of dealing with the state and input constraints 
which are pervasive in engineering practice; 3) the stability of the 
closed-loop system under the proposed safety-region-based MPC 
scheme under the deception attack is proven.

5 Numerical Example

In this part, two numerical examples are shown to verify the effec-
tiveness of the proposed method. In the first example, we use a 
single-input system to validate Theorem 1. In the second example, 
the multi-input system of aircraft is used to validate Theorem 2.

Example 1: Consider the single-input discrete-time system:

A =

[
1.05 0.2
0 1.03

]
, B = G =

[
0
1

]
. The control input is

bounded as u ∈ [−3.5, 3.5]. The parameters of the cost func-
tions are chosen as Q = [5 0; 0 1] and R = 0.1. According to
[19], the matrix P and the control gain K are obtained as P =
[24.2125 4.3765; 4.3765 2.3487] and K = [−1.6507 − 1.1869]
by selecting λ̃1 = 1 and λ̃2 = 0.1. The terminal level is ε = 0.5.
Furthermore, ψ = 0.9707 is selected according to (37). Based on
Assumption 2, we have ω̄ ≤ 0.0017. The number of consecutive
deception attacks is selected as n̄ = 4. ω̄ = 0.0017 is selected. The
prediction horizon is selected asN = 5. The deception attacks occur
in the SC channel and the CA channel at k = 40 and k = 80,
respectively.

According to (9), Ω is obtained as Ω = −2.4551 × 10−16 with
the corresponding [ξ1 ξ2] = ±[0.1525 0.8007]. Due to Ω < 0, the
initial function Dk|0 is designed as Dk|0 = 0.65k−Nε, k ∈ Z≥0,
which satisfies (38)-(41). The level of deception attacks in the SC
channel is set as δsc

i,k ∈ [−4, 4] (i = 1, 2) with δsc
k = [δsc

1,k δ
sc
2,k]T .

The level of deception attacks in the CA channel is set as and
δca
k+s|k ∈ [−5, 5], s = 0, 1, · · · , 5. Denote xk = [x1,k x2,k]T and
x̆k = [x̆1,k x̆2,k]T . xk represents the state of the system with the
SC detector and the CA detector. x̆(k) represents the state of the
system without the two detectors. Select x0 = x̆0 = [0.3 − 0.1]T .
The states xk and x̆k under the same deception attacks are shown in
Fig. 3(a). In Fig. 3(a), the state xk remain stable under the proposed
SRDS. However, it is obvious that x̆k diverges under the deception
attacks. Fig. 3(b) plots the input signals uk and ŭk where uk and ŭk
represent the input signals of the systems with the SC detector and
the CA detector and without the two detectors, respectively.
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(a) The states xk and x̆k under deception attacks.
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(b) The input signals uk and ŭk under deception attacks.

Fig. 3: Comparison on the state and input of the single-input system
under the deception attacks.



Example 2: Consider the system model of an aircraft as [40]

A =




1 0.00 0.11 0.00 −0.10
0 0.99 −0.02 −0.00 0.01
0 0.00 1.00 0.10 −0.01
0 0.01 0.00 0.91 −0.09
0 −0.03 0.00 0.10 0.94




B = G =




−0.008 0.000 0.000
−0.012 0.010 0.000
0.021 0.000 −0.008
0.415 0.000 −0.158
0.175 −0.001 −0.015




The input is bounded as ui,k ∈ [−10, 10] (i = 1, 2, 3). The param-
eters of the cost functions are chosen as Q = E5×5 and R =
0.1E3×3. According to [19], by selecting λ̃1 = 1 and λ̃2 = 0.01,
the control gain K is obtained as

K =




K11 K21 K31
K12 K22 K32
K13 K23 K33
K14 K24 K34
K15 K25 K35




T

with

K11 = 0.6193, K12 = 0.3708, K13 = 0.1412

K14 = −0.7391, K15 = −1.0826, K21 = −0.0802

K22 = −0.8329, K23 = −0.0318, K24 = −0.0326

K25 = 0.0603, K31 = 1.3532, K32 = 0.4054

K33 = 3.4298, K34 = 1.0789, K35 = −2.2215

The terminal level is ε = 0.5. Based on (37), we select ψ = 0.9938.
Furthermore, we have ω̄ ≤ 0.00086 by Assumption 2. Thus, ω̄ =
0.0008 is selected. The number of consecutive deception attacks
is selected as n̄ = 4. The prediction horizon is selected as N = 5.
From (32), we have Ω1 = 1.1445 by selecting ρ̂ = 1. The initial
function Dk|0 is designed as

Dk|0 =

{
xT
0 Px0, k = 0
Nε/k, k ∈ Z+

which satisfies (39)-(41). The level of deception attacks in the
SC channel is set as δsc

i,k ∈ [−4, 4] (i = 1, 2, 3, 4, 5) with δsc
k =

[δsc
1,k δsc

2,k δsc
3,k δsc

4,k δsc
5,k]T . The level of deception attacks in the

CA channel is set as δca
i,k ∈ [−10, 10] (i = 1, 2, 3) with δca

k+s|k =

[δca
1,k+s|k δ

ca
2,k+s|k δ

ca
3,k+s|k]T , s = 0, 1 · · · , 5. Select x0 = x̆0 =
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(a) The state xk under the deception attacks.
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(b) The state x̆k under the deception attacks.
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(c) The input signal uk under the deception attacks.
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(d) The input signal ŭk under the deception attacks.

Fig. 4: Comparison on the state and input of the multi-input system
under the deception attacks.

[−0.4 0.1 0.2 − 1 − 0.5]T . The deception attacks in the SC chan-
nel and the CA channel occur at k = 40 and k = 80, respectively.
The corresponding results are shown in Fig. 4. Figs. 4(a) and 4(c)
show the state curve xk and input curve uk of the system using 
the proposed method, respectively. Furthermore, Figs. 4(b) and 4(d)
show the state curve x̆k and input curve ŭk using the traditional 
robust MPC method in [19]. Comparing 4(a) with 4(b), it is easy to
observe that the state curves of xk remain stable due to the effec-
tiveness of the SRDS. However, in Fig. 4(b), the states x̆k become 
instable after being attacked. Similarly, from 4(c) and 4(d), the input
signals uk converge to a region around zero under the SRDS, but 
there are mutations of ŭk at k = 80, which have a negative impact on 
the state x̆k as shown in Fig. 4(b).

6 Conclusion

In this paper, we have considered the resilient control problem of the 
discrete-time linear system subjected to input constraint and external



disturbances. Deception attacks have been considered in the com-
munication channels of the system. Furthermore, the safety-region 
based MPC has been developed to provide attack detection and the 
resilient control signals. Sufficient conditions have been established 
for the proposed SRDS such that the recursive feasibility and practi-
cal stability of the overall closed-system are guaranteed. Finally, two 
numerical examples have been conducted to verify the effectiveness 
of the proposed methodology.
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