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Abstract 

Online crimes such as frauds have grown substantially in volume over the last 20 years, with the 

associated changes in technology such as the internet and use of email. The state response through the 

police has lagged in many countries with law enforcement often struggling to cope with the volume and 

new challenges of such crimes. Private policing has traditionally filled the gap through commercial forms 

where clients are willing to pay through to voluntary actions such as vigilantism. Cybercrime, particularly 

of the fraud type, has not escaped such outcomes with a growing voluntary sector responding to such 

crimes. In doing so there have been a wide range of such responses ranging from what could be 

described as vigilantism through to state supported initiatives. This paper seeks to chart this voluntary 

response and in doing so conceptualizes it through three ‘waves’ of voluntarism.  
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1. Introduction 

There is little doubt that the internet and related technologies have fueled a transformation in crime 

over the last 20 years with a rise in cyber-enabled crimes such as frauds and cyber-dependent crimes 

such as hacking and ransomware  (Button and Cross, 2017; Levi, 2017; McGuire and Dowling, 2013). The 

police have been struggling to cope with the increased demands and associated challenges of dealing 

with such crimes (see Cross et al, 2014; Cross and Blackshaw, 2016; Her Majesty’s Inspectorate of 
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Constabulary, Fire and Rescue Services [HMICFRS], 2019a and b; Paek et al, 2020; Police Foundation, 

2018). Private policing has traditionally filled the gap where the state cannot provide (Button, 2019). 

Predominantly this is through private commercial responses, but also through to voluntary initiatives. 

The commercial response filling the gap, particularly for organisations willing and able to pay, has been 

huge (Button, 2020). There have also been other private responses to cybercrime. Vigilantism has 

traditionally filled the gap where there is a large social problem and inadequate state response 

(Johnston, 1996) and others have noted how the state has often sought to utilize wider civil society to 

support the state through what Garland (1996) has called ‘responsibilisation’ (see also, Whitson and 

Haggerty, 2008; Monahan, 2009). The field of cybercrime has not escaped such responses with a wide 

variety emerging. Such voluntary, and particularly vigilante responses have largely escaped the attention 

of researchers. As Smallridge et al., (2016, p66) argue:  

 

Vigilantism is a topic in need of greater criminological analysis. To date, very little empirical 

research has been conducted on the topic. Unfortunately, Johnston’s (1996) call for vigilantism 

research has went largely unheeded. This is a fact that remains true for traditional forms of 

vigilantism as well as newer forms occurring in cyberspace. 

 

The purpose of this article is to examine how volunteers are attempting to implement their own policing 

of cyber-enabled frauds by constructing a conceptual model demonstrating how these initiatives 

operate and seek to deter online offenders. It will also analyse the actions these initiatives take to 

accomplish their goals and how in some of the cases they have sought to legitimise their actions by 

forging partnerships with a range of stakeholders. It is important to also note there is growing evidence 

of cyber vigilantism targeted at many traditional (offline) crimes, social behaviours and regime support 

(Loveluck, 2019; Trottier, 2019). This article seeks only to explore voluntary action in response to cyber-
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frauds and related crimes and therefore has a narrower focus than some of the emerging literature. The 

article starts by providing a brief summary of the rise of a specific cyber-fraud cluster from West Africa 

to demonstrate the rate at which cyber enabled crimes have grown with relative ease in less developed 

nations. It will also identify some of the challenges for traditional policing operations when attempting 

to deter these crimes. This will be followed by an introduction into volunteerism as public-driven 

responses to the problem of online fraudulent behaviours and Johnston’s framework of volunteerism. 

The analysis section will provide case studies of different volunteer initiatives which presently exist, and 

how they have evolved over time by constructing three waves of volunteer initiatives. The model will 

crucially identify that volunteer initiatives may grow and evolve as technologies change and new means 

are found to accomplish their respective goals. The conclusion of this article discusses the need for 

further research into understanding volunteer motivations among many other issues. Before we explore 

these waves in more detail, it is important to understand why cyber-enabled crimes have grown with 

relative ease by using the case of advance-fee fraud in West Africa and why digital volunteerism has 

developed as a response to this. 

 

2. The growth of cyber-fraud and challenge for policing 

The 419 scam is one of the earliest known instances of cyber-enabled fraud targeting internet users. 

However, it is important to note that the conceptual history of this scam long predates that of the 

internet where its origins can be traced back to the ‘Spanish prisoner scam’ in the 16th century. Wealthy 

benefactors would be persuaded by offenders to pay recurring fees for the release of a member of 

Spanish nobility which the offender would claim was being held captive. In return for their cooperation, 

the benefactor would be promised a significant monetary reward by the offender which they would not 

receive (Gillespie, 2017; Glickman, 2005).  
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In its contemporary form, the 419 scam derives its name from the Nigerian penal code that covers these 

types of frauds, which are usually based upon an unsolicited approach where the fraudster offers a 

substantial share of illicitly gained money (usually embezzled funds, bribes or an inheritance etc) in 

return for monies paid upfront to help release it. The fraudsters pocket the ‘release money’ and are 

never heard from again (Smith, 2008). Its emergence on the internet in the early 1990s and rise in 

popularity coincided with the increasing availability of internet access for Nigeria’s population and was 

initially driven by the country’s mismanaged economy, widespread societal inequalities in the standard 

of living and a long history of colonial exploitation (Ampratwum, 2009; Ibrahim, 2016; Lazarus and 

Okolorie, 2019; Smith, 2008; Walonen, 2018). Further problems such as Nigeria’s high unemployment 

rate and poor wealth distribution from its central government further compounded this problem and 

created obvious push factors towards advance-fee fraud for its population and with it the opportunity to 

defraud victims in richer nations, providing with it the innovative opportunity for offenders to obtain 

favorable foreign exchange rates for repatriated stolen funds. Advance-fee fraud has now spread to 

other African nations and in particular Ghana, Benin, and Cameroon which have seen a surge in this type 

of crime. It has also undergone an evolution to increasing levels of sophistication and the incorporation 

of new technological means to form crime modalities which have provided ample opportunity for 

offenders to defraud internet users in new and innovative ways. Some examples of newer cyber-frauds 

include lottery scams, business-email-compromise, romance fraud and the non-delivery of products 

ordered online (Whittaker and Button, 2020; Ibrahim, 2016; Mansfield-Devine, 2016; Sorell and Whitty, 

2019; Whitty, 2015). It is important to note however, whilst this paper denotes advance-fee fraud as a 

West African crime, advance-fee fraud has become a global problem as offenders in other jurisdictions 

have discovered how lucrative advance-fee fraud can be and as such have increasingly joined the 

bandwagon of West African fraud. Romance scam modalities for example are often utilized by offenders 
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from Russia whilst research has also identified that 419 and lottery scams are also increasingly operated 

by offenders from the Caribbean to name but two examples (Rege, 2009; Akinladejo, 2007). 

 

 

As advance-fee fraud has diffused to become a problem not only in Nigeria, but neighboring West 

African countries, it has become increasingly intertwined with local spiritual customs and has 

subsequently become broadly become accepted within these nations’ societies. The ‘Sakawa boys’ 

subculture in Ghana and ‘Yahoo boys’ in Nigeria for example combines internet scamming with black 

magic or ‘juju’ as it is known locally which they claim increases the success rate of their scam (Scannell, 

2014; Wray, 2019). Allegedly, black magic rituals are performed by a ‘juju priest’ who may require that 

the recipient perform certain ritualistic tasks such as: sleeping in a coffin for a number of days in a local 

cemetery, carrying coffins at night along roads, eating the contents of rubbish dumps, undertaking 

physical self-harm, or even murder (Oduro-Frimpong, 2014; theguardian.com, 2001). A useful snapshot 

into the commonness of black magic was illustrated by The Guardian Nigeria (2017) which found from 

its interview with a scammer that most if not nearly all Nigerian ‘Yahoo boys’ incorporate spiritualism 

into their scams. 

“Of course, now. There is hardly any working boy or girl that does not use something” (Ezea, 

2017) 

The growth of online cyber-enabled crimes provides with it unique challenges for law enforcement 

agencies attempting to deter offenders. First and foremost is the relative ease at which online offenders 

can hide their activities from anywhere in the world, specifically, by using Variable Proxy Network’s 

(VPN’s) to mask their physical identity and by allowing online offenders to assume new identities or 

steal the identities of innocent third parties (Webster & Drew, 2017; Holt & Bossler, 2014; Smith, 2010). 

Many of the frauds run by online offenders also work on the premise of large amounts of victims losing 
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relatively small sums of money. Whittaker & Button (2020), for example, identify in their study of non-

delivery fraud that offenders from Cameroon have set up thousands of fraudulent pet scam websites 

and defraud victims for relatively small advance-fee deposit and shipping payments. Many victims may 

also be unwilling to report instances of online fraud, driven by their perceptions that formal policing 

investigations are time-consuming and that the complaints received by law enforcement are unlikely to 

garner much interest until a high monetary loss threshold is met which is often needed to trigger an 

investigation (Button, McNaughton et al., 2014). Other reasons why victims may not report their 

monetary losses may include: emotional feelings of shame, an unawareness that they have been 

defrauded, a lack of opportunity to identify the offender or an inability to provide any tangible evidence 

that they have been defrauded (Buchanon & Whitty, 2014; Button, McNaughton et al., 2014). Therefore, 

law enforcement in many instances are not even aware that a victim has been defrauded (Button, 

McNaughton et al., 2014; Holt and Bossler, 2014; Whitty & Buchanan, 2012, Holt & Graves, 2007). 

3. Voluntary policing 

The exploration of voluntary policing has been largely neglected by policing scholars in comparison to 

the broader agents of private policing located in the private security industry and the heavily cultivated 

areas of public police research (Button, 2019). One of the few academics taking an overview of this area 

has been Johnston who has sought to conceptualize voluntary policing and examine vigilantism in depth 

(1992 and 1996). Johnston (1992) has divided voluntary policing into two broad categories: ‘Responsible 

Citizenship’ and ‘Autonomous Citizenship’ based on whether the policing activity is sanctioned by the 

state or not. An example of the former would be citizens volunteering to join police reserves such as the 

special constabulary and the latter would be paramilitaries policing their communities in Northern 

Ireland. There is more complexity to this dichotomy.  Button (2019) has noted some responsible 

citizenship sits within the police and is clearly controlled, state led, such as the special constabulary; 

some is ‘beyond the police’, but officially supported, such as Crimestoppers in the United Kingdom 
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(which encourages the public to make tip offs and some community led patrol groups), state endorsed.  

Through to activities that are sometimes but not always encouraged and tolerated by the police, such as 

bystanders tackling criminals in the act, state equivocation, as this is sometimes approved of (individuals 

receive awards for bravery) through to be being discouraged and falling into the ‘autonomous’ category.  

 

Autonomous citizenship or vigilantism is also more sophisticated than acts not supported by the state.  

Johnston (1996) has identified what he described as the essential elements based upon six 

characteristics. The first characteristic is that vigilantism involves some form of planning, premeditation 

or organisation. This element eliminates some of the many spontaneous acts of individuals, to criminal 

events to which they respond. The extent of planning has only to be minimal, however, and could be as 

little as setting traps to catch a potential burglar such as the Norfolk farmer, Tony Martin, who killed a 

16 year old suspected burglar and was alleged to have set traps and lookout positions on his farm to 

catch them (Judd, 2000).  

 

The second element of vigilantism is that it is a private voluntary agency that is engaged. There has been 

a tendency to associate off duty police acts and illegal/illegitimate police acts as vigilantism (Rosenbaum 

and Sedeberg 1976). However, in most jurisdictions police officers retain their powers even when off 

duty. Secondly, the participation of the police in illegitimate acts is a frequent occurrence that leads 

Johnston to the practical question of what might be gained from defining such state abuse of power as 

‘vigilantism’? Such actions seem better analysed as the illegal actions of state officials rather than 

vigilantism.  

 

A third element Johnston (1996) proposes is that vigilantism must also be autonomous with no support 

or authority from the state. Most forms of vigilantism are therefore condemned by the state. The fourth 
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characteristic Johnston argues is that there must also be the use or threatened use of force. In Northern 

Ireland the paramilitaries engaged in policing their communities regularly use force and in some cases 

have even executed ‘offenders’ (Silke, 1998).  

 

A fifth element in the definition of vigilantism is that it is a reaction to crime and social deviance. For 

instance, Brown (1975) writing on the USA in the nineteenth century has distinguished between ‘classic 

vigilantism’, such as acts directed at horse thieves, outlaws and the rural lower classes and ‘neo-

vigilantism’, which were acts directed at urban Catholics, negroes and union leaders. The former 

encompasses ‘crime control’, whereas the latter involves ‘social control’. Silke (1998) in assessing the 

vigilante activities of Irish paramilitaries has also distinguished between anti-social acts, such as theft, 

burglary etc and anti-paramilitary acts such as informing, associating with the security forces and 

refusing to pay protection money. Finally, Johnston argues that vigilantism must contribute to a 

personal and collective security. This means that the vigilante action often has a purpose beyond dealing 

with the specific act of deviance to address the wider problem. The aim is also usually to contribute 

towards a ‘greater’ personal and collective security.  

 

Johnston’s six fold classification sets a clear set of criteria to judge whether activities are vigilantism. His 

approach defined largely before the huge expansion of the internet does have limitations for the 

modern cyber-world (Smallridge et al., 2016). The bar is very high and as will be illustrated throughout 

this paper the advent of internet based groups who do not have the support of the state, but don’t meet 

his six criteria, particularly the threat of force which is often absent. Such activities are best described as 

‘quasi-vigilantism’ as not meeting all, but most of his criteria.  
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Figure 1 brings together this literature to conceptualize voluntary policing to date. The first dichotomy 

between ‘responsible’ and ‘autonomous’ citizenship, with the second level distinguishing the former 

between state led, state endorsed and state approved and the latter between ‘classic vigilantism’ that 

meets the criteria Johnston (1996) and ‘quasi-vigilantism’ for those elements that are not supported by 

the state, but do not meet all of Johnston’s criteria.  

 

Figure 1. Conceptualizing voluntary policing 
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Autonomous citizenship and more specifically the term vigilantism is in itself contentious in the context 

of cybercrimes and often evokes connotations of controversial initiatives, which have taken place on the 

internet and have received high levels of media coverage. One of most controversial actions which has 

sparked widespread debate has been the notable rise of computer assisted paedophile hunting 
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initiatives which have been motivated and driven primarily on the perception that conventional policing 

initiatives are not doing enough to proactively monitor and punish the actions of potential offenders. 

This manifestation of autonomous citizenship volunteerism has grown out of sensational crimes, which 

are reported by the media (Williams and Thompson, 2004). These individuals and groups seek to enter 

into an online conversation with a perceived offender in internet chatrooms before arranging a meetup, 

filming the encounter and subsequently releasing the footage, which may also involve the doxing1 of the 

perceived offender (Button, 2019). These practices in some instances have been the subject of heavy 

criticism for jeopardising police work and for placing trapped offenders at the whim of mob justice. In 

2017, a sting in the UK by a prominent pedophile hunter resulted in a crowd brutally attacking the 

hunter’s target. There have also been concerns about innocent third-parties being exposed to online 

“naming and shaming” activities which was the case when one man in the UK, who had not been 

charged by police, committed suicide after being publicly exposed and humiliated by a pedophile hunter 

(BBC News, 2014).  

 

4. Voluntary policing of cyber-fraud 

The small amount of research on the voluntary policing of cyber-fraud has been critical in the limited 

number of cases examined, primarily focusing on controversial examples whereby volunteers target and 

interact with advance-fee fraudsters from West Africa in a process known as scambaiting (Byrne, 2013; 

Button, 2019). The framework proposed in this article incorporates and expands upon this analysis to 

take a more nuanced approach to volunteerism in the case of advance-fee fraud and related technology 

frauds. It will acknowledge the individuality between online volunteer initiatives and the fact that in 

many cases the volunteers participating in these initiatives are not primarily motivated by direct 

                                                
1 Doxing is the practice of creating a dossier of personally identifiable information on an individual using social 
media or other means. This information is later broadcast to the wider public.It has been stigmatized for exposing 
individuals to public humiliation and harassment.  
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interaction with online offenders. It further acknowledges that other techniques employed by 

volunteers to combat online offenders may primarily focus on the education of internet users, the 

publication of warnings on the issue of fraudulent websites, and the provision of victim data to other 

organizations. In some cases, particularly in the later second wave and third wave, these activities may 

be state endorsed or wholly run by a policing body. 

 

The motivations of online counter-fraud volunteer organizations are numerous. Most examples have 

been formed in response to the perceived ineffectiveness of the criminal justice system, when dealing 

with complex technology crimes which may require the cooperation of an under-resourced partner law 

enforcement agency in jurisdictions where laws governing internet crimes and online frauds are minimal 

or non-existent (Button, 2019; Johnston, 1992; Abia et al, 2010). Volunteer organisations may also be 

motivated by the perceived regulatory failure in internet regulations. One notable example identified by 

volunteer organisations is the perceived failure of internet governance, specifically, the ICANN Registrar 

Accreditation Agreement (2013) which states that Domain Name Registrars must “take reasonable and 

prompt steps to investigate and respond appropriately to any reports of abuse” (ICANN, 2013). Online 

counter-fraud volunteer organisations attempting to expose lapses in internet governance have taken 

the position that domain name registrars are insufficiently policing incorrect website registrant data. 

They point to them actively shirking their responsibilities and refusing to perform domain takedowns of 

fraudulent websites and instead recommend the reporting of malpractice and fraud should be sent to 

the website’s host (Artists Against 419, 2019; Petscams.com, 2020; ICANN, 2013). 

 

5. Cyber volunteerism: three waves 

The authors propose a new model which consists of three waves of volunteerism to cyber-fraud based 

upon the responses to it. The first wave is most akin to efforts of what could be called “quasi-
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vigilantism”, but also  “digilantism” and “netilism”; representing the first attempt by volunteers at 

organising collective action into communities of like-minded individuals (Chang and Poon, 2017; Byrne, 

2013). In the second wave, the efforts of volunteers evolved towards what can be perceived as a drive 

towards legitimacy, working within lawful channels and more focused upon disruption and prevention in 

their modes of operation, which the authors have called ‘citizen action.’ Voluntary groups, which have 

emerged or adapted their actions in this paradigm have sought to form ad-hoc partnerships with 

government agencies and other public sector organisations which benefit from access to their data. The 

third wave of volunteerism, which at present exists in an early embryonic phase in field of cyber-fraud, is 

more proposed as a vision of what cyber volunteerism could look like in the future, and can be described 

as the ‘state assimilation’ of voluntary policing, where the state seeks to suck in voluntary capacity into 

its structures to control and direct it. 

 

Figure 2 illustrates our conceptual model of voluntary policing, which incorporates Johnston’s 

framework of voluntary policing and expands upon this to create the new tri-paradigm. It identifies the 

organisational structure of the initiatives within each wave and summarises the behaviours of each 

group. It also illustrates that citizen action can fall under both autonomous and responsible citizenship 

as some activities may be tolerated by the state, others may invoke more skeptical reactions. At the 

bottom of the figure the year the wave started has been noted and the shade illustrates the strength of 

such initiatives, the darker the more prominent; illustrating the first wave still the strongest, followed by 

the second, but the third still early in development. It also shows each wave still operating in parallel.  
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Figure 2. The Wave Model of Online Volunteer Policing Initiatives 
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5.1 First wave response: quasi-vigilantism  

First wave volunteer organizations are the earliest demonstrated attempts to combat the rise in some of 

the first internet frauds, primarily 419 email scams, where volunteers have sought to organise 

themselves into online communities of practice (Wenger and Snyder, 2000). These communities are at 

best informal and consist of solo practitioners who have congregated with other like-minded individuals 
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onto public forums that allow public signups to encourage virtually anyone to participate in these 

activities. The activities of these groups are arguably amongst the most controversial discussed in this 

paper as their members seek to create anonymous email honeypots to receive fraudulent emails which 

they use to enter into endless conversations with offenders in a process known as “scambaiting”. The 

provision of justice dispensed by first wave volunteers is sought on a case-by-case basis and wholly 

dependent upon an offender initiating contact with a scambaiter. 

 

The internet forum 419eater.com is the most prominent case of first wave organised collective action 

taken by volunteers. The forum was created in 2003 and has amassed a current membership of over 

71,000 registered users, demonstrating the sheer popularity and attention that these efforts have 

received. Members of 419eater.com have the opportunity to undergo a mentoring scheme to train their 

scambaiting skills through a “scambaiting tutorial” forum thread which is available to assist members in 

understanding the different 419 email fraud modalities and to help them how to achieve their goal of 

obtaining lucrative “trophies”. The trophy reward system on 419eater.com is the community’s reward-

based system for its members which are placed in profile signature lines. They are awarded when 

offenders have been manipulated through scambaiting efforts into performing a range of tasks or by 

obtaining bank account and credit card information which moderators can later report to a financial 

institution.  

 

The range of trophies available to scambaiters varies in the levels of commitment and time taken for the 

offender to perform a requested task. These can be fairly benign and may be awarded for exceptionally 

long scambaits or in other cases when an offender has taken a photograph or made a video at the 

scambaiter’s request (419eater, 2017). Other trophies, however, may cause lasting damage to an 

offender’s physical and mental wellbeing. The yin yang symbol trophy represents an offender getting a 
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permanent tattoo. Given that nearly all of the offenders being scambaited are located in some of the 

poorest communities in West Africa, this exposes the offender to an enhanced risk of HIV transmission. 

Another more lucrative trophy is a safari plinth symbol. This is awarded when an offender travels a 

minimum of 200 miles on a round trip, which may result in the offender being stranded and by forcing 

them to take desperate measures to return home (419eater, 2017). 

 

419eater.com has been criticized by researchers for its face-value racism and humiliation that is often 

involved in the scambaiting process (Byrne, 2013; Button, 2019). The successful efforts of one scambait 

by 419eater.com members against an offender claiming to represent a charity, for instance, resulted in 

the offender dressing up as the fictional character Curious George with a hired monkey, demonstrating 

the clear undertones of how scambaiters are willing to exploit the fact that 419 email offenders are in 

almost all cases African (419eater, 2010). The community has nevertheless attempted to distance itself 

from claims of racism through a forum thread which it has titled “The Ethics of Scambaiting” by stating 

that the community only pursues scambaiting activities with offenders “that come to them” and by 

claiming that its members will scambait any offender regardless of race or nationality (419eater.com, 

n.d.). 419eater.com also claims that it will ban users that use racist names or who link to racist websites 

(419eater.com, n.d.). 419eater.com’s controversy is further extended by its use of scambaiting tools, 

which provides the opportunity for scambaiters to forge money transfer documents as part of their 

scambaiting efforts (419eater, 2016). The community’s activities have, however, proven to be beneficial 

to law enforcement efforts on an ad-hoc basis. In 2018 an offender was apprehended in Germany with 

the assistance of local law enforcement after being scambaited (419eater, 2018). 

 

Despite scambaiting being one of the earliest volunteer initiatives employed to combat internet fraud, it 

remains a popular activity which has in-part been fueled by video streaming platforms and a number of 



16 
 

Youtubers now promote their own scambaiting activities (Button, 2019). The Youtube scambaiter 

“Kitboga” is one of the most popular examples of this trend, amassing over 133 million channel views 

and 1.02 million subscribers. The rise of Youtube enabled scambaiting has brought about a new age of 

scambaiting against offenders, which utilise technologically malicious components as part of the effort 

to defraud potential victims. The Youtuber “Jim Browning” is a popular scambaiting channel specialising 

in cold calling fraud, specifically, technical support scams2. This method of fraud relies on confidence 

tricks by telephoning potential victims to gain unauthorised access into their electronic devices using 

remote access software to steal credit card information or charge fees to install non-existent antivirus 

software (Miramikhani et al, 2016; Harley et al, 2012). The techniques adopted by Jim Browning to 

combat these offenders are controversial yet seemingly tolerated and have even been the focus of a 

BBC documentary series, focusing primarily on the hacking of offenders computers to transfer files and 

lists of victim contact details back to his own computer. The rise in the popularity of scambaiting cold 

calling offenders, driven in-part by the influence of Youtube, creates new dangers for inexperienced 

scambaiters which has not been given sufficient coverage. For example offenders impersonating the US 

Inland Revenue Service have previously employed “swatting” as retribution in cases where their efforts 

to defraud potential victims have been unsuccessful (Goodman, 2015; Flahive, 2018). “Swatting” is a 

harassment tactic that involves an offender making a hoax call to a police department in an attempt to 

elicit an emergency response from a law enforcement agency. In some instances, victims of swatting 

have been killed. 

 

5.2 Second wave response: citizen action 

                                                
2 Technical support scams are mostly targeted at Microsoft Windows users, which an offender exploits by 
claiming to represent Microsoft’s technical support department. 
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Volunteers which operate in the second wave of counter-fraud activities do not rely on direct 

interaction with an offender, different in this respect from the first wave, and instead seek to focus on 

the fraudulent websites created by online offenders which they use to aid their social engineering 

attacks against victims. The earliest documented efforts of second wave volunteerism in the early to 

mid-2000s have employed controversial efforts. Confrontation tactics were utilised as a solution to 

dealing with web hosting companies which offered their services to fraudulent websites. In the latter 

half of the 2000s to present, however, these organisations have sought to combat fraudulent websites 

using a variety of informative and non-intrusive methods. As second wave volunteer organisations have 

attempted to legitimise their actions, they have sought to develop strategic alliances with external 

stakeholder organisations or join consortiums as data contributors under circumstances where their 

input is of a perceived high value. In some instances, second wave volunteerism has been employed by 

private-sector companies which collect data on phishing websites. The efforts of these initiatives may be 

comparatively unique in whether they seek to focus their efforts on educating victims or to disrupt the 

activities of fraudulent websites. These organisations may also have distinct levels of specialisms and 

unique insight on the different types of fraudulent websites and their respective approaches to tackling 

them. 

 

One of earliest manifestations of second wave volunteerism is the group Artists Against 419, setup 

shortly after 419eater.com in October 2003, which attempts to document and shut down fraudulent 

websites. The group’s primary goal has been to develop their own publicly available database of 

fraudulent websites, which is the largest publicly accessible database of websites used in advance-fee 

fraud, with over 142,000 fraudulent websites recorded. The group’s history in its earliest stages up to 

2007, however, was controversial as offending websites were often taken offline by using a method of 
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distributed denial-of-service attacks known as “flash mobs3” to rapidly drain the bandwidth of target 

websites which was accomplished with the support of two freeware tools called “Muigito” and “Lad 

Vampire”(Harris, 2005; Rosenblum, 2006). These attacks were successful, however, did result in 

collateral damage against innocent third party websites due to the fact that all websites  operating on 

the same server may have been affected by these actions if sufficient bandwidth limits were not put in 

place by the hosting provider (Jhaveri et al, 2017).  

 

In March 2007 the group announced that it was discontinuing its use of flash mob attacks against 

hosting providers and sought to take a new direction by using “words alone” reports to domain name 

registrars and hosting providers of fraudulent websites (Artists Against 419, 2007). As part of its 

activities after rebranding, Artists Against 419 has arguably undertaken legitimisation attempts, 

specifically, by not using any illegal means to accomplish domain takedowns and by joining the Anti-

phishing Working Group, an industry association which aims at unifying the global response to cyber-

fraud (Artists Against 419, n.d.). It also regularly publishes blog posts on a variety of advance-fee fraud 

related issues which include; perceived issues with ICANN policy which they argue allows advance-fee 

fraud to thrive, providing a yearly summary of domain name registrars which offenders use to register 

domains with and a measure of how responsive these companies have been to the group’s reports 

(blog.aa419.org, n.d.). 

 

The volunteer organisation petscams.com is a comparatively newer organization, having been created in 

November 2016 and has adopted a victim-focused stance in its approach, primarily seeking to educate 

                                                
3 Artists Against 419 would recruit large numbers of individuals to visit a target site and download pages or 
request large numbers of information, with the intent that these requests would cause a rapid drain of 
bandwidth, and if there was a bandwidth limit the website would go offline after passing the traffic 
threshold. 
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consumers about pet scams, a fraud perpetrated by offenders located in Cameroon which primarily 

targets Western consumers (Whittaker & Button, 2020). It demonstrates some similarities with Artists 

Against 419 in so much as its website also contains a database of websites allegedly used in advance-fee 

fraud, albeit more narrowly focused on pet scam websites. The significant difference between the two 

organizations is that petscams.com uses its database to inform its readers on how offenders use 

fraudulent websites to defraud consumers. The group also provides victims of website-enabled fraud 

with the opportunity to generate an automated abuse report which is then sent to the domain name 

registrar of the fraudulent website. Petscams.com is listed as a data contributor of the Federal Trade 

Commission’s Consumer Sentinel Network program. It also signposts victims of fraud to also report their 

experiences to this facility, which provides its members with access to a database of millions of 

consumer complaints and is based upon the premise that data sharing is the most effective tool to make 

US law enforcement more effective (Federal Trade Commission, n.d.; Federal Trade Commission, 2020). 

Petscams.com provides victims of fraud with a third option to also report their experiences to the Better 

Business Bureau’s Scam Tracker, an online tool that enables individuals and businesses to report illegal 

schemes and consumer targeted fraud (Better Business Bureau, 2019). This data is subsequently 

published in its Scam Tracker Risk Report, which identifies popular fraud trends, the payment methods 

used by offenders to receive stolen funds and “spotlights” on particularly at-risk victim demographics 

(Better Business Bureau, 2019). The group has leveraged this unique partnership by contributing to the 

Better Business Bureau’s Scam Report on online pet fraud by providing a breakdown of the most likely 

pet breeds that fraudsters attempt to “sell” and the identification that pet fraud is primarily committed 

by offenders located in Cameroon (Better Business Bureau, 2017).  

 

Despite petscams.com successes in establishing links with external stakeholders, the exact process 

which it uses to identify fraudulent websites is unknown and has not been disclosed for public scrutiny. 
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It also does not provide an adequate mechanism for owners of legitimate websites, which may have 

been accidentally listed as fraudulent with the opportunity to request for the removal of their website. 

Therefore, an inherent weakness is its inherent lack of visibility. 

 

Volunteerism in the second wave may also be created by private-sector actors, which have facilitated a 

mechanism to allow volunteers to contribute to their efforts. Unlike in the case of petscams.com and 

Artists Against 419, which are wholly run volunteer initiatives, volunteers submitting data to private-

sector voluntary initiatives have no direct involvement in the initiative and simply submit data on a 

participatory basis. The website Phishtank, for instance, was created in 2006 by OpenDNS and provides 

volunteers with the opportunity to submit suspected phishing websites which are then reviewed and 

verified by its users (Rhodes, 2006). The argument for this model of verification is that the opinions of 

many volunteers will outweigh occasional mistakes or malicious contributors attempting to corrupt the 

review process. Moore and Clayton (2008) identify that whilst PhishTank’s verification system appears 

to be mostly accurate, this process can often be slow and takes an average of 46 hours before a formal 

verification is made. They further argue that PhishTank is governed by power laws and the corruption of 

only a few high value participants could undermine the system in its entirety and that “bad users” may 

cause significant levels of disruption to the participatory system (Moore and Clayton, 2008). The 

verification process may also be handled in its entirety by the private sector actor which seeks to 

incentivize its users to complete “milestones”, which participating volunteers are then provided a prize 

for. The company Netcraft uses this model to incentivise its users by using a reward system ranging from 

a USB flash drive for 100 validated phishing reports to an Ipad when a user has reported 5000 validated 

phishing websites (Netcraft, n.d.). 

 

 



21 
 

5.3 Third wave embryonic response: state assimilation  

The third wave presents a more embryonic response, with the potential to become more dominant. It is 

a more future orientated paradigm where the state embraces certain forms of voluntary activity and 

begins to develop initiatives to incorporate it within its response to cyber-frauds. To date the authors 

are aware of no significant movement into this ‘wave’, but there are nascent initiatives, which the 

authors believe could form the basis of a substantial third wave. For example, the National Crime 

Agency in the UK has a specific scheme for persons with specific expertise in areas such as cyber-

security, financial expertise to name some to volunteer as special constables (National Crime Agency, 

n.d.). The Cyber Specials and Cyber Volunteers program initiative in the UK was initially developed by 

the UK Police Central e-Crime Unit in 2011 to recruit volunteers with diverse expertise in the broad 

areas of dark web intelligence, antivirus network analysis, cryptocurrencies, data encryption, digital 

intelligence and malware (CSCV.police.uk, n.d.). The program offers diverse roles for its volunteers with 

notable opportunities involving “eradicating extremist online content, safeguarding social media or 

working on hacking incidents'' by working alongside regular officers (Dutysheet, n.d.). The program has 

attempted to recruit new volunteers in London by incentivizing participants with a significant reduction 

on their council tax bill (Mayor of London, 2015). From a volunteer standpoint there are other 

motivations for new recruits such as the ability to work with likeminded people and the opportunity to 

attend conferences, which would normally be off-limits to private citizens (McGready, 2019).  

 

In North Yorkshire, UK in 2018 a scheme of 50 ‘cyber-ambassadors’ was launched drawn from special 

constables, police support volunteers and cadets whose role is to go and train and educate local 

communities about a wide range of frauds and how to prevent them (Bean, 2018).  However, the use 

and take up of such voluntary initiatives by the police service in the UK is mixed. HMICFRS (2019a, p 13) 

in their thematic inspection on cyber-dependent crime found: 
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“At the time of our inspection, 16 forces and three regional units didn’t use volunteers to tackle 

cyber-dependent crime.” 

In 2017 the total number of cyber specials was quoted by MP Brandon Lewis as being “at least 40”, a 

notable shortcoming from the National Crime Agency’s target to recruit 80 volunteers from 2015 during 

the subsequent three year period (Lewis, 2017; Bradley, 2015). This could represent the beginning of 

expansion of the ‘third wave’ in the United Kingdom, however, it is clear that further work needs to be 

done to produce a more long-term successful uptake of voluntary cybercrime policing initiative. The 

early examples of these approaches also offer more than preventative schemes as some clearly offer 

volunteers the opportunity to contribute to investigation too. The realisation of this ‘wave’ on a larger 

scale could therefore offer a much fuller opportunity for volunteers to contribute to policing, from 

prevention, disruption through to investigation.   

 

6. Discussion and conclusion  

 

Cyber-frauds and other related cybercrimes have become the most ubiquitous form of crime that 

society faces. The response of law enforcement to counter this threat and the particular technological 

and cross-border challenges it has created, has been lagging in most jurisdictions. The recipe of a 

significant problem combined with the thin state response has motivated some individuals to voluntary 

action. This paper has framed this response around three waves, two that currently co-exist and one 

more a future aspirational model, although early signs of it emerging exist.  

 

The first wave can be viewed as a form of vigilantism, different from the classic vigilantism identified by 

Johnston (1996) by virtue of not meeting all the criteria he identified, but a clear form of ‘autonomous 

citizenship’ often described a digilantism in the cyber-context. 419Eater is prominent example of this as 



23 
 

are many paedophile hunting groups. Central to their raison d’etre  is engaging with the offenders and 

disrupting and exposing them. State support is generally absent from such groups. The second wave 

represents a more conservative response moving away from confronting offenders to using other 

techniques to disrupt them and raise awareness of cyber-frauds and scams. Both the first and second 

waves co-exist, but the latter, which clearly has potential benefits for state law enforcement is still 

largely ignored.  

 

The third wave proposed, although some very small-scale examples have already emerged that fit the 

characteristics of it, is still fledgling and more an aspirational model. It proposes more state led and 

endorsed voluntary action to tackle the growing cyber-fraud problem. It is clear that the scale of this 

global problem means the state will never be able to satisfy the public’s desire for comprehensive action 

to deal with it. Voluntary action led or supported by the state to fill this gap provides immense 

opportunities for additional actions against the cyber-criminals. In many police forces there are 

initiatives to draw in volunteers for a wide range of tasks in the traditional crime areas. The internet is 

also well utlised to crowd-source volunteers for wide range of activities (Brabham, 2013). The 

combination of these traditions the authors argue provides a resource of volunteers that could be 

utilised on a large scale to add to the capability of the state in fighting the growing and evolving cyber-

frauds many increasingly are targeted with and fall victim to.  
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