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Information Traceability Platforms for Asset Data Lifecycle: 
Blockchain-Based technologies 

Roberto Branding and Sepehr Abrishami 
ABSTRACT 

Purpose — The emergence of new digital technologies in the era of the fourth industrial revolution 

presents a turning point that could change the fate of the traditional ways of designing, building and 

managing asset data. Modern technologies such as Blockchain and the Internet of Things (IoT) are some 

of the main pillars that are driving this revolutionlife. The integration of decentralised networks and 
automated workflows have the potential to become a pivotal factor in construction projects, especially 

in supply chain ecosystems within the offsite manufacturing field. Obstacles related to fragmented 

information, interoperability, transparency, and 'big data' management are the main drivers for change 
that the industry needs to address. Whilst organisations and users can automate workflows and 

processes by utilising IoT technology to transfer data without human-to-human or human-to-computer 

interaction, the interaction, storage, and management of the data generated are not safe or reliable.  

Design/methodology/approach — The approach outlined in this paper addresses the challenges that 
IoT and centralised networks present. Blockchain, a peer-to-peer distributed database, offers the 

possibility to support and maintain the asset information without interruptions in all the stages of the 

lifecycle. The synergy between these technologies, along with other techniques, methods, and platforms 

(such as BIM), based on a single environment, will support information traceability from the Strategic 
Definition to End of Life. 

Findings — The framework of this study presents an excellent opportunity to apply new workflows 

and processes with the application of new technologies and protocols. It benefits from a well-established 
platform such as BIM to enable the coordination and management of digital assets as well as giving 

illustration and collaboration to the supply chain members. IoT and Blockchain are the other layers that 

work together with the third layer (BIM). This framework proposed the use of these platforms to ensure 

the information traceability of physical and digital assets, data automation and information 
management, in a dynamic supply chain ecosystem, bringing efficiency and transparency to 

stakeholders and users. 

Practical Implications — This study provides an exploratory framework to be used by the supply chain 
members in offsite manufacturing, and the AEC industry in general, to track asset information 

throughout their entire lifecycle securely and transparently. 

Originality/value — This paper contributes to the knowledge of IoT, Blockchain technology and BIM 

use in offsite manufacturing under the AEC industry. It provides a basis for future research by 
professionals, experts and academics regarding these technologies and their workflows. 
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I. Introduction 
Information traceability within the construction industry is increasingly becoming more critical than 

ever before. The meaning of 'traceability' differs when looking at different sectors, specifications, or 

statements from a group of experts (Morrison, 2003). The set of actions and methodologies to 
implement information traceability within a facility or manufacturer in the construction industry are not 

sufficient. There are gaps between processes, duplicate, wrong or altered information and, in most cases, 

it ends up lost or not correctly recorded. There are oceans of data but tiny islands of valuable information 
(Brody, 2017). The reasons vary and depend on different variables; the main ones emanate from supply 

chains still relying on the analog signal processing, data out of synchronisation, human error factors, or 

even data intentionally manipulated. It does not matter the logic behind these causes, but the outcome. 

Facilities must adapt their ecosystems to become more dynamic, investing in technology, capital assets 
and people if they want good results. Their likelihood of success without betting on new technologies 

and labour skills boils down to zero. Nevertheless, despite the tremendous investment, it does not 

guarantee sure success. Top-notch technology, however advanced it may be, if not applied correctly, it 
fails too. The reason is that the principles are the same; the underlying technology that manages the 

entire processes, the rule that establishes the rules and dictates how a process has to be and keeps 

everything under control is not in place just yet, and therefore, the ecosystem keeps failing. On the other 

hand, prefabrication suffers a lack of engagement within the AEC industry (Doe, 2018), preventing its 
normal development and adaptation.   

In 2008, Satoshi Nakamoto invented Blockchain (Lamb, 2018). This emergent technology upon which 

Bitcoin bases its principles of decentralisation, immutability, and transparency, has the potential to 
change the traditional way on how the construction industry operates by using new methods and the 

technology behind those. It has invigorated other applications by improving the database management 

workflows, storing the information chronologically, distributing a copy of it over a network of nodes 

(or computers) and secures its authenticity and security collectively. It aims to provide new solutions 
and workflows across different sectors (Erri Pradeep, Yiu, & Amor, 2019). 

This paper aims to study and analyse how new techniques and technologies can be applied to the 

information traceability platforms to improve efficiencies and reduce cycle times, enabling information 
transparency and trust within the offsite manufacturing ecosystem. It will explore the current market 

scenario and the combination of technologies and solutions with the aid of enablers such as Blockchain, 

the Internet of Things (IoT), Artificial Intelligence (AI) or Machine Learning to propose a new 'model' 

for utilisation by the construction industry. 
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Scope 

This paper will focus on the current state-of-the-art techniques and technologies regarding Blockchain-
based information traceability platforms in the construction sector. More specifically, on the data 

lifecycle of an asset in a dynamic supply chain associated with the offsite production and manufacturing 

field. It will also investigate the integration of Blockchain and Smart Contracts on different technologies 

and computing systems such as the Internet of Things and others related to Industry 4.0. 

II. Literature Review 
A. Information Traceability Platforms:  Exploration of current 

state-of-the-art techniques 

Studies have shown that supply chain traceability is an elaborated and tortuous journey (Alessandro 
Scuderi, 2019). Model supply chains have evolved into a highly complex value network and turned into 

a vital source of competitive advantage (Rejeb, Keogh, & Treiblmaier, 2019). Traceability involves 

knowing where the product or raw material comes from, real-time location throughout the supply chain, 

and its conditions regarding pre-set quality at each stage of the roadmap. Balanced production lines are 
vital in offsite manufacturing as decreases time and increase productivity (Ritter, Abaeian, Sirbu, & Al-

Hussein, 2018). Nonetheless, the facilities have limited visibility and transparency of the information 

processes due to the lack of supplier collaboration (labour skills and cost), industry fragmentations in 
construction and analog gaps (Brody, 2017). There are innovative technological developments that are 

addressing these issues, currently shaping the industry and enhancing traceability. Technologies such 

as Blockchain (BC), The Internet of Things (IoT), Radio-Frequency Identification technologies (RFID), 

Artificial Intelligence (AI)/Machine Learning are enabling quality improvement in traceability systems 
within offsite manufacturing (Ademujimi, Brundage, & Prabhu, 2017). 

 

A.1 Impact of the Internet of Things (IoT) on supply chain 
traceability 

To facilitate data collection in offsite manufacturing, one of the core cutting-edge technologies the 

industry is using is the Internet of Things (IoT). According to Dorsemaine, Gaulier, Wary, Kheir, & 

Urien, 2016 a definition for the IoT would be a “Group of infrastructures interconnecting connected 

objects and allowing their management, data mining and the access to the data they generate”. The 
process seems simple: an object collects data; the data goes to a network or cloud system, and the 

processor of the system manages the information and performs action/s if need be. 
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It is crucial to converting the data from the IoT into Knowledge to discover the information hidden in 

them (Tsai, Lai, Chiang, & Yang, 2014). Knowledge Discovery in Databases, or KDD for short, is the 

process of finding this Knowledge in the embedded data. On the other hand, Data Mining aims to 

discover structures and patterns in large and complex data sets in two aspects: model building and 
pattern detection (Hand, 2007). It is the analysis step of the KDD, and its goal is to extract the data from 

large databases by using different methods. When it comes to big data, the direct application of KDD 

systems is not possible due to a large amount of information. Therefore, either the processing operator 

(KDD) or data mining technologies need a new designed to produce a large amount of data  (Tsai et al., 
2014). If offsite manufacturing is the future of construction, the industry needs large dynamic 

ecosystems where they can handle multiple supply chain production lines moving across different 

parties, internally and externally (Brody, 2017). Consequently, the management of the information 
traceability platforms must coordinate a large number of devices and handle a vast amount of data, as 

well as synchronise the processes to keep the information updated and comprehensive (Rathore et al., 

2018). The advantages of the IoT are numerous, but the effects of the data volume that it can generate 

can be immeasurable; the storage, management and handling of this information are the so-called 'Big 
Data'. 

 

Figure II.1 - IoT System Basic Workflow 
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A.1.1 Radio-Frequency Technology - RFID  
In 1998 a series of workshops organised by Philips took place to talk for the first time about the concept 

of Ambient Intelligence (AmI) (Zelkha, 1998). A defined environment where unobtrusive technological 
devices such as sensors or readers interact with the users. Eli Zelkha developed this scenario for the 

time frame 2010-2020, fully integrated user-friendly tools supporting ubiquitous information, 

communication, and entertainment (De Ruyter & Aarts, 2004). At present, these devices can be remote 

controls, fobs, wireless sensors, or phone-based transit passes—an extensive range of tools available to 
help supply chain traceability. Among the most comprehensive technologies used in different industries 

due to its versatility is the Radio-Frequency Identification Technology (RFID) (Singh & Singh Tomar, 

2019). It identifies and tracks tags appended to objects by using electromagnetic fields. The mechanism 
consists of a transponder (or a label located in the item) that, upon receiving a signal, responds by 

emitting a different signal; a radio receiver that receives the radio waves and converts the information 

into a usable form; and a transceiver or reader which consists of a radio frequency module, a control 

unit and an antenna coil which generates an electromagnetic field. RFID tags are usually passive 
components with an antenna and an electronic microchip; when they are at a certain distance from the 

electromagnetic field of the transceivers, due to the induction, it generates a voltage in the antenna coil 

serving as power for the microchip (Ahuja & Potti, 2010). Once the tag is powered, it extracts the 
message sent from the transceiver and sends the message back to it. A technique called load 

manipulation switches on and off the load of the tag's antenna, affecting the power of the transceiver's 

antenna (voltage drop), capturing these changes as ones and zeros from the tag to the reader. The 

difference between passive and active tags is the power source (Smiley, 2016); the active tags are 
autonomous as they have their battery, and the passive tags need the electromagnetic field from the 

reader. 

The food industry uses this technology to trace the location and history of the products, to regulate the 
temperature or lighting conditions. The aviation industry applies this technology to identify bags and 

the healthcare system for tool tracking, for instance (Vermesan & Friess, 2014). 

Figure II.2 - Steps of a KDD process 
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Offsite manufacturing can use RFID technology to monitor in real-time the construction processes in 

the production chain and their staging on-site. Some parts of a prefabricated building are critical in 
terms of cost and time in the production line. These components are associated with a crucial and costly 

process going through design, fabrication, delivery, storage, installation and inspection—this is a long 

supply chain whose surveillance could be subject to many problems (Valero, Adán, & Cerrada, 2015).  

The reasonability behind implementing RFID technology seems clear. The first effect of the 
introduction of RFID tag technologies is a significant acceleration of workflow (Lanko, Vatin, & 

Kaklauskas, 2018). It accelerates the speed of the processes, improves visibility throughout the supply 

chain, and enables the reduction of the workforce, among other things. By reducing this force, the 
supply chain gains other advantages such as accuracy, error mitigation and time and cost reductions. 

Table 2.1 shows the main reported benefits of companies involved in testing and adopting RFID 

technology (Chanchaichujit, Balasubramanian, & Charmaine, 2020). If the ecosystem adopts this 

technology as a traceability tool, the competitive advantage increase in three aspects: Customer 
satisfaction and loyalty, supply chain sustainability and trust and relationship among supply chain 

members.  

Since the 1990s, RFID technology has been applied in the construction industry, e.g. tracking of 
building materials on-site, building maintenance and inspections, and safety. However, its application 

in this field needs to expand further to see its impact (Valero et al., 2015). There is a need for case 

studies; the lack of observations and participation in other ecosystems make the adoption of this 

technology still timid in the industry. Notwithstanding the benefits of the RFID technology, some 
disadvantages would prevent the broader adoption of this technology in the offsite manufacturing sector 

and the construction industry in general (Xu, He, & Li, 2014). Firstly, the privacy around the data 

collected is questionable as it can be used fraudulently (Singh & Singh Tomar, 2019). This breach of 
privacy leads to a different issue, the security concerns regarding data integrity, as tags are prone to 

tampering. Another significant complication is information stored in the databases; not all the data 

generated by the system is useful; there are vast amounts of not meaningful observations and anomalies 

such as wrong, duplicate or missed readings. 

Taking this information into account, it can be said that the RFID has not reached its full potential. 

Real-time tracking of construction elements and tools, 3D location of buried assets, or logistics and 

progress management combining RFID and 4D CAD have not been fully developed and seen in real-

life construction practices. It could substantially improve its properties with the synergy of other 
emerging technologies. Such is the case of Blockchain; this technology could address the gaps by its 

adoption in the supply chain along with the RFID technology. Its extent and best way to combine the 

technologies for maximum effect require more research in the literature. The forthcoming literature will 
explore Blockchain technology (BCT). This decentralised ledger records every transaction made in the 
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network, known as a 'block', the body of which comprises encrypted data of the entire transaction history 

(Nawari & Ravindran, 2019b). BCT aims at creating a system that would offer a robust self-regulating, 
self-monitoring, and cyber-resilient data transaction operation, assuring the facilitation and protection 

of a truly efficient data exchange system (Nawari & Ravindran, 2019a). Potentially, the combination of 

RFID and blockchain technologies will significantly reduce losses from the influence of the human 

factor and intentionally false information, and eliminate the problem of trust between the participants 
in the turnover (Lanko et al., 2018). Moreover, the introduction of blockchain technology using RFID 

tags can create a single database (exchange) where suppliers and customers can receive actual and 

reliable data, placing offers, or finding customers, optimising the production and use of any component 
in the supply chain (Lanko et al., 2018). 

B. Blockchain Technology: Background review and potential 
applications within the AEC industry  

Blockchain Technology (BCT) is an emergent digital technology that in recent years has gained 
widespread traction in various industrial, public, and business sectors (Nawari & Ravindran, 2019c). 

The records go to a ledger of participants which form a decentralised database known as Distributed 

Ledger Technology or DLT (Adams, Kewell, & Parry, 2018). All the nodes are connected on a flat 
topology without a hierarchy, central authority or main server, making the peer-to-peer network purely 

decentralised (Perera, Nanayakkara, Rodrigo, Senaratne, & Weinand, 2020). A peer or node is an 

independent computer that, apart from storing the information, share and synchronise the transactions 

in their respective electronic ledger, forming a chain of blocks. 

 

Blockchain – Basic Terminology 

TERM DESCRIPTION 

Blockchain A digital consensus ledger comprised of unchangeable, digitally 
recorded data in packages called blocks 

Cryptography A method for secure communication using code 
Decentralisation The transfer of authority and responsibility from a centralised 

organisation, government, or party to a distributed network 
Distributed Ledger  A type of database that spreads across multiple sites, countries, or 

institutions.  
Hash  A function that takes an input, and then outputs an alphanumeric 

string as the ‘hash value’ or ‘digital fingerprint’. Each block in the 
Blockchain contains the hash value that validated the transaction. 
Hashes confirm transactions on the Blockchain  
 

Immutability The inability to be altered or changed over time. It is the basis for 
commerce and trade to take place on a blockchain network 
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Merkle Tree 
 

A data structure in which a single hash code function splits into 
smaller branches 
 Node Any computer connected to the Blockchain network 

P2P – Peer-to-peer Refers to interactions that happen between two parties, usually two 
separate individuals. A P2P network can be any number of 
individuals 

Private Blockchain A blockchain or distributed ledger has a closed network where a 
single entity controls the participants. 

 

 

B.1 Data Distribution 

B.1.1 Network Architectures 
A distributed ledger is a database that exists across several nodes in a network. It is decentralised to 

eliminate the need for a single central node or intermediary that would monitor, process and control the 
flow of information between nodes (Nawari & Ravindran, 2019a). When a network reaches a 

consensus, the records go to the ledger with a unique cryptographic signature and timestamp (Casino, 

Dasaklis, & Patsakis, 2019). Blockchain is one type of a distributed ledger; however, the former does 

not need a chain of blocks; in other words, Blockchain is a distributed ledger but not all distributed 
ledgers are Blockchain. On the other hand, Blockchain is public as anyone can use it, serve as a 

validating node and become a node that can act as part of the governance mechanism of the network 

(Nguyen et al., 2019). 

• Centralised Network: All nodes connected under a single authority. The central node monitors 

and controls the information exchange between nodes. 

 
• Decentralised Network: Individual entities or nodes control the entire network. The peer-to-

peer system includes a consensus mechanism that spreads the computational workload across 

the nodes. 

 
• Distributed Network: Each node is independent and interconnected. 

 
 

Table II.1 - Blockchain Terminology 
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B.2 Blockchain Architecture 

The data structure of a Blockchain consists of a chain of blocks that contains transactions. Each block 

has a hash function that links the previous block (C, 2018). If a malicious node tries to modify the 

content of a block, anyone can detect it by computing its hash and comparing it to the hash stored in the 

next block (Hamida, Brousmiche, Levard, & Thea, 2017). This node could change the entire network 
by changing all the hashes from the tampered block to the latest one; however, it could not be possible 

as the node needs the consensus of more than half of the participants (51%) (Sayeed & Marco-Gisbert, 

2019). 

B.2.1 Public and Private Networks 
Depending on how you implement Blockchain, the network can be public (anyone can access the 
system) or private (Buterin, 2015). With the latter, a network starter or a set of rules by this network 

must validate an invitation requested from an external node. Businesses that set up a private blockchain 

will generally set up a 'permission' network (Dhakal & Cui, 2018). The restriction of access on private 

networks ensures data privacy and control of data visibility at a more granular level by enabling data 
encryption at a transaction level. Block generators/validators (miners) can get permission to add data 

from nodes on the network (Kitti, 2018). Private blockchains allow entities to apply distributed ledger 

technology without making data public. On the other hand, this means they lack a defining feature of 
blockchains (decentralisation). Someone could argue that private blockchains are not blockchains at all 

but centralised databases that use DLTs. (Lipton, 2018)  Blockchains are types of distributed ledgers 

(Lewis, 2017). Every Blockchain is a distributed ledger; however, not every DLT is a Blockchain (Ray, 

2018). DLTs are faster, more efficient and cost-effective than open blockchains. The main disadvantage 
of the Blockchain is the high energy consumption, the power to keep a real-time ledger (Golosova & 

Figure II.3 - Network Architectures 
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Romanovs, 2018). Consequently, a private blockchain is more efficient, although a malicious node 

could tamper with it.  

 

 

 

B.3 ‘Block’ Structure 

As shown in figure II.5, a block consists of the header and a body. 

B.3.1 ‘Block’ Header and Block Body 
The block contains the metadata at the top of a block of transactions and provides a unique summary of 
the entire block. The miners use this metadata when trying to add a block in the Blockchain. The block 

body is composed of a transaction counter and transactions confirmed with the block (Wang, Yu, & Li, 

2020). 

Figure II.4 - Overview of a Blockchain Network 

Fields Description Size (Bytes) 

Block Version Indicates the Set of Block Validation Rules to Follow 4 

Parent Block Hash A 256-Bit Hash Value That Points to The Previous Block 32 

Merkle Tree (Root Hash) The Hash Value of All Transactions in The Block 32 

Timestamp Current Time as Seconds in The Universal Time Since 
January 1, 1970 

4 

Nbits Target Threshold of A Valid Block Hash 4 
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B.4 Smart Contracts 

In the mid-1990s the cryptographer Nick Szabo defined 'Smart Contract' as a set of promises, specified 

in digital form, including protocols within which the parties perform on these promises' (Szabo, 1996). 
They are transactions that take place between verified parties, executed by computer code and vary 

widely in scale and complexity (Lamb, 2018). Figure II.6 outlines a simple process of how two 

individuals or entities can execute a Smart Contract. 

 

Nonce A 4-byte field use to get a block hash below the target value. 
It usually starts with 0 and increases for every hash 
calculation 

4 

Table II.2 - Block Header Components 

Figure II.5 - Block Properties 

Figure II.6 - Simple Smart Contract Process 
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1. An individual/entity needs to transfer money to a second individual/entity; a cryptographic 

signature verifies both identities where the transaction will take place (P2P network); the 
individual/entity that transfers the money initiates and trigger the transaction; the transaction 

(block) is broadcast to all participants in the network. 

2. The transaction needs the 'approval' by the Blockchain network as 'valid'; to validate the transaction, 

the participants apply a specific algorithm. 
3. The validated transaction, as well as the hash created, is fed into a new 'block'. 

4. The new 'block' is communicated to all nodes and appended to the existing digital ledger. The 

money is transferred. 
 

A public blockchain would grant access to anyone upon what is known as Proof of Work (PoW) (Lamb, 

2018). The generation of Blocks require finding a preimage to a hash function, so the hash result 

satisfies a difficulty target, which is dynamically adjusted to maintain an average block generation 
interval (Xiao, Zhang, Lou, & Hou, 2020). The adoption of Smart Contracts has multiple benefits, such 

as accelerate bureaucratic tasks (Fernandez-Carames & Fraga-Lamas, 2019). In the case of supply chain 

management, the companies can secure the quality of their products by using real-time data (Chen et 
al., 2017a). Smarts Contracts can evaluate this real-time quality data along with the process and product 

quality; sending back the results to suppliers, manufacturers and retailers (Chen et al., 2017b). 

 

C. Application of Blockchain-based technologies 

C.1 Blockchain and RFID Technologies 

To address the issues that a supply chain ecosystem can face would be the combination of RFID 

technologies and Blockchain (Zelbst, Green, Sower, & Bond, 2019). These two flows can increase 
transparency, protect data sharing and guarantee immutability by preventing data from being altered 

retroactively. One of the biggest concerns is privacy when competitive enterprises operate on the same 

supply chain; the information needs to be confidential for their competitive advantages (Chen et al., 

2017b). Smart Contracts can control and execute the information that RFID technology can provide in 
real-time. They evaluate the authenticity and quality of data received through real-time monitoring and 

control (Chen et al., 2017a). All members receive the results and feedback for their evaluation. The 

synergy of these two technologies helps, therefore, to the security and transparency between members 

of the chain. Other pillars to add would be speed, due to the IoT, and trust.  

The importance of these two technologies lies in being complementary and operating at the right time 

to be functional. For instance, sensors collect and detect data such as humidity, temperature, or geometry 

from a component. To go to the next stage, Smart Contracts need to evaluate the information; if correct, 
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the element can go to the next step, logistics. SC will aid to distribute and manage the data; however, 

they need input from the supply chain to decide if the predetermined requirements are achieved or not 
(Christidis & Devetsikiotis, 2016). During the logistics process, GPS sensors can track the position of 

the component in real-time; logistics operators can use Smart Contracts to plan their itineraries and 

methods of transportation effectively. 

It seems inevitable to think that supply chain ecosystems are potentially misusing the data they collect 
due to inappropriate use, lack of knowledge or even misappropriation of data despite the vast investment 

in digital infrastructure (Marjani et al., 2017). Traceability means helping to understand the 

requirements and their source,  and managing the changes and the scope of a project. It also assesses 
the impact of those changes and verifies that all provisions of the system are fulfilled. It involves a 

process that runs from the point of origin to the end, without interruptions. From a company point of 

view, it is undesired to use top-notch technologies such as IoT or BIM if the input/output information 

from this technology is misused, lost, or duplicated on different centralised data environments. There 
is a significant reason why synergies using Blockchain/Smart Contracts and IoT technology are so 

essential to unleashing the potential of the latter; the alliance is critical to the success of a supply chain 

since the two complements each other. A decentralised peer-to-peer network architecture enables IoT 
device autonomy, and end-to-end communications do not have to go through a centralised server for 

performing automation services (Ali et al., 2019). Through this kind of network system, businesses gain 

a real-time digital ledger of transactions for all participants, ensuring transparency, immutability and 

trustability. From the literature review, the reader can see there is no continuity within the entire 
traceability process; there are gaps between stages, especially from manufacturing to shipping. Different 

workflows may record the production digitally; however, at the moment it moves to transportation, the 

shipping label contains little information about the element. And so on down the road: oceans of digital 
data but only islands of useful information (Brody, 2017). Although digital technologies such as BIM 

are systematically more popular and entrenched among the AEC industry, there is a need for a change. 

Blockchain technology and Smart Contracts promises a revolution in this field.  

III. Framework Development and Validation 
The proposed framework and system architecture improve the quality of products and services in supply 
chain ecosystems by using real-time digital ledgers for information traceability transactions and 

movements for all participants. Offsite manufacturing has many advantages and benefits over 

traditional methods. However, how the supply chain handles data information has disadvantages such 
as fragmented information, discontinuity, lack of interoperability, low availability in real-time (Li et al., 

2017), little transparency and duplications.  

IoT has the potential of delivering value through Blockchain technology (Kshetri, 2017). In essence, 

IoT is a platform where embedded devices are connected to the internet. They associate and exchange 
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data with each other, allow the interaction with different tools and learn from other devices, performing 

tasks that typically require human intelligence (Fernandez-Carames & Fraga-Lamas, 2019). Supply 
chain ecosystems use devices, networks, and data to their workflows to track and analyse asset 

information. These devices collect data for a specific purpose; however, not all the data is used 

efficiently. The main challenge is to decentralise the networks; data transparency on centralised 

architectures act as black boxes (Reyna, Martín, Chen, Soler, & Díaz, 2018), as the information 
provided by the systems is not clear. A mixed-methods proposal or study needs to carry both 

quantitative and qualitative purpose statements (Creswell, 2014). This study combines a qualitative 

method with a pre-determined set of questions identified early in the research and a quantitative 
approach with the investigation of phenomena by gathering quantifiable data from the questionnaire. 

The type of methods from the qualitative and quantitative approaches is 'primary', as it focuses on 

collecting data directly from the responders rather than relying on data from other studies. 

The forthcoming section will present the vision for new workflows to track asset information throughout 
the entire supply chain process back to the point of origin. A narrative description of the new workflow, 

along with images, will schematically present the concept to illustrate it and make it easier to understand 

for the reader. 

A.1 Framework Proposal 

The following model introduces the integration of Blockchain technology, Smart Contracts and IoT as 

emerging technologies to improve information traceability. The use of BIM and digital platforms are 

part of these workflows to strengthen interactions and as a basis for other processes. Tools interact with 
each other and, in some cases, as an extension to expand the capabilities and enhance functionality. 

The interaction between three main layers (IoT, Blockchain and BIM), will provide quality data in 

processes and products. The first layer, IoT, uses connected devices, sensors, actuators, and other 
technologies to gather data delivered through the internet. Control units (users) analyse the collected 

data to discover trends and patterns or change the status of actuators (Sun et al., 2018). The combination 

of low-power processors with electronic sensors, all connected to wireless networks added to electrical 

devices, provide the possibility to obtain information from the physical world. To enable the IoT system 
safely and efficiently, a hierarchical system architecture is proposed whereby Blockchain is 

the underlying technology (second layer). The data is stored, managed, and controlled in real-time by 

Blockchain technology and a Distributed Ledger (decentralisation) that disperses the power away from 

a central authority (centralisation) - see literature review point 2.3.1.1 Network Architectures. 
Blockchain is the bottom of the entire system and the foundation of the other technologies that play a 

role in the traceability process. With Smart Contracts, the supply chain evaluates the results of quality 

and product information, and automatically assess the data sent based on the established parameters. 
Smart Contracts encode and mirror the real-world contractual agreements in the cyber realm (Macrinici, 
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Cartofeanu, & Gao, 2018). When unexpected information occurs, Smart Contracts execute and send the 

data back to the supply chain stakeholders. The information is not accepted or rejected based on whether 
it is good or bad, legal or illegal; the interested parties set up Smart Contracts to establish the quality of 

processes and products. These programmed contracts execute the information as valid or invalid upon 

the fulfilment of the conditions, as shown in Figure III.1 The computer program applies  

the if/then principle. 

 
 

 

 
The resource stakeholder publishes the Smart Contract that goes to the Blockchain as well as the 

information from IoT devices. These digital agreements remove the need for third parties (or 

intermediaries), enabling conditions that depend on a decentralised consensus that is self-enforcing and 

tamper-proof on account of automated execution (Cong & He, 2019). It allows the possibility of 
thoroughly monitoring and managing the information of an asset in its lifecycle back to the point of 

origin—the supply chain stakeholders can achieve complete lifecycle management of legal, automated 

execution and customisable contracts by these transaction protocols. The third layer is a BIM layer; the 
creation of an intelligent 3D model enables document management, coordination, and simulation of 

supply chain assets during the entire lifecycle of a project. A multi-disciplinary collaboration utilising 

BIM along with Blockchain-based technologies and a distributed ledger will automate the processes, 

Figure III.1 - Smart Contract: Operating mechanisms representation 
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reduce the coordination issues and project risks, and minimise change orders among all participants in 

the supply chain. Figure III.2 shows the three layers of the reference framework and the RIBA Stages 
where all the data of an asset can be fully traceable from RIBA Stage 0 (Strategic and Definition) to 

RIBA Stage 7 (Use). The forthcoming sections will explain how members of the supply chain will track 

and manage the asset data across the project lifecycle RIBA stages. 

 

 
 

 

A.1.1 User Scenario - Case Study 

This case study will use precast concrete elements for a dynamic supply chain ecosystem in offsite 

manufacturing. The aim is to present a plausible scenario to outline the entire system and its processes, 
as well as hypothetical roles that will perform different tasks and manage the workflows. 

RIBA Stage 0 - Strategic Definition 

To determine the client's requirements and to visualise the flow of information, the BIM and digital 

management team set up digital asset requirements and components production for the entire supply 
chain. It will assist the development of the plan with regards to the workflows, strategic considerations, 

Figure III.2 - Asset Data Lifecycle - Framework Proposal 
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and future labour skills. A BIM management, specification and documentation plan will be part of this 

stage to visualise and make sure the project budget aligns with the client requirements. 

 

 

RIBA Stage 1 - Preparation and Briefing 

At this point, the design management team has established the spatial requirements for the precast 

elements and carried out feasibility studies. The design team ensures integrity and the validity of 
information from the briefing processes by appending it to the Blockchain. Once the conditions agreed 

upon by the stakeholders in the supply chain are met, Smart Contracts automatically execute the terms 

related to the Project Brief, Spatial/Information Requirements or Project Budget. The information 

produced from the supply chain members is in a single ledger, recorded and secured. The data is 
unchangeable and constitute tamper-proof evidence; therefore, all the members have access to the 

agreed outcomes having available documents for each agreement without inconsistencies. It allows 

clear, transparent, and immutable information for the following phase, so that, at the commencement of 
stage 2, the design team can have continuity from the previous step and more engagement to develop 

the client's requirements. As it is the early stages of the RIBA PoW, it might seem not crucial or critical 

the decisions taken; however, it is of paramount importance to make sure all the agreed information is 

fully traceable and consistent, not only for the data lifecycle of the assets but also for the agreements, 
arrangements and negotiations of the processes and workflows. The Information Requirements defined 

for each project stage are therefore secured owing to Blockchain and Smart Contracts with the aid of 

BIM and digital platforms applied to this framework. This third layer is vital as well as Blockchain; 
dynamic supply chain ecosystems need to manage data from large projects. The information needs to 

be processed in short fractions of time; Blockchain can handle traceability, security, and authenticity, 

whereas BIM and Digital Services can tackle workflow technology and asset data challenges. 

RIBA Stage 2 – Concept Design 

The BIM and design management team from each side have produced the room and space schedule 
(spatial requirements), the design of the building (reflected in a 3D model) and the precast components. 

The data of these elements, along with the building, contains the right level of detail (LOD) and 

information (LOI) in line with the client's requirements. The LOD and LOI do not accurately represent 
the prefabricated parts and the building; however, the supply chain members can spatially locate these 

elements within the 3D model. The BIM team works in close collaboration with the designer and 

manufacturers of the precast components to prepare and assign the ID's of each digital asset in the 

virtual model from each RIFD tag that will be embedded in the precast elements. The required tasks 
that underpin the detail of the precast elements and the building are critical to achieving the development 

of the design concept and their constructability. Once the requirements for the precast manufacturing 
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components has been agreed and established (quality information, asset data information, 

specifications, protocols) the data goes to the Blockchain to keep it traceable and ready for the next 
stage. 

 

RIBA Stage 3 – Spatial Coordination 

The precast components are designed, spatially coordinated, and integrated with the rest of the elements 

in the BIM model/s. At the factory, the production team embed the RIFD tags into the prefabricated 
components. A network-connected RFID reader read the tags that are assigned to each precast piece 

and automatically updates the BIM models and the information stored in the distributed ledger.  

 

 

The data from the RFID includes time, manufacturer, ID, element location, temperature, and humidity, 

among other details. The supply chain can see the status of the tags and track in real-time their position. 
The team members can resolve issues related to information islands due to traceability inconsistencies 

and misuse of data by appending the workflows between RFID systems and BIM to Blockchain. By 

doing this, the information related to the federated BIM model, the protocols, specifications and 
strategies recorded do not lose its integrity; the quality and accuracy of the data does not depend on a 

single authority but based on a mechanism that acquires consensus from the supply chain members. The 

decentralised network is continually fed in real-time by the IoT and the supply chain members along 

with the intelligent BIM models.  

Figure III.3 - Spatial Coordination in Precast Elements (3D Model) 
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RIBA Stage 4 – Technical Design 

By introducing dedicated workflows to produce and execute repetitive tasks to develop the precast 

elements and the building more accurately, the design management teams will secure the information 

required to manufacture and construct the prefabricated parts. At this stage, the number of transactions, 
participants and size of data is growing. The information exchanges between the design's team, 

specialist subcontractors and manufacturers are crucial. In this framework, Blockchain records the BIM 

model data in real-time and distributes it to the supply chain members. However, the data contained in 
the models is considerable at this point. The Blockchain system would struggle to manage all this 

information; the only possible scenario would be connecting a BIM central database with Blockchain. 

The former deals with large and complex data sets and information related to the disciplines and 

federated model. The latter only records the metadata and final-agreement transactions to build the 
components. Both technologies contain the same information but in a different format. They are linked 

and run concurrently, but one handles lighter information. BIM data layer with a precast element and 

the information within Blockchain as a picture of that element could be compared. If the component 

changes, the Blockchain system 'takes a snap' and updates the image of it instantly. Blockchain mirrors 
the information on the BIM platform. The fingerprint of the files that reflect the data go to an immutable 

database that will be used later by the facilities management and maintenance team. Similar to a COBie 

schema but updated in real-time from the supply chain participants. Based on the supply chain input, 
the Smart Contracts can then simplify, validate, verify, and enforce the negotiation to automate the 

Figure III.4 - Precast elements in the BIM model with RFID-ID tag assigned 
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payments. If  the information needed at RIBA Stage 4 is in the Information Exchange schema, then the 

Smart Contract executes the payment. 

 

 

 

A 4D model is also part of the BIM process to establish the manufacturing processes and construction 

sequences of the precast elements and their arrangement process within the building. The model is 

continuously fed with real-time information from the IoT, the design and management team and the 

manufacturers. It connects the 3D geometry with the resources and tasks based on the programme, 
providing the critical path that determines the key activities on the project. Hence the importance of the 

4D simulations in this framework throughout the process, from the concept design to the construction 

and assembly of the components. The utilisation of 4D simulations is suitable in this context due to the 
nature of these activities, which are stochastic and dynamic, providing an economical and efficient mean 

to optimise the activities (Arashpour, 2016). On the other hand, by adding cost to the construction 

sequencing (5D), the BIM models capture automatically the pricing information that helps the 

automation of the transaction protocols at different stages to allow the execution of the Smart Contracts. 

RIBA Stage 5 – Manufacturing and Construction 

Once the prefabricated elements have been assembled and arrive at the construction site, the 

construction management team scan the components with the RFID reader, obtaining the quality data 

related to the asset and the installation processes of the elements. The team has already the information 

from the BIM model, so they need to do the element acceptance checking and provide feedback from 
the parameters checked to update the data back to the BIM model. Once they digitally sign-off the 

Figure III.5 - Information Exchange Mechanism with Smart Contracts execution - BCT-SC-BIM 
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acceptance checking, automatically timestamp and a hash of the digital signature is added to the 

Blockchain and validated from other peers in the network. 

The whole supply chain can follow the processes by the updated information, being able to see the 

production status in real-time, identify risks before the following sequences are happening and take 

actions to avoid delays and improvisations. Also, the stakeholders within the supply chain can share the 

records securely, avoiding traceability errors, enforcing the liability of the participants, and restricting 
unauthorised changes. With this framework, it is possible to create digital proofs of the transactions that 

happened in the processes and digital workflows and append them on the Blockchain, avoiding third 

parties and intermediaries. When working on a synchronised 4D model and the changes are traced back 
to their first and unique source, the supply chain members can build better relationships in an 

appropriate atmosphere, enabling more control over the processes. 

RIBA Stage 6 – Handover 

The BIM model contains the final information of the digital assets and their metadata (As-builts). It is 

essential at this stage to keep the data intact and sound; the supply chain cannot modify the records and 
need to be able to have access to them. Blockchain technology has offered the possibility of keeping 

the entire information secured and fully traceable, back to the point of origin. The project managers can 

ascertain what constructability methods have been used in all stages as well as the plan for use strategy. 

The handover information keeps updating in real-time and appended to BCT. Surveys, work, and any 
records are stored in the Construction Manual, which is located in a distributed ledger, where interested 

parties can access and obtain the information automatically. The inspections and audits can occur at any 

time without any issue; the information record and maintain by the facilities management team require 
less effort to keep updated being more trustworthy and secure. 

RIBA Stage 7 – Use 

This stage is when the building is in use until the end of its life. Because of IoT (RFID tags) embedded 

in the precast components and the BIM processes, the prefabricated elements, and the building in 

general, can be self-maintained and regulated. The design team pre-defined and assigned at the design 
stage the parameters (temperature, humidity, colour, precise location, [...]) to keep the elements in the 

desired conditions. If these parameters vary (atmospheric conditions, external or internal agents, end of 

lifecycle), the sensors send the information and update the database in real-time. Smart Contracts could 
automate the payment of the repair based on the parameters sent, avoiding delays and future problems 

if the facilities manager did not detect the failure on time. The BIM model is a Digital Twin, where 

BCT has the potential to be the base of the IoT and BIM platform that supports the information created, 

monitored, and exchanged. 
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IV. Conclusion and Future Work 
This research set out to explore and examine the application of current state-of-the-art techniques and 

methods to information traceability platforms with the aid of Blockchain and Smart Contracts. After a 
thorough examination of academic literature, the data collected, and its analysis, the question of How 

can information traceability platforms support the data lifecycle of an asset within the offsite 

manufacturing field in the construction industry with the aid of Blockchain and Smart Contracts? can 

be answered. It can be implied through this paper that, if implemented correctly, the data of an asset 
could be fully traceable throughout its lifecycle. What is more, it would be possible to track the 

information of an asset as it moves through the supply chain in a secure, immutable, and transparent 

way. This research presents an excellent opportunity to enhance data management within the AEC 
industry, and more specifically in offsite manufacturing, supporting the information workflows in 

supply chain ecosystems. Additionally, it will prevent time-wasting and cost overruns in the medium 

and long term due to the synergy between different technologies that provide the automation of the 

activities, ensure traceability and provide data security to the supply chain throughout the entire process. 
 

A.1 Contribution to Knowledge 

This research intends to benefit the stakeholders of a dynamic supply chain ecosystem in offsite 

manufacturing and the AEC industry in general. The expansion of knowledge begins with three key 

contributions: 

1. Awareness of Blockchain-based technologies. 

2. Application and management of emerging technologies to improve traceability. 

3. Investigation of the synergy between IoT and Blockchain technology in a BIM environment. 
4. Enabling the journey to asset data management in all stages of a project, from the strategic 

definition to the end of life. 

 

Additionally, the following objectives and findings are added to the existing body of knowledge. 
 

Objective 1: Analysis of the existing processes used in data management within a supply chain 

environment. 
Despite vast investments in digital technology and infrastructure, the stakeholders have limited 

visibility to their asset data due to the gaps that exist between systems and processes. The digital 

information flows are interrupted as they move to the following stage. 

 
Objective 2: Investigation of emerging technologies regarding traceability platforms combined 

with Blockchain in offsite manufacturing. 
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Because this study is related to emerging technologies and new methods, it is reported a shallow level 

of knowledge and lack of awareness of the synergies between IoT and Blockchain in specific parts of 
the supply chain. It is an excellent opportunity to fill the gaps in unexplored areas throughout this 

research. 

 

Objective 3: Research how Smart Contracts can self-execute agreements or control actions across 
a distributed, decentralised Blockchain network. 

Through the investigation of these transaction protocols and the feedback provided by experts, it is 

concluded that these computer programs permit trusted transactions and agreements without the need 
for a central authority, external enforcement mechanisms or third parties. 

 

Objective 4: Proposal for a new framework and system architecture to improve the quality of the 

products and the services in supply chain ecosystems 
Supply chain teams and stakeholders can benefit from this research with the application and 

management of the proposed framework to enhance their existing methods. The use of traceability 

platforms combined with Blockchain-based technologies has the potential to solve the obstacles related 
to fragmented information, interoperability, and transparency. 

 

A.2 Contribution to Academia 

The contribution to academia is facilitating the journey of new emerging technologies to students and 

learners. Suitable education in both school and university is essential for the preparation and 

development of future professionals. 
 

A.3 Research Limitations 

The study has some limitations due to the lack of comparison with other investigations and technologies 

and the limited amount of empirical research and evidence.  

There are a number of gaps in the knowledge around information traceability platforms and the 
Blockchain technology that stem from the findings in this research and would benefit from further 

analysis. These are developed as follows. 

1. The number of IoT connected devices and the data generated from these units is increasing 

exponentially. There are vulnerabilities in this regard that require the attention of experts and 
professionals. Although it is unpredictable, the experts and users of these technologies must 

consider an in-depth exploration of how they will tackle this difficulty in the future to overcome 

the massive data generated in these processes. Further analysis and investigation of the impact 
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in small, medium, and large organisations would be needed to gauge the scope and management 

of the data generated by these technologies. 
 

2. As an emerging technology, Blockchain still has many branches and applications that have not 

been thoroughly investigated. This study proposes a framework that needs to be exhaustively 

tested to prove its benefits. More methodological work is required on how robustly Blockchain 
can improve its efficiency and decrease computational power consumption. The professional 

community believe that consensus algorithms would need to be replaced by distributed fault-

tolerant algorithms to help the performance of this technology. However, the fundamental 
characteristics of Blockchain could be argued. 

 

3. The cost of implementing these new technologies is beyond the scope of this research. 

Suggesting that a potential cost-benefit analysis should be conducted, taking into account the 
entire process from inception and set up to completion or end-of-life to examine and 

comprehend the potential benefits and drawbacks that Blockchain-based technologies can offer 

to organisations and users. 
 

4. A final question identified after the data collection was analysed, is how the transformation 

caused by emerging digital technologies would affect the philosophy and outlook of a company 

in the short, medium, and long term.  Digital disruption is an unstoppable force that some 
organisations will not be able to try and fight as soon as it becomes imposed—a case in point 

is Building Information Modelling (BIM) and its implementation across certain businesses. 

 

Businesses must overcome the levels of uncertainty associated with Blockchain and its applications, 

especially in the AEC industry, as it is a few steps behind other more advanced and developed ones. 
The research question initially posed was answered in previous sections on data collection and analysis 

and throughout this study. It resulted in a framework along with recommendations. As a final note, a 

higher level of commitment without fear of failure is needed to implement and develop new 
technologies. Great inventions and discoveries came from mistakes or accidents resulting from daring 

to explore new worlds. This study provides new lines of research and invites other researchers to follow 

the path that has already been traced to continue improving our industry. 
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