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Abstract  

This paper provides a unique insight into the impact of computer misuse crime, such as 

hacking, denial of service attacks, ransomware and computer viruses/malware on individual 

and small and medium sized enterprises/organisation (SME/O) victims in the UK. Based upon 

in depth interviews with 52 (38 individual and 14 SME/O) victims it shows that these victims 

experience many of the impacts associated with other volume crimes.  Building upon 
research on comparable offences the paper proposes eight categories of impact, which 

include: little or no impact, financial, disruption, psychological (which was broken down 

further), feelings of violation, loss of digital possessions, , health and secondary impacts. The 

research highlights that although for some the impact is very minor, many experience much 

more extensive impacts, even when there is no financial loss and for some the impact was 

so severe it was compared to rape.  
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1. Introduction  

In England and Wales the most accurate measure of crime, the Crime Survey of England and 

Wales (CSEW), has shown a steady fall in crime over the last 25 years. However, this 

survey did not seek data on fraud victimisation or computer misuse offences, such as 

hacking, malware, ransomware etc. The CSEW was reformed to include these and the first 

publication of the experimental statistics for computer misuse and fraud under the CSEW 

added 5.2 million crimes (3.4 million fraud and 1.8 million computer misuse) to the 5.9 

traditional crimes experienced by individuals in the year ending March 2017 (ONS, 2017a). 

Since 2017 the CSEW has shown a steady decline in computer misuse offences to around a 

million per year. Nevertheless computer misuse crime after fraud is one of the most 
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common crimes, yet there has been very little research into the victims of these type of 

offences (Cross, Parker and Sansom, 2019; Correia, 2019).  

This paper seeks to provide one of the first detailed accounts of the impact of computer 

misuse offences on victims. It does so by using qualitative interviews to secure deeper data 

on the impact of these crimes on victims. It represents the first qualitative study of 

computer misuse victims’ experiences in the UK. The paper will begin by exploring what 

computer misuse crime is, before then exploring briefly some of the literature on the 

impact of crime on victims. The paper will then set out the methods used for this paper 

before then presenting the findings and then ending with a discussion and conclusion.  

2. Literature Review  

2.1 Computer misuse crime  

It is first important to distinguish the much broader concept of ‘cybercrime’ from ‘computer 

misuse’. In the UK there is a specific family of offences under the category of ‘computer 

misuse crime’ and it is important to those from countries not familiar with this term to 

clearly define it. As Ibrahim (2016) has noted cybercrime is treated all too often as a broad 

and ultimately meaningless concept and it is important to distinguish between the different 

categories within. There is also the commonly used distinction between cyber-enabled and 

cyber-dependent crime which has become the most common means to distinguish a range 

of cybercrimes (Furnell, 2002; Ibrahim, 2016; McGuire and Dowling, 2013). The former are 

crimes that do not require information communications technology (ICT) to commit them, 

but can be expanded by the use of such technology. For example, a lottery fraud could be 

perpetrated by traditional mail, but also by e-mail. Cyber-dependant crimes, however, can 

only be perpetrated by ICT, such as the hacking of a computer (ONS, 2018). Computer 

misuse crimes are therefore a form of cyber-dependent crime. In the UK (note legislation 

covers all UK) the principal offences under the Computer Misuse Act 1990 are as follows:  

Hacking offences:  

Section 1: Unauthorised access to computer material  

Section 2:  Unauthorised access with intent to commit or facilitate commission of 

further offences. 

Computer virus offences:  

Section 3: Unauthorised acts with intent to impair, or with recklessness as to 

impairing, operation of computer, etc. 

Section 3ZA: Unauthorised acts causing, or creating risk of, serious damage.  

Section 3A: Making, supplying or obtaining articles for use in offence under Section 1, 

3 or 3ZA (Crown Prosecution Service, n.d.). 

These offences can be committed alone, but are also often used to commit other offences, 

sometimes more serious, sometimes not. For example, hacking another person’s email 

account to just read their correspondence would be an offence under Section 1. If they, 

however, did this to secure details of their banking passwords to then access the accounts 

and steal money from the account, if successful, would be classified as fraud under the 



Home Office counting rules, but if failed to secure money, hacking under the Computer 

Misuse Act. That example was monetary, but some acts of computer misuse are used in 

other ways such as to harass, to stalk or for voyeurism. Computer misuse crime therefore 

covers a wide range of acts with the purpose of the following:  

 

Thrill/challenge - a person hacks into a computer solely for the thrill or to test their 

skills (Young et al., 2007).  

Information - confidential business or personal information is sought, for example a 

customer list or evidence of infidelity (Leveson, 2012).  

Access to services – hack into a person’s account to gain free access to a 
subscription service such as Netflix, or to recruit a computer onto a botnet using a 

Trojan virus (Van der Wagen and Pieters, 2015) 

Malicious damage – infect a computer with a disabling virus, or access someone’s 

social media account to deface their profile or cause embarrassment (McGuire and 

Dowling, 2013) 

Harassment / stalking – repeatedly access a person’s computer or online accounts 

for harassment or stalking purposes (Wilsem, 2013). 

Fraud / theft – access a computer, an online account, or send fake emails or other 

messages to commission fraud or theft (Button and Cross, 2017). 

Extortion / blackmail – access or take control of a computer, for example 

ransomware, or of an online account, or send threatening messages for the purposes 

of extortion or blackmail (Aurangzeb et al, 2017). 

The ONS data referred to in the introduction is the most accurate for individual 

victimisation and has consistently shown between 1 million and 1.8 million incidents per year 

since this offence type was included in CSEW. It is, however, a crime with low levels of 

reporting, with just 23,135 incidents recorded in 2019 (ONS, 2020c) (which also covers 

organisational and individual victims). This huge rate of attrition can be accounted for a wide 

range of reasons. Many victims do not report to the police because they report only to the 

relevant provider (bank, Facebook, ebay etc). Some experience no loss so don’t bother to 

report. Some think it’s unlikely the police will do anything to name some (see Button and 

Cross, 2017; Leukfeldt et al., 2020; van de Weijer et al., 2019; van de Weijer et al., 2020).  

2.2 The impact of crime 

There is extensive literature on the impact of crime, largely focused upon traditional crimes 

(Maguire, 1980; McGarry and Walklate, 201; Shapland et al., 1985; Spalek, 2006; Walklate, 

2012). This broader criminological literature on victimisation notes a number of common 

impacts upon victims including:   

● Psychological and emotional: a loss of self-control, anxiety etc. 

● Emotional: fear and anger etc.  



● Behavioural: changes to routines etc.  

● Physical: bruises, injuries etc. and 

● Financial: financial loss (Spalek, 2006).  

There has been some research on personal cybercrimes such as stalking, bullying etc which 

has suggested similar and sometimes more severe impacts than the offline equivalents 

(Henson et al., 2016). Fraud victims (many of whom fall victim online), have been the subject 

of a number of studies and Blakeborough and Correia (n.d.) have usefully assessed some of 

this literature to produce a typology of the main impacts, grouped in financial, psychological, 

relationships, health and secondary impacts (Button et al., 2014; Cross, 2015; Spalek, 1999). 

The connection of computer misuse crime to some fraud offences (many acts are used to 

secure information to then perpetrate frauds) would suggest some overlap with computer 

misuse offences in terms of probable impacts, but there have been virtually no studies to 

date that have investigated the impact of computer misuse crime on the victim by 

conducting interviews with them, although some studies beyond the UK have touched upon 

the impact on a broader range of cybercrime victims (Carter, 2021; Cross et al., 2019; 

Jansen and Leukfeldt, 2018; Kopecký, 2017; Kopecký and Szotkowski, 2017; Leukfeldt et al., 

2020; Martellozzo and Jane, 2017; Van Wilsem, 2013; Wei et al., 2019; Wolak and Finkelhor 

2016; Weulen Kranenbarg et al., 2019).  

Henson et al. (2016) have argued more research needs to be undertaken to understand the 

impacts of cybercrime as there is growing evidence that the perception that just because 

there is no physical contact it is not as harmful. As they argue:  

While it is true that cybercrime lacks the physical proximity of traditional street 

crime, it can easily be argued that the emotional harms produced by cybercrime 

victimization rival those of traditional street crime. The emotional harm cybercrime 

victims experience can range from minor annoyance to life‐changing anguish (Henson 

et al., 2016, p. 567). 

ONS (2017b, 2020) has conducted the only significant research, which is pure quantitative, 

on victims of computer misuse in England and Wales yielding data on the types of impact 

experienced by victims. In the year to March 2019, 68% of computer misuse crime victims 

were emotionally affected, though only 8% were strongly affected. Of those affected, the 

most prevalent emotional response was annoyance (77%) followed by anger (34%) and 

shock (17%). However, 15% subsequently felt vulnerable, 10% experienced fear, 7% 

experienced anxiety attacks and 2% reported depression. When scaled up to population 

levels, this means up to 80,000 people in the country experience strong psychological and 

emotional difficulties each year. For some victims, these very personal issues could 

exacerbate existing conditions. In addition, 4% of victims felt ashamed, 1% experienced 

damage to their relationships and 1% suffered from health problems. With respect to more 

material consequences, the most prevalent impact was loss of time/inconvenience (30%) 

followed by financial loss (15%), whilst 9% stopped using specific internet sites. Again, scaled 

up these findings indicate that up to 300,000 people each year experience a practical, real-

world loss, though it is mainly one of inconvenience, whilst up to 150,000 individuals lose 

money.  



The quantitative data, however, only provides a partial picture. As Agnew and Pyke (1982, 

129) have argued, ‘On a questionnaire we only have to move the pencil a few inches to shift 

our scores from being a bigot to being a humanitarian’ and the raw numbers tell us little of 

what it is to be emotionally affected by the crime, damage to relationships and health etc. 

Only qualitative data can yield deeper insights on some of these impacts. The ONS data 

although representative of computer misuse victims also dilutes the experience of some of 

the most seriously affected victims who tend to report. This study therefore seeks to fill 

that gap by conducting interviews with victims of computer misuse crime and particularly 

those with the most serious experience of it who have actually reported the crime to 

Action Fraud.  

3. Research Methods 

This paper draws upon findings from a Home Office funded study into the victims of 

computer misuse crime. The study had a variety of objectives and utilised a several research 

tools all of which were approved by the University ethics committee (Reference number 

FHSS 2018-073). This paper will focus only upon the 52 interviews with victims. The latter 

involved 38 individual victims and 14 individuals from small and medium sized 

enterprises/organisations (SME/O) who dealt with the incident. This paper is based upon the 

in-depth interviews with them. The researchers used a non-probability purposive sampling 

approach to secure victims to interview of various types of computer misuse crime, who 

were found largely through: lists of victims supplied by the National Fraud Intelligence 

Bureau (NFIB); contacts supplied via police forces and National Crime Agency; promotion 

through the researchers’ university networks; among others. Some might argue the sample 

is too small, but Guest, Bunce, and Johnson (2006) found 12 interviews were sufficient to 

identify 97% of thematic codes, while Bertaux (1981) argued that 15 is the smallest 

acceptable sample size in qualitative inquiry. For individual victims this research clearly 

exceeds the minimum numbers and for SMEs is around the minimum number required.  

The vast majority of interviews were conducted face-to-face, with a very small number 

conducted via Skype or telephone (either because the victim was now abroad or the victim 

preferred not meet physically because of the sensitivity of their case). Most interviews lasted 

an hour, a small number 30 minutes and some several hours. All interviews were 

transcribed and then analysed using content analysis, which resulted in multiple codes and 

themes. The 52 victims fell into the following types of computer misuse crime:  

 7 victims of computer virus/malware; 

 7 victims of ransomware; 

 34 victims of hacking; 

 2 victims of distributed denial of service attacks;  

 1 multiple; and 

 1 online harassment (this victim was harassed by - without his consent his email 

being signed up to unwanted groups and websites, such as British National Party 

supporters, which is technically not an offence under the Computer Misuse Act, but 

could be under other legislation related to harassment and malicious 

communication). See Appendix for further note on ‘Wayne’.   



The data combines both individual victims and SMEs. The rational for this was that most of 

the SMEs were micro organisations where victimisation was very personal to them. In the 

larger SMEs the person interviewed was the member of staff responsible for dealing with 

the incident and this revealed a high personal impact to them too. It was felt the latter 

should also be included too as the impact of victimisation on the staff of organisations who 

are victims of crime is a neglected area of study. Table 1 below provides more demographic 

information on the interviewees.  

Table 1. Key demographics of interviewees sample 

 

 Interviews 

Categories N % 

Gender    

Male 25 48.1% 

Female 26 50% 

Prefer not to say 1 1.9% 

Age    

18-24 2 3.8% 

25-34 11 21.2% 

35-44 11 21.2% 

45-54 9 17.3% 

55-64 10 19.2% 

65-74 5 9.6% 

75+ 4 7.7% 

Prefer not to say 0 0% 

Occupational Status    

Non-manual: professional 30 57.7% 

Non-manual: employers and managers  7 13.5% 

Non-manual: intermediate and junior 

non-manual 

3 5.8% 

Manual: Skilled manual and own 

account non-professional 

2 3.8% 

Manual: Semi-skilled manual and 

personal service 

1 1.9% 

Manual: Unskilled 0 0% 

Other 8 15.4% 

Prefer not to say 1 1.9% 

 

 

 

Some caveats with the sample should also be noted. First, a very small number of 

interviewees could not recall in detail the circumstances of the case and their recall of some 

parts was hazy in some instances. Victims did not always understand what type of offence 

has occurred against them, only that something bad had happened or could have and it 

happened online. There were also some issues with the lists of victims supplied by NFIB as 



the NFIB code listed, did not always match what had happened to the victim. In some cases 

it was the wrong type of computer misuse crime listed (computer virus rather than hacking 

listed for example) and in one case clearly not computer misuse – although still a form of 

cybercrime.  

4. Findings: The Impact of Computer Misuse Crime 

As each interview was analysed and coded impacts were noted and these resulted in eight 

broad codes emerging: little or no impact, financial, disruption, psychological (which was 

broken down further), feelings of violation, loss of digital possessions, , health and secondary 

impacts. Building upon the ONS (2020c) quantitative research in this area and research on 

comparable fraud offences (Blakeborough and Correia, n.d) the eight categories include two 

additional impact types: violation of digital self and loss of digital possessions, which were 

not noted in previous research related to this ‘family of offences’. In presenting the findings 

below the authors do not distinguish how many victims experienced each type of impact. 

Such an approach would be pointless given the methods used to secure victims. The 

importance of the findings is to show the different types of impact experienced. It is also 

important to acknowledge that crimes affect people very differently and that the same 

incident may trigger very different feelings and impacts for victims. It is also important to 

note that a small number of victims experienced little or no impact, before the seven types 

of impacts are explored, the small number who experienced little or no impact will be 

examined.   

4.1 Little or no impact  

This research sought to examine the experiences of as many types of victims of computer 

misuse. The majority of the interview sample had reported or attempted to report – which 

actually represents the minority of victims for this type of offence. The researchers, 

however, wanted to explore as wide a range of victims as possible and secured 6 victims 

who had not reported (or attempted) to either the police/Action Fraud or other external 

body such as a bank (as well as some that had attempted to). Part of the expectation was 

that non-reporting meant the incident had not had much impact. This was the case with 

some of these victims, but not all – some non-reporters experienced mild impact (Steve) 

and some who attempted to report but were rebuffed, experienced severe impact (Husky 

and Sam).  

Jackie (who was also a serving police officer) experienced a hack of her Facebook and 

Instagram accounts, where marketing posts began to be sent from her account with no 

action from her. She experienced no impact other than having to reset her passwords. Jing 

was another non-reporting victim who experienced a computer virus. She experienced 

some slight disruption to her studies, but other than that, no other impacts. Some of these 

victims, although experiencing minor impacts, just didn’t consider the incident to be a crime. 

Gweneth, a university lecturer who experienced a virus on her computer stated:  

…as far as I know, I don't believe a criminal offence against myself has taken place. 

Gweneth [Computer virus, Individual].  

Most of the victims interviewed did experience some form of more significant impact and 

these will now be considered.  

4.2 Financial impact   



Many computer misuse crime victims do not suffer a financial loss at all. The ONS (2020b) 

found that 15% of computer misuse victims suffer a financial loss compared to 30% of fraud 

victims. In many other cases victims suffer an initial losses, but are then reimbursed by banks 

or credit card companies.  Some participants claimed losses, but it was difficult to verify the 

extent to which the crime contributed to it. For example, participant Husky claimed a 

substantial loss as a result of her estranged husband hacking her laptop in order to gain an 

advantage in their divorce negotiations:  

 

In terms of the outcome of my divorce, I think that I probably lost in the region, of 

probably £50,000, yeah.  Plus all the cost of going to see a solicitor about something, 

it was like £350 an hour, so at the end, probably I would say, between £50,000 and 

£60,000, yeah. Husky [Hacking, Individual].  

 

For some victims the assessment was easier. Alex experienced a very small loss as a result 

of a hacker, who gained access to his Playstation+ account in order to test whether he 

could make further purchases:  

He bought a very low priced item [59p] on my account to check that he could buy 

things.. Alex [Hacking, Individual].  

 

Although many individual victims were reimbursed, the initial discovery of the crime caused 

distress, uncertainty and financial pain. Claire was hacked and lost £7,000 initially, taking her 

down to her maximum overdraft. She was subsequently reimbursed (hence classed as 

Computer Misuse under Home Office Counting rules) by the bank, so her partner had to 

help her in the short-term:   

Yeah. Well, I had to get £600 off [my partner] to put in my bank account because it 

happened just before my next... They emptied it right down to my overdraft of 

£1,700, so they left me with nothing, and then our mortgage was due to go out and 

other payments and nothing would have... And I was scared of all the bank charges 

and that, so I had to borrow some cash. Claire [Hacking, Individual].  

 

Most of the financial loss victims also had to contend with the additional costs of dealing 

with the incident and subsequently enhancing their security measures:  

Yes, I had to buy Kaspersky of course and pay for my computer guy to go and de-

bug it. And so I suppose the financial implications were somewhere around £300. 

Henry [Hacking, Individual].  

 

I'd say it's almost coming up to a £1,000 for the extras… Sam. [Hacking, individual].  

Probably around £2,000 or so. We did some rough estimates at the time and tried 

to decide whether it was worth claiming on insurance and we just, kind of, said look, 

it was a bit disruptive but it’s not such a disaster, not such a massive expense that it’s 

worth going down that route. Arnold. [Ransomware, SME].  

 

 

4.3 Disruption  

Loss of time or inconvenience was noted as the main impact in the ONS (2020) research, 

30% of computer misuse victims compared to 24% of fraud victims. Disruption in some 



cases can also be considered as a form of financial impact as it is a cost in time to the victim, 

which may consume many man-hours within a business and deprive them of earnings. It 

certainly deprives individuals of leisure time or other valued activities.  

 

God.  On the Saturday and Sunday, that was probably about six, seven hours, just for 

the eBay and PayPal.  Facebook was just…that was at least six hours on the day, 

speaking to Action Fraud and the police.  And going on and off and trying to do 

stuff.  And then ongoing messages to them.  So easily…I’d say 32 hours, I’d say. 

Catherine [Hacking, Individual].  

 

It’s massive, the disruption in fact is massive. Rachael. [Denial of Service Attack, 

Individual].  

 

Sabrina also lamented the disruption:  

It cost me a lot in time, which wasn’t just about time I could have been working on 

other stuff for the website.  Sabrina [Hacking, SME].  

 

Nigel, who was a farmer, noted how the disruption could arise weeks or months after the 

incident:  

And it’s not until we went out and bought another computer and you’re looking at, 

down here we’ve got lots of animals, and you’re looking for it, I haven’t got that 

document anymore. It’s all those little things, it could be months later when you’re 

like, I’ve got to rewrite that, I ain’t got the document for the [animals]. We had a 

database on all our [animals], when they were born, what [animals] they’ve had – 

gone. And they were my only copies. Yeah, lost a lot. Nigel. [Ransomware, SME].   

 

 

4.4 Psychological and emotional impact  

This research also identified a large number of victims who experienced psychological and 

emotional impacts. Anger was mentioned by several victims. This was often directed to the 
offenders, but sometimes the relevant bodies, institutions and even to themselves for falling 

victim to the crime in the first place:  

 

I just really wish that it had impacted him more so than it has because of what he 

tried to take away from me and my family.  Yeah, I really…I wanted him to suffer, 

and maybe that sounds petty, but he put me through hell for a few months, and he 

invaded my personal world, and tried to take away my future and my kids’ future, 

that’s the way I saw it.  Sophie. [Hacking, Individual].  

 

Yes, there was a lot of anger and I took it out on the laptop. I took it out on the 

laptop when I smashed it. That was good therapy. Sam. [Hacking, individual].  

 

The other impact of course is a feeling of anger, I suppose, that someone would put 

you through such inconvenience in an attempt to extort money from you; so mostly 

it was financial. I didn’t need any counselling.  I mean it was just bloody annoying 



because when you’ve got work to do you want to get on, and some little oik has 

caused you to lose half a day’s work. Steve [Ransomware, SME].  

 

Some mentioned anxiety about the potential consequences of the attack, whether they 

might be victims again and if the offenders might even visit them:  

 

Probably for the rest of the day.  It happened, like, midday and then for the  

rest of the day I just felt a bit insecure.  I don’t think I barely went on my  

phone for the rest of the day. James. [Hacking, Individual].  

 
I was hyper-sensitive to anything that I didn’t recognise. And whereas you get these 

stupid emails, as we said right at the outset, anything that ordinarily I would not 

think about, I became hyper aware of. So emotionally I was very, very sensitive to 

any possibly abuses or possible invasions into my privacy. Henry [Hacking, 

Individual]. 

 

 

Anxiety and fear was also an issue for some SME/O victims:  

 

I was frightened. I was frightened it was going to happen again. Yes. I was frightened 

that whoever had done that would know we were vulnerable and probably easy 

access and might find another way in.  Kathy. [Hacking, SME].  

 

Stress was also mentioned by many victims:   

 

Oh, very stressful. I couldn’t work. I didn’t have time off work, I just sat at my desk 

and stressed, not getting work done. Alex. [Hacking, Individual].  

 

Yeah, it was terribly stressful and it made me feel attacked. Rachael. [Denial of 

Service Attack, Individual].  

 

Stress was a particular issue for some SME/Os where financial implications or the 

performance of services were imperative for their business: 

 

It is stressful, it is frightening in lots of ways.  And it’s very distressing that something 

you could work on for two years, can just, in a heartbeat, disappear.  And we had 

not realised that.  It had never occurred to me that something you put on the 

internet, doesn’t automatically stay there forever.  It could just be destroyed and 

taken away, or removed, unless you keep a copy of that, like any other form of 

information.  Sabrina. [Hacking, SME].  

 

Yeah, I mean, that…so, I was probably up till midnight on the night it happened and 

that, that was probably the most the most stressful four hours of my career. And I 

came in, in the morning fully expecting to get sacked because at the end of the day 

it's my webserver, it's my responsibility to ensure that this, you know, doesn't 

happen. Justin [Hacking, SMO].  

 

Embarrassment and shame was another consequence frequently mentioned, particularly by 

those whose victimisation related to social engineering:  



 

Just embarrassment really. Ringing up the bank and saying oh yeah, I’ve been a victim 

of… It’s just embarrassing to admit that you’ve been subject to something which is 

so simple. Charlie. [Hacking, Individual].  

 

Well, I wouldn’t say embarrassed. Well, in front of some friends rather embarrassed 

because know-all friends were like, you should’ve put the phone down. Yes, I 

suppose I did. Bernard. [Hacking, Individual].  

 

 

I was embarrassed because various people in work, because of my job, I have… It’s a 

funny area, being a vicar, because your sort of personal life and your working life 

mingle in a way that they probably won’t do in other professions. Angeline. [Hacking, 

Individual].  

 

Some victims mentioned feelings of isolation as an impact of the crime, this was particularly 

related to the feeling that nobody was doing anything about the incident or offering any 

help.  

 

It’s like hello, somebody’s just broken into our house and stolen all our things and 

nobody wants to know. Kathy. [Hacking, SME].  

 

I then felt, afterwards, there was just nothing that could be done about it and it 

wasn’t taken particularly seriously. In the grand scheme of things, you know, how 

serious was it? You know. Looking at it like that. But I would say I felt isolated. 

Angeline. [Hacking, individual].  

 

Husky felt particularly isolated as the police would not even accept her case in the first 

place:  

Yes, there is more important things than money, but there’s all different feelings that 
go into it, from the isolation, from the betrayal, from hopelessness. Husky [Hacking, 

Individual].  

4.5 Violation of the digital self 

 

An important new finding from this research is an additional element to the psychological 

impacts, which are the feelings of the violation of the digital self. The growing use of IT 

devices and their importance in our lives for many means they can be considered a 

prosthesis to our physical being (Turkle, 2011). For some, attacks on these devices and their 

online accounts were considered equivalent to physical attacks.  

Some of the victims that noted the most serious impacts identified these feelings of 

violation. For these victims the impact was so serious they compared it to rape. Henry 

compared the incident to having been ‘raped’ and the violation of his intimate private 

working space was intense:  

…I felt as though... I’d been burgled years ago, when we moved into a new  

house, and the sense of invasion is vile. I can imagine it must be like rape. And  

so the emotions started to kick in as I realised that they’d come in. And my  



computer, because I’ve got a big, powerful PC up there with four screens,  

because of the writing, and it’s very much a part of me. And I  

get an immense amount of pleasure and satisfaction out of writing, so the  

computer is very much a piece of satisfaction for me. And to have it invaded  

like that made me feel really quite ill. Henry. [Hacking, individual] 

 

Kathy just simply compared the secret watching of her to being raped:  

I felt raped, you know, that somebody was watching me, so I was like I’m not using 

that laptop. Kathy. [Hacking, SME].  

 

Husky also felt violated:  

 

I felt powerless, angry, violated in a way, very angry and angry because  

nobody would listen to it, ‘cause I kind of put my trust in the police, thinking  

that I’d just been kind of dismissed in a way, just another domestic situation,  

part of a domestic situation… But it’s just…it’s just much more than  

somebody, just the action of going into your computer, yes, that you feel  

violated, you feel that, you know, but it is the damage that it causes in  

somebody’s life.  Husky. [Hacking, Individual].  

 

As did Nigel:  

Yeah. But you just feel hmm, what’s happened here. And then you’re sort of  

violated. Nigel. [Ransomware, SME].   

 

Patricia compared it to a physical assault:  

And I think the police are overwhelmed, but I also think they really underestimate 

the impact on a human being, you know.  When it reaches the point where you, as I 

said earlier, you feel like you've been physically assaulted, then it should be treated as 

assault of some sort.  Patricia [Multiple, individual].  

  

As did Leo who felt like someone had:  

…done something to my body against my will. I access my online account it feels like 

they’ve done that my brain; they’ve done something to it without my 

permission.  Leo. [Hacking, individual].  

Kate felt the incident was an invasion of her privacy and made her feel sick:  

And so, it felt like my privacy had been exposed, and I didn’t know how or why 

anyone would want to do that.  So, the picture was of my boyfriend, who’s still my 

partner, in the bath, but it wasn’t a sexual pose or anything like that, he was just 

blowing a kiss to me from the bath, but with bubbles, but it still would be an 

inappropriate picture, I’m a professional, as well, and it made me feel really scared to 

think that somebody could access my private account, and my emails and my 

pictures, and see that.  Kate. [Hacking, individual]. 

 

4.6 Loss of digital possessions  



 

The digital self can extend to the many personal things that are kept online, particularly 

items like files and photographs or digital artefacts that link to one’s digital persona such as 

email addresses and webpages. The loss of some of these digital possessions were for some 

the same as the loss of physical possessions. Catherine had lost access to her Facebook 

account as a result of the hack, which contained all her family photographs and other 

important work:  

This is like, I’ve lost all my photos, all my photos from the laptop have  

gone.  But all my videos, with all the NCT work.  Every file I’ve uploaded has  

disappeared.  Catherine. [Hacking, Individual].  
 

Another example was Paul, who possessed a short and unique email address which would 

now be very hard to secure and he lamented the loss of it as a consequence of the attack:  

The other thing I was really annoyed about was I had to change my email  

address.  Paul. [Hacking and Denial of Service Attack].  

 

4.7 Health impacts  

The interviews highlighted health impacts as a consequence of victimisation in a small 

number of cases which were both physical and mental. These can overlap with some of the 

psychological impacts, but the clear distinction for this category was some form of more 

severe widely recognised physical or mental illness  

 

I think a lot of headaches and I took a lot of painkillers in those first few days.  

Yeah, I was hitting the painkillers, if I remember, and all the phone calls,  

everything going on, I was just all...like your head is just… Claire. [Hacking,  

Individual].  

 

Some victims had existing conditions which were exacerbated:  

 

To be honest, I suffer with my health anyway, I suffer with fibromyalgia, so it  
probably just made the pain a bit worse at certain periods of time, not  

knowing the outcome of things or the initial investigation. Sophie. [Hacking,  

Individual].  

 

I’ve got Crohn’s disease so that does get flared up with stress. Catherine. [Hacking, 

Individual].  

 

Several victims reported mental health problems as a result of the incident (or were 

exacerbated):  

 

…I did hit a bit of a rock bottom, yeah. Claire. [Hacking, Individual].  

 

Yeah. The doctor said I couldn’t cope with what was going on because my  

mind was racing, I didn’t trust anybody, I was going very withdrawn and  

literally within three months he doubled the dose and that’s stabilised me.  

Leo. [Hacking, individual].  

 



I was put on antidepressants.  Sam. [Hacking, individual].  

 

There were a very small number of interview victims that reported suicidal thoughts or 

actions. Their victimisation may have exacerbated existing mental health problems:  

 

Yeah, well, again because I have it as part of my condition, but there were…I  

remember the day I think that I was registered with the BNP and the EDL,  

because both of those are organisations that I despise, that really got to me,  

yeah, and I tried to kill myself three times that day. Wayne. [Harassment,  

individual]. 

 

You know, they pretty much put me…they very nearly put me in a grave, to be 

honest.  And I've been through, you know, a pretty shit time and worked very hard 

to be well after what happened in [name of country], really hard.  Patricia. [Multiple, 

individual].  

 

4.8 Secondary impacts  

 

A secondary impact that emerged from the interviews was damage to a person’s reputation 

as a result of the incident. Hacking and the leaking of personal information can damage the 

reputation of the victim, particularly if it involves sensitive personal information such as 

marital affairs, sexual preferences, pornography and political views. Alex was worried about 

the damage the perpetrator was doing to his reputation:  

One of my fears is that he would use the limited information he had about  

me to misrepresent me online, and I thought that the fact that he was  

pestering me for more than 12 months meant that he was a serial abuser.  

Alex. [Hacking, Individual].  

 

Patricia was also very worried about the damage to her reputation:  

And you would genuinely think…and the online stuff, I mean, it's very difficult  

to get work.  I've just finished a book [inaudible 0:43:04] which is the [name  

of book], and I have said to them, you're going to have to take my name off  

the front of there and [inaudible 0:43:18] because I cannot, you know, spend  

the rest of my days thinking that these arseholes are literally going to carry  

on doing what they're doing, you know. Patricia. [Multiple, individual].  

 

Leo decided not to seek re-election as a local councillor:  

Yes, it did affect my reputation because I was a councillor and former mayor  

up in the [location] area, and I was going to stand for election this year but  

because of what’s gone on if I stood for election this would be made public.  

Leo. [Hacking, individual].  

 

Sophie, whose boss hacked her email to decline a job offer with a rival firm, was concerned 

the incident would undermine her position with her new employer (which she still managed 

to secure):  

And of course, also with that, the fact that I knew my new employer, it  



made me feel even worse, because you know, he’d probably chosen me over  

and above other people,  because of our previous history, and then for him  

to be, in effect, let down so badly, before I’ve even started, that’s  

horrendous. Sophie. [Hacking, Individual].  

 

Reputation is important to the success of SMEs. Kathy, whose business email had been 

hacked in an account redirection fraud, reported significant reputational concerns:  

Well, you know, our name might have been smudged because the doctor  

[who paid to offender’s bank account] might then say, huh, [x Gas and  

Plumbing], bad experience, wouldn’t use them again. Yes, they did the work  
but it cost me five grand to have a new boiler put in. Because he paid once  

and it went to the fraudster, then he paid us again, so... Kathy. [Hacking,  

SME].  

 

She went on:  

No, but a lot of our business is by word of mouth, recommendations. And  

he’ll never deal with us again... Kathy. [Hacking, SME].  

 

Becoming a victim of cybercrime was very embarrassing for small IT businesses:  

 

Perhaps, well, certainly, from a professional point of view yes, you know,  

when you’re in the IT industry and you become the actual target, yeah, is…  

Mark. [Ransomware, SME].   

 

Mathew, who ran an online retailer, was very worried the hacking of his website might 

result in lost customers:  

But in the back of my mind for the whole time I'm thinking, are we going to  

lose any customers from this?  Going through the list of credit card  

information they'd sent us through that had been cloned from us some of our  

best customers' names are on the list.  So that was obviously at the back of  

my mind as well.  Mathew. [Hacking, SME].  

 

The hackers in Justin’s case linked his school’s website to a porn website:  

[the redirection] had quite a big impact in terms of pupils saw it, word got  

around to pupils.  So, lots of pupils were going on it, parents saw it, lots of  

them were, you know, for the next few days were contacting the  

headteacher with understandable concerns that this stuff had been, you  

know, accessible on a school-owned domain. Justin. [Hacking, SMO].  

  

5. Discussion  

There has been a tendency to consider crimes that do not involve financial loss and physical 

interaction with the offender as lesser offences. For example, in England and Wales only 

recently has the Sentencing Council revised guidelines to take greater account of the wider 

impact of online offences such as fraud on the victim and not just focus upon financial loss 



(Sentencing Council, 2014). It is interesting to note there are no specific guidelines for 

Computer Misuse Act offences yet. A clear finding from this research is that incidents do 

not have to be physical to do significant harm to the individual. This paper has shown there 

are some victims who experience very minor impact, where the offence is treated nothing 

more than a minor convenience. But most victims experienced a much more significant 

impact and some very severe impacts equivalent, and perhaps in some cases, even worse 

than physical crimes.  

This paper has identified eight categories of impact experienced by victims of computer 

misuse crime. They show an overlap with the impact identified by the ONS quantitative 

research and comparable offences such as fraud (ONS, 2020c; Blakeborough and Correia, 

n.d.). The research also identified feelings of violation and loss of digital possessions as two 

new categories of impact. Figure 1 below presents the different categories of impact 

identified in this research.  

Figure 1. Potential impacts of computer misuse crime 

 

  

The majority of the victims interviewed for this research experienced several of these 

different impacts. However, we must return to the caveat that this research is biased 

towards victims who reported incidents to the authorities who because of that were more 

likely to consider the incident serious. Although there were some victims who didn’t report 

or tried to report but were unsuccessful who also experienced significant impact (Husky 

and Sam for example). The ONS (2020c) data discussed earlier suggested many victims 

experience little or no impact with disruption being the most common, something this 

research also found. However, even based upon that data (assuming a million victims 

annually) there are hundreds of thousands of victims experiencing financial, disruptive and 

emotional impacts given the number who are victimised according the CSEW. There are 
also clearly a smaller number experiencing much more severe impacts. Another small finding 
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which deserves more attention from researchers is the impact on staff when organisations 

are the target of victimisation (such as Justin). The impact of computer misuse crime (and 

other crimes) on the staff of organisations that experience crime is an area in need of more 

research.  

 

6. Conclusion  

The findings from this research illustrate the significant and in some cases severe impact of 

computer misuse crime on victims. They serve to illustrate that computer misuse crime is 

not a trivial offence. Given that around a million individuals (excluding organisational victims 

too) experience this crime every year on conservative estimates there could be tens of 

thousands of victims each year experiencing severe impact in England and Wales each year. 

The cyber context does not mean it is any less serious than physical equivalents. The scale 

of these crimes warrants more research into them and much greater attention from the 

wider criminal justice system. Ultimately it is a crime of impact, of significant volume, which 

relatively little is known about.  

The findings should also prompt those providing services to victims and policy-makers 

concerned with this area to pay more attention computer misuse victims. The significant 

impacts many suffered should trigger appropriate support, which many at present have little 

chance of receiving. Beyond the scope of this paper, but findings from this project show 

services are under-developed in this area, something already well noted with fraud victims 

(Button and Cross, 2017). The findings from this paper should be taken as a starting point 

for further research and to help start build better provision for such victims.  
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