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Abstract 

This thesis examines how fostering a corporate security culture can help aviation organisations 

manage the increased complexity in the aviation industry and the resulting threats and risks. 

A corporate security culture is commonly understood as a general mindset encompassing 

technical, procedural and operational aspects. Security concerns, combined with a reluctance 

to consider the big picture and a socio-technical system’s perspective, may damage an 

organisation's financial position, strategic position, and reputation. The aim of this thesis is to 

formulate a comprehensive corporate security culture, explore and identify its influencing 

factors, enabling aviation organisations to adapt their security management accordingly. 

Initially, this thesis outlines the security environment in aviation, considering several 

approaches to assess corporate security. Based on this overview, key elements of corporate 

security culture are identified and brought together in a tentative, aviation-specific corporate 

security culture model.  

 

To test and develop this tentative model, semi-structured interviews were conducted with 15 

industry experts from one organisation. These experts were part of the management team, 

fulfilling various business functions across the organisation. A review of the interviews revealed 

three major themes, or golden rules, that brought together the empirical findings: raising 

awareness of potential threats, adhering to rules and guidelines, and an active acceptance of 

responsibility by employees. These three golden rules subsumed ten main rules and forty sub-

rules which can be understood as external influences. In addition, the thesis evaluated all 

internal factors affecting the assessment of a corporate security culture in terms of their 

relevance. The study showed that nearly all internal factors identified in the literature are 

essential in assessing corporate security culture. In addition, several external influences were 

identified which have not been examined in the existing literature, but which represent a critical 

theoretical and practical contribution to the aviation corporate security culture model. These 

external influences are the trends in aviation, the acknowledgement of rules and guidelines 

and individual experiences.  

 

In a final step, the thesis applied system dynamics theory to develop the tentative aviation 

corporate security culture model to identify which elements of the model can have the most 

influence on security culture. 
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1. Introduction 

While the catastrophic attacks of September 11, 2001 (henceforward 9/11) were not the first 

terrorist assaults involving aviation, they were the first that led to significant changes in the 

general approach to air transportation and, in particular, to aviation security management 

(Salter, 2007). The events of 9/11 also raised awkward questions about the reliability and 

security of global commercial air travel. Throughout the last two decades, aviation and the 

nature of “security” have undergone radical transformation (Irondelle, 2013). Today, aviation 

security standards have reached their highest level to date, with multiple layers of security in 

place, forming a robust and systematic security framework (Blalock et al., 2007). This 

transformation is best described as a broadening and a deepening of the security agenda, 

while aviation continues to be a streamlined, collaborative and data‐driven process (Paris, 

2001; Nowacki and Paszukow, 2018). The organisation and especially the management of 

commercial air transport consists of a complex, fragmented network of interdependent 

horizontal, vertical and lateral links between a multitude of actors and decision-makers, such 

as multiple levels of government, various companies, trade unions and contractors 

(McFarlane, 2020). It is not so much a hierarchy or organisation but a system consisting of 

social and technical components (Frederickson and LaPorte, 2002; Moynihan and Roberts, 

2002; Kirschenbaum et al. 2012a). However, a multi-layered system not only entails greater 

complexity, but also increases the number of people involved in the security process (Jackson 

and LaTourette, 2015). Organisations and their stakeholders thus play a pivotal role in 

countering terrorism and other security threats (such as espionage, cybercrime, theft and fraud 

etc.). A comprehensive, innovative security architecture is required for this role to be fulfilled. 

 

This holistic view of an organisation is mainly seen in the fact that, in addition to administrative 

procedures and policies, there are attitudes towards security that are difficult to regulate. 

Therefore, approaches to security management in aviation have transformed in recent 

decades, with the focus shifting from assessing the actual probability of individual risks to 

understanding the social and cultural contexts in which risks are both perceived and managed 

(Reason, 2008). Even though the above interdependent parties try to address every potential 

danger in order to mitigate as many risks as possible, human-mediated errors leading to 

security breaches still occur and might represent potential hazards which could cause 

immense damage to the aviation industry (McFarlane, 2017). Some factors which enable such 

breaches are inherent in the security system itself, as the approach to ensuring high reliability 

and reducing uncertainty is based on historical data and past experiences (McFarlane and 

Hills, 2013).  
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To this end, the aviation industry should no longer focus exclusively on protection and loss 

prevention, but also take the organisational context into account. Here, the coexistence and 

interaction of the new structural trends, which are multiple and multi-dimensional, with 

traditional security practices, which require new modes within the domain of security 

management, are highlighted (Irondelle, 2013). Hence, the aim of this thesis is to explore and 

examine relevant factors that give rise to, and shape, a corporate security culture in an 

organisation and, thereby, to support organisations in the aviation industry in assessing and 

enhancing their own security culture. An organisation with an enhanced overall awareness of 

its operating environment and risks may indeed enjoy a higher degree of reliability and security 

in aviation operations. The factors shaping and enabling what can be termed a security culture 

in aviation have not yet been investigated; without knowledge of these factors, it may be difficult 

to implement such a culture successfully. 

 

1.1. Relevance and scope of research 

According to the Institute for Economics and Peace (IEP) and the Global Terrorism Index (GTI), 

the average level of peacefulness in the world has deteriorated by 3.76 per cent since 2008 

(IEP, 2020; GTI 2020). The data shows that a variety of factors, especially in the last decade, 

are responsible for this. One key finding noted that while the overall number of deaths caused 

by terrorism has declined, the economic impact of terrorism has increased by 44.9 per cent in 

the last year. The main reasons for this, it said, were the increasing willingness of religious 

extremists to attack targets outside their country or region and far-right political terrorism, which 

has increased by 205 per cent in North America, Western Europe and Oceania over the past 

five years (GTI, 2020). Both underscore the challenges facing aviation. Today, most national 

and criminal threats are more diverse than in the aftermath of 9/11, are cyber-based or 

technologically facilitated, do not have a sole permanent geographical reference and are 

expected to grow (European Union, 2018; United Nations, 2021). Aside from major high-profile 

terrorist attacks such as 9/11, there are nearly eight terrorist attacks every day, causing up to 

18,000 fatalities a year worldwide (GTI, 2020; IEP, 2020). Unlike most organisations, airports 

and airlines are under constant threat as targets, from perpetrators ranging from disgruntled 

staff to terrorists (Kirschenbaum et al. 2012a). The threat of terrorism will continue to change 

and many of the above factors create a number of challenges (European Union, 2018). 

Terrorists are still managing to find new ways to exploit and expose system failures which are 

less visible and more strategic, with important company-related work being interrupted or 

destroyed as a result (Jore, 2019). In aviation, however, the biggest concern is that terrorist 

capabilities are challenging the ability of security management teams to detect the latest 

threats, as many terrorist attacks comprise a series of unpredictable actions overcoming the 

multiple layers of security in place (Reason, 1990). At the same time, due to the various 
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stakeholders, such as airlines, security personnel, passengers and, of course, policy makers, 

the speeds and flexibility with which administrative bodies respond to this unpredictable threat 

environment remains unknown (Gaan, 2016; Nowacki and Paszukow, 2018). These changing 

aviation threat factors, growing passenger numbers and limited resources demand a paradigm 

shift towards a truly risk-aware approach and collaboration between all stakeholders. For this 

reason, policy makers need to be aware of novel approaches to countering terrorism. 

 

However, recent social science research tends to suggest that security culture is still viewed 

primarily from a technical, military and economic perspective and remains close to the concept 

of safety (Baram and Schoebel, 2007; Pélegrin, 2013). In aviation security management, 

numerous studies have focused on operational and process issues, such as physical security, 

pre-employment screening, and safeguarding procedures. The majority of these studies have 

mostly focused on operational and technical solutions to defend security systems (Hopkins 

and Hale, 2002; Szyliowicz, 2004; Salter, 2008; Pélegrin, 2013; Olsvik, 2015). Perrow (1984) 

argues that the conventional engineering-oriented approach to ensuring security fails because 

the complexity of systems creates new categories of incident and, hence, failures become 

inevitable. The focus on standards, regulations and technical advancements weakens the links 

between the human factor and organisational factors in a system that comprises both human 

and technical elements, and failures in either of these human and technical elements may 

cause a severe crisis. The issue of effective security culture will gain in importance as modern 

aviation system networks become ever more complex. If this complexity is not effectively 

addressed by the organisational and cultural pillars of a robust corporate security culture, it 

may increase the likelihood of security breaches, harbour additional risks and, in the long term, 

harm businesses (Perrow, 1984, Brooks, 2010 Shahzad et al., 2012). 

 

Aviation, in the context of safety and security, is understood as a tightly knit system, often 

rigidly controlled by internal and external policies, procedures and guidelines (Nowacki and 

Paszukow, 2018). Internal policy requirements are often understood as company regulations 

and approved by the board of management (Macaulay, 2017). Often, company regulations are 

in turn derived from industry standards and are not legal rules or requirements, but often carry 

the same weight as regulations because they have been mandated by management. 

Organisations and employees operating in fields such as aviation are trained to adhere strictly 

to prescribed rules and procedures. Organisations define policies and procedures to outline 

how employees should behave to "do their part" for security. However, internal company 

regulations need to be drafted carefully if they are not going to have unintended consequences. 

The board of management needs to consider that security-related decision-making does not 

occur in a vacuum, but within the network of social relations that employees find themselves 
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in, and this is where internal security policies might cause friction (Kirschenbaum and Mariani, 

2012b; Becker et al., 2017). 

 

Based on these assumptions, more psychological models of cultural influences in aviation are 

required that include both observable and psychological aspects. The focus of these models 

should be on the development of “observable” security culture indicators and on the 

identification of common assumptions regarding security culture that arise in group contexts. 

Targeted optimisation of security culture should integrate both aspects and is highly dependent 

on the understanding of security culture (Baram and Schoebel, 2007). In addition to these 

institutional tools, the importance and extent of the influence of an organisation's culture on 

the security behaviour of organisation members are undisputed. While security management 

systems provide the "observable" structures, they also require a security culture that promotes 

the use of these structures. Therefore, a security culture is described as a holistic phenomenon 

whose behavioural effectiveness is reflected in both ‘observable’ indicators and ‘non-

observable’ indicators i.e., psychological characteristics. Based on the aforementioned 

circumstances, further development of the systemic view of security culture represents an 

expanded approach to policymaking. Therefore, the results of this work could lead to a new 

evidence-based policy framework that takes into account psychological and cultural factors in 

addition to the security management system components. With this knowledge and 

understanding, the dynamic terror developments mentioned above could be counteracted 

more proactively. In addition to considering security management as a management activity, 

the findings of this thesis may also be applicable to other industries that, like aviation, are 

characterised by a system made up of complex and tightly coupled components that are more 

prone to accidents and therefore place great value on stability, which could otherwise lead to 

major incidents involving many deaths (Perrow, 1984). Accordingly, the question of how we 

manage risk and security is a key topic of debate for policy makers and academics alike.  

 

1.2. Problem domain 

Security management in the aviation system is far more than merely a set of processes and 

procedures which are physically performed in an organisation, as Goglia et al. (2008) argue. 

Within the context of security management, an organisation represents a system which 

encompasses the activities of people who work to accomplish the organisation’s mission 

(Arendt and Adamski, 2011). In order to understand the fundamentals of a corporate security 

culture in the strictly regulated aviation system, it is essential to consider several additional 

perspectives.  
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The formulation of the concept of organisational accident by Reason (1990, 1998) provided a 

new perspective in accident research, especially in the aviation context. This concept fostered 

the perception that aviation accidents are not solely classified as being due to human error or 

technical failure, but due to a combination of multiple causes interacting with each other in a 

system (Reason, 1990, p. 61; Aliandrina, 2012). This also applies to the above consideration 

that corporate security should also be viewed as multi-layered system involving organisations, 

different stakeholders and the aviation security environment. Many failures within that multi-

layered system are a series of unforeseen failure paths that penetrate through all the layers 

relied upon to defend the system. According to Reason (2008, p. 10-11), these unpredictable 

error paths are a combination of two specific types of human-mediated errors that occur in 

socio-technical systems such as aviation. Here, Reason (2008, p. 10) distinguishes between 

active and latent errors. Active human-mediated errors are those that have an immediate 

impact on the operation of the system. For example, as Kirschenbaum (2012b) describes, 

airport security personnel fail to follow process procedures or violate them. In contrast, latent 

or hidden errors are errors which are not so obvious to the system. These are hidden in 

complex interactions with higher-level decision-making processes, poor system design and 

ineffective training programmes. Latent conditions can be identified and remedied before an 

adverse event occurs, therefore, understanding a system’s components and their interaction 

might lead to more proactive rather than reactive security management (Borodzicz, 2005). A 

corporate security culture that demonstrates awareness of these components and their 

interactions puts several measures in place: for instance, each employee understanding their 

role in defending against latent and active failures, adequate and continuous training, effective 

policies and procedures, confidential reporting programmes, and effective management 

decisions. These measures foster the comprehensive understanding of a system’s 

components and their interaction that can contribute to the proactive management of security 

and prevent latent errors.  

 

Indeed, most security failures result from human error or negligence, which, according to Smith 

and Wadsworth (2009), are in turn often caused by a lack of operational experience. People 

are influenced by their environment, and this environment affects cognition as well as 

behaviour and individual decisions, such as how employees perceive risks. According to 

Douglas and Wildavsky (1982), risk perception is a socially, or culturally constructed 

phenomenon known as cultural theory. The task of research in cultural theory is to investigate 

who sees what as being at risk, under what circumstances and in what way (cf. Douglas / 

Wildavsky 1982, p. 8). According to Mary Douglas (1982), the basic prerequisite is the 

assumption that risks do not exist objectively but are constructed on the basis of selection or 

attributed to a certain area. Risk is therefore never something that can be avoided absolutely 
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but is always present - depending on the type of selection made. This means that organisations 

are always exposed to certain risks and should take these fundamental insights from cultural 

theory into account, both to improve the handling of risks and to develop new ways of 

managing potential hazards in aviation more proactively.  

 

It is argued that a security culture, if governed at an organisational level, provides a method 

for understanding the risk management process in hazard operations which can be used to 

analyse the preconditions for many socio-technical disasters (Pidgeon, 1991; Dake, 1991a; 

Turner, 1991; Booth, 1993; Waring and Glendon, 1998; Borodzicz, 2005, p. 40).Culturally 

oriented approaches to changing security culture that develop a sense of shared purpose (e.g. 

understand and change the way people are trained, perceive and manage risks at all levels), 

and thus help identify and prevent unknown risks, need to be considered (Borodzicz, 2005; 

Johnson-Lenz, 2009). Therefore, security management in aviation, and the current risks and 

opportunities, cannot be properly addressed with a traditional focus limited to policies, 

processes and technology. Rather, there is a need for new interventions which change human 

awareness, attitudes and behaviour (Lacey, 2010). The purpose of this novel intervention is to 

professionalise corporate security culture through a deeper understanding of the social and 

organisational conditions and interactions under which security failures occur in socio-technical 

environments. While the literature has so far favoured approaches based on cost-effectiveness 

analysis, airport security personnel, portfolio analysis or technical security devices (Chatterjee 

et al. 2015; Stewart and Mueller, 2015; Heese, 2012), no theoretical or practical models exist 

which include the key attributes of an effective organisational security culture in the aviation 

sector. This thesis aims to help close this research gap. 

 

1.3. Research objectives 

This thesis aims to enhance the body of knowledge on security by identifying organisational 

factors that are important in the assessment of a security culture. One of the most important 

contributions of this thesis lies in the creation of a theoretical and practical base for aviation 

organisations to foster a security culture and the required attitudes and awareness. The thesis 

expands the understanding of corporate security culture as a substantial factor in socio-

technical systems in which unintentional and complex interactions between contributory factors 

can defeat the established security system (Reason, 1990; Pidgeon and O’Leary, 2000; 

Reason, 2008). Understanding an organisation’s ability to adopt norms, culture and beliefs is 

essential to constructing a corporate security culture and, in turn, determines an organisation’s 

capability to manage hazards (Turner, 1991). The central objective of the thesis concerns the 

contribution of a corporate security culture in aviation security management. The organisation 

under investigation is viewed from a socio-technical perspective in which the most important 
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decision-makers, the management team of the company, examine relevant factors of a 

corporate security culture. The aim of the thesis is to identify and analyse these factors in a 

systemic approach that attempts to illustrate specific interactions between these relevant 

factors. This systemic approach should strengthen the understanding of which factors are 

perceived by the management team as having the most influence on corporate security, in 

order to adapt the organisational structures and thus make a positive contribution to the 

organisational management of potential new hazards.  

 

Thus, the following objectives will be pursued: 

 

1. Generate a model reflecting senior management’s perceptions of relevant corporate 

security culture factors for an airline in order to identify potential hazards that may be 

based on interactions between these factors. 

2. Identify and rank crucial influences on the corporate security culture of an airline based 

on the opinion of senior management. 

3. To define the impact of factors relevant to senior management in the organisational 

structures of an airline. 

 

1.4. Research questions 

In order to accomplish these research objectives, one primary research question and two sub-

research questions have been formulated: 

 

Primary research question: 

RQ1: What are the most important factors of a corporate security culture for senior 

management to foster and embed a robust corporate security management within an aviation 

context? 

 

Secondary-research questions: 

RQ2: How does senior management assess the influence of current and future security threats 

on the corporate security culture? 

 

RQ3: How does senior management assess the fit of a corporate security culture within the 

wider organisational culture?  

 

1.5. Research methodology 

In order to identify the most relevant factors of a corporate security culture, a qualitative-

empirical research method will be used. The research project is intended as a cross-sectional 
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study (Saunders et al., 2009). Based on a literature review, the core factors determining a 

robust security culture are identified and a model is designed. The validity and utility of this 

model will then be determined by exploring its components and propositions in semi-structured 

interviews. The respondents will be experts within the aviation industry who can offer expert 

knowledge and feedback on the framework. The model will be altered and refined as 

necessary, based upon the outcome of the interviews. The modified model will then be 

distributed to other qualified experts within aviation. The research methodology will be outlined 

and discussed in detail in Chapter Six.  

 

1.6. Thesis structure 

Chapter Two introduces the aviation landscape, drawing on recent literature on aviation 

security, flight safety, and international safety and security standards.  

 

Chapter Three discusses the literature on organisational accidents and human error and 

relates this work to socio-technical system principles. Chapter Four examines High Reliability 

Organisations (HRO), specifically in an aviation context. Afterwards, the thesis attempts to 

define corporate security culture on a theoretical basis. In addition, the chapter examines the 

challenge of embedding security culture within an overarching corporate culture and discusses 

the significance of security culture for an organisation and its assets.  

 

Chapter Five develops a tentative model of security culture and outlines the rational for 

applying System Dynamics in this thesis. 

 

Chapter Six discusses the methodological choices made in this thesis, introduces the study 

design and the method of data collection, and outlines the steps of collecting, processing and 

analysing data. In addition, the chapter lays out the quality criteria applied to this research and 

the measures taken to ensure that these criteria are met.  

 

Chapter Seven presents the empirical results. Based on these results, Chapter Eight identifies 

the key factors influencing corporate security culture and these factors’ reciprocal interaction. 

Furthermore, the Chapter Eight discusses the insights gained with regard to their implications 

for research and for the aviation industry. In addition, Chapter Eight applies system dynamics 

in order to systematise the research findings and transform them into more tangible outcomes 

for practice. These research outcomes are used to adjust the tentative model and to evaluate 

its potential as an instrument for managing security culture complexity.  
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Chapter Nine summarises the findings and outlines the limitations of the research and, partly 

based on these limitations, recommends avenues for further research.  
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2. The aviation landscape – a literature review 

In less than 100 years, the aviation sector has developed from a novel and adventurous mode 

of transportation to one of the safest forms of long-distance mobility (Budd and Ison, 2017). 

This is especially true for Western countries as airlines are held to high safety standards by 

national and international authorities (EASA, 2021; European Parliament, 2021). The 

overarching objective of standardisation is to prevent accidents and to protect human life.  

 

Therefore, the aviation industry has established a complex system to categorise and manage 

an increasing number of threats that might harm organisational assets and the likelihood of 

their actual occurrence (risks). Threats and risks both form part of this systematic approach, 

the aviation industry differentiates between safety and security and develops specific 

procedures and regulations on the basis of this distinction. The following sections define the 

concepts of safety and security in aviation and delineate their differences and overlaps. 

 

2.1. Safety in aviation 

In aviation, safety is defined as a mechanism protecting against human and technical failure 

caused by arbitrary or non-intentional events such as natural disasters and human or system 

errors (Holtrop and Kretz, 2008, Elias et al, 2008); the concept of safety thus implies that a 

safety breach is accidental (Freyer, 2011; Reniers et al., 2011). The term safety refers to the 

result of all measures preventing loss or injury in an aviation context (Guldenmund, 2010). 

Aviation is highly regulated with regard to safety, and several sets of standards have been 

ratified by legislative bodies and are thus binding for airlines. One major complementary 

outcome of the standardisation process is the commonly accepted Safety Management 

System (SMS). The SMS contains legally binding fundamental principles yet allows for 

flexibility of implementation depending on an airline's fleet size and business model. However, 

these individual variations are ratified by national legal bodies before their implementation. The 

SMS defines a series of organisation-wide processes that proactively address hazard 

identification, safety reporting, risk management and performance measures in order to 

provide an effective risk-based decision-making framework that improves general safety 

performance. However, the principles of SMS are based on learning from past experiences so 

that past accidents or incidents can be avoided in the future by creating formalised processes 

and structures that help prevent them (Peterson and Bjørnskau, 2015). According to 

Guldenmund (2010), SMS is valued in aviation at the highest level possible, which would 

suggest that a healthy safety culture would be second nature in such a safety-conscious 

industry. According to the International Civil Aviation Organization (ICAO) (2012), safety 

culture describes the commonly held perceptions and beliefs of organisation members 

pertaining to public safety and can influence members' behaviour. A sound safety culture relies 
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on a high degree of trust and respect between personnel and management and must therefore 

be created, and supported, at the senior management level. However, it is not yet known how 

the implementation of these previously mentioned systems and tools influences the attitudes 

of employees, specifically their attitudes towards unsafe acts and behaviours. Nevertheless, 

aviation safety management is a form of organised risk management that takes the specific 

characteristics of the aviation industry into account and addresses its risks, such as engine 

failure, fatigue, weather conditions, and misunderstandings. These risks result from operations 

within the aviation system and can therefore be considered internal. Here, the term "internal" 

refers to damage resulting from operations which involve flying an aircraft. This is one of the 

characteristics that distinguishes them from the security risks discussed in the next chapter.  

 

2.2. Security in aviation 

The concept of aviation security addresses individual intentions to cause harm. Actions 

performed for potentially unknown motivations, such as terror attacks, bombings, and 

hijackings, are termed unlawful interference in the industry (Reniers et al., 2011; Price and 

Forrest, 2016). As the use of the term interference implies, security risks are commonly 

associated with external threats. The concept of aviation security encompasses security in the 

aviation system as a whole, including, but not limited to, aircraft and airports. Criminal acts 

against aviation security can be traced back to the 1930s, with the most significant being the 

9/11 attacks (Duchesneau and Langlois, 2017). According to aviation security literature, the 

events of 9/11 mark a major change in civil aviation in terms of security standardisation (Budd 

and Ison 2017). The majority of the research has identified an increase in sophistication in 

attacks on aviation, leading to more precautionary policies and practices in the sector (Hopkins 

and Hale, 2002).  

 

In the literature, aviation security has yet to be given the same degree of attention as aviation 

safety, while the differences between aviation security and safety, specifically the higher level 

of uncertainty in security matters and the procedural and structural differences between safety 

and security assurance need to be taken into account. One approach to creating a security-

specific framework that addresses these differences is the Security Management System 

(SeMS) developed by international civil aviation organisations. The objective of SeMS is to 

provide a standardised, risk management-driven framework for integrating security measures 

and awareness into daily operations and the culture of an aviation organisation (Civil Aviation 

Authority, 2018). A SeMS aims to enable an organisation to identify and address security risks, 

threats, gaps, and weaknesses in a consistent and proactive way. A SeMS guides 

organisations to meet the internal quality control provisions of articles 12, 13, and 14 of EU 

regulation EC 300/20081. However, a SeMS is implemented on a voluntary basis, as is the 
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top-to-bottom culture, starting with the acceptance of the executive board. Coughlin et al. 

(2002) argue that the interconnectedness of the aviation system and its numerous participants 

require an appropriately high level of security to be guaranteed throughout the entire air 

transportation system. Such an industry-wide approach is manifested in the SeMS. According 

to Salter (2007), a SeMS introduces a template for an organisational reorientation towards a 

security culture by requiring the definition and implementation of policies, procedures, roles, 

and responsibilities. However, Szyliowicz (2004) points out that security is subject to a much 

higher degree of uncertainty than safety because criminal threats to aviation are difficult to 

quantify. The reason for this is that, in the security environment, the individual procedures and 

processes related to flying an aircraft have a minimal or no degree of standardisation. 

However, taxonomies of aviation security measures exist. Figure 2.1 categorises security 

culture as one measure among many others to increase aviation security.  

 

Figure 2.1: Measures of aviation security 

 

Source: own illustration based on the German Federal Ministry of Transport and Digital Infrastructure; for 

abbreviations please see page XI. 

 

Based on the applicable national and international regulations, the German Federal Ministry 

of Transport and Digital Infrastructure sets framework conditions for safe and sustainable civil 

aviation in Germany, enabling the smooth operation of air traffic in Germany and ensuring the 

safe operation of German air carriers. It represents German interests in international bodies 

and organisations. As a member of the International Civil Aviation Organization (ICAO), 

Germany is obliged to implement a safety management system. 
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The Federal Ministry of Transport and Digital Infrastructure categorises measures according 

to their area of impact, hence highlighting the scope as well as the extensiveness of aviation 

security. According to the Ministry, a security culture is a set of beliefs, values and practices 

which determines what is to be regarded as a danger and how this danger should be 

countered. The role of culture in security is highlighted by the increase in flexibility in the 

industry which has made it possible to respond more quickly to new information about aviation 

security threats. However, organisational principles that may further the overall development 

of a security culture in the aviation industry are largely absent from the above illustration. It can 

be assumed that the inclusion of organisational principles aimed at the formation and 

maintenance of a security culture in regulations and guidelines by authorities and policymakers 

could contribute to the overall security of the aviation system and, as a consequence, to the 

entire system’s value. In addition, including organisational principles aimed at creating a 

security culture would enhance the proactive approach to managing new emerging security 

threats. Coughlin et al. (2002) point out that the need for new approaches should be addressed 

by both regulators and security providers so that aviation security improvements can be 

implemented efficiently and effectively. In order to arrive at a holistic understanding of security, 

the next section will highlight major differences and commonalities between aviation security 

and safety. 

 

2.3. Aviation security and safety: differences and commonalities 

As stated above, aviation safety and security are both interpreted as legally required, mutually 

independent functions operating in parallel. They both encompass elaborate operational 

activities with the objective of safeguarding individuals and property and guaranteeing the 

unhindered economic functioning of the aviation industry (Dahlstrom and Dekker, 2008).  

 

Aside from these commonalities, there are also differences between aviation security and 

safety. According to Holtrop and Kretz (2008), safety risks are estimated with regard to their 

consequences and probabilities, whereas security threats are analysed by exploring their 

consequences, the vulnerabilities exploited by them, and the attractiveness of potential targets.  

Even though both safety and security procedures and regulations pursue the same 

overarching objective, i.e., to avoid damage and maintain aviation operations, their 

organisational and functional implementation is based on different types of authority. In 

aviation safety, international and national governmental agents, together with pilots and 

technicians, hold considerable authority and legitimacy, which are manifested in the SMS. This 

means that in an organisation such as an airline, authority is reflected in the functional structure 

of the hierarchy; the more critical a task or activity is for the survival of the system, the more 

power the person in charge of that task or activity has and the higher this task is located in the 
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functional hierarchy of the organisation (Salthe, 2012). Furthermore, the performance of 

security tasks is anchored in regulations, compliance with which is overseen by persons in a 

high hierarchical position. Thus, one could assume that sets of rules such as SeMS have a 

strong strategic position within the system. This seems logical as vulnerabilities to security 

threats and risks can be comprehensive and unpredictable. For this reason, security should 

be given the same attention and strategic relevance as safety. However, due to the different 

requirements of safety and security, the functional structures of aviation security also need to 

be organised differently from those of aviation safety. A study by Pettersen and Bjørnskau 

(2015) found little evidence that structures for managing security and developing protection 

are based on organisational principles. In other words, in order to strengthen the framework 

that enables effective airline security management, it is necessary to understand the 

organisational imperative: an organisation’s overall goal to commit to corporate security by 

directing employees to work together to accomplish tasks necessary to reach this goal. This 

understanding can only be obtained through approaches that depart from the focus on 

structures and processes that have dominated aviation safety literature so far. Instead, it is 

necessary to analyse an organisation’s willingness to contribute to aviation security and, 

thereby, to evaluate its own structure and its ability to develop a corporate security culture. 

Hence, this research project attempts to establish which factors of organisational culture may 

enhance an organisation’s security culture and, by the same token, have a positive impact on 

the organisation at large. By taking a more strategic and comprehensive approach to security 

culture, this thesis aims to contribute to quality and consistency in aviation. The following 

section will lay the groundwork for considering security culture as a central component of 

aviation industry organisations by examining legal standards of aviation security and their 

implementation.  

 

2.4. Aviation security legal standards and their industrial implementation 

For many years, the aviation industry has been dominated by a rather reactive approach 

focusing on protection and loss prevention. Nowadays, the aviation system’s focus is gradually 

changing to include a more pro-active approach and to enable businesses to function more 

effectively (Salter, 2007). This section discusses aviation security practices as a necessary 

step towards analysing organisational principles within the industry. Thus, this section does 

not aspire to provide a comprehensive description of security practices. Instead, it will 

concentrate on outlining the way security procedures, guidelines, and processes are generally 

defined and implemented. The major advisory organisation in the aviation industry is the ICAO, 

which develops aviation security policies through addenda to Annex 17 of the Convention on 

International Civil Aviation. The ICAO is a specialised agency of the United Nations, whose 

190 member states accept the agency’s international civil aviation standards, policies, and 
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recommendations for practice, known as Standards and Recommended Practices (SARP). 

Aviation security accepts, and follows, ICAO guidance internationally; hence, the agency’s 

aviation security policies are generally mirrored in each country’s standards and regulations 

(ICAO, 2019). As previously mentioned, aviation security regulations offer significant benefits 

in terms of preventing and mitigating accidents and incidents and form the basis for the SeMS 

created by the industry and supervised by the ICAO. Many researchers and industry experts 

have criticised the re-active risk management-based approach taken by the ICAO to adjusting 

its SeMS (Salter, 2007). They argue that risk management deals with a much higher level of 

uncertainty and, therefore, needs to be highly flexible, while aviation organisations require 

stability and consistency to provide security (Salter, 2008). Risk management is therefore not 

an appropriate approach to aviation security. Hudson (2001) argues that facets of aviation 

safety and security culture should not be viewed separately from safety or security 

management systems. The reason for this is that safety and security culture and safety and 

security management have evolved based on legislation and business-driven needs for safety 

and that therefore any categorical separation would be misleading. The SeMS offers a 

guideline for organisations to reorient themselves towards establishing a security culture 

through frequent self-assessment and by employing processes, roles, and responsibilities. 

This does not necessarily imply a pro-active approach. Instead, the ICAO’s outline of security 

culture in SeMs can be interpreted as a consequence of the basic conditions under which the 

aviation industry operates (Nævestad et al., 2018). However, the ICAO has not defined the 

precise steps, procedures, and factors that should be considered when developing a security 

culture.  

 

2.5. Summary 

Chapter Two has established that the majority of aviation security measures are based on 

strategies of anticipation. Thus, they often focus on preventing the intervention of factors which 

recent severe security incidents have shown to be a source of harm and threats. Such factors 

are partly inherent in the security system itself as the approach to ensuring high reliability and 

to reducing uncertainty is based on historical data and past experiences. Reactive 

adjustments, therefore, remain a necessity in the current structure of the aviation security 

system (McFarlane and Hills, 2013). In addition, Heese (2012), discussing the effectiveness of 

an organisation’s SMS and SeMS, shows that the strength and maturity of a safety and security 

culture depend on regulations, procedures, and processes. In contrast to the principles of 

aviation safety, security principles and the way they are implemented lower the degree of 

functional authority and flexibility. This is the case because regulations and rules force aviation 

to pursue security by way of precisely defined standardised routines. Within aviation security, 
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local organisational norms are perceived as less binding than international regulations, whose 

breach is penalised, even if this is due to circumstantial restrictions.  

 

According to Reason (2008, p. 61), these administrative controls form a major part of any 

hazardous system’s defence. Boksberger (2011) argues that the tight regulation prescribing 

standardised solutions to security problems indirectly restricts the search for sources of 

security failures, impedes problem-solving processes, and prohibits necessary adjustments.  

Furthermore, the regulating international and national authorities do not seem to consider how 

these technical components (e.g. rules, processes and procedures) interact with the human 

factor. The studies by Kirschenbaum et al. (2012a, 2012b), for instance, which explain security 

policies and compliance in the aviation system, should be considered at this point. In addition, 

Karimbocus (2015) doubts the sustainability of this system and encourages its reassessment 

as well as revisiting established practice. Several studies show that new ways need to be 

explored to move away from a reactive and repetitive implementation of baseline measures 

towards a more proactive form of security management (Straub and Welke, 1998; Grobler, 

2010; Gandotra et al., 2012; Maurer and Cole, 2014; Cui et al., 2018). Needless to say, 

traditional aviation security methodology fails to adequately address the high level of 

unpredictability. Furthermore, the aviation industry experiences a much higher risk of security 

breaches from an off-airport environment, which also implies an even higher level of 

unpredictability. Thus, policy makers and managers are confronted with the reality of a whole 

host of unknown threats in safety and security management (Salter, 2008). This dilemma 

results from the difficult-to-solve contradiction between organisations’ need for stability and 

consistency and the required obligation to take decisions in the face of uncertainty. It is 

necessary to assess if standardised security frameworks are capable of meeting the 

challenges faced by companies in a volatile 21st-century environment (Brooks and Corkill, 

2014). In order to mitigate the contradiction between regulation-based approaches and the 

stability they afford on the one hand and flexible approaches on the other, aviation 

organisations need to integrate security in their internal organisational culture, and this, in turn, 

requires a more holistic view of such organisations (Karimbocus, 2015). Such a holistic view 

can bring the interconnectedness of regulatory and flexibility-based approaches to the fore, 

thus quantifying, and potentially solving, the contradiction between external controls 

(prescribed rules, processes and procedures) and internal controls (classification of 

organisational behaviours considering the natural variability of human action) (Reason, 2008, 

p. 62). Further support for a more conciliatory view of the co-existence of flexibility-based, 

cultural approaches and regulation-based approaches to safety in systems can be found in 

studies by Mary Douglas (1978) and James Reason (1990). These findings support the 

arguments in this thesis and emphasise key practical elements that are essential in capturing 
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a corporate security culture. Based on this, the next chapters will consider what is understood 

by a system in the aviation and organisational context, which interactions the human factor 

generates and influences in highly regulated systems and which essential elements of cultural 

principles might bring together components of organisational principles.  
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3. Organisational accidents and human error - a system's perspective 

As mentioned above, in terms of safety and security, the aviation industry is understood as a 

tightly coupled system which tends to be rigidly controlled and illustrates the existence of many 

actors and the resulting interactions between them. Some of these interactions can be sources 

of certain threats that attack and weaken the system, causing organisational accidents. In order 

to better understand these interactions and their consequences, it is first necessary to take a 

closer look at the concept of what a system, especially a socio-technical system, consists of 

and what characteristics it possesses. Afterwards, this chapter will outline the principles of 

organisational accidents and human error.  

 

3.1. Socio-technical system principles 

Socio-technical systems theory is probably the most extensive body of conceptual and 

empirical work focusing on employee engagement and work design today (Appelbaum, 1997). 

Initially developed at the Tavistock Institute of Human Relations in London, this approach to 

designing work has spread to a large number of industrialised countries in a rapid time. The 

first contributions to socio-technical theory by Emery and Trist (1965) and Cherns (1986) 

concerned approaches to workplace and work system design. Socio-technical system design 

is based on the principle that an organisation or a work unit consists of a combination of 

coordinated and integrated human and technical activities and that it is not restricted to its 

environment (Emery and Trist; 1965; Cherns, 1986). Since the social and technical elements 

need to work together to accomplish tasks, work systems produce both physical products and 

social/psychological outcomes. Here, the foremost problem lies in the design of the work so 

that the two parts produce positive outcomes; this is called joint optimisation (Appelbaum, 

1997). This contrasts with traditional methods that design the technical component first and 

then adapt the people to it. Such methods result in mediocre performance at a high level of 

social cost. 

 

Within the organisational context, the social system designs a work structure which provides a 

sense of belonging, meaningfulness and responsibility for organisational outcomes and is 

usually sensed through the organisation’s culture, norms and behaviour patterns that develop. 

(Hackman and Oldham, 1980 p. 82; Harvey and Brown, 1992, p. 50; Cummings, 1994, p. 269). 

This concept plays an important role in understanding how the corporate security culture 

interacts with and influences the social system and its different system components. This 

results in a work structure which creates a relationship between employees and the 

organisation’s technology. Generally, this includes the equipment and methods utilised to 

generate both products and services as outputs (Cummings, 1994). Therefore, one system 

should operate at the expense of the other (Appelbaum, 1997). The fact that systems are 
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embedded in their external environment but can also be influenced by it plays an important 

role in achieving system goals. This fact was recognised by Emery and Trist (1965) and 

underlines the importance of organisations being understood as "open socio-technical 

systems" (Cummings, 1994). This is because changes in the external environment exert 

influence and must be adapted by the organisation in the least disruptive way. Therefore, it is 

necessary to consider both the social and technical requirements of the system in detail (Emery 

and Trist, 1965). 

 

In an aviation context, operating organisations are increasingly dependent on tightly coupled, 

highly sophisticated networks of security layers consisting of processes, procedures and 

guidelines. Due to their inherent complexity alone, these systems become vulnerable to failure 

- and while failure may be predictable, its nature and mechanisms are not. As mentioned 

above, the threats and risks environment in the aviation industry has undergone a great 

transformation and terror attacks are becoming more diverse as terrorists continue to discover 

a variety of new ways to exploit and expose system failures (Reason, 1990; European Union, 

2018; United Nations, 2021). Therefore, from a comprehensive security perspective, it is 

necessary to investigate beyond the impact of a first-order event and instead strive to 

understand the disrupted behaviours of a complex "system of systems" (Little, 2004). 

Therefore, making these systems inherently more resilient and reliable requires more than 

sophisticated engineering and technology or preventing individual failures - complex socio-

technological systems consist of critical human and institutional elements that need to be 

integrated into design and operational procedures (Appelbaum, 1997; Little, 2004), making the 

system as robust as practicable in the face of its human and operational hazards (Reason, 

2008). In relation to the human factor in socio-technical systems, Reason (1990, 1998) 

introduced a new perspective on organisational accidents which differentiated degrees of 

human error by applying a person-based and a system-based approach. Considering these 

differences has significant practical implications for managing the ever-present risk of 

organisational errors (Reason, 2008). 

 

3.2. Organisational accidents in relation to human error 

The person-based approach focuses on the errors and procedural violations of individuals 

working on the front line of aviation, such as check-in agents, security screeners, pilots, and 

crews. Failures are considered to arise from the forgetfulness, inattention, or lack of motivation 

of these employees. Associated countermeasures include poster campaigns, different 

procedures, or disciplinary sanctions in order to reduce unwanted variability in human 

behaviour (Reason, 2008). Nevertheless, the person-based approach to understanding 

corporate security culture has serious shortcomings. Adherence to this approach would likely 
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hinder the development of a more proactive security culture in aviation, as human interactions 

with organisational factors remain unconsidered. 

 

In contrast, the system-based approach takes into account the basic assumption that human 

behaviour is fallible and that mistakes are inevitable, even in the best-performing organisations 

(Reason, 2008). In the system-based approach, errors are not seen as a cause, but as a 

consequence of upstream factors such as recurring error traps in the workplace or 

organisational processes that cause errors. Therefore, countermeasures in security 

management should consider the conditions under which people work, rather than the human 

factor itself. The central debate here is to understand how and why protective defences have 

failed, rather than who or what is to blame. Developing a comprehensive understanding of how 

failures occur and what effect they have, with a system-based approach, reveals indications 

as to what interactions constitute or influence a corporate security culture. For this reason, a 

holistic approach should be taken which considers the employees, their tasks and the 

organisation as a whole. 

 

As stated, the aviation industry employs many layers of defence to protect potential victims 

and organisational assets from hazards (Reason, 2008, p. 218). It is important to take a step 

back and investigate errors from different perspectives. Many of these layers have a technical 

or human nature and depend on procedures and administrative controls. For the most part, 

they are very effective, but vulnerabilities continue to occur. The implementation of redundant 

components can increase the reliability of a security-critical system function because if a 

component fails, its function is taken over by a redundant component. However, an 

increasingly redundant system design also results in increased system complexity, and in turn 

in new, possibly unpredictable interactions (Perrow, 1984). Hence, although a system may 

consist of reliable individual components, it cannot necessarily be classified as secure in its 

entirety, since security is primarily understood as a system property (Leveson, 2011). In 

particular, the widely accepted model of error causation by James Reason (1990) of the so-

called "Swiss cheese model" illustrates that errors have various causes, and their occurrence 

is linked with various events and factors. Therefore, errors and accidents can only be 

understood on the basis of the complex interaction in an organisational structure. Factors 

which increase errors penetrate the gaps in the system like holes in Swiss cheese. Usually, 

this can only occur if the holes are lined up across many layers for just enough time to create 

an accident opportunity leading to an undesired event or damage which occurs at the end of 

the error chain (see Figure 3.1). Ultimately, the goal is to identify these security gaps - to find 

or reduce the holes in the Swiss cheese - and thus create a system of overlapping security 
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levels to avoid an undesired event. Again, the model clearly identifies the focus on the cause 

of an error instead of solely exploring the effects. 

 

Figure 3.1: The Swiss cheese model 

 

Source: Reason (2008). 

 

The Swiss cheese model does not attempt to predict the likelihood of particular types of 

accident but uses extensive practical experience to point to system functions that, when 

damaged, are often associated with the occurrence of incidents and accidents. This clearly 

has significant practical value. It is valuable because it illustrates that accidents have complex 

causes and because it highlights the impact of factors that might otherwise remain hidden. 

However, the model is insufficient for accident analysis. As the Swiss cheese model focuses 

on barriers rather than hazards, the model can be regarded as representing the view that it is 

more efficient to prevent accidents by strengthening system barriers than by removing causes. 

In addition, the Swiss cheese model does not provide a more detailed approach of 

understanding how the multitude of functions and entities in a complex socio-technical system 

interact and are related to each other. Therefore, models of 'human error' and organisational 

failure need to be complemented by what might be called a socio-technical or systemic 

accident model. This does not detract from the Swiss cheese model's value as a 

communication tool, but it may limit its use in analysis and as a tool for proactive measurement. 
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With regard to organisational accidents, Reason (1990, 2008) classifies errors in security 

defences in terms of their origin: active or latent. Active errors, therefore, occur at the exact 

point of contact between the human and the system (human-machine interface). Usually, these 

active errors are obvious and have a direct impact on the integrity of defences. Active errors 

include, for example, turning off the wrong button and causing an immediate catastrophe 

trigger, as in Chernobyl 1986. The cause of latent failure usually lies in the top management 

of an organisation, such as wrong strategic decisions involving resources or unfavourable 

structural conditions. Therefore, latent failures are introduced into the system and often remain 

hidden at the systemic level (resident pathogens) with no immediate consequences. Usually, 

they lie dormant in the system until they trigger a system failure in combination with local 

factors, such as active failures. Hence, latent errors encourage the emergence of active errors. 

In contrast to active errors, whose specific forms are often difficult to predict, latent errors can 

be recognised and corrected before an undesired event occurs. Understanding this enables 

proactive rather than reactive risk management (Reason, 2008). 

 

The occurrence of an incident or accident is thus explained by the combination of active and 

latent errors as well as other factors that promote errors. This relationship can be understood 

as an error chain. In particular, communication and team errors, organisational deficiencies 

and weaknesses in the corporate culture of the organisation play a decisive role in the causes 

of errors. Only when knowledge of the errors and process deviations is established can similar 

and succeeding problems be prevented in the long run. The understanding of these 

organisational error causes should therefore speak against a lenient attitude, but rather 

encourage a proactive attitude that is reflected in a corporate security culture. The next chapter 

will examine the concepts and importance of corporate security and define it accordingly.  
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4. The concept and importance of corporate security culture 

This chapter will work towards a precise evaluation in order to correctly place this thesis 

thematically within the aviation security spectrum. In the beginning, the concept of security 

and, consequently, the concept of corporate security will be examined and defined in more 

detail. Against this background, the exact scope of this thesis will be explained in relation to 

aviation security. In addition, this chapter reviews organisational culture and identifies relations 

and conditions that promote and enhance corporate security culture. Furthermore, corporate 

security culture is discussed in the context of High Reliability Organisations (HRO). 

Subsequently, relevant corporate security models will be examined and discussed in 

connection with aviation security and flight safety, and the aviation-specific concept of "just 

culture". Finally, the challenges for the development and implementation of a corporate 

security culture in aviation will be discussed. 

 

4.1. The concept of corporate security 

Over the last century, the term 'security' has undergone several definitions; from its original 

philosophical definition, to the understanding of a nation state's integrity, to concepts of security 

that also encompass peace, human rights and social cohesion. Today, the meaning of security 

also includes concepts such as societal security, human security, international security and 

homeland security (Rothschild, 1995; Baldwin, 1997; Aly, 2013; Jarvis and Holland, 2014; 

Jore, 2019). Defining 'security', however, is not a simple task and many studies have attempted 

to define the concept of security. The many dimensions and diverse applications of the term 

'security' mean that there are different ways of approaching or examining the term, such as 

national security, public security and private security, to name a few (Brooks and Corkill, 2014). 

As a result, a long-running debate continues on the understanding and dimensions of security, 

as there is no broad common consensus on a clear definition for the concept of security and 

its meaning (Manunta and Manunta, 2006; Brooks, 2010; Griffiths et al, 2010; Degaut, 2015; 

Jore, 2019). Thus, security cannot be considered to be a singular concept, as the definition 

depends on the context (Brooks, 2010; Fontaine et al., 2007). 

 

As mentioned earlier, the primary security objective in aviation is to protect passengers, and 

this objective is primarily pursued through both security and hazard management to ensure 

that the organisation reliably controls known risks and complies with all security obligations. 

This means that security is undoubtedly one of the most important concepts in aviation 

(Degaut, 2015). With regard to sub-chapters 2.2. and 2.4., mandatory regulations and laws set 

by international authorities are enforced at the operational level in aviation with the help of the 

SeMS. While security practices, procedures, policies, a high level of compliance, and the 

acknowledgement of security threats and attempts at categorising them reflect the importance 
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the industry places on security, aviation security management tends to focus on security at the 

operational and micro-levels rather than on strategic and corporate areas (Buczynski, 2011). 

One reason could be that security regulations in European aviation are not built on trust or 

interpretation, but are fixed, absolute and focused on preventing the introduction of dangers 

and target hardening on the basis of known problems and threats detected in the last serious 

security incident (Mueller and Stewart, 2012; Pettersen and Bjørnskau, 2015). However, 

security regulations and the way they are governed do not allow aviation organisations any 

degree of functional authority and flexibility. The regulations only allow for standardised and 

detailed routine ways of achieving security. The remaining question, however, concerns the 

extent to which these operationally oriented regulations, laws and guidelines, which are 

intended for actual flight operations, reflect organisational principles within the aviation system 

(in this case an airline). It can be assumed that organisations within the aviation system are 

exposed to similar security risks, but that the existing aviation security measures cannot fully 

address organisational characteristics (with their formal and informal structures, economic 

goals and diverse stakeholders) and therefore neglect them as such. In order to conduct this 

discussion within the aviation-specific framework of this thesis, the concept of corporate 

security must be examined more closely.  

 

From a practical perspective, corporate security protects an organisation's valuable assets with 

a clear operational function that involves protecting personnel, information and assets from 

harm (Fischer and Green, 2004, p. 37; Brooks and Corkill, 2014). In addition, corporate security 

is also the area in which the leader exercises control and responsibility for the organisation 

and effectively governs through security (Fischer et al., 2008). Furthermore, Smith and Brooks 

(2013, p. 25) explain that corporate security is more than just written procedures, setting shift 

schedules, responding to an incident or submitting an annual budget. In the case of corporate 

security and from an organisational perspective in aviation, security management involves 

risks that are less controllable (Petersen, 2014). Due to developments in terrorism, uncertainty 

about who, what, how and when an attack might occur means that, in some cases, the incident 

is not visible to the organisation. Therefore, corporate security also represents a risk-mitigating 

process that prepares for, adapts to, resists and recovers from threats. Based upon the above 

outlined characteristics by Fischer and Green (2004), Fischer et al. (2008), Buczynski (2011), 

Mueller and Stewart (2012), Smith and Brooks (2013), Brooks and Corkill (2014), Petersen 

(2014) and Pettersen and Bjørnskau (2015) the term corporate security can be defined as 

follows for the purposes of this thesis: 

 

Corporate security culture is understood here to be an integrative approach in which corporate 

interests are aligned with the aviation security environment. Furthermore, corporate security is 
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recognised as acting in an environment involving multiple stakeholders and socio-technical 

system, which, in addition to corporate principles such as profits and reputation, also takes the 

socio-cultural characteristics of corporate management and employees in the different 

business functions into account to better manage threats and minimise risks in a 

comprehensive manner. This means that corporate security goes beyond traditionally 

regulated aviation security aspects and, also takes socio-cultural aspects into account to 

identify system vulnerabilities. Corporate security also describes the prevention of potential 

danger points to ensure the continued existence of the company. The author essentially agrees 

with the previous definitions of corporate security. However, due to the focus of this research, 

two essential components are added to the definition. Firstly, corporate security is understood 

as an integral part of the aviation security management system. Secondly, the consideration 

of socio-cultural aspects of employees is explicitly emphasised and thus expands the 

previously defined characteristics. 

 

However, Ruighaver et al. (2007) note a lack of consensus on how corporate security should 

be analysed as part of a larger organisational culture and how it should be defined and 

conceptualised on this basis. Antonsen (2009) argues that the huge, ever-increasing number 

of studies on security culture has yielded few insights into how cultural influences may improve 

or influence security. The importance of cultural influences is stressed by Helmreich et al. 

(2001), who maintain that organisations need to comprehensively understand cultural 

influences on their operations in order to devise effective security measures. The main aim is 

to enhance organisational culture in order to establish robust safety and security cultures within 

the larger organisational culture (Hale 2000; Haukelid 2008, Antonsen 2009). According to 

Hale (2000), Haukelid (2008), Antonsen (2009) and Guldenmund (2016), studying safety and 

security management tends to include research on organisational cultures. Again, today’s fast-

changing threat environment, with its particular volatility in the aviation domain, calls for more 

progressive, proactive, and value-adding security management in organisations (Smith and 

Brooks, 2013). An effective corporate security management operates not only at an operational 

level, but also at a tactical one; to improve performance and create tangible benefits for the 

organisation (Smith and Brooks, 2013). Langston and Lauge-Kristensen (2002) explain that 

strategic security management mediates between the routine (the operational) and proactive, 

dynamic action, and that this necessary element of strategy justifies the emergence of security 

studies as a professional discipline in its own right. Researchers such as Sherman et al. (2014) 

and Schulte and Hallstedt (2018) report that organisations have come to realise a greater 

interdependence between their threat or risk portfolio and the way they do business. This 

interdependence may enhance, or challenge, an organisation’s “licence to operate” as its 

operations can produce risks that otherwise would not exist. As a result, security threats should 
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be addressed in a direct, comprehensive manner to manage them effectively. One approach 

to address and, hence, manage security threats is rooted in an understanding of organisational 

culture. A review of organisational culture, as conducted in the following sections, can identify 

relations and conditions that promote and enhance corporate security culture. 

 

4.2. Corporate security culture as part of organisational culture 

This section analyses the concept of corporate security culture and its relationship with 

organisational culture to establish the groundwork for further discussions.  

 

Accelerated technological development and the increasing complexity of systems demand 

increased security efforts at both the technical and the organisational level. Security culture 

has become an increasingly important topic, particularly in industries with a high level of risk 

potential. Despite its widespread and frequent use, the term 'security culture' still lacks a clear 

definition and theoretical foundation (Guldenmund, 2016). According to Antonsen (2009), this 

is a serious shortcoming for two reasons: aside from the lack of a theoretical basis to define 

what security culture means and how it relates to other aspects of the organisation, the 

question of how culture influences security remains partly unanswered. Security culture is 

mainly considered to be an informal part of security in organisations, with this informal part 

referring to unwritten rules regarding behaviour as well as group decisions (Bouwhuijsen, 

Claes and Derde, 1995; Keesing, 1981; Antonsen, 2009; Guldenmund, 2016). The term culture 

was first used in relation to safety in the 1970s in a sociological report on man-made disasters 

(Turner, 1991). It was only after the Chernobyl disaster that the term 'security culture' gained 

greater significance. In this context, the term was repurposed to describe failing organisational 

circumstances. Culture is created where people interact and achieve something together. A 

culture is never fully formed, but emerges through daily interaction between individuals 

(Smircich, 1985; Martin, 2002; Le Coze and Wiig, 2013). In contrast, Hudson (2001) and 

Guldenmund (2016) argue that culture is also embodied by the values, norms, meanings, and 

beliefs that enable people to understand their world, work in it and influence behaviour 

(Guldenmund, 2016). Overall, however, there is a consensus that security culture should be 

understood as a holistic and integrative concept that involves not only the behaviour of the 

members of an organisation itself, but of all members of a system in a holistic sense: individual 

organisational members, work groups, organisational properties and units, specific 

organisational environments, such as regulators, and technology. Therefore, security culture 

should be seen as an aspect of organisational culture in which security is reflected as a critical 

factor in the norms, values, attitudes and behaviour of the members of an organisation. 
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In this context, with reference to the research questions, we must consider how security culture 

and organisational culture influence each other. In order to situate the term 'security' in a social 

context, many researchers refer to characteristics of an organisational culture (Schein, 2010; 

Malcolmson, 2009; Da Veiga, 2016; Lim et al., 2010). The term 'organisational culture' 

originates from social anthropology, where it emerged in the early 1970s. Although there is no 

consensus on the definition of the term, many definitions have common elements. According 

to Schein (2010):  

 

“Organisational culture is an array of shared basic assumptions learned by a group as it 

solves its problems of external adaptation and internal integration, which has worked well 

enough to be considered valid and, therefore, to be taught to new members as the correct 

way to perceive, think, and feel related to those problems". (Schein, 2010, p.18) 

 

Organisational culture thus describes attitudes and behavioural norms of people such as 

“shared patterns of meaning” and “shared values and beliefs that interact with organisational 

structure” (Schein, 2010, p. 25).  

 

According to Schein (2010), the process of developing culture is similar to the process of group 

formation and the formation of a group identity. The shared patterns of thoughts, beliefs, 

feelings and values are the result of common experiences and learning. Without a group, there 

is no culture and conversely, according to Schein (2010), without shared assumptions, there 

is no group, merely a collection of people. Culture is always a feature of groups rather than 

individuals (Hopkins, 2018, p. 37). This means that there is no "one" culture within an 

organisation, but different cultures can emerge, as interaction takes place at all organisational 

levels and employees possess different individual backgrounds and experiences (Bourrier, 

2005). To explain the relationship between culture and other aspects of an organisation, 

reference can be made to Boudreau and Newman's (1993) triangle of social reality (see Figure 

4.1). The model is a valuable contribution as it describes the interplay of culture, structure, 

processes and behaviour in the context of organisations from which a particular social reality 

is constructed. It is assumed that these three aspects interact with each other and therefore 

form the entire reality of an organisation, helping employees achieve a desired level of security 

(Antonsen, 2009; Guldenmund, 2010). Both researchers use this model to link organisational 

structure with security culture. Therefore, it can be assumed that security is influenced by 

organisational structure and social interaction.  
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Figure 4.1: Triangle of social reality 

 

Source: own illustration adapted from Guldenmund (2010) 

 

The first factor to be explained in more detail is organisational structure. According to 

Whittington and Pany (2004), it can be defined as "the division of authority, responsibility of 

duties within organisational members". Primarily, the structure comprises the formal framework 

of an organisation that defines how activities are carried out and by whom (Hopkins and 

Weathington, 2006). The coordination of activities and communication within the organisation 

can be facilitated by an efficient structure (Gudykunst, 1983; Mintzberg, 1983; Kuss et al., 

2012). The second factor in the model relates to culture. According to Guldenmund (2010), 

culture is understood as the basic assumptions, the underlying tacit beliefs within an 

organisation. For instance, management beliefs are reflected in the organisational structure 

and thus also influence underlying hierarchical levels (the working level). The third factor 

describes processes and procedures as patterns of activities that can be divided into higher-

level processes, core processes and supporting processes (Guldenmund, 2010). In higher-

level processes, specifications are developed, such as guidelines or strategies. These are 

translated as "actual outputs" in core processes, which are influenced by supporting 

processes.  

 

A further and central point in the model is found in the "behaviour" factor. An organisational 

goal here is the complete integration of security into the structures and procedures of the 

organisation and thus enables organisations to handle uncertainties well. Künzler (2002) 

defines this as a competence-promoting security culture, based on a proactive promotion of 

safety and reflection on values and basic assumptions. However, in a highly regulated 

environment such as aviation, where security management sets guidelines at all levels, 



29 
 

employee behaviour might not necessarily correspond to lived practice. The reason for this 

may be that employees are not properly qualified, or the beliefs of a group do not align with 

the structure of an organisation. It is vital to recognise that organisations are composed of 

complex and interdependent groups of decision-makers. Safety management and security 

management can control employee behaviour and, conversely, employee behaviour 

determines the effectiveness of safety management and security management. Prescribed 

processes can be perceived by many employees and managers to be time-consuming and too 

bureaucratic if they have little to do with "real business". This increases the likelihood that 

control routines and regulations will be implemented carelessly and without regard to their 

purpose. Hence, compliance with rules and security decision-making processes are 

interwoven in a complex set of social and psychological factors (Kirschenbaum and Mariani, 

2012b; Kirschenbaum et al., 2012c). Another essential aspect is reflected in the fact that 

culture is not only a matter of specific beliefs, but also about collective practices that depend 

on organisational structures and systems. The concept of "culture theory" by Mary Douglas 

(1978) should be considered here. This theory, which analyses risk perception from a cultural 

theory perspective, states that the risks which a culture considers to be hazards and those 

which it ignores are specific to each culture. Risk perception is thus a collective phenomenon, 

where cultures pay attention to some hazards and overlook others. Douglas and Wildavsky 

(1982) draw connections between various forms of social organisations and perceptions of 

risks. The basis of cultural theory is Douglas’ grid-group typology, hence, depending on 

whether an individual participates socially and which groups one belongs to, one will focus on 

different kinds of risks. The above-mentioned studies by Kirschenbaum (Kirschenbaum and 

Mariani, 2012b; Kirschenbaum et al., 2012c and Douglas and Wildavsky (1982) make a 

significant contribution to the thesis and will therefore be discussed in more detail in the course 

of this paper. 

 

This section proposes that organisations do not act according to strictly rational principles, 

where problems are systematically analysed and solved to achieve the most beneficial 

outcome. Several authors emphasise that actions are also based on non-rational aspects 

(Antonsen, 2009; Reniers et al., 2011; Korovessis, 2015). Due to the fact that organisational 

structure and employees influence each other, the culture of an organisation should not be 

considered in isolation from the organisational structure or processes. Moreover, a holistic 

approach is required, with security culture playing a crucial role in the successful practical 

implementation of theoretically mapped safety/security management (Guldenmund, 2010). 

Alhogail and Mirza (2014) consider security culture to be an integral part of organisational 

culture because creating a security culture means that the existing organisational culture 

becomes more security-conscious as a result. 
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Given the above definition, organisational culture influences the behaviour of employees and 

that of the entire organisation, and this clearly has implications for security (Guldenmund, 

2016). According to Reniers et al. (2011), security culture is a necessary ingredient of general 

organisational culture. Therefore, security culture is present in all facets of a company. It is 

therefore plausible to assume that an organisation’s security practice is facilitated and directed 

by its organisational culture (Tang et al., 2016). However, an increase in security awareness 

involves changing individuals’ behaviour and attitudes (Okere et al., 2012). Such a change 

may also require an analysis of the current organisational culture to identify the aspects that 

demand significant attention to drive the transition (Alhogail and Mirza, 2014). According to 

Korovessis (2015), the culture to be established should cultivate an awareness of security 

issues and provide the knowledge required to respond appropriately to security-related 

problems. Korovessis (2015) identifies the lack of awareness of security issues as one of the 

most significant causes of security incidents. For the present work, it seems very important 

that both the informal (employees’ behaviour, values, attitudes, perceptions) and the formal 

(organisational structure, processes, procedures) parts of an organisation have to be 

considered together and not in isolation from one other. 

 

In summary, the above-discussed research contributions interpret security culture as an 

integral part of organisational culture. It seems clear that the literature assumes a link between 

culture and the application of security. The following section aims to frame this connection with 

a higher degree of accuracy to underline the interrelation between organisational and security 

culture and in doing so to enable cross-organisational comparisons. As security is of particular 

importance in high-reliability industries, and the concept of security, therefore, occupies a 

central position within these industries’ discourses, the section will define the concept of 

corporate security culture with reference to other high-reliability industries.  

 

4.3. Exploring high-reliability organisations (HRO) with recourse to define corporate 

security culture  

As mentioned above, latent conditions can be identified and remedied before an adverse event 

occurs and understanding this leads to a more pro-active approach to risk management.  

According to Reason (2008) and Weick and Sutcliffe (2016), the concept of High Reliability 

Organisations (HROs) is often mentioned in connection with security culture, its assessment 

and offers important models for what constitutes a resilient system. This sub-chapter analyses 

how security-conscious organisations continuously recognise small errors and disruptions, 

avoid gross simplifications, are sensitive to operational processes and have a high degree of 

flexibility. HRO’s illustrate a prime example of a systems-based approach as they are not 

immune to adverse events but understand the need to enhance the system’s resilience 
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(O’Rourke, 2007; Reason, 2008). Accordingly, Weick and Sutcliffe (2016) describe five 

principles of high reliability organisations, which in turn allow us to draw conclusions with 

respect to corporate security culture in aviation. The term corporate security will be defined 

based on these findings. 

 

First, the essential core features of an HRO need to be characterised. According to Weick and 

Sutcliffe (2016), HROs have five main characteristics. The first characteristic is a high degree 

of attention to errors and surprises in an HRO. HROs are characterised by continuous reporting 

of failures, systematic and thorough analysis and a special focus on near accidents. They also 

investigate weak signals of failures that may indicate major failures in the system. This means 

that strategies are used in HROs to highlight failures that should not occur under any 

circumstances in order to learn from them. Every deviation and surprise are used as 

opportunities to learn about the state of the overall system. Surprises are an indication that the 

system is functioning other than that which is expected. The second characteristic is an 

aversion to simplification. In specific terms, this means that HROs understand their world as 

complex, volatile, and unpredictable. Therefore, teams are assembled that have diverse 

experience and are sceptical of broad generalisations. This is to counteract the tendency to 

seek the known in new situations. Accordingly, teams are composed in an interdisciplinary way 

so that events are always viewed from different perspectives. This differentiation leads to a 

more detailed picture of possible consequences, which in turn leads to more diverse prevention 

measures (Weick and Sutcliffe, 2016). The third aspect is an awareness of operational 

processes. This means that an HRO's horizon of action is operational and situational rather 

than strategic. In this context, it is assumed that employees who have a keen sense of 

situations enable continuous adjustments. This makes it possible to prevent errors from 

accumulating and enables deviations to be identified and restricted at an early stage. At its 

core, this principle is about employees recognising what they are actually doing, regardless of 

intentions, task descriptions or plans (Weick and Sutcliffe, 2016). HROs strive not only to act 

with foresight, learn from mistakes and acquire diverse perception, but also as the fourth 

aspect to be as flexible and resilient as possible. HROs develop the ability to recognise, limit 

and recover quickly from inevitable mistakes (Wildavsky and Dake, 1991). Flexibility is based 

on a combination of recognising errors early and keeping the system running through 

improvisation. These forms of flexibility require that employees know the technology, the 

system, their colleagues and themselves very well. The fifth aspect is respect for professional 

knowledge and skills. HROs attach great importance to diversity within the organisation. The 

reasons for this are twofold; diversity in terms of respect for professional knowledge and skills 

increases the ability to interpret complex situations and to use the perceived complexity to the 

organisation's benefit. Decisions are subsequently made at the operational level, and 
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employees who have the greatest expertise have the necessary decision-making authority 

(Weick and Sutcliffe, 2016). An essential element of an HRO is the availability of information. 

HROs use the perceptual potential of each employee to form a comprehensive picture of a 

situation. Weick and Sutcliffe (2016), for instance, see the success of HROs in acting mindfully 

and organising themselves in such a way that the unexpected can be noticed ahead of time. 

In order to live such practices, respect and trusting working relationships, a guilt-free 

atmosphere, redundant functions and open mutual information are necessary (Barrett, 2006; 

Arnoldi, 2009). In order to be able to assess which indications might be relevant, all employees 

are encouraged to develop a solid understanding of the overall context (Hudson, 2007). 

 

According to Weick and Sutcliffe (2016), all of the above-mentioned principles of an HRO are 

linked to a security culture, as culture is described as a specific mindfulness-oriented attitude. 

Thus, culture is a key element in all actions to ensure mindfulness in dealing with the 

unexpected. The extent to which culture is taken into account in a security and high-risk 

environment and the concepts of security culture are explained in more detail in the following 

sub-chapter.  

 

4.4. Concepts of corporate security culture 

In order to understand the concept of security culture, this section first looks at concepts of a 

safety culture. The concept of safety culture is relatively new and despite its frequent use and 

popularity, there are still theoretical and methodological shortcomings surrounding the term. 

The first concepts of safety culture were developed after the Chernobyl incident in 1986 and 

were investigated by, among others, Pidgeon and Turner (1986), Pidgeon (1988), and Turner 

and Toft (1988). These concepts were then applied in the first safety culture research and 

assessments associated with the nuclear industry. In the 1990s, safety culture developed in 

other industries, such as railways, health care, maritime, manufacturing, and aviation. Since 

the 1980s, several scholars, such as Zohar (1980), Petersen (1996) and Cooper (1998), have 

explored safety culture and have developed new standards, methods, and tools in order to 

shape norms and define key indicators of safety culture. For instance, the primary danger 

within the domain of nuclear safety is seen in radiological risks that affect individuals and the 

environment; these are caused by human error, equipment failure, and internal events such 

as a fire, or external events such as natural disasters (Gandhi and Kang, 2013). The IAEA 

defines nuclear safety as “the achievement of proper operating conditions, prevention of 

accidents or mitigation of accident consequences, resulting in protection of workers, the public 

and the environment from undue radiation hazards” (IAEA, 2007).  
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As previously discussed, similar concepts are applied in an aviation safety environment. 

However, in recent years and, in particular, since 9/11, the Fukushima Daiichi nuclear disaster 

in 2011 and other terrorist incidents, the issue of nuclear power plant security (as opposed to 

safety) and security within the aviation landscape have moved to the fore. The IAEA defines 

nuclear security work as aiming to “prevent, or detect and respond, to intentional malicious 

acts involving radioactive substances or directed against facilities or activities where such 

substances are used’ (IAEA, 2019). With respect to the maritime sector, in a study on the 

relationship between residual security risks and security investments for maritime port facilities, 

Talas (2010, p. 18) defines security as the “absence of and/or the perception of the absence 

of threat to port facility assets, cargoes and the ship-port interface from unauthorised acts”. 

These definitions are at least similar to the concepts of aviation safety (in part determined by 

legal authorities, which force businesses to prioritise safety), and of aviation security. Aviation, 

sea transport, and the nuclear sector are, according to their definitions of security culture, 

vulnerable to intentional illegal acts in their transport networks and activities and within their 

industries’ companies themselves. What the two industries have in common is that, on the one 

hand, they involve goods and assets worthy of protection and are confronted with very similar 

threat environments and developments: from conventional threats to sophisticated attacks. 

Therefore, both Talas (2010, p. 18) and the IAEA (2019) address the same loopholes in the 

security value chain. In the field of aviation security and flight safety, this means that the most 

valuable asset to be protected, the passenger, must be considered in every step of the security 

value chain. Loopholes in this chain should be identified and closed using appropriate 

measures well before the passenger boards the aircraft. 

 

All three HRO industries, i.e. the nuclear, maritime, and aviation sectors, categorise and 

structure safety and security in a nearly identical fashion. There seems to be a common 

understanding of safety and security on an operational and daily business level. There is, 

however, a lack of research on corporate security culture with regard to the nuclear, maritime, 

and aviation sectors. LaPorte (2006) assumes that the measures taken by HROs to defend 

their operations from external forces may affect the structures, values, and learning practices 

within the organisations themselves and, hence, their organisational culture. In order to 

evaluate this assumption and its implications for corporate security more closely, the following 

paragraphs will discuss general literature on security culture.  

 

According to Piwowarski (2016), security culture is influenced by three factors: the individual; 

the social; and the material. Piwowarski’s idea is inspired by Alfred Louis (1876–1960), an 

American anthropologist who identified three components of culture: the material, the social 

and the ethical. On this basis, Piwowarksi (2016) considers security culture to consist of 
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material and nonmaterial elements handed down as a legacy and to constitute an autonomous 

defence of persons or entities. The goal of security culture is to control emerging threats 

effectively, facilitate recovery from situations in which security has been breached, increase 

multilateral understanding of security, and encourage self-improvement and development on 

an individual and group level. Piwowarksi’s (2016) assumptions are broad and are not limited 

to one specific industry. Instead, they support a holistic understanding of security culture, 

potentially providing valuable insights into the field of security. However, in order to be 

accepted by industry experts and officials and to facilitate further research, the elements 

defining security culture need to be precise and specific.  

 

This view is supported by Schein (2010), who conducted a study investigating different 

industries in order to establish a common definition of security culture. Schein (2010) finds the 

definitions to be largely industry-focused and to ignore the similarities of security and safety. 

Moreover, he argues that well-accepted, research-based concepts of organisational culture 

have not been included in, or considered by, definitions of security culture. Against this 

background, it appears sensible to focus on attempts to understand security culture and its 

constituent parts at a basic, yet systematic level. Both Schein (2010) and Piwowarski (2016) 

have identified pillars and dimensions of a security culture. This does not amount to a definition, 

but these dimensions and pillars provide a path towards a definition of security culture. Such 

an attempt is presented by Reniers and Dullaert (2007), who distinguish between three 

dimensions of security culture: people, procedures, and technology. ‘People’ represents the 

way employees and other stakeholders think about security and manage security issues; 

‘Procedures’ encompasses measures such as policies and strategies that serve to protect the 

security of a business and ‘technology’ refers to software and hardware which safeguards the 

business from unlawful interference.  

 

Figure 4.2 illustrates the dimensions of security culture identified by Piwowarksi (2016) and 

Reniers (2010).  
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Figure 4.2: Security culture dimensions 

 

Source: own illustration based on Piwowarksi (2016) and Reniers (2010). 

 

As outlined above, Piwowarksi (2016) and Reniers (2010) attempted to identify the core 

elements of a security culture. Reniers (2010) himself argues that most businesses lack an 

integrated and sufficiently defined security culture. This may be because security culture and 

its components are an under-researched subject (Peterson and Bjørnskau, 2015).  

 

Malcolmson (2009) states that there is no commonly acknowledged, practice-oriented 

definition of security culture, a finding confirmed more recently by Gillen and Morrison (2015). 

Based on several previous studies, he derived the following non-industry-specific working 

definition of security culture:  

 

“Security culture is indicated in the assumptions, values, attitudes and beliefs, 

held by members of an organisation, and behaviours they perform, which could 

potentially impact on the security of that organisation, and that may, or may not, 

have an explicit, known, link to that impact” (Malcolmson, 2009).  

 

Neither Piwowarksi’s (2016) nor Reniers’s (2010) contributions nor the definition developed by 

Malcolmson (2009) are industry-specific and they do not yet provide a definition for security 

culture in the aviation sector. They nevertheless provide a basis for further work towards a 

generally accepted definition of security culture in a specific aviation context as well as an 

understanding of security culture’s intersections with corporate culture at large. 
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The term 'security culture' is in the process of becoming a ubiquitous term which everyone is 

free to interpret differently, from the cognitive characteristics of organisational members to a 

broader, systemic view that looks at the organisation as a whole. This includes individual 

organisational members, work teams, organisational characteristics and domains, technology 

and the organisational environment. However, there is a growing consensus that security 

culture is a holistic and integrated concept. The absence of a definition of security culture is 

further exacerbated by the difficulty of distinguishing security culture from general 

organisational culture. Within the domain of HROs, it seems obvious that there are several 

practical definitions of security culture, all reflecting industry-specific influences and 

characteristics. However, the majority of security culture characteristics may also apply to 

organisational culture in general. As previously mentioned, security culture can be regarded 

as a dimension of organisational culture at large and as consisting of the same cultural 

components. This implies that organisational culture and security culture concepts share 

identical characteristics. The assessment of security culture must go beyond the analysis of 

artefacts and expectations. As culture refers to socially shared fundamental beliefs that 

influence attitudes and behaviour as previously mentioned, the assessment of security culture 

should not be limited to individual mindsets, but should include different dimensions, elements 

and groups. Qualitative, quantitative and contextual tools should be used and complement 

each other. As security culture is based on a common framework of action, the assessment 

techniques used should be tailored to the respective organisation and groups. However, 

resorting to general notions of corporate culture fails to do justice to the particularity of security 

culture. After all, security culture considers threats and risks that are global and volatile in that 

they change rapidly and continuously and can therefore only be forecast with wide margins of 

error, as Kertai-Kiss (2015) explains. The extent to which the specific features of security 

culture highlighted by Kertai-Kiss (2015) and other macro-environmental issues are considered 

in current security culture literature will be discussed in the next section.  

 

4.5. Corporate security culture: an overview  

The focus of this section is the assessment of corporate security culture standards. Before 

discussing research findings specific to the aviation industry, this subsection also identifies 

general frameworks and best practices related to understanding the development of corporate 

security culture. As noted in the previous chapter, the concept of security culture is difficult to 

define in universal terms, as most definitions are very much related to a specific industry and 

tend to reflect an ideal security culture. This presents a challenge for organisations in 

structuring and implementing improvement plans. An alternative approach is to consider 

multiple or different levels of security culture development. This approach is two-pronged: 

assessing the current security culture at each level of organisational development and defining 
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the underlying behaviours and practices that can help develop and improve the prevailing 

security culture. Two models have proven useful in this context Reason (1990) and Hudson 

(2007). Both models support efforts to improve security culture in many high-risk industries 

and could therefore be a good basis for assessing and developing security cultures. As the 

models include the elements of the safety and security management systems, the models 

could promote the basic idea of developing a security culture through small, targeted steps at 

each level.  

 

4.5.1. Components of security culture according to Reason (1990) 

According to Reason (1990,1998), security culture development is a process of collective 

learning, as security culture consists of a number of elements and processes that interact with 

each other and contribute to improvement. According to the model (see Figure 4.3), security 

culture comprises five components: a reporting culture, a just culture, a flexible culture and a 

learning culture. These components work together in order to create an informed culture, which 

is synonymous with the term security culture (Reason, 1998). 

 

Figure 4.3: Security culture according to Reason 

 

Source: own illustration based on Reason (1990) 

 

According to Reason (1990), the best and possibly the only way to deal with poor performance 

in an organisation is to collect the right data (Reason, 1990). This means developing a security 

information system that captures information from incidents and near misses. In addition, 

regular preventive reviews of the system are conducted, analysed and their results 

disseminated. All these aspects are part of an informed culture in which those who operate the 

system have the human, technical and organisational information that determines the safety 
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of the overall system. For an organisation to report errors effectively, it is necessary to develop 

a reporting culture, an organisational climate in which people are willing to report their errors 

and near misses (Reason, 1998). The effectiveness of the reporting culture, in turn, depends 

on how the organisation deals with blame and punishment. A blame-free culture is neither 

realistic nor desirable, as blanket impunity for all unsafe acts would not win the trust of 

employees. Reason (1990, 1998) states that a just culture requires an atmosphere of trust 

where employees are encouraged to report important security-related information. In order to 

create this culture, a clear line must be drawn between acceptable and unacceptable 

behaviour. In a flexible culture, there is a shift from the traditional hierarchical model to a flatter 

process structure where control is passed on to the experts. Once the event or accident is 

managed, the organisation switches back to the hierarchical model. This adaptability is a key 

characteristic of HROs (Reason, 1998). Finally, an organisation must have a learning culture, 

i.e. the willingness and competence to draw the right conclusions from its security information 

system and the willingness to initiate major changes when required. Schein (2010) also 

emphasises the importance of organisational learning. A learning culture is based on a shared 

assumption among members that learning is something positive to invest in and that learning 

itself is an important skill. Successful learning is highly dependent on receiving feedback and 

having sufficient time to reflect on and analyse the impact of feedback. In addition, it is also 

important to try out new methods and receive feedback on them. 

 

4.5.2. Components of security culture according to Hudson (2007) 

For a general approach, Hudson (2007) suggests a continuum of security culture development 

in which organisations move from having no security culture to an advanced culture as found 

in HROs (Rochlin et al., 1987; Weick, 1987). According to Hudson (2007), the development of 

a security culture can be divided into five stages: pathological, reactive, calculative, proactive 

and generative (see Figure 4.4). This type of cultural progression attempts to describe the 

development and thus a path from no or little security culture to an advanced culture. Hudson 

(2007) states that it is impossible for organisations to move directly from the reactive to the 

proactive stage without going through the calculative stage. Furthermore, Hudson (2007) 

emphasises that the first and arguably most crucial step towards implementing an exemplary 

security culture is the explicit support and commitment of top management. 
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Figure 4.4: Maturity of security model 

 

Source: own illustration based on Hudson (2007) 

 

At the first level of development, pathological, security is seen as costly, and the aim is to keep 

this expenditure as low as possible. In addition, education and training are seen as a necessary 

evil, and the primary concern is to comply with legal requirements. In the reactive stage of 

development, preventive maintenance requires investment and cost compliance is a key 

element. For example, after accidents, resources are made available for possible education 

and training. However, these decrease again over time. At the calculating level, the premise is 

that incident prevention processes are important, and that management is consciously positive 

about security towards employees. However, decisions and actions do not always match what 

is advocated. At the proactive level, it is assumed that employees accept safety audits and 

workplace analyses out of their own self-interest. In addition, a limited degree of non-

compliance by the organisation is accepted. At the generative level, information about hazards 

is provided without fear at all hierarchical levels. In addition, there is a high level of trust in 

employees to recognise situations where compliance needs to be questioned. There is a high 

level of commitment and diligence. 

 

According to Hudson (2007), the development of a security culture is mainly triggered by 

legislation. However, it is assumed that aviation in particular is able to develop a security 

culture without external legal pressure. This would suggest that aviation can be considered to 

be at the highest, generative stage of development. Hudson (2007) states that organisations 

that are at the highest level of development do not primarily focus on meeting regulatory 

requirements. Furthermore, Hudson (2007) states that security culture can only truly exist at 

the proactive and generative level. At the levels below, security culture can only be described 
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as a formal or superficial structure but is not an integral part of organisational culture (Hudson, 

2007).  

 

Both models illustrate a consensus that security culture can be developed to varying degrees 

(Lardner et al., 2001; Guldenmund, 2010, Weick and Sutcliffe, 2016). However, the models do 

not provide information about what interventions that lead to an improvement or promotion of 

security culture actually look like. Specifically, this means that there is a lack of clarity about 

how the different levels of security culture maturity are achieved. Based on the work on 

organisational culture by Schein (1992) and the two models by Reason (1990) and Hudson 

(2007), a concept that encompasses several levels is increasingly favoured. However, these 

levels basically refer to the described levels of maturity of a security culture. As previously 

outlined, security culture is a comprehensive concept consisting of individual security 

measures at strategic, management and individual levels. In the context of security 

management, these individual security measures are combined into a management system 

(SMS and SeMS). A general criticism of the concepts of Reason (1990) and (Hudson, 2007) 

is the lack of integration of security culture into an overarching management system. 

Understanding this integration as a component of security management activities can 

contribute to a broader understanding and conceptualisation of security culture. In the context 

of achieving maturity levels, good change management should be accepted by staff as both a 

critical element and an appropriate measure for organisational change, transparency and 

innovation. Understanding security culture in terms of "managing uncertainty" helps 

organisations move away from implicit assumptions and norms to ultimately promote secure 

action. 

 

On the other hand, Schein (1992) indicates a central interplay of "observable" (i.e. artefacts, 

behaviour) and "unobservable" (shared beliefs) features of a security culture. The behaviour-

determining core of an (organisational) culture is defined as a pattern of shared basic 

assumptions. However, employees are usually not aware of these basic assumptions of an 

organisational culture; they perform their actions "as a matter of course". In this context, Hale 

(2000) highlights the fostering of the connection between the basic assumptions that emerge 

in social groupings and security-oriented behaviour. Reason's (1990) and Hudson's (2007) 

models of security culture focus on observable indicators rather than psychological aspects. 

Schein (1992) focuses more on the identification of behavioural and socially shared basic 

assumptions of a security culture that emerge in the group context. A targeted optimisation of 

security culture should integrate both aspects and is strongly dependent on the understanding 

of security culture (Goncalves Filho and Waterson, 2018).  
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For this reason, psychological models of cultural influence are needed that provide a sound 

analytical insight into a security culture. Different components play an essential role: attitudes 

and motivations of employees, informal norms, social and group norms, cognitive aspects such 

as learning processes and individual risk assessment need to be considered (Goncalves Filho 

and Waterson, 2018). Understanding this may help better predict and manage the effects of 

change processes (Olive et al., 2006). In parallel, organisations need an idea of how they 

define security-conscious behaviour for themselves and what organisational framework 

conditions should be in place to support such behaviour. However, both of these aspects of a 

security culture are difficult to generalise; they should be adapted to the specific conditions of 

a security culture. Based on the literature findings, the following subsection examines more 

practice-oriented models that are based on the concepts of Reason (1990) and Hudson (2007). 

In general, the comprehensiveness of the models is examined with an emphasis on how the 

interactions of the individual components are taken into account at the different organisational 

levels. On the other hand, attention is paid to the extent to which psychological and cultural 

influences are considered, based on Schein (1992). 

 

4.5.3. Comprehensive models to approach security culture  

There are a large number of studies examining different approaches to, and models of, security 

culture. A summary of leading security culture studies is presented in Appendix iv. These 

commonly accepted studies have originated within the domain of information security. An 

analysis of the literature reveals that most studies focus on specific subjects. For instance, 

some researchers solely focus on developing an understanding of the concepts of information 

security culture (Tessem and Skaaraas, 2005) or on defining information security culture. 

Other researchers provide sets of principles (Ruighaver et al., 2007) upon which an information 

security culture can be built, and which may lead to a framework for assessing information 

security culture. In the context of this thesis, the fact that most studies lack a comprehensive 

view of security culture is very significant. This means that their frameworks for assessing 

security culture fail to integrate human, organisational and technological components and, 

therefore, do not enable organisations to facilitate the development of a corporate security 

culture. For instance, the study by Chia et al. (2003), which is based on Detert et al. (2000), 

focuses on the important role of the top management and of employee awareness and 

involvement but fails to consider avenues towards improving information security culture 

across the entire organisation. The framework presented by Schlienger and Teufel (2003) 

highlights internal awareness as an instrument to create, change, and maintain information 

security culture. Koh et al. (2005) stress the influence of security governance, which acts as a 

structural mechanism enabling managers to allocate security responsibilities and 

accountabilities. Their results are based on the framework developed by Chia et al. (2003). In 
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their case study based on Hofstede (1986), Tang et al. (2016) created a framework mapping 

the relationship between organisational culture and information security practices from a 

behavioural perspective. Yet, these researchers do not arrive at generalised findings and do 

not offer empirical evidence of the impact of organisational culture on the development of a 

security culture. As a result, they cannot provide detailed insights for practitioners and 

researchers. 

 

Nonetheless, there are a few highly influential case studies which highlight the cultivation of 

an information security culture, by Dojkovski et al. (2006), Da Veiga and Eloff (2010), Al 

Natheer et al. (2012), Alhogail and Mirza (2014), and Sherif et al. (2015). Da Veiga and Eloff 

(2010) list several information security components which should be implemented by 

organisations to manage human, process, and technical threats that enhance the development 

of a security culture. A major disadvantage of this framework is that it ignores possible 

correlations and influences between different components of a culture. Sherif et al. (2015) and 

Alhogail and Mirza (2014) discuss security culture frameworks published between 1999 and 

2014 to create a comprehensive framework reflecting the cultivation of security culture. 

Alhogail and Mirza (2014) outline the major components of a framework for an information 

security culture and their interrelations; their model is illustrated in Figure 4.5. Their framework 

is based on the STOPE (Strategy, Technology, Organisation, People; Environment) profile 

developed by Bakry (2003).  
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Figure 4.5: Framework of information security culture  

 

Source: own illustration based on Alhogail and Mirza (2014). 

 

Interestingly, this framework sets the ‘environment’ in a monodirectional relationship to 

information security culture, whereas all other components are interdependent with this culture. 

The environment in which the organisation operates is understood to affect organisational 

structures and operations and, thereby, the information security culture (Alhogail and Mirza, 

2014). In addition, the framework includes ‘change management’ as an input factor. Alhogail 

and Mirza (2014) refer to several studies that stress the need for change management 

programmes which assist employees in transitioning to, and accepting, new working 

procedures. In addition, the authors consider it necessary for organisations to evaluate the 

degree to which an information security culture is implemented successfully. One approach to 

such an evaluation is the empirical, questionnaire-based survey of factors influencing 

employees’ security behaviour, which is recommended by Da Veiga et al. (2007), Martins and 

Eloff (2002) and Schlienger and Teufel (2005). In Figure 4.5., this process of ‘assessment’ is 

considered to interact reciprocally with information security culture and its components. 

Alhogail and Mirza (2014) conclude that an effective security culture is shaped by, and results 

from, the interaction between technological, organisational, human, and environmental factors. 

However, this can only be achieved by taking change management principles into account 

(Alhogail and Mirza (2014).  
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Sherif et al. (2015) claim, after reviewing key literature from the period of 1999 to 2014, that 

security culture is understood as a means of controlling the human factor and, in doing so, 

improving compliance with security regulations. To make such a regulating influence possible, 

security objectives should be aligned with formal business processes and corporate culture. In 

addition, the authors suggest that cultural change is necessary in order to develop security 

culture. Their argument is based on research by other authors (Brooks, 2010; Reniers, 2010; 

Shahzad et al., 2012; Piwowarski, 2016), who claim that culture influences employee 

behaviour. Therefore, security culture can help prevent, or at least minimise, security 

breaches. 

 

The findings of Sherif et al. (2015) point towards a three-layered approach to cultivating an 

information security culture. They argue that three core elements need to be considered in 

order to foster an information security culture. The first layer is information security awareness, 

which fulfils the basic function of influencing employees’ security behaviour (second layer) and 

overall information security culture in general (third layer), which encompasses variables such 

as personal principles (beliefs) and cultural assessment and instruments to measure security 

behaviour (summarised in Figure 4.6).  

 

Figure 4.6: The ABC of cultivating an information security culture 

Source: own illustration based on Sherif et al. (2015). 

 

Within this framework, measuring security behaviour occupies a vital position and is informed 

by an organisation’s information security policies and security best practices (Sherif et al., 

2015). As illustrated in Figure 4.6, an effective selection of awareness programmes, the usage 

of awareness implementation tools, the consideration of awareness process levels, and 

measuring awareness all influence compliance behaviour. Also, compliance behaviour is 

influenced by attitudes, which in turn are influenced by workplace factors and by persuasive 
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strategies. The influence of persuasive strategies on attitudes is moderated by social and 

personal factors. Sherif et al. (2015) argue that improving compliance behaviour acts as a main 

driver of overall information security culture. The authors propose several evaluation tools in 

order to measure security behaviour. One of the most recognised was developed by CPNI 

(2018). The tool, SeCuRe, is a survey and analysis instrument which supports organisations 

in diagnosing the current status of their security culture and in recognising areas of potential 

improvement. The fourth, and most recent, version of SeCuRe consists of four measurement 

dimensions: culture type, employee climate, employee influence, and employee behaviour. 

The CPNI framework acknowledges the importance of reviewing security culture, which has 

been stressed by many researchers (e.g., Da Veiga and Eloff, 2010; Reniers, 2010; Al Natheer 

et al., 2012; Alhogail et al., 2015; Sherif et al., 2015 and Piwowarski, 2016) and which aims to 

take changes in the environment, working practices, and technology into account. As such 

changes may affect employees (and their behaviour), the above scholars recommend 

adjusting organisational security activities accordingly in order to facilitate appropriate 

employee security behaviour. It is noteworthy that SeCuRE only added “security awareness” 

in the second version (SeCuRe 2) and “assessing security culture” in the third version (SeCuRe 

3). This implies that measuring security awareness and understanding the cultural process are 

crucial in developing and fostering a security culture in organisations. The reason why these 

two variables were only added later could be that scientifically confirmed findings had been 

considered in the meantime. Hence, Sherif et al. (2015) offer practical recommendations which 

have been validated by their research.  

 

Such a practical orientation may, however, not be a consistent feature of publications on 

security culture. Karlsson et al. (2015) surveyed information security culture frameworks from 

between 2000 and 2013 and concluded that they frame their findings and recommendations 

in a rather descriptive, philosophical, and theoretical way and lack empirical validation. The 

publications discussed, therefore, offer little assistance to practitioners in implementing their 

research results and frameworks. The only study validating its conceptual model by utilising 

diverse validation techniques, such as Exploratory Factor Analysis (EFA), Confirmatory Factor 

Analysis (CFA), Structural Equation Modelling (SEM), and nomological validity, was the one 

by Al Natheer et al. (2012). Yet, Al Natheer et al. (2012) based their validation on data obtained 

via an expert-panel feedback questionnaire submitted to Saudi Arabian organisations. 

Therefore, their research findings may not be transferable to Western countries since 

organisational cultures can be shaped by national culture.  

 

One major research result discussed by Al Natheer et al. (2012) is the distinction between 

factors that constitute and factors that influence the development of security culture, both 
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illustrated in Figure 4.7. Within the proposed framework, Al Natheer et al. (2012) highlight 

security awareness, compliance and ownership as factors constituting security culture. In 

addition, there are factors influencing security culture, which merely affect, or influence, 

security culture; these are top management involvement, policy enforcement, policy 

maintenance with regard to new emerging factors, information security training, and ethical 

conduct policies (Al Natheer et al., 2012). Thus, with regard to the cultivation of a security 

culture, Al Natheer et al. (2012) distinguish between constituting factors and influencing 

factors, and this distinction may yield a basis for schematisation and systematisation for other 

researchers and practitioners.  

 

In this context, Al Natheer et al. (2012) make another important contribution by identifying a 

positive impact of the eight constituting and influencing factors; hence, there is a strong 

correlation between security culture as a whole and its constituting factors, especially security 

awareness and security ownership. Al Natheer et al. (2012) broke new ground in defining the 

elements that are necessary to create or influence a security culture on a reliable and valid 

basis.  

 

Da Veiga and Martins (2017) investigated the positive impact of five factors from Al Natheer et 

al.’s (2012) model. A positive impact on the creation of a security culture was ascertained for 

factors such as top management, security policy, education and training (based on Al Natheer 

et al.’s information security training) and security awareness. However, no positive impact on 

security culture was found for other factors constituting security culture, such as security 

ownership, although this variable has been considered crucial in terms of measuring or 

cultivating a security culture. This model is visualised in Figure 4.7. 
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Figure 4.7: Influencing and constituting factors of security culture 

Source: own illustration based on Al Natheer et al. (2012). 

 

Another interesting element in the model of Al Natheer et al. (2012) is represented by the factor 

"top management support". According to Kotter (1990a, 1990b), managers are involved in 

tasks such as planning, budgeting, organising, resourcing, controlling and problem-solving. 

The key role of a manager is thus to ensure that the daily business and projects of the 

organisation are executed. In contrast, leadership focuses more on achieving the long-term 

goals of the organisation by influencing others (Zaleznik, 2004). For Kotter (1990b), the key 

points are developing a vision for the organisation, aligning people with that vision through 

communication, and motivating people to act by empowering them and meeting their basic 

needs. In summary, it is argued that management is about managing complexity, while 

leadership is about managing change (Kotter, 1987; Bartol et al., 2003). The leadership factor 

is neglected in this model but plays an essential role in the assessment of a corporate security 

culture. The extent to which the leadership factor and top management are related to each 

other and what role they play in the security context will be considered in the course of this 

thesis. 

 

With regard to the aviation industry, a practice-oriented recommendation can be found in a 

framework developed by the Civil Aviation Authority (CAA) (2014). In 2014, the CAA published 

a (non-research-based) manual focusing on security management systems, which in turn 

include security culture components. In addition, the model (Civil Aviation Authority, 2018) 

provides a framework consisting of key components of a security culture (Figure 4.8).  
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Figure 4.8: Key components of security culture 

Source: own illustration based on CAA (2018). 

 

The aim of this formalised framework is to integrate security culture components in the daily 

operations of aviation businesses, resulting in the establishment of a SeMS. In addition, the 

manual meets all security requirements set by the European Commission (EC) and outlined in 

the EU regulation (EC) 300/2008 (European Commission, 2008). Adopting the tripartite 

structure of ‘people’, ‘procedures’ and ‘technology’ discussed above, the CAA framework 

presents all relevant organisational security culture components on the basis of the framework 

of Reniers (2010) and Piwowarksi (2016). For instance, ‘people’ can encompass factors such 

as management commitment, communication, change management, training and education, 

accountabilities and responsibilities, and resources. ‘Procedures’ can include threat and risk 

management, performance monitoring, assessment and reporting, and continuous 

improvement. The third dimension, ‘technology’, may be taken to represent resources or tools 

to facilitate activities such as incident reporting, performance monitoring, and continuous 

improvement. However, the frameworks developed by Sherif et al. (2015), Alhogail and Mirza 

(2014), Reniers (2010), Al Natheer et al. (2012), and Piwowarksi (2016) may still function as 

superordinate categorisation systems for the operational-level security culture components 

outlined by the CAA.  

 

The CAA framework and its approach can be compared to an operating manual, which 

contains methods of instruction and implementation. Hence, the CAA’s framework components 

can be interpreted as being based on aviation operations and, thus, as being highly specific to 
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aviation. These operational factors, highly specific to aviation, could provide a way to 

implement the dimensions and variables identified based on the findings of Reniers (2010), Al 

Natheer et al. (2012), Alhogail and Mirza (2014), Sherif et al. (2015) and Piwowarksi (2016) in 

the organisation. This perception corresponds to Stewart’s (2005) and Williams’ (2009) 

statements, as both recommend that security culture and business strategy be aligned and 

incorporated in operational practice.  

 

However, one major drawback lies in the fact that the CAA framework does not identify 

relationships and dependencies among the strategically relevant components. Therefore, it 

remains unclear which components are instrumental in establishing and maintaining a security 

culture. In addition, the CAA framework fails to distinguish between the components 

constituting a security culture and the components influencing its development; the framework 

thus does not apply the distinction made by Al Natheer et al. (2012) between constituting and 

influencing factors. Sherif et al. (2015) clearly included Reniers (2010) and Piwowarski’s (2016) 

component “people” in their model’s second layer, “security behaviour”, which can be 

measured using “technology” tools to gain insight into “security awareness”. Al Natheer et al. 

(2012) and Sherif et al. (2015) validated these two important components, i.e. “technology” 

and “people”, in their research.  

 

Piwowarksi’s (2016) tripartite structuring of security culture can act as a higher-level 

consolidated framework summarising all components and dependencies identified by the 

studies discussed in three crucial overarching domains above (the individual; the social; and 

the material). While a superstructure is thus at hand, the fact that security culture models and 

frameworks, especially within the aviation sector, lack a precise conceptualisation of, and 

differentiation between, constituting and influencing factors, remains a problem. Such a clear 

delimitation would be of particular value to researchers and practitioners as it would provide 

guidance in ranking aspects of security culture and prioritising certain approaches. Also, 

researchers and practitioners may also be interested in the operationalisation of all identified 

constituting and influencing factors. 

 

The four models examined in this section are very practical in orientation and illustrate a 

comprehensive overall picture that contributes to understanding the assessment of a security 

culture. Furthermore, these models were chosen because they illustrate a kind of development 

in the consideration of a corporate security culture. Piwowarksi (2016), for instance, starts with 

a very superficial perspective, while Alhogail and Mirza (2014) already highlight and relate 

more detailed factors. Sherif et al. (2015) take a three-layered approach by highlighting core 

elements when considering a corporate security culture and relating these to other factors.  
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Al Natheer et al. (2012) identify the categorisation of factors into influencing and constituting, 

which shows exactly which factors are particularly decisive when considering a corporate 

security culture. The CAA framework was used because it considers factors that are 

particularly important in aviation. In contrast to the maturity models of Reason (1990) and 

Hudson (2007), these models identify and analyse some interactions of the listed components. 

This identification of interactions could reveal how to reach the individual levels of the maturity 

models. The models above achieve this by explaining, for instance, how the attitude of 

employees affects their “compliance behaviour” or how employee training and education can 

influence “security awareness”. In addition, the model by Alhogail and Mirza (2014), for 

example, reveals the extent to which "change management" influences a security culture, 

especially when it comes to supporting employees when work processes change. These 

examples demonstrate that not only are "observable" (i.e. artefacts, behaviour) factors and 

"unobservable" factors, but also the interactions between them, are considered. These 

interactions can be described using the grouping of factors according to Al Natheer et al. (2012) 

as "influencing" and "constituting". This categorisation of the factors makes it clear what 

weighting is attached to them and therefore which interactions of the factors play a key role in 

the assessment of a security culture.  

 

A major drawback of these models is that they focus on an IT security culture environment and 

therefore are not closely related to aviation. This means that they are not formed based on the 

activity of organisations in the aviation industry, with its highly regulated environment and high 

reliability spectrum. Furthermore, the models do not take into account the holistic embedding 

in the strategic management of an organisation. Although factors such as "top management" 

and "leadership" and how they interact with each other are discussed, these terms only refer 

to the superiors in the IT security environment. Therefore, other business departments within 

an organisation, and how they influence, interact and communicate with each other, are 

ignored. Although all models look at various interactions, the level of detail is rather superficial 

and misses helpful insights that consider the behaviour of employees with regard to rules, 

regulations and processes or consider the individual employee in an organisational group. The 

models fail to provide insight into how to change staff behaviour into more security-conscious 

behaviour.  

 

In order to answer the primary research question, a model which is based on existing research 

and specific to aviation needs to be devised and tested with regard to its beneficial effect on 

the development and maintenance of a security culture.  
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The model should incorporate three basic insights from the literature reviewed here. First, the 

assessment of security culture should go beyond the analysis of artefacts and expectations. 

Second, the assessment of security culture should not be limited to individual mindsets, but 

should include different dimensions, elements and groups. As security culture is based on a 

common framework of action, the assessment techniques used should be tailored to the 

respective organisation and groups. In this work, the focus is on the top management of the 

organisation under investigation. Thirdly, qualitative and contextual tools which complement 

each other should be preferred. This also involves all levels of management and staff. Such a 

model can be predicated on the plausible assumption that group norms might promote secure 

behaviour and that these group norms can be shaped through security awareness training 

Sherif et al (2015). Thus, determinants of behavioural change should be given greater 

consideration in a security culture in order to promote it. The concept of a “just culture”, an 

environment in which mistakes are minimised through open communication, is of particular 

interest here (Ochsner, 2013). This concept is widely accepted in the aviation industry and has 

a direct bearing on aviation safety. The extent to which “just culture” principles can be utilised 

to transform employee behaviour and enhance security awareness will be discussed in the 

next section.  

 

4.5.4. “Just culture” in aviation 

Within the aviation industry, almost every organisation has implemented a “just culture” in the 

majority of its activities. According to Frazier (2013), “just culture” serves as a foundation for 

safety management. As stated earlier, safety management strives to successfully implement 

regulations, procedures, and processes established by authorities. A positive “just culture” 

generates an atmosphere of confidence, in which employees are encouraged to provide crucial 

safety-related information and feel treated fairly if rules are neglected or errors occur (Reason, 

2008). In aviation organisations, the employees embedded in a “just culture” typically are air-

traffic controllers, flight crew, pilots, maintenance personnel, and others who can provide key 

information about aviation-safety problems and potential solutions (GAIN Working Group, 

2004). The aim of a “just culture” is to support organisations in learning from unsafe acts in 

order to increase safety awareness. The rationale is that organisations improve their ability to 

detect potential safety hazards by fostering information sharing and appreciative, respectful 

communication. Against this background, a “just culture” can be considered as facilitator or 

reporting mechanism that contributes to a (positive) safety culture in aviation organisations.  

Thus, a “just culture” focusses on the reporting system of an organisation. It can therefore be 

assumed that “just culture”, by cultivating a comprehensive and overarching security culture, 

also contributes to operational effectiveness. For instance, safety information reporting, 

reporting procedures, methods of reporting, and reporting forms can support security 
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compliance. The potential of “just culture” to improve operational effectiveness is underpinned 

by its demonstrated ability, pointed out by Boysen (2013), to change the aviation system. In a 

“just culture” in the aviation sector, employees are empowered to proactively monitor their 

workplace and participate in safety efforts in order to reduce risks by managing human 

behaviour and redesigning systems (Boysen, 2013). In essence, this means that changing 

people without changing the system will only perpetuate problems. However, rather than rigidly 

distinguishing between individuals and systems, organisations should understand the 

relationships and roles of employees within systems (GAIN Working Group, 2004). Due to its 

size, the aviation industry may be one of the most complex systems that people operate in; 

and its size in turn raises the system’s attractiveness as a crime target (Price and Forrest, 

2016). In order to reduce complexity and thus increase the system’s effectiveness, appropriate 

and practical safety measures need to be applied which go beyond organisational structures 

and processes in that they engage individuals and groups. Yet, implementing a corporate 

security culture may be challenging with regard to the above-mentioned factors summarised 

as human, organisational, including procedural and legal, and technical components. The 

following section will outline these challenges. 

 

4.6. Implementing corporate security culture 

The challenges involved in establishing a security culture are rooted in the three dimensions 

discussed above: human, organisational, and technical factors. This section will outline them 

in more detail. According to the above frameworks, the most relevant components of these 

dimensions appear to be security awareness and security compliance, with the latter being 

part of security behaviour.  

 

4.6.1. Challenges of implementing security culture 

Organisational factors such as security policies, procedures, and processes predominantly act 

as protection mechanisms for organisational resources. However, due to emerging security 

threats and the dynamic nature of the aviation industry, organisations have realised that 

employees do not have sufficient knowledge of security policies and are reluctant to follow 

recommendations regarding processes and procedures. A lack of knowledge may diminish 

employees’ ability to understand rules, procedures, and processes (Da Veiga, 2016) and could 

also limit security awareness, which has a negative effect on overall security compliance. In 

addition, some rules and procedures appear impossible to follow as they appear to lack a 

comprehensible modality (e.g. way of doing or proceeding) (Renaud, 2012; Frazier, 2013; 

Siponen et al., 2014). As compliant behaviour contributes to overall security behaviour, 

managers need to motivate employees to commit to business processes and procedures; this 

may ultimately lead to a stronger security culture. These assumptions and arguments are 
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supported by the studies of Kirschenbaum et al. (2012a, 2012b, 2012c and 2012d). 

Kirschenbaum et al.'s studies explicitly focus on airport environment and staff but provide 

valuable insights for this thesis. The underlying assumption of aviation and security in their 

studies is that decision-makers maintain a high level of security which is based on an 

administrative framework driven by both internal organisational rules and protocols and 

externally imposed guidelines put in place by statutory authorities (Kirschenbaum et al., 

2012d). In this context, enforcing rules is an integral part of the safety decision-making process. 

In addition, a high level of awareness of the complex technical and human infrastructure and 

information transparency are seen as an important component in making decisions to mitigate 

potential security threats (Kirschenbaum et al., 2012c, Kirschenbaum et al., 2012d). When a 

decision needs to be made, informal information networks play a critical role, especially in 

terms of the ability to deal with the unexpected (Kirschenbaum et al., 2012d). Information 

sources from the informal network tend to make employees more flexible in their security-

related decisions. Formal sources of information tend to make employees behave in a more 

rigid manner in following rules and protocols (Kirschenbaum et al., 2012c). 

 

Another important insight can be derived from Sherif et al. (2015). The authors outline several 

influencing components that help ensure compliant behaviour, such as personal attitudes, 

workplace factors, and persuasive strategies. Bulgurcu et al. (2010) investigate how individual 

factors, such as a positive attitude towards security rules, influence employees’ compliance 

with rules, processes, and procedures. However, the workforce is typically characterised by a 

high degree of diversity (different ages, education, philosophies, and values). Kirschenbaum 

et al. (2012a) conducted a study to challenge the notion that security decisions are best guided 

by observing rules and protocols. Kirschenbaum et al. (2012d) identify three profiles in this 

context: adaptive employees, social-interactive employees and bureaucratic employees. 

Bureaucratic employees make security decisions based on administrative and regulatory 

procedures. Social-interactive employees make security decisions through their interaction 

with other employees. An adaptive employee, on the other hand, shows a high degree of 

flexibility in making security decisions based on the situations they face (Kirschenbaum et al., 

2012d). Meanwhile, the observance of rules and protocols varies and ranges from complete 

compliance to complete disregard. This categorisation of employees by Kirschenbaum et al. 

(2012d) illustrates that compliance with rules is not an automatic response by staff in routine 

and non-routine situations and also shows that security decision-making involves a complex 

set of social and psychological factors.  

 

Kirschenbaum et al. (2012a) also provide evidence that security decisions involve informal and 

formal behavioural factors. Most decisions made by individual employees are largely informal, 
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circumventing rules and regulations. In contrast, security decisions made by groups are more 

in line with rules and regulations. This suggests that some security decisions can deviate from 

rules and regulations and reflect the complex interactions of individuals and groups under 

different threat situations. Decisions are made both on the basis of strict rules of procedures 

and within a social contextual framework influenced by the uniqueness of situations. Rules and 

regulations exist, but employees' interpretation of - and compliance with - rules and regulations 

can vary widely, especially as most people respond to different types of group dynamics 

(Kirschenbaum et al., 2012a). Therefore, workplace diversity and different understandings of 

security issues in different organisational departments need to be considered. Different 

understandings may take the form of different interpretations of organisational security roles. 

Managerial security roles are formally assigned in aviation organisations in order to maintain 

security standards, and these roles are aligned with formal business processes and 

procedures. In addition, there are managerial roles which are not as closely linked to security, 

such as functions in commercial or financial departments. The relationship between the two 

security roles, which differ in terms of security knowledge and security behaviour, can create 

an obstacle to developing and maintaining a corporate security culture. A study by Albrechtsen 

and Hovden (2010) indicates that knowledge creation at an organisational level triggers 

changes in security behaviour at an individual level. Important principles for successfully 

improving employee awareness and behaviour include employee participation, collective 

dialogue, mutual trust and the exchange of knowledge.  

 

Against the background of the different interpretations of roles, Mary Douglas' (1978) influential 

study provides more detailed explanations about people behaviour in social and organisational 

structures. In this context, it is worth taking a closer look at cultural influences on employee 

behaviour, especially in industries with high levels of exposure to risk, such as aviation. 

According to Douglas (1978), humans are influenced by their surroundings, which affect their 

cognition as well as behaviour and individual decisions. Therefore, values and beliefs are the 

result of social conditions, which are in turn a product of human interaction. She examines risk 

perception from the perspective of cultural theory and states that risk perception is not 

governed by personality traits, needs, preferences, or risk object properties. It is a socially, or 

culturally, constructed phenomenon. What is perceived as dangerous and how much risk one 

accepts is a function of a person's cultural affiliation and social learning. This forms the basis 

of cultural theory, which is represented in Douglas' grid-group typology. Together with Aaron 

Wildavsky (Douglas and Wildavsky 1982), Douglas developed a structural-functionalist 

analytical tool, the so-called grid-group model. In this model, "group" reflects the degree of 

involvement in the group and "grid" the type of control and rule structures in social interactions. 

This can be used to form different types of culture. For example, organisations with strong 
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control structures and group involvement tend to be hierarchical, i.e. there is a high degree of 

conformity to the group norm and a high degree of trust in institutions in the face of risks. In 

contrast, organisations with weak control structures and group involvement are strongly 

individualistic. They rely on their own abilities when handling risk. The egalitarian group 

structure (weak control structures, strong group involvement) rejects hierarchy in the group, 

meaning that group bonding takes place via demarcation from others who are considered a 

risk or the cause of risks. Finally, fatalistic groups do not have a strong internal group bond yet 

are exposed to dominant external structures and control. For fatalists, risks cannot be handled 

because they perceive the world as random and unpredictable, or they suspect a conspiracy 

behind every event (cf. Douglas 1982, 1990, 1994). However, if they are exposed to risks, they 

try to keep themselves away from them (Gross and Rayner, 1985). In summary, a grid-group 

model analysis measures the extent of social control to which a person is subject - whether 

through belonging to a group or a network or in the context of their life situation and the 

associated expectations of the social environment they are subject to (Douglas and Wildavsky 

1988). 

 

Various authors have noted flaws in Douglas' descriptions of grid group theory. For instance, 

Mamadouh (1999) distinguishes between a "soft" and a "hard" variant of grid-group theory. 

Spickard (1989) even claims to have formulated three different versions. In addition, this 

structuralised grid-group model is criticised by various commentators as ahistorical, rigid and 

too simplistic for modern, complex Western societies (Renn et al. 1992; Wilkinson, 2001). 

However, grid-group analysis does offer a socio-cultural approach to risk perception that goes 

beyond psychological or cognitive approaches (Golding, Krimsky and Plough 1992; Boholm, 

1996, p. 73; Tansey and O'Riordan, 1999, p. 77). Mary Douglas' cultural theory shows that 

risks are not always accompanied by objective dangers but can also be the subject of 

discourse on the social construction of reality. However, the theory lacks empirical confirmation 

(Boholm, 1996). Nevertheless, cultural theory emphasises a very important point, namely that 

it is not only the central, powerful groups in administrative and state institutions that determine 

what a risk is. People and groups on the periphery which have no social influence also 

formulate their own idea of risks (Douglas 1992, p. 38). At the same time, cultural theory 

highlights that - in addition to the scientific and technical consideration of objective risks - risk 

is a means of control and demarcation from others. Another criticism of Douglas' cultural theory 

is that its typology of stereotypes seems inappropriate when trying to capture the complex 

social reality "inhabited" by real people rather than artificial constructs (Boholm, 1996, p. 73). 

Here, an incorrect assumption is made that an organisation or society must fully conform to 

one of the four typologies. The grid-group dimensions should not be interpreted as simply 

having either a low or high state; they allow for gradations, as both dimensions are scalar. 
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Thus, the use of four main typologies developed in cultural theory helps us understand how 

risks can be dealt with. For this reason, cultural theory is an influential contribution and should 

be considered when assessing a security culture. The satisfactory application of cultural 

theory, especially in the "group" area, is, however, a challenge. Therefore, the dimension of 

social inclusion poses difficulties for modern Western societies, as it is questionable whether 

individuals today are still subject to such strong group expectations.  

 

The next chapter will explore the possible effects of a security culture and its interactions with, 

and relations to, the organisation at large. 

 

4.7. Ramifications of corporate security culture 

This section will emphasise the influences a security culture can have on organisations. This 

will be shown by the direct impacts of certain security breaches and by the indirect benefits 

gained through organisational culture and leadership. The section will also discuss the strong 

influence of these two variables on the development of a security culture. Security breaches 

are given here as examples to illustrate the damage a security culture can prevent if effectively 

applied.  

 

Now more than ever, organisations in the aviation sector are faced with changing economic 

conditions, political unrest, new technologies, and, thus, new emerging security threats (Fox, 

2014). It is surprising, therefore, that the impact and the effectiveness of security culture have 

rarely been evaluated in research (Manning, 2007; Zhang et al., 2008). Given this lack of 

research on the benefits of security culture, the question arises as to why security culture 

should be implemented in all parts of an organisation (Salter, 2007). This question can easily 

be answered in the negative as long as the concerns of policymakers and business managers 

are not addressed. They may question the value offered by the above frameworks and fear 

the pervasive implementation of security culture, as the uncertainty inherent in aviation may 

skew the cost-benefit ratio of such an undertaking. For instance, it is difficult to quantify the 

financial losses incurred due to unlawful interferences such as terrorist attacks and other 

criminal threats. (Salter, 2007). Thus, threat and risk management are subject to a large degree 

of uncertainty. Also, continuous improvement – which plays a crucial part in security culture – 

may lead to enormous capital costs due to frequent changes in operating procedures, 

regulated processes, or legal standards (Salter, 2007; Fox, 2014). Therefore, one of the most 

pressing challenges that organisations face is to decide how to adapt to a changing 

environment while still remaining efficient (Laskovaia et al., 2018). 
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Aviation organisations operate within an economic environment that requires them to be 

productive, to be profitable, and to increase market share by limiting their consumption of 

resources (Reniers et al., 2011; Frankel, 2008). However, minor vulnerabilities may lead to 

major security breaches, and hence to financial losses (Fenz et al., 2014). Therefore, 

organisational impact considerations need to include effects and implications that go far 

beyond the commonly considered economic parameters, such as those typically considered 

by shareholders, managers, and customers (Richard et al., 2009). The first of the two following 

sections will discuss the topic of security with respect to the negative impact of security 

breaches on organisations, thus highlighting the considerable costs of neglecting security, and 

the second section will highlight additional benefits that security management and, in 

particular, a security culture may offer the organisation at large.  

 

4.7.1. Negative impact of security lapses on organisations 

This section uses the examples of two relevant security breaches. In 2018, three well-known 

airlines, Air Canada, British Airways and Cathay Pacific, experienced crucial security incidents 

which affected nearly 10 million customers (Sheridan, 2018). Most attacks aim to obtain 

sensitive passenger data, such as payment data, that criminals can either use to commit fraud 

or to extort airline organisations (Sheridan, 2018). Attackers may also try to gain access to 

passport information, which they can use for identity fraud. Such security breaches can cause 

enormous reputational and economic costs to airlines. According to practitioners, attackers 

prefer targeting airlines rather than individuals because one attack on an airline can yield vast 

amounts of data (Sheridan, 2018). This argument is supported through research by Cheng et 

al. (2017), who state that data breaches cause severe financial and reputational damage. 

Research conducted from 2003 to 2012 identifies stock market falls and cash-flow losses as 

financial repercussions of publicly reported security breaches (e.g., data breaches) (Campbell 

et al., 2003; Ayyagari, 2012). Goh et al. (2013), and Li et al. (2015) argue that the most 

significant and immediate effect of security breaches is stock price fluctuation. Other research 

on the stock market price effects of a security breach from 2000 to 2010 identifies similar 

effects and, hence, points towards a strong relationship between security breaches and stock 

market performance (Morse et al., 2011). In a study, Knight and Pretty (1997) discussed the 

effect of catastrophic events on shareholder value. The authors classified organisations into 

recovering (the company stock price recovered to the level prior to the catastrophic event) and 

non-recovering (those that failed to recover from a catastrophic event). The study determined 

that effective management is a crucial factor in the recovery of an organisation’s stock price 

value.  
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4.7.2. Additional benefits of security culture implementation in organisations 

Reacting appropriately to the swift changes in aviation requires knowledgeable and committed 

employees, who are a valuable asset to the organisation. Security culture effectiveness largely 

depends on each employee’s accountability for individual actions, which should contribute to 

organisational goals and organisational quality, compliance with standards, the completion of 

necessary tasks, and progress in monitoring (Armstrong, 2006; Almatrooshi et al., 2016). 

Employee accountability needs to be viewed in the context of organisational culture and 

leadership, which Lester (2007) considers to be key influences in an organisation. These two 

variables will be utilised to discuss the contribution a security culture can make to the 

organisational culture and leadership, and thus to the company at large, in more detail. 

 

The first key influence is organisational culture. With regard to developing a strong security 

culture, Strauch (2015) reflects upon different cultural values and beliefs within organisations. 

As it is considered to rest on individuals as its substratum - Strauch (2015) calls culture a 

“people thing” - cultural priorities and concepts may vary across departments. This may result 

in synergies; however, it is more likely that it will result in the sluggish adoption of cultural 

elements, meaning that leadership and management need to inculcate security culture in the 

entire organisation and motivate a diverse group of employees to pay it appropriate respect.  

 

The problems of implementing, anchoring, and maintaining a security culture across an entire 

organisation are exacerbated by the difficulty of measuring progress. In a cultural context, 

performance measures and benchmarks are required that may not be useful in quantitative 

analyses. Strauch (2015) suggests comparing patterns of behaviour or thought. This enables 

organisations to envisage values that inform the way security issues are perceived and 

handled. Several researchers have suggested a relationship between security culture and 

other organisational security metrics, for instance, security breaches (Manning, 2007; 

Malcolmson, 2009; Boysen, 2013; Alhogail and Mirza, 2014). As security is a critical success 

factor in aviation, a comprehensive understanding and fostering of security culture may 

improve organisations’ ability to achieve their primary goals, to increase quality, and to 

maintain a good reputation (Malcolmson, 2009). 

 

The following paragraphs discuss the role of management and leadership and its implications 

for the effectiveness of a security culture. Ultimately, all employees, both individually and 

collectively, are responsible for the organisational culture. However, a decisive role is played 

by the people for whom this topic is often very vague: the managers, first and foremost the top 

management level. They have a major responsibility in shaping the culture because employees 

pay attention to their behaviour and the signals they send. As mentioned earlier, leadership 



59 
 

and management are key in bringing people, processes, and technology together and, 

therefore, play an important role in the implementation, development, and maintenance of 

security culture.  

 

In the previously described concepts of culture and corporate security culture, special attention 

is always paid to management and leadership. Numerous differences between leadership and 

management have been outlined (Bennis, 1989; Liphadzi et al., 2017). According to Bennis 

and Nanus (2007), leadership involves social influence, and the role of the leader is to set a 

purpose or vision for change, while management is related to the fulfilment of organisational 

goals and processes. Therefore, it is argued that management is concerned with planning, 

budgeting, controlling, structuring and executing (Lunenburg, 2007). In contrast, leadership 

tends to encompass a process of directing, envisioning and motivating, including coordination 

and the development of individuals (Lunenburg, 2007). In addition, leadership is also seen as 

influencing others to achieve the long-term goals of the organisation (Bartol et al., 2003). In 

the context of a security culture, management refers to the degree to which top management 

understands the importance of security culture and the extent to which it is integrated into 

corporate security activities. In the context of management functions, top management is 

responsible for defining and communicating security policy, assigning specific responsibilities 

to specific individuals, providing resources for the ongoing maintenance of corporate security 

and control, and continuously monitoring and reviewing the effectiveness of corporate security. 

However, the importance of management support goes beyond the existence of a security 

management system, as it also encourages the establishment of a security culture. Many 

researchers have argued that top management is an essential part of establishing a security 

culture (Chia et al., 2003; Kraemer et al., 2009; Al Natheer, 2012; Chan and Nelson, 2012). 

Top management is an important factor in promoting a security-conscious culture by, among 

other things, supporting employee training and insisting that security policies are relevant, up-

to-date and enforced (Knapp et al., 2006; Al Natheer, 2012; Chan and Nelson, 2012). 

Consequently, it can be assumed that a low level of management support leads to an 

organisational culture that is less observant of good security practices (Knapp et al., 2006). 

 

Nevertheless, in order to be successful in the long term, strong leadership is required in 

addition to top management commitment to create a security culture in a company (Schlienger 

and Teufel, 2003). From the literature, leadership can shape organisational culture, which 

influences all aspects of organisational life; the way employees interact with each other, do 

their work, and make decisions, as well as policies, procedures and strategy. It follows that 

organisational culture shapes employee perceptions and behaviour, which to a large extent 

determines how the organisation acts (Covey, 1989; Bass and Avolio, 1993; Avolio et al., 
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1996). Based on this assumption, leadership comes to the fore because it influences the way 

things are done, is based on collective values, norms and knowledge, and thus has a decisive 

influence on security culture. Therefore, managers are given authority to lead, but there is no 

guarantee that they will be able to challenge the status quo and inspire organisational safety 

behaviour (Schlienger and Teufel, 2003; Lunenburg, 2007). 

 

In today's aviation industry, corporate security governance is a responsibility allocated at the 

board and executive level (Tan et al, 2010). It can be argued that this exclusive allocation of 

responsibility could result in security issues not being addressed effectively and the effect of 

security aspects on the quality of strategic decision-making not being taken into account (Bruijn 

and Janssen, 2017). Tan et al. (2010) argue that leaders at the business unit level are best 

positioned to manage an organisation’s security as it may be necessary, for instance, to adjust 

organisational structures, assign roles and responsibilities, allocate resources, manage risks, 

and so on. Therefore, leadership at the business unit level should be of major interest to the 

board as these positions can have a valuable impact on developing security strategies, 

deciding security objectives and strategies, and developing organisational policies and security 

infrastructures (Tan et al., 2010). In addition, business unit leadership positions represent 

important interfaces for the understanding and implementation of policies and security 

measures. In recent decades, studies have found that leadership enables organisations to 

maximise security productivity and, thus, plays a vital role in the successful implementation of 

standards (Kasozi, 2018). Hence, leadership can be instrumental in developing a de-

centralised security culture in organisations (Lovelace, 2016). By analysing security culture, 

this thesis will explore a more decentralised approach to security, which is well-suited to 

responding flexibly to the rapid changes in the dynamic environment of aviation.  

 

4.8. Chapter conclusion 

In complex work systems, such as in the aviation industry, the human factor in management 

and activities in critical systems is gaining importance due to the further development of 

technologies. Since possible influencing factors in complex systems have been considered in 

a variety of ways, but largely unsystematically, it appears necessary to conduct a detailed 

overview of the influence of human and organisational factors in specific areas, and, building 

on this, to identify further needs for research and implementation in the subject areas under 

consideration. Due to its susceptibility to security-related incidents, aviation is one of the most 

strictly regulated industries (Jenkins, 2012). This is illustrated by the fact that the aviation sector 

distinguishes between flight safety and aviation security. Internationally acknowledged 

authorities such as ICAO or IATA issue security policies, manuals, and recommendations for 

procedures, which, in most cases, are developed into legally binding rules set by national 
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authorities, such as the EASA in the EU and the Luftfahrt Bundesamt (LBA; Engl.: Federal 

Office of Aviation) in Germany. In general, organisations within the aviation industry go far 

beyond the required minimum and set their own industry-wide standards. In particular, the 

industry has adopted the concept and practice of “just culture”, which originated in the domain 

of flight safety. Nonetheless, airlines are required by regulators to demonstrate or develop a 

good security culture through processes, rules and guidelines. In addition to the prescriptive 

approach, which aims to prevent deviations through sanctions, aviation also takes a 

performance-based approach, which emphasises informal regulatory methods such as the 

attitudes and motivations of employees, the informal, social and group norms, cognitive 

aspects such as learning processes, and individual risk assessment (Soomro et al., 2015). A 

company's own security culture should take both approaches into account. As explained in the 

previous chapters, culture, by its very nature, cannot be easily captured or constructed. This 

raises a major challenge as to what constitutes or influences a proper security culture and how 

it can be defined, assessed and managed. The literature identifies the three core elements of 

people, technology and procedures (Reniers, 2010; Piwowarksi, 2016). These may be 

considered to be overarching dimensions of security culture and, hence, delineate an 

assessment system which provides a solid basis for pursuing security goals (Frankel, 2008). 

However, these three overarching dimensions require specific factors whose relevance to the 

aviation sector has been validated so that they can be used to develop a security culture. Only 

then can all identified factors represented in the model reflect an image of reality that is simple 

yet accurate and thus help to shape the evaluation of a security culture. In addition, the model 

can be used to address current security issues in aviation, which in turn have organisational 

implications. 

 

A diagnostic measure is required which analyses deeper aspects of the security culture in a 

flexible and analytical approach, particularly in aviation, where some kind of security culture 

already exists, be it prescriptive or performance-oriented. This approach should provide more 

information than a standard audit programme. In order to achieve its security goals, an 

organisation needs to align people, processes, and technology (Gutta, 2019; Chen et al., 2015; 

Kohnke et al., 2017). There is a consensus that corporate security culture can be developed 

to varying degrees in companies, as shown by the different models. However, the models do 

not provide information about what interventions that lead to an improvement or promotion of 

security culture actually look like. Research and development are also needed in order to clarify 

how to involve the different employee groups in the change process and how to achieve 

sustainable improvement. However, it is also necessary to take cultural aspects into account, 

as these provide information on how the individual security behaviour of employees can be 

influenced. Both Reason's (1990) and Hudson's (2007) models have proven successful in 
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supporting efforts to improve security cultures in High Reliability Organisations (HROs). 

Together with Schein's (2010) elaborations, this could provide a solid basis for the assessment 

and development of security cultures. However, the information obtained should reflect reality 

as accurately as possible and the cultural patterns of the organisation should become visible. 

With regard to security culture concepts, it should first be noted that security culture is 

considered a holistic concept that includes not only the behaviour of the members of an 

organisation itself, but of all members of a system in a broader sense, such as individual 

organisational members, work groups, the organisation, and particular organisational 

environments, e.g. regulatory authorities, as well as technologies. A security culture is 

described as a holistic phenomenon, the behavioural effectiveness of which is reflected in both 

observable indicators and psychological characteristics. While security management systems 

provide the "observable" structures, they also require a security culture that motivates the use 

of these structures. In addition, management and leadership behaviour should be a significant 

criterion in the assessment of security culture and requires consideration. Security culture 

means understanding how hazards arise, knowing that control of hazards is possible and a 

priority, acting collectively on these assumptions, and being open to learning and improvement. 

The literature only gives weak indications that a holistic picture not only has to consist of 

operational procedures, guidelines and processes, but goes beyond the analysis of artefacts 

and declared values. Therefore, the current literature fails to provide a comprehensive picture 

of the security management system and its relevant factors. Failure to consider the big picture 

may harm organisations financially, reputationally, and strategically. Nevertheless, 

Malcolmson (2009) attributes great potential value to what research in security culture can 

contribute to organisational success. 

 

In order to develop a holistic view of security management in complex environments, this thesis 

highlights the concept of a corporate security culture. The literature review conducted in this 

and the previous chapters presented corporate security culture and its elements to lay the 

groundwork for more effective management of aviation organisations. To date, neither 

researchers nor practitioners have tried to define and evaluate an aviation-specific security 

culture and its components. This process has just started, and fundamental assumptions about 

security culture are still tentative and untested. For this reason, the literature review has 

examined research from other domains, in particular from information technology, where it 

appears transferable to an aviation environment. Organisational research, knowledge, and 

experience from other areas may thus enrich the understanding of security culture in the 

aviation sector and improve the practical security conduct of business in this industry. 

 

In summary, the literature review highlighted the need for a more proactive approach to 
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corporate security in aviation, in which security results from the constant interaction of 

organisational members, structures and rules as well as technologies inside and outside the 

organisation. It is not so much the trouble-free operation of individual system components but 

the interaction of factors such as rules, the qualifications of operators, component 

dependencies or management systems that ensure the secure execution of critical processes 

in the overall organisation. There is a clear need for a holistic approach to security culture, but 

this approach is at times undermined by governmental authorities and organisations 

themselves, which focus on specific areas in isolation rather than on security as a whole. The 

following chapter brings together the findings from the literature review into a tentative model 

of corporate security culture.  
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5. Tentative model of corporate security culture 

Since this thesis aims to develop a reliable corporate security culture model, with a tentative 

model being developed in this chapter, an understanding of current comprehensive models 

and frameworks is essential and has been outlined above. This chapter will describe an initial 

model, define its purpose, and discuss its benefits and limitations. In addition, this chapter 

categorises all factors as constituting or influencing factors in corporate security culture and 

thereby summarises all relevant variables identified in the literature review as being relevant 

for assessing a security culture. Finally, this chapter describes rationales for applying a system 

dynamics approach in the dynamic and complex field of corporate security culture.  

 

5.1. Purpose of the model 

A model is a simplified representation of an aspect of reality and structurally identical to it 

(Eiden and Heidenreich, 2000). The purpose of the tentative model is to collect all relevant 

factors that contribute to the creation and embedding of a security culture. Therefore, it is 

possible that the difference between correlation and causation may fade somewhat (Eden, 

1994). Thus, the term model is used to describe an instrument intended to provide a broad 

insight and the model developed here does not claim to represent or systematise strictly causal 

relationships (Cilliers, 2001). The focus here is the development of a practically applicable 

model which enables a structural mapping of security culture and its organisational impacts. 

This means that the overall purpose of the model is to provide knowledge about a practical 

solution for the problem domain, which, in the present thesis, is the isolated focus on 

predefined security procedures and a lack of awareness of the potential of a corporate security 

culture to support core business processes. The model’s specific focus on the aviation sector 

enhances its practical relevance for that sector.  

 

In addition, the model highlights the integration of a corporate security culture in a corporate 

and security management environment. The fact that security is one of the highest mandates 

in commercial aviation underpins the importance of such a model. As outlined previously, the 

aviation industry is undergoing a shift from a rather reactive to a more proactive approach 

towards security. In practice, this means that the aviation industry continues to act reactively 

by adhering exclusively to security processes, policies and procedures, but also encourages 

employees to adopt a more proactive mindset as a basis for a shared awareness of security 

issues. Against this background, the model proposes components that reflect, and support, 

the development and maintenance of an enterprise-wide security culture. The evaluation of 

these components could provide researchers and practitioners with an integrative monitoring 

approach to security culture and contribute to an understanding of the complexities of security 

in aviation businesses.  
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Overall, empirical research findings based on this model could be transformed into a tool for 

benchmarking organisational security standards across the aviation industry. Therefore, the 

identification of key components by the model may help organisations to improve 

organisational processes and procedures proactively. However, these components exist within 

the highly complex environment of the aviation industry, which may prove excessive for a 

model. The next section will, therefore, clarify the limitations of the suggested model. 

 

5.2. Capacities and limitations of the model 

It makes little sense to include every single factor and mechanism in the model. This would 

include, for instance, security policies and the authorities that develop them, organisational 

conditions which affect the implementation of security policies, the physical and geographic 

characteristics of airline businesses, human resources, financial conditions, and so on. Given 

this multitude of factors, we need to define the boundaries of the model within the security 

system at hand. In general, a system’s boundary depends on the scope of the model (Büchel, 

1996), which, in this thesis, is to present and connect factors that influence or constitute the 

development of a corporate security culture in an aviation environment. The factors which 

influence or constitute a corporate security culture will be outlined and discussed later in this 

chapter.  

 

5.2.1. Capacities of the model 

The model should visualise factors relevant to constituting and influencing a corporate security 

culture. The ability of the model to summarise the most relevant components enables HROs 

such as airline businesses to achieve higher quality, sustain their reputations, and enhance 

the quality of strategic decision-making in security matters (Lin Liu and Mylopoulos, 2002). In 

addition, the model should be able to reflect a comprehensive understanding of current 

assumptions and the variables related to security culture in organisations.  

 

5.2.2. Limitations of the model 

A system needs to be delimited in some way so that a model of it becomes possible. The 

boundaries of the system are thus also the boundaries of its model. However, setting specific 

boundaries of complex systems seems difficult. Within complex systems, the relationships 

between the individual components might be interpreted as being more important than the 

actual components themselves because connections and feedback mechanisms are crucial 

parts of complex systems (Richardson, 2001). In order to understand boundaries, Cilliers 

(2001) differentiates between their “nature” and “place”. Zeleny and Hufford (1991) argue that 

a system’s boundaries, by their very “nature”, do not just separate systems from their 

environment, but should be interpreted as an enabling factor. This means that system 
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boundaries enable a system to constantly adapt, which, in the case of organisations as 

systems, may imply a need to enable individual employees to select information from the 

system’s (i.e. the organisation’s) environment that is needed for specific problem-solving 

purposes (Burmann et al., 2006). Another relevant aspect is the “position” of boundaries, as 

systems may exist in diverse spatial locations. This means that systems may interrelate with 

each other and share internal components. However, this does not imply that systems existing 

in different locations automatically interact with each other and share elements. Thus, system 

components can be regarded as never being isolated. Alternatively, systems can be 

considered to consist of boundaries only (Cilliers, 2001). In terms of the model at hand, it is 

important to note the enabling nature of boundaries and the shifting of a system’s boundaries. 

This is particularly important given the dynamic nature of aviation. The suggested model may 

draw boundaries between the security system and the organisation itself, which need to be 

reflected in the interpretation of the model’s components, too. As the tentative model is not 

isolated from its environment (organisational culture and aviation sector), and the identified 

components may exist in different spatial locations, absolute, clearly defined boundaries may 

not be feasible. Instead, all apparent boundaries included in the model are of an emergent and 

temporary nature (Richardson, 2001). The status of the domains defined by certain boundaries 

changes when other boundaries gain in relevance. On the other hand, these domains 

represent a consistent and stable routine maintaining a security culture. This maintenance can 

be divided into several steps based on the identification of influencing and constituting factors. 

The next section will outline and differentiate these factors.  

 

5.3. Differentiation of individual factors 

The model differentiates between constituting and influencing factors. Influencing factors affect 

the development of constituting factors and vice versa. Through the combination of factors and 

their relation to one another, certain types of behaviour result that together form a security 

culture. Thus, each influencing and constituting factor exerts a substantial influence on the 

development of a security culture. The model’s potential capability and limitations need to be 

explored by looking at the terms influencing and constituting in more detail. The following 

sections will explore both types of factor individually and identify relationships between the 

factors based on the literature. 

 

5.3.1. Constituting factors 

The term constituting refers to parts that a whole is made of. Constituting factors are a key 

element in the development of corporate security culture and may be understood as its 

foundation, which, in turn, is surrounded by potential influencing factors. For instance, 

according to Al Natheer et al. (2012), security awareness is a constituting factor; this is in close 
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proximity to, among others, training, an influencing factor. Due to the relations between both 

types of factors, interdependencies may be assumed.  

 

The model comprises three constituting factors, which are security awareness, security 

compliance, and security ownership. According to Al Natheer et al. (2012), security awareness, 

security ownership, and security compliance represent constituting factors of an IT security 

culture model. In terms of security compliance, the authors argue that one goal of security 

culture is to influence employees’ behaviour with respect to compliance with official security 

policies. Based on D’Arcy and Greene (2009), Al Natheer et al. (2012) underline the 

importance of complying with security policies for the establishment of a security culture. 

However, based upon Sherif et al.’s (2015) findings and model, security compliance is a 

combination of several influencing factors leading to security behaviour as an overarching 

constituting factor. Sherif et al.’s (2015) model draws on Al Natheer et al.’s (2012) research 

findings but aims at a more comprehensive understanding of how to cultivate security culture. 

Therefore, research findings by Sherif et al. (2015) are taken into consideration in outlining the 

tentative model suggested here (see Table 5.1.). 

 

Table 5.1: Description of constituting factors 

Constituting factor Description 

Security Awareness Knowledge regarding the security of 

valuable assets 

Security Behaviour The way people/ employees act with 

regard to security 

Security Ownership The assignment of ownership in key 

areas, accountability for own actions and 

decisions 

Source: own illustration (2020). 

 

According to Sherif et al. (2015), security awareness needs to include three vital aspects in 

order to reflect the organisational understanding of security. According to Gundu and 

Flowerday (2013), these aspects are attitude, knowledge, and behaviour; these all influence 

the effectiveness of awareness programmes. Gundu and Flowerday (2013) conclude that 

employees’ behavioural intentions are influenced by awareness levels. Hence, security 

awareness and security behaviour are interrelated. For instance, the effectiveness of 

awareness programmes and awareness implementation tools may have a positive effect on 

employees’ security behaviour. Al Natheer et al. (2012) developed three instruments to 

measure security ownership due to a lack of validated instruments in the literature. They argue 

that taking responsibility to protect organisations results from taking ownership of security 
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decisions and actions and regarding security as everyone’s job. In addition, Howe-Walsh 

(2010) stated that clear guidance is not enough to make a difference; what is required is an 

education programme resulting in the central factor of ownership. Therefore, security 

ownership is represented as a constituting factor in the model constructed in this thesis. It 

appears plausible that security awareness and security behaviour are prerequisites for the 

formation of security ownership. In other words, security ownership involves the highest level 

of security risk awareness, which encourages security behaviour, resulting in an employee’s 

assumption of ownership in key areas, including the accountability for decisions and actions.  

 

5.3.2. Influencing factors 

The main characteristic of influencing factors is their capacity to affect the development of 

constituting factors. Within the system, these influencing factors act predominantly as 

supporting factors; that is, they contribute to the development of constituting factors. Ten such 

factors are included in the model, based on the literature. Within the model, the influencing 

factors training methods, knowledge, and programmes to maintain these affect the constitution 

of security awareness. For instance, training methods proactively shape and enhance 

employees’ knowledge about a certain topic, and knowledge, in turn, affects employees who 

are in charge of training. This, in turn, may encourage training and knowledge maintenance 

programmes in order to enrich security awareness as a constituting factor. In order to evaluate 

the level of security awareness, different assessment tools (e.g., SeCuRe) may be employed, 

which, supported by effective change management methods, also help achieve desired 

outcomes. All influencing factors are described in Table 5.2 below: 

 

Table 5.2: Description of influencing factors 

Influencing factor Description 

Training 
Education methods, programmes to 

generate knowledge 

Compliance behaviour 
Acting to fulfil needs, follow actions and 

guidelines 

Management commitment 
Active participation by board of 

executives, providing support  

Leadership Guidance of employees 

Security policies 
Documents that outline protection from 

threats and how to manage them 

People 
Personal values, beliefs, and attitudes of 

employees 

Organisation 
Structure, procedures, and strategy of 

business 
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Technology Workplace, hardware, software  

Change management 

Tools and planning to drive 

organisational transformation and 

success 

Assessment/ Monitoring 

Variety of methods or tools to evaluate, 

measure and document readiness, 

development progress, and skill 

acquisition, or to identify organisational 

needs 

Source: own illustration (2020). 

 

In order to rank the influencing factors, a Likert scale will be used in the expert interviews. The 

scale is weighted as follows: 1 (not important), 2 (slightly important), 3 (fairly important), 4 

(important), 5 (very important). The sum of values for each influencing factor can reveal how 

important they are and how understanding and knowledge of that importance can vary across 

departments. Hence, the results may be used for an enhanced understanding of different 

departments, their processes, and the causes of these differences. This may, in turn, lead to 

new avenues towards encouraging new ideas, obtaining data and information to support 

decision-making processes and setting targets for further improvements (Harris et al., 2006). 

The set of benchmarks thus obtained will be internal and strategic in nature. This will enable a 

comparison of approaches in order to strengthen strategic planning and determine priorities. 

Therefore, the main focus is on understanding which approaches are used by successful 

departments and comparing them with those of other departments (Prašnikar, 2010). Internal 

benchmarking helps to discern which practice or procedure in a department produces the best 

results, i.e. a best practice that should be adopted by other departments (Soni and Kodali, 

2010). The following section will summarise the factors and present the tentative model in a 

visualised form.  

 

5.4. Visualisation of the tentative model 

The following Figure 5.1 visualises the tentative model, including its allocation of influencing 

and constituting factors.  
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Figure 5.1: Tentative model of factors constituting and influencing security culture 

 

Source: own illustration (2020). 

 

As explained above, the model contains three constituting factors: security awareness, security 

behaviour, and security ownership. In contrast, all other factors are classified as influencing 

factors and, therefore, act as supporting components to the outlined constituting factors. 

Arrows indicate the direction of influences between the components. All relevant factors, 

characteristics, and relations have been outlined in the previous section. The model is based 

on the findings discussed in the literature. The following Table 5.3 shows how each of the 

factors is linked to the literature.  

 

Table 5.3: Linkages of the factors to the relevant literature 

Layer One 

Security awareness Al Natheer et al. (2012); Sherif et al. (2015), Da Veiga and Martins 

(2017), Bulgurcu et al. (2010), Albrechtsen and Hovden (2010); Weick 

and Sutcliffe (2016) 
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Training CAA (2018); Al Natheer et al. (2012), Sherif et al. (2015), Da Veiga and 

Martins (2017), Albrechtsen and Hovden (2010) 

Experience Sherif et al. (2015), Da Veiga and Martins (2017) 

Layer Two 

Leadership Kotter (1987), Bartol et al. (2003), CAA (2018) 

Management commitment CAA (2018); Al Natheer et al. (2012), Da Veiga and Martins (2017), 

Kotter (1987), Bartol et al. (2003) 

Security behaviour Sherif et al. (2015), Al Natheer et al. (2012), Albrechtsen and Hovden 

(2010) 

Technology Alhogail and Mirza (2014), Piwowarski, (2016), Reniers (2010), Al 

Natheer et al. (2012), Sherif et al. (2015) 

Compliance behaviour Al Natheer et al. (2012), Sherif et al. (2015), Kirschenbaum et al. 

(2012a, 2012b, 2012c and 2012d) 

People Sherif et al. (2015), Alhogail and Mirza (2014), CAA (2018), Reniers 

(2010), Piwowarski, (2016), Al Natheer et al. (2012), Da Veiga (2016) 

Layer Three 

Security ownership Al Natheer et al. (2012) 

Assessment and 

monitoring 

CAA (2018), Sherif et al. (2015), Alhogail and Mirza (2014) 

Change management CAA (2018), Alhogail and Mirza (2014) 

Organisation Sherif et al. (2015), Alhogail and Mirza (2014), Stewart (2005), Williams 

(2009) 

External influences 
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Organisational 

security policy 

Al Natheer et al. (2012), Da Veiga and Martins (2017) 

Communication CAA (2018), Ochsner (2013) 

Aviation industry demands 

and policies 

CAA (2018) 

Source: own illustration (2020). 

 

The model is still considered tentative as it is based on a literature review. The model will be 

empirically tested through expert interviews to arrive at a validated – and possibly revised – 

version. The following section deals with the application of system dynamics and argues why 

it can add value to the evaluation and presentation of interview data. 

 

5.5. Rationale for applying system dynamics in the modelling of security culture 

The individual factors and some of their interactions already known from the literature (based 

on Chapters Two and Three and section 4.3) have been described and visualised in section 

4.4. However, these factors and interactions will be discussed on an empirical basis in Chapter 

Seven and Eight. In addition to the empirical verification of the individual factors – and as a by-

product in the analysis phase – their relationships with each other and with the main codes will 

be traced. 

 

Based on the literature evaluated, it can be assumed that the creation and embedding of a 

corporate security culture are both to be regarded as being part of a dynamic and complex 

process with many interactions (Strunk and Schiepek, 2014). It is expected that this dynamic 

and complex nature will become more evident in the evaluation and analysis of the expert 

interviews, as more parameters and factors will be added. In order to better understand or 

simplify these complex relations described above, to better evaluate them, and to present them 

in a pragmatically structured picture, a systemic impact analysis based on a theory of system 

dynamics will be conducted in this section. While system dynamics are generally used in the 

preparation of quantitative analyses, the present thesis will use this theory as an extension of 

its discussion of research results to reach a deeper level of understanding based on qualitative 

data. In the present case, system dynamics should be seen as an aid in exploring the practical 

implications of already established findings. Therefore, the results of the following discussions 

will not undergo empirical verification. Rather, the following application of system dynamics 

extends the empirically based discussion to approach the modelling of an aviation security 

culture holistically and to present the results in a comprehensive and structured way, providing 
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a systematised overview of the individual factors, which are characterised by their diversity 

and complex relationships. 

 

Linking the identified interactions of the individual factors and main codes with the logic of 

system dynamics will thus be an important step in revising the tentative model developed in in 

this chapter. In addition, the application of system dynamics will provide impulses to determine 

which factors have the greatest potential to effect change and are thus useful leverage points 

for improving the assessment of a corporate security culture. 

 

As far as this researcher knows, the extant models in the literature were not developed on the 

basis of system dynamics or tested on such a basis, which makes the explicit application of 

the theory of system dynamics a novel contribution to research in the field of security culture. 

The current literature, and its validated models on the creation of a corporate security culture, 

is very useful. All identified models include the relevant drivers which cultivate security in an 

organisation. Yet, it is not enough to include relevant factors as the complexity of the identified 

drivers has to be taken into account. Current models fail to embrace the security system's 

complexity by ignoring links and relations between factors and other potential influences. In 

contrast to the current literature, the application of system dynamics uses a problem-oriented 

approach to better understand practical problems. In this respect, the existing literature 

proceeds along a rather conventional path by dividing a complex problem into its parts and 

investigating these parts as isolated items. System dynamics, however, is based on the idea 

that the interactions between the parts are at the core of the problem, thus addressing 

relationships and connections between the factors. In doing so, system dynamics tries to find 

explanations for system behaviour by understanding the internal structure of a system and 

taking external influences into account. The following section will outline the theoretical 

background to system dynamics. 

 

5.6. Theoretical background to system dynamics 

Entrepreneurial thinking means, in basic terms, recognising future chances of success 

(Schumpeter, 1912; Vaughn, 1998; Hills and Shrader, 1998; Schmid, 2012). Such thinking 

needs to take account of a multitude of variables that interact with each other, creating a 

complex web of interdependencies whose effects are difficult to predict and influence and that 

defy linear thinking. The majority of models fail to take such feedback, side-effects, and 

nonlinearity into account and are of limited use if the level of complexity is high (Gigerenzer 

and Gaissmaier, 2011). Yet, many systems and processes in today's world are characterised 

by a complex interaction of diverse components. To understand complexity, it is necessary to 

take the workings within a system, and between a system and its environment, into 
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consideration. To this end, the major characteristics of systems need to be defined. A system 

is a totality of elements interconnected with each other that is separated from its environment 

by defined boundaries; however, the system might interact with this environment (Parsons, 

1971 and Luhmann, 1995). In summary, a system can be considered to enclose elements and 

structure, both of which are fundamental aspects. Therefore, systems are not so much 

characterised by individual factors and rather by the interaction of elements and the dynamics 

that ensue from complex interactions. 

 

To understand systems, it is therefore necessary to focus on system structures and their 

relationship to the system’s dynamic behaviour, i.e. to model a network of cause-and-effect 

relations between variables or components. A method capable of such modelling, known as 

system dynamics, was developed by the American computer engineer and systems scientist 

Jay W. Forrester at the Massachusetts Institute of Technology (MIT) in the 1960s (Forrester, 

1968). In addition, this method can describe characteristics of organisational activities, 

highlighting organisational structures, reinforcements, and time lags, which interact and 

influence a company’s success (Schwaninger, 2009). Within the context of corporate 

management, system dynamics are employed to understand strategic decisions in relation to 

the available information. As a result, models and simulations increasingly form an integral part 

of strategic management. Sterman (2018) and Gary et al. (2008) have argued that system 

dynamic models may provide an excellent platform for identifying information sources which 

support managers in their decision-making. Based on these theories, the following section 

outlines various systems and their particular mechanisms that are relevant to this thesis. 

Hence, the method of system dynamics is used to support the complex domain of security 

culture in a practical way. The tentative model, with its elements and proposed relations 

between these elements, serves as a reference point. 

 

5.6.1. System types and particular mechanisms 

The system dynamics literature distinguishes between open and closed systems (Gipser, 

1999). Open systems interact with their environment, although they may exist autonomously. 

Closed systems are essentially determined by feedback loops and are therefore also called 

feedback systems. Feedback loops result from the interdependence between two or more 

elements. They can occur when information is reported back to the decision point and are able 

to alter the state of the system, potentially making it more difficult for decisions to control a 

particular action (Forrester, 1994). Forrester describes this effect as a circular process. This 

means that a complex system, such as corporate security, can only be understood and 

influenced if the feedback loops which drive the system are detected and managed 

(Kampmann, 2012 and Kirkwood, 1998). According to Kampmann (2012), there are two types 



75 
 

of feedback loops, a positive feedback loop (self-reinforcing) and a negative feedback loop 

(balancing loop). They are discussed in the following sections. 

 

5.6.2. Positive feedback loops 

In the case of self-reinforcing feedback, the change taking place generates an effect which 

reinforces the change in the component that initiated it (Şenaras, 2017). Meadows (2008) 

states that, in a positive feedback loop, self-determined changes are caused by a chain of 

causal relationships. Each change in one element affects other elements and eventually 

produces an effect in the same direction. Hence, positive feedback accelerates growth once a 

growth trend has set in, or contraction if the trend goes in the other direction. Figure 5.2 

illustrates a positive feedback loop. 

 

Figure 5.2: Example of a positive feedback loop 

 

Source: own illustration based on Kim et al. (2019). 

 

The next section will outline the mechanism of a negative feedback loop. 

 

5.6.3. Negative feedback loops 

In general, negative or balancing feedback involves two or more elements which 

counterbalance each other, resulting in the stabilisation of a specific system state or the 

protection of an object (Şenaras, 2017). Hence, a change in one component triggers a change 

in the other component with an opposite, counterbalancing effect. Systems that include 

negative feedback loops are also referred to as self-correcting because they detect the 

incompatibility between the current and the targeted condition, take various corrective actions, 

and thus balance themselves (Kirkwood, 1998; Şenaras, 2017). 

Figure 5.3 illustrates a system with a negative feedback loop. 
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Figure 5.3: Example of a negative feedback loop 

 

Source: own illustration based on Tokgöz et al. (2018). 

 

In general, negative feedback promotes stability, as opposed to positive feedback, which tends 

to lead to instability due to exponential intensification, oscillation, and chaotic behaviour. 

Negative feedback tends to promote levelling off into equilibrium and to diminish the effects of 

disturbances. Negative feedback can be very stable, accurate and responsive if the applied 

extent of correction and its timing are accurate (Meadows, 2008). Complex systems include 

another mechanism, which may produce significant changes based on a minor change in one 

element. This means that some elements of a system provide a great deal of leverage. These 

leverage points are described in the next section. 

 

5.6.4. Leverage points 

The positive and negative feedback loops that hold the system in a particular configuration 

allow us to identify points within the relationships between effects that can change behaviours 

towards a desired outcome (Meadows, 1999). With regard to organisations, it can be argued 

that it is not their members that cause system failure. Meadows (2008) and Keys (1990) 

suggest that system failures result from the system itself and the way it is structured. It can be 

concluded that the properties of systems that account for their failure also make it possible to 

bring about a desired system state - and to do so rapidly. Leverage points at the system level 

provide the opportunity to effect change in complex systems. The lowest amount of leverage 

within a system is provided by the individual component. More leverage is achieved by 

changing the connections within the system, here the organisation, for example by altering the 

flow of information and, most significantly, in changing the model the organisation uses to 

interpret that information. This means systems management should not focus on individual 

components but, rather, on changing feedback loops (Keys, 1990). 
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In any organisation, changing the model used for interpreting information achieves the most 

leverage. This would also create a paradigm shift by recasting the organisation’s self-image 

and modifying central functions, leading to a complete transformation. One example from 

aviation is the rise of sustainability in recent decades (Kivits et al., 2010). Environmental 

concerns have often been marginalised and generally overshadowed by economic interests. 

Eventually, a paradigm shift was initiated by talking about the environment, emphasising the 

importance of preserving nature and of achieving positive environmental effects. As a result, 

sustainability was given a central position in aviation organisations and has become part of 

many organisations' core values, giving them a competitive advantage and shaping their 

marketing campaigns. Such a paradigm shift produces tangible results and can change the 

entire macro-level of a complex organisation (Kivits et al., 2010 and Pourdehnad and Smith, 

2012). 

 

The application of aspects of system dynamics in the assessment of a security culture is 

unprecedented in this context and in the literature. Integrating a perspective that is based on 

system dynamics into the consideration and management of security culture will allow for a 

more nuanced approach to the challenges posed by the highly dynamic behaviour of this 

system and the aviation environment surrounding it. The aim is to achieve a more robust and 

efficient constellation of the overall system organisation, even in the face of change. Based 

upon this short but relevant background information and the rationales described in section 

5.5, section 8.6 will apply system dynamics principles in the revised tentative model in this 

thesis. 

 

The next chapter will describe the applied research methods used to collect, process, and 

interpret the required data. 
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6. Applied research methodology 

This chapter describes the research methods employed for this thesis and the rationale for 

choosing them. The chapter is divided into eight sections, beginning with a discussion of the 

adopted research philosophy followed by an outline of the research approach and research 

design. Afterwards, the interview guideline will be introduced along with methods of data 

processing and analysis.  

 

6.1. Research philosophy  

According to Saunders et al. (2009), a research philosophy involves assumptions and beliefs 

about the development of knowledge (i.e. epistemological facets) and, by the same token, 

about how the world is constructed (ontological facets). Table 6.1 highlights four commonly 

accepted key research philosophies discussed by Saunders et al. (2009) with respect to the 

aforementioned ontological and epistemological assumptions along with an outline of these 

philosophies’ stance towards values, i.e. their axiology. Once the ontological position is 

defined, the researcher needs to establish what is acceptable knowledge (i.e. take an 

epistemological position), how its status should be understood, and in what way this knowledge 

should be attained. In terms of epistemology, there is one main distinction, which is between 

positivism and interpretivism. 

 

Table 6.1: Overview of key research philosophies 

 Positivism Realism Interpretivism Pragmatism 

Ontology 

Factual and 
independent of 
social actors, 

rather external 

Independent of 
social actors, 

factual, 
interpretation via 

social 
conditioning 

Subjective, 
socially 

constructed 

Chosen view best 
approach to 

answer research 
questions, 
external 

Epistemology 

Credible data 
solely provided 
by observable 
phenomena 

Credible data 
provided by 
observable 

phenomena, 
interpretation 
according to 

context 

Subjective 
meanings 
created by 
focusing on 
details of a 
situation 

Knowledge 
provided by 
subjective 

meaning and 
observable 
phenomena 

Axiology 

Value-free way of 
research, 

researcher 
maintains 

objective and 
independent 

stance of data 

Value-
encumbered 

research, 
researcher 
biased by 

different world 
views, education 
and experiences 

Value-bound 
research, 

researcher part of 
what is 

researched, 
difficult to 

separate, hence 
subjective 

Large role of 
values in 

interpretation of 
data, researcher 
adopts objective 
and subjective 

views 

Source: Saunders et al. (2009, p. 119). 
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Realism shares characteristics of both and therefore forms a kind of middle ground. The table 

also includes pragmatism as a fourth philosophy; pragmatism describes a stance that abstains 

from categorically committing to ontological and epistemological assumptions and, instead, 

occupies the ontological and epistemological stance most likely to lead to useful research 

results (Saunders et al., 2009).  

 

Positivism claims that the scientific process can help establish an accurate understanding of 

objective reality which is independent of subjective or socially determined perspectives and of 

interests because the research investigates provable and measurable relations excluding 

speculative assumptions. In contrast, social constructivism takes the researcher’s (and the 

research subjects’) beliefs about reality and knowledge into account. This type of interpretation 

discards the assumption of objective facts, proposing that evidence is grounded in perception 

(Bryman and Bell, 2015, p. 26-28). The majority of research can be classified in one of these 

two key paradigms. In relation to the field of this research, which investigates how a corporate 

security culture is perceived in the aviation context, the ontological perspective is subjective 

as the focus is on how stakeholders perceive and interpret the relevant factors and their 

significant interactions (interpretivism). This leads on to the research context, which consists 

of the organisational environment and the social actors of the individuals. In this context, the 

researcher views the world as a subjective construction. This subjective perception enables 

the researcher to take into account individual perspectives, perceptions and interpretations in 

the research context (Pioch, 2017, p. 40).  

 

At times, however, researchers need to alter their philosophical assumptions and move to a 

new position, as Collis and Hussey (2014) argue. This flexibility is afforded by pragmatism. 

With pragmatism, the authors explain, research questions are of utmost importance and, 

therefore, have a strong influence on the philosophical stance occupied. Depending on the 

nature of a particular research question, pragmatic researchers are able to combine 

interpretivism and positivism (Saunders et al., 2009).  

 

Realism can be interpreted as a less absolute form of positivism. Realism holds the view that 

there is an external reality which acts independently of the human mind (Bryman and Bell, 

2015, p. 29). However, researchers are human beings and need to rely on interpretations in 

order to gain knowledge. Hence, total independence may not be possible (Saunders et al., 

2009). According to Collis and Hussey (2014), researchers need to consider this fact and 

should attempt to be as objective as possible. 
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Bryman and Bell (2015) state that ontology deals with the nature of social entities and describe 

two assumptions about this nature: objectivism and constructionism. Objectivism holds the 

view that organisations have a reality which is external to the individuals who inhabit them. 

Moreover, organisations represent a social order in which employees learn - and apply - rules, 

conform to requirements, and follow regulations. A corporate security culture can also be seen 

as a repository of shared values and beliefs (Bryman and Bell, 2015, p. 32-34). Rejecting the 

objectivist view, Bryman and Bell (2015) argue that organisations constantly change, and 

undergo review, due to social interaction. This view is referred to as constructivism. Thus, 

employees construct an organisation, instead of the latter being an entity that is independent 

of social interaction. However, the term constructivism is understood as a reflection of one's 

own experiences and thus shapes the way knowledge is constructed (Bryman and Bell, 2015). 

This can therefore be described as an epistemological position. The basic statement of 

constructivism is that reality cannot be perceived objectively because we invent our reality 

through our subjective perceptions. Objectivism and constructivism correspond loosely to the 

paradigms of positivism and interpretivism as outlined in Table 6.1. 

 

In an increasingly complex world with growing risks, the need for constructivist research 

approaches in cultural studies will increase. The descriptions of security culture activity and 

the definitions of security culture problems always contain presuppositions, meaning that these 

descriptions and definitions can be problematised from a different perspective. A constructivist 

style of thinking aims to confront apparently self-evident facts with contrasting interpretations 

in aviation. In this way, an important contribution could be made to enriching the picture of 

reality in aviation and cultural studies in the context of security would thereby also contribute 

to the understanding of aviation security. Therefore, the fundamental research philosophy 

adopted in this thesis is constructivism as the researcher assumes that meanings, and, with 

them, social phenomena such as culture, are constructed by human beings, which implies that 

we understand the world through the lens of our experiences, culture, and social perspectives 

(Creswell, 2014, p. 8). In addition, constructivism enables this research project to identify and 

understand structures in order to change them by using practical and theoretical methods of 

social science (Bryman and Bell, 2015, p. 723). Moreover, it is clearly the case that human 

beings, their interactions and their perspectives shape the reality of security culture. Hence, a 

constructivist researcher is best able to describe, account for, and understand this subject 

(Bryman and Bell, 2015, p. 29). 

 

6.2. Research approach 

Table 6.2 illustrates three approaches, including their key characteristics, based on Saunders 

et al. (2009) and Bryman and Bell (2015).  
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Table 6.2: Inductive, deductive and abductive approach 

Inductive Deductive Abductive 

● Findings are fed back into 
theory 

● Attempt to understand the 
meaning humans attach to 
situations 

● Collection of qualitative 
data 

● Flexible structure as 
research might change 
during the process 

● Researcher is part of the 
research process 

● Difficult to generalise 

● Researcher deduces a 
hypothesis based on what is 
known and theory 

● Necessity to declare causal 
relations between variables 

● Collection of quantitative 
data 

● Assurance of data validity 
through controls 

● Approach is highly 
structured 

● Independent stance of the 
researcher  

● Sufficient size of samples in 
order to be able to 
generalise conclusions 

● Combination of deductive 
and inductive 

● Utilises logical inferences 
and builds theories about 
the world 

● Can overcome limitations 
associated with induction 
and deduction 

● Involves back-and-forth 
engagement with social 
world as empirical source 
for theory 

● Researcher selects ‘best’ 
explanation 

● Importance of cognitive 
reasoning 

Source: own presentation based on Saunders et al. (2009), Bryman and Bell (2015). 

 

A traditional deductive approach lacks the ability to generate theory as it predominantly 

involves the testing of theory against observation using a positivist epistemology. In contrast, 

an inductive approach develops a theory from observation, thus tending to apply an interpretive 

epistemology (Hatch and Cunliffe, 2006, p. 26). As a result, inductive and abductive reasoning 

place an emphasis on practicality and the empirical foundation of knowledge (Ketokivi and 

Mantere, 2010, p. 316). The American philosopher Charles Sander Peirce elaborated 

abduction as the third elementary form of inference alongside deduction and induction 

(Eriksson and Lindström 1997, Raholm 2010a). In his work, Peirce created a logical form of 

reasoning which has been concerned with new ideas and hypotheses being explicated 

logically through deductive reasoning and empirically through inductive reasoning (Peirce, 

1931-1958; Fann, 1970; Timmermans and Tavory, 2012). 

 

This thesis applies an abductive approach, which, in contrast to deduction, does not start from 

existing theories but formulates as yet unknown rules, which at the same time enable an 

understanding of the case. Abduction thus takes a known quantity (surprising facts) and draws 

two unknown quantities from it, namely the rule and the case (Reichertz, 2007). The case 

understanding in this thesis is an assessment of a corporate security culture based on the 

perception of senior management in the studied aviation organisation. The aim is to embed 

findings in existing theoretical frameworks as well as to modify and extend existing theories in 

novel ways which might serve as a rule (James 1907; Cherryholmes, 1992; Reichertz, 2007). 

Therefore, a solid knowledge of several security culture theories is necessary to find out what 

is anomalous or even missing in the field of corporate security culture and to stimulate insights 

into innovative or original theoretical contributions. In contrast to inductivist approaches, where 
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the scientific literature is only considered at the end of the research project, abduction requires 

extensive familiarity with existing security and cultural theories at the beginning and during 

each research step and thus represents the crucial step in generating new knowledge. At this 

point, it should be emphasised that in abductive analysis, the researcher does not set all 

preconceived theoretical ideas aside during this research project but enters the research field 

with as deep and broad a theoretical base as possible and develops theory in the course of 

the research process. Instead of developing theories from data, new concepts are developed 

to explain the empirical material. The aim is to uncover traditional safety-related statements in 

the individual contributions of the study participants. This means that attention must be paid to 

the general and the specific, i.e. to things related to general claims behind the unique elements 

of a statement. Therefore, in the first step, an initial model is presented, which was derived 

from an in-depth literature review and thus introduces a deductive view. This model and the 

new plausible rule it contains (if proven correct) helps form an interpretation which, supports 

to make an assessment of corporate security culture in organisations more actionable and can 

be verified (Reichertz 2003, p. 57). In the second step, an inductive approach is applied with 

the use of expert data including a comparison of the initial model with new findings and insights. 

This results in a revised model, which leads to new interpretations and ultimately shapes and 

expands future interpretations. In this way, abductive reasoning moves continuously between 

the data collected and the existing theories and thus does not rely on existing types to explain 

an observed phenomenon but creates a new type by applying system dynamics (Reichertz, 

2003). This approach represents a process that eventually leads to a coherent representation 

of reality in order to achieve the original research goal (Gadamer, 2004). 

 

In this thesis, the interpretive researcher explores general relationships from key statements. 

In interpretation, the researcher is in the same position as the research participants; by 

indicating the meaning of their statements to each other, they also indicate it to the researcher, 

thus enabling analysis. The researcher is faced with the task of interpreting reality in the context 

of a company's security culture. Since this reality is not an objective reality from a constructivist 

point of view, but a reality already interpreted by the participants in the study, the researcher's 

task is to interpret realities that are already interpreted themselves. The explanation of the 

above strategies has shown that an abductive approach is well-suited to formulating the 

research questions. In addition, the ontological and epistemological foundations that the 

abductive approach, as used in this research, is based on, and the researcher’s own opinions, 

inform the research overall approach. How this approach is put into practice is discussed in 

the following section. 



83 
 

6.3. Research design 

For the majority of researchers, the methodological distinction between qualitative and 

quantitative research provides a useful means of deciding how to conduct specific empirical 

research (Bryman and Bell 2015, p. 37). The fundamental differences between these 

approaches to empirical reality are summarised in Table 6.3 below. 

 

Table 6.3: Fundamental differences between quantitative and qualitative research 

 Quantitative Qualitative 

Role of theory in 
relation to research 

Deductive, testing theory Inductive, generating theory 

Epistemology  Natural science model, positivism Interpretivism 

Ontology Objectivism Constructionism 

Data typology Numeric Narrative 

Style of analysis Descriptive/ statistical Identification of major themes 

Inquiry Focus on specific hypothesis Thematic concerns, broad 

Source: own presentation based on Dudovskiy (2016, p. 108), Bryman and Bell (2015, p. 38). 

 

Qualitative research starts with expectations, a holistic outlook, and the use of a theoretical 

lens, and then explores experiences and meanings and identifies contexts and processes 

(Devine, 2002); it thus follows a process that is also used in this thesis, as explained above. In 

addition, qualitative research designates a particular domain as an environment in which the 

research problem occurs, as is also done in this thesis by defining a problem domain and 

delineating the boundaries of the system to be investigated. Therefore, this thesis will use a 

qualitative research approach to identify crucial corporate security culture influences. On the 

basis of senior management investigations, this thesis will investigate employees’ behaviours, 

attitudes, and their perceptions of, and reactions towards, particular security culture 

components and issues. The qualitative approach will help provide a detailed understanding 

of how, and why, employees act upon and consider security aspects, and why they fail to do 

so. According to Ambert et al. (1995), a qualitative method leads to important questions that 

quantitative research may fail to take into account and provides data that challenges pre-

existing interpretations.  

 

In qualitative research, data are usually collected through participant observation, in-depth 

interviewing, focus groups, and analysis of document contents (Blaikie, 2009). In contrast, 

quantitative research predominantly deploys methods which aim to measure phenomena in 

terms of quantity. Usually, quantitative data collection is executed through either converting 

data into numbers or collecting numerical data, and through presenting data in figures (Blaikie, 

2009). Quantitative research is frequently experimental and focuses on the reflection and 
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measurement of recurring incidents in a formalised and structured way (Bryman and Bell, 

2015, p. 176). Typical methods of quantitative research are surveys, structured interviews, and 

observations, the latter in conjunction with confirmatory replication of experiments. Due to the 

complex nature of aviation, its security issues, and the research gap in the existing literature, 

a predetermined quantitative questionnaire appears unsuitable for helping us achieve a better 

understanding of security culture and its influences and effects. Such a questionnaire would 

have to rely on assumptions that are not yet proven. In addition, human behaviour, feelings, 

and attitudes towards security issues in aviation are difficult to quantify (Cooper and Schindler, 

2003).  

 

In contrast, qualitative research strives for detailed, in-depth investigations rather than 

extensive data on highly specific issues and, therefore, allows the unpredictable to emerge. In 

this sense, it is exploratory in that it aims to understand the outlines of a subject or problem 

under investigation (Stebbins, 2001). In summary, this method offers the best path to collecting 

primary data for the research purpose.  

 

In order to generate a detailed understanding of the complex issues researched here, the 

qualitative approach employed in this thesis can utilise data collected through interviews and 

their content analysis (Sekaran, 2003). This approach aims to accomplish a convergence of 

different ideas in the particular real-world subject under consideration. Moreover, this approach 

can reveal fundamental assumptions, judgments associated with them, and alternative 

perspectives based on a synopsis of opinions (Hsu and Sandford, 2007, p. 1). Another reason 

for conducting qualitative research is its potential for in-depth analysis based on dialogue and 

inquiry (Milena et al., 2008). In dialogue-based communication, the researcher obtains 

valuable insights about the background of corporate security and its formation, development, 

and maintenance, as well as related issues, in order to gain understanding and describe 

perspectives in more detail (Legard et al., 2003). In this thesis, this qualitative research 

approach is manifest in the choice of guideline-based expert interviews as a method of data 

collection. According to Bohnsack et al. (2003, p. 57), the main focus of interest in interviews 

is the expert and the expertise of that person. Lamnek (2005, p. 333) describes the expert 

interview as an investigative and informative form of interview to elicit knowledge. However, 

expert interviews are not simply "informative interviews" in which knowledge and opinions are 

collected (Bogner et al. 2005, p. 16). Experts are often unaware of the relevance of their 

actions, meaning that expert knowledge cannot be queried directly but must be reconstructed 

from the experts' statements. For this reason, the expert interview is considered a 

reconstructive research method. The aim is the systematic reconstruction of the unconscious 
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logic of decisions and routines in expert action (Bohnsack et al. 2003, p. 58; Meuser and Nagel, 

2009). 

 

However, this method can also be regarded as that of a survey, although Saunders and Lewis 

(2012) state that surveys are typically associated with a deductive research approach and 

quantitative data. In contrast, Bryman and Bell (2015) and Creswell (2014) distinguish between 

quantitative and qualitative surveys. According to Bryman and Bell (2015), researchers utilise 

quantitative questionnaires and qualitative interviews in surveys as collection methods for data. 

The main differences between a quantitative and a qualitative survey are the degree of 

standardisation, the structure, and the number of respondents involved (Pioch, 2017). In 

quantitative surveys, there is a higher degree of standardisation and structure and a larger 

number of respondents, whereas qualitative surveys offer additional flexibility, a looser 

structure and a smaller quantity of respondents (Pioch, 2017). Typically, a qualitative survey 

uncovers various behaviours, understandings, or opinions through some ten to fifty semi-

structured interviews with respondents selected from a defined population (Jansen, 2010). 

These respondents are not connected or related to each other in any way. However, all 

interviewed respondents in this thesis share a common relation as they are employees of the 

same company, albeit with different organisational responsibilities. In addition, and due to the 

scope of this thesis, a survey approach seems more suitable for the purposes of knowledge-

based research regarding organisational development in general and the assessment of 

cultural prerequisites for organisational learning and knowledge management. Employees 

within different departments or units may belong to different subcultures, which leads to 

localised variations of security culture, which, in turn, may be at odds with the strategic focus 

(i.e. senior management investigation) of this thesis. Nonetheless, due to the exploratory 

research objective of this thesis, a qualitative survey represents an additional valid data 

collection method which might be used to produce further findings on the basis of this thesis.  

 

The next sections will briefly outline the excluded alternative strategies and the reasons for 

their exclusion. 

 

6.3.1. Experiment 

This thesis intends to explore a subject rather than test hypotheses, as is done in an 

experiment (Risjord, 2014). According to Saunders and Lewis (2012), a hypothesis is tested 

statistically in an experiment (predominantly within a positivist paradigm), generally through 

the utilisation of large quantitative data samples. According to Cash et al. (2016), the 

experimental approach is a very effective method for deriving causal relationships between 

variables. It theoretically eliminates all possible factors that could explain a change in one or 
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more outcome variables, except for one or more explanatory variables. In addition, the 

experimental approach is most appropriate when the research question is specific and aims to 

compare the effectiveness of one or more treatments (or interventions), for instance in 

technological research paradigms (Cash et al., 2016). In this thesis, the research goal is rather 

broad; namely, to obtain an overview of opinions or behaviours in a business context. Bryman 

and Bell (2015) argue that experiments are rare in business and management research as it 

is nearly impossible to achieve the necessary level of control in organisational behaviour. 

Based upon the interpretative philosophy of this thesis, an experimental approach would not 

make a meaningful contribution to reaching the research objective.  

 

6.3.2. Ethnography 

Ethnography attempts to understand the interaction of individuals within a society from the 

perspective of its members (Merriam and Tisdell, 2016). According to Saunders et al. (2009), 

ethnographers study groups by accompanying them over extended periods of time and by 

participating directly in their routines in order to observe and describe the everyday behaviour 

of the field actors. In the field of business and management, ethnography is an appropriate 

method for gaining an in-depth understanding of markets and consumer experiences 

(Saunders et al., 2009). Due to the scope of this thesis, ethnographic research was rejected 

for two reasons. First, understanding social actions among employees seems inappropriate for 

the purposes of finding answers to the research questions because the subject under 

investigation here is not the security culture of an organisation in and of itself, but as a target 

that the aviation industry needs to aspire to. Instead of observing and analysing processes 

between respondents, this thesis focuses on leading agents through a process of developing 

and maintaining security culture within an aviation context. Furthermore, the ethnographic 

researcher needs to play an active role, interacting with individuals and participating in their 

daily routines in order to understand and describe social actions (Gobo, 2011). This approach 

was therefore regarded as inappropriate for this particular research, as such a participatory 

activity in a multitude of organisational units was not feasible.  

 

6.3.3. Archival research 

Archival research methods use administrative records and documents produced by and about 

organisations (Mohr and Ventresca, 2002). Even if there were archive statistics which could 

be used for this thesis, it is very likely that the amount of accurate information in these 

documents would be insufficient to answer the research question. The drawback in using 

archival research lies in the lack of usable data, which may make it impossible to answer the 

research questions. In addition, archive data may not offer the richness of other forms of data, 

such as interview data. For these reasons, archival research was not pursued further.  
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6.3.4. Grounded Theory 

Grounded Theory aims to generate, rather than to describe and apply, a theory (Glaser and 

Strauss, 1967; Strauss and Corbin, 1990; Charmaz and Bryant, 2011; Saunders et al., 2009; 

Bryant, 2017). Grounded Theory is an inductive, comparative, iterative, and interactive 

method, which moves from the study of concrete realities to creating a conceptual 

understanding from the data collected (Gubrium et al, 2012). The aim of grounded theory 

methodology is to develop a theory grounded in the data (Charmaz and Bryant, 2011). In doing 

so, an alternating and repetitive process of data collection and analysis is performed, 

categories are successively formed and related to each other, and ultimately condensed into 

a theory. Although there may be loose parallels between the present thesis and the methods 

of Grounded Theory, this thesis does not apply Grounded Theory per se. The thesis considers 

the central aspect of conceptualisation and thus goes beyond purely descriptive analysis by 

using different types of coding and aims to develop meaningful concepts from the data 

(Saunders and Lewis, 2012). In addition, the thesis takes into account a methodology of 

constant comparison and thus applies comparisons repeatedly and at all levels of the research 

process: at the level of case selection, data, generated codes and the categories formed from 

them (Strauss and Corbin, 1997; Charmaz and Bryant, 2011). However, the aim of this 

research is to capture the theoretical factors of a corporate security culture in order to 

summarise and validate them in a model based on the empirical findings. This work does not 

aspire to create a new theory as described in Grounded Theory. In addition, the data collection 

and coding involved in Grounded Theory is very time-consuming and thus overtaxes the limited 

time resources of an in-service study (Timonen et al, 2018; Pioch 2017).  

 

6.3.5. Action research 

According to Bryman and Bell (2015) and Altrichter et al. (2002) action research involves both 

the researcher and the respondent actively influencing the research environment by 

introducing a change element. Given the explorative nature of this thesis, which examines 

different organisational departments to enhance the understanding of the researched 

phenomenon, the action-research approach does not appear to offer the necessary breadth of 

data collection to be applicable. However, the approach appears feasible in subsequent 

studies that focus on a particular aspect of security culture development and maintenance.  

 

6.3.6. Case study 

Case studies can support flexible research strategies, including empirical investigations aiming 

to develop detailed knowledge (Robson, 2007). Typically, the details of a case study design 

emerge during the collection of information, when a range of techniques is applied as needed, 

such as observation, interviews (mainly unstructured or semi-structured), and documentary 
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analysis. Thus, a case study design may be shaped by a larger number of variables than a 

survey strategy. Regarding the current issues in, and characteristics of, aviation, a single-case 

study design – or a multiple-case study design, which would allow the researcher to compare 

cases – seemed appropriate to answer the research questions.  

 

Yin (2011) classifies the basic types of case study design using two dimensions that distinguish 

between holistic and integrated on the one hand and single case and multi-case studies on the 

other. Yin (2011) differentiates holistic case studies according to the relevant context of the 

case under study and the defined case itself. The simplest form of design is the holistic single 

case study (Yin, 2009). Such a design concerns just one clearly defined case and its relevant 

context. If several holistic cases are combined within one case study investigation, it is called 

a holistic multiple-case study. If different objects of analysis - e.g. several departments – are 

analysed within one case - e.g. in a company - the case study design is called "integrated". 

Finally, the combination of several integrated case studies constitutes an integrated multi-case 

study (Yazan, 2015). Based on this classification, the question of the principle of delimitation 

between the described elements "object of analysis", "case" and "context" arises. In order to 

understand a delimitation of the entire case study, a distinction is made between those objects 

that are indirectly (context) or directly (case) relevant for answering the research questions and 

those that are neither indirectly nor directly relevant. The number of cases and objects of 

analysis within the whole case study may vary depending on the research question and the 

aim of the study (Yin, 2011; Yazan, 2015). A directly relevant object - i.e. a case - can represent 

an organisation as a whole, but can also be, for example, a project team composed of internal 

and external members of an organisation.  

 

With the work of Yin (2011), the research design for this thesis could be precisely defined in 

order to first clearly delineate the case and then to find possible connections in the case. 

Furthermore, the case study was used because it allows for a better understanding of complex 

social phenomena. Against this previously described background, the relevant context in this 

thesis is, therefore, the security management of an aviation organisation and the direct context, 

i.e. the case, is the aviation organisation studied here and the statements and perspectives of 

the interviewed persons, i.e. the senior management team. This ensures that the study delves 

as deeply as possible into the direct context of a corporate security culture and that, the 

persons involved and the interaction between them is taken into account. Only closer 

examination of the context provides information about which elements of a corporate security 

culture are ultimately decisive for the organisational effects of socio-technical changes. 

Relevant contextual factors in this work are, for example, the characteristics of leadership 

behaviour, the position, qualifications and professional background of the persons involved, 
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the type of communication in the organisation, etc. The analysis of these contextual factors in 

the context of the corporate security culture will also provide an insight into the impact of socio-

technical change. Hence, the applied case study design in this thesis allows the researcher to 

retain holistic and meaningful insights and features of real events. The recording of these 

contextual factors in the context of data collection was taken into account in the interview guide 

in such a way that the interview methodology was carried out in a semi-structured way. Thus, 

space was provided for the elicitation of already suspected contextual factors and aspects that 

emerged in the course of the interview were thus not closed off.  

 

However, one major drawback of this research strategy is the difficulty of generalising the 

findings for a wider population due to possible deficiencies in external and internal validity. This 

is due to the low quantity of scientifically based models of security culture characteristics, which 

may make the case study approach inappropriate. The topic of validation will be discussed 

later in this chapter. 

 

6.3.7. Narrative inquiry 

Reissman and Speedy (2007) explained that narrative inquiry is the study of experiences as 

stories and is primarily a way of thinking about personal experiences. The analysis of stories 

is work-intensive and time-consuming, as only a large number of stories can contribute to 

meaningful insights. To a certain extent, stories might support the present research by yielding 

insights into the respondents’ perception and understanding of particular situations. However, 

expert interviews are of particular importance here, as they are considered key sources of 

information on the development, implementation and control of security strategies and security 

infrastructures such as policies. Experts also occupy an important interface with regard to 

accessing information about groups of persons (e.g. employee behaviour) or decision 

processes (Meuser and Nagel, 2009).  

 

In this thesis, experts are considered key sources of information because they occupy an 

exclusive position in the context under study and possess knowledge that is not accessible to 

everyone (Liebold and Trinczek, 2009; Gläser and Laudel, 2010). Experts are interviewed in 

this research as specialists for specific questions (Weischer, 2007). Nonetheless, certain 

elements of narrative inquiry are included within this thesis, although the focus remains on the 

research strategy described above.  

 

6.4. Data collection 

This section will describe the process of gathering data to enable the researcher to answer the 

research questions. It will begin with the time horizon of the data gathering process, revisit the 
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data collection method of guideline-based expert interviews on a more detailed level than in 

section 6.3, describe the sampling strategy employed and the research population, and define 

the criteria for the inclusion or exclusion of interviewees. Then, the development of the 

interview guide and its test in a pilot study will be discussed. 

 

6.4.1. Sampling strategy and research population  

The overall sampling strategy combined homogenous sampling and purposive sampling 

(Saunders et al., 2009; Mukhopadhyay, 2011). Purposive sampling is suitable for this research 

because the researcher is interested in sources of information who possess extensive 

knowledge and are well-informed regarding the research topic (Etikan et al., 2016, p. 2). Thus, 

in this thesis, all members of the senior management team are considered. Decisions about 

who (or what) and how many people (or places) to include in the sample are important in 

purposive sampling (Creswell, 2014). Full details should be provided here, otherwise, the 

reliability of the sampling may be affected (Ratcliff and Smith, 2004; Etikan et al., 2016). As 

the interviewees possess similar jobs and experiences, a homogenous approach seems most 

applicable (Burmeister, 2012). The idea is to focus on this similarity and how it relates to the 

topic under investigation (Etikan et al., 2016).  

 

The overall research population consists of approx. 1,000 people who are employed at the 

airline’s headquarters in Germany. Within this particular participant population, the researcher 

identifies experts for individual areas of corporate security culture as identified in the tentative 

model. To include all organisational departments connected to these areas, the individuals in 

charge will be included in the sample. They are assumed to be able to provide information on 

all sub-departments they are responsible for in a comprehensive manner and, hence, are the 

target group of this research project. This means that flight and technical personnel are 

excluded from the semi-structured interviews and from validation interviews, as they operate 

in a different organisational set-up (either air traffic or separate organisations) which are not 

the focus of this thesis. However, the research findings may still contribute insights which can 

be valuable for these two operational aviation paradigms. The researcher identified the 

research population through a review of internal data provided by the Human Resources 

department. Table 6.4 below provides an overview of the respondents. One respondent, P15, 

cancelled several interview appointments due to the Covid-19 pandemic and its impact on the 

aviation industry in Spring 2020.  
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Table 6.4: Overview of interview respondents 

Interviewee Business 
Function 

Department Hierarchy level 

P1 left blank left blank Senior/ Management 

P2 left blank left blank Senior/ Management 

P3 left blank left blank Senior/ Management 

P4 left blank left blank Senior/ Management 

P5 left blank left blank Senior/ Management 

P6 left blank left blank Senior/ Management 

P7 left blank left blank Senior/ Management 

P8 left blank left blank Senior/ Management 

P9 left blank left blank Senior/ Management 

P10 left blank left blank Senior/ Management 

P11 left blank left blank Senior/ Management 

P12 left blank left blank Senior/ Management 

P13 left blank left blank Senior/ Management 

P14 left blank left blank Senior/ Management 

P15 left blank left blank Senior/ Management 

P16 left blank left blank Senior/ Management 

Source: own illustration (2020). 

 

6.4.2. Sampling rationale  

According to Malterud et al. (2016), the prevailing criterion for a sufficient sample size in 

qualitative research is “saturation”. O’Reilly and Parker (2013) argue that the adoption of 

“saturation” as a basic quality criterion is unsuitable, as the way in which saturation is achieved 

is not always transparent enough. As this research is based on the epistemological approach 

of social constructivism, the researcher strongly embraces the idea that qualitative research 

should not attempt to take account of all of the facts (Alvesson and Sköldberg, 2009). Thus, a 

sample-size approach based on the concept of “information power” seems appropriate.  

 

Information power acts as an internal validity measure and provides access to new knowledge 

based on analysis and theoretical interpretations, hence influencing the potential of the 

available empirical data (Guest et al., 2006; Cohen and Crabtree, 2008; Malterud et al., 2016). 

The rationale of information power is that the more relevant information a sample presents, the 

smaller the sample may be. According to Malterud et al. (2016), the size of a sample with 

appropriate information power depends on five criteria: the study objective, the specificity of 

the sample, the usage of proven and accepted theories, the dialogue quality, and the analysis 

strategy. Figure 6.1 conceptualises these items in relation to the information power paradigm 

and their dimensions in order to draw conclusions about the sample size.  
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Figure 6.1: Information power – items and dimensions 

Source: Malterud et al. (2016). 

 

This model suggests that sufficient information power can be obtained through a small number 

of participants as the aim of this thesis is narrowly defined, the participants are specific, the 

empirical work is supported by accepted theories, the interview format allows for high-quality 

dialogue, and the analysis contains a cross-case in-depth exploration. Within this thesis, a 

cross-case analysis is conducted as the respondents are from a variety of the organisation’s 

functional branches, which increases the information power.  

 

However, due to the limited theoretical knowledge regarding corporate security in aviation and 

the cross-case approach, this thesis may need a relatively large group of interviewees, even 

though the research aim is well-focused and interview dialogues are of high quality. The model 

based on Malterud et al. (2016) should not be interpreted as a checklist to calculate N, as it 

does not specify the size of a sample numerically, be this sample small or large. Rather, it 

should serve as a guide and the ratios of items and sample size should be understood as 

recommendations. Therefore, the adequacy of the final sample size needs to be continuously 

assessed during the research (Carlsen and Glenton, 2011). In this thesis, sample-size 

adequacy was not assessed on the basis of saturation, which was found to be inappropriate 

as a generic quality marker (O’Reilly and Parker, 2013). Whereas saturation focuses more on 

the number of participants, information power can be seen as a potential measure of the 

internal validity of the available empirical data to reveal new knowledge by means of analysis 
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and theoretical interpretations. Inasmuch as information power resides in the collected data’s 

potential as an object of analysis and interpretation, sample adequacy, data quality, and the 

variability of relevant events are often more important than the number of participants (Kvale, 

1996; Cohen and Crabtree, 2008; Malterud et al., 2016). Based on these considerations, a 

number of sixteen interview partners was determined as a provisional sample size for this 

thesis.  

 

In the interview phase, an initial review of the data was performed after five interviews to verify 

the efficacy of the data collection process and to determine if the sample size had to be 

adjusted. At this point, the interviews appeared to be highly relevant for answering the research 

question and to provide new information on the subject of corporate security culture. However, 

as the research aim was to gain a comprehensive picture of the investigated topic, the number 

of participants had to be increased. This process was repeated before data collection was 

completed. All in all, 15 interviews were conducted, but new information came to light after the 

12th interview. Figure 6.2 illustrates this development using the increase in the number of codes 

as an indicator for the information value of additional interviews.  

 

Figure 6.2: Development of codes 

 

Source: own illustration (2020). 

 

 

6.4.3. Time horizon 

There are two observational approaches regarding the time horizon of studies: the longitudinal 

approach and the cross-sectional approach. In a longitudinal approach, data is continuously 
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collected over a long period of time to study patterns of change (Bryman and Bell 2015; Kumar, 

2010). In contrast, a cross-sectional approach (snapshot) to data collection focuses on a 

specific point in time (Saunders and Lewis, 2012). A longitudinal approach is more appropriate 

for experiment-based strategies. Within the scope of this thesis, a longitudinal approach would 

require expert interviews throughout an entire organisation’s process of developing its security 

culture and altering its structure. Such a long-term investigation appears unrealistic and would 

require extensive resources that can only be commanded by large, well-funded research 

projects. In addition, the environment might change within the time frame of a longitudinal 

approach; this may lead to distortions in the research findings. In the aviation industry, there 

may be necessary adjustments to procedures because of changes in legal regulations, which 

could have a direct effect on the findings of this thesis. Against the background of resource 

considerations and in order to eliminate potential disruptive effects emanating from changes 

in the environment, the present research study applies a cross-sectional approach to examine 

the corporate security culture and its development factors. 

 

6.4.4. Data collection method 

For the chosen research strategy, interviews or focus groups of employees can be regarded 

as appropriate data gathering methods. Ultimately, in-depth interviews are most suitable for 

the purpose of this thesis.  

 

By using in-depth interviews, the researcher is able to develop descriptions of the essential 

causal structures of the reality experienced by the respondents (Sekaran, 2003). The 

respondents will be security management experts within the aviation industry who can offer 

expert knowledge and feedback pertaining to the tentative model developed in Chapter Five. 

The majority of the interview participants represent different experiences and views, which 

may contribute to the research process as the topic demands individual but diverse 

statements. Sixteen interviews with respondents from 16 departments were planned. 

However, only fifteen interviews could be held. However, expert interviews may be 

characterised by certain limitations. Therefore, the researcher must be particularly mindful and, 

if necessary, adapt the research design accordingly in order to obtain valid results. In 

qualitative studies, the concept of validity is described in a variety of terms (Golafshani, 2003). 

Consequently, new perceptions of validity have evolved, and terms have been adopted which 

are considered more appropriate, for instance, quality, rigour and trustworthiness (Lincoln and 

Guba, 1985; Seale, 1999; Stenbacka, 2001; Davies and Dodd, 2002). Gill and Johnson, 2002, 

p. 283) and Stenbacka (2001) argue that if validity or trustworthiness can be maximised or 

tested, then credible and defensible results can lead to generalisability. Therefore, research 

quality is linked to the generalisability of results and thus to testing and increasing the validity 
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or trustworthiness of the research (Golafshani, 2003, p. 603). The term validity will be 

discussed in more detail in section 6.7. However, in order to obtain a maximum of quality, 

rigour and trustworthiness of the research data, Table 6.5 presents potential limitations and 

the strategies used in this thesis to manage these limitations.  

 

Table 6.5: Potential limitations and counterstrategies 

 Description Counterstrategies 

Ambiguities 

Body language cannot be recorded in 
interviews 
 
Translation process might mean that 
meaning is lost 

Taking notes in interview 
 
 
Two-way or back-and-forth 
translation process supports 
preservation of meanings  

Generalisation 
Sample size is rather small Validation through external 

experts 

Retention of 
participants 

Interviewees might hesitate to share 
meaningful views on certain situations 

Respect towards experts’ view 
and acknowledgement of 
sensitive information 

Time restriction 

Experts may assign the interview a rather 
low priority and may not dedicate enough 
time to it 

Precise and structured 
interview schedule, pointing out 
experts’ valuable contribution to 
knowledge may serve as 
convincing argument 

Source: own illustration based on Bryman and Bell (2015).  

 

As previously mentioned, an alternative would have been to create a focus group in order to 

explore participants’ attitudes, perceptions, opinions, and beliefs about a specified topic 

(Bryman and Bell, 2015). A focus group offers a setting for a relatively homogeneous group to 

discuss a topic in an informal way (Denscombe, 2007). However, given the time restrictions in 

the schedules of senior managers, it seems unlikely that 15 participants can be brought 

together in one place at a specific time for a workshop lasting several hours (Gibbs, 1997). 

Another important limitation of a focus group is that the researcher may lose control over the 

data produced as participants are allowed to respond to the questions and opinions of others. 

Hence, keeping participants focused on a particular topic seems challenging and, in addition, 

it may not be possible to attribute data gathered to individual participants (Gibbs, 1997). 

Therefore, interviews are the most promising and suitable data collection method for this 

thesis.  

 

Interviews are classified according to their level of structure, and their spectrum ranges from 

structured to unstructured (Rowley, 2012). Structured interviews are quite similar to 

questionnaires. In contrast, an unstructured interview is based upon a limited number of topics 

or issues in order to encourage the respondent to talk freely about a subject (Rowley, 2012; 

Bryman and Bell, 2015). The third option is a semi-structured interview, which can take a 
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variety of forms, include varying numbers of questions, and have a flexible question order. 

These interviews afford a certain degree of flexibility in the way questions are asked (Turner, 

2010).  

 

The data for this thesis is collected through semi-structured interviews. Semi-structured 

interviews seem most appropriate as they allow for the collection of information in a narrative 

and adaptable way and, therefore, enable unanticipated information and insights to emerge 

(Robson, 2007). As previously mentioned, semi-structured expert interviews are utilised within 

this thesis to supplement theoretical propositions about corporate security culture in an 

aviation environment. A key emphasis is placed on the development of the tentative model. 

Therefore, the interview findings, discussed in the context of the literature, will support the 

further refinement of the theoretical model. Thus, the main goal of the interview investigation 

is to answer the following questions: 

 

1. Are all the factors presented in the model relevant? 

2. What factors constitute the cultivation of a corporate security culture? 

3. What factors influence the cultivation of a corporate security culture – and at which 

level of importance? 

4. What are the cause-and-effect relations of all factors? 

5. Which factors should be included in the finalised model? 

 

The following section will consider the inclusion and exclusion criteria for respondents. 

 

6.4.5. Inclusion and exclusion criteria and expert verification 

In scientific research, an expert is someone who possesses knowledge and information which 

is not accessible to everybody in the field of action under study (Meuser and Nagel, 2009). In 

addition, an expert is responsible for decisions related to problem-solving. The competence 

necessary for this is incumbent upon the expert’s authority, ability, and skills (Pfadenhauer, 

2009). 

 

The inclusion criteria for interviewees are:  

● At least three to five years’ experience in an aviation environment, aviation or corporate 

security  

● A minimum of three years of expertise or of occupying a leading position in a field 

involving factors identified in the tentative model  

● Ideally, a member of a leadership team in charge of corporate security topics and 

projects 
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The exclusion criteria are:  

● Less than three years of experience in an aviation environment, aviation or corporate 

security  

● Less than three years of expertise or lack of occupancy of a leading position within 

fields involving factors identified in the tentative model  

● Not employed at management level or similar 

 

The verification of expert status takes place in a two-step process: in the first step, the minimum 

requirement of three years of relevant professional experience will be stated in the invitation 

letter.  

 

In the second step, the first three questions in the semi-structured interviews will address the 

expert status. The researcher considers it possible to distinguish different levels of expertise, 

and such a distinction can enhance the accuracy of the analysis. 

 

6.4.6. Development of the interview guide 

Within a semi-structured interview approach, pre-formulated questions serve as a guide, which 

may be used flexibly in the interview (Helfferich, 2011). Usually, an interview guide is informed 

by theoretical assumptions, and questions are based upon respective findings from the 

literature (Flick, 2010; Cridland et al., 2015). Therefore, the interview guide serves as a tool to 

structure the data collection in a logical way and direct the conversation towards answering 

the research question (Krauss et al., 2009; Cridland et al, 2015). For this thesis, some 

questions aim at exploring supplementary subjects beyond those identified in the literature 

review. An interview guideline typically consists of two blocks: main themes and follow-up 

questions (Krauss et al, 2009). In this thesis, four main themes have been identified that cover 

the main content of the research subject (Table 6.6). In addition, follow-up questions were 

used to facilitate the respondents’ understanding of the subject (Turner, 2010).  

 

Table 6.6: Structure of interview guide 

Block Content Questions 
1 Aviation experience and organisational responsibility 1-3 

2 Definition and factors of corporate security culture 4-6 

3 Leadership and organisational impact of security issues 7-9 

4 Changing trends in aviation 10-12 
Source: own illustration (2020). 

 

The most important topics are in block two and three as they are most instrumental in 

answering the research questions. The first three and the last three questions were rather 

simple as they aimed to either introduce the research topic or to set a clear focus for the 
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tentative model. In addition, the last two questions touched on topics that may be important 

but had not yet been addressed (Baumbusch, 2010). The interview guide consists of clearly 

worded, single-faceted, and open-ended questions to maximise the output of useful data 

(Krauss et al., 2009; Turner, 2010; Cridland, 2015). As a follow-up to statements by the 

interviewees, some probing questioning was used (Grbich, 1999). The original version of the 

interview guideline is provided in Appendix viii. The interviews were conducted between 

February and March 2020.  

 

The duration of the interviews was approximately 60–90 minutes. All in all, the 15 interviews 

yielded 761 minutes of recorded dialogue, which represents an average of 47 minutes for each 

interview. The interviews were tape-recorded and conducted in German, as all respondents 

are German native speakers. Only one of the interviewees rejected a recording. Therefore, 

interview notes were taken immediately after the interview. All interviews in this research were 

recorded in German and transcribed by a transcriber professionally known to the researcher. 

This means that the interviews were transcribed verbatim by this person and the researcher 

has additional information, for example, pauses in the interviewees' thoughts and particular 

sounds made by the interviewees. All transcribed interviews were checked a second time when 

the researcher used them in the first familiarisation step of coding. In order to support the 

research findings, appropriate excerpts from the interviews were translated from German into 

English when assigning the respective quotes to the sub-codes. In the first step, the translation 

was initiated by the researcher and cross-checked again by a native English speaker. Please 

also see sub-Chapter 6.6. 

 

6.4.7. Pilot study 

In order to identify potentially problematic areas prior to the interviews, a pilot study was 

conducted (Hassan et al., 2006). A pilot study enhances the quality of the main study and 

focuses, among other things, on the applicability and conceptualisation of the questions, 

enables the evaluation of the answers and can ultimately test for significance (Kezar, 2000; 

Hassan et al., 2006; Malmqvist et al., 2019). The pilot study was set up in a two-stage 

procedure. The first interviewee was chosen to be part of the target group for the study, as the 

interviewee's many years of experience in aviation security and in the investigated organisation 

made the person an important resource for this research. This interview helped the researcher 

to assess the general applicability and scope of the interview topics. This helped to clarify the 

relevance and focus of the questions and led to changes in the structuring and order of certain 

questions. Changes identified as necessary or advisable were added to the interview guide 

and the revised guide was then tested with a second interviewee, this time a person who was 

not part of the target group. The second person had a broad academic knowledge; this led to 



99 
 

some changes in the phrasing of the questions. Three in-depth questions were revised and 

shortened (question three, eight and twelve). In addition, some of the wording in the questions 

was changed. 

 

6.5. Data analysis and management 

In addition to planning for data collection, planning for data analysis is also necessary (Havar-

Simonovich, 2012). In data analysis, the predominant goal is to compile or reconstruct the 

themes, content and aspects contained in the data in a meaningful and comprehensive way 

(Jorgensen, 1989; Mayring, 2010). According to Welman et al., (2005) and Gläser and Laudel 

(2010), part of content writing is extracting parts of interviews (findings) and then converting 

them into written records and converting them into comprehensible products (analysis). The 

findings thereby emerge from the transcribed field notes, which were made as tape recordings 

and handwritten notes. In Figure 6.4, a model for the analysis and discussion of the collected 

interview data was developed so that the research question could be answered in a structured 

way.  

 

6.5.1. Thematic Analysis 

A well-known method for identifying, analysing and interpreting patterns of meaning ("themes") 

within qualitative data is Thematic Analysis. Typically, Thematic Analysis describes a method 

- a tool or technique - rather than a methodology, as it is not constrained by theoretically 

informed rules and limited frameworks, which makes it very flexible (Braun and Clarke, 2012). 

Thematic Analysis provides the researcher with an easy, systematic method of generating 

codes and themes from qualitative data. For this research, thematic analysis is suitable to 

relate the interview data collected on the current state of an aviation organisation from the 

perspective of senior management to the existing theories as well as to derive new insights on 

the potential of a corporate security culture. Therefore, guided by the research question, the 

aim of Thematic Analysis is to identify and interpret key features of the data rather than a 

simple summary of the data content. According to Saunders et al. (2009), patterns can be 

identified within Thematic Analysis that significantly enhance the quality of data interpretation, 

leading to a richer understanding of the data. This choice of methodology, therefore, requires 

a full consideration of all the information obtained in the interviews in order to generate as full 

an understanding as possible about corporate security culture and its factors and interactions.  

 

6.5.2. Data interpretation 

One essential step is data structuring, which includes data scanning and sorting, followed by 

a process of open coding (Braun and Clarke, 2012). In Thematic Analysis, codes are 

considered the smallest unit of analysis that captures information which is (potentially) relevant 
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to answering the research question. Again, these codes are building blocks for themes, larger 

patterns of meaning underpinned by a central, organised concept. The “themes” thereby 

provide a framework for organising and reporting the researcher's analytical observations. 

Therefore, the author applies Thematic Analysis, and it should be emphasised that "themes" 

are presented from the coding results (Saldaña, 2016, p.14). Against this background, "theme" 

in this research can be described as the subjective meaning and cultural and contextual 

expression of data (Vaismoradi and Snelgrove, 2019, p. 3). The data analysis based upon 

Braun’s and Clarke’s (2012) six phases of Thematic Analysis is explained in Table 6.7 below.  

 

Table 6.7: Six phases of thematic analysis 

Phase Process Result 

Familiarisation with data Read and re-read data, noting 
of initial observation 

Beginning of coding, detailed 
notes 

Coding 
Generation of initial codes, 
reduce data to labels to create 
categories 

Comprehensive codes which 
address research question 

Searching for themes 
Combination of codes to create 
overarching themes, Description 
of themes, identify missing parts 

List of themes for further 
analysis 

Reviewing themes 

Investigation of how themes 
reflect data and theory. If 
incomplete, go back to coding 
phase  

Recognition of how themes are 
patterned in order to envisage 
story line 

Defining and naming 

themes 

Definition of each theme, 
aspects captured by theme, 
identification of interesting 
points 

Detailed analysis of themes 
and their contribution to 
understanding data 

Write up 
Articulate understanding of data 
and formulate answers to 
research questions 

Profound description of data 

Source: own illustration based on Braun and Clarke (2012). 

 

First, the transcribed interviews were read through repeatedly to examine their content and 

initial notes were written for later reflection (Bazeley and Jackson, 2013). In the next step, all 

15 interview transcripts were loaded into NVivo and read again with subsequent open coding. 

All of the 15 interviews were analysed on an individual basis by assigning relevant text 

passages to potential sub-codes. Here, sub-codes and main codes were assigned to the data. 

Subsequently, new codes were introduced for each subsequent interview until no more new 

codes were generated and saturation was reached. The initial coding was derived by 

deductively using the results of the theoretical analysis based on the main categories from the 

literature review, i.e. assessments of relevant factors of a corporate security culture and their 

interaction, as well as future developments of emerging trends. A similar coding model is given 

by Saldaña (2016), which is shown in Figure 6.3 below.  

Figure 6.3: Code to theory model 
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Source: Saldaña (2016, p. 14) 

 

The first three interviews were analysed and coded. This process was verified by two peer 

reviewers. Subsequently, the most important statements were extracted into tables, which 

were used in the further course of the "findings phase" and the "analysis phase". Within this 

research, codes and categories were created on an inductive basis during the data analysis 

process and linked to themes, refining them. Hence, at this aggregation stage, the main codes 

were then coded again and assigned to the major codes (themes), as correlations can be 

shown here. The last step of the analysis focused on evaluating the weighting that the interview 

partners gave to certain aspects or statements. This was to identify patterns within and across 

the collected data in relation to participants’ experience, views, perspectives, behaviour and 

practices in order to understand what participants think and feel (Braun and Clarke, 2006). 

Refining these statements produced indications of the relevance of factors and their interaction 

for the evaluation of a corporate security culture. This is beneficial for answering the research 

question as Thematic Analysis supports the research to capture both explicit and latent 

meanings (Braun and Clarke, 2013). In the subsequent discussion, the results of the 

identification and analysis phase were compared with the results of the literature research and 

similarities and differences were analysed with regard to corporate security culture.  
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Table 6.8 and Table 6.9 illustrate the allocation of codes and sub-codes to RQ 1 and the sub-

research questions RQ 2 and RQ 3. 

 

Table 6.8: Allocation of main codes and sub-codes to answer RQ1  

Number Codes Sub-Number Sub-Code 
Number of 

respondents 

1 training 1.1 influencing 13 

1 
training 1.2 

correlation to security 
awareness 

6 

2 security awareness 2.1 influencing 9 

3 security ownership 3.1 constituting 11 

3 security ownership 3.2 influencing 6 

4 compliance behaviour 4.1 influencing 9 

4 compliance behaviour 4.2 stick to rules 9 

Source: own illustration (2020). 

 

Most statements that answer RQ1 were allocated to “training”, “security awareness”, “security 

ownership”, and “compliance behaviour”.  

 

The number of respondents with statements relevant to answering RQ2 and RQ3 are highest 

for the codes “experiences”, “security culture and organisational culture”, “trends in aviation”, 

and “organisational security policy” (Table 6.9).  
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Table 6.9: Ranking of main codes and sub-codes to answer RQ2 and RQ3 

Numbe
r 

Codes 
Sub-

Number 
Sub-Codes 

Number of 
respondents 

1 experiences 1.1 in aviation more than 5 
years 13 

3 
security culture and 
organisational culture 3.1 

existence of a connection 
between these two factors 

12 

8 trends in aviation 8.1 digitalisation of sales 12 

4 
organisational security 
policy 4.1 

non-knowledge of policy 10 

5 security in daily work 5.1 data security 9 

6 impact of security 6.1 physical access to offices 9 

6 impact of security 6.2 employee badge 9 

1 
experiences 1.3 current position more than 

2 years 8 

4 
organisational security 
policy 4.2 

knowledge of policy 8 

7 
communication of security 
issues 7.1  

team meeting 8 

10 
acknowledgement of rules 
and guidelines 10.1  

finding the right balance of 
rules and guidelines 8 

Source: own illustration (2020). 

 

Figure 6.4 illustrates the process of thematic analysis applied in this thesis:  
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Figure 6.4: Applied thematic analysis process 

Source: own illustration (2020). 
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6.6. Research ethics 

Given the sensitive nature of the research topic and the verbal contributions of the 

respondents, the ethical use of the collected data is of great importance. The research strictly 

adheres to the ethical code of practice for postgraduate research and was approved on 7 June 

2019 (see Appendix vii) by the University of Portsmouth Faculty of Business and Law Ethics 

Committee. The research follows the guidelines of the Research Council UK (RCUK) and the 

University of Portsmouth (http://ukrio.org/publications/code-of-practice-for-research/). Also, 

the researcher guaranteed that all information would only be used for the purposes of the thesis 

and that the participants’ consent is conditional on the University of Portsmouth’s compliance 

with its duties and obligations under the Data Protection Act 1998 and GDPR 2018. The 

consent form, the invitation letter, and the information sheet can be found in the appendices 

vii of this thesis. 

 

According to Bryman and Bell (2015, p. 134), there are four relevant principles in ethics that 

need to be considered in research with human subjects. These four issues are whether 

participants are harmed at any stage of research; whether there is a lack of informed consent; 

whether privacy is breached and whether deception is at hand. Adherence to the above 

principles means, in particular, that participants have been informed about the intended use of 

the data, the study’s purpose, and the research methods employed. This was achieved with 

the use of the participation form that was sent to the participants before they took part in the 

research. With the double-signed consent form (see Appendix vii), anonymity and 

confidentiality could be granted for each interview. It was ensured that research participation 

took place on a voluntary basis, and each person was allowed to withdraw from participation 

up to the point of data analysis (April and May 2020) without giving reasons. Moreover, none 

of the participants was exposed to any physical or reputational risk regarding their position or 

job security. No participant suffered any disadvantage, nor received any benefit, as a result of 

(not) taking part in the study. 

 

The researcher’s professional position involves another highly important ethical aspect. Since 

the researcher is also an employee of the organisation, it is crucial that he assumes a 

distanced, independent stance, observing the organisation and its members from an objective 

point of view. Therefore, the researcher needs to examine how his own actions, beliefs, 

thoughts, and experiences may affect other people or - in this case - professional situations. 

Reflection can help a researcher to understand how their own perspectives and presence 

influence others (Bolton, 2010). According to Symon and Cassell (2012), reflection may be 

enacted in practice by focussing on, and clearly articulating, the following aspects: the reason 

for the research, any underlying assumptions, and the researcher’s connection to the research 
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(emotionally, or experientially). In addition to academic objectives, the researcher is driven by 

personal aims, such as his or her development as a researcher (Symon and Cassell, 2012). 

This thesis combines academic and personal aims. Thus, the researcher has to be aware of 

preconceptions that may influence the research process and interview respondents in 

particular.  

 

6.7. Research quality  

This section reflects on the quality of the research conducted. Usually, the quality of a research 

investigation is evident in its validity and reliability, otherwise, research results cannot be 

trusted (Bryman and Bell, 2015; Saunders et al., 2009, p. 202). The following subsections 

discuss both aspects of research quality. In the context of this qualitative research, Golafshani 

(2003, p. 604) and Leitch et al. (2010) argue that validity and reliability need to be 

conceptualised differently, namely as trustworthiness, rigour and quality. Therefore, this 

section deals predominantly with these elements (trustworthiness, rigour and quality) as 

significant aspects of research validity and reliability in the course of reflecting on the research 

design and the process undertaken.  

 

According to Connelly (2016), the trustworthiness of a study refers to the degree of confidence 

in the data, the methods used and the interpretation in the study. In addition, research quality 

is related to the generalisability of the result (Golafshani, 2003, p. 603). According to Tracy 

(2010, p. 841), to be of high quality, qualitative research should be rigorous. Different scholars 

may have different interpretations of rigour (Tracy, 2010; Saldaña, 2016; Morse, 2015; Burke, 

2016). For instance, Morse (2015) argues that researchers should consider rigour, reliability, 

validity and generalisability in order to increase trustworthiness in qualitative research. Rigour 

can be significantly enhanced by various elements such as the review of collected data, 

reflexivity, methodological coherence, sampling and data access, and the discussion of 

transferability and ethical issues (Anderson, 2017, p. 6). 

 

However, the issue of subjectivity and contextual ramifications have repeatedly led to 

controversies about the benchmarks for the quality and trustworthiness of qualitative research 

findings (Whittemore et al., 2001; Leung, 2015; Morse, 2015). 

 

The next two sections provide a detailed reflection on quality in terms of validity and reliability, 

using examples from this research. 
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6.7.1. Validity  

As mentioned previously, there is a general consensus in qualitative research that studies 

need to be credible. To this end, several authors have identified common procedures for 

establishing validity in qualitative research (Lincoln and Guba, 1985; Wainer and Braun, 1988; 

Maxwell, 1996; Merriam, 1998; Creswell and Miller, 2000; Quinlan et al., 2015).  

 

According to Quinlan et al. (2015, p. 259), validity within qualitative research is primarily about 

honesty, truthfulness and credibility. Bryman and Bell (2015, p. 395) distinguish between 

external and internal validity. Internal validity is concerned with the degree of congruence 

between the researcher's observations and the theoretical ideas they develop. According to 

Silverman (2013), this also concerns the interpretation of the observations and whether these 

are also appropriate for what was to be researched. Merriam and Simpson (1995) argue that 

the extent to which the results reflect reality is important for internal validity. Both authors argue 

that the key to understanding internal validity is the idea that reality can be fixed or constructed 

(Merriam and Simpson, 1995). Within qualitative research, it is assumed that reality is, to a 

degree, both constructed and flexible, therefore multi-dimensional and ever-changing.  

 

In order to address the question of internal validity in this research, a two-stage pilot study was 

conducted prior to the main empirical investigation to ensure the consistency of the research. 

One test interview was conducted with a person who was in the target group of the study. This 

could be used to evaluate general applicability and completeness. Some changes were made 

after the first test interview, for example, the structure of the questions was adjusted because 

they were repetitive in content and led to unclear answers. Consequently, a second test 

interview was conducted, this time with a person from outside the target group. After that, only 

a few changes were made, such as the replacement of individual words, before the main 

interviews were conducted.  

 

According to Whittemore et al. (2001, p. 531), an infinite number of different interpretations, 

assumptions and knowledge backgrounds of the researcher can influence the research; this 

means careful attention must be paid to integrity. As this thesis is of an interpretivist nature, a 

subjective element in the observation and interpretation of data has to be assumed (Havar-

Simonovich, 2012). For instance, the interaction between respondents and the researcher in 

the interview phase may affect the replies given in the semi-structured interviews and the 

direction of the interview dialogues. In order to mitigate bias, open-ended questions were used 

in the interview guideline to avoid leading respondents to a specific answer (Easterby-Smith 

et al., 2015). Above all, critical examination of all aspects of this study ensures the validity of 

the research (Marshall, 1990). Ambiguities should be explored and recognised to avoid bias.  
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Also, evidence should support the researcher's interpretation (Maxwell, 2012). For this reason, 

the subjectivity of interpretive research plays an essential role, and the integrity of the process 

must ensure that interpretations are valid and founded on data (Johnson, 1999; Whittemore et 

al., 2001, p. 531). According to Ambert et al. (1995), the researcher must exercise self-criticism 

on the one hand and encourage repeated reviews of the interpretation of findings on the other. 

On this occasion, two academic researchers were consulted to independently validate samples 

of the research findings referring to codes, sub-codes and themes. This step helps to ensure 

that similar interpretations of the observations can be substantiated, including in relation to the 

principle of data saturation. This validity facilitation was only applied to the primary data. As 

the inclusion or exclusion of secondary data (here literature search) may be selected using 

different criteria for identification, the search criteria for the literature search are listed in 

Appendix iii.  

 

In contrast, external validity focuses on the degree to which findings are generalisable or 

transferable to other situations across social contexts (Bryman and Bell, 2015 p. 395; Khorsan 

and Crawford, 2014). For this, the research findings must not only be described accurately and 

precisely but also analysed in a uniform manner, in order to allow for possible generalisation 

(Saunders et al., 2009). In qualitative research, generalisability is difficult to achieve, especially 

with the small interview sample used in this thesis. In essence, generalisability includes 

aspects such as drawing conclusions from specific facts to formulate general statements or 

scientific laws; extending the validity of statements and transferring assumptions about people, 

situations or contexts (Flick, 2005, Mayring, 2007; Saunders et al., 2009). However, these can 

take very different forms and structures, each requiring different procedures of generalisation. 

The aim of this study is to provide a basis for generalisations by collecting specific observations 

from which commonalities and differences and thus possible variable connections and 

regularities can be established. However, this is a matter of interpretation and is not supported 

by the empirical data itself. This study attempts to present the topic of corporate security culture 

in its full breadth and explores it in different contexts in order to provide the basis for later 

generalisations. Thus, this study attempts to formulate general propositions that can then be 

tested for their validity in subsequent studies. The validity of the generalisation of these 

subsequent studies could also be limited, as the goal is to generalise context-specific 

statements. That is, this study attempts to formulate rules, describe relationships, and make 

statements that only apply under certain conditions, in similar situations, for similar people. 

Thus, one could assume that the knowledge generated here is regarded as being bound to 

specific contextual conditions. For this reason, this study has tried to include different 

theoretical fields in the context of a corporate security culture and, above all, to investigate 

interviews with the most competent experts within the organisation. In order to strengthen 
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generalisability in this research, the tentative model was anchored with existing theory as much 

as possible, leading to a revised model which should be discussed with external experts for 

validation. External expert opinions on the research findings can be gathered as external 

validation. For this thesis, these experts could be managers at similar European airlines 

focussing on the same market segment, such as easyJet, Ryanair, WizzAir, Norwegian, or Air 

Nostrum. In this approach, research findings are presented to experts at other organisations. 

Applied on an iterative basis, this validation instrument aims to ensure a reliable level of 

generalisability and applicability of the research findings within the aviation landscape. 

Therefore, a 60-minute validation interview was conducted, which included a 15-minute 

presentation of the research findings. The validation experts predominantly addressed the 

tentative model. In addition, the research results will be put alongside the theory outlined to 

test their plausibility. The structure for developing the revised model is derived from the 

literature, the interviews and the validation. According to Leung (2015, p. 326), this forms a 

research triangulation; peer and interviewee interaction, comparison with the literature, and 

adequate documentation of observations and findings throughout the research. For these 

reasons, this study achieves an adequate level of validity.  

 

6.7.2. Reliability 

According to Leung (2015), reliability in qualitative research manifests itself in consistency, and 

qualitative studies have a higher degree of reliability due to their application of a wider variety 

of methods to gather data (Babbie, 2004; Quinlan et al., 2015). Although reliability is often 

considered to imply an objective nature of the phenomena researched and the data gathered 

and, therefore, appears to correspond closely with an objectivist, positivistic outlook, Bryman 

and Bell (2015) also apply the term to qualitative research, arguing for a distinction in internal 

and external reliability in qualitative research. Internal reliability is established if more than one 

researcher confirms the observations and insights gained, while external reliability is reached 

to the degree to which the study results can be replicated in other investigations (Bryman and 

Bell, 2015). As this study is characterised by subjectivity in the interview process through 

interaction between the interviewer and respondents, responses and directions in a semi-

structured interview may therefore be influenced. One possible reason for this is the low level 

of standardisation, which can lead to concerns regarding generalisability (Saunders et al., 

2009). According to Easterby-Smith et al. (2015, p. 143), one way to avoid leading respondents 

to specific answers is to use open-ended questions. Consequently, open-ended questions 

were formulated in the interview guide to mitigate bias. Furthermore, the researcher analyses 

the interviews in a very subjective manner. This particularly affects the extraction of relevant 

data, the open coding set and the conclusions drawn. For this reason, different researchers 

analysing the same data set may arrive at different interpretations and conclusions. For this 
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reason and as mentioned above, multiple peer reviews were also conducted in addition to the 

separate analysis of specific data extracts by two academic researchers followed by a 

discussion to prevent bias. In addition to the regular presentation of research results in 

research conferences, the two-phase pilot study was also accompanied by two peers, as was 

the process of formulating and analysing the main interview questions. In addition, the 

transcription of the data was reviewed by a native speaker.  

 

An overall conclusion can be drawn here on the research quality in terms of trustworthiness 

and rigour. Elements of trustworthiness, such as validity, reliability and generalisability, have 

been presented and analysed in relation to this research and hence, represent indicators of 

the quality of qualitative research (Leung, 2015; Morse, 2015). Good rigour involves the 

approach outlined by Anderson (2017), including sample selection (see 6.4.2), data access 

procedure (see 6.4 and Appendix ii), sample size (see 6.4.1), participant validation in 

conjunction with inclusion and exclusion criteria (6.4.5), peer reviews and discussion 

(reflexivity) (see 6.5.1 and 6.5.2), ethical considerations (see 6.6) and transferability (see 

6.7.1).  

 

6.8. Development of tentative model and chapter summary 

The comprehensive literature review conducted in Chapters Two to Five revealed a research 

gap in academic and professional theory in the aviation sector. In order to address this gap, 

literature from the fields of security and safety in other environments such as nuclear, maritime, 

and, most prominently, the information technology industry, was included. The factors 

identified as crucial for security culture within those domains can be assumed to form part of 

the assessment of a corporate security culture within aviation, too. The literature-based 

findings provide a basis for a tentative model of security culture and its factors in an aviation-

specific environment.  

 

The tentative model distinguishes between influencing and constituting factors. Even though 

factors have been identified in the extant literature, their causes and effects are under-

researched and, therefore, have not been established. As a result, further investigation was 

required in order to determine which factors are of influencing or constituting nature and 

whether these factors are present and active in an aviation context. In addition, the suggested 

relationships between factors had to be analysed, as these relations may offer entry points for 

a purposive shaping of corporate security culture. Thus, in-depth expert interviews were 

conducted to validate, and possibly revise, the tentative model. Figure 6.5 below illustrates the 

development of the tentative model. 
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Figure 6.5: Development summary of tentative model 

 

 

 

 

 

 

 

 

Source: own illustration (2020). 

 

The research philosophy for this thesis is of an interpretative nature, meaning that the 

perceptions of the respondents are of central importance. An abductive approach is used, as 

the data collection aims at an expansion of existing theory and theory formation, and the 

development of a model is the express purpose of the present study. The qualitative-empirical 

research design allows for a relatively small sample, which will support inductive research 

processes, while deduction will be used to derive conclusions based on the existing literature. 

 

Given the explorative nature of the research, qualitative in-depth interviews were used. In this 

cross-sectional investigation, interviewees were chosen from the senior management of the 

organisation. Selection criteria included being part of the management team and having at 

least five years of experience in the aviation sector. The interview guide was developed using 

a literature-based, tentative model of security culture and its constituting and influencing 

factors. Two pilot studies supported the revision of the interview guide. All interviews were 
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conducted, and transcribed, in German. Translation into English began at the coding stage. As 

mentioned above, the entire thesis adheres strictly to the ethical code of practice for 

postgraduate research and has been approved by the University of Portsmouth Ethics 

Committee.  

 

The following chapter presents the empirical results. 
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7. Outcomes of interview investigation 

The purpose of this chapter is to present the results of the interviews. Quotations in the text 

and contents of the tables represent interview excerpts and are representative of the majority 

of respondents or explain the distribution of answers for a thematic complex. The findings from 

the interviews are used to pursue the following aim: 

 

The overarching aim of the research is to identify crucial influences affecting the development 

of a successful corporate security culture and its relation to organisational culture in an aviation 

organisation. Thus, the following research questions are to be answered: 

 

Primary research question: 

RQ1: What are the most important factors of a corporate security culture for senior 

management to foster and embed a robust corporate security management within an aviation 

context? 

 

In order to answer the research question, two secondary-research questions were posed:  

RQ2: How does senior management assess the influence of current and future security threats 

on the corporate security culture? 

 

RQ3: How does senior management assess the fit of a corporate security culture within the 

wider organisational culture?  

 

This chapter presents the interview findings, whereas Chapter Eight analyses differences and 

similarities between the empirical findings and theory and discusses how these can be applied 

to answering the research questions.  

 

This chapter summarises and illustrates the main findings using figures and coding tables. It 

presents the interview results according to the structure of the interview guideline as indicated 

in Table 6.6. 

 

7.1. Consolidated interview results  

This section outlines the evaluation of factors by respondents. The general proportion of 

influencing and constituting factors is shown in Figure 7.1. The vertical axis of the following 

graph shows the sum of the quantity of constituting and influencing factors given by all 

interview partners. 
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Figure 7.1: Summary of factor categorisation as influencing and constituting 

 

Source: own illustration (2020). 

 

Figure 7.1 highlights the frequency with which factors were identified as influencing or 

constituting. Influencing factors exceeded constituting factors by 80, meaning that interviewees 

named influencing factors 80 times more than they did constituting factors. 

 

7.1.1. Categorisation of factors by respondents 

In the first step, the frequency with which respondents categorised a factor as influencing or 

constituting is summarised and illustrated in Figure 7.2.  
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Figure 7.2: Summary of factor categorisation frequency by respondents 

 

Source: own illustration (2020). 

 

Twelve respondents (P3, P4, P5, P6, P7, P8, P9, P10, P12, P13, P14, and P16) categorised 

more factors as influencing factors, whereas only three interviewees (P1, P2 and P11) 

categorised a higher number of factors as constituting factors. Among these three 

respondents, the largest difference between the number of constituting factors and the number 

of influencing factors was evident from the responses of respondent P1. In contrast, the 

differences for respondents P2 and P11 were smaller. Overall, the interviews with respondents 

P4, P9, P10, and P14 show the largest differences between the number of influencing factors 

and the number of constituting factors. The possible reasons for these varying categorisations 

of individual factors may lie in the different explanations given by the respective respondents. 

The following section will examine how and why the individual factors were categorised in a 

particular way. 

 

7.1.2. Categorisation as influencing and constituting factors 

This section deals with the categorisation of each individual factor as influencing or 

constituting. Figure 7.3 illustrates the selection frequencies. 
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Figure 7.3: Summary of factor allocation 

 

Source: own illustration (2020). 

 

Figure 7.3 reveals several interesting aspects. The results for “security ownership” and 

“security policies”, which are the only two factors categorised more frequently as constituting 

than influencing, are immediately apparent. Another interesting finding lies in the results for 

“security awareness”, “leadership” and “people”. The categorisation of these factors shows the 

smallest difference between the number of times these factors were categorised as influencing 

and the number of times they were categorised as constituting. In contrast, “training”, 

“compliance behaviour”, “security behaviour”, “management commitment”, “organisation”, 

“technology”, “change management”, and “assessment/ monitoring” show a much greater 

difference, with these factors being categorised more frequently as influencing. The largest 

differences in the categorisation of factors are apparent for the factors “change management”, 

“technology”, and “organisation”. The next section will outline the evaluation of each factor 

supported by individual respondents’ statements and, in doing so, make the reasons for the 

ranking of factors more transparent.  

 

7.2. Interview data on individual factors 

This section will outline evaluation priorities for each factor based upon interviewees’ 

statements.  
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7.2.1. Security awareness 

Respondent P1 argued that “security awareness” is influenced by “training”, as training raises 

awareness. Here, the factor “training” and its level of importance highly depend on 

organisational risk exposure.  

 

“We would have to determine beforehand what risks our company has in general and 

how great the risk exposure is. Then I start thinking about countermeasures. One 

measure could be to invest more in training. Then the training is more effective”.  

 

The factor “security awareness” is categorised by P2 as a constituting factor since a company 

should be “aware of what risks the company is exposed to” (P2). “Security awareness” was 

evaluated as influencing by respondent P3 because “developing a security culture is almost a 

basic requirement” (P3). Participant P3 argued that security needs “a real call for action”, as 

there is no pro-actively driven communication to create awareness. Respondent P4 

commented that “security awareness” is “extremely important for me as a factor of influence” 

(P4) because “people need to know about the risks that exist” (P4). Respondent P5 considered 

“security awareness” to be a “highly influencing factor” (P5). It is considered less a constituting 

factor as it is perceived to be a component relevant to the further development of security 

culture. Participant P5 stated that awareness can only be created  

 

“by explaining and reporting the consequences of a lack of awareness and by giving 

insight into how we can improve on this” (P5).  

 

“Security awareness” is a “very important, decisive factor, almost a kind of prerequisite” (P6), 

according to respondent P6. In P6’s area of responsibility, this mainly concerns data protection 

and other data regulations. “This is constituting, if you don't have it, you're not developing a 

security culture” (P7), stated respondent P7 regarding the term. 

 

The term is interpreted by respondent P8 as  

 

“the fuel for the engine of the security culture”. “Without understanding, without 

mastering the issues, you will never start to create a security culture, so it is highly 

influencing” (P8). 

 

The factor “security awareness” is regarded by respondent P9 as “extremely influencing” (P9) 

because it involves “knowing about valuable assets” (P9). In addition, the awareness of these 

assets has changed and moved towards topics of information and data security. “The media 
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presence is great, people fear heavy penalties and customer behaviour also changes 

negatively” (P9), commented respondent P9. The factor “security awareness” is ranked as 

highly influencing by P10, while according to respondent P11, “security awareness” is the most 

important constituting factor. P11 argued that awareness “is learning to see (P11)”, and  

 

“if employees are not aware of security problems, and cannot even recognise them, 

there is no point trying to cultivate a security culture” (P11).  

 

According to respondent P12, the factor “security awareness” is constituting  

 

“because it is a basic thing for an airline that always comes first. There has to be an 

awareness of security” (P12).  

 

Respondent 13 categorised “security awareness” as an influencing factor but no explanation 

was given by respondent P13. According to P14, “Security awareness” serves as  

 

“the basic understanding that there are areas of an airline that are worthy of protection, 

and if this is not understood then the whole thing collapses” (P14).  

 

Hence, this factor is constituting. According to respondent P16, “security awareness” provides 

structure and order, which both have a strong influence on the development of a security 

culture. Hence, this factor is influencing. 

 

7.2.2. Training 

The factor “training” is mostly categorised as influencing because “it's good and you can also 

raise awareness in other ways”, as respondent P2 stated. It also offers “people tips and rules 

that they have to follow” (P14). Thus, “training” is an influencing factor as it contributes to the 

awareness of security issues, although it also has shortcomings in supporting the development 

of a corporate security culture. Thus, training  

 

“is not standardised. There are always different threats and I have to be aware of what 

to do in specific situations; this is not easy to address through training” (P4).  

 

According to P5, “training” is seen as a means of raising awareness and of having a cultural 

effect; it is therefore influencing. P6 regarded “training” as an important influencing factor, as 

employees are educated about specific issues such as “insider threats” (P6). As it serves to 

“regularly remind people” (P7) of security concerns and issues, P7 categorised “training” as 
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influencing. The categorisation of "training" as an influencing factor is further underpinned by 

the fact that “training” fuels the factor “security ownership” (P7), which is constituting, and that 

“training” also “helps build awareness of which assets are worthy of protection and why” (P9).  

 

While “training” is an effective influencing tool, it “must be constantly repeated” (P8). This 

somewhat lessens “training’s” influencing power. This is XXXXXXX by P10, who reported that 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P10). Respondent P11 also mentioned that “training” generates awareness and “that in turn 

targets and addresses further training needs” (P11). One way to “ultimately reach employees” 

(P12) is with “training” tools; therefore, respondent P12 categorised it as influencing. Also, 

“training” was considered to “influence a development rather than constituting it” (P13). 

“Training” is thus mostly considered an influencing factor. “Training” defines a structure and 

work, but “training” should be “well-designed so that it is constituting”, commented P16.  

 

7.2.3. Security ownership 

According to P1, the factor “security ownership” contains guidelines issued by the 

management board which are “brought into the teams via the directives” (P1). Referring to a 

framework of rules in a similar way as P1, P16 remarked that “security ownership” implies roles 

which are “clearly anchored in the organisation, such as data protection officers” (P16). 

Nonetheless, P1 also commented that “every employee must take responsibility” (P1) for a 

security culture to exist, and therefore that the factor “security ownership” is a constituting 

factor in such a culture. “Security ownership” is also identified as a constituting factor by P2 

because management needs to be “officially committed and say it's important and prove this 

every day”. The constituting quality of “security ownership” also derives from the fact that it 

helps to “avoid there being just a single point of accountability and instead spreading 

accountability throughout the company” (P3). Therefore, “without everybody in the organisation 

taking ownership of security, no culture will develop” (P5). P6 proposed a close connection 

between “security awareness” and “security ownership” as “employees’ awareness contributes 

to this and so a security mindset helps to create the culture” (P6).  

 

As shown above, the factor “security ownership” is generally categorised as a constituting 

factor. However, “security ownership” has also been categorised as influencing, as it “goes 

hand in hand with awareness” (P4), which is important, as most security issues cannot be 

solved through training; hence, “every person has to have security in mind” (P4).  
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Its status can also alter according to circumstances, i.e., “depending on the sensitivity of data” 

(P6). P8 found “security ownership” to have two aspects; on the one hand, the term can denote 

a responsibility  

 

“in terms of one's own actions and decisions. Then it is constituting. On the other hand, 

in terms of delegation out of, and contents outside of, my responsibility area, it is 

influencing” (P8).   

 

Respondent P8 explained here that the necessary competence is lacking in adjacent areas of 

responsibility. P9 categorised “security ownership” as a constituting factor because “without 

ownership, there is no responsibility. And, without responsibility, no actions are derived, and 

no content is thought through” (P9). In contrast, P10 argued that “we are not so much shaping 

the topic; I don't think that it has such a strong influence on the culture” (P10).  

 

P10’s ranking of this factor is influencing and rather low. P11 associated “clearly defined roles 

and their constituting importance in security-related issues” (P11) with security ownership. P12 

referred to “security ownership” as “a working attitude that every employee should have, so I 

rank it as constituting” (P12). P13's view was similar: “Roles that one takes on within the 

organisation and culture must be clear” (P13). Concerning the factor “security ownership”, it is 

important to “have clear responsibilities, but in certain things must also function without them” 

(P14) and, instead, employees need to take individual responsibility.  

 

7.2.4. Compliance behaviour 

“Compliance behaviour” is “more influential when it goes beyond the legal minimum” (P2), but, 

depending on the subject area, there is potential “to improve it and deal with it as an overall 

organisational issue” (P2), stated respondent P2. P3 ranked “compliance behaviour” as the 

second most important constituting factor and “security behaviour” as the third most important, 

without giving reasons. For P4, “compliance behaviour” is influencing, but ranked rather low 

compared to other organisational factors. P5 explained that “compliance always presupposes 

that you always conform to a standard. There must be [standards] and one behaves 

accordingly” (P5). In addition, P5 commented that “it has an influence but has less effect on 

the culture than awareness” (P5). This statement suggests that P5 considered “compliance 

behaviour” to be an influencing factor. P6 regarded “compliance behaviour” as a very strong 

influencing factor. The participant established a connection between “compliance behaviour” 

and “security awareness” as “CBTs (computer-based trainings) are effective here” (P6). 

Respondent P7 regarded “compliance behaviour” as an important influencing factor because 

if organisations “set up a rule that nobody follows, then it is rather unimportant. So, it is very 
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important” (P7). Similarly, P9 stated that in certain areas of responsibility 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P9). In general, “culture is the sum of 

behaviour” (P9), meaning that, according to P9, security culture cannot be formed without 

“compliance behaviour”. In addition, “compliance is part of organisational hygiene. It must be 

a given” (P8), as P8 explained.  

 

P10 considered “compliance behaviour” to be an influencing factor but places it high on the 

scale because “compliance behaviour” is “this target-performance comparison of whether 

required rules are observed” (P10). P11, in keeping with the statement on “security ownership”, 

regarded “compliance behaviour” as influencing because “when I take ownership of something, 

I have a plan. And then I'm also compliant with my plan” (P11). This means that, according to 

P11, there first needs to be a plan in order for compliance to be possible, and this plan is 

inherent in “security ownership”. “Security ownership” thus takes precedence over “compliance 

behaviour”, which makes the latter a derivative and supporting, i.e. influencing, factor. P13, in 

contrast, categorised “compliance behaviour” as constituting because it is necessary for 

“creating any kind of culture at all” (P13). P14 considered both “compliance behaviour” and 

“security behaviour” to be influencing because they are based on “recommendations for action” 

(P14), and such recommendations, as rules, influence an organisation structurally. 

 

7.2.5. Security behaviour 

The factor “security behaviour” is evaluated as influencing by P1, but a company “has to do a 

lot to ensure this behaviour is observed it” (P1). P2 thought that 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P2); therefore, the management and those 

in positions of responsibility consistently demand “security behaviour” in order to achieve a 

high degree of accuracy and reliability in adhering to security practices. P4’s responses 

revealed some uncertainty about the exact meaning of the term “security behaviour”, but the 

respondent categorised it as influencing. For P5, “security behaviour” meant to “stick to a 

defined rule” (P5). However, “if employees are aware of the defined rules but fail to act 

accordingly in a way that minimises risk” (P5), then this would mean that they question the 

rule. Therefore, “security behaviour” is as much an influencing factor as “security awareness”, 

which, like “security behaviour”, can only be created “by explaining and reporting the 

consequences of a lack of awareness and by giving insight into how we can improve on this” 

(P5). P7 used broadly the same reasoning: “security behaviour” is an influencing, not a 

constituting, factor because it results from “explaining it to employees and training them, so I 

expect the behaviour to follow” (P7). In terms of “security behaviour”, P6 noted that “the whistle-

blower principle and various campaigns on it immediately come to mind” (P8), and this gives 

evidence of the factor’s influencing character.  
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In contrast, P8 argued that the factor “security behaviour” “is more or less the manifestation of 

the already adopted or not yet adopted culture” (P8). Thus, it is categorised as constituting, 

but with “highly influencing aspects” (P8). According to the above statements by P9, there is a 

link between the two influencing factors “compliance behaviour” and “security behaviour”. P9 

argued that both pursue “the goal of mitigating risks” (P9). The only difference lies in the fact 

that “security behaviour” contains an “understanding of risks without rules and guidelines” (P9). 

P10 made no distinction between "compliance behaviour” and “security behaviour”, which 

implies that “security behaviour” is influencing, just as “compliance behaviour” is. P11 

explained that “security behaviour”, like “compliance behaviour” and “security ownership”, 

“arises when I am aware, trained, accountable and behave in a compliant way” (P11). 

Respondent P11, therefore, attributed an influencing effect to all three factors. According to 

P12, “security behaviour” is an important influencing factor, but for some employees “it should 

be there on the wall as a guideline so that people obey it all the way i.e. to the end” (P12). P13 

ranked “security behaviour” as constituting due to its key role in “creating any kind of culture 

at all”.  

 

7.2.6. Management commitment and leadership 

“Management commitment” and “leadership” are evaluated by P1 as constituting because both 

factors influence employee behaviour: “if the management expects employees to do 

something, then the management must do it themselves and show that they support it” (P1). 

“Management commitment” and “leadership” are connected as “management takes on a vital 

role here, you must exemplify it” (P2), which is only possible if it is committed. Only then can 

the management’s “leadership” be effective in influencing behaviour. This includes “leadership” 

explaining and discussing security in order to make clear “that it is very important, otherwise it 

can't work” (P2). According to P3, “management commitment” and “leadership” are important 

influencing factors. They are interlinked with each other because the “leader has to live up to” 

(P4) the ideal of security. Additionally, respondent P4 argued that leaders are responsible for 

providing guidance beyond the definition of rules. However, the acknowledgement of rules and 

guidelines “must come from the employee” (P4). For P5, “management commitment” and 

“leadership” are phases of a two-step process. While “management commitment” is an 

important prerequisite of a security culture, it is not able to establish such a culture without 

“leadership”. P5 specified the role of “leadership” by explaining that “leadership” 

 

“does not only go from top to bottom but also laterally. If certain key positions in the 

organisation then behave in a way that is culture-compliant or formative for security, 

others will follow suit” (P5). 
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So, “management commitment” is of an influencing nature, whereas “leadership” is constituting 

because it brings a security culture to life. P6 stated that “the management acts as a role model 

here and gives signals” (P6), thus regarding “management commitment” as a constituting 

factor and which also has a strong influence on employees. P6 perceived a connection 

between “leadership” and “management commitment” because leadership “is where active 

participation by the management level happens” (P6).  

 

For P7, the factor “management commitment” is influencing and important, “but not really 

important” (P7). In terms of “leadership”, P7 reported that “It is up to individuals themselves to 

commit to security issues. Leadership plays a smaller role in this” (P7). According to P8, the 

factors “management commitment” and “leadership” are connected, and both fulfil a “personal 

responsibility and role model function” (P8). Within the role model function, a manager 

embodies the commitment, however, “from my point of view, pure commitment is rather a 

declaration of intent and does not include implementation”, stated P8. Thus, “management 

commitment” needs to be manifest in “leadership”, e.g., a role-model function. This 

implementation through “leadership” is the responsibility of the manager, and P8 considered 

“leadership” a constituting factor. “Management commitment” is “constituting, but also has a 

great influence because without management demanding it, employees will not see the 

importance and commercial value of it” (P9). The same is applicable to the factor “leadership”. 

“Management commitment” is interpreted as a “modelling role of managers”, stated P10, and 

“leadership” is explained in the same way. P11 interpreted “management commitment” as 

having only a mild influencing function because it is a “lip service” since, within the aviation 

industry, “everybody is aware of the security issues which are subject to strict regulation” (P11). 

In contrast, “leadership” is ranked by P11 as a constituting factor because “for me, leadership 

checks the system for deviations, so it is not lip service, but for me this is action” (P11). 

“Management commitment” should “come from the top” (P12), said P12 and attributed a high 

degree of influence to it. The same applies to “leadership”. P13 considered “management 

commitment” to exert a very strong influence as “a culture establishes itself a lot by following 

role models and imitating the behaviour of people you personally value” (P13). The same 

applies to the factor “leadership” because “management sets examples of the culture you want 

to see in the organisation” (P13). P14 viewed “management commitment” as a prerequisite for 

the formation of a security culture because it is at the root of the decision to address issues of 

security culture. This decision “must come from the people who have understood that there 

are valuable assets and are willing to follow rules” (P14). The respondent interpreted 

“leadership” as part of “management commitment” and categorises and evaluates it the same 

way. However, despite its key function outlined by P14, the respondent considered 

“management commitment” as a mildly influencing factor because it is seen as “a basic 
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commitment, like the signed security policy which is on the wall” (P14). In contrast, another 

respondent, P16, ranked “leadership” as highly influencing as “the manager brings up security-

related topics and aspects in meetings. It has a great influence on the security culture” (P16). 

 

7.2.7. Security policies 

“Security policies” are regarded by P1 as requirements issued by the executive board, which 

indicates their importance. P1 evaluated this factor as constituting, as employee actions 

“should be standardised” (P1) because of the different levels of education and intelligence of 

employees. For respondent P2, “security policies” are a framework in which aviation works. 

Additionally, “we must have policies written down and be able to refer to them” (P2). P2 

considered “security policies” as a factor weakly influencing the area of responsibility.  

 

For P3, “security policies” are less important than “security awareness”, “training”, and 

“management commitment”, as “security policies” address 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P3). “Security policies” codify a 

certain norm, but respondent P5 doubted that this “paperwork” (P5) creates a culture, whilst 

adding, however, that “security policies” do at least “offer initial points of reference” (P5). P6 

viewed “security policies” as an obligatory component and P6 argued 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXX” (P6). Based on the above explanations, P5 and P6 

categorised “security policies” as constituting while P3 considered this factor to be influencing.  

 

P7 classified “security policies” as constituting as they are “fixed”. According to P8, they form 

an “absolutely necessary basis, and without this documentation, there is no traceability, no 

framework” (P8); however, the respondent classified them as influencing. P9’s assessment 

differed from P8’s as “security policies” include “formulations of what behaviour is to be 

expected and desired; this is a constituting factor” (P9). However, there is a 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P9). “Security policies” are 

constituting for participant P10. However, the respondent provided no explanation. P11 

interpreted “security policies” as contingent on ownership because organisations are unable to 

create policies and issue guidance without ownership. P12 explained that, in order to live 

security, “you need documentation and policies somewhere” (P12). “Security policies” are 

established to create clarity, thus “it is a prerequisite, and I can build a culture on it, and 

therefore constituting” (P13), responded P13. According to P14, “security policies” precede 

general awareness in terms of “having concrete rules and instructions on how to handle a 

case” (P14). Due to this reasoning, P14 categorised “security policies” as influencing. The 
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factor “security policies” is valued as constituting because these represent “rules that must be 

observed” (P16). 

 

7.2.8. People 

P2 viewed the factor “people” as constituting as it is “the basic element of culture” (P2). In 

contrast, P3 considered the factors “people” and “organisation” as less instrumental in the 

development of a corporate security culture than “technology”, which the respondent ranked 

as highly powerful. However, P3 did not offer an explanation for this assessment. P4 viewed 

“people” as highly influencing and argued that current organisational structures and specific 

employee roles “don’t support each other as much” (P4), it is “always the individual who has 

to recognise the problem and report it” (P4). With regard to “people”, respondent P5 articulated 

the different roles played by security awareness levels and employees in creating a culture. In 

the worst case, “a heterogeneous mindset marked by different awareness levels” (P5) can 

emerge; this, however, is prevented by a security culture, and security culture, in turn, evolves 

faster if it is supported by guidelines and policies. Thus, “people” push or “promote security 

behaviour to become the norm”, stated respondent P5. This is also reflected in P5’s statement 

that “customers rely on us to handle information assets responsibly” (P5).  

 

According to P6, the factor “people” not only included employees but also “security officers in 

the building” (P6). In addition, P6 mentioned that “paying attention to each other and asking 

myself the question whether people in my environment are changing” (P6) are of great 

importance in that people are a strong influencing factor in this instance, and, more than that, 

even a constituting factor. P7, in contrast, considered “people” to be an important, but merely 

an influencing factor because they “have to be educated” (P7) in order to become a driving 

force in the formation of a security culture. According to respondent P8, the factor “people” 

was constituting because employees “adhere to certain rules and this usually creates a 

framework” (P8), yet, at the same time, it is also an influencing nature as employees have their 

own value system.  

 

“The more [this value system] deviates from the value system or culture, the greater 

the influence of the factor ‘people’ on security” (P8).  

 

P9 regarded “people” as a constituting factor because employees have to commit themselves 

to supporting and living a security culture; without commitment, they “either deceive it [the 

system] or not”, causing uncertainty and unreliability, which are anathema to security culture. 

Therefore, “personal values and beliefs should be in sync with our policies” (P9). Similarly, P10 

stated that people “grow up with different values and beliefs” (P10) and interpreted the factor 
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“people” as highly influencing, thus subscribing to the assumption that value and belief systems 

are key to forming a security culture. According to P11, “people” was a factor that “controls the 

system” (P11) because replacing all “employees, values, beliefs, and attitudes would lead to a 

completely different security system or culture” (P11). Thus, P11 viewed the factor “people” as 

constituting. 

 

P12 emphasised the importance of exchanging security-related information throughout the 

entire organisation. In order for security to be lived, it is the “people” “who ultimately live it, the 

awareness, the development, the culture” (P12). Thus, this factor is constituting. The factor 

“people” was also considered by P13 as a requirement for security culture because any culture 

is driven by individuals and groups, making the factor people constituting. P14’s assessment 

of the factor “people” as an influencing factor is marked by a degree of ambiguity when the 

respondent stated that “this also reflects a little bit on security awareness and compliance. I 

find that difficult to separate” (P14). The factor “people” was perceived as influencing by P16 

because employees “have values, norms and beliefs, so they affect security” (P16). 

 

7.2.9. Organisation 

P1 considered the factor “organisation” as rather influencing but provided no reason. P2 

distinguished between the formal organisation and its informal side. Both should be aligned, 

also interdepartmentally, but are influencing factors. P5 saw the factor “organisation” as 

“implicit in strategy and it has a knock-on effect on culture” (P5). P6 interpreted this factor as 

rather influencing as the investigated organisation places a strong emphasis on security 

awareness with its structures and processes. For P7, the factor “organisation” played an 

influencing role, but respondent P8 stated that 

 

“not every department needs a security officer. If you explain it well, it's not necessary”. 

“I personally see this as less influential” (P8). 

 

In addition, P8 argued that an organisation might prevent the development of a security culture 

because the responsibility is “shifted to organisational departments” (P8) as certain functions 

are delegated. The “organisation” has a minor influence because “organisational procedures 

for checking with security departments are defined and checked” (P9). The factor 

“organisation” is ranked as a mildly influencing factor, but no explanation was given. According 

to P11, “organisation” is a constituting factor because it forms a “framework of how the 

organisation is set up”. P11 explained that the development of a corporate security culture is 

influenced by the factor “organisation” rather than constituted by it as 
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“it works without personal computers. Even without a personal computer you could 

define a paper version for clean processes” (P11).  

 

In addition, “structures, processes and strategies are the practical guard rail for security and 

ultimately give employees certainty” (P12), stated P12 concerning “organisation”. Hence, it is 

an influencing factor. “An organisation can foster or hinder a culture or its development” (P13), 

therefore the factor “organisation” is regarded as a highly influencing factor. The factor 

“organisation” is considered to be a mildly influencing factor by P14, but it is still important 

because if the organisation is “very hierarchical and does not empower its employees, then 

they will find it hard to take responsibility” (P14) in order to cultivate security. P16 stated that 

the factor “organisation” defines roles for employees which “structure my department” and 

“gives the whole thing more weight” (P16). On this basis, P16 regarded “organisation” as a 

constituting factor. 

 

7.2.10. Technology 

In terms of “technology”, P1 stated that the factor is constituting due to the complexity of 

technology and issues with password management. The factor “technology”, P1 added, also 

has an influencing nature. P2 referred to the intention of employees to 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P2). P4 attributed a 

highly influential role to “technology”, as it enables the organisation to “reach milestones when 

it comes to the protection of valuable assets, which ultimately should become standards” (P4). 

Reliability and responsiveness are important factors to be considered in the context of 

“technology”. With regard to this, P5 pointed out security gaps that emerge due to the rapid 

development in technological tools and refers to the organisation “relying on the competence 

of our employees” (P5). However, P5 questioned “if every employee is aware of these dynamic 

developments and potential gaps which result in additional risks” (P5). Therefore, P5 

considered “technology” to be a highly influencing factor Respondent P6 explained that 

“nowadays, wars are fought through economic channels” (P6). P7 reported that “technology” 

is “all about simplicity and is important” (P7), but the respondent is “undecided as to what 

influence it has” (P7). P8 regarded the factor “technology” as influencing and explained this 

with reference to the fast development of technology tools. Due to rapid technological 

advances, “technology can also be a hindrance, as weak points become obvious, or someone 

discovers them and uses them to exploit the organisation” (P8). In addition, keeping technology 

constantly up to date “is too expensive” (P8) and the notion that technology is 100% secure is 

a “misconception” (P8). “Technology is very important and influencing for building automatic 

security barriers” (P9), reported P9. P10 associated technological infrastructures and high 

reliability with “technology”; hence, it is considered to be strongly influencing (P10). P12 
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recognised this factor as “ultimately [….] the base which enables us to function as an airline in 

the first place” (P12) and ranked “technology” as a highly influencing factor. Regarding 

“technology”, respondent P13 explained that a culture can exist independently of technology, 

so “technology” is of an influencing nature albeit with a low ranking. With the support of 

“technology”, “large parts of security can be protected, but technology can also expose the 

organisation to threats” (P14), argued P14. This depends largely on the way an organisation 

introduces technological tools: 

 

“without being accompanied by it [technology], corporate security suffers. However, if I 

introduce it in a smart way, it can support corporate security” (P14).  

 

For P16, “technology” was a rather weak influencing factor because 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P16).  

 

7.2.11. Change management 

Respondent P1 stated that “change management” and “assessment/ monitoring” are “common 

practice” in terms of “introducing something and controlling the process if you stick to it” (P1). 

The factor “change management” is described as “still having a long way to go, so let's make 

a big change” (P2). The factor is categorised as influencing. According to P3, “change 

management” is an influencing factor because  

 

“that's where it starts. Developing a security culture is a big goal, fine, but it also starts 

with very concrete, smaller steps” (P3).  

 

“Change management” is seen as a “continuous learning process” (P4), which reveals 

opportunities for improvement. In order to uncover opportunities for learning and development, 

an organisation should “actually be attacked from outside” (P4), stated the interviewee. P5 

considered “change management” to have an influencing nature as methods are utilised to 

transform an organisation “from the cultural state of today into the one of tomorrow” (P5). As a 

less important, but influencing factor, “change management” determines whether 

organisations “need to change something” (P6). Within the investigated organisation, there 

was “no grievance” (P6). P7 pointed out that “change management” needs “to have 

management and discipline behind it if you want to move something forward” (P7); thus, this 

factor is highly influencing. The factor “change management” is “an essential building block for 

the implementation or roll-out of the culture” (P8), commented interviewee P8. Therefore, it is 

an influencing factor. In addition, “change management” is interpreted as a “continuous 

improvement based upon recurring feedback and reporting which is part of assessments and 
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monitoring” (P8). According to P9, “change management” is of minor importance, yet it “has 

always been a component of my department” (P9). P9 considered the factor to be of minor 

importance but highly influencing in nature. “Change management” is also ranked as highly 

influencing by P11, likewise without further explanation. “Change management” should not be 

undervalued, warned P12, “especially when it comes to the documentation of changes” (P12). 

P12 stated that changes should be sufficiently documented and communicated to the relevant 

stakeholders. P12 ranked this factor highly among the influencing factors. Also, P13 perceived 

“change management” as an influencing factor to be ranked highly but does not provide 

reasons for this assessment. P14 saw similarities between “change management” and 

“assessment/ monitoring” because both enable an organisation to “notice that there is 

something wrong with my security culture” (P14). P16 identified the motivation of responsible 

persons as an important function of “change management”. If a topic is 

 

“constantly explained ..., this has an enormous influence on the issue, and if you explain 

it well, you can see that the influence can be very large. If not, then the influence is 

rather low” (P16). 

 

7.2.12. Assessment/ Monitoring 

The factor “assessment/ monitoring” is interpreted as constituting by P2, who added:  

 

“Maybe after 10 years, you'll find it's so natural you won't need it. But otherwise, you 

just have to keep it” (P2).  

 

P3 gave a similar answer. According to the statement given by P4, monitoring internal 

processes and systems can identify problems; on this basis, “an organisation can keep up with 

technology and attackers that are constantly evolving” (P4). P5 included the factor 

“assessment/ monitoring” in the statements about “change management”; on this basis, 

“assessment/ monitoring” makes it possible to check developments using different 

instruments. With regard to “assessment/ monitoring”, respondent P6 recommends “relying on 

the leadership on this issue” (P6) and “CBTs [computer-based trainings] give us good 

monitoring” (P6). According to P7, “assessment/ monitoring” is an influencing factor and “that's 

exactly where you come across the topic of motivation and how to create it” (P7). Participant 

P7 argued that tracking and controlling puts pressure on employees, which may steer the 

development in an unwanted direction. Hence, “people need to be convinced on another basis” 

(P7) and not just of on the basis of control. The factor “awareness/ monitoring” is ranked as 

constituting by participant P9 because it “makes misconduct transparent and regulates it, and 

human behaviour will only change when misconduct has consequences” (P9). Respondent 
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P10 argued that the organisation consists of a culture which fosters “assessment/ monitoring” 

XXXXXXXXXXXXXXXXXXXXXXXX” (P10). According to respondent P11, this factor is 

constituting because without “assessment/ monitoring” or “deviation analysis … the whole 

thing does not work” (P11). The factor “assessment/ monitoring” is thus rated as influencing 

and very important. According to P13, “assessment/ monitoring” has a big impact “especially 

in organisations with very large influence” (P13). Respondent P16 perceived monitoring as 

influencing if an “an intervention happens that prevents incidents” (P16). 

 

7.3. Findings from the interviews relating to RQ 2 and RQ3 

The findings related to RQ2 and RQ3 are structured according to main themes and categories 

deduced from the data collected in the context of the research questions. A short description 

is appended to each category explaining why the finding is important. Furthermore, a citation 

is added and the significance of the finding for the thesis objective is explained. 

 

7.3.1. Understanding experiences of respondents 

One thematic block of the interview guide explored the experiences of the interview 

respondents. All 15 interview respondents raised the theme of experience. Table 7.1 shows 

the findings regarding the five sub-themes of experience ranging from the most relevant (1.1) 

to the least relevant (1.5). 

 

Table 7.1: Sub-code structure of main code 1 

1 Experiences 

1.1 in aviation more than 5 years 

1.2 current position more than 2 years 

1.3 non-aviation 

1.4 current position less than 2 years 

1.5 in aviation less than 5 years 

Source: own illustration (2020). 

 

According to the 15 interviews, 13 respondents have more than five years' experience in the 

aviation industry. The total amount of experience is 263 years, equal to an average of 20 years 

for each respondent. Only two of the interviewees reported having less than five years of 

aviation experience. Another seven mentioned professional experience outside the aviation 

sector. Respondent P10 stated to have “had initial professional experience in the organisation 

of Deutsche Post [German Postal Service] for more than two years” (P10). Interviewee P11 

responded  

 

“so, car manufacturing companies, so to speak. And also, the suppliers of the OEM 

companies in my consulting period. I spent a lot of time in Asia, almost three and a half 
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years. I was at Metro for one and a half years and before that I was with Sky for three 

and a half years” (P11).  

 

Other non-aviation sectors in which the respondents had professional experience are 

telecommunication (P4), banking (P5), and the hospitality industry (P9). Out of the seven 

respondents with non-aviation experience, two reported that they have occupied their current 

position for less than two years. In contrast, eight respondents said that they have held their 

current position in the investigated organisation for more than two years. The average amount 

is nearly four years.  

 

7.3.2. Definition of security culture 

Main code 2 deals with a definition of security culture. The statements of the respondents were 

grouped according to six sub-codes. These are listed in Table 7.2.  

 

Table 7.2: Sub-code structure of main code 2 

2 
Definition of Security 

Culture 

2.1 framework of rules 

2.2 needs to become normality 

2.3 protection of assets 

2.4 
values, beliefs, attitudes, actions of 
employees 

2.5 culture is a development process 

2.6 communication and promotion of culture 

Source: own illustration (2020). 

 

According to the frequencies of their occurrence in the respondents’ answers, sub-codes 2.1 

and 2.2 emerge as the most relevant. Equally, five interviewees stated that security culture is 

a framework of rules and that security needs to become normality as a prerequisite for defining 

it as a culture. One of the respondents (P10) described security culture as follows: “it should 

create an environment in which the rules that make this protection possible are always kept in 

mind". One participant (P14) compared the security culture to a “basic rule that applies both 

directly to employees and shapes a corporate security culture”. Respondent P9 added that a 

security culture “is about behaviour per se, whether or not they adhere to rules, and whether 

they proactively mitigate risks". Four participants (P10, P16, P5, and P6) responded that 

security culture protects valuable organisational assets. P10 distinguished  

 

“between tangible and intangible assets. But that is basically the ultimate goal. You 

want to protect employees, customers, and guard against threats” (P10). 

 

In addition, P16 emphasised that the protection of values  
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“would be the general definition for me. That they are not violated, disturbed, or taken 

into possession or ownership by someone who does not own them” (P16).  

 

Three interviewees (P3, P7 and P9) referred to employee values and beliefs and the resulting 

security-related behaviour. Only two respondents (P1 and P4) used the notion of development 

in their statements. P1 stated “a culture develops, or it is created” (P1). Participant P4 made 

the same point but emphasises that  

 

“the developer's culture in the area of commercial tasks must be somewhat different 

from that in the area of operations” (P4).  

 

Despite the framework of rules, the transformation into normality, the protection of assets, and 

employees’ values and beliefs, two respondents (P10 and P3) stressed the need to promote 

or communicate a security culture. Both make very similar points:  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXX (P10). 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXX” (P3). 

 

7.3.3. Security culture and organisational culture 

Within an organisation, several subcultures exist which may be linked to the overall 

organisational culture. This section presents findings with regard to the differences between 

security culture and organisational culture at large and addresses potential reasons for such 

differences. Table 7.3 presents all relevant sub-codes. 

 

Table 7.3: Sub-code structure of main code 3 

3 
Security Culture and Organisational 

Culture 

3.1 
strong link identified and 
security marked as an 
organisational priority 

3.2 management of mistakes 

Source: own illustration (2020). 

 

The main code 3 is separated into two sub-codes. The first sub-code 3.1 represents the most 

common statements. Only respondent P4 suggested separating both cultures as follows:  
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“For me, security culture would always be more like responsibilities, governance, 

compliance, up to concrete rules (flight ops), audits ... Organisational culture is more 

like the intersection with values” (P4).  

 

However, the majority of respondents indicated that a security culture influences an 

organisational culture significantly, and vice versa. One respondent stated that  

 

“I would never say it is just a security culture. I would say that the corporate culture 

always needs to include the issue of security” (P12).  

 

Participant P2 reported  

 

“I don't even know if I could separate them. For me, a company has a culture, 

depending on what I'm investigating, I can focus on topics such as security when I look 

at it. But for me, it's not separate" (P2).  

 

Another participant P13, reported that  

 

“cultures should not be separate. Because then there's a great danger of participating 

in one culture and not in another (P13).  

 

This statement is supported by two other respondents. P12 stated  

 

“that's why I think it's important that everyone feels secure in what they do and that's 

why security is so important in the corporate culture" (P12).  

 

In addition, respondent P1 emphasised that  

 

“this must be connected. I don’t think you can regard them as separate. It must be 

connected. Although there are many layers of a corporate culture and one of them is 

security culture” (P1). 

 

Finally, P11 commented that security “is given a prominent status compared to other 

organisational subcultures” (P11).  

 

In addition, six interviewees (P1, P2, P3, P7, P11 and P12) identified a strong link between 

security culture and organisational culture in the aviation industry. “In the airline industry, 
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security culture and organisational culture belong together for me. People rely on all sub-

processes” (P6). Such reliability is particularly important to an organisation within aviation and 

“also has something to do with reputation, who we want to be” (P7). Participant P6 argued that 

 

“our German origin certainly helps us to convey a concrete image of reliability and 

loyalty to our guests. This also has real value in onboarding if an airline is consistently 

safe and embodies this. At every point! The topic of security must be part of the entire 

culture in an airline” (P6).  

 

The prioritisation of security in aviation was summarised in the following statement by 

respondent P12:  

 

“For me, for example, the area of security was not sufficiently considered. I would have 

added it as a fifth value, for example. I have also talked about it with different people. It 

was left out because it's a basic thing for an airline that always comes first" (P12).  

 

Respondent P9 emphasised the “special attention” of an airline to its organisational 

environment and states that “dealing with changes in requirements and procedures alters the 

entire company culture” (P9). An additional aspect of the prioritisation of security is linked to 

organisational structure. One respondent (P2) working in operations mentioned how security 

is managed based upon an organisational structure. P2 said that certain functions within the 

organisation are “assigned and have weight” and  

 

“security topics are presented and pushed by correspondingly higher levels of the 

organisation. That is of course where the organisation exerts influences as a classical 

organisation” (P2). 

 

Another issue worthy of attention is the management of mistakes. Two respondents (P4 and 

P10) from the commercial sphere emphasised pragmatism in their respective departments. 

This pragmatism influences an organisational culture:  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P4).  
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The findings of this section identify a clear link between security culture and organisational 

culture in an aviation context. Both cultures are interrelated, and security culture is of top 

priority in an airline.  

 

7.3.4. Organisational security policy 

Thematic block four examines if respondents know the organisational policy and its content, 

where to find it, and how it is applied. Table 7.4 shows an overview of the main code structure, 

divided into four sub-codes.  

 

Table 7.4: Sub-code structure of main code 4 

4 organisational security policy 

4.1 left blank 

4.2 left blank 

4.3 policy definition and application 

4.4 content of policy 

Source: own illustration (2020). 

 

One of the clear findings in this code is that half of the respondents referred to 

XXXXXXXXXXXXXXXXXXXXXXXXXXX. Participant P1 commented that  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P1).  

 

Respondents P10 and P14 agreed, with P10 stating “XXXXXXXXXXXXXXXXXXXXXX”. 

Participant P6 reported to “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P6). P7 

remarked that “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P7). The same applies to P8, who stated “XXXXXXXXXXXXXXXXXXXX (P8)”. However, 

respondents P1, P2, P3, P4, P7, P12, P13, P14, and P16 indicated the 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. Respondent P13 said 

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P13).  

 

P3, P4, and P7 reported that there is a security policy which covers 

“XXXXXXXXXXXXXXXXXXXXXXXXXXX” (P3) and that there are 

“XXXXXXXXXXXXXXXXXXXXX” (P4). “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P7), stated respondent P7. Another XXXXXXXXXXX is addressed by P2 who stated that 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P2). Other policies include the topics of 
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“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P6).  

 

All participants who mentioned the existence of particular policies referred to web-based 

security trainings. For respondents P2, P3, P4, P5, and P7, web-based trainings (WBT) or 

computer-based trainings (CBT) XXXXXXXXXXXXXXXX. “XXXXXXXXXXXXXXXXXXXXXX” 

(P2), and P3 stated that “XXXXXXXXXXX” (P3). You think you are aware of the essential 

points” (P5). In addition, P5 reported that  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P5) 

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P5).  

 

P7 referred to continuously renewed CBTs: “XXXXXXXXXXXXXXXXXXXX” (P7). One 

participant remarked that relevant organisational security issues are included in  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P4). 

 

In contrast, three respondents in the operations business area explained 

XXXXXXXXXXXXXXXXXXXXXXXXXXX” (P14), and that “XXXXXXXXXXXXXX". (P16). This 

was also supported by respondent P1, who stated that “XXXXXXXXXXXXX” (P1). One 

respondent in the administration business function stated that several security layers are 

employed which consist of different individual security policies.  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P9).  

 

A reason why XXXXXXXXXXXXXXXX expressed XXXXXXX is provided by participant P1:  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P9).  
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Findings for this code show that XXXXXXXXXXXXXXXXXXXXXXXXXXXX. However, 

according to the respondents, there is XXXXXXXXXXXXXXXXXXXXXXXXXXX. 

 

7.3.5. Security issues in daily work 

Each of the 15 participants were asked about the impact of security in their daily work. Table 

7.5 illustrates the sub-codes of main code 5. 

 

Table 7.5: Sub-code structure of main code 5 

5 security in daily work 
5.1 data security 

5.2 customer data 

Source: own illustration (2020). 

 

The key information from all statements was clustered in two sub-codes: data security and 

customer data. Across all organisational business functions, both aspects show the highest 

number of respondents who mentioned them. Regarding the operations business function, P16 

responded that  

 

“in managing and controlling crew rosters, we need to be careful with crew data. This 

is often a matter of IT security and data protection” (P16).  

 

This statement is supported by P2, who stated that “one of the biggest issues […] is data 

security” (P2). However, protecting data is a complex task, particularly for airlines which have 

brand offices at airports. According to P13, data security  

 

“must also be communicated to the staff and the service providers who may also handle 

confidential passenger information. And not being obstructed in the process. This is a 

risk in any case” (P13). 

Within the group of respondents that work in the commercial business section, all statements 

mentioned either data security and/or customer data as major security issues within their areas 

of responsibility. P3 argued that “my area is ultimately concerned with the customer data. So, 

security really means data security” (P3). P4 gave the example of  

 

“attacks by hackers and data protection attacks on our systems, where people try to 

take information of a private nature or crash systems” (P4).  

 

Customer data and data security are of a high value for companies and 
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“if something happens there, the media presence is large, you fear large penalties, and 

also the customer behaviour changes negatively” (P9).  

 

P8 considered data breaches as “a disaster, where customers can see others’ data” (P8). 

Concurring with P8, P10 called “customer data” the “crown jewels of information” (P10). We 

really have to protect these and think about special processes to protect them” (P10). The 

commercial business function operates with “main tools collecting data, also passports and 

credit cards” (P3) and, on this basis, has established “motion profiles, which must be protected” 

(P5). All above, the comments underline the significance of digitalisation and associated data 

sensitivity.  

 

7.3.6. Organisational impact of corporate security 

The findings in section 7.3.5 concern the general organisational impact of security. Table 7.6 

identifies three significant sub-codes. 

 

Table 7.6: Sub-code structure of main code 6 

6 impact of security 

6.1 physical access to offices 

6.2 obligatory identity display 

6.3 protection of sensitive data 

Source: own illustration (2020). 

 

Within the organisation, two physical themes and one IT-related theme emerged as having an 

organisational impact. Nine respondents identified the strongest impact of security in physical 

access to buildings and offices (P1, P4, P5, P6, P9, P10, P12, P13, and P16). At this point, it 

is important to mention that statements for sub-code 6.1 and 6.2 specifically address the 

organisation under investigation. Respondents predominantly found access barriers, the layout 

of meeting rooms, the location of sensitive departments and obligatory proofs of identity 

(badge-wearing) to have both positive and negative impacts. Respondent P1 commented that 

the members of the management board “all sit on the same floor. It’s a danger. It's not like that 

in other companies” (P1). In contrast, P1 stated that “on the left is the turnstile, which is not so 

easy to get through”. Also, respondent P10 observed that  

 

“there are two checkpoints here and you can't just walk in. There's also a lot of trust in 

the whole infrastructure” (P10).  

 

P12 underpinned this statement by reporting that “I don't think a person can get in who isn't 

supposed to be here”. P13 experienced the same situation: “as far as building security is 
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concerned, I must say that I do not see this as a negative”. In contrast, respondent P9 pointed 

out that  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P9).  

 

Respondent P6 demanded that “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P6). 

One respondent stated that “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P16).  

 

The respondents’ statements reveal ambivalence with regard to the use of identity cards for 

access to offices and buildings. Respondents P1, P6, and P13 experienced “a high sense of 

responsibility and an improvement thanks to the obligation to carry identification badges” (P6). 

P13 stated  

 

“employees pay attention to it and external people are actually asked for their identity 

card and are not just let through the door” (P13).  

 

“People don’t hold the door open without asking as much now. It's in people's minds now” (P1), 

observed P1. However, P10 argued that “XXXXXXXXXXXXXXXXXXXXXXXXXXX” (P10). 

Respondent P2 expressed doubts as to  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P2).  

 

P3 remarked 

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P3). 

 

The interviews showed a marked concern with the protection of sensitive data, such as 

personal and financial information, or customer data. Four of the respondents (P3, P4, P7, and 

P2) referred to “customer data” and “data of potential job applicants”, “financial data for the 

annual business forecast” and “employee data”. Regarding access to sensitive data, 

respondents across all business functions mention email traffic, passwords, the general IT 

infrastructure, and locking computer screens as being relevant to security. In relation to this, 

respondent P12 commented that  
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“as we grew, we had to deal with digitisation and digitalisation that could help us get 

ahead or reduce the manual effort” (P12).  

 

As sensitive data is regularly kept in IT systems, participant P8 stated  

 

“prophylaxis as the most important thing there. Even if it costs money, you should not 

make any compromises. We do everything to keep systems clean” (P8).  

 

P14 detailed IT-related issues as “XXXXXXXXX” (P14), combined with  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P14).  

 

Both comments relate to IT infrastructure; P8 observed that  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P8).  

 

P7 reported that “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P7). 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. Participant P14 stated that  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P14).  

P9 added  

“we also had the topic of locking screens. Other staff members pointed out to 

colleagues that the screen should be locked” (P9).  

 

“For me, this is a topic where I think that, for reasons of data protection, it must be 

ensured that nobody can access the computers and request something” (P12),  

 

concluded P12.  

 

7.3.7. Communication of security issues 

In the initial stages of security-related incidents, communication is vital and diverse channels 

crucial. Table 7.7 summarises the three sub-codes of the main code communication of security 

issues. 
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Table 7.7: Sub-code structure of main code 7 

Communication of security issues 

7.1 team meeting 

7.2 reporting tool 

7.3 direct feedback 

Source: own illustration (2020). 

 

Eight respondents considered team meetings to be a reasonable communication tool. For 

instance, P10 suggested, with regard to any security topic, to “bring it up in the team meeting 

and clearly address it immediately” (P10). P11 assumed that  

 

“if there is a point now where – and this is my opinion of the team – a security issue 

would arise, it would be addressed immediately within the team” (P11).  

 

P13 echoed this: “if people want to discuss something, then there are internal team meetings 

where you can address something like that” (P13). P2 emphasised the importance of 

“consciously mentioning it and reminding people to think about it and to pay attention to it” (P2) 

in team meetings. In addition, respondent P6 commented that “we also talk about all the things 

in our department in our team meetings” (P6).  

 

P7 stated that “if someone sees something going wrong, I expect employees to bring it up” 

(P7) in a team meeting. Other departments “meet regularly on different occasions” (P4) to 

address security issues.  

 

P12 interpreted team meetings as being “important to us” as they assure “that we are all 

reasonably up to date with the work processes and the topics we deal with” (P12). 

 

Another communication tool was considered useful in the operational and administration 

business function. Four respondents (P8, P9, P13, and P16) considered reporting tools to be 

a means of communication. P13 viewed reporting tools as a viable channel when employees 

need to address “something anonymously” or as an option to “send confidential reports” (P13). 

Within the operational business function, the Integrated Quality and Safety Management 

System (IQSMS) is employed as a “classical reporting tool” (P14). This tool 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P14). Even though IQSMS belongs to 

the operations department, security issues correctly addressed by branch offices of the 

organisation are forwarded to an administration department in IQSMS. P9 noted that “issues 

come in through IQSMS. Here, the crew member always notices something”. In terms of data 

security (see section 7.3.5), P16 mentioned direct feedback from 

 



142 
 

“data protection officers in our organisation if something is noticeable in this regard. 

Issues that we have had recently are not just about IT, but about data in any form, on 

paper or in any other form whatsoever, and that such things should be reported there 

immediately” (P16).  

 

The theme of direct feedback was mentioned by P2, P8, P9, and P14, who work in either 

operational or administration departments. Direct feedback was mentioned in terms of the 

intensity and method of communication. P14 “expects immediate communication in case of 

acute security risks” (P6) and P6 expected people 

 

“to call me directly, so that I can check things directly”. “If possible, of course, direct 

feedback to the place where it happened. Depending on where I am, by mail or phone” 

(P6).  

 

P8’s comments are in line with the comments above; the respondent aimed “to address people 

immediately and at the same time to clarify consequences” (P8). 

 

7.3.8. Trends in aviation 

Code eight concerns key trends in aviation and their potential impact on future organisational 

security issues. Twelve respondents were convinced that digitalisation is one of the major 

trends in aviation (P2, P3, P4, P5, P6, P7, P8, P9, P12, P13, P14 and P16). All relevant sub-

codes are listed in Table 7.8.  

 

Table 7.8: Sub-code structure of main code 8 

Trends in aviation 

8.1 digitalisation of customer journey 

8.2 mobile working 

8.3 sustainability 

8.4 use of social media 

8.5 insider threat 

8.6 flying as a commodity 

Source: own illustration (2020). 

 

The sub-code digitalisation of customer journey focuses on two important aspects. Some 

respondents considered the customer journey as being subject to an important digitalisation 

process (P3, P4, P5, and P7), whereas other participants referred to data security and 

information security (P2, P6, P8, P9, P12, P13, P14, and P16). Respondent P3 stated that “at 

some point, we just walk through a tunnel and are screened” (P13). This screening process at 
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airports is one of the touchpoints within the customer's journey where digitalisation is most 

involved. In the case of airlines,  

 

“the customer journey is becoming more and more digital. It's a megatrend. It will 

change us a lot. We have to think more like digital companies” (P4), 

 

This “will change the travel experience” (P5). Respondent P7 commented that  

 

“we have to live with digitalisation, and we don't want to shoot blindly into the market 

anymore, but to offer our customers more individual and structured services” (P7).  

 

Participant P8 claimed  

 

“more convergence of data will take place, in the sense of the customer, the journey, 

the production, but also entry into the country, exit, and all the other things that come 

together. I believe that bundling all this into a chain will not happen overnight, but we 

will still experience it” (P8).  

 

In contrast, P7 argued that data-driven customer processing comes with a downside. 

Customers and their data are secured under the General Data Protection Regulation and, 

however, “customers are still hesitant with their data” (P7). Other respondents perceive 

digitalisation as a negative trend, “especially with regard to information security, where gaps 

can certainly be filled with digitisation” (P13). P2 referred to  

“the whole issue of cybersecurity. I can't really judge the technical aspects, but I see it 

less in everyday life and I think it will become more and more prominent” (P2).  

 

In addition, respondent P9 stated that digitalisation “will increasingly push the topic of security-

related issues from the physical realm into the area of information and data security” (P9). 

Another negative aspect is mentioned by participant P6, who stated that  

 

“the whole digitalisation process has an enormous impact on the company and above 

all brings with it more risks, which opens the company to more threats” (P6).  

 

In terms of digitalisation, mobile working emerges as a second major trend. For P10, it “is now 

for me a fundamental issue of the world, and not aviation-specific” (P10).  
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“The trend is towards mobile working, I have the information, the access to systems at 

home or in public places, which is certainly also a risk to think about” (P13),  

 

observed P13. One potential risk was mentioned by respondent P14: “Actually, our CEO can't 

know if my colleague from Ryanair is sitting next to me when I'm video conferencing”. 

Participant P7 did not posses  

 

“encrypted hard drives, as they pose another potential risk. If your laptop is stolen, if 

there is sensitive data on it, it could be accessed” (P7).  

 

Also,  

 

“third-party access to your own screens is a high risk. This is also a topic with the 

increase in commuting, meeting in train stations, talking about company technical 

issues” (P14),  

 

argued P14. From a technological perspective, respondent P8 argued that “today's security, 

as we experience it, will manifest itself more in personal responsibility” (P8).  

 

In terms of responsibility, six respondents (P2, P7, P9, P10, P13 and P14) highlighted the sub-

code of sustainability. Only participant P6 observed  

 

“a climate debate in aviation, since we are always portrayed as polluters and are 

therefore negatively affected. Our organisation, however, has a good public image” 

(P6).  

 

Respondents P3 considered sustainability to not be relevant to security: “Sustainability, but I 

don't think it affects security?!” (P3). Likewise, P4 remarked that “I don't see a link to security 

risks based on public pressure and opinions” (P4). However, one interviewee discerned a risk 

in the pursuit of sustainability:  

 

“I guess it [sustainability] will have an impact and people will become more aware and 

use Teams, Skype, etc. ... They will also consider whether they still have to fly or take 

trains” (P5).  

 

According to the interviewees, three other trend themes exist which are: the use of social 

media, insider threat, and flying as a commodity. Participants P2, P5 and P14 cited social 
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media details as potential “gate openers for the communication of trade secrets and these are 

not to be shared” (P14). P2 assumed that employees’ social-media presence will  

 

“perhaps, at some point, negatively affect the company. I think these are newer risks 

and I would be interested to consider new opinions on them” (P2).  

 

For interviewee P5, it was likely that  

 

“many more employees will then have to be trained with the media, including in safety 

matters, and develop awareness. It is a matter of acting responsibly" (P5). 

 

In terms of flying, two interviewees noted a shift in what was “once a premium product 

becoming a mass product” (P11). Flying as a commodity will impact aviation in two ways. One 

way is the “less respectful interaction with cabin and cockpit crew” (P11), which shows itself 

as “guests often require more management than they did before” (P16). Another way the 

commodification trend will affect the industry was seen by P16, who reflected on this process 

as intensifying the tight rope walk between  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P16). 

 

The last theme, terrorism, is somewhat related to security and is only mentioned by one 

respondent. According to P10, one  

 

“basic trend in terror security is that the large networks or groups of perpetrators seek 

and find new ways to carry out attacks. No longer just with a carpet knife through 

security checks. But rather, for example, by using normal employees in companies” 

(P10).  

 

7.3.9. Acknowledgement of rules and guidelines 

The acknowledgement of rules and guidelines was a XXXXXXXXXXXXX in the interviews and 

was discussed from several viewpoints. Respondents had different opinions, which makes it 

difficult to arrive at an abstract generalisation. The reason for this multitude of opinions may 

be seen in the diversity of organisational business functions. All relevant sub-codes are 

included in Table 7.9.  
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Table 7.9: Sub-code structure for main code 9 

acknowledgement of rules and guidelines 

9.1 left blank 

9.2 left blank 

9.3 left blank 

9.5 left blank 

Source: own illustration (2020). 

 

Respondents in the administrative and commercial branch demonstrated a tendency to 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P6). “XXXXXXXXXXXXXXXX” 

(P11). To participant P9, standards are XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P9). One respondent from the commercial department stated that it is  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P4).  

 

P10 had a similar view: “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P10). P5 

asked: “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P5).  

 

According to respondent P13, 

  

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXX” (P13).  

 

This may be a reason XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXX. 

 

Also, P13 stated that  
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“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXX” (P13).  

 

In addition, participant P11 perceived XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P11). XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX.  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” (P10),  

 

reported P10. Another XXXXXXXXXXXXXXX is reported by P4, who argued that a  

 

“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXX” (P4),  

 

commented respondent P4.  

 

Similarly, interviewee P12 claimed that apart from systems’ XXXXXXXXXXXXXXXXX” (P12). 

 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXX 

 

7.3.10. Skills needed to maintain a security culture  

On the basis of the respondents’ feedback, this topic seems less relevant than others. Table 

7.10 summarises all identified sub-codes. 
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Table 7.10: Sub-code structure for main code 10 

skills needed to maintain a security 
culture  

10.1 incorporation of transparency 

10.2 knowledge of sanctions 

10.3 acceptance of failure 

10.4 security as organisational DNA 

Source: own illustration (2020). 

 

Four out of 15 respondents raised the topic of transparency. This topic is reflected upon from 

different perspectives. Respondents P1 and P3 argued that communication is of a high priority 

so “that people understand how things work and are thus sensitised” (P1). P3 stated that 

communication is “very important to make security more tangible. I do not experience security 

communication” (P3). Participant P13 found corporate security to be “XXXXXX” (P13) 

compared to aviation security or flight safety. In accord with the above statements, participant 

P12 demanded that “XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX” 

(P12).  

 

Two respondents (P1 and P10) considered an awareness of potential sanctions to be a 

precondition for maintaining a security culture. Participant P1 commented that  

 

“it is the compulsion that is needed, that an employee can no longer do many things he 

wants to do. That people understand what it is all about, that they know the risks and 

also the consequences, that a violation can endanger their own workplace” (P1).  

 

Also, P10 mentioned “values, an employee's past life, training, sanctioning of misconduct” as 

potential factors for maintaining a security culture.  

 

Another skill is perceived in fostering a culture that accepts failures and uses them as learning 

opportunities. P2 stated:  

 

“We're at a good level, but we're human. Mistakes happen, even if we know everything 

by heart, have completed 100% of our training. How do we deal with them and what 

can we learn from them?” (P2).  

 

Finally, participants P8 and P11 were convinced that one critical skill in maintaining a security 

culture is to “vaccinate employees from the beginning” (P11), i.e. to instil in them a sense of 

the importance of security and to ensure that security “becomes [the organisation’s] DNA” (P8). 

 



149 
 

7.4. Summary 

This chapter presented the interview findings. In order to assemble the data in a meaningful 

and comprehensive way, figures, graphs and tables were utilised to present the data as 

“intelligible products” (Welman et al., 2005). The purpose of the figures, graphs, and tables is 

to connect otherwise detached or separate themes and statements about key influences on 

the development of a corporate security culture. The overall coding was structured into two 

parts. The first part includes five main codes, whereas the second part contains ten main codes 

and forty sub-codes. In order to ensure a rich data description and authenticate confirmability 

of the findings, several respondents’ quotes were included. The following chapter analyses the 

collected data and the answers it may provide for the research questions.  
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8. Analysis of interview findings 

Analysing the interviews will help identify the key components which support the development 

of a corporate security culture and how these components are interrelated (RQ1). In addition, 

the analysis attempts to highlight organisational influences and aspects (RQ2 and RQ3). In 

general, the interview findings analysed in this chapter contribute to a review of the tentative 

model developed in Chapter Four. By analysing the way respondents raised a topic, the detail 

and thematic breadth of this analysis, and the frequency at which opinions were raised by 

respondents, we can establish, at least to some degree, the relevance certain topics hold for 

them. This chapter analyses apparent connections between factors in the model and identifies 

organisational influences and aspects based on the identified codes.  

 

However, during the analysis of the empirical data, it was found that all three research 

questions are interrelated. This development was not anticipated, but deserves particular 

attention, as it generates new results that would otherwise be overlooked. The interrelation 

between the research questions, which emerged during the empirical analysis, requires the 

application of a new theoretical perspective i.e. that of System Dynamics, in order to classify 

and explain results in a systematic and comprehensive way. Figure 8.1 visualises this analytic 

approach. In addition, this chapter also discusses the findings in relation to the literature in 

order to contribute to theory development and to a further refinement of practice. Figure 8.1 

provides a general overview of the analysis procedure. 
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Figure 8.1: Illustration of analysis procedure 

Source: own illustration (2020). 

 

8.1. Summary of findings on primary research question in context 

This chapter focuses on summarising all findings relevant to RQ1. Topic-related connections 

to other factors or individual aspects are also identified and discussed. Each respondent’s 

classification of factors as influencing or constituting must be analysed to arrive at a data-

driven distinction between influencing and constituting factors. The investigation revealed a 

difference in the number of times factors were classified as influencing factors in relation to the 

number of times they were classified as constituting factors. Further insights can be gained by 

clustering the respondents by organisational business functions to find discipline-specific 

differences as well as overarching similarities. The connections between factors will be 

analysed thereafter. 

 

In addition, the chapter will discuss the findings in relation to the literature. This step will be 

based on an evaluation of the factors and on the coding of the interviews. While the general 

factors taken from the overarching framework, the three IT security frameworks and the 

tentative aviation-based security culture framework have served as inputs for the research 

design, the research results will enable a review of the tentative model of the development of 

an aviation security culture.  
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Table 8.2 provides an overview of the similarities and differences between the literature and 

the results of the empirical study. 

 

8.1.1. Evaluation of influencing factors in relation to constituting factors 

The interview results show that a larger number of factors were classified as influencing than 

as constituting. This section analyses the share of factors identified as influencing by 

respondents and relates it to the share of factors identified as constituting.  

 

Table 8.1 shows the ranking of the individual factors by importance. Particularly significant 

factors are those rated seven and above (see orange highlighting).  

 

Table 8.1: Ranking of each factor by level of importance 

Factor 
5 = very 

important 
4 = 
important 

3 = fairly 

important 
2 = slightly 

important 
1 = not 

important Constituting  

Security awareness 7 1 1 0 0 7 

Training 3 5 2 3 0 3 

Security ownership 2 0 4 0 0 10 

Compliance behaviour 2 6 4 0 0 4 

Security behaviour 4 6 2 0 0 4 

Management 
commitment 

5 3 3 1 0 3 

Leadership 4 3 2 0 0 6 

Security policies 0 4 1 1 0 10 

People 4 2 2 1 0 7 

Organisation 1 2 5 5 0 2 

Technology 3 7 3 0 0 2 

Change management 6 7 0 1 0 1 

Assessment/ Monitoring 5 5 1 1 0 4 

Sum 46 51 30 13 0 63 

Source: own illustration (2020). 
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Table 8.1 illustrates that none of the respondents ranked a factor as 1 = not important. 9.2% 

of the factors are ranked as 2 = slightly important, 21.41% as 3 = fairly important, 36.42% as 

2 = important, and 32.68% as 1= very important. Figure 8.2 shows the ranking of each factor 

distributed across the ranking levels and how many respondents identified the factor as 

constituting.  

 

Figure 8.2: Evaluation of influencing factors as constituting factors 

 

Source: own illustration (2020). 

 

Figure 8.2 and Table 8.1 show that the factors “technology” and “change management” were 

ranked by many respondents as "important". According to Table 8.1, both factors also show 

the highest numerical difference between their classifications as influencing and constituting, 

with only relatively few instances of the latter (see Table 8.1). However, in terms of their level 

of importance, both factors received the highest ranking in total of all influencing factors. In 

addition, “change management” was most frequently ranked at the two highest levels of 

importance. Another interesting fact is seen in the factor “security awareness”, which is the 

factor most frequently ranked as very important. The number of times this factor was ranked 

as very important equals the number of times it was classified as constituting (see Table 8.1). 

The factors most frequently classified as constituting, i.e. “security ownership” and “security 
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policies”, illustrate two important facts. “Security ownership” was ranked as fairly important 

more often than it was ranked as very important and important. In contrast, “security policies” 

was predominantly ranked as important. Only one respondent assessed “security policies” as 

slightly important. Other slightly important ratings in relation to a (high) constituting rating are 

identified for the factors “training” and “people”. “Organisation” has the lowest importance 

ranking of all the factors, with the lowest number of responses across the levels of importance. 

Organisation is most frequently ranked fairly important and slightly important and was 

mentioned twice as a constituting factor. The next section will focus on the rating of factors by 

respondents’ organisational function.  

 

8.1.2. Evaluation of factors in relation to organisational branch 

The organisational functions are classified as Operations, Commercial, and Administration. 

The two staff unit departments (Communication; Transformation and Business Development, 

see Table 6.4) are excluded as one interviewee dropped out and having only one respondent 

representing a department was considered to be insufficient. All organisational branches and 

their particular departments were discussed in Chapter Six. Figure 8.3 presents the key 

findings from the interviews by organisational function. 
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Figure 8.3: Classification and ranking of factors by organisational department 

 

Source: own illustration (2020).
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First of all, it is to be noted that Figure 8.3 indicates a different number of respondents for the 

three business functions. The operations function is represented by five experts, the commercial 

function by four and the administration by five. Within the administration function, some experts 

classified factors as both influencing and constituting, which explains the varying classification of 

factors. Figure 8.3 shows that more factors were regarded as constituting in the operations 

function than in the other business functions, with factors being classified as constituting 27 times 

in the operations function, compared to 25 such ratings in administration and only 8 in the 

commercial function. Within operations, four factors were frequently classified as constituting; 

these are, in descending order, “security ownership”, “security policies”, “security awareness”, 

and “people”. Similar results are found in the administration business function with “security 

awareness” having the exact same rating in this function. Other similarities are reflected in the 

assessments of “security ownership”, “security policies”, and “people” were also classified as 

constituting most frequently. Here, too, there is a clear relationship in the distribution of factor 

rankings across the operations and administration functions; the rankings are nearly the same for 

both functions. Both the administrative and the operative functions handle a wider range of 

procedures, guidelines, and policies compared to the commercial function. This could be the 

reason why, for instance, "security policies" were increasingly assessed as constituting. Within 

the scope of this research, it could be argued that the higher the presence of security policies, the 

more readily individuals assume security ownership. As outlined in sections 7.2.3 and 7.2.4, this 

reinforces the understanding that the "security compliance" factor serves as a precedence of the 

"security ownership" factor. This is also reflected in the evaluation of the factor "security 

ownership" across all business functions (see Figure 8.3). This finding is in accordance with Sherif 

et al. (2015), who state that the more rules and guidelines are incorporated into business 

processes, the higher the level of compliance will be. However, as stated by Appelbaum (1997), 

Little (2004) and Reason (2008), this dilutes the comprehensive security perspective to 

investigating and understanding disruptive behaviours of systems consisting of critical human and 

institutional elements.  

 

Another interesting observation concerns the factors “security ownership” and “security policies” 

within the commercial function. Here, as in the other functions, these factors were rated as 

constituting, but to a much lesser degree than by representatives of the operations and 

administration business functions. The interviewees from the commercial business function did 

not regard “security awareness” and “people” as constituting factors. In the operations business 

function, each factor was classified as constituting at least once (see Figure 8.3). In contrast, 

respondents from administrative business function rated 11 factors (from a total of 12 factors) as 

constituting to at least some degree, whereas respondents from the commercial business function 

only identified six factors as constituting. Hence, the majority of factors are considered to be more 
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influencing in nature within the commercial business function. The factor most frequently identified 

as very important was “security awareness” (see Figure 8.2). Interestingly, the factors 

“organisation” and “security policies” were most frequently ranked as fairly and slightly important. 

Neither is rated as very important or important in this function. In this context, the basis of cultural 

theory according to Douglas and Wildavsky (1982) could be considered, which outlines 

connections between different forms of social organisation and the perception of risks. Thus, one 

could assume that people focus on different types of risk depending on their business function. 

 

All in all, the above Figure 8.3, if read from left to right, factors become increasingly influencing 

and less constituting across organisational business functions, starting with operations. The 

commercial business gave the highest number of very important, important and fairly important 

responses (see Figure 8.3). The results for the administration business function show a certain 

balance in the number of times they were classified as influencing and the number of times they 

were classified as constituting. Based on these results for RQ1, the following sections will identify 

connections between research findings, the literature and the impact on security culture.  

 

8.1.3. Security awareness 

According to the studies by Kirschenbaum, et al., (2012c, 2012d), a high level of security 

awareness can help reduce potential security risks. The factor "security awareness" has by far 

the highest value in terms of influence according to the management function. Throughout 

Chapter Seven, the statements of the respondents on the factor “security awareness” indicate a 

connection to the factor “training”. Six respondents (P1, P5, P6, P7, P9, and P11) state that 

“training” acts as a tool or driver to increase security awareness. Based on this, it can be assumed 

that continuous training educates employees about security issues and helps build the security 

culture. We can therefore assume a connection between the two factors. In this context, five of 

the respondents (P3, P4, P5, P6, and P9) mention training creates awareness if communication 

about security issues actively engages training participants and goes beyond the learning content 

of the training. This valuable insight could help develop the Swiss Cheese Model (Reason, 2008), 

as with increased security awareness, potential hazards can be focused on and understood, thus 

preventing causes of accidents rather than reinforcing or creating new system barriers.  

 

Another connection is identified between the factors “change management” and “security 

awareness”. Two respondents (P4, P6) consider “change management” as a driving force in 

altering the current awareness of employees regarding corporate security. In addition, employees’ 

awareness of “security ownership” contributes to this developing process in terms of increasing 

accountability, as P4 and P6 argue. According to Al Natheer et al. (2012) and Sherif et al. (2015), 

the factor “security awareness” has a constituting role. Here, the empirical results are partly 
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consistent with these studies; while half of the respondents classified “security awareness” as 

influencing, they ranked it as very important. However, it is plausible to assume that security 

awareness is an important vantage point for the development of a security culture. This is also 

reflected in the fact that it has the most connections to other factors.  

 

8.1.4. Training 

As most organisational training is web-based (CBTs), there is a connection between the factors 

“training” and “technology”. However, four of the participants (P1, P3, P8, P10) state that 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. One 

member of the management team (P7) comments that training should make employees take more 

individual responsibility and assume greater ownership. The factor "training" is of central 

importance in aviation because it addresses security-relevant issues in daily work. 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. According to the 

literature, training can raise security awareness and, thus, has a positive influence on the 

development of a security culture (Alhogail and Mirza, 2014; Da Veiga and Martins, 2017). 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. In addition, Korovessis (2015) 

considers knowledge as a requirement for being aware of security issues and responding 

appropriately to them. The above research findings support this theory as they give evidence of 

the potential efficacy of the factor “training”.  

 

8.1.5. Security ownership 

According to the interviews, “security ownership” is a major constituting factor in developing a 

corporate security culture. Respondents P1, P4, P5, and P6 view “security ownership” as a result 

of developing employee accountability. Thus, without the individual accountability of employees, 

the chance of developing an overarching corporate security culture is low. Two respondents (P4, 

P6) consider the factor “security awareness” as a prerequisite for individual accountability. 

Participant P2 responds that “security ownership” needs to be promoted by the factors 

“management commitment” and “leadership”. In addition, P10 and P11 believe that “security 

ownership” motivates employees to take responsibility for processes and plans, resulting in a 

higher degree of compliance. Therefore, there is a connection to the factor “compliance 

behaviour”. According to the studies of Al Natheer et al. (2012) and Da Veiga and Martins (2017), 
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compliance behaviour is the second constituting factor, but there is no empirical proof of its 

impact. In contrast, nearly all of the respondents agreed on the constituting nature of “security 

ownership”. However, there appear to be two different interpretations of ownership, in the 

literature on the one hand and among the respondents on the other: the literature (Al Natheer et 

al., 2012; Sherif et al., 2015) considers ownership to mean that employees follow prescribed 

official guidelines. However, the present empirical study reveals that “security ownership” results 

from an increase in individual and independent employee accountability (see section 7.2.3), as 

demanded by Howe-Walsh (2010). The importance of security ownership as one of the key 

constituent factors is reflected in Weick and Sutcliffe (2016). If security ownership is understood 

correctly, it can contribute to the success of the organisation, as employees are more 

conscientious and organised in their work, so that unexpected phenomena can be noticed and 

counteracted, as mentioned by Reason (1990).  

 

8.1.6. Compliance behaviour 

This factor is interpreted in two ways. Nine of the respondents (P1, P2, P5, P7, P9, P10, P11, 

P14 and P16) understand “compliance behaviour” to mean obeying rules and guidelines; this is 

captured in the main code “acknowledgement of rules and guidelines”. This means that the 

majority of the interviewed senior management members confirm, even if only indirectly, that a 

corporate security culture, as discussed by Hudson (2007), is triggered by rules and guidelines. 

These rules and guidelines are either issued by governmental institutions or established by the 

organisation itself. In the case of this organisation, rules and guidelines specify how governmental 

rules and regulations are adopted and applied in the organisation, as P2, P3, P13, and P16 

explain. It is assumed that compliance encourage people to behave in a security-conscious 

manner more broadly. Hence, there is a connection between compliance and the factor “security 

behaviour”. One respondent (P6) perceives “compliance behaviour” to be a result of the factor 

“training”, arguing that training increases awareness, which leads to more compliant behaviour. 

According to the three-layered framework of Sherif et al. (2015) and Kirschenbaum et al. (2012a, 

2012d), “compliance behaviour” (resulting from security awareness) is a major determinant of the 

overall security behaviour level and is subject to social, personal, and workplace influences. Al 

Natheer et al. (2012) classify the factor "compliance behaviour" as constituting. However, the data 

in the present study (see Table 8.1 and Figure 8.2) suggests it is an influencing factor, albeit a 

highly important one, and to define it in terms of obeying existing rules. Furthermore, it is not 

empirically confirmed that “compliance behaviour” is influenced by the attitude of employees or 

workplace factors as suggested by Sherif et al. (2015) (see Figure 4.6) and Kirschenbaum et al. 

(2012a, 2012d). However, this thesis can confirm that the general “security behaviour” of 

employees is influenced by “compliance behaviour”; this is in line with the framework proposed 

by Sherif et al. (2015). The high influence of "security awareness" on "compliance behaviour" as 
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presented in the literature (Al Natheer et al. 2012; Sherif et al., 2015) cannot be sufficiently proven 

in this study as the respondents interpret the factor "compliance behaviour" as an intermediate 

step to the all-embracing "security behaviour". 

 

8.1.7. Security behaviour 

This is the only factor that could be confirmed as constituting both in the results and in the 

literature, which indicates that it plays a vital role (Olive et al., 2006; Al Natheer et al., 2012; Sherif 

et al., 2015). In the present study, of the fact that “security behaviour” is regarded as being more 

influential and more important than "compliance behaviour" also reflects this vital role. The 

present study upholds the consensus in the literature that "security behaviour" is supported by 

policies and guidelines (Sherif et al., 2015) (see section 8.1.6). However, “security behaviour” is 

not mere compliance with official policies, as Al Natheer et al. (2012) assume. According to the 

study’s results, the majority of respondents think that security behaviour must go beyond 

compliance with predefined guidelines. While the answers given by P6, P9, and P12 with regard 

to “security behaviour” were all subsumed under the main code “acknowledgement of rules and 

guidelines”, in line with how the term is understood in the literature, interview respondents from 

the operational, commercial and administrative business functions consider these rules and 

guidelines to function as a framework which guides employees, as outlined by Olive et al. (2006). 

This concept of rules and regulations may allow for a perception of employees reflecting on rules 

rather than simply obeying them. Going beyond the idea of “security behaviour” as compliance, 

respondents P5 and P11 consider it to be a behaviour which transcends blind adherence to rules 

and guidelines and is characterised by an active evaluation of security risks which employees 

should be aware of. This illustrates, as described by Kirschenbaum et al. (2012d), that compliance 

with rules is not an automatic response by staff in routine and especially non-routine situations, 

and the process of decision-making in the security sector is interwoven with a complex set of 

social and psychological factors. Therefore, it is important that the management team demands 

responsibility and accountability on a consistent basis, as participant P2 states. This indicates a 

link to the factor “management commitment”.  

 

8.1.8. Management commitment and leadership 

For seven respondents (P2, P4, P5, P6, P8, P11, and P13), the management team has a model 

function, which they frequently presented as a key function. If the culture is not lived, and 

exemplified, by the management, there is a negative effect on “security ownership”, and vice 

versa (P2, P4, P5 and P14). These statements are supported by many studies that emphasise 

top management as an essential component in establishing a security culture (Chia et al., 2003; 

Kraemer et al., 2009; Al Natheer et al. 2012; Chan and Nelson, 2012). However, according to the 

majority of those interviewed, embodying a culture also involves the factor “leadership”. Nine 
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respondents (P2, P5, P6, P8, P9, P11, P12, P13, and P14) highlighted the connection between 

“management commitment” and “leadership” outlined above. However, the management team’s 

commitment to certain concerns and practices does not automatically transfer to the employees. 

In order to be successful in the long term, strong leadership in creating a security culture in the 

organisation is required in addition to top management commitment (Schlienger and Teufel, 

2003). In the factor “leadership”, the factor “management commitment” should be proactively put 

into action and modelled for employees (P1, P5, P10 and P16). These findings are aligned with 

the view that leadership is also seen as a process of influencing others to achieve the long-term 

goals of the organisation (Bartol et al., 2003). This raises the question of appropriate targets of 

the management’s actions. One target is seen in the implementation of “security policies''. The 

factors “management commitment” and “leadership” have been empirically identified as crucial 

factors in sensitising employees (see Table 8.1). These two factors are also mentioned as 

influencing in the frameworks proposed in the literature (Dojkovski 2006; Bulgurcu et al., 2010; 

Tan et al., 2010; Al Natheer et al., 2012, and Kasozi, 2018). “Leadership”, here, means being a 

role model exemplifying and supporting the development of a decentralised security culture. This 

could also be the reason why “leadership” was classified as constituting twice as often as 

“management commitment” (see section 7.1.1). From this basis, it can be assumed that 

“leadership” influences the way things are done, it is based on collective values, norms and 

knowledge and thus has a decisive influence on security culture (Schlienger and Teufel, 2003; 

Lunenburg, 2007). 

 

8.1.9. Security policies  

Security policies in aviation are usually prescribed by law, and organisations are obliged to comply 

with them. However, some security policies are established by the organisations themselves. 

Regardless of the origin of a security policy, the majority of the management team consider them 

to be constituting factors. One reason for this could be that security policies aid the organisation 

in standardising certain procedures. However, what matters is that employees are aware of 

security policies (P3, P6, and P9) or sufficiently informed about them (P8, P12) in order to observe 

them properly. Previous research has predominantly interpreted "security policies" to be 

influencing (Al Natheer et al., 2012; Alhogail and Mirza, 2014; Sherif et al., 2015, Da Veiga, 2016). 

However, two-thirds of the participants regard “security policies” as a constituting factor. Just like 

Da Veiga's (2016) study, this thesis has shown that employees, including the management team, 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX (see section 7.3.9). 

Nevertheless, XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" 

(Renaud, 2012; Siponen et al., 2014). XXXXXXXXXXXXXXXXXXXXXXXXXXX. 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 
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Even if “compliance behaviour” can have a positive effect on the overall “security behaviour”, it is 

up to the management team to initiate it. In contrast, Bulgurcu (2010) states that a positive attitude 

towards “security policies” motivates employees to comply with rules and guidelines. According 

to the respondents, a positive employee attitude can be achieved through transparent 

communication and explanation of the respective policies. Hence, employees, expressed by the 

factor “people”, represent a vital success factor. 

 

8.1.10. People 

In the interviews, the respondents tended to equate the factor “people” with employees. However, 

from a research perspective, the factor “people” includes both management and employees, and 

both determine the corporate security culture. According to six respondents (P1, P5, P7, P8, P9 

and P11), existing rules and guidelines ensure a degree of standardisation of how to manage 

certain situations. Hence, this is captured in the main code “acknowledgement of rules and 

guidelines” and linked to “people”. To some extent, standardisation creates structure and 

ultimately helps employees behave positively (Kirschenbaum et al., 2012a; Kirschenbaum et al., 

2012d). This in turn requires that employees are not only aware of the rules and guidelines, but 

also acknowledge them, something which is supported by the factor “leadership” (P16). In 

addition, the organisation, with its specification of the accountability of individual positions, exerts 

a strong influence on the level of awareness, according to participant P14. “People” bring life to 

an organisation and are able to steer an organisation towards a desired stage (P11, P12). 

According to Chen et al., (2015), Kohnke et al., (2017), and Gutta (2019), “people” represent an 

overarching element in developing a corporate security culture. However, in the literature, this 

factor is mentioned more generally, and when it is mentioned, the intent appears to be to 

emphasise the value of employees (Al Natheer et al., 2012; Alhogail and Mirza, 2014; Sherif et 

al., 2015). In the present study, however, this factor is considered by most respondents to be 

constituting (see Figure 8.2). In addition, the interviewees’ statements underline the high 

relevance of this factor. This finding is in agreement with those of Chen et al., (2015), Kohnke et 

al., (2017), and Gutta (2019). While “people” heavily influence if, and how, certain rules and 

guidelines are acknowledged, the existing literature and the above-mentioned models fail to 

address the effects of the factor “people” and the link to “training” in sufficient detail. This thesis 

shows that the senior management team itself assumes that XXXXXXXXXXXXXXXXXXXXXXX 

(see sections 7.2.2. and 7.3.9). In this case, the general policies are XXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 
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8.1.11. Organisation 

According to the respondents, the factor “organisation” is far less important than other factors. 

One reason may be that it is too generic and insufficiently defined. However, nine respondents 

(P2, P4, P5, P6, P9, P12, P13, P14 and P16) refer to organisational structure as the allocation 

and definition of roles. A commonly held view is that flat organisational structures assign 

responsibilities not only to one area (top-down approach), but also to overlapping areas (lateral 

approach). Participant P6 says that if certain topics are prioritised in the organisation, they also 

attain a certain awareness level. This indicates not only a connection with the factor "security 

awareness", but also the distribution of responsibility in the organisation for this topic. This means 

that, in a flat hierarchy, the responsibility for high-priority topics for instance "technology" should 

be anchored in the entire organisational structure.  

 

Several researchers and practitioners note a strong alignment of organisational structure and 

strategy with security culture (Malcolmson, 2009; Strauch 2015; CAA, 2018), thus marking 

“organisation” as a key factor. In contrast, the present investigation found that “organisation” ranks 

as the least important influencing factor, although many of the respondents see a flat organisation 

with broader areas of responsibility as conducive to the development of a corporate security 

culture. This echoes the views of Mintzberg (1983) and the assumption that the coordination of 

activities and communication within an organisation can be facilitated by an efficient structure.  

 

The responses show that organisational structure is influenced by the respective experiences of 

the managers. Managers who have worked in aviation for a very long time 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

 

8.1.12. Technology 

According to twelve respondents (P2, P3, P4, P5, P6, P7, P8, P9, P12, P13, P14 and P16), the 

factor “technology” enables the organisation to operate and is perceived as the most important 

influencing aspect. However, even if the best available technology is implemented, it can never 

fully protect the company. A prerequisite for technology to function effectively is in its 

infrastructure. According to respondents P2, P5, P8, P14, and P16, if the infrastructure is not 

implemented correctly, “technology” adds potential risks to the organisation. Therefore, 

management and employees should be aware of both the benefits and the pitfalls of using 

technology. This awareness contributes to the development of a security culture as raising 

employees’ awareness can increase the level of security beyond that which can be reached with 

technology alone. The factor “technology” also incorporates digitalisation, which is one of the 

major business trends, as identified by twelve participants (P2, P3, P4, P5, P6, P7, P8, P9, P12, 
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P13, P14 and P16). The respondents agree that employees should be sensitised to possible 

security-related aspects in connection with digitalisation and, therefore, need to be encouraged 

to rethink their current mindset. This process of rethinking might be guided by change 

management principles. Thus, there is a link to the factor “change management”. The highly 

ranked influencing factor “technology” also receives a great deal of attention in the literature, 

which is probably due to the fact that the relevant frameworks are grounded in IT security. The 

factor "technology" was addressed by the interviewees at different points in the individual 

interviews and was perceived as a powerful force that increases the vulnerability of an 

organisation but can also minimise it. As technology has a great influence on organisational 

structures, it should not be implemented blindly. Furthermore, "technology" plays a prominent role 

in the factor "training" as technical infrastructure is required for training to take place. In addition 

to the advantages of technology, there are also dangers. In the flexible and dynamic aviation 

environment, the factor “technology” takes on a vital and leading role. Depending on how 

important the factor is in an organisation, it also influences the organisational infrastructure and 

thus contributes to, or detracts from, the protection of valuable assets. In addition, the factor 

“technology” was ranked as a highly influencing factor and identified as a key driver of future 

trends in aviation – a role which has not been a focus of literature in the security field. 

“Technology” is more than just a tool to facilitate incident reporting, performance monitoring, and 

continuous improvement; it is more appropriately considered to be a pillar of security culture, as 

in Reniers’ (2010) and Piwowarski’s (2016) categorisation (see section 4.4.). 

 

8.1.13. Change management 

According to 13 respondents, “change management” plays a very important role in the 

development of a corporate security culture. According to respondents P3 and P9, success in 

change management is linked to the factor “security awareness”. The factor "security awareness" 

is seen as a prerequisite here, as awareness makes it possible to detect issues and aspects that 

need to be changed. In addition, “change management” needs to be applied continuously and 

has to be based on meaningful communication (P6, P12). Furthermore, a transformation can only 

be successful if the organisation possesses a certain awareness level as to why and how it should 

change. Only then can "change management" really bring about a cultural transformation. Thus, 

there is also a connection to the factor “assessment/ monitoring”. The management team 

perceives “change management” as a key factor of organisational development. This is in line 

with the literature, which considers this factor as a prerequisite for the development of a security 

culture as it supports employees in a transformation phase and promotes the acceptance of new 

working procedures (Alhogail and Mirza, 2014). In this context, a connection to "security 

awareness" can also be outlined because a transformation process can only be initiated when 

employees are aware of a need for change. The factor “assessment/ monitoring” has also 
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received much attention in the literature as it can support the development of a security culture 

by measuring the progress made. The following section will focus on this factor and its 

interconnections with other factors. 

 

8.1.14. Assessment/ Monitoring 

Five respondents (P1, P4, P7, P9, P10) consider monitoring employees on a continuous basis to 

be a vital step in developing a corporate security culture. The management team mainly monitors 

whether or not employees comply with existing rules and guidelines. This makes employee 

misconduct, and the acknowledgement of rules and guidelines by the employees, transparent. 

However, the motivation to adhere to rules and guidelines should come from the individual 

employees themselves as such motivation results in their assumption of responsibility for security 

issues. According to Alhogail and Mirza (2014) and Sherif et al. (2015), continuous assessment 

and monitoring identify the factors that influence an employee’s security behaviour. In addition to 

this, the empirical results gained in the present study established that the factor 

"assessment/monitoring" also influences the acknowledgement of "rules and guidelines", and this 

influence can be positive as well as negative. This acknowledgement in turn influences the 

development of “security behaviour”. This is consistent with the statements from studies by 

Kirschenbaum et al. (2012b, 2012d). The literature recommends continuous questionnaire-based 

monitoring of security culture development in order to avoid setbacks (Martins and Eloff, 2002; 

Schlienger and Teufel, 2005; Da Veiga et al., 2007, and Alhogail and Mirza, 2014). Many of the 

interviewees agree with this, although other participants fear a negative effect of such a control 

instance on employee attitudes and behaviour.  

 

8.2. Summary of findings on RQ2 and RQ3 and links to other aspects 

Following the same structure as section 8.1., the essential findings with respect to RQ2 and RQ3 

are summarised in this section. In addition, topic-related links to other main codes or individual 

aspects are highlighted and discussed. Furthermore, the section discusses the empirical findings 

in the context of the literature.  

 

8.2.1. Understanding the experiential background of respondents 

The majority of the persons interviewed have well over five years of experience in aviation. This 

experience was mainly gained in the functional area for which they are now responsible. A total 

of seven respondents (from the administrative and commercial business functions) also have non-

aviation professional experience, and two of them have worked in aviation for fewer than five 

years. The professional experience of the managers partly shapes the structure of the respective 

area of responsibility: managers with fewer years of experience tend to create flatter hierarchies 
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(broad pyramid), which entail fewer areas of responsibility or positions responsible for regulation-

related content. These aspects are also considered in the study by Weick and Sutcliffe (2016), 

who identify diversity and professional knowledge and skills in HROs as an important 

characterisation.  

 

Respondents with more than five years of professional experience in aviation tend to structure 

their area of responsibility in a more classical way (top-down, steep pyramid) and include positions 

that are explicitly responsible for regulatory tasks. Experience is thus linked to the factor 

“organisation”. Furthermore, the degree of aviation-related experience also determines in part 

how the respondents define the term "security culture". This influence was captured by the main 

codes 2 (“definition of security culture”) and 3 (“security culture and organisational culture”).  

 

8.2.2. Definition of security culture 

The empirical results presented so far show that, in general, the definition of a corporate security 

culture in aviation includes three major elements. These are (1) adherence to guidelines and rules 

and (2) the protection of valuable assets supported by (3) a development towards an integrative, 

anchored security behaviour of all organisation members that is promoted by committed role 

models in management and clear communication. In summary, this definition was supported by 

nearly all respondents. The fact that 13 out of 15 interviewees raised these aspects accentuates 

their significance. This result also emphasises the importance of accountability and sensitisation 

and their connection to the factors “management commitment” and “leadership”. In addition, the 

main code 2 – “definition of security culture” shows links to the main code 3 – “corporate security 

and organisational culture”, and main code 10 – “skills to maintain a security culture. However, 

there are some contradictions between main codes 4 – “organisational security policy” and 9 – 

“acknowledgement of rules and guidelines”. All of these connections will be elaborated more 

closely in the succeeding sections. The reason for this could be the arrangement of statements 

by respondents. If management assumes that employees manage security issues in a responsive 

manner, they should introduce the basic understanding of corporate security based on their 

experience. They should explain which assets in the company need to be protected, and why. If 

sensitisation is not achieved, the next level of the company’s hierarchy should assume these 

responsibilities. It is notable that main code 2 – “definition of security culture” seems to be related 

to all other codes, as sensitisation, adherence to rules, and responsibility seem to be very 

important basic issues. According to Malcolmson (2009), a security culture exists as a subculture, 

and many of its characteristics are linked to generally accepted components of organisational 

culture at large. This can only be partially confirmed for aviation, where security is considered a 

top priority and, therefore, determines organisational culture to a large extent. The two cultures 

should not be considered separately in aviation. Therefore, the organisational culture approach 
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is important. This finding is in line with Schein’s (2010) contributions to theory and the definitions 

gathered from the respondents overlap with elements of Malcolmson's (2009) working definition, 

the main difference being that Malcolmson (2009) focuses on the employees and their influence 

on the security of the organisation. The new definition extends Malcolmson's to account for the 

fact that a company-wide security culture develops when it is pro-actively supported by 

management and leaders who demonstrate their commitment to the culture through their own 

behaviour and is embedded in transparent communication (sections 7.3.2 and 7.3.3). 

 

8.2.3. Security culture and organisational culture 

It can be concluded that, within the aviation industry, security is of the highest priority regardless 

of the business function that respondents are accountable for. Within this context, security is seen 

as an overall side-component that contributes to the organisational culture. This outcome is in 

accordance with Reniers et al.’s (2011) assumption that security culture represents a central 

ingredient of the general organisational culture. It can therefore be expected that management 

can raise awareness throughout the entire organisation if it takes the definition of security culture 

and the interrelations between its factors into account and acts on this basis (see section 8.2.2). 

This also means that a corporate security culture and its influences should be pro-actively 

communicated throughout the entire organisation to become an integrated part of organisational 

culture. This shows the connection to main code 7 – “communication of security issues”, which is 

in agreement with Alhogail and Mirza’s (2014) findings on turning an existing organisational 

culture into a more security-conscious one. However, if management distinguishes two cultures 

(organisational culture and corporate security culture), then there may be the risk that employees 

behave differently, depending on which culture they perceive as more binding for them, which 

may result in overall confusion. This assumption also agrees with, and underlines, Okere et al.’s, 

(2012) suggestion that changing individuals’ behaviour and attitudes can create a more security-

centred culture. Main codes 9 – “acknowledgement of rules and guidelines” and some aspects of 

main code 10 – “skills to maintain a security culture” are also relevant here.  

 

8.2.4. Organisational security policy 

Although nearly all respondents said it was XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

(see section 8.2.2), the level of XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

The comments of eleven respondents provide evidence of this. However, XXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXTherefore, the code “organisational security policy” has a strong link to the factor 

“training” and main code 5 – “security in daily work”. However, the reason why respondents refer 

to web-based training may lie in its positive effect on the awareness of corporate security issues. 
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They may assume that the contents of required training will be absorbed by employees and, 

eventually, increase awareness levels throughout the entire company. The references made to 

data protection by the respondents may be due to the fact that this regulation originates from 

government and that violations are subject to heavy financial sanctions. Security policies are also 

internal factors in the security culture models developed in the existing literature (e.g., Al Natheer 

et al., 2012; Sherif et al., 2015). However, governmental security policies should not be confused 

with organisational ones, which are specific to the individual organisation. Thus, this thesis shows 

that a distinction should be made between both kinds of security policy: the security policy of 

higher authorities, usually legislators, and an organisation's own security policy. Only the former 

has been examined in the existing literature. 

 

8.2.5. Security issues in daily work 

Airlines rely on critical infrastructures and hence, can be classified as HRO’s as outlined in 

Chapter Four. Regarding corporate security, the respondents focused on data security 

concerning customer data and other sensitive data. As this topic was mentioned by more than 

half of the respondents, it can be assumed to be of great importance. Some respondents argued 

that data security is covered to a large extent in existing policies, such as regulations on customer 

data protection. However, what needs to be considered is not only the awareness of such policies 

but also their organisational impact. This thesis goes beyond the existing literature by 

investigating the influence of security policies on the assessment of a corporate security culture. 

While the literature, as already noted, has taken security policies into account as a factor, this 

thesis will specifically focus on their contents and application. In doing so, it will distinguish 

between organisational and governmental security policies and consider their influence on daily 

work, especially with regard to customer data protection and data security. The management 

team should raise employees’ awareness and engage them in the process of embedding policies 

and their application in the organisational structures. The following section will outline connections 

to the main code “organisational impact of corporate security”.  

 

8.2.6. Organisational impact of corporate security 

Respondents identified certain organisational impacts of corporate security, mainly on the basis 

of their professional experience. The most obvious impact of corporate security is seen in the 

physical infrastructure, which most of the respondents mentioned (see Table 7.6). This physical 

infrastructure regulates access to buildings and offices and the compulsory identity proof. Both 

are connected, since access will officially be denied without identity proof. If employees 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

Nevertheless, in a company XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

Allowing a person unauthorised access to a building and offices can be highly dangerous. This 
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would, for example, make it possible for them to obtain sensitive company data displayed on flip 

charts or whiteboards in offices. This, along with other results of this thesis, shows how important 

knowledgeable and committed employees are as an asset in a rapidly changing aviation 

environment (Armstrong, 2006 and Almatrooshi et al., 2016). After all, the effectiveness of a 

security culture depends to a large extent on each employee taking responsibility for individual 

actions as suggested by Hudson (2007), and Reason (2008). 

 

Another topic that the respondents addressed was data security and the handling of sensitive 

data. In this case, highly sensitive data includes customer information, internal data such as 

employee data and data across all organisational business functions whose publication should 

be avoided. All respondents agreed that the publication of such data could cause immense 

financial damage (multiple times the company's turnover) due to strict regulations. Moreover, this 

damage can be compounded by a loss of organisational trust and reputation. Organisational 

security breaches may have a direct (physical) and an indirect (digital) impact, with both causing 

harm to the organisation if not managed appropriately. This finding supports the study by Cheng 

et al. (2017). Although the respondents argue that XXXXXXXXXXXXXXXXXXXXXXXXX. 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. Successful communication 

will focus on raising awareness and promote taking responsibility. The level of employee 

awareness of the potential consequences of a security breach partially depends on the way these 

consequences are communicated, as suggested by Hudson (2007). Therefore, there is a 

connection to main code 7 – “communication of security issues”.  

 

8.2.7. Communication of security issues 

From a company’s point of view, none of the mentioned communication methods guarantees full 

transparency for all organisational members. According to the respondents, security issues are 

shared in team meetings, reporting tools, and through direct feedback to the management team. 

This indicates that the organisation highlights (perceived) failures or disruptions that should not 

occur under any circumstances (Weick and Sutcliffe, 2016). The management team should 

therefore be considered trustworthy by the employees. On the other hand, employees should also 

know what should be classified as security-relevant before reporting it. From the interviews, it is 

clear that management wants employees to take responsibility for raising issues on their own 

initiative. This is related to Weick and Sutcliffe (2016) because it enables a company to act 

mindfully and to organise itself in such a way that the unexpected can be perceived early on. 

Thus, the factors “people”, “management commitment”, and “leadership” are closely interrelated. 

In the existing models, communication is neglected, but the practical model issued by the CAA 

(2018) emphasises communication as a factor. Although this so-called SeMS framework is clearly 
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focused on the operational level, it also acknowledges the importance of the employees and their 

responsibility for security. Furthermore, the SeMS model includes the communication of all 

security-relevant information and explains the relevance of educating employees about actions 

to be taken and the rationale behind them. These model elements are supported by the present 

study’s findings and can also be applied to the entire organisation for the most part. However, the 

findings of the present research also enhance and expand the CAA’s SeMS framework. 

Considering the comments subsumed under main codes 6 and 7, it appears that 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. Therefore, it can 

be assumed that the organisation XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

The management team XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

If the management team fails to directly involve employees in security-related issues, the latter 

will eventually ignore the organisational impacts of such issues. As mentioned in the literature, 

meetings and other reporting tools should also be used to learn about the state of the overall 

system (Weick and Sutcliffe, 2016). Management needs to communicate the importance of 

security-related issues proactively in order to make corporate security culture an integral part of 

the overall organisational culture (Reason, 1998). Coordination of activities and communication 

within the organisation can be facilitated by an efficient structure (Mintzberg, 1983). 

 

In addition to current issues, future trends should also be considered in order to obtain a holistic 

picture of potential organisational impacts. Providing a comprehensive overview is directly 

connected to main code 8 – “trends in aviation”.  

 

8.2.8. Trends in aviation 

For any management team, the challenge is not just to respond to the industry's current operating 

environment, but to anticipate what is coming and position the company to succeed in the future. 

The respondents identified six major and minor trends which will ultimately impact an 

organisation’s corporate security culture. The four major trends are (1) customer-centricity 

combined with rapid growth in the adoption of data science across the value chain, (2) the rise of 

new working environments, (3) the growing importance of sustainability, and (4) the increase in 

vulnerability due to social media. Each of these trends and their potential security impacts pose 

difficult challenges. Thus, management teams are not only required to adapt to trends but also to 

develop new organisational skills and capabilities. None of the models presented in the literature 

considers the necessity to adapt to future trends as a facet of security culture. The present study 

wishes to show that this influence should be considered in the development and shaping of a 

corporate security culture. Security culture must not be limited to adherence to rules and adapting 

business processes to regulations (Sherif et al., 2015), but should also encompass the 

investigation of potential dangers, such as may be posed by trends, as an indispensable aspect 
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of corporate culture and of the design of business processes. The following paragraphs will outline 

the effects of the four major trends mentioned above. The interviews clearly identify that 

digitalisation can improve the productivity of existing organisational structures. They reveal that 

the aviation industry can compensate for these structural disadvantages via the introduction of 

automation and digital technologies. However, according to the respondents, digitalisation will 

change the working environment and process, thus producing a twofold effect. On the one hand, 

it will increase the degree of personalisation and intensify the imperative of customer-centricity in 

order for offers to be developed which match customers’ travel preferences. On the other hand, 

digitalisation will also bring about more risks whose potential organisational consequences are to 

a large extent unknown. From the interviews of the senior management team in this research, it 

is clear that new threat situations have also emerged. The danger often cannot be perceived 

directly and thus could cause latent errors in the organisational system. According to the 

interviewees, this development harbours potential risks, especially with regard to the securing of 

company data when company systems are accessed from outside the company network. One 

example is the sharing of highly sensitive data in unencrypted video calls. Legally binding 

regulations that accompany the trend of digitalisation threaten to be overwhelmed by this 

increasing complexity in the socio-technical environment, although the management team 

surveyed assumes that these new risks are covered by the data protection regulations. Based on 

the fact that legislators and public organisations tend to be reactive in the context of aviation with 

the adaptation and redesign of regulations, the central role in security management is shifting to 

the organisations themselves. This individualisation of organisational demands could transform 

an organisation's understanding of values to a more security-conscious one. For this reason, any 

human behaviour involved in dealing with these new security mechanisms becomes a key point 

of attack or vulnerability. This assumption should be critically evaluated, as it may turn out to be 

inaccurate. 

 

However, in addition to the theoretical results, it must be taken into account that the human factor 

is by no means error-free and therefore plays an essential role. The ultimate goal must be to 

master the increasing complexity of processes and tasks while taking into account the human 

skills involved. Due to the many-sided social interactions and organisational structures within a 

company, those involved often lack useful information. Moreover, interpersonal interfaces 

between employees, customers, suppliers and subcontractors must also be taken into account 

and coordinated. Therefore, there is an urgent need to address the management of technology-

based systems, raise awareness of such issues in employees, and instil a sense of personal 

responsibility in them. This thematic complex is connected to main code 9 – “acknowledgement 

of rules and guidelines” and to the factor “security awareness”.  
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Another emerging trend identified by the respondents is environmental sustainability. Although 

this topic is gaining significant momentum in aviation, respondents perceived its direct importance 

for corporate security as rather weak. However, the interest in environmental sustainability may 

affect corporate security – defined as the protection of corporate assets – in an indirect way, for 

example in the form of reputational damage. After all, airlines are perceived as one of the most 

significant sources of air pollution. Hence, employees who are present in social networks could 

be a vulnerable target by publishing which organisation they work for.  

 

In addition, employees may publish sensitive internal company data on social media, for example 

when participating in forum discussions. Although these scenarios are covered by the 

employment contract and employees are prohibited from sharing classified information, 

employees may interpret internal and sensitive company data differently and, as a result, share it 

with external parties, not realising that they are breaching their contractual obligations. The 

developments and scenarios outlined above are closely related to main code 9 – 

“acknowledgement of rules and guidelines”.  

 

8.2.9. Acknowledgement of rules and guidelines 

According to most of the interviewees, the acceptance of existing organisational rules and 

guidelines depends strongly on the application area and the user. Many of the existing guidelines 

and rules are XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XX. This could be due, among other things, to the fact that the individual business functions have 

different forms of social organisation, which in turn produce a different understanding of risks and 

threats (cf. Douglas and Wildavsky, 1982). Another reason could be that these rules and 

procedures are extraneous to security culture and, therefore, do not support a corporate security 

culture (see section 8.2.2). The design of XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. According to 

Hudson (2007), these interview findings can be attributed to a pathological view of security in 

which education and training are primarily concerned with meeting legal requirements. 

Furthermore, this goes hand in hand with the classification of employees according to 
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Kirschenbaum et al. (2012d). In this case, the organisation consists XXXXXXXXXXXXXXXXX. 

As a result, the employees XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. In addition, compliance with rules and 

decision-making processes in the field of security is interwoven in a complex web of social and 

psychological factors (Kirschenbaum and Mariani, 2012b; Kirschenbaum et al., 2012c). 

 

Bulgurcu et al. (2010) suggest that organisations create appropriate security training and 

awareness programmes which equip employees to manage their own compliance behaviour. 

Although the present research does not show that employees have a positive attitude towards 

security regulations, it does indicate that a positive management attitude towards security 

regulations promotes employees’ compliance with rules, processes and procedures. However, 

this thesis shows that XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

This is related to main code 10 – “skills to maintain a security culture”.  

 

8.2.10. Skills to maintain a security culture  

Certain capabilities are necessary to maintain a security culture. One essential skill is the ability 

to create transparency. Transparency should not only apply to the subject matter (what is to be 

protected, why is it to be protected, and who is responsible for it?) but should also promote a pro-

active failure culture – a culture of taking responsibility for mistakes and learning from them – in 

the individual functional branches of the corporation as well as in the organisation as a whole. 

The majority of respondents agreed that the aim should be to develop security as part of the 

company's DNA without sanctioning employees for unintentional misconduct (see section 8.2.2). 

These findings from the interviews are in line with studies by Barrett (2006) and Arnoldi (2009), 

who assume that respect and trusting working relationships, a guilt-free atmosphere, allowing 

redundancy and open mutual information are necessary. None of the studies on security models 

or other topics mentions the transparent handling of errors as an either influencing or constituting 

factor for the assessment of a corporate security culture.  
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8.2.11. Summary of empirical findings in relation to the state of research 

This section contrasts the empirical results concerning the influencing and constituting factors of 

a security culture and its development with the research on these factors. The summary is outlined 

in the following table. These findings form the basis for a review of the tentative model developed 

in Chapter Five. 

 

Table 8.2: Comparison of theoretical findings and research results 

Factors and codes of 

interest 

Role according to current 

research 

Areas of difference revealed 

in findings 

Security awareness Constituting, combined with 

required knowledge 

Partly constituting and “very 

important” 

Training Tool to increase security 

awareness 

Tool to increase security 

awareness 

Deep connection to technology 

Concretises added value 

Security ownership Constituting, ownership to 

follow prescribed rules 

Constituting, 

step to create individual 

accountability, promoted by 

management/ leadership 

Compliance behaviour Constituting, the more 

guidelines in the business 

process, the greater the level 

of good compliance behaviour, 

influenced by social, personal 

and workplace variables 

Great influence on security 

awareness 

More influencing, “very 

important” 

Social, personal and workplace 

influences not verified 

Influence on security 

awareness not verified 

Security behaviour Influenced by compliance 

behaviour and policies/ 

guidelines 

Influenced by compliance 

behaviour and policies/ 

guidelines 

Behaviour should go beyond 

just following rules and 

guidelines 

Should be demanded by 

management/ leadership 
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Management commitment 

Influencing, very important Influencing, very important 

Leadership Not mentioned explicitly in 

theoretical security culture 

models 

No differentiation of leaders 

and managers 

Constituting, manages change, 

leaders act as role models, 

senior management 

understood as leaders and 

managers 

Security policies Influencing 

Understood as superordinate 

Acknowledgement supported 

by attitude of employees 

Constituting 

Differentiation of policies 

Identification of right balance  

Acknowledgement supported 

by attitude of employees 

People Influencing 

People effects not specifically 

evaluated in theoretical 

security culture models, people 

seen as a factor to be 

controlled, cultural research 

identifies strong relation to 

compliance in behavioural 

science 

Constituting  

Identification of different effects 

with regard to compliance 

behaviour, security awareness 

and security ownership 

Organisation Strong influence and alignment 

with structure and strategy 

Evaluated as the least 

important factor 

Low influence on strategy 

Moderate influence on 

structure based on employees’ 

experiences  

Security roles 

Technology 

Mostly understood as 

hardware and front-end 

automation 

Influences not precisely 

evaluated but focused on 

streamlined processes 

Most important 

influencing/leading factor 

(positive and negative effect) 

Key driver for future trends e.g. 

digitalisation 

Change management Influence, very important, but 

not precisely evaluated 

Influencing, very important 
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Prerequisite for development of 

culture 

Prerequisite for development of 

corporate security culture 

Security awareness as starting 

point 

Assessment/ Monitoring Identification of influences on 

altering security behaviour 

  

Questionnaires to avoid 

setbacks 

Positive and negative effect of 

rules and guidelines 

Influences security behaviour 

Interpretation as control 

instance 

 

Business functions No differentiation in theoretical 

security culture models, focus 

solely on one business unit 

(IT), no focus on entire 

organisation 

Clear differentiation in 

operative, administrative and 

commercial business functions 

with impact on security 

ownership 

Experiences 

Professional experiences (in 

aviation-specific and 

management responsibility) not 

specifically outlined in 

theoretical security culture 

models as influencing factor 

Influences organisational 

structure and security roles/ 

positions in organisation 

Definition of security culture 

and link to organisational 

culture 

Security as sub-culture 

  

Focus on employees and 

influences on them 

Security as top priority in 

aviation 

Security culture = 

organisational culture 

Extends employees' 

perspective with management 

commitment, leadership and 

communication 

Organisational security 

policy 

Focus on policies set by 

governmental authorities 

Differentiation between 

governmental policies and 

organisational policies 

Security in daily work Not further differentiated in 

theoretical models, no 

classification of which security-

related issues people are 

exposed to or face on a daily 

Data security, customer data, 

sensitive data 
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basis 

Organisational impact 

Models in theory do not reveal 

which security-related issues 

have an impact on the 

organisation, models in theory 

only reveal that the 

organisational impact depends 

strongly on the individual 

responsibility of the 

employees. 

 

The only impact is that of data 

and its immense damage 

potential for the organisation 

due to regulations and laws 

Areas that recognise 

organisational impact most are 

physical infrastructure, ID 

display, and the individual 

accountability of employees 

Data security breaches cause 

severe damage to the 

organisation 

Communication 

Details and interaction with 

other factors rather neglected, 

only in CAA framework 

seen as a given, not mentioned 

as individual factor 

Role of management to assess 

security 

Pro-active communication by 

employees 

Trends in aviation Dynamic environment and 

developments not considered 

in theoretical models 

Four major trends: data 

science (digitalisation), mobile 

working, sustainability, and 

vulnerability due to social 

media 

Acknowledgement of rules 

and guidelines 

Insufficient employee 

knowledge about rules and 

guidelines 

Positive attitude influences 

degree of policy acceptance 

Lack of knowledge about rules 

and guidelines 

Negative attitude influences 

degree of policy 

acceptance/compliance 

Skills to maintain security 

culture 

Theoretical models are mainly 

related to assessment and 

monitoring via process and 

evaluating tools, focus on 

maintaining policies 

(enforcement) 

Transparency and promotion of 

a culture of owning, and 

learning from mistakes 

Source: own illustration (2020). 

8.3. Security culture in the context of organisational culture and current security 

issues in aviation 

The factors of the tentative model and their interconnections were examined in the empirical 

analysis (section 8.1). Subsequently, the main and sub-codes used in, and partly resulting from, 
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the empirical analysis were discussed and their interdependencies with each other were 

examined (section 8.2). It was found that the results of these two analytic steps can be combined 

based upon a categorisation of the factors and main codes in three major codes. The objective 

was to illustrate intersections between model components and influences, which can serve as a 

basis for recommendations for actions aimed at developing a corporate security culture. Using 

the above categorisation, the results of the empirical analysis can be summarised in four 

significant concepts.  

 

To reduce the complexity of this step, it was assumed that the major code would not change if 

both sub-codes and main codes were assigned to major codes. Therefore, only main codes were 

assigned to the major codes, even if some sub-codes could be assigned to several major codes. 

The main code represents the parent topic. 

 

The first major code summarises the connections of the factors and the main codes under the 

topic “raising awareness”. According to the respondents, all members of the organisation, be it 

the management team or individual employees, are encouraged to raise awareness of all security-

related aspects. This is supported by CBTs, which help form a basic level of security 

consciousness. It is important, however, that employees are given a comprehensive explanation 

of the aspects relevant to their area of responsibility, and of how these aspects are directly related 

to their daily work. If this is not implemented correctly, a low level of recognition of existing and 

mandatory rules and guidelines will ensue. However, the commitment and leadership qualities of 

the management team also play a decisive role here, as they act as a role model for employees, 

especially in areas that are less regulated. This also applies to future trends in aviation, for which 

employees have to be sensitised, which is also the responsibility of the management. As an 

overarching instrument, communication significantly contributes to raising awareness throughout 

the entire organisation if it engages employees and creates transparency. 

 

The second major code concerns “adherence” as seen from various viewpoints. First, this 

concerns the acknowledgement of rules and guidelines themselves and the main code 

“organisation security policy”. In addition, four other factors are strongly connected to the major 

code “adherence”. These factors are “compliance behaviour”, “security behaviour”, “people”, and 

“assessment/ monitoring”.  

 

The third major code includes all aspects regarding the acceptance of responsibility by the 

management and employees. The major code “taking responsibility” brings together five main 

codes, which are “definition of security culture”, “impact of security”, “communication of security 

issues”, “missing parts of the model”, and “skills to maintain a security culture”. In addition, this 
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major code also contains four factors which are “security ownership”, “people”, “change 

management”, and “assessment/ monitoring”. Finally, one word was mentioned very frequently 

in the individual expert interviews and statements: reliability. In this context, the term refers to 

reliability in the employees and the management team. Some of the codes lead employees and 

the management team to act in a reliable manner, while others require and demand reliability 

from them in order to function. Table 8.3 and Figure 8.4 visualise the conversion of the main 

codes into the three major codes.  

 

Table 8.3: Conversion of factors and main codes into major codes 

  Reliability  

No Main code and factor 
Raising 

Awareness Adherence 
Taking 

responsibility 

1 Experiences x     

2 Definition of security culture     x 

3 
Security culture and organisational 

culture x     

4 Organisational security policy   x   

5 Security in daily work x     

6 Impact of security     x 

7 Communication of security issues x    

8 Trends in aviation x     

9 Missing parts of the model     x 

10 
Acknowledgement of rules and 

guidelines   x   

11 Skills to maintain a security culture      x 

12 Training x     

13 Security awareness x     

14 Security ownership     x 

15 Compliance behaviour   x   

16 Security behaviour   x   

17 Management commitment x     

18 Leadership x     

19 Security policies   x   

20 People     x 

21 Organisation x     

22 Technology x     

23 Change management     x 

24 Monitoring/ Assessment      x 
Source: own illustration (2020). 

Figure 8.4: Visualisation of main codes as major codes 
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Source: own illustration adapted from Pioch (2017). 

 

8.4. Relevance of links between factors and main codes 

In Figure 8.4, all factors and main codes are categorised into major codes. In this section, the 

analysis focuses on the links and their relevance based on the number of statements made by 

respondents on a particular link. The links are focused on the relevance of the individual factors 

and on the cross-links between factors and main codes that emerged. Accordingly, all relevant 

connections will be illustrated in the figures below according to the direction of influence. Since 

this study cannot provide quantitative evidence, a weighting ranging from high to low was used 

for the sake of simplicity. The weighting classes are discussed in the next section, supported by 

a triangle beginning with the strongest link.  

 

8.4.1. Relevance of factor links 

According to sections 8.1, 8.2 and 8.3, there are links between the factors included in the tentative 

model. Table 8.4 indicates the directions in which these factors influence each other and specifies 

which major codes are affected. In addition, the links are ranked by relevance according to the 

respondents’ statements.  
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Table 8.4: Relevance of factors 

No 1st factor attribute No 2nd factor 
affected major 

codes 
relevance 

17 
Management 
commitment 

influences 18 Leadership raising awareness 9 

22 Technology influences 21 Organisation raising awareness 8 

17 
Management 
commitment 

influences 20 People 
raising awareness 

and taking 
responsibility  

7 

12 Training influences 13 Security awareness raising awareness 6 

2 Technology influences 12 Training raising awareness 4 

14 Security ownership influences 15 
Compliance 
behaviour 

adherence and 
taking 

responsibility 
 

4 

15 
Compliance 
behaviour 

influences 16 Security behaviour adherence 4 

18 Leadership influences 20 People 
raising awareness 

and taking 
responsibility  

4 

13 Security awareness influences 12 Training raising awareness 4 

17 
Management 
commitment 

influences 14 Security ownership 
adherence and 

taking 
responsibility  

3 

19 Security policies influences 13 Security awareness 
raising awareness 

and adherence 
3 

13 
Security awareness 

influences 19 Security policies 
raising awareness 

and adherence  
3 

13 Security awareness influences 23 Change management 
raising awareness 

and taking 
responsibility  

2 

14 Security ownership influences 13 Security awareness 
raising awareness 

and taking 
responsibility  

2 

15 
Compliance 
behaviour 

influences 14 Security ownership 
adherence and 

taking 
responsibility  

2 

16 Security behaviour influences 13 Security awareness 
adherence and 

raising awareness 
2 

18 Leadership influences 17 
Management 
commitment 

raising awareness 2 

23 Change management influences 13 Security awareness 
taking 

responsibility and 
raising awareness 

2 

18 Leadership influences 14 Security ownership 
taking 

responsibility t and 
raising awareness 

2 

12 Training influences 14 Security ownership 

sensitisation and 
taking 

responsibility 
 

1 

17 
Management 
commitment 

influences 16 Security behaviour 
raising awareness 

and adherence  
1 

16 Security behaviour influences 15 
Compliance 
behaviour 

adherence 1 

18 Leadership influences 20 People 
raising awareness 

and taking 
responsibility 

1 

20 People influences 13 Security awareness 
taking 

responsibility and 
raising awareness 

1 

21 Organisation influences 13 Security awareness raising awareness 1 
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12 Training Influences 15 
Compliance 
behaviour 

raising awareness 
and adherence 

1 

Source: own illustration (2020). 

 

According to Table 8.4, two major codes, “raising awareness” and “taking responsibility”, are most 

affected by the stated factors and their links. The major code “adherence” is mostly affected by 

behavioural factors of the tentative model. The table includes links between factors that influence 

each other in both directions e.g. links between the factor “leadership” and “management 

commitment”, “security ownership” and “compliance behaviour”, “compliance behaviour” and 

“security behaviour”, and “security awareness” and “change management”. The following section 

links factors to the main codes and outlines their relevance. 

 

8.4.2. Relevance of factors and main code links 

On the basis of sections 8.1, 8.2, and 8.3, links emerge between factors included in the tentative 

model and main codes. Table 8.5 indicates which factors are linked to specific main codes, in 

which directions these factors exert their influence, and which major codes are affected. 

 

Table 8.5: Relevance of factors and main codes 

No main code attribute No 
main code or 

factor 
affected 

major codes 
relevance 

8 Trends in aviation influences 22 Technology 
raising 

awareness 
12 

10 
Acknowledgement of 
rules and guidelines 

influences 
15 Compliance behaviour adherence 9 

1 Experiences 
influences 

21 Organisation 
raising 

awareness 
9 

5 Security in daily work 

influences 

6 Impact of security 

raising 
awareness and 

taking 
responsibility 

9 

10 
Acknowledgement of 
rules and guidelines 

influences 
20 People 

adherence and 
taking 

responsibility 
6 

20 People 
influences 

10 
Acknowledgement of 
rules and guidelines 

taking 
responsibility 

and adherence 
5 

7 
Communication of 

security issues 
influences 

13 Security awareness 
raising 

awareness 
5 

10 
Acknowledgement of 
rules and guidelines 

influences 
24 

Assessment/ 
Monitoring 

adherence and 
taking 

responsibility  
5 

24 Assessment/ Monitoring 
influences 

10 
Acknowledgement of 
rules and guidelines 

taking 
responsibility 

and adherence 
4 

4 
Organisational security 

policy 

influences 
12 Training 

adherence and 
raising 

awareness 
4 

7 
Communication of 

security issues 

influences 

11 
Skills to maintain 
security culture 

raising 
awareness and 

taking 
responsibility 

4 

10 
Acknowledgement of 
rules and guidelines 

influences 
16 Security behaviour adherence 3 
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5 Security in daily work 

influences 

24 
Assessment/ 
Monitoring 

raising 
awareness and 

taking 
responsibility 

3 

7 
Communication of 

security issues 

influences 

23 Change management 

raising 
awareness and 

taking 
responsibility 

2 

Source: own illustration (2020). 

 

According to Table 8.5 above, the major codes "raising awareness" and "taking responsibility" are 

most prominent, followed by "adherence". The direction of the links is striking in that the main 

codes always influence one factor and not vice versa. Furthermore, Table 8.5 above also shows 

a strong link between the main codes “security in daily work” and “Impact of security” and between 

"communication of security issues” and “skills to maintain security culture (both links are 

highlighted in turquoise). However, these two links are only partially considered in the modelling 

process as the focus of this work is on the links between factors and main codes. 

 

Sections 8.4.1 and 8.4.2 showed in detail how the individual factors are linked to each other and 

how they are also linked to the main codes. The following sections summarise and discuss these 

research results in more detail and explore their implications for practice. 
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8.5. Summary 

The objective of this chapter was to process the findings outlined in the previous chapter, and to 

do so from an interpretivist standpoint, taking realistic datasets into account while recognising that 

meaning is constructed by human beings (Creswell, 2014). The comparison of the results of the 

empirical study with the results of the literature review has identified findings which are not 

contained in the existing literature. These findings are the key theoretical contributions of this 

thesis. In this chapter, the results were prepared for analysis purposes. While data collection took 

place at the level of the individual factors, the analytical interpretation has focused on the most 

important connections between these factors and the main codes. This thesis argues that the 

identified relevant factors, as investigated by Al Natheer et al. (2012), Alhogail and Mirza (2014), 

Sherif et al. (2015), and the CAA (2018), form comprehensive models which are generally 

applicable to the aviation sector but fail to identify crucial links between influencing and 

constituting factors as well as other surrounding external influences (e.g. experiences, trends, 

and skills to maintain a security culture). It also argues that the context in which corporate security 

cultures exist has substantially changed in previous years due to governments setting a range of 

aviation-specific policies and procedures. In this context, and from a constructivist perspective, it 

is argued that the shortcomings of the models presented in the literature review necessitate a 

more detailed examination of development-related aspects of corporate security culture. These 

aspects are reflected in the outlined three major codes, which outline the prerequisites for the 

development of a corporate security culture. The respective subordinate main codes represent 

the necessary precursors for this development. It is argued that a corporate security culture can 

only develop successfully if employees understand security-related issues and, on this basis, 

engage themselves in their organisational roles and reflect on and adapt their behaviour 

accordingly. For this purpose, the most important responses with specific reference to the 

development of a security culture were condensed. All factors and all main codes were 

pragmatically grouped into overarching themes, all of which are related to reliability: raising 

awareness, taking responsibility, and adherence. An important part of the analysis was to 

rearrange the factors and main codes according to these three overarching themes. 

 

Raising awareness: In order to achieve reliability, it is of the utmost importance that the 

management team understands its role model function and raises employee awareness beyond 

the contents of compulsory training. Reliability is enhanced when employees are informed about 

security-relevant topics in their area. 

 

Taking responsibility: Raising awareness means that more people take responsibility. This is also 

reflected in the definition of security culture. The organisational influence of security is 
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predominantly reflected in employees’ security ownership. The employees themselves should 

develop a sense of individual responsibility, which is transferred to the organisation. 

 

Adherence: In this context, two particular relationships have been identified. The security 

behaviour of employees is dependent on whether they consider existing rules and guidelines to 

be sensible and useful. However, this presupposes that these rules and guidelines have been 

communicated proactively. 

 

In general, the results reflect the evaluation of factors that reflect organisational functions as they 

may be embodied in departments and units. It is not surprising that respondents in the operational 

business function categorised more factors as constituting than the respondents in the 

administrative and commercial business functions. One reason for this may be the use of defined 

roles to organise formal business processes and procedures and to maintain security standards. 

It is also not surprising that the respondents rated technology (in connection with data security) 

as a very important influencing factor with a significant impact on the entire organisation. What is 

surprising, however, is the employees’ perception of security policy and its influence on their 

compliance. Interestingly, respondents are more XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX 

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

 

This chapter also presents secondary contributions, including those that concern the role of 

external influences (such as individual experiences), trends in aviation, and factors that determine 

the acknowledgement of rules and guidelines. All of these influence the development of a 

corporate security culture. From an aviation and security culture perspective, the most crucial 

finding is that the speed and extent of security-related developments in aviation have created an 

even more dynamic and complex environment, whose influence on, and implications for, classic 

security culture have not yet been explored. In particular, we must analyse and understand how 

security culture relates to existing factors in greater detail in order to develop an effective 

corporate security culture. Therefore, this thesis argues that the models in the current literature 

are outdated and that a model is needed that emphasises the relations. The next chapter 

describes these relations and concludes by examining the practical implications of the research 

results. In addition, organisational interventions are proposed, which are predicated on the 

research results of this thesis.  
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Furthermore, the analyses conducted in this thesis have shown that there are factors as well as 

influences to be considered. The factors are the model's internal drivers (see Table 8.4, Row 12–

23), while the main codes represent the model's external drivers or influences (see Table 8.5, 

Row 1–11). In addition, the relevance of the identified links is also shown, indicated by the degree 

of importance attributed to them by the respondents. In addition to verifying the individual factors, 

the analysis has also shown that these factors interact and can be influenced by other 

components. This is explored in more detail in the following section.  

 

8.6. Revised tentative model for the development of a corporate security culture in 

aviation 

This section applies the above aspects of system dynamics to the tentative model (see sections 

5.5 and 5.6). Here, the model is a simplification of reality to convey an understanding of complex 

issues (Vemuri and Bellinger, 2017). Figure 8.5 shows the tentative model in a revised form based 

on the interview investigation.  
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Figure 8.5: Revised tentative model 

Source: own illustration (2020). 

 

The above model (see Appendix v for a larger representation) shows a high number of system 

elements at the first (factors, coloured black) and second (influences/main codes, coloured red) 

level of relationships. These feedbacks are graphically represented by a causal loop diagram, 

with arrows representing the direction of influence and negative or positive signs representing the 

type of influence. The presentation of the model is based on an examination of the relevance of 

the individual components with their positive and negative feedback loops (see Table 8.4 and 

8.5). The reason for this is that the primary aim is to present an overarching and comprehensive 

picture of all identified interrelationships. It could be that a factor or influence has a large number 

of influencing connections (leverage points). In contrast, a factor or influence could also have just 

one strong connection and thus have a high degree of relevance based on the analysis results of 

the expert interviews. For this reason, this section presents the individual feedbacks (positive and 
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negative) and leverage points separately and describes them explicitly in order to highlight the 

contribution the results make. 

 

For the general understanding of this model, it should be noted that this thesis cannot precisely 

determine whether all the links in Figure 8.5 are linear relationships. There are two reasons for 

this; firstly, due to the qualitative nature of this work, no quantitative data was considered to 

determine whether the variables (connections between factors) increased or decreased 

simultaneously and constantly. Secondly, the scope of this work and thus for answering the 

research question outlined above is restricted to whether a link has a positive influence on a factor 

and to what extent interactions between factors or influences exist. Qualitative data gives a much 

more precise insight into the interrelationships of the factors and their connections. At this point, 

it should be emphasised again that the principles of system dynamics are used here as an 

extension to the discussion of the research findings. Therefore, system dynamics functions as a 

tool to reach a deeper level of understanding based on qualitative data and to determine the 

practical implications of established findings (see section 4.5.). Overall, developing a corporate 

security culture in aviation can be regarded as the most complex core objective of an aviation 

organisation, due in part to its highly dynamic nature. 

 

8.6.1. Positive feedback and loops 

The following sub-section illustrates the identification of all positive influences based on the 

relevance between the factors illustrated in Tables 8.4 and 8.5. Figure 8.6 summarises these 

positive feedback loops. 
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Figure 8.6: Positive feedback 

Source: own illustration (2021) 

 

The first important point to note is the high number of positive polarities in the impact relationships. 

The first highly relevant connection is between the factors "technology" and "organisation". Here, 

the technology determines how (e.g. training based on CBT’s, trend of digitalisation) it is 

integrated into the organisation and thus also defines the organisation’s technological 

infrastructure to a certain extent. This, in turn, also determines the positioning of certain roles in 

the organisation. At this point, we should keep the relevance of aviation trends in mind; the impact 

of digitalisation should not be underestimated here, including its impact on organisational 

infrastructure. The factors "technology" and "training" are also closely related since a large part 

of the training sessions that take place are conducted via CBTs. Another relevant connection is 

between the factors "management commitment" and "people". When employees see that the 

management team is committed to the issue of security, they, in turn, commit themselves to the 

company more intensively and reorient their behaviour more readily. "Leadership" also influences 

the factor "people" as it models behaviour. The factor “management commitment” also has a clear 

connection to “security ownership”, as it promotes acceptance of responsibility. The same applies 
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to the connection between “leadership” and “security ownership”. “Security ownership” also has 

a minor influence on “security awareness”, as it reflects the actual level of awareness. Similar 

reasoning also applies to the connection between the factors "security behaviour" and "security 

awareness". The contents learned in training have a positive effect on the development of 

"security ownership". If the management team commits itself to the topic of corporate security, 

this also has an effect on “security behaviour”. A prerequisite for this is the "acknowledgement of 

rules and guidelines". The more the employees understand the existing rules and guidelines, the 

more their security behaviour will improve in terms of stability and consistency, and the more 

deeply will it be rooted in an awareness of its importance and impact.  

 

It can be assumed that employees, or "people", are also in a positive connection with the factor 

"security awareness" because it is above all the values, beliefs, and attitudes of employees, i.e. 

"people” that strengthen "security awareness". "Communication of security issues" is also a key 

influence. Whether they are discussed in team meetings, run through a reporting tool, or if the 

management team addresses them directly, the communication of these issues may have a 

strong positive effect on “security awareness”. However, the "organisation", with its organisational 

structures and its distribution of roles and positions, also has a significant self-reinforcing effect 

on the level of “security awareness”. The way an organisation is structured is also strongly 

dependent on the experience of the management team (particularly their years of experience in 

aviation and their areas of responsibility). Thus, for example, a more classical organisation with 

clear roles and responsibilities (pointed pyramid) is necessary if numerous legal requirements are 

to be met. Members of the management team with less experience in aviation tend to flatten out 

their organisation so that employees act more independently. The "training", which teaches 

compulsory content, has a positive effect on the factor "compliance behaviour". This effect, 

however, depends on the content and the design of the training. Therefore, this connection was 

of less relevance according to the respondents. The influence of "organisational security policy" 

on "training" is also important. This influence is weaker if legal policies are understood as 

organisational policies. However, the influence of "acknowledgement of rules and guidelines", 

and of explicitly adhering to them, has a self-reinforcing effect on the factor "compliance 

behaviour". Both the legally prescribed rules and the security-related issues beyond those specific 

to one area should be assessed and monitored thoroughly, since "assessment/ monitoring" is 

influenced by the factor "security in daily work". The "communication of security issues" 

mentioned above also influences the "change management" factor. Here, active communication 

provides a further impulse to use tools from change management to transform the current security 

status quo.  
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Besides the many positive effects of the individual factors or influences, the model also contains 

so-called negative or balancing loops. These are explained in more detail below. Within the 

model, there is also a positive feedback loop, which is marked with R (R = reinforcing) in Figure 

8.5. Figure 8.7 outlines R. 

 

Figure 8.7: R - reinforcing closed feedback loop 

 

Source: own illustration (2021) 

 

This closed feedback loop exists between the factors "security awareness", "training", and 

"security ownership". R symbolises a positive closed causal feedback. Based on the analysed 

interview data, it appears that these three factors (see R) are interrelated. R shows that the 

constituting factor "security ownership" has a positive influence on the factor "security awareness" 

and strengthens it, which in turn, has a positive effect on the factor "training" and strengthens it, 

e.g. in its content. A possible explanation is that the interviewed management team states that if 

employees in the company have a high degree of "security ownership" (i.e. have internalised the 

security idea in their tasks), this will have a positive effect on increasing the "security awareness" 

factor. An increased "security awareness", i.e. being aware of certain risks and threats, can have 

a positive effect on the design of the training content or training formats, in which specific and, 
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above all, relevant points are addressed for the employees, which, in turn, strengthen the "security 

ownership" factor of the employees. The findings of R provide the company with information and 

an understanding of how the individual factors influence each other. Furthermore, it is 

recognisable at which points, or for which factors, organisational measures must be considered 

in order to change the organisation into a more security-conscious one. 

 

8.6.2. Balancing feedback loops 

In total, there are eight negative or balancing feedback loops (B), which are explained here in 

more detail according to their relevance (see Table 8.4). Figure 8.8 outlines these loops in more 

detail. 

 

Figure 8.8: Balancing feedback loops 

Source: own illustration (2021) 

 

One of the key balancing feedback loops is between "management commitment" and 

"leadership". If the management team does not take its function as a role model seriously, 

commitment will only be accepted and internalised by their subordinate managers to a limited 

extent. The factor "training" strongly determines "security awareness". While “training” generally 
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increases “security awareness”, the high degree of standardisation of training courses can also 

have the opposite effect, i.e., decrease awareness. One goal is for employees to “acknowledge 

existing rules and guidelines”. To what extent employees achieve this goal depends on how 

relevant these rules and guidelines are for their respective area of responsibility. Therefore, rules 

and guidelines can also have a limiting influence on their own acknowledgement by employees 

(see Figure 8.8 “people” and “acknowledgement of rules and guidelines”). However, the 

"assessment/monitoring" of rules and guidelines and the extent to which they have to be adapted 

plays an important role too. The connection between the factors "security ownership" and 

"compliance behaviour" is another balancing feedback loop. A high level of personal responsibility 

for security has a strong influence on the observance of rules. A low level of accepted 

responsibility hinders the development of “security ownership” (see Figure 8.8 “security 

ownership” and “compliance behaviour”). A similar pattern can be found in the feedback loop 

between “security behaviour” and “compliance behaviour”. This means, if rule compliance is less 

pronounced, the attention paid towards other security-related issues is also low. The factor 

"security policies" is seen as a means of support here as it provides clarification on which security-

related issues need to be paid attention to. However, the factor “security policies” can have a 

balancing effect on the organisation if the organisation’s members are not aware (“security 

awareness”) of these security policies. To amend this, measures from change management can 

be used. However, if the wrong measures are applied, then there is a balancing effect on “security 

awareness”.  

 

The balancing feedback loops in Figure 8.8 illustrate feedback loops between pairs of factors and 

loop which extend beyond two factors. However, within the model, there is also a balancing closed 

feedback loop, which is marked with B in Figure 8.5. Figure 8.9 outlines B more specifically. 
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Figure 8.9: B - balancing closed feedback loop 

 

Source: own illustration (2021) 

 

Like R, B symbolises a causal closed feedback loop, although B is not reinforcing, but balancing. 

Adapted from R, it expresses the following relationships: increased "security ownership" 

strengthens "security awareness", which, in turn, promotes the "training" factor in its content. In 

addition, in B, "training" also has a positive impact on "compliance behaviour". Against this 

background, the management team assumes that training that is tailored and relevant to 

employees can lead to better understanding and thus reinforcement of behaviour with regard to 

rules and regulations (namely “compliance behaviour”).  

 

However, if the "compliance behaviour" is not strongly developed, this can have a negative effect 

on the "security ownership" factor and weaken it. This is understandable, because senior 

management believes "compliance behaviour" to be a component of "security behaviour" and that 

if employees disregard rules and regulations, ignore their relevance or see them as an obstacle 

in their tasks, their “security ownership” may be negatively affected. For instance, their attitude 

towards security will not improve and may deteriorate. Therefore, it seems logical that 

"compliance behaviour" can have a negative influence on "security ownership". This insight from 
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the model also contributes to the further understanding of a corporate security culture. 

Specifically, B illustrates how one factor (here "compliance behaviour") can influence other factors 

and, at the same time, be influenced itself by other factors. In the first instance, B shows that 

there is a balancing link between the factors. However, it is precisely this connection that can 

explain why, for example, "security ownership" is less pronounced in the organisation. The 

possible reason for this emerges from the detailed expert interviews and may in this case be due 

to the factor "compliance behaviour". This logic should also be examined for other factors in order 

to find out which factors can be identified as so-called leverage points.  

 

8.6.3. Leverage points  

Table 8.6 below is intended to provide information on which factors were selected as leverage 

points in this thesis. The values in this table are derived from the model (Figure 8.5) and the 

connections between the individual factors and influences. The table summarises the connections 

of the most important factors. In addition, these values are set in relation to the values from Tables 

8.4 and 8.5. This is to ensure that not only connections with a high frequency are considered, but 

also those which are relevant.  

 

Table 8.6: Influence of individual factors 

Factor Total 
is influenced 

(arrow towards factor) 
influences 

Security Awareness 12 9 3 

Acknowledgement of rules 

and guidelines 
10 6 4 

Communication of security 

issues 
8 1 7 

People 8 5 3 
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Management commitment 7 3 4 

Compliance behaviour 6 4 2 

Training 6 3 3 

Leadership 6 3 3 

Security ownership 6 4 2 

Change management 5 4 1 

Source: own illustration (2021) 

 

According to Table 8.6, ten potential points of leverage result from the above intervention points 

and the results of the individual assessments of factors and influences. 

 

First of all, it should be emphasised that the factors "communication of security issues" and 

"management commitment" influence other factors more than they are themselves influenced by 

factors. The other factors such as "security awareness", "acknowledgement of rules and 

guidelines", "people", "compliance behaviour", "security ownership" and "change management" 

are more influenced by factors than they themselves influence other factors. And then there is 

"training" and "leadership"; here the degree of influence is the same.  

 

The factor "communication of security issues" has by far the greatest influence on other factors 

(see Table 8.6). This means that communication plays an active role in the system, making 

"communication of security issues" the most powerful factor. It may be due to the formal structure 

of the system that this factor is very powerful but can only be influenced to a minor degree. Since 

the factor is hardly influenced by the others and is located outside the system boundary, it can be 

assumed that "communication of security issues" is intentionally protected from the influence of 

other factors and has a significant influence on them. Surprisingly, this factor is not listed at the 

top of Tables 8.4 and 8.5. However, this clearly shows that this factor is underestimated in its 
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relevance by the management team. In contrast, this shows that communication is an 

indispensable and unifying part of a corporate security culture to make the organisation aware of 

security issues (see Table 8.5). In the organisation studied, security-related issues are shared 

either in team meetings, various reporting tools or by means of direct feedback to senior 

management members. The situation is different for the factor "management commitment"; the 

active role of the factor is also reflected in its relevance (see Table 8.4) and thus reinforces the 

power of the factor. The factor "management commitment" has a total of 7 instances of influence; 

it is influenced 3 times and influences other factors 4 times. The most important of these factors 

are "leadership", "people" and "security ownership". For instance, the commitment of the board 

of directors, is an essential starting point for the senior management and their leadership skills, is 

indispensable for employees and has a decisive influence on their ability to take responsibility 

and ownership for security-relevant actions. According to the definition (see section 5.6.4.), 

leverage points are understood as the adjusting screws in a system through which change can 

be brought about. In this thesis, because both factors "communication of security issues" and 

"management commitment" influence other factors more than they are influenced by other factors 

this means they actively contribute to changing the system.  

 

According to Table 8.6 and the corresponding relevance in Table 8.4, the factors "training" and 

"leadership" both influence and are influenced in equal measure. Both factors are integral and act 

as the control centre of the system. This is particularly evident in their influence on the major code 

"raising awareness" and "taking responsibility". Thus, the factor "training" can be seen as a lever 

to increase general awareness and the factor "leadership" strongly influences the increase of 

individual responsibility among the employees. It should be emphasised that both factors, besides 

their strong influence, also have a dilemma function, as they cannot retreat and allow other factors 

to function without them. Based on the respondent interviews, both factors are beholden to many 

demands; the demands of other factors which aim to influence them (e.g. “security awareness”, 

“technology”, “management commitment” or “communication of security issues”) and those on 

which they have influence (e.g. “security ownership”, “compliance behaviour” or “people”). Both 

factors can therefore be regarded as critical elements. For example, the factor "training" can also 

weaken the requirement to increase "security awareness", if the training content or training design 

are inappropriate. The factor "leadership" is also central, as it can motivate employees to act 

responsibly but can also be destructive if the leader does not receive the corresponding 

"management commitment".  

 

The factor "security awareness" is influenced by a total of twelve factors and is influenced by 

factors that promote awareness, the assumption of responsibility and adherence. Accordingly, 

when considering a corporate security culture, the focus must be on factors and influences that 
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clearly create awareness. The most important of these influences are "communication of security 

issues", "security policies", "change management", "training" and the trend of digitalisation. One 

interesting fact is that the factor "security awareness" is more influenced by other factors than it 

itself influences other factors. This could be due to the fact that, according to the respondents, 

this factor was by far the most frequently rated as "very important". Due to its influence and impact 

compared to other factors, as shown in Table 8.6 and Table 8.4., security awareness appears to 

be a rather passive, yet critical element. Without doubt, security awareness is central to the 

system and has a lot of influence itself, but it is much more passive in its role compared to other 

factors. Thus, "security awareness" can be regarded as a basic building block of a corporate 

security culture.  Special importance is attached to the factor "change management", which, due 

to its highly influential character, can promote a reorientation in the organisation in various ways 

and is therefore identified as a leverage point. With the help of "change management", the 

development of security can be overseen and steered in an appropriate direction, and early 

interventions are possible if gaps are discovered. A prerequisite for this is the factor "assessment/ 

monitoring". In addition, “change management” can have a positive influence on security 

awareness to the extent that it is lived by the "people" factor.  

 

The second factor "acknowledgement of rules and guidelines" has a similarly high rate (as being 

influenced) as "security awareness". In total, the factor "acknowledgement of rules and 

guidelines" has an influence of 10. The factor is influenced by six other factors and in turn 

influences four factors. The most important influence is on the factors "compliance behaviour", 

"people" and "assessment/ monitoring" (see Table 8.5). This means that the factor 

"acknowledgement of rules and guidelines" plays a critical role in the consideration of a corporate 

security culture and must be taken into account, especially with regard to the factor "compliance 

behaviour". In addition to setting framework conditions and developing “security ownership” based 

on “compliance behaviour” and “security behaviour”, “security policies” appear to be a primary 

factor in aviation for raising awareness in employees with regard to security. In general, the 

relationship between "acknowledgement of rules and guidelines" and "security policies" should 

be considered critically in this context. It should not be the aim of the organisation to improve the 

development of a corporate security culture through sanctions at the level of "creation and 

fulfilment of duties". The factor "security policies" should not be seen as an opponent by 

employees, but, rather, as a way to raise standards within the aviation industry. All in all, the 

identified leverage points and their conditions can also be classified directly into the three major 

codes: “raising awareness”, “taking responsibility” and “adherence”. 

 

“People" must also be considered here as an essential and critical accompanying factor. The 

factor "people" is influenced by other factors more often (5 times) than it itself influences other 
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factors (3 times). The influence of employees and the extent to which they perceive and influence 

"management commitment" and "leadership" (see Table 8.4) has a lasting effect on the creation 

and embedding of a corporate security culture. The promotion of corporate security should be 

based on the intrinsic motivation of employees to ensure a lasting, strategic and sustainable 

orientation. 

 

With regard to the organisation examined in this thesis, it can be argued that the leverage points 

highlighted above offer the possibility of bringing about changes in the system. With the realisation 

of the leverage effect for the various factors, e.g. “communication of security issues”, 

“management commitment” and "security awareness", and the identified connections and 

interrelationships, a desired system state can thus be brought about. This knowledge and 

understanding about the factors may explain what causes system failure and, more importantly, 

what needs to be changed to prevent it (see section 5.6.4). The next section presents and 

explains the limitations of the model in more detail.  

 

8.7. Limitations of the tentative model 

The model presented here contains two limitations, which are explained in more detail here. The 

limitations relate firstly to the exploratory nature of the research and secondly that the model 

represents a snapshot at a particular point in time. 

 

The model has an exploratory character, as corporate security culture needs to be understood in-

depth and more efficiently, especially against the background that the problem and the 

environment usually have not been researched beforehand, or the existing research does not 

examine the problem accurately enough. Based on this assumption, the model explores the 

research problem in a comprehensive way and thereby gains a better understanding of it. 

However, the model is incapable of providing conclusive results. Therefore, the model should be 

used as a medium to identify topics that can be the focus for future research (Stebbins, 2001, p. 

5).  

 

Another problem of the explorative model is deriving predictions from the results. The sample 

used in the thesis is relatively small, so it may not be representative enough (Saunders et al., 

2009). In addition, the model represents a snapshot of the perception of the interviewed 

management team of a specific organisation at a specific point in time. Such a snapshot limits the 

validity of the model in terms of its generalisability.  

 

Corley and Gioia (2011) argue that a theoretical contribution yields novelty and utility. Thus, it 

also has a practical impact. Regarding this thesis, the model developed is new in that it includes 
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both coercive and empowering approaches from theory and also introduces several new 

variables. Hence, the study makes a concrete practical contribution as well as a theoretical one. 

The following section establishes and explains the references to the identified variables and 

relations in connection to practical contributions.  

 

8.8. Contribution to practice 

The main aim of this research was to address factors which enhance the development of a 

corporate security culture and to identify relationships between these factors. The practical 

contribution of this thesis has several aspects and reframes the issues of cultivating corporate 

security in aviation: on the one hand, this study fills the gaps mentioned in Chapters Two and 

Three, especially regarding the definition of factors that influence or constitute a corporate security 

culture in aviation. This study confirms the existing factors, and its results provide more 

information on these factors and allows them to be ranked. 

 

In this way, the thesis provides insights into the interactions of various organisational elements 

that support the effective development of a corporate security culture. Thus, company-wide 

transparency, based on clear communication of information regarding existing and future security 

threats and guidelines, must be provided. This will lead to the acceptance of more personal 

responsibility on the part of the employees. If transparency and communication are neglected, 

then a lack of understanding on the part of employees will result, and this, in turn, may lead to 

resistance and, ultimately, to deficiencies in the area of security. A key point here is represented 

by the employees, who need to be considered as an important and significant partner. At this 

point, it should be emphasised again that it is not only the “people” factor, but the effects affecting, 

and emanating from, this factor that contribute significantly to the assessment of a corporate 

security culture. These particular research findings go beyond the scope of the current literature 

on corporate security culture in aviation.  

 

Furthermore, by linking the model developed here to system dynamics theory, this study 

contributes to a valid framework for the successful development and maintenance of a corporate 

security culture. It is doing so by showing that it is not only the characteristics of security cultures 

that are important, including the effects attributed to them, but also their systemic effect, at least 

if the aim is to generate an actual increase in security. Hence, applying system dynamics theory 

to the empirical results generated in this thesis may help to reduce the number of failed cultural 

support measures through a better understanding of factors, interactions, and organisational 

needs. This allows management to adapt its security policy and processes accordingly.  
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The results of the work can be used in practice to form a dedicated approach to the development 

of a corporate security culture. The main focus should be to take the specific nature of corporate 

culture in aviation into account, to increase the security awareness of employees, to give 

employees independent security responsibility, and to promote security behaviour in accordance 

with current security policies. The aim is to generate reliability by considering and pointing out 

security gaps and security threats for individual areas. Finally, the application of the 

recommendations formulated here can reduce the number of employees who have a critical 

attitude towards a security culture and turn some of them into pro-active stakeholders who support 

this cultural development. If this succeeds, employees will be more perceptive of potential, 

unknown security threats and actively support the organisation in managing these threats. This 

requires an awareness of the unknown in order to implement anticipatory measures to combat 

and reduce systemic vulnerabilities (McFarlane and Hills, 2013).  

 

The model described and discussed above could be a starting point for the development of a 

corporate security culture. The model can be used to inform a dedicated pragmatic approach, in 

which a concrete case can be examined more closely. However, the model can also be used by 

a company to explore its current corporate security culture as a whole. In this case, however, the 

results from Chapter Seven should be taken into account. The starting point here is always the 

decision of the management and the involvement of the management team. More important, 

however, is the development of an organisational awareness of the internal security environment. 

The organisation XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX. 

The codes identified in section 6.2.6 and 6.2.8 could be used here. In the next step, these security 

breaches should be addressed in training courses in a way that is relevant to the department and 

comprehensible to employees. Continuous integrative communication in the form of cross-

functional exchange affects all organisational members and supports and contributes to 

organisational change. Over time, and depending on the dimension of the impact, employees will 

be sensitised to security and will be able to accept responsibility, resulting in security ownership. 

In a final step, employees will develop a security behaviour that goes beyond what is legally 

required by guidelines. The need for further changes can be identified by means of holistic 

monitoring. In fact, the findings in this research suggest a focus on the identified major codes of 

raising awareness, taking responsibility, and adherence, which are to be understood as a series 

of practices supported by the new model enhancing the organisational capability to cultivate 

corporate security.  

 

Accordingly, this research suggests that we need to abandon the simplistic instrumental view of 

corporate security, which asks what factors a security culture must include or what technology we 

should give the management team to better protect organisations. Instead, the question should 
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be how to promote and support security awareness throughout the organisation. In this sense, 

the question should be how security awareness can be addressed and improved through a 

comprehensive analysis of the factors of a corporate security culture and their interactions in a 

socio-technical system. The following chapter will summarise the whole thesis. 
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9. Conclusion 

Since the development of a corporate security culture has a complex impact on the entire 

organisation and its employees, its far-reaching effects must be adapted to the world of aviation. 

In this thesis, factors that support such an assessment of security were examined and verified. 

The developed model demonstrates a potential to provide a better understanding of the links 

between the various factors and of how they can, and should, be influenced in order to foster a 

corporate security culture. The model conveys these and can be used as a robust means of 

examining the effectiveness of factors and other influences in the development of such a culture. 

This concluding chapter summarises how the applied research design and the subsequent 

analyses have produced new insights in both the theoretical and the practical domain. The final 

section discusses the limitations of this work and explores possible further research. 

 

9.1. Summary of research design and analysis outcomes 

In a first, literature-based step, the thesis devised a tentative model by collecting factors and 

examining how they influence a corporate security culture in aviation from a senior management 

perspective. To this end, literature on security was reviewed and relevant frameworks were 

consulted. On this basis, semi-structured interviews were used to establish a framework from an 

interpretative perspective. It was shown that the literature mainly discusses frameworks for 

specific subject areas, for example, focusing exclusively on developing an understanding of 

information security culture or on formal and structural aspects of security management. Other 

studies emphasise the definition of security culture and provide a set of principles that could be 

followed to cultivate security.  

 

One important observation is that the existing conceptual frameworks have not provided a 

comprehensive view of the factors creating security culture and their influences. Thus, it remains 

unclear which factors and influences form and enable corporate security culture in aviation. The 

need to identify factors that positively influence corporate security culture was identified as a 

research gap.  

 

Using an abductive, interview-based approach with a sample of 15 aviation industry experts, the 

research conducted for this thesis provided answers to the questions of which factors and 

influences mentioned in the literature are particularly important for fostering and developing a 

corporate security culture and whether there are aspects that have not been considered so far.  

 

Directly comparing the empirical results with the results of the literature review uncovered areas 

that had not been explicitly raised in the literature. "Management commitment", which has the 
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task of sensitising employees, i.e. raising their awareness, to the topic of security, assigning them 

responsibility with regard to benefits, and making pitfalls clear, was found to be a key prerequisite 

for the development of the two explicitly identified constituting factors of security culture in aviation 

(security policies and security ownership). Another important aspect that emerged during the 

verification of the factors is the strong influence of change management on the development of 

the corporate security culture. 

 

During the textual-analysis phase of the interview results, three major thematic codes were 

identified which are relevant for the development of a corporate security culture. These three 

major codes are the sensitisation of the company (raising awareness), the active acceptance of 

responsibility by the organisational members, and the adherence to relevant rules and guidelines. 

Within the code "raising awareness", the most crucial influences are the impact of “management 

commitment” on “leadership” and employees, the effect of “technology” on organisational 

structures and on methods creating “security awareness”, the future trend of digitalisation, and 

the influence of the management team's experience on the organisation. The factor "security 

awareness" serves as a starting point for the development of a security culture, as it forms the 

basis for other factors.  

 

For the second major code, “taking responsibility”, the thesis identified “security ownership”, 

“people”, “change management”, and “assessment/ monitoring” as driving factors. In this major 

code, it is important that employees are also sensitised, which then creates the constituting factor 

"security ownership"; the observance of good security practice which extends beyond legally 

required measures. The extent to which employees understand and accept the rules and 

guidelines determines the degree to which “taking responsibility” can be successfully achieved. 

This motivation should stem from the employees' personal sense of responsibility but is 

additionally supported by monitoring. However, this monitoring support should not be based on 

controlling employees by means of rules and guidelines. Instead, it should be one component in 

an approach that puts educating employees about issues and transferring responsibility at the 

forefront of policy. The research shows that employees serve as a central leveraging point in the 

web of identified factors and influences.  

 

The major code "adherence" mainly involves factors that are a prerequisite for the other two major 

codes. Viewed in this light, the factor "security policies" acts as a superordinate and constituting 

source of standardisation, towards which "compliance behaviour" and "security behaviour" are 

oriented. Aviation security regulations are imposed by both industry-specific and non-industry-

specific government agencies, such as EASA/LBA and the Federal Ministry of Transport and 

Digital Infrastructure. The industry-independent nature of, for example, the security guidelines for 
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data security, also has a standardising effect on the factor "compliance behaviour". With the 

expansion of organisation-specific rules and guidelines, this leads to the factor "security 

behaviour" as rules and guidelines appear more comprehensible to employees. The acceptance 

of rules and guidelines is the basis of both factors mentioned above. From the interactions of the 

individual major codes, factors and main codes discussed here and the corresponding analysed 

relevance from Tables 8.4 and 8.5, it can be shown that the following factors have the greatest 

influence on corporate security culture: management commitment and leadership, technology, 

organisation (its structure), people, security awareness, training, digitalisation, acknowledgement 

of rules and guidelines, compliance behaviour and experiences. 

 

Since the study interviewed experts from organisational units with functional equivalents in other 

industries, the results can be applied to other organisations too, at least in the transport sector. 

Thus, the research results and the developed model can be used as a guideline to assist 

managers in developing or enhancing corporate security culture in a variety of contexts. 

 

9.2. Limitations and suggestions for further research 

The participants of this study were selected XXXXXXXXXXXXXXXXXXXXXXXXXXXX. Since the 

topics of security and culture affect an entire organisation, the findings of this study could be used 

to conduct another study focusing specifically on the perspective of employees, since employees 

have been identified as a major leverage point in the development of a security culture in this 

thesis. Such a study could provide insights into the prerequisites of effective awareness-raising, 

such as appropriate training formats and approaches and effective corporate communication 

strategies. In this context, national culture could also be considered, as it may play an important 

role in security-related issues.  Intercultural studies could therefore be conducted to explore the 

specifics of, for instance, the perception of security threats, policies, and leadership. This may 

make it possible to adopt measures aimed at developing a security culture to different national 

cultural contexts and achieve a higher degree of effectiveness. It is quite conceivable that a closer 

examination of employee perspectives and national culture will shed new light on the significance 

of the factors identified here and their influences.  

 

From a methodological perspective, the limitations of the chosen research approach have been 

explicitly discussed in sections 6.7.1 (validity) and 6.7.2 (reliability) of research techniques and 

research quality (6.7). One limitation that should be considered at this point is the sample size of 

15 interviewees. However, there are sufficient arguments in the scientific literature that the 

qualitative approach chosen here can produce valid and reliable results even with the sample 

size at hand (see section 6.4). A larger number of variables and their relationships could be 

investigated on the basis of a larger sample. From a methodological point of view, this thesis 
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could be the basis for a quantitative survey. A quantitative-empirical study with a large sample 

could yield information on how employees in one or more organisations perceive the issue of 

security or how certain departments, possibly from a variety of industries, evaluate the factors 

identified. This could provide practical information for knowledge-based approaches to 

organisational development in general, which in turn could be used to enhance security. A 

longitudinal study may be appropriate in order to research the effect of certain factors. 

 

Since the airline under investigation represents only one part of the entire aviation system, a 

further survey could include other organisations in the aviation industry. It would be particularly 

interesting to examine the model and its factors in the context of another HRO in the same or 

another industry. The results would allow the generalisability of the findings presented here to be 

assessed more accurately. Since the participants were all from the same company, the 

generalisability of the findings is a concern here. Therefore, as already described in sections 6.7.1 

and 6.7.2, the plan was for two independent experts from another airline to verify the model 

created here. In fact, four potential experts were contacted, but, presumably due to the significant 

economic impact of the Covid-19 pandemic on the airline industry, these requests were still 

unanswered at the time of submitting this thesis.  

 

The overall plausibility of the results, and the high degree of consistency in the patterns of the 

empirical data, show that the findings presented here can be used as a basis for further research 

in this area and organisational measures aiming at influencing security culture. Using system 

dynamics, it was possible to present the assessment of a corporate security culture in a more 

comprehensive and, albeit still complex, understandable and tangible way. Future research 

should apply the same pragmatic approach. 

  



207 
 

10. References 

Albrechtsen, E. and Hovden, J. (2010). Improving information security awareness and 

behaviour through dialogue, participation and collective reflection. An intervention study. 

Computers and Security, 29(4), 432-445 

 

Alhogail, A. and Mirza, A. (2014). A Proposal of an Organizational Information Security 

Culture Framework. International Conference on Information, Communication Technology and 

System, 243-250 

 

Aliandrina, D. (2012). Organizational Factors in Aviation Safety Management Failures: 

The Case of Indonesia. Thesis. Lincoln University 

 

Almatrooshi, B., Singh, S. K. and Farouk, S. (2016). Determinants of organizational 

performance: a proposed framework. International Journal of Productivity and Performance 

Management, 65(6), 844-859 

 

Al Natheer, M., Chan, T. and Nelson, K. (2012). Understanding and measuring information 

security culture. In: Pan, S. and Cao, T. (eds.) Proceedings of the 16th Pacific Asia Conference 

on Information Systems (PACIS), 11-15 July 2012, Vietnam 

 

Altrichter, H., Kemmis, S. and Zuber‐Skerritt, O. (2002). The concept of action research. The 

Learning Organization, 9(3), 125-131 

 

Alvesson, M., and Sköldberg, K. (2009). Reflexive methodology: New vistas for qualitative 

research (2nd ed.). Los Angeles: Sage Publications 

 

Aly, A. (2013). The Policy Response to Home-grown Terrorism: Reconceptualising Prevent and 

Resilience as Collective Resistance. Journal of Policing, Intelligence and Counter Terrorism, 

8(1), 2-18 

 

Ambert, A. M., Adler, P. A., Adler, P. and Detzner, D. F. (1995). Understanding and evaluating 

qualitative research. Journal of Marriage and the Family, 57, 879-893 

 

Anderson, V. (2017). Criteria for Evaluating Qualitative Research. Human Resource 

Development Quarterly, 2(1), 1-9 

 

https://eprints.qut.edu.au/view/person/Alnatheer,_Mohammed.html
https://eprints.qut.edu.au/view/person/Chan,_Taizan.html
https://eprints.qut.edu.au/view/person/Nelson,_Karen.html
https://www.emerald.com/insight/search?q=Herbert%20Altrichter
https://www.emerald.com/insight/search?q=Stephen%20Kemmis
https://www.emerald.com/insight/search?q=Ortrun%20Zuber%E2%80%90Skerritt
https://www.emerald.com/insight/search?q=Ortrun%20Zuber%E2%80%90Skerritt
https://www.emerald.com/insight/search?q=Ortrun%20Zuber%E2%80%90Skerritt
https://www.emerald.com/insight/publication/issn/0969-6474
https://www.emerald.com/insight/publication/issn/0969-6474


208 
 

Antonsen, S. (2009). Safety Culture: Theory, Method and Improvement. Farnham, England: 

Ashgate Publishing Limited 

 

Antonsen, S. (2018). Key Issues in Understanding and Improving Safety Culture. In: Gilber, C., 

Journé, B., Laroche, H. and Bieder, C. (eds.). Safety Cultures, Safety Models, 127-136 

 

Appelbaum, S. (1997). Socio‐technical systems theory: an intervention strategy for 

organizational development. Management Decision, 35(6), 452-463 

 

Arendt, D. and Adamski, A. (2011). System and Tasks Analysis. In: Stolzer, A. J., Goglia, J. J. 

and Halford, C. D. (eds.), Implementing of Safety Management System in Aviation. Farnham: 

Ashgate Publishing, 1-51 

 

Armstrong, M. (2006). Performance Management – Key Strategies and Practical Guidelines 3rd 

edition). London: Kogan Page 

 

Arnoldi, J. (2009). Risk. Cambridge 

 

Atkinson-Baldwyn, L. (2009). An Other Identity: A View of Myself. Qualitative Inquiry, 15(5), 806-

819 

 

Avolio, B. J., Jung, D. I., Murry, W. and Sivasbramaniam, N. (1996). Building highly developed 

teams: Focusing on shared leadership process, efficacy, trust, and performance. In: Beyerlein, 

M. M., Johnson, D. A. and Beyerlein, S. T. (eds.), Advances in interdisciplinary studies of work 

teams: Team leadership, 3, 173-209 

 

Ayyagari, R. (2012). An exploratory analysis of data breaches from 2005-2011: Trends and 

insights. Journal of Information Privacy and Security,8(2), 33-56 

 

Babbie, E. (2004). The Practice of Social Research. Belmont: Thompson Wadsworth. 

 

Bakry, S. (2003). Development of security policies for private networks. International Journal of 

Network Management, 13(3), 203-210 

 

Baldwin, D. (1997). The Concept of Security. Review of International Studies, 23(1), 5-26 

 

 



209 
 

Balthazard, P. A., Cooke, R. A. and Potter, R. E. (2006). Dysfunctional culture, dysfunctional 

organization: Capturing the behavioural norms that form organizational culture and drive 

performance. Journal of Managerial Psychology 

 

Baram, M. and Schoebel, M. (2007). Safety culture and behavioral change at the workplace. 

Safety Science, 45, 631-636 

 

Barnett, R. (1997). Higher education: A critical business. Buckingham: Society for Research into 

Higher Education and the Open University Press 

 

Barrett, R. (2006). Building a values-driven organization: A whole system approach to cultural 

transformation. Burlington 

 

Bartol, K., Tein, M., Mathew, G. and Martin, D. (2003). Management: A Pacific rim focus. 

Sydney: McGraw-Hill 

 

Baumbusch, J. (2010). Semi‐structured interviewing in practice‐close research. Journal for 

Specialists in Pediatric Nursing, 15(3), 255-258 

 

Bass, B. M. and Avolio, B. J. (1993). Transformational Leadership and Organisational Culture. 

Public Administration Quarterly,17, 112-121 

 

Bazeley, P. and Jackson, K. (eds.) (2013). Qualitative Data Analysis with Nvivo. Sage 

Publications  

 

Becker, I., Parkin, S. and Sasse, A. (2017). Finding security champions in blends of organisational 

culture. Proc. USEC, 11 

 

Bennis, W. G. (1989). Managing the dream: Leadership in the 21st century. Journal of 

Organizational Change Management, 2, 7 

 

Bennis, W. and Nanus, B. (2007). Leaders: Strategies for taking charge (2nd ed.). New York: 

Harper-Collins 

 

Blaikie, N. (2009), Designing Social Research. Cambridge: Polity 

 

Boksberger, P. (2011). Risk, Safety and Security. Aviation Systems, 171-182 



210 
 

Bolton, G. (2010). Reflective Practice: Writing and Professional Development (3rd ed.). London: 

Sage Publications 

 

Blalock, G., Kadivali, V. and Simon, D. H. (2007). The Impact of Post-9/11 Airport Security 

Measures on the Demand for Air Travel. Journal of Law and Economics, 50(4), 731-755 

 

Bohnsack, R., Marotzki, W. and Meuser, M. (2003). Hauptbegriffe qualitativer Sozialforschung 

[Main Concepts Of Qualitative Social Research]. Opladen: Leske and Budrich 

 

Boholm, Å. (1996). Risk Perception and Social Anthropology: Critique of Cultural Theory. Ethnos, 

61(1-2), 64-84 

 

Boudreau, F. A. and Newman, W. M. (1993). Understanding Social Life. St. Paul, MN: West 

Publishing Company 

 

Bourner, T., France, L. and Atkinson, A. (2003). Preparing and developing university teachers: 

an empirical stud. Higher Education Review, 35(3), 23-41 

 

Bourrier, M. (2005). The Contribution of Organizational Design to Safety. European 

Management Journal, 23(1), 98-104 

 

Bouwhuijsen, H., Claes, T. and Derde, W. (1995). Recovering “Culture". Cultural Dynamics, 

7(2), 163-186 

 

Boysen, P. G. (2013). Just culture: a foundation for balanced accountability and patient safety. 

The Ochsner journal, 13(3), 400-406 

 

Braun, V., and Clarke, V. (2006). Using thematic analysis in psychology. Qualitative Research in 

Psychology, 3(2), 77-101  

 

Braun, V. and Clarke, V. (2012). Thematic analysis. In: Cooper, H., Camic, P. M., Long, D. L., 

Panter, A. T., Rindskopf, D. and Sher, K. J. (eds.), APA handbooks in psychology. APA handbook 

of research methods in psychology, Vol. 2. Research designs: Quantitative, qualitative, 

neuropsychological, and biological (p. 57-71). American Psychological Association 

 

Braun, V. and Clarke, V. (2013). Successful Qualitative Research: A Practical Guide for 

Beginners. London: Sage Publications 

https://www.researchgate.net/profile/Asa_Boholm
https://journals.sagepub.com/action/doSearch?target=default&ContribAuthorStored=van+den+Bouwhuijsen%2C+Harry


211 
 

Brooks, D. J. (2010). What is security: Definition through knowledge categorization. Security 

Journal, 23, 225-239 

 

Brooks, D.J. and Corkill, J. (2014). Corporate Security and the Stratum of Security Management. 

In: Walby, K. and Lippert, R. K. (eds.) Corporate Security in the 21st Century. Crime Prevention 

and Security Management. London: Palgrave Macmillan 

 

Bruijn, H. and Janssen, M. (2017). Building Cybersecurity Awareness: The need for evidence-

based framing strategies. Government Information Quarterly, 34(1), 1-7 

 

Bryant, A. (2017). Grounded theory and grounded theorizing: Pragmatism in research practice. 

New York: Oxford University Press 

 

Bryman, A. and Bell, E. (2015). Business Research Methods (4th edition) (578-605). New York: 

Oxford University Press 

 

Büchel, K. (1996). System Boundaries. In: Schaltegger S. et al. (eds.) Life Cycle Assessment 

(LCA) — Quo vadis? Themenhefte Schwerpunktprogramm Umwelt [Thematic Booklets Priority 

Programme Environment]. Birkhäuser Basel 

 

Buczynski, K. K. (2011). Strategic Security Management Systems: A Common Framework for 

Government and Private Sector Organizations. Masters of Security Management, Edith Cowan 

University: Perth 

 

Budd, L. and Ison, S. (2017). Air Transport Management: An International Perspective (12). 

London; New York: Routledge, Taylor and Francis Group 

 

Bulgurcu, B., Cavusoglu, H. and Benbasat, I. (2010). Information Security Policy Compliance: 

An Empirical Study of Rationality-Based Beliefs and Information Security Awareness. Mis 

Quarterly, 34(3), 523-548 

 

Burke, S. (2016). Rethinking ‘validity’ and ‘trustworthiness’ in qualitative inquiry: How might we 

judge the quality of qualitative research in sport and exercise sciences? In: Smith, B. and 

Sparkes, A. C. (eds.), Routledge handbook of qualitative research in sport and exercise (330-

339). London: Routledge 

 



212 
 

Burmann, C., Freiling, J. and Hülsmann, M. (2006). Neue Perspektiven des Strategischen 

Kompetenz-Managements [New Perspectives Of Strategic Competence Management]. 

Deutscher Universitätsverlag 

 

Burmeister, E. (2012). Sample size: How many is enough? Australian Critical Care, 25, 271-274 

 

Bogner, A., Littig, B. and Menz, W. (2005). Das Experteninterview [The Expert Interview]. 

Verlag für Sozialwissenschaft. Wiesbaden 

 

Booth, R. (1993). Safety culture concept, measurement and training implications. Paper 

presented at the British Health and Safety Society Spring Conference, Aston University, April 

 

Borodzicz, E. (2005). Risk, crisis and security management. Wiley 

 

Campbell, K., Gordon, L. A., Loeb, M. P. and Zhou, L. (2003). The economic cost of publicly 

announced information security breaches: Empirical evidence from the stock market. Journal of 

Computer Security, 11(3), 431 

 

Carlsen, B. and Glenton, C. (2011). What about N? A methodological study of sample-size 

reporting in focus group studies. BMC Medical Research Methodology, 11, Article 26.  

 

Cash, P., Štorga, M. and Stanković, T. (2016). An Introduction to Experimental Design 

Research. Springer International Publishing 

 

Centre for the Protection of National Infrastructure (2018). Introduction to SeCuRE 4. Retrieved 

12/10/2019 from https://www.cpni.gov.uk/secure-4-assessing-security-culture 

 

Chang, S. E. and Lin, C. S. (2007). Exploring organizational culture for information security 

management. Industrial Management and Data Systems, 107(3), 438-458 

 

Charmaz, K., and Bryant, A. (2011). Grounded Theory and Credibility. In: D. Silverman (Ed.), 

Qualitative Research. London: Sage Publications 

 

Chatterjee, S., Hora, S. and Rosoff, H (2015). Portfolio Analysis of Layered Security Measures. 

Risk Analysis, 35(3), 459-475 

 



213 
 

Cheng, L., Liu, F. and Yao, D. D. (2017). Enterprise data breach: Causes, challenges, 

prevention, and future directions. Wiley Interdisciplinary Reviews: Data Mining and Knowledge 

Discovery, 7(5) 

 

Chen, Y., Ramamurthy, K. and Wen, K. W. (2015). Impacts of comprehensive information 

security programs on information security culture. Journal of Computer Information Systems, 

55(3), 11-19 

 

Chia, P., Maynard, S. and Ruighaver, A. (2003) Understanding organisational security culture in 

Information Systems: The Challenges of Theory and Practice. Information Institute. 335-365 

 

Cherns, A. (1986). Principles of socio‐technical design revisited. Human Relations, 40, 153‐62 

 

Cherryholmes, C. (1992). Notes on Pragmatism and Scientific Realism. Educational Researcher, 

21(6), 13-17 

 

Cilliers, P. (2001). Boundaries, hierarchies and networks in complex systems. International 

Journal of Innovation Management, 5(2), 135-147 

 

Civil Aviation Authority (2018). Framework for an Aviation Security. Retrieved 12/10/2019 from: 

https://publicapps.caa.co.uk/modalapplication.aspx?appid=11&mode=detail&id=6543 

 

Civil Aviation Authority (2014). Security Management Systems (SeMS) and guidance. Retrieved 

20/05/2017 from: https://www.caa.co.uk/Commercial-industry/Security/Security-management-

systems/Security-Management-Systems/ 

 

Cohen, D.J. and Crabtree, B.F. (2008). Evaluative criteria for qualitative research in health care: 

Controversies and recommendations. Annals of Family Medicine, 6, 331-339. 

 

Collis, J. and Hussey, R. (2014). Business Research: A Practical Guide for Undergraduate and 

Postgraduate Students (4th edition). Basingstoke: Palgrave Macmillan 

 

Connelly, L. (2016). Trustworthiness in Qualitative Research. Medsurg Nursing, 25(6), 435-436 

 

Connolly, L., Lang, M., Gathegi, J. and Tygar, D. J. (2017). Organisational culture, procedural 

countermeasures, and employee security behaviour: A qualitative study. Information and 

Computer Security, 25(2), 118-136 



214 
 

Cooper, D. R. (1998). Improving safety culture: A practical guide. London: Wiley. 

 

Cooper, D. R. and Schindler, P. S. (2003). Business Research Methods (8th edition). USA: 

McGraw-Hill 

 

Cooper, H. (1988). Organizing knowledge syntheses: A taxonomy of literature reviews. 

Knowledge in Society, 1(1), 104 

 

Corley, K. G. and Gioia, D. A. (2011). Building theory about theory building: what constitutes a 

theoretical contribution? Academy of management review, 36(1), 12-32 

 

Coughlin, C., Jeffrey, C., Cohen, P. and Khan, S. (2002). Aviation security and terrorism: a review 

of the economic issues. Federal Reserve Bank of St. Louis Review, 84(5), 9-24 

 

Covey, S. R. (1989). The 7 habits of highly effective people (Vol. 1). New York: Simon and 

Schuster. 

 

Creswell, J. W. and Miller, D. L. (2000). Determining Validity in Qualitative Inquiry. Theory Into 

Practice, 39(3), 124-130 

 

Creswell, J. W. (2014). Research design: qualitative, quantitative, and mixed methods 

approaches. Los Angeles: Sage Publications 

 

Cridland, E. K., Jones, S. C., Caputi, P. and Magee, C. A. (2015). Qualitative research with 

families living with autism spectrum disorder: recommendations for conducting semistructured 

interviews. Journal of Intellectual and Developmental Disability, 40(1), 78-91. 

 

Cui, L., Zhang, J., Ren, B. and Chen, H. (2018). Research on a new aviation safety index and 

its solution under uncertainty conditions. Safety Science, 107, 55-61 

 

Cummings, T. (1994). Self-regulating work groups: a socio-technical synthesis, in French, Bell 

and Zawacki (eds.), Organizational Development and Transformation, 4th ed., Irwin Publishing, 

Burr Ridge, IL, 268-77 

 

Dahlstrom, N. and Dekker, S. (2008) Security and Safety Synergy – Advancing Security With 

Human Factors Knowledge. Wiley Handbook of Science and Technology for Homeland 

Security, 1–13 



215 
 

Dake, K. (1991a). Myths of Nature: Culture and the Social Construction of Risk. Surrey 

Research Centre, University of California, Berkeley 

 

D’Arcy, J. and Greene, G. (2009). The Multifaceted Nature of Security Culture and Its Influence 

on End User Behavior [Paper Presentation]. IFIP TC 8 International Workshop on Information 

Systems Security Research, Cape Town, South Africa 

 

Da Veiga, A. (2016). Comparing the information security culture of employees who had read the 

information security policy and those who had not illustrated through an empirical study.  

Information and Computer Security, 24(2), 139-151 

 

Da Veiga, A., Martins, N. and Eloff, J. (2007). Information security culture validation of an 

assessment instrument. South African Business Review, 11(1), 146-166 

 

Da Veiga, A. and Eloff, J. (2010). A framework and assessment instrument for information 

security culture. Computers and Security, 29(2), 196-207 

 

Da Veiga, A. and Martins, N. (2017). Defining and identifying dominant information security 

cultures and subcultures. Computers and Security, 70, 72-94 

 

Davies, D., and Dodd, J. (2002). Qualitative research and the question of rigor. Qualitative Health 

research, 12(2), 279-289 

 

Degaut, M. (2015). What is security? Revista Brasileira de Inteligência, 9-28 

 

Denscombe, M. (2007). The good research guide for small-scale social research projects. (3rd 

ed.). New York: McGraw-Hill. 

 

Detert, J. R., Schroeder, R. G. and Mauriel, J. J. (2000). A framework for linking culture and 

improvement initiative in organizations. Academy of Management Review, 25(4), 850-863 

 

Devine, F. (2002). Qualitative Methods. In: Marsh, D. and Stoker, G. (eds.) Theory and Methods 

in Political Science. 

 

Dojkovski, S., Lichtenstein, S. and Warren, M. (2006). Challenges in fostering an information 

security culture in Australian small and medium sized enterprises. 5th European conference on 

Information Warfare and Security, 31-40. 



216 
 

Douglas, M. (1978). Cultural Bias. Occasional Paper no. 35, Royal Anthropological 

Institute of Great Britain and Ireland. 

 

Douglas, M. (1982) Cultural Bias. London: Routledge. In: Pidgeon, N., Hood, C., Jones, D., 

Turner, B. and Gibson, R. (1992) Risk: Analysis, Perception and Management, London: Royal 

Society. 89-134 

 

Douglas, M. and Wildavsky, A. (1982). Risk and Culture. Los Angeles; 

London: University of California Press 

 

Douglas, M. (1990). Risk as a Forensic Resource. Daedalus, 119(4), 1-16  

 

Douglas, M. (1992). Risk and Danger. Douglas, M.: Risk and Blame-Essays in Cultural Theory. 

London, New York. 38-54 

 

Douglas, M. (1994). Risk and Blame: Essays in Cultural Theory. London: Routledge 

 

Duchesneau, J. and Langlois, M. (2017). Airport attacks: The critical role airports can play in 

combatting terrorism. Journal of Airport Management, 11(4), 342-354 

 

Dudovskiy, J. (2016). The Ultimate Guide to Writing a Dissertation in Business Studies: a step-

by-step assistance (July 2016). Retrieved 25/01/2020 from: https://research-

methodology.net/about-us/ebook/ 

 

Easterby-Smith, M., Thorpe, R. and Jackson, P. (2015). Management and business research. 

London: Sage Publications 

 

Eden, C (1994). Cognitive mapping and problem structuring for system dynamics model building. 

System Dynamics Review, 10, 257-276 

 

Eiden, W. and Heidenreich, M. (2000). Wirkungsnetze dynamischer Systeme [Interaction 

networks Of Dynamic Systems] [PDF file]. Retrieved 25/04/2020 from: https://kluedo.ub.uni-

kl.de/frontdoor/deliver/index/docId/1051/file/no_series_47.pdf 

 

Elias, I., Van Gulik, A., Muyselaar, A. and Van Veen, J. (2008). Crisis in de vitale infrastructuur: 

Paper ten behoeve van de central case van de Master of Public Safety. [Crisis In The Vital 

Infrastructure: Benefits From Paper On Behalf Of The Master Of Public Safety]. Delft: TU Delft 



217 
 

Emery, R. E. and Trist, E. L. (1965). The causal texture of organizational environments. Human 

Relations, 18, 21‐32 

 

Eriksson, K. and Lindström, U. A. (1997). Abduction – a way to deeper understanding of the 

world of caring. Scandinavian Journal of Caring Sciences, 11, 195-198 

 

ESRC Framework for Research Ethics (2015). ESRC Framework for research ethics. Retrieved 

25/05/2017 from: www.esrc.ac.uk/files/funding/guidance-for-applicants/esrc-framework-for-

research-ethics-2015/+&cd=2&hl=en&ct=clnk&gl=de 

 

European Commission (2008). Regulation (EC) No 300/2008 of the European Parliament and of 

the Council of 11 March 2008 on common rules in the field of civil aviation security and 

repealing Regulation (EC) No 2320/2002 (Text with EEA relevance). Retrieved 23/05/2017 

from: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32008R030 

 

European Parliament (2021). Aviation Safety [PDF file]. Retrieved 25/01/2021 from: 

https://www.europarl.europa.eu/ftu/pdf/en/FTU_3.4.9.pdf 

 

European Union Aviation Safety Agency (2021). Our Mission: your Safety. Retrieved 

25/01/2021 from: https://www.easa.europa.eu/light/easa 

 

European Union (2018). US counter-terrorism since 9/11 Trends under the Trump 

administration [PDF file]. Retrieved 25/01/2021 from: 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2018/621898/EPRS_BRI(2018)621898_

EN.pdf 

 

Etikan, I., Alkassim, R., and Abubakar, S. (2016). Comparison of snowball sampling and 

sequential sampling technique. Biometrics and Biostatistics International Journal, 3(1), 55 

 

Fann, K. T. (1970). Peirce's Theory of Abduction. Martinus Nijhoff. The Hague, Netherlands 

 

Fenz, S., Heurix, J., Neubauer, T. and Pechstein, F. (2014). Current challenges in information 

security risk management. Information Management & Computer Security, 22(5), 410-430 

 

Fischer, R. J. and Green, G. (2004). Introduction to Security. 7th Edition. Boston: Butterworth 

Heinemann 

 



218 
 

Fischer, R.J., Halibozek, E. and Green, G. (2008) Introduction to Security. 8th Edition. Boston: 

Butterworth-Heinemann 

 

Flick, U. (2005). Design and process in qualitative research. In: Flick, U., von Kardoff, E., and 

Steinke, I. Steinke (eds.), A companion to qualitative research (146-152). London: Sage 

Publications 

 

Flick, U. (2010). Qualitative Sozialforschung [Qualitative Social Science]. Hamburg: Rowohlt. 

 

Fontaine F., Debray, B. and Salvi O. (2007). Protection of hazardous installations and critical 

infrastructures – complementarity of safety and security approaches. In Linkov I. et al. 

Managing Critical Infrastructure Risks, 65-78, London: Springer. 

 

Fox, S. (2014). Safety and Security: The influence of 9/11 to the EU framework for air carriers 

and aircraft operators. Research in Transportation Economics, 45, 24-33 

 

Forrester, J. W. (1968). Principles of Systems. (2nd ed.). Portland, OR: Productivity Press. 

 

Forrester, J. W. (1994): System Dynamics, Systems Thinking, and soft OR. System 

Dynamics Review, 10(2-3), 245-256 

 

Frankel, E. G. (2008). Quality Decision Management - The Heart of Effective Futures-Oriented 

Management: A Primer for Effective Decision Based Management (14th edition). Springer 

Science & Business Media 

 

Frazier, C. (2013). A hierarchical factor analysis of a safety culture survey. Journal of Safety 

Research, 45, 15-28  

 

Frederickson, H. G. and LaPorte, T. R. (2002). Airport Security, High Reliability, and the 

Problem of Rationality. Public Administration Review, 62, Special Issue: Democratic 

Governance in the Aftermath of September 11, 2001 (Sep. 2002), 33-43 

 

Freshwater, D. (2001). What is the role of reflection in practice development? In: Clark, A., 

Dooher, J. and Fowler, J. (eds.), The handbook of practice development (22-27). Wiltshire: 

Mark Allen Publishing 

 

http://www.qualitative-research.net/fqs/beirat/flick-d.htm


219 
 

Freyer, W. (2011). Tourismus. Einführung in die Fremdenverkehrsökonomie. [Tourism. 

Introduction To Tourism Economy]. 10th edition. Munich: Oldenbourg 

 

Gaan, N. (2016). Digital Age Security Threats: Challenges to IR Theories. Liberal Studies, 1(1), 

89-110 

 

Gadamer, H. G. (2004). Truth and Method. New York: Continuum 

 

GAIN Working Group E (2004). A Roadmap to a Just Culture Enhancing the Safety 

Environment (1st Edition) [PDF file]. Retrieved on 17/10/2019 from: 

https://www.skybrary.aero/index.php/Just_Culture 

 

Gandhi, S. and Kang, J., (2013). Nuclear safety and nuclear security synergy. Annals of Nuclear 

Energy, 60, 357-361 

 

Gandotra, V., Singhala, A. and Bedi, P. (2012). Threat-Oriented Security Framework: A 

Proactive Approach in Threat Management. Procedia Technology, 4, 487-494 

 

Gary, M. S., Kunc, M., Morecroft, J. D. W. and Rockart, S. F. (2008). System dynamics and 

strategy. System Dynamics Review, 24, 407-429 

 

Ghaye, T. (2000). Into the reflective mode: bridging the stagnant moat. Reflective Practice. 1(1), 

5-9 

 

Gibbs, G. (1988). Learning by doing: a guide to teaching and learning methods. Oxford: Further 

Education Unit, Oxford Polytechnic 

 

Gibbs, A. (1997). Focus groups. Social research update, 19(8), 1-8 

 

Gigerenzer, G. and Gaissmaier, W. (2011). Heuristic Decision Making. Annual review of 

psychology, 62, 451-82 

 

Gill, J. and Johnson, P. (2002). Research methods for managers: London: Sage Publications 

 

Gillen, D. and Morrison, W. (2015). Aviation security: Costing, pricing and performance. Journal 

of Air Transport Management, 48, 1-12 



220 
 

Gipser, M. (1999). Systemdynamik — was ist das? [System Dynamics – What Is It?] In: 

Systemdynamik und Simulation. Wiesbaden (Germany) Vieweg+Teubner Verlag 

 

Glaser, B. and Strauss, A. L. (1967). The discovery of grounded theory: Strategies for 

qualitative research. Chicago: Aldine 

 

Gläser, J. and Laudel, G. (2010). Experteninterviews und qualitative Inhaltsanalyse [Expert 

interviews and qualitative content analysis]. Wiesbaden: VS Verlag für Sozialwissenschaften 

 

Gobo, G. (2011). Ethnography. In: D. Silverman (Ed.), Qualitative Research. London: Sage 

Publications 

 

Goglia, J., Halford, C. D. and Stolzer, A. J. (2008). Safety Management Systems in Aviation. 

UK: Ashgate 

 

Goh, J. C., Jiang, F., Tu, J. and Wang, Y. (2013) Can US economic variables predict the 

Chinese stock market? Pacific-Basin Financial Journal, 22, 69–87 

 

Goncalves Filho, A. P. and Waterson, P. (2018). Maturity models and safety culture: A critical 

review. Safety science, 105, 192-211 

 

Golding, D., Krimsky, S. and Plough, A. (1992). Evaluating risk communication: Narrative vs. 

technical presentations of information about radon. Risk Analysis, 12(1), 27-35 

 

Golafshani, N. (2003). Understanding reliability and validity in qualitative research. The 

qualitative report, 8(4), 597-607 

 

Grbich, C. (1999). Qualitative Research in Health. London: Sage Publications 

 

Griffiths, M., Brooks, D. J. and Corkill, J. (2010). Defining the security professional: Definition 

through a body of knowledge. Proceedings of the 3rd Australian Security and Intelligence 

Conference, 44–52, Perth 

 

Grobler, M. (2010). Proactive approach to Corporate Security [Conference Session]. 2nd 

Annual SADC Corporate Security Forum. South Africa. 

https://www.researchgate.net/publication/45244724  

 



221 
 

Gross, J. L. and Rayner, S. (1985). Measuring Culture. A Paradigm for the Analysis of Social 

Organizations (Introduction by Mary Douglas. New York: Columbia Press. 

 

Global Terrorism Index (2020). Global Terrorism Index 2020 - Measuring the Impact of 

Terrorism [PDF file]. Retrieved 23/01/2021 from: https://visionofhumanity.org/wp-

content/uploads/2020/11/GTI-2020-web-1.pdf 

 

Gubrium, J. F., Holstein, J. A., Marvasti, A. B. and McKinney, K. D. (eds.). (2012). The SAGE 

handbook of interview research: The complexity of the craft. Sage Publications 

 

Gudykunst, W. B. (1983). Intercultural communication theory: Current perspectives. Beverly Hills, 

CA: Sage Publications 

 

Guest, G., Bunce, A. and Johnson, L. (2006). How many interviews are enough? An experiment 

with data saturation and variability. Field Methods, 18(1), 59-82 

 

Guldenmund, F. W. (2010). Understanding and Exploring Safety Culture. Delft, Netherlands: 

Delft University of Technology 

 

Guldenmund, F. W. (2016). Organizational Safety Culture. In The Wiley Blackwell Handbook of 

The Psychology of Occupational Safety and Workplace Health. Chichester: Wiley Blackwell 

 

Gundu, T. and Flowerday, S. (2023). Ignorance to Awareness: Towards an Information Security 

Awareness Process. SAIEE Africa Research Journal 104(2) 

 

Gutta, R. (2019). Managing Security Objectives for Effective Organizational Performance 

Information Security Management (published thesis). Walden University – College of 

Management and Technology. Minneapolis, U.S.A.  

 

Hackman, R. J. and Oldham, G. R. (1980). Work Redesign, Addison-Wesley, Reading, MA 

 

Hale, A. (2000). Culture’s confusions. Safety Science, 34, 1-14 

 

Harris, F., McCaffer, R. and Edum-Fotwe, F. (2006). Modern construction management. Wiley-

Blackwell, 677 

 



222 
 

Harvey, D. F. and Brown, R. (1992). An Experiential Approach to Organization Development, 4th 

ed., Prentice-Hall, Englewood Cliffs, NJ 

 

Hassan, Z. A., Schattner, P. and Mazza, D. (2006). Doing A Pilot Study: Why Is It Essential? 

Malaysian family physician: the official journal of the Academy of Family Physicians of Malaysia, 

1(2-3), 70-73 

 

Hatch, M. J. and Cunliffe, A. L. (2006). Organization theory: Modern, symbolic, and postmodern 

perspectives (second edition). Oxford: Oxford University Press 

 

Haukelid, K. (2008). Theories of (safety) culture revisited – An anthropological approach. Safety 

Science, 46, 413-426 

 

Havar-Simonovich, T. (2012). Transferring Soft Skills from the Performing Arts Curriculum to 

Business. Thesis. Edinburgh: Napier University 

 

Heese, A. (2012). Got the Results, Now What Do You Do? Safety Culture Transformation From 

Theory Into Practice. Aviation Psychology and Applied Human Factors, 2(1), 25-33 

 

Helfferich, C. (2011). Die Qualität qualitativer Daten [The Quality Of Qualitative Data]. 

Wiesbaden: VS Verlag für Sozialwissenschaften 

 

Helmreich, R. L., Wilhelm, J. A., Klinect, J. R. and Merritt, A. C. (2001). Culture, Error and Crew 

Resource Management. In: Salas, E., Bowers, C. A. and Edens, E. (eds.), Applying Resource 

Management In Organizations: A guide For Professionals. Hillsdale, NJ: Erlbaum 

 

Hills, G. E. and Shrader, R. C. (1998). Successful entrepreneurs' insights into opportunity 

recognition. Frontiers of Entrepreneurship Research. Wellesley, Mass: Babson College 

 

Hofstede, G. (1986). Cultural differences in teaching and learning. International Journal of 

Intercultural Relations, 11, 301-20 

 

Holtrop, D. and Kretz, D. (2008). Research security & safety: an inventory of policy, legislation 

and regulations (in Dutch). Research Report 141223/EA8/043/000603/sfo. The Netherlands: 

Arcadis 

 



223 
 

Hopkins, A. (2018). The Use and Abuse of “Culture”. In: Gilbert, C., Journé, H., Laroche, H. and 

Bieder, C. (eds.), Safety Cultures, Safety Models, 35-45 

 

Hopkins, A. and Hale, A. R. (2002). Issues in the Regulation of Safety: Setting the Scene. In:  

Kirwan, B., Hale, A. R. and Hopkins, A. (eds.), Changing Regulation: Controlling Risks in 

Society (1-13). Amsterdam: Pergamon 

 

Hopkins, S. M. and Weathington, B. L. (2006). The relationships between justice perceptions, 

trust, and employee attitudes in a downsized organization. The Journal of psychology, 140(5), 

477-498 

 

Howe-Walsh, L. (2010). The Road To Repatriation: Implications For HR Policy And Practice 

(Published doctoral dissertation). University of Portsmouth, United Kingdom 

 

Hsu, C. C. and Sandford, B. (2007). The Delphi Technique: Making Sense Of Consensus. 

Practical Assessment, Research and Evaluation, 12(10), 1-8 

 

Hudson, P. T. W. (1994). Prevention of accidents involving hazardous substances: The role of 

the human factor in plant operation. OECD-Workshop Tokyo, 22nd - 26th April 1991 

 

Hudson, P. T. W. (2001). Safety Management and Safety Culture The Long, Hard and Winding 

Road. In Occupational health & safety management systems: proceedings of the first national 

conference. Melbourne: Crown Content 

 

Hudson, P. T. W. (2007). Implementing a safety culture in a major multi-national. Safety 

Science, 45(6),697-722 

 

Institute of Economics and Peace (2020). Global Peace Index 2020 - Measuring Peace In A 

Complex World [PDF file]. Retrieved 27/02/2021 from: https://www.visionofhumanity.org/wp-

content/uploads/2020/10/GPI_2020_web.pdf 

 

International Atomic Energy Agency (2007). IAEA Safety Glossary – Terminology Used in 

Nuclear Safety and Radiation Protection. 2007 Edition. Austria: Vienna. 

 

International Atomic Energy Agency (2019). Nuclear Security Series. Retrieved 01/09/2019 

from: https://www.iaea.org/resources/nuclear-security-series.  

 

https://www.visionofhumanity.org/wp-content/uploads/2020/10/GPI_2020_web.pdf
https://www.visionofhumanity.org/wp-content/uploads/2020/10/GPI_2020_web.pdf


224 
 

International Civil Aviation Organization (2017). Safety Management Manual 4th Edition [PDF 

file]. Retrieved 27/12/2019 from: 

https://www.aex.ru/imgupl/files/ICAO%20Doc%209859%20-%20SMM_Edition%204%20-

%20Peer%20Review.pdf 

 

International Civil Aviation Organization (2017). Security. Retrieved 26/05/2017 from: 

http://www.icao.int/Security/Pages/default.aspx 

 

International Civil Aviation Organization (2019). ICAO Safety Report 2019 - State of Global 

Aviation Safety [PDF file]. Retrieved 27/03/2020 from: 

https://www.icao.int/safety/Documents/ICAO_SR_2019_29082019.pdf 

 

Irondelle, B. (2013). New and Evolving Trends in International Security [PDF file]. Retrieved 

27/01/2021 from: https://www.iai.it/sites/default/files/TW_WP_13.pdf 

 

Jackson, B. and LaTourette, T. (2015). Assessing the effectiveness of layered security for 

protecting the aviation system against adaptive adversaries. Journal of Air Transport 

Management, pp. 26-33. Amsterdam, Netherlands 

 

James, W. (1907). Pragmatism: A New Name For Some Old Ways Of Thinking. Cambridge, 

MA: Harvard University Press, 1975 

 

Jansen, H. (2010). The Logic of Qualitative Survey Research and its Position in the Field of 

Social Research Methods. FQS – Forum Qualitative Social Research, 11(2) 

 

Jarvis, L. and Holland, J. (2014). Security: a critical introduction. Macmillan International Higher 

Education 

 

Jenkins, B. M. (2012). Aviation Security: After Four Decades, It's Time for a Fundamental 

Review. RAND CORP ARLINGTON VA HOMELAND SECURITY AND DEFENSE CENTER. 

 

Johnson, M. (1999). Observations on positivism and pseudoscience in qualitative nursing 

research. Journal of Advanced Nursing, 30, 67-73 

 

Johnson-Lenz, P. T. (2009). Six Habits of Highly Resilient Organizations. Retrieved from: 

http://www. peopleandplace.net/perspectives/2009/2/2/six_habits_of_ 

highly_resilient_organizations 

http://www.icao.int/Security/Pages/default.aspx
https://www.icao.int/safety/Documents/ICAO_SR_2019_29082019.pdf


225 
 

Jore, S. H. (2019). The Conceptual and Scientific Demarcation of Security in Contrast to Safety. 

European Journal for Security Research, 4, 157-174 

 

Jorgensen, D. L. (1989). Participant Observation: A Methodology for Human Studies. Newbury 

Park: Sage Publications 

 

Kampmann, C. E. (2012). Feedback loop gains and system behavior (1996). System Dynamics 

Review, 28(4), 370-395 

 

Karimbocus, M. (2015). Aviation Security and Organizational Behavior. In: Thomas A., Vaduva 

S. (eds.) Global Supply Chain Security. Springer, New York 

 

Karlsson, F., Åström, J. and Karlsson, M. (2015). Information security culture – state-of-the-art 

review between 2000 and 2013. Information and Computer Security, 23(3), 246-285 

 

Kasozi, D. N. (2018). Mapping Compliance to Organizational Performance in Statistical Work. 

International Journal of Quality Assurance and Management, 8(1), 37-45 

 

Keesing, R. (1981). Cultural Anthropology: A Contemporary Perspective. Holt, Rinehart, and 

Winston 

 

Kertai-Kiss, I. (2015). Conceptual Frameworks for Safety Culture and its Manifestation in 

Organisations. Management, Enterprise and Benchmarking in the 21st Century, 123 

 

Ketokivi, M. and Mantere, S. (2010). Two Strategies for Inductive Reasoning in Organizational 

Research. The Academy of Management Review, 35(2), 315-333 

 

Keys, P. (1990). System dynamics as a systems-based problem-solving methodology. Systems 

practice, 3(5), 479-493 

 

Kezar, A. (2000). The importance of pilot studies: Beginning the hermeneutic circle. 

Research in Higher Education, 41(3), 385-400 

 

Khorsan, R. and Crawford, C. (2014). How to assess the external validity and model validity of 

therapeutic trials: a conceptual approach to systematic review methodology. Evidence-based 

complementary and alternative medicine 

 

https://www.emerald.com/insight/search?q=Fredrik%20Karlsson
https://www.emerald.com/insight/search?q=Joachim%20%C3%85str%C3%B6m
https://www.emerald.com/insight/search?q=Martin%20Karlsson
https://www.emerald.com/insight/publication/issn/2056-4961


226 
 

Kim, Y. Y. (2001). Becoming Intercultural: An Integrative Theory of Communication and (Cross-

Cultural Adaptation). Thousand Oaks, CA: Sage Publications 

 

Kim, Y., Lee, J. and Ahn, J. (2019). Innovation towards sustainable technologies: A socio-

technical perspective on accelerating transition to aviation biofuel. Technological Forecasting 

and Social Change, 145, 317-329 

 

Kirkwood, C. W. (1998). System dynamics methods. College of Business Arizona State 

University USA 

 

Kirschenbaum, A., Mariani, M., Van Gulijk, C., Lubasz, S., Rapoport, C. and Andriessen, H. 

(2012a). Airport security: An ethnographic study. Journal of Air Transport Management, 18(1), 

68-73 

 

Kirschenbaum, A. and Mariani, M. (2012b). Trusting technology: Security decision making at 

airports. Journal of Air Transport Management, 25(1), 57-60 

 

Kirschenbaum, A., Mariani, M., Van Gulijk, C., Lubasz, S. and Rapoport, C. (2012c) Airports at 

risk: The impact of information sources on security decisions. Journal of Transportation 

Security, 5(3), 187-197 

 

Kirschenbaum, A., Rapaport, C., Lubasz, S., Mariani, M., Van Gulijk, C. and Andriessen, H. 

(2012d) Security profiling of airport employees: Complying with the rules. Journal of Airport 

Management, 6(4), 373-380 

 

Kivits, R., Charles, M. B. and Ryan, N. (2010). A post-carbon aviation future: Airports and the 

transition to a cleaner aviation sector. Futures, 42(3), 199-211 

 

Knapp, K., Marshall, E., Rainer, K and Ford, N. (2006). Information security: management's 

effect on culture and policy. Information Management & Computer Security, 14(1), 24-36 

 

Knight, R. and Pretty, D. (1997). The impact catastrophes on shareholder value: A research 

report sponsored by Sedgwick Group. The Oxford Executive Research Briefings, Templeton 

College, Oxford 

 

Koh, K., Ruighaver, A., Maynard, S. and Ahmad, A. (2005). Security Governance: Its Impact on 

Security Culture. 3rd Australian Information Security Management Conference, Perth Australia 



227 
 

Kohnke, A., Shoemaker, D. and Sigler, K. (2017). Implementing cybersecurity. New York, 

NY: Auerbach 

 

Korovessis, P. (2015). Establishing An Information Security Awareness And Culture. 

(public dissertation). University of Plymouth 

 

Kotter, J. P. (1987). The leadership factor. New York, NY: Free Press 

 

Kotter, J. P. (1990a). What leaders really do. Harvard Business Review, 68, 103-111 

 

Kotter, J. P. (1990b). A force for change: How leadership differs from management. New York, 

NY: Free Press 

 

Kraemer, S., Carayon, P. and Clem, J. (2009). Human and organisational factors in computer 

and information security: Pathways to vulnerabilities. Computers & Security, 28, 509-520 

 

Krauss, S. E., Hamzah, A., Omar, Z., Suandi, T., Ismail, I. A. and Zahari, M. Z. (2009). 

Preliminary investigation and interview guide development for studying how Malaysian farmers 

form their mental models of farming. The Qualitative Report,14(2), 245-260 

 

Kumar, R. (2010). Research Methodology: A Step-By-Step Guide Beginners. London: Sage 

Publications 

 

Künzler, C. (2002). Kompetenzförderliche Sicherheitskultur: ein Ansatz zur ganzheitlichen 

Gestaltung risikoreicher Arbeitssysteme [Competence-Promoting Security Sulture: An Approach 

To Holistic Design Of High-Risk Work Systems]. vdf Hochschulverlag AG 

 

Kuss, J., Thießen, A., Rademacher, L., Langen, R. and Wreschniok, R. (2012). 

Organisationskommunikation und Public Relations. Forschungsparadigmen und neue 

Perspektiven. [Organizational Communication And Public Relations. Research Paradigms And 

New Perspectives] (193-221) Wiesbaden: Springer VS 

 

Kvale, S. (1996). Interviews: An introduction to qualitative research interviewing. Thousand 

Oaks, CA: Sage Publications 

 

Lacey, D. (2010). Understanding and transforming organizational security culture. Information 

Management & Computer Security, 18(1), 4-13 



228 
 

Lamnek, S. (2005). Qualitative Sozialforschung. Ein Lehrbuch [Qualitative Social Research. A 

Textbook]. 4th. Edition, Weinheim 

 

Langston, C. and Lauge-Kristensen, R. (2002). Strategic management of built facilities. 

Butterworth-Heinemann, Oxford, England 

 

Lardner, R., Fleming, M. and Joyner, P. (2001). Towards a mature safety culture. In: 

Symposium series n. 148 of the Institution of Chemical Engineers (IChemE), 635-642 

 

Laskovaia, A., Marino, L., Shirokava, G. and Wales, W. (2018). Expect the unexpected: 

examining the shaping role of entrepreneurial orientation on causal and effectual decision-

making logic during economic crisis. Entrepreneurship & Regional Development, 31(5-6), 456-

475 

 

LaPorte, T. (2006). High Reliability Organizations: Unlikely, Demanding and At Risk. Journal of 

Contingencies and Crisis Management, 4(2), 60–71 

 

Le Coze, J.-C. and Wiig, S. (2013). Beyond Procedures: Can “Safety Culture” Be Regulated?  

In: Bieder, C. and Bourrier, M. (eds.), Trapping Safety into Rules. How Desirable or Avoidable is 

Proceduralization? Farnham, England; Burlington, VT: Ashgate Pub. Company. 

 

Legard, R., Keegan, J. and Ward, K. (2003). In-depth interviews. Qualitative research practice: 

A guide for social science students and researchers, 6(1), 138-169 

 

Leitch, C. M., Hill, F. M. and Harrison, R. T. (2010). The Philosophy and Practice of Interpretivist 

Research in Entrepreneurship Quality, Validation, and Trust. Organizational Research Methods, 

13(1), 67-84 

 

Lester, W. (2007). Transformational Leadership and NIMS. Public Management, 36(3), 11-17 

 

Leung, L. (2015). Validity, reliability, and generalizability in qualitative research. Journal of 

family medicine and primary care, 4(3), 324-327 

 

Leveson, N. (2011). Engineering a safer world: Systems thinking applied to safety. MIT Press 

 



229 
 

Li, C. W., Phun, V. K., Mio, S. and Yai, T. (2015). The Effects of Aviation Accidents on Public 

Perception toward an Airline. Journal of the Eastern Asia Society for Transportation Studies, 11, 

2347-2362 

 

Liebold, R. and Trinczek, R. (2009). Experteninterview [Expert Interview]. In: Kühl, S., 

Strodtholz, P. and Taffertshofer, A. (eds.), Handbuch Methoden der Organisationsforschung. 

Wiesbaden: VS Verlag für Sozialwissenschaften. 

 

Lim, J. S., Ahmad, A., Chang, S. and Maynard, S. (2010). Embedding Information Security 

Culture Emerging Concerns and Challenges. [PDF file]. Melbourne. PACIS 2010 Proceedings. 

Retrieved on 27/10/2019 on: 

https://aisel.aisnet.org/do/search/?q=Embedding%20Information%20Security%20Culture%20E

merging%20Concerns%20and%20Challenges&start=0&context=1322129&facet= 

 

Lincoln, Y. S. and Guba, E. G. (1985). Naturalistic inquiry. Beverly Hills, CA: Sage Publications 

 

Lin Liu, E. Y. and Mylopoulos, J. (2002). Analyzing security requirements as relationships 

among strategic actors [PDF file]. Retrieved on 27/03/2020 on: 

ftp://www.cs.toronto.edu/cs/ftp/pub/eric/eric/SREIS02-Sec.pdf 

 

Liphadzi, M., Aigbavboa, C. O. and Thwala, W. D. (2017). A theoretical perspective on the 

difference between leadership and management. Procedia engineering, 196, 478-482 

 

Little, R. (2004). A socio-technical systems approach to understanding and enhancing the 

reliability of interdependent infrastructure systems. International Journal of Emergency 

Management, 2(1-2) 

 

Luhmann, N. (1995). Social Systems. Stanford, CA: Stanford University Press 

 

Lunenburg, F. C. (2007). Leadership versus Management: A Key distinction - in theory 

and practice. In Dembowski, F. L. (Ed.), Educational administration: The roles of leadership and 

management (142-166). Houston: The NCPEA Press/Rice University 

 

Lovelace, D. (Ed.). (2016). Hybrid warfare and the gray zone threat (Vol. 141). Oxford University 

Press 

 

ftp://www.cs.toronto.edu/cs/ftp/pub/eric/eric/SREIS02-Sec.pdf


230 
 

Macaulay, T. (2017). Business and Organizational Requirements. RIoT Control. Understanding 

and Managing risks and the Internet of Things. (81-104). Elsevier 

 

Malcolmson, J. (2009). What is Security Culture? Does it differ in content from general 

Organizational Culture? In: Proceedings of the 43rd Annual International Carnahan Conference 

on Security Technology, 361-366 

 

Malmqvist, J., Hellberg, K., Möllås, G., Rose, R. and Shevlin, M. (2019). Conducting the Pilot 

Study: A Neglected Part of the Research Process? Methodological Findings Supporting the 

Importance of Piloting in Qualitative Research Studies. International Journal of Qualitative 

Methods 

 

Malterud, K., Siersma, V. D. and Guassora, A. D. (2016). Sample Size in Qualitative Interview 

Studies: Guided by Information Power. Qualitative Health Research, 26(13), 1753-1760 

 

Mamadouh, V. (1999). Grid-group cultural theory: an introduction. GeoJournal, 47(3), 395-409 

 

Manning, P. (2007). A dialectic of organizational and occupational culture. In: O’Neill, M., Marks, 

M. and Singh, A. (eds.) Police Organizational Culture: New Debates and Directions. 

Amsterdam, the Netherlands: Elsevier, 47-83 

 

Manunta, G. and Manunta, R. (2006). Theorizing about Security. In: M. Gill (ed.) The Handbook 

of Security. New York: Palgrave Macmillan, 629-657 

 

Marshall, C. (1990). Goodness criteria: Are they objective or judgement calls? In: Guba, E. G. 

(Ed.), The paradigm dialog (188-197). Newbury Park, CA: Sage Publications 

 

Martin, J. (2002). Organizational Culture: Mapping the Terrain. Sage Publications 

 

Martins, A. and Eloff, J. (2002). Information security culture. In: Security in the information 

society (203-214). Boston: Kluwer Academic Publishers 

 

Maurer, M and Cole, M. (2014). Managing complex socio-technical systems: A proactive 

approach to airport security. International Journal of Knowledge-Based and Intelligent 

Engineering Systems, 18(3), 191-200 

 



231 
 

Maxwell, J. A. (1996). Qualitative research design: An interactive approach. Thousand Oaks, 

CA: Sage Publications 

 

Maxwell, J. A. (2012). The Importance of Qualitative Research for Causal Explanation in 

Education. Qualitative Inquiry, 18(8), 655-661 

 

Mayring, P. (2007). Generalisierung in qualitativer Forschung [Generalisation in qualitative 

research]. Forum Qualitative Sozialforschung [Forum Qualitative Social Research], 8(3), 26 

 

Mayring, P. (2010) Qualitative Inhaltsanalyse [Qualitative Content Analysis]. In: Mey, G., and 

Mruck, K. (eds.) Handbuch Qualitative Forschung in der Psychologie [Handbook Qualitative 

Research in Psychology]. VS Verlag für Sozialwissenschaften 

 

Meyer, I. and Horn, G. (2009). Erfolgsfaktor Sicherheitskultur: Ein fiktives Fallbeispiel rund um 

den Airbus A380 [Success Factor Safety Culture: A Fictitious Case Study Around The Airbus 

A380]. Retrieved on 16/04/2020 from: https://www.horn-engineering.de/fileadmin/horn-

engineering.de/upload/humanfactors/DrHorn_-

_Erfolgsfaktor_Sicherheitskultur_Meyer_Horn_2009.pdf 

 

McFarlane, P. and Hills, M. (2013). Developing immunity to flight security risk: prospective 

benefits from considering aviation security as a socio-technical ecosystem. Journal of 

Transportation Security, 6, 221-234 

 

McFarlane, P. (2017). Aviation security as a self-organized critical phenomenon. Dissertation. 

University of Northampton, Northampton 

 

McFarlane, P. (2020). Linking aviation security failures to human-mediated error. A review of 

the related literature with directions for policy and research. Journal of Transportation Security, 

13, 33-51 

 

Meadows, D. (1999). Leverage points. Places to Intervene in a System. Hartland: The 

Sustainability Institute 

 

Meadows, D. H. (2008). Thinking in systems: A primer. Chelsea Green Publishing 

 



232 
 

Meuser, M. and Nagel, U. (2009). The Expert Interview and Changes in Knowledge Production. 

In: Bogner, A., Littig, B. and Menz, W. (eds.) Interviewing Experts. Research Methods Series. 

Palgrave Macmillan, London 

 

Merriam, S.B. (1998). Qualitative research and case study applications in education. San 

Francisco: Jossey-Bass 

 

Merriam, S. B. and Simpson, E. L. (1995). A Guide to Research for Educators and Trainers of 

Adults (Second Edition). USA: Krieger Publishing Co 

 

Merriam, S. B. and Tisdell, E. J. (2016). Qualitative research: a guide to design and 

implementation. San Francisco, CA: Jossey-Bass, A Wiley Brand 

 

Milena, Z. R., Dainora, G., and Alin, S. (2008). Qualitative research methods: A comparison 

between focus-group and in-depth interview. Annals of the University of Oradea, Economic 

Science Series, 17(4), 1279-1283 

 

Mintzberg, H. (1983). Power In and Around Organizations. Englewood Cliffs, N.J.: Prentice-Hall 

 

Mohr, J. and Ventresca, M. (2002). Archival Research Methods. In: Baum, J. (ed.) The 

Blackwell Companion to Organizations. Wiley-Blackwell, 805-828 

 

Moynihan, D. P. and Roberts, A. (2002). Public Service Reform and the New Security Agenda. 

In Governance and Public Security, edited by Alasdair Roberts, 128-46. New York: Campbell 

Public Affairs Institute, Maxwell School, Syracuse University 

 

Morse, E. A., Raval, V. and Wingender, J. R. (2011). Market price effects of data security 

breaches. Information Security Journal: A Global Perspective. Vol. 20 (6), pp. 263-273. 

 

Morse, J. M. (2015). Data were saturated. Qualitative Health Research. Vol. 25, pp. 587-588 

 

Mueller, J. and Stewart, M. G. (2012). The Terrorism Delusion-America's Overwrought 

Response to September 11. International Security, 37, 81-110 

 

Mukhopadhyay, N. (2011). Sequential Sampling. In: Lovric, M. (eds.) International Encyclopedia 

of Statistical Science. Springer, Berlin, Heidelberg 

 



233 
 

Nævestad, T. O., Hesjevoll, I. S. and Phillips, R. O. (2018). How can we improve safety culture 

in transport organizations? A review of interventions, effects and influencing factors. 

Transportation research part F: traffic psychology and behaviour, 54, 28-46. 

 

Nunes-Vaz, R., and Lord, S. (2014). Designing physical security for complex infrastructures. 

International Journal Of Critical Infrastructure Protection, 7, 179-192 

 

Nowacki, G. and Paszukow, B. (2018). Security Requirements for New Threats at International 

Airports. The International Journal on Marine Navigation and Safety of Sea Transportation, 

12(1), 187-192 

 

Ochsner, J. (2013). Just Culture: A Foundation for Balanced Accountability and Patient Safety. 

The Ochsner Journal, 13(3), 400-406 

 

Olive, C., O’Connor, T. M. and Mannan, M. S. (2006). Relationship of safety culture and 

process safety. Journal of hazardous materials, 130(1-2), 133-140 

 

Olsvik, E. A. (2015). Challenges of Aviation Security Regulation in Norway Post 9/11 (published 

doctoral thesis). University of Stavanger, Norway 

 

Okere, I., van Niekerk, J. and Carroll, M. (2012). Assessing information security culture: A 

critical analysis of current approaches, In the proceedings of IEEE conference on Information 

Security for South Africa (ISSA), 2012, 1-8 

 

O’Reilly, M. and Parker, N. (2013). “Unsatisfactory saturation”: A critical exploration of the notion 

of saturated sample sizes in qualitative research. Qualitative Research, 13, 190-197 

 

O’Rourke, T. D. (2007). Critical Infrastructure, Interdependencies, and Resilience. National 

Emergency Training Center: Emmitsburg, MD, USA 

 

Paris, R. (2001). Human Security. Paradigm Shift or Hot Air?. International Security, 26(2), 87-

102 

 

Parsons, T. (1971). The system of modern societies. Englewood Cliffs, NJ: Prentice Hall 

 



234 
 

Pélegrin, C. (2013). The Never-Ending Story of Proceduralization in Aviation. In: Bieder, C. and 

Bourrier, M. (eds.), Trapping safety into rules: how desirable or avoidable is proceduralization. 

Farnham: Ashgate 

 

Peirce, C. S. (1931-1958). Collected papers of Charles Sanders Peirce, Vol. 1-6. In: 

Hartshorne, C. and Weiss, P. (eds.), Vol. 7‐8. (Burks, A. W. ed.), Harvard University, 

Cambridge, MA 

 

Perrow, C. (1984). Normal Accidents: Living with High-Risk Technologies. New York: Basic 

Books Inc 

 

Petersen, D. (1996). Analyzing Safety Performance. 3rd ed. New York: Van Nostrand Reinhold 

 

Petersen, K. L. (2014). The politics of corporate security and the translation of national security. 

In Corporate Security in the 21st Century (78-94). Palgrave Macmillan, London 

 

Pettersen, K. A. and Bjørnskau, T. (2015). Organizational Contradictions between safety and 

security – perceived challenges and ways of integrating critical infrastructure protection in civil 

aviation. Safety Science, 71, 167-177 

 

Pfadenhauer, M. (2009). At eye level: the expert interview—a talk between expert and quasi-

expert. In Interviewing experts (81-97). Palgrave Macmillan, London 

 

Pidgeon, N. (1991). Safety culture and risk management in organizations. Journal of Cross-

Cultural Psychology, 22 (81), 129-140 

 

Pidgeon, N. (1988). Risk assessment and accident analysis. Acta Psychologica, 68(1-3), 355-

368 

 

Pidgeon, N. and O'Leary, M. (2000). Man-made disasters: why technology and organizations 

(sometimes) fail. Safety Science, 34(1-3), 15-30 

 

Pidgeon, N. F. and Turner, B. A. (1986). Human error and socio-technical system failure, In: 

Nowak, A. S. (ed.), Modeling Human Error in Structural Design and Construction. New York, 

American Society of Civil Engineers 

 

 



235 
 

Pioch, V. (2017). Leading employees through outsourcing. Retrieved on 14/04/2020 from: 

https://pdfs.semanticscholar.org/97e1/04e062cb4cd911e7eafda55b5a4e87e99081.pdf?_ga=2.1

78848164.1245933546.1586104926-1605724993.1586104926 

 

Piwowarski, J. (2016). Three Pillars of Security Culture. International & National Studies, 20, 16-

27 

 

Pourdehnad, J., & Smith, P. A. (2012). Sustainability, organizational learning, and lessons 

learned from aviation. The Learning Organization: An International Journal, 19(1), 77-86 

 

Prašnikar, J. (2010). Benchmarking as a tool of strategic management. Total Quality 

Management and Business Excellence. Vol. 16 (2), pp. 257-275.  

 

Price, J. C. and Forrest, J. S. (2016). Practical Aviation Security – Predicting and Preventing 

Future Threats (6th ed.). Cambridge, MA: Elsevier  

 

Quinlan, C., Babin, B. J., Carr, J. C., Griffin, M. and Zikmund, W. G. (2015). Business 

Research Methods. Andover, Hampshire, United Kingdom: Cengage Learning EMEA. 

 

Raholm, M. B. (2010a). Abductive reasoning and the formation of scientific knowledge within 

nursing research. Nursing Philosophy, 11, 260-270 

 

Randolph, J. (2009). A Guide to Writing the Dissertation Literature Review. Practical 

Assessment, Research, and Evaluation, 14(13) 

 

Ratcliff, R. and Smith, P. L. (2004). A comparison of sequential sampling models for two-choice 

reaction time. Psychological review, 111(2), 333 

 

Reason, J. (1990). Human error. New York: Cambridge University Press. 

 

Reason, J. (1998). Achieving a safe culture: theory and practice. Work & stress, 12(3), 293-306. 

 

Reason, J. (2008). Managing the risks of organizational accidents. United Kingdom: Routledge 

 

Reichertz, J. (2003). Die Abduktion in der qualitativen Sozialforschung [Abduction In Qualitative 

Social Research]. Leske & Budrich: Opladen. 

 

https://pdfs.semanticscholar.org/97e1/04e062cb4cd911e7eafda55b5a4e87e99081.pdf?_ga=2.178848164.1245933546.1586104926-1605724993.1586104926
https://pdfs.semanticscholar.org/97e1/04e062cb4cd911e7eafda55b5a4e87e99081.pdf?_ga=2.178848164.1245933546.1586104926-1605724993.1586104926
https://www.tandfonline.com/author/Pra%C5%A1nikar%2C+Janez


236 
 

Reichertz, J. (2007). Abduction: The logic of discovery of grounded theory (214-228). London: 

Sage Publications 

 

Reissman, C. and Speedy, J. (2007). Narrative Inquiry in the Psychotherapy Professions: A 

Critical Review. In: Jean Clandinin, D. (ed.) Handbook of Narrative Inquiry: Mapping a 

Methodology. Thousand Oaks, CA: Sage Publications. 426-456 

 

Renaud, K. (2012). Blaming noncompliance is too convenient: What really causes information 

breaches? IEEE Security and Privacy, 10(3), 57-63 

 

Reniers, G., L., Cremer, K. and Buytaert, J. (2011). Continuously and simultaneously optimizing 

an organization’s safety and security culture and climate: The Improvement Diamond for 

Excellence Achievement and Leadership in Safety and Security (IDEAL S&S) model. Journal of 

Cleaner Production, 19, 1239-1249 

 

Reniers, G. L. and Dullaert, W. (2007). Gaining and Sustaining Site-integrated Safety and 

Security in Chemical Clusters. Zelzate: Nautilus Academic Books 

 

Reniers, G. L. (2010). Multi-plant Safety and Security Management in the Chemical and 

Process Industries. Weinheim: Wiley-VCH 

 

Renn, O., Burns, W. J., Kasperson, J. X., Kasperson, R. E. and Slovic, P. (1992). The social 

amplification of risk: Theoretical foundations and empirical applications. Journal of social issues, 

48(4), 137-160 

 

Richard, P. J., Devinney, T. M., Yip, G. S. and Johnson, G. (2009). Measuring organizational 

performance: Towards methodological best practice. Journal of Management, 35(3), 718-804 

 

Richardson, K. A. (2001). On the status of natural boundaries: A complex systems perspective. 

In Systems in Management. 7th Annual ANZSYS Conference, 229-238. 

 

Risjord, M. (2014). Philosophy of Social Science. A Contemporary Introduction. New York: 

Routledge 

 

Robson, C. (2007). Real world research: a resource for social scientists and practitioner-

researchers: Oxford: Blackwell. 

 



237 
 

Rochlin, G., La Porte, T. and Roberts, K. (1987). The Self-Designing High-Reliability 

Organization: Aircraft Carrier Flight Operations at Sea. Naval War College Review, 40(4) 

 

Rose, J. and Thomas, T. (2016). From Compliance To Organizational Effectiveness: A 

Framework for Change and a Lesson Learned. Retrieved on 14/12/2019 from: 

https://www.ancor.org/resources/publications/links/compliance-organizational-effectiveness-

framework-change-and-lesson 

 

Rothschild, E. (1995). ‘What is Security?’ Daedalus, 124(3), 53-98 

 

Rowley, J. (2012). Conducting research interviews. Management Research Review, 35(3/4), 

260-271 

 

Ruighaver, A. B., Maynard, S. B. and Chang, S. (2007). Organisational security culture: 

Extending the end-user perspective. Computers and Security, 26(1), 56-62 

 

Sadovaya, E. and Thai, V. V. (2015). Impacts of Implementation of the Effective Maritime 

Security Management Model (EMSMM) on Organizational Performance of Shipping 

Companies. The Asian Journal of Shipping and Logistics, 31(2), 195-215 

 

Saldaña, J. (2016). The Coding Manual for Qualitative Researchers. London, UK: Sage 

Publications 

 

Salter, M. B. (2007). SeMS and sensibility: Security management system and the management 

of risk in the Canadian Air Transport Security Authority. Journal of Air Transport Management, 

13, 389-398 

 

Salter, M. B. (2008). Imagining Numbers: Risk, Quantification, and Aviation Security. Security 

Dialogue, 39(2-3), 243-266 

 

Salthe, S. (2012). Hierarchical Structures. Axiomathes, 22(3), 355-383 

 

Saunders, M. and Lewis, P. (2012). Doing research in business and management: An essential 

guide to planning your project. Harlow: Financial Times Prentice Hall 

 

Saunders, M., Lewis, P. and Thornhill, A. (2009). Research methods for business students 

(Sixth edition). England: Pearson Education Limited 

https://www.emerald.com/insight/search?q=Jennifer%20Rowley
https://www.emerald.com/insight/publication/issn/2040-8269


238 
 

Schein, E. H. (1992). Organisational Culture and Leadership. San Francisco Jossey-Bass 

U.S.A. 

 

Schein, E. H. (2010). Organizational Culture and Leadership. San Francisco: Jossey-Bass 

U.S.A. 

 

Schmid, L. (2012). Erfolgsdynamik. Ein Konzept für die Erstellung systemdynamischer Modelle 

zur Entscheidungsunterstützung im strategischen Management [Dynamics of success. A 

concept for the creation of system-dynamic models for decision support in strategic 

management]. Norderstedt, Books on Demand 

 

Schulte, J. and Hellstedt, S. (2018). Company Risk Management in Light of the Sustainability 

Transition. Sustainability, 10(11) 

 

Scott, D., Brown, A., Lunt, I. and Thorne, L. (2004). Professional doctorates: integrating 

professional and academic knowledge (Maidenhead, Open University Press) 

 

Şenaras, A. E. (2017). Causal Loop Diagrams And Feedbacks: A Case Study In Flexible 

Manufacturing System. Yönetim, Ekonomi ve Pazarlama Araştırmaları Dergisi 

 

Shahzad, F., Luqman, R. A., Khan, A. R., and Shabbir, L. (2012). Impact of organizational 

culture on organizational performance: An overview. Interdisciplinary Journal of Contemporary 

Research in Business, 3(9), 975–985 

 

Sherif, E., Furnell, S. and Clarke, N. (2015). Awareness, behaviour and culture: The ABC in 

cultivating security compliance. 10th International Conference for Internet Technology and 

Secured Transactions (ICITST). London: 90-94 

 

Sheridan, K. (2018). Buckle Up: A Closer Look at Airline Security Breaches. Retrieved 

14/12/2019 from: https://www.darkreading.com/threat-intelligence/buckle-up-a-closer-look-at-

airline-security-breaches/d/d-id/1333336 

 

Sherman, M., Weston, H., Willey, S. and Mansfield, N. (2014). Risky Business: Managing Risk 

in a Complex and Connected World. Management and Avenir, 74(8), 159-173 

 

Schlienger, T. and Teufel, S. (2005). Tool supported management of information security 

culture. In IFIP Advances in Information and Communication Technology, 65-77 



239 
 

Schumpeter, J. A., (1912). The Theory of Economic Development. Oxford University Press. 

 

Schwaninger, M. (2019). Governance for intelligent organizations: a cybernetic contribution. 

Kybernetes 

 

Seale, C. (1999). Quality in qualitative research. Qualitative Inquiry, 5(4), 465-478 

 

Sekaran, U. (2003). Research Methods for Business. In Coombs, T. (ed.) Protecting 

Organization Reputations during a Crisis: the development and application of situational crisis 

communication theory. Corporate Reputation Review, 10(3), 163 

 

Silverman, D. (2013). Doing qualitative research: Fourth edition. Melbourne: Sage Publications 

 

Siponen, M., Mahmood, M. A. and Pahnila, S. (2014). Employees' adherence to information 

security policies: An exploratory field study. Information and Management, 51(2), 217-224 

 

Smircich, L. (1985). Is the concept of culture a paradigm for understanding organizations and 

ourselves? In: Frost, P. J., Moore, L. F., Louis, M. R., Lundberg, C. C. and Martin, J. (eds.), 

Organizational culture (55-72). Sage Publications 

 

Smith, C. and Brooks, D. (2013). Security Science: The Theory and Practice of Security. 

Elsevier, England. 

 

Smith, A. P. and Wadsworth, E. (2009). Safety culture, advice and performance: the association 

between: safety culture and safety performance, health and well being at an individual level; 

and safety culture, competent occupational safety and health advice and safety performance at 

a corporate level. United Kingdom: IOSH 

 

Soni, G. and Kodali, R. (2010). Internal benchmarking for assessment of supply chain  

performance. Benchmarking: An International Journal, 17(1), 44-76 

 

Soomro, Z. A., Shah, M. H. and Ahmed, J. (2015). Information security management needs a 

more holistic approach: A literature review. International Journal of Information Management, 

36(2), 215-225  

 

Spickard, J. (1989). A Guide to Mary Douglas´s Three Versions of Grid/Group Theory. 

Sociological Analysis, 50(2), 151-170 



240 
 

Stebbins, R. A. (2001). Exploratory research in the social sciences. Sage Publications 

 

Stenbacka, C. (2001). Qualitative research requires quality concepts of its own. Management 

Decision, 39(7), 551-555 

 

Sterman, J. (2018). System dynamics at sixty: the path forward. System Dynamics Review, 

34(1-2), 5-47 

 

Stewart, J. (2005). Establishing an organization’s security culture – part II. Retrieved 

18/1072019 from: http://www.cisco.com/web/about/security/intelligence/05_08_security-

culture_II.html. 

 

Stewart, M. and Mueller, J. (2015). Responsible policy analysis in aviation security with an 

evaluation of PreCheck. Journal of Air Transport Management, 48, 13-22 

 

Straub, D. and Welke, R. (1998). Coping With Systems Risk: Security Planning Models for 

Management Decision Making. MIS Quarterly, 4, 441-469 

 

Strauch, B. (2015). Can we examine safety culture in accident investigations, or should we? 

Safety Science, 77, 102-111 

 

Strauss, A. L. and Corbin, J. M. (1990). Basics of qualitative research: Grounded theory 

procedures and techniques. Newbury Park, Calif: Sage Publications 

 

Strauss, A. and Corbin, J. M. (1997). Grounded theory in practice. Sage Publications 

 

Strunk, G. and Schiepek, G. (2014). Therapeutisches Chaos: eine Einführung in die Welt der 

Chaostheorie und der Komplexitätswissenschaften [Therapeutic Chaos: An Introduction To The 

World Of Chaos Theory And Complexity Science] (Vol. 2). Goettingen: Hogrefe Verlag 

 

Szyliowicz, J. S. (2004). Aviation Security: Promise or Reality? Studies in Conflict and 

Terrorism, 27, 47-63 

 

Symon, G. and Cassell, C. (eds.). (2012). Qualitative organizational research: core methods 

and current challenges. Sage Publications 

 

Talas, R. H. A. (2010). The Efficient Relationship between Residual Security Risk 



241 
 

and Security Investment for Maritime Port Facilities. (Unpublished Doctoral thesis, City 

University London) 

 

Tan, T., Ruighaver, A. and Ahmad, A. (2010). Information Security Governance: When 

Compliance Becomes More Important than Security (ed.). Security and Privacy - Silver linings in 

the Cloud: 25th IFIP TC 11 International Information Security Conference, SEC 2010 Held as 

Part of WCC 2010. (55-67). Brisbane, Australia: Springer 

 

Tang, M., Li, M. and Zhang, T. (2016). The impacts of organizational culture on information 

security culture: a case study. Information Technology and Management, 17(2), 179-186 

 

Tansey, J. and O'Riordan, T. (1999). Cultural theory and risk: a review. Health, risk and society, 

1(1), 71-90 

 

Tessem, H. M. and Skaaraas, K. R. (2005). Creating a security culture. Information Society and 

Security, 15 

 

Timmermans, S. and Tavory, I. (2012). Theory Construction in Qualitative Research: From 

Grounded Theory to Abductive Analysis. Sociological Theory, 30(3), 167-186 

 

Timonen, V., Foley, G. and Conlon, C. (2018). Challenges When Using Grounded Theory: A 

Pragmatic Introduction to Doing GT Research. International Journal of Qualitative Methods, 

17(1), 5-8 

 

Tokgöz, A, Bulkan, S., Zaim, S., Delen, D. and Gökhan Torlak, N. (2018). Modeling airline MRO 

operations using a systems dynamics approach: A case study of Turkish Airlines. Journal of 

Quality Maintenance Engineering, 24(3), 280-310 

 

Tracy, S. J. (2010). Qualitative quality: Eight ‘big-tent’ criteria for excellent qualitative research. 

Qualitative Inquiry, 16, 837-851 

 

Trist, E., Higgin, B., Murray, J. and Pollack, A. (1963). Organizational Choice. Tavistock, 

London 

 

Turner, B. (1991). The development of a safety culture. Chemistry and Industry, 1(7), 241-243 

 



242 
 

Turner, B. and Toft, B. (1988). Organizational learning from disasters. In: Gow, H. B. F. and 

Kay, R. W. (eds.), Emergency planning for industrial hazards. London: Elsevier Applied Science 

 

Turner, D. W. (2010). Qualitative interview design: a practical guide for novice researchers. The 

Qualitative Report, 15(3), 754-760 

 

United Nations (2021). Statement by the President of the Security Council [PDF file]. Retrieved 

25/01/2021 from: https://undocs.org/S/PRST/2021/1 

 

Vaismoradi, M. and Snelgrove, S. (2019). Theme in Qualitative Content Analysis and Thematic 

Analysis. Forum Qualitative Sozialforschung [Forum: Qualitative Social Research], 20(3), 1-15 

 

Vaughn, K. I. (1998). Austrian economics in America: The migration of a tradition. Cambridge 

University Press 

 

Vemuri, P. and Bellinger, G. (2017). Examining the Use of Systemic Approach for Adoption of 

System Thinking in Organizations. Systems, 5(43), 2-9 

 

Wainer, H. and Braun, H. I. (1988). Test validity. Hilldale, NJ: Lawrence Earlbaum Associates.  

 

Waring, A. and Glendon, A.I. (1998). Managing Risk: Critical Issues for Survival and Success 

into the 21st Century. International Thomson Business Press, London 

 

Weick, K. E. (1987). Organizational culture as a source of high reliability. California 

management review, 29(2), 112-127. 

 

Weick, K. E. and Sutcliffe, K. M. (2016). Das Unerwartete managen: wie Unternehmen aus 

Extremsituationen lernen [Managing the unexpected: how companies learn from extreme 

situations]. Schäffer-Poeschel 

 

Weischer, C. (2007). Sozialforschung [Social Research]. Konstanz: UVK 

 

Welman, S., Kruger, F. and Mitchell, B. (2005). Research Methodology. Oxford: Oxford 

University Press 

 

Wildavsky, A. (1988). Searching for safety. New Brunswick, NJ: Transactions Publishers 

 



243 
 

Wildavsky, A. and Dake, K. (1991) Individual Differences in Risk Perception and Risk-Taking 

Preferences. In: Garrick B.J. and Gekler W.C. (eds.) The Analysis, Communication, and 

Perception of Risk. Advances in Risk Analysis, Vol 9. Springer, Boston, MA 

 

Williams, P. (2009). What Does Security Culture Look Like For Small Organizations? Australian 

Information Security Conference. Retrieved on 18/10/2019 from: https://ro.ecu.edu.au/ism/7/ 

 

Wilkinson, I. (2001). Social theories of risk perception: At once indispensable and insufficient. 

Current sociology, 49(1), 1-22 

 

Whittemore, R., Chase, S. K. and Mandle, C. L. (2001). Validity in qualitative research. 

Qualitative health research, 11(4), 522-537 

 

Whittington, O.R. and Pany, K. (2004): Principles of Auditing and Other Assurance Services. 

New York: McGraw Hill Irwin 

 

Yazan, B. (2015). Three approaches to case study methods in education: Yin, Merriam, and 

Stake. The qualitative report, 20(2), 134-152 

 

Yin, R. K. (2009). Case study research: Design and methods (4th Ed.). Thousand Oaks, CA: 

Sage Publications 

 

Yin, R. K. (2011). Applications of case study research. Sage Publications 

 

Zakaria, O. (2004) Understanding Challenges of Information Security Culture: A Methodological 

Issue [Paper Presentation]. Proceedings of the 2nd Australian Information Security 

Management Conference, Perth, 83-93 

 

Zaleznik, A. (2004). Managers and leaders: are they different? Clinical leadership and 

management review: the journal of CLMA, 18(3), 171-177 

 

Zeleny, M. and Hufford, K. D. (1991). All autopoietic systems must be social systems (living 

implies autopoietic. But, autopoietic does not imply living): An application of autopoietic criteria 

in systems analysis. Journal of Social and Biological Structures, 14(3), 311-332 

 



244 
 

Zhang, H., Wiegmann, D. A. and von Thaden, T. L. (2008). Safety Culture: a concept in chaos? 

Proceedings of the Human Factors and Ergonomics Society Annual Meeting, 46(15), 1404-

1408 

 

Zohar, D. (1980). Safety climate in industrial organizations: Theoretical and applied implications. 

Journal of Applied Psychology, 65 (1), 96-102 

 

  



245 
 

11. Appendix 

i. Professional review and development 

This chapter will reflect upon the researcher’s professional and personal development throughout 

his DBA. First of all, the researcher outlines his personal position in an individual SWOT analysis 

based on the outcomes from the initial Global Competency Inventory (GCI) test. In addition, this 

chapter explores the role of personal reflection and reflexivity based on Gibbs’ (1988) Reflective 

Cycle. Finally, this chapter concludes by reflecting on the researcher's professional development. 

 

Individual position 

After successfully completing my master's degree, an important confidant in my life passed away. 

My grandmother, who had supported me all my life, told me shortly before her death how proud 

she was of my degree and how valuable and irreplaceable knowledge is nowadays. This changed 

my attitude towards acquiring knowledge fundamentally and I decided to embark on the DBA 

journey. My passion for the aviation industry helped narrow down the search for a suitable 

research subject. I had always asked myself what role my organisation plays in the aviation 

security system. I wanted to understand how this highly regulated aviation system is structured in 

order to understand what role organisations, and employees in particular, play. 

 

I knew, however, that increasing knowledge through higher education could have more than one 

effect. On the one hand, gathering subject-specific knowledge intensifies cognitive growth as an 

educational programme progresses. On the other hand, personal knowledge can also influence 

the development of a professional and individual identity. In my opinion, knowledge, and with it 

my personal view on a subject, involves a complex interaction between several determinants and 

aspects. Both personal values, beliefs and experiences and knowledge gained through academic 

research contribute to the knowledge development of the researcher. Therefore, Scott et al. 

(2004) strongly emphasise sharing developments in peer groups, applying different perspectives 

and evaluating developments in a particular field. 

 

At this point, it should be pointed out that the outlined personality framework involves two 

elements: ‘being a student or researcher’ and ‘being a practitioner’. An individual identity is a 

complex construct and can also be seen as a process of different and interconnecting practices, 

such as reflection (Freshwater, 2001; Atkinson-Baldwyn, 2009). Reflection changes the identity 

of individuals participating in (higher) education, as these individuals gain new insights, skills, and 

new aspects of knowledge. This could result in conflicts with environments that are less 

characterised by reflection. A personal portfolio analysis was conducted at the beginning of the 
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DBA programme in October 2016 to develop an awareness of this. The results are outlined in a 

SWOT analysis, which is presented in the following section. 

 

SWOT analysis 

The SWOT analysis, based on the GCI test, supports self-realisation, which is a key component 

of reflection, and challenges ‘certainty’ and preconceived thoughts and ideas (Barnett, 1997; 

Bourner et al., 2003). It assesses personal qualities associated with effectiveness in environments 

in which norms, beliefs, and values are different from one’s own. The crucial benefit lies in the 

critical self-reflective analysis, which reveals insights and knowledge in order to adapt and transfer 

them to new emerging situations. In this case, a new situation was presented by the doctorate 

program. The generated report provides a foundation for understanding both one’s own current 

competencies and opportunities for further development and effective performance. The test 

focuses on three major aspects of adaptability: Perception Management, Relationship 

Management, and Self-Management. Figure 11.1 illustrates the key findings of the SWOT 

analysis. 

 

Figure 11.1: Personal portfolio 

Source: GCI test (2016). 
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Reviewing the GCI test results, there are three emerging fields of improvement which are being 

less judgmental, self-identity, and self-confidence. Based on the GCI test results, I applied Gibbs’ 

(1988) Reflective Cycle in order to explore the role of personal reflection and reflexivity throughout 

the DBA journey. 

 

Individual and professional learning 

One of the most essential contributions to effective personal and professional development may 

lie in reflective practice. 

 

“Maybe reflective practices offer us a way of trying to make sense of the uncertainty in our 

workplaces and the courage to work competently and ethically at the edge of order and 

chaos...". (Ghaye, 2000). 

 

Theoretical literature discusses a number of reflective practice models. By using Kolb’s Learning 

Cycle (1984), Gibbs’ Reflective Cycle (1988), or Schoen’s (1983) Reflection in Action, a person 

who is willing to learn may be able to learn in different professional and personal situations. Being 

aware of negative experiences can help us ask, and answer, reflective questions at each decisive 

point of an experience. To make use of such learning opportunities in the doctorate programme, 

I focused on Gibbs’ (1988) Reflective Cycle. The Reflective Cycle (Gibbs, 1988) consists of six 

distinctive phases which guided me in thoroughly analysing my experiences, beginning from a 

description of a particular experience to a conclusion and a consideration of implications for future 

events and situations. The outcome of this model is an individual action plan to specify and 

execute the steps necessary to achieve continuous personal and professional development. This 

is illustrated in Figure 11.2 and in Appendix vi. 
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Figure 11.2: Reflective cycle by Gibbs 

Source: Gibbs (1988). 

Throughout the entire DBA journey, I have been able to identify two distinct themes of relevance 

by applying Gibbs’ Reflective Cycle (1988): the adaptation process and an absence of effective 

communication in difficult situations, leading to diminished self-confidence. There are a vast 

number of models for adaptation processes in the academic literature. According to Kim (2001), 

who puts the process of adaptation in a cultural context, adaptation takes place in a continuous 

spiral, with each new experience adding to personal growth. Several internal conflicts and 

problems arose, which eventually forced me to think through and adapt to this new situation. 

These situations ultimately forced me to change my beliefs, values, and knowledge. 

In addition, at the beginning of the DBA programme, due to a lack of academic knowledge, I was 

unable to respond to academics and experts appropriately, which led to ineffective 

communication, exacerbating the problems I had communicating in difficult situations. I learned 

how to prevent frustration from influencing the way I communicated in challenging situations, and 

thus accepted, and welcomed, the opportunity to engage in reflection as a necessary tool for 

further professional development. This allowed me to turn further challenges that emerged 
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throughout the DBA programme into opportunities, which equipped me with additional skills and 

assets. The adoption of Gibbs’ (1988) Reflective Cycle enabled me to make appropriate choices 

in applying the knowledge I had gained and strengthened my self-confidence when engaging with 

others in the subject matter. 

In addition, the DBA conferences and presentations helped me refine my presentation skills in an 

academic setting, as well as my networking skills. Interacting with a range of DBA students from 

different cohorts gave me the opportunity to share a variety of academic and personal 

experiences. Another way to achieve more self-confidence is to develop professional 

relationships. As I work for an international airline, networking can be seen as a valuable resource. 

As my employer belongs to a German airline group consisting of four different airlines, I was able 

to contact numerous experts on the DBA topic. Building professional ties increased my 

knowledge, which ultimately led to more self-confidence as it contributed to the experience of 

becoming an expert on a topic. 

Regarding the professional field, the DBA has enabled me to present academic approaches in a 

practical context and make scientific information more accessible and tangible for non-academic 

audiences. However, even if the DBA leads to a significant development in thinking, critical 

thinking is not welcomed by every organisation. This, in turn, can be important to reflect on, 

depending on the corporate culture that defines a DBA student’s working environment. It should 

be pointed out here that the DBA journey changes the state of mind of an individual. This 

development may weaken the relationship between a student and the organisation that this 

student works in, leading to a loss of job satisfaction, especially towards the end of the DBA 

journey.  

The above reflections have encouraged me to balance counteract and uncertainty with 

mindfulness in order to communicate more effectively. This was achieved by focusing on plans 

instead of expected outcomes and improving personal adaptation skills. Mindfulness played a key 

part in this and helped me be less judgemental. Throughout the doctoral programme, I tried to 

refrain from automatically labelling difficult situations as a threat to escape from. Instead, my 

emphasis on mindfulness helped me focus on my own thoughts and emotions and keep an open 

mind. 

A prerequisite of learning is critically knowing one’s individual skills and experience and constantly 

reviewing and reflecting upon them. Professional development which retains its effectiveness in 

the long run involves understanding, developing, and applying learning to new situations and the 

establishment of reflective practice on a day-to-day basis. 
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Summary 

After outlining the initial individual position and the learning process, I can clearly state that both 

are interrelated and dynamic. In addition, the DBA journey showed how my individual and initial 

position was the foundation of the overall reflective learning process. The doctoral programme 

influenced my current personal values and beliefs and challenged my way of thinking and 

perceiving the world. Throughout the four years of the doctoral programme, I have faced situations 

which have affected my professional development. I have learned that if I am able to understand 

a situation and reflect on it, I can gain new knowledge and experiences. This contributes to the 

ultimate goal of becoming a competent contributor to scientific discourse. The reflective process 

has been outlined by using Gibb’s (1988) theory. Gibbs’ Reflective Cycle has enabled me to 

identify learning opportunities which otherwise would have gone unnoticed. Clearly, Gibb’s theory 

– when applied correctly – contributes to the success of overall professional development. 

All in all, the doctoral programme seeks to develop students’ ability to manage learning 

experiences. While the programme stimulates this developmental process and offers tools and 

frameworks for it, it is up to the individual to identify and learn the lessons offered by their own 

experiences and to increase their inclination to learn from reflection. For my personal goal, the 

experience gained during the DBA programme has shown me how to generate knowledge and 

critically engage with specific topics. This valuable skill will enable me to maintain my 

grandmother's fervour for lifelong learning in the future. 
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ii. Taxonomy of literature review 

According to Cooper (1988), there are six distinct characteristics which can be applied to classify 

a literature review. These six characteristics are outlined below. 

 

Focus: 

Probably the most crucial point in a literature review is an information analysis and synthesis 

which both focus on findings. The review identifies gaps in the current research on security culture 

in the aviation sector. In addition, rather than emphasising research methodologies, the literature 

review focuses on the latest research in academic literature. 

 

Goal: 

The overall objective is to critically analyse the previous research undertaken and to identify 

current issues in the field of security culture in aviation. Moreover, the review aims to assimilate 

and simplify findings in the specific field of research (Randolph, 2009). Thus, the final goal is to 

accomplish a holistic view of existing results.  

 

Perspective: 

As the nature of the overall thesis is a qualitative analysis, the author needs to be impartial and 

exclude prior personal assumptions.  

 

Coverage: 

The author decides to use one of Cooper’s (1988) four coverage scenarios, which is an 

exhaustive review with selective citation. The specific literature selection is outlined in the next 

section.  

 

Organisation: 

The review will be organised in a mixed method, starting with an introduction. Then, the author 

will describe the method used and presents outcomes in a conceptual format. Finally, results will 

be discussed.  

 

Audience: 

Predominantly, the main audience is supervisors of the University of Portsmouth. The literature 

review might later be forwarded to scholars and practitioners. 
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iii. Selection criteria of relevant literature 

The overall literature review will be performed in two approaches. First, several research threads 

build the basis of the literature review, all conducted within one database, EBSCO. Second, in 

respect of revealed references from the first approach, additional data will be examined to obtain 

a more comprehensive knowledge background. Table 11.1 summarises the key research threads.  

 

Table 11.1: Key research threads 

Research thread Database Limitations Returns Returns 

saved 

Returns 

used 

Aviation security EBSCO library 

Title 
peer-reviewed 

2007-2017 
English, German 

197 20 9 

Aviation safety EBSCO library 

Abstract 
peer-reviewed 

2007-2017 
English, German 

678 30 12 

Security culture and 
aviation 

EBSCO library 

Title 
peer-reviewed 

2007-2017 
English, German 

3 3 3 

Security culture and 
aviation 

EBSCO library 

Abstract 
peer-reviewed 

2007-2017 
English, German 

32 15 8 

Security and aviation EBSCO library 

Title 
peer-reviewed 

2007-2017 
English, German 

Journal of Air Transport 
Management 

18 11 5 

Security and aviation EBSCO library 

Abstract 
peer-reviewed 

2007-2017 
English, German 

Journal of Air Transport 
Management 

28 9 7 

Aviation security and 
culture 

EBSCO library 

Title 
peer-reviewed 

2007-2017 
English, German 

6 4 4 

Aviation security and 
culture 

EBSCO library 

Abstract 
peer-reviewed 

2007-2017 
English, German 

33 10 5 

TOTAL   995 102 53 
Source: own illustration (2019) 
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iv. Summary of key frameworks in security culture 

 

Table 11.2: Key frameworks in security culture 

Authors Content Industry Focus 
CLTRe, Norwegian 
company 

Software tool used to analyse 
security culture, indicates which 
elements of security culture 
need to be addressed to 
achieve a more security-
conscious workforce. 

Banking Seven core dimensions: 
behaviours, attitudes, 
cognitions, compliance, 
communication, norms, 
and responsibilities 

Chia et al. (2003) Based on framework of Detert et 
al. (2000) Importance of top 
management, employee 
awareness and involvement. 

Information, IT Security awareness. 

Schlienger and Teufel 
(2003) 

Based on Schein’s (2010) 
corporate culture model, 
framework based on internal 
marketing for analysing security 
culture. 

Information, IT 5 phases: pre-evaluation, 
strategic planning, 
implementation, and post-
evaluation. 

Zakaria (2004) Based on Schein (2010), 
develops a data collection 
method. 

Information, IT  

Koh et al. (2005) How security governance 
influences security culture, in 
particular, sense of 
responsibility and ownership of 
security. 

Information, IT Structural and functional 
mechanism are influencing 
factors. Security 
governance provides 
adequate mechanism to 
enable managers to 
allocate responsibilities 
and accountabilities. 

Chang and Lin (2007) Examination of relationship 
between organisational culture 
and information security culture 
to qualify impact using 
regression analysis = significant 
relationship. 

Information, IT  

Dojkovski (2006) Discusses key managerial 
challenges in developing 
security culture. 

Information, IT Identified 3 external 
influences: 
1. National and ethical 
culture. 
2. Government initiatives in 
raising awareness and 
setting benchmarks. 
3. Vendors who may 
provide trustworthiness. 

Ruighaver et al. (2007) They claim an ideal security 
culture balances both internal 
and external factors. 

Information, IT  

Al Natheer et al. (2012) Main factors are governance, 
legal/ regulatory environment 
and corporate citizen. 

Information, IT  

Lim et al. (2010) Based on Detert et al. (2000). 
Determines to what extent 
security culture is embedded in 
organisational culture and 
expresses the relationship 
between them. 

Information, IT Organisations with a high 
security risk profile need to 
embed security culture in 
order to influence 
behaviour and actions. 
Nature of the relationship 
is classified as separated, 
subculture or embedded. 

Da Veiga and Eloff 
(2010) 

Propose framework to cultivate 
security culture within 
organisational culture  

Information, IT They list a number of 
components that 
organisations should 
implement to address 
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human, process and 
technical threats. 

Alhogail and Mirza 
(2014) 

Concerned with the 
development of a 
comprehensive information 
security culture framework for 
organisations. 

Information, IT STOPE (Strategy; 
Technology; Organisation; 
People; and Environment) 
has been used as a basis 
for the framework to 
integrate the various 
issues of information 
security. 
The resulting framework 
incorporates the four main 
domains of the human 
factor diamond: 
preparedness, 
responsibility, 
management, and society 
and regulations. 

Tang, Li, Zhang (2016) More attention must be drawn to 
the users’ behavioural 
perspectives regarding 
information security. A culture 
which encourages employees to 
comply with information policies 
related to collecting, preserving, 
disseminating and managing 
information will improve 
information security. 

IT Relationship map for 
organisational culture and 
information security 
practices, organisational 
culture, information 
security, security culture. 

Sherif et al. (2015) Organisations should be guided 
by a culture of security, with the 
purpose of protecting the 
organisation’s assets and 
improving 
individuals' security behaviour. 
Key literature relating to security 
culture in the period of 1999-
2014 is reviewed. 

n/a Examine the role of 
security awareness, 
behaviour, and how they 
can play an important role 
in changing the existing 
culture into a security 
culture. 

Brooks (2010) Corporate security also has 
interrelationships with 
criminology, facility 
management, safety, and law. 
Identification of core functions in 
corporate security, illustrated in 
framework. 

Criminology This approach results in a 
two-level structure to the 
framework, with core 
corporate security 
categories as Level 1 and 
allied or supporting 
categories as Level 2. 

Balthazard, Cooke, 
Potter (2006) 

Describe how organisational 
culture is manifested in 
behavioural norms and 
expectations, focusing on 12 
sets of behavioural norms 
associated with constructive, 
passive/ defensive, and 
aggressive/defensive cultural 
styles. 

n/a Correlation analyses 
illustrate positive impact of 
constructive cultural styles, 
and the negative impact of 
dysfunctional defensive 
styles. The results clearly 
link the dysfunctional 
cultural styles to 
deficits in operating 
efficiency and 
effectiveness.  

Meyer and Horn (2009) Case study tries to come to a 
basic understanding of "security 
culture" and to create 
guidelines. 

Aviation 5 step model by Hudson 
(1994) illustrates security 
lifecycle/maturity: 1. 
emerging 2. managing 3. 
involving 4. cooperating 5. 
continuous improvement. 

Williams (2009) Developed scale useful for 
measuring supply chain security 
culture, projecting norms and 
values to support secure 
activities and to be vigilant with 
security efforts. 

Transport A unidimensional, five-item 
scale with strong 
psychometric properties. 
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Pettersen and Bjørnskau 
(2015) 

Theoretical framework highlights 
challenges and disparities 
between the way flight safety 
and aviation security are 
organised in civil aviation. 

Aviation In addition to discussing 
the survey results, 
concerns are raised about 
organisational 
contradictions between 
safety and security and the 
ability of aviation to 
manage the competing 
logics and contradictory 
organisational principles. 

Nunes-Vaz and Lord, 
Steven (2014) 

Paper uses security-in-depth 
principles to provide practical 
guidance for the design of 
physical security systems in 
complex infrastructures. 

General, partly 
aviation 

Shows how packages of 
controls (in “layers” defined 
below) are developed to 
change the probabilities of 
harmful events occurring. 
Each element is justified 
on the basis of value for 
money and the ability to 
manage the risks identified 
by risk owners and 
stakeholders as primary 
concerns. 

Sadovaya and Thai 
(2015) 

Examine the impacts of the 
Effective Maritime Security 
Management Model (EMSMM) 
on organisational performance 
of shipping companies. 

Maritime Hypotheses were tested 
using structural equation 
modelling (SEM). 
Proposed model has 
direct, positive impacts on 
security, business 
resilience and customer 
performance, as well as 
indirect positive 
relationship with security-
related and time market 
performance. Time 
Performance is negatively 
influenced by Security 
Policy, Systems and 
Procedures, Security 
Incidents Handling. 
Continuity of Operations, 
and Security Assessment. 

Lim at al. (2010) Explores the relationship 
between the nature of 
organisation culture and 
information security culture 
(ISC) and argues that 
organisations that have a 
medium to high security risk 
profile need to embed ISC to 
influence employee actions and 
behaviours in relation to 
information security practices. 

IT Framework offers 
suggestions for 
organisations moving to 
the desired level of ISC to 
enhance employees’ 
security-related actions 
and behaviours in 
protecting organisational 
information according to 
organisations’ priorities. 

Source: own illustration (2019) 
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v. Tentative model of a corporate security culture in the aviation industry 

Source: own illustration (2020)
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vi.DBA journey objectives 

Table 11.3: DBA targets 

Targets 
Tools/Skills/Resources/

Assets of support 
Obstacles/ Barriers 

Date and report 
on/ evidence of 

progress 

Date of 
start 

Date of 
complet

ion 

Personal 
● Be less 

judgemental 

● Strengthen 

self-

confidence 

● Improve 

focus 

- Peer review 

- Friends' review 

-  Get to know colleagues 

with different backgrounds 

- Use planning tools to stay 

more focused 

- Lack of honest 

response 

- Lack of interest 

among colleagues or 

peers 

- Ongoing friends' 

review 

- Since January 2017, 

lunch with different 

colleagues once a 

week 

October 
2016 

Approx. 
October 
2020 
 
 
 

 

Academic 
● Build 

confidence 

in research 

topic 

 
 
 

- Use full extent of library 

sources 

- Organise time well 

- Use university support 

(mentor, supervisor) 

- Read at least 3 articles a 

week 

- Not ready enough 

- Hard to set priorities 

- Not “meeting” mentor/ 

supervisor 

- Lack of motivation 

- Since November, 

use of mentor 

support 

- Articles to read have 

been listed in 

calendar since Oct 

2016 

October 
2016 

Approx. 
October 
2020 

Professional 
● Achieve 

greater 

depth of 

knowledge 

of “security 

issues” 

● Improve 

planning/ 

decision-

making skills 

● Increase 

monitoring/ 

delegating 

● Build 

professional 

network 

- Make use of line 

managers/ senior 

colleagues 

- Use continuing training 

opportunities  

- Meet team on regular 

basis 

- Engage in line managers' 

meetings (when they are 

related to the research 

topic) 

- Establish connection to 

external influencers of 

research topic 

- No clear focus 

- Time-consuming for 

experts 

- Disinterest of 

colleagues 

- Colleagues too 

practitioner-focused 

- Meet line managers 

in conferences 

- Establish contact 

with external 

“security” experts 

(since February 

2017) 

- Discuss academic 

theory with experts, 

meeting them once 

a month 

October 
2016 

Approx. 
October 
2020 

Source: own illustration (2019) 
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vii. Interview related documentation 
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viii. Expert interview guideline 

QUESTIONS TOPIC LIST - UP837590 
Questions for Semi-Structured Expert Interviews – CORPORATE SECURITY CULTURE  

 

Experience/Aviation Environment/Knowledge/Security Policies 

1. For how many years have you been working in the aviation environment? Prompt: former 

experience before aviation 

2. What is the purpose and structure of your department? 

3. Do you know what topics are described in the current security policy and how they are applied? 

 

Security Culture and Organizational Culture/ Security Components 

1. What do you understand under the term security culture? 
2. Where do you see the link and difference between security culture and organizational culture?  
3. How do you prioritize the following components of a security culture (1 = not important; 2 = slightly 

important; 3 = fairly important, 4= important; 5 = very important) 
and why? Prompt: Which of the components are constituting components and which are 
influencing the development of a security culture? 

 

 description influencing constituting 

  1 2 3 4 5  

Security 
awareness  

Knowledge regarding valuable assets       

Training  Education methods, programs       
Security 
ownership 

Assignment of ownership in key areas, 
responsible for own actions, decisions 

      

Compliance 
behaviour 

Way of acting as a means of fulfilling 
needs, following actions, guidelines 

      

Security behaviour Way employees act implicates security 
behaviour e.g. password/ lock screen 

      

Management 
commitment 

Active participation, support        

Leadership Guidance of employees        
Security policies Documents that outline protection from 

threats and how to handle it 
      

People Personal values, beliefs, attitudes       
Organisation Structure, procedures, strategy       
Technology  Workplace, hardware, software 

equipment 
      

Change 
management 

Discipline to drive organisational 
transformation and success 

      

Assessment/ 
Monitoring 

variety of methods or tools to evaluate, 
measure and document readiness, 
cultivation progress, skill acquisition, or 
organisational needs 

      

 

Commitment/ Leadership and Impact 

1. Where do you experience security related issues in your daily work? 
2. Did you have any positive/ negative experiences, OR did you experience (see, hear, feel) any 

positive/ negative issues of security?  
Prompt: How does/did it affect your work? Prompt: methods of improvements; implementation of 
positive ones? 

3. Within your responsible area, how are security incidents shared? 
 

Future/ 

1. Do employees understand and acknowledge current rules, guidelines, rewards, control practices? 
Why? 

2. What are changing trends in aviation that might lead to re-think the current status of security 
culture?  

3. What are further skills to maintain a security culture?  
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ix. UPR16 Submission form 

 

 


