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ABSTRACT 

Wireless Body Area Networks (WBANs) are emerging technologies used in the medicinal market for 

various applications. They connect sensors throughout the human body and hence possibly used to 

monitor health. However, one of the significant disadvantages of WBANs is notable security and 

protection problems that need rectification to protect critical data. In previous researches, WBANs have 

single-layer authentication protocols that are not compatible with their device design qualities, and 

malicious attackers can take advantage of this. For this purpose, this work has introduced a lightweight 

and multilayer authentication protocol for WBANs, which uses one-to-one group authentication and 

group key development algorithm with low software costs to communicate between personal digital 

assistants (PDA) and sensor hubs. This model presents the ECAF (Elliptical Curve Algorithm using 

Foci) calculation, which provides low computing cost, high security, etc., that further integrates with 

the hash function. Finally, the security and implementation analysis reveal the stability and 

effectiveness of our convention. All key generations and validations used in our protocol implemented 

are for better performance and efficiency. 

Keywords: WBANs Security, Wireless Body Area, Authentication protocol, ECAF, Multilayer, 

Lightweight 

 

1. INTRODUCTION 

The advent of technology has its advantages and disadvantages. On the one hand, we get comfort and 

digitization in every aspect of human life. However, we pay the price of decreasing privacy and security 

for users and developers of such technologies. The IoT industry is one of the primary victims of 



malicious attacks and cybercrimes. The applications use sensors to collect data from various daily life 

objects and manage them from a distance effectively, making every sensor node increase the risk of 

privacy. WIFI users have also been increasing in today's world due to its fast and efficient applications 

and lower costs than its wired counterparts have. However, WIFI networks are subject to hacking 

through fake networking IDs and cyber-attacks. 

Generally, open cloud stages are open for all client and private cloud administrations. There are 

essentially a few kinds of administrations provided by the cloud, for example, Software as a Service 

(SaaS) cloud (Ex. IBM LotusLive), Platform as a Service (PaaS) (Ex. Google AppEngine) and 

Infrastructure as a Service (IaaS) (Ex. Amazon Web Services). From a security perspective, getting 

information from the private cloud server is not doable by the web customer without approval. In this 

way, it is a fundamental issue to check the customer's approval before providing access rights. With the 

fast improvement of the Internet and electronic business innovation, numerous administrations are 

given to the customer/client through Internet correspondence, for example, web-based shopping, on the 

web game, disseminated electronic therapeutic records framework, and so forth. Among every one of 

these applications, cloud security is additionally a significant issue from a business viewpoint. A few 

confirmation conventions are required to approve the customer; passwords with hash function-based 

systems are more adequate because of simple execution. [14] They have structured a dispersed condition 

for the private server where the customer could finish the approval process. To finish the approval 

process, this article plans a confirmation convention that verifies the customer and, at that point, concurs 

upon a typical secret session key for secure correspondence. 

This research creates an IOT based algorithm that will acquire data through a Wi-Fi network and server 

along with the system's authentication so that any third party cannot breach it to get personal 

information. [12] An efficient and lightweight authentication protocol using Elliptical Curve 

Cryptography (ECC) is required for many applications, especially to reduce the vulnerability of RFID 

systems. RFID has a trendy wireless technology for the automatic identification of objects using a 

contactless manner. These objects range from assets of supply chain management to passports and 

baggage at the airport and alike. Hence, with multiple layers of authentication, it can get the security 

which we aim to provide with our research. 

Cloud computing has various advantages, but it also depends on private data (for example, messages, 

individual health records, company finance, and government reports.) to remote servers like cloud 

specialist organizations (CSPs) which causes security concerns. The CSPs like AWS and Microsoft 

Azure keep the information for clients and get to clients' delicate data without approval. To address the 

above issue, this model has used a protected tree-based pursuit conspire over the encrypted cloud 

information, which supports multi-keyword ranked search and dynamic activity on the report 

assortment [11]. 



Authentication protocols for organizations engaging in data-critical communication are essential. All 

websites that take user information and save it on the site as cookies or sessions should authenticate 

each node in the network for user safety. Even communication in sensor networks for various IoT 

(Internet of Things) applications involves data transmission between nodes, base stations, and database 

servers in open or adverse settings causing the data packets to become an easy target for injections and 

attacks. Hence, authentication protocols are required for all types of networks. 

If the sensor nodes and sites have limited resources in a network, traditional asymmetric cryptographic 

key authentication protocols such as digital signatures become ineffective. Signing and validating each 

data packet in a more significant bandwidth is cumbersome and inefficient, making this process 

impractical for WSNs. Many types of research have been done to solve this issue, with the most 

successful algorithms being the AES and DES, which are not lightweight enough for small networks 

and networks with limited resources. This work creates a lightweight system that will adhere to a multi-

signature scheme, which will provide double-layer security for better user privacy. The multilayer part 

of the system is the use of two layers of authentication the system. The first is using the ECC algorithm 

and then making the system even more secure using the hash function. Private data like username and 

password are very vulnerable for a user and can easily be hacked using methods like brute force. Our 

goal is to develop an algorithm able to restrict admin access to a user's password.  

This model provides optimum privacy to users and ensures that the IoT algorithm is encoded, which 

makes it even more secure from third-party attacks. 

 

1.1. Contribution: 

This work is focused on providing a secure method of authentication for WBANs. The data that is stored 

in WBANs contain sensitive information regarding user’s health and welfare. These WBAN sensors 

are widely used in the healthcare industry. It is crucial that the user data stored in the sensor is secured 

and is accessed by the proper authority. Due to the openness of WBANs, it is prone to data manipulation 

and hacking by third parties or hackers. The sensors and devices that are used in a health care system 

need critical examining and security. There must be a restriction on data access and should only be 

handled by authorized personnel. Therefore, it is vital to have a secure method of authentication of data 

for such devices. In this proposed work, a multilayer authentication protocol is introduced, which 

authorizes the users to access the data, and no one can modify the collected data from the users. In 

previous works done in this field, a single layer of authentication is used in maximum cases. Even if a 

double-layered approach is implemented, the algorithms used are not lightweight, require more power, 

and have a high overhead. In this implementation, the approach taken minimizes the use of power and 

reduces overhead which is beneficial for small powered devices like WBANs. The method uses an 

ECAF algorithm in the first layer and a user-defined hash algorithm in the second layer. This 



combination of algorithms is the essential novelty of this research and is explored in this paper as it 

provides a lightweight authentication protocol. The ECAF algorithm is relatively new and has not been 

explored to its full potential as of now. In this work, a new mathematical model is provided based on 

this algorithm to extend this concept further. The union of the user-defined hash algorithm and ECAF 

with new mathematical modeling is used to provide a safer and secure authentication protocol for 

WBANs, a new approach for securing usernames and passwords. It secures the password even from the 

admin to minimize security breaches.  The aim is to provide a fast and reliable system and can be used 

in critical industries like healthcare and the military. 

The remaining part of the paper is arranged in sections. Section 2 explains the previously proposed 

protocols referenced. The survey table in this section highlights the algorithm used, security level, 

encryption-decryption of the different protocols, and whether they are lightweight and multilayer. 

Section 3 describes the proposed algorithm, Section 4 shows implementation, Section 5 discusses the 

results, and Section 6 discusses the conclusion and future work. 

 

2. Literature Review/ Related Work  

Authentication is one of the most important steps in any featured system. It is established due to the 

dire need for privacy and security of the users. Before implementing this system, previous similar 

systems with the parallel concept were taken into account to find out how to be more innovative and 

produce an even better system. Shao, Z. [1] proposes an authentication scheme for WBANs, as these 

devices are prone to data manipulation. To WBANs, anonymity and shared security mechanisms are 

important, and the communication must be encrypted and unlinked to other resources. Because of the 

limitations of the resources available for these sensors, this paper proposes a lightweight anonymous 

mutual authentication and key agreement scheme for centralized two-hop WBANs, enabling sensor 

nodes connected to the human body to authenticate with the local server anonymously and unlink-ably 

develop a session key. Their scheme's safety is demonstrated by comprehensive systematic evidence 

using BAN reasoning and informal research. Shim, K.A. [3] in his work focused on making the 

authentication process safe using a multi-layer approach. He proposed an effective multi-layer 

authentication protocol and a stable session key generation process for WBANs in this article. He 

developed a one-to-many team authentication protocol and a community key establishment algorithm 

for personal digital assistants (PDA) and then each sensor node with low computational cost and energy 

efficiency. Książak, P. et al. [7] in this research claim that the protocol that they created using scalable 

encryption could withstand various attacks but is vulnerable to off-line password guessing attacks and 

privileged insider attacks. In this article, they suggest a reliable anonymous encryption method that 

provides high security to healthcare apps utilizing WMSNs. They also point out that they cannot provide 

anonymity for the user with their protocol.  Tu, H. et al. [9] discovered that protocol by Zhang et al. is 



susceptible to the assault of impersonation in the paper encrypted main agreement protocol for SIP 

using a smart card. They recommend an improved protocol to resolve the deficiency. Analysis of safety 

reveals that the current protocol could solve the vulnerabilities in the implementation of Zhang et al. 

and provide alternative methods for security enhancement. Jiang, Q. et al. [11] in this paper, 

introduced a comprehensive three-factor authentication method that not only protects specifically 

established assaults but also includes more ideal security features. They display how their scheme uses 

the Burrows – Abadi – Needham [40] rationale to provide shared authentication. Kaur, K. et al. [12] in 

their work introduced a system that integrated RFID with the ECC algorithm. Radio Frequency 

Identification is a dominant cellular Identification and Data Capture technology.  In such structures, 

anonymity must be incorporated to produce the highest level of authenticity throughout. This paper uses 

the Elliptical Curve Cryptography (ECC) to propose an efficient and lightweight authentication 

protocol. This is proven safe by establishing shared authentication between both the server and tags; 

while protecting against the risks of replay, tracking, snooping, and genetic manipulation. AVISPA was 

also used to explicitly test the protocol's security features. Tewari, A. and Gupta, B.B. [14] suggested 

an ultra-lightweight shared encryption protocol in this paper that requires only bitwise operation and is 

therefore very efficient in terms of space and interaction costs. Furthermore, overhead measurement is 

very small and they have contrasted their proposed study with the existing ones, which confirms the 

quality of our method, as the results obtained were positive.  Li, X. et al. [15] proposed an interface that 

is relevant to the shared cloud environment, and based on it; a smart-card encryption mechanism has 

been introduced in which the authenticated client may safely access all private information from all 

private cloud servers. In this research, they used the AVISPA method and BAN logic template to 

validate the suggested protocol. Shen, J. et al. [19] in this article suggest a cloud-aided lightweight 

certificate-free authentication protocol with wireless body area networks which is anonymous in its 

nature. In his or her model, no one, except for the network manager in the authentication process, can 

get the real identity of the client. In addition, the network manager is unable to know the real identity 

of the user in the authentication phase. The work by Wang, K.H. et al. [21] leverages the weakness of 

the paper ultra-lightweight shared authentication protocol for RFID tags in IoT by Tiwari et al. [14] 

where the protocol seeks to provide the least cost for secure communication in both space and 

processing in the authentication. The key made to share between that and a back-end database server 

and an attacker in this attack can obtain a tag. They also consider the option with some modifications 

of patching the system. The work done by Vijayakumar, P. et al. [25] presents an anonymous framework 

for authentication of WBANs. The authors are focused on creating a model that supports location 

privacy. They have identified four entities through which the data in WBANs pass through and have 

used SSL encryption along with other ECC-based algorithms in this model. The authors have a done a 

security analysis test along with a computational test of the model to evaluate the performance of their 

model. Tan, H. and Chung, I. [26] propose an authentication using a group key distribution scheme and 

ECG sensors. They identified three important factors for their research which are personal controller 



which is in this case a smartphone, a medical center or hospital, and sensors. They use certificate less 

cryptography and use a biometric sensor to authenticate a user. They provide security analysis that 

shows the attacks that this model can endure and claim the system to consume less computational power. 

The model proposed by Odelu, V. et al. [27] promises a secure authentication method for WBANs using 

bilinear pairing and cryptographic hash functions [31]. They identify 3 main entities in the network of 

WBANs and focus on securing the credentials of these entities and the network establishment. The 

authors create simulations using the JPBC library to show the security of the system. The paper by 

Kompara, M. et al. [28] analyses the authentication protocol that was proposed by Li, X. et al. [16] and 

provides a more efficient method taking the existing paper as its base. It keeps the core element of the 

existing paper and provides a new modified model for better security, which helps in extending this 

concept further. The work done by Mwitende, G. et al. [33] enhances security in WBANs using bilinear 

pairings and the CLAKA scheme. They have integrated the model in a blockchain to make the system 

decentralized and more accessible [29][22]. They use a ring signature for the authentication of the nodes 

in the system. They make the system resistant to a single point of failure and find that it is efficient and 

secure. The model proposed by Jegadeesan, S. et al. [34] provides a way for anonymous authentication 

using a one-time private and public key generation. The research identifies two entities who are 

involved in the data uses of WBANs. It focuses on preserving the identity of the user and their data and 

only authorized people can access the data. They perform a BAN logic analysis to their model to test 

its security and according to that; the system is efficient and secure. The research done by Xu, J. et al. 

[35] explores authentication using key agreements in conjunction with blockchain. They are using a 

blockchain architecture [17] [30] with three nodes and a one-way hash function and XOR operations. 

The model is evaluated by the ROR model and AVISPA tool. It is found to be lightweight and secure 

in its analysis and evaluation. The model can avoid various attacks that are meant for WBANs, provide 

proper security to the critical data, and can be used in healthcare industries. The model implemented by 

Shuai, M. et al. [36] sheds light on the authentication of WBANs, as important and private data are 

usually stored on such IoT devices. The authors are using the ECC algorithm [32] for the model as it 

supports lightweight authentication. They use 3 phases through which the users have to go through 

initialization, registration, and authentication. The system is lightweight as compared to bilinear 

pairings and efficient in its working. The work by Li, X. et al. [38] provides a model, which uses the 

ECC algorithm [23] for authentication of users in WBANs. The algorithm is lightweight, consumes less 

power, and is optimum for small IoT devices like WBANs. It does the authentication in a single layer 

and they have done proper evaluation and analysis of their presented work. Dhanda, S.S., Singh, B., 

and Jindal, P. [39] in their work analyzed and compared various hash functions, ECC, block ciphers as 

well as stream ciphers. The evaluation revealed that ECC and AES were the most relevant options when 

used for lightweight IoT devices. Their parameter included latency, efficiency, and throughput along 

with some other factors, which helped them in evaluating 54 primitives. The proposed model by 

Yuvaraj, N. et al. [41] explores the topic of preserving the privacy of users using the ECC algorithm 



along with PSO that is also termed particle swarm optimization. They use various performance and 

privacy metrics like f-measure and many more. They also use clustering algorithms to test and evaluate 

this model. They aimed to make the system lightweight and efficient in protecting the privacy of the 

user. 

 

Survey Table 

REF. 

NO.  

ALGORITHM USED SECURITY 

LEVEL 

ENCRYPTION 

– 

DECRYPTION 

LIGHT 

WEIGHT 

PROTOCOL 

MULTI 

LAYER 

PROTOCOL  

YEAR 

[1] Short Signature 

Scheme 

LOW YES NO NO 2005 

[2] Probabilistic 

Polynomial 

Time Algorithm 

LOW YES NO NO 2007 

[3] Short Certificateless 

Signature Scheme 

MED YES NO NO 2009 

[4] Bilinear Pairings 

Defined on Elliptic 

Curves 

HIGH YES NO NO 2010 

[5] Bilinear Pairings MED YES NO YES 2012 

[6] Certificateless 

Signature Scheme 

HIGH DOUBLE 

ENCRYPTION 

NO NO 2013 

[7] The Scalable 

Encryption Algorithm 

(Sea) 

LOW YES  YES NO 2014 

[8] Secure Symmetric 

Encryption Algorithm 

Using WSN 

MED YES NO NO 2015 

[9] Probabilistic 

Polynomial-Time 

Algorithms 

MED YES NO YES 2015 

[10] Symmetric Key 

Encryption Algorithm 

HIGH DOUBLE 

ENCRYPTION 

NO NO 2015 

[11] Elliptical Curve 

Cryptography 

HIGH YES YES NO 2016 



[12] Three-Factor 

Authentication 

Protocol 

HIGH YES NO YES 2016 

[13] Automated Validation 

of Internet Security 

Protocols and 

Applications 

MED YES YES NO 2017 

[14] Elliptical Curve 

Cryptography 

MED YES YES NO 2017 

[15] Smartcard Based 

Authentication 

Protocol for Distributed 

Cloud Environment 

MED YES YES NO 2017 

[18] Mutual Authentication 

Protocol 

Using Bitwise 

Operations 

HIGH YES YES NO 2018 

[19] Symmetric Encryption 

and Decryption 

Algorithms 

HIGH YES YES NO 2018 

[20] Cloud-Aided 

Lightweight 

Certificateless 

Authentication 

Protocol 

HIGH YES YES NO 2018 

[21] Ultra-Lightweight 

Mutual Authentication 

Protocol 

HIGH YES YES NO 2018 

[24] Group Key 

Establishment 

Algorithm USING 

WSN 

HIGH YES YES NO 2019 

[25] SSL encryption along 

with ECC-based public 

algorithms 

MED YES NO NO 2019 

[26] Certificateless 

Cryptography with 

biometric 

authentication and 

group key management 

HIGH Biometric 

Authentication 

YES NO 2019 



[27] Bilinear pairings along 

with hash function 

MED YES NO NO 2019 

[28] Key agreement scheme 

split in 3 phases 

MED YES YES NO 2019 

[33] CLAKA scheme with 

bilinear pairings and 

blockchain 

HIGH YES NO NO 2020 

[34] Bilinear pairing with 

anonymous 

authentication 

MED One-time Private 

key generation 

NO NO 2020 

[35] Symmetric Encryption 

with Hash function and 

Blockchain 

HIGH YES YES NO 2020 

[36] Elliptic Curve 

Cryptography 

MED YES YES NO 2020 

[37] Collision resistant one-

way hash function 

MED YES YES NO 2020 

[38] Certificateless 

Authentication using 

ECC 

MED YES YES NO 2020 

[41] ECC in conjunction 

with PSO and 

Clustering algorithms 

HIGH YES YES NO 2021 

Table 1: Survey conclusion 

 

Table 1 provides a holistic view of the aforementioned protocols and techniques that are used in various 

papers surveyed for this work. Three parameters measure the security; high (HIGH), which is the most 

secure combination of algorithms and mathematical modeling, Medium (MED), which has mediocre 

security and has some disadvantages in terms of power consumption and use in WBANs and low 

(LOW) which is deemed as the least secure method when compared to our proposed model. The next 

factor chosen is the presence of an encryption-decryption algorithm as our model consists of encryption 

and decryption algorithms, which helps secure the model further. Then the subsequent factor analyses 

if the model proposed in the existing papers is lightweight and uses less power that is an important 

feature when implemented on a WBAN. Small IoT devices need a lightweight authentication 

mechanism to operate for a long duration without any hindrances. 

Further, the next factor chosen is multi-layer authentication of the model, which analyses if the work 

uses a double layer of encryption to secure users' credentials. As can be concluded, they do not possess 



all the characteristics like high security, double encryption, multi-layered, and lightweight. Thus, there 

is a need for a new protocol having all the features combine, making it more efficient than existing 

techniques. 

 

3. PROPOSED METHOD 

This section comprises three subsections, namely, System features, Algorithm and System 

Model. System features provide details about the fundamental concepts of an authentication protocol 

that can provide a better stand to safety when followed. The subsection, Algorithm, describes 

the Elliptical Curve Algorithm using Foci and its role in generating more robust encryption. The 

following subsection gives a brief idea about the architecture of the protocol and model used in three 

different scenarios’ for encryption. 

 

3.1. System Features 

This paper provides a protocol that gives an upper hand to password security and thus to user’s data 

collected through WBANs. Authorized users like medical institutions, military groups, etc., go through 

proper authentication to access these data. Keeping it all encrypted at the admin level helps protect the 

data from untrustworthy people and the server-side. Because of this, one might not be able to ask the 

admin side to share their password, or no one from the server-side can manipulate the data in any 

manner. The user also has the advantage of changing the password when needed without any fear of 

data breach. Saving encoded passwords at the admin side would decrease the possibility of them being 

stolen, and its smaller length paves the way to lightweight encryption protocol. The use of randomized 

keys helps create unique encryption to similar passwords decreasing password retrieval through brute 

force, SQL injections, etc., by third-party or hackers. Encryption creation and double-checking with 

cryptography while logging in make the protocol more efficient. The paper tries to make the algorithm 

complex enough not to be cracked easily, which helps the protocol to remain intact and secure. Next, 

the concept of multi-layer protocol is used, which promises the safety of the first layer protocol, hence 

providing security and trouble for the hackers. 

 

3.2. Algorithm 

3.2.1. ECAF (Elliptical Curve Algorithm using Foci) 

ECAF or the Elliptical Curve Algorithm using Foci is an algorithm that uses the geometrical shape, 

Ellipse, and the lines cutting through the foci and meeting on the curve. At each intersection of the line 

with the curve, the process collects coordinates for encrypting each letter of the password, which in 



some ways depends on the username too; hence, this model used this idea and implemented a system 

that can create a link between the username and password that makes the pair unique for all the inputs. 

This algorithm, in turn, provides an opportunity for the same passwords but with a different username. 

Hence, a different encrypted password with a different username as well as an identical password for a 

different username can be used. The general equation of the Ellipse is used for the application. However, 

the equation can be taken at any point at the geometrical x, y plane. We are here are assuming the 

following equation for the encryption. 

𝑥2

𝑎2 +
𝑦2

𝑏2 = 1 ……….. General ellipse equation at the origin (1) 

It is up to the algorithm that can take a random number, the username, or the user's birthdate as it is 

never greater than 31; hence, the protocol can keep it in the range and keep it light. Thus, a key is created 

depending on how many times the lines intersect the curve and provide the encrypted message. 

Once the encryption happens for username, the authentication needs the ECAF algorithm again, which 

uses the username or the birthdate as the key, and it will follow the ECAF algorithm to create the 

encrypted password, which then can be then compared and sign in successfully. The model could have 

used the reverse ECAF algorithm, but again, the actual password at the server-side will be needed, 

which is considered unsafe. Therefore, the Double Encryption analogy is followed in this work. 

 

3.3. System Model 

The paper has developed a model with two layers that discusses four subsections, i.e., architecture and 

the protocol applied in three circumstances followed to make the multilayer lightweight authentication 

successful in creating a better version of security for the credentials for safekeeping WBANs data. The 

ECAF process followed by the Hash function certainly provides reliability; hence, the encryption-

decryption and double encryption happen in two application layers, where one follows the ECAF 

process while the other applies the hash function. The figures in each subsection show the flow of the 

application in detail. The password passes through two stages of protocol to convert to robust, unique 

encrypted data at both ends of authentication and creation. The paper discusses two main entities who 

interact with the system as follows: 

1. System User: The system user is the client of the system application who uses the wireless 

communication mode by registering in the system to add and access critical data to the platform, 

which is collected through WBANs.  

 



2. Network Admin:  Network Manager handles the back-end that connects the System User’s data 

and the Server. The model is designed so that the Network admin cannot determine the user's 

actual password to ensure security. 

  

3.3.1. Architecture 

The proposed model helps in forming an authentication process that is secure and lightweight. This 

paper follows an architectural structure in the proper sequence to identify the process of implementation 

of the model. The model provides optimum security in creating a new password and authenticating the 

two layers of protocol to keep the process reliable and unharmed. The user enters a username and 

password during the account creation, where the password is stored in a secured form after applying a 

multilayer protocol over it. The two layers of encryption form a new password, which nobody can detect 

by analyzing or decrypting without a key, not even the site administrator—the information saved on the 

server-side needs secured internet that no hacker can disrupt. The two-way end communication helps 

to keep the process intact and resourceful. When the username and password are entered, the password 

passes through a multilayer protocol that checks with the new password stored inside the server.  

 

Figure 3.1: System architecture for our authentication protocol 

 

The above figure depicts the process of data sharing via network to the end-users and the process of 

checking while data creation and data acceptance at both ends. Thus making a secured channel for data 

sharing. For auto channeling to other pages such as payments, decryption is needed as shown in figure 

4 else; double encryption needs to be followed as shown in figure 3. WBANs or similar devices like 

smartphones, RFID tags, or any Internet of things related thing, which may use wireless connectivity, 

can load and share the data into the network, and send it to the server via following the encryption 

protocol. As mentioned in [18] [19] and [20], one can use the Cloud services as well for the secure 

production of data into the online server. 
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3.3.2. Protocol applied while Sign up 

During the account creation, the credentials entered by the user are considered G as the general 

information. When ECAF is applied over G, the encrypted data becomes – E. Soon after the next layer 

of encryption is applied, the finally encrypted message ready to be stored in the database can be called 

– H1. 

 

Figure 3.2: Encryption while saving data in the database 

 

G used in the formation of the key can further help in decrypting and re-encryption purposes. Further, 

with a username, G applies in the ECAF algorithm to form a unique encrypted password, i.e., E. In 

figure 3.2 above, the model further applies the double layer of encryption when the hash the function 

executes on E to form H2, which saves into the database via any medium through the server, preferably 

by a two-way communication system.   

While signing up (Sending information to the server shown in figure 4.2), the user submits the username 

and password. After clicking the submit button, the information is used to apply the ECAF algorithm 

first, and then hash code is applied, giving no clue to anyone about the contents of the password. Even 

the number of characters cannot be guessed. Then the new password is stored along with the username 

in the server name. A function in ECAF generates a key to apply the hash code. The key can be shared 

with the user for channeling to other pages 



3.3.3. Protocol applied while Sign in 

During the account authentication, the credentials entered by the user consider G as the general 

information. when ECAF is applied over G the encrypted data becomes – E and soon after the next 

layer of encryption is applied the finally encrypted message ready to be compared with the H1 encrypted 

password in the database which if matches provide authorization otherwise the person fails to log in. 

 

 

Figure 3.3: Encryption while authentication data in the database 

 

G in the above figure refers to the username and password shared by the user on the web page. The 

algorithm then uses G for the encryption process which is needed to be applied to create H2, which is 

used in the formation of the key and it further helps in decrypting and re-encryption purposes. Then, 

with the use of a username in G, it applies the ECAF algorithm to form a unique encrypted password, 

i.e., E. In figure 3.3, the double layer of encryption is applied. When the hash function executes on E to 

form H1 which is saved into the database via any chosen medium in the server preferably by a two-way 

communication system.  

On the Login side, (Receiving information from the server shown in figure 4.3) The username and 

password are entered by the user. Again, the password entered passes through the ECAF algorithm, and 

the hash-code is applied using the same random number used in the key generation providing the same 

complex password stored inside the admin side. If the new password formed matches the password 

stored on the server-side then the authentication is successful otherwise unsuccessful. 



3.3.4. Protocol applied while channelling to another page 

For the encryption to be decrypted to its original form, it must be followed by a trusted party who does 

not intend to change the code for decryption and re-encryption process. For this, the code must be 

proctored and the encrypted password codes should not be stored anywhere and only the result of re-

encryption should be stored.  This situation can come to save users time for authenticating multiple 

pages related to one organization; else, section 3.3.3 model shall follow instead of this model.  

 

 

Figure 3.4: Channelling to another page via decrypting and encrypting again 

 

According to the above figure, the H1 is decrypted into G that is the original form from the encrypted 

one. Nevertheless, in the same code, the re-encryption must follow, as the password is ready to be stored 

in the database involving no display of originality of the critical data to the outside world except for the 

real user with the key to the re-encryption and decryption.  

The system has less overhead and better performance as compared to existing protocols as it uses 

username’s length, the password characters and random function forming a complex output with small 

size and another layer of an algorithm is applied called hashing to secure the account from the hackers.  



 

4. Implementation 

This section covers the brief systematic process of the encryption and decryption done as described in 

section 3.3. This work relies on authentication of a wireless body area network, which authorizes users 

to access their accounts without any actual password leakage to a third party. The main algorithm that 

is used in this model for data encryption is ECAF or Elliptical Curve Algorithm using Foci. 

Cryptography helps encrypt the data in such a way that without a key, a non-authorized person cannot 

authorize oneself, which only and only the rightful user has access to. Encryption does not change the 

password but secures it from an unauthorized party; it even encrypts a null message if required. The 

methodology used in this paper creates even a simple string to a complex form using the lightweight 

multilayer algorithm. Next, it does not utilize much of the storage space, keeping it lightweight, and 

usage of characters in some way makes it nearly impossible to crack it back by hackers until and unless 

they have the key. Here the system model follows an algorithm through which the process becomes 

logical and complex at the same time, allowing another layer of hashing that creates encrypted data 

strong enough to use without fear of getting it stolen.  

In the Multi-layer Implementation section, systematic encryption and decryption procedure of the 

ECAF algorithm is provided in brief, which is followed by details of the hashing function used for 

authentication. Internal Calculation gives the numerical instances that help in encrypting, with 

formulas of coordinate geometry that ECAF (Elliptical Curve Algorithm using Foci) uses. The last 

subsection gives a glimpse of the web implementation scenario of authenticating one’s account to 

confirm the working of the system model.  

 

4.1. Multi-Layer Implementation 

The idea for multi-layer implementation is to provide the encryption with an upper edge and make it 

arduous, shrinking the possibility of getting the password hacked. This paper suggests a double 

encryption process, which applies encryption where creation and authentication must be done to 

validate the encrypted data in the server for authorization. Only for the rare cases like, to save the user 

time, the decryption and re-encryption can be followed, explained in section 3.3.4. Further, the 

systematic approach for Encryption and Decryption procedures using the ECAF algorithm and hashing 

is explained. 

 

 



4.1.1. Encryption  

In order to make data more secure, the model negates the display of the accurate data anywhere else 

except while taking input from the user. Then, a double encryption procedure is followed. The data will 

never be decrypted but only be secured; some keys will be stored in the database from the encrypted 

data to use for further encryption and authentication. Hence, it is a lightweight, double-layered and 

double encryption algorithm. After ECAF, another encryption method is used, which is the hash 

function, to make the system more secure. This process happens on both sides. To understand how the 

process was applied, it is divided into two stages as follows: 

Stage 1:   Converting the password to a new form using the ECAF algorithm 

Stage 2:   Applying Hashing over the new form of password giving it a complex new look 

 

4.1.1.1. Stage 1 

Step1:  The elliptical curve is defined using the ASCII code of the first letter of the username and 

password which is then restricted using the remainder function till 30 then the ‘a’ and ‘b’ value of the 

curve is determined, if the remainder is zero then also the value would be taken as 

𝑥2

𝑎2
+

𝑦2

𝑏2
= 1 

Step 2:  Next step is to find the random point (r) on the curve, which is taken randomly from zero to 

the value of a and the ‘y’ value would be calculated from the formula below. We can assume it as the 

original key back to the real values for description, which is x. 

𝑦 =  +√(1 −
𝑥2

𝑎2
) × 𝑏2 

Step 3:   Now, the number of times the lines passing through the foci of the other side to cut the ellipse 

is decided. It is calculated from the summation of the ASCII code of each letter of username limiting 

the number to 10 using the remainder theorem. Assuming the points coming out as (m, n). 

(N) 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑡𝑖𝑚𝑒𝑠 𝑙𝑖𝑛𝑒𝑠 𝑡𝑜 𝑏𝑒 𝑐𝑢𝑡 = (Σ𝐴𝑠𝑐𝑖𝑖 (𝑒𝑎𝑐ℎ 𝑙𝑒𝑡𝑡𝑒𝑟 𝑜𝑓 𝑈𝑠𝑒𝑟𝑛𝑎𝑚𝑒)) %9 +1 

 



 

Figure 4.1. Illustration of point collection through the ellipse 

 

Step 4:   The next step is to collect the ‘N+1’ no. of points. First, a line is passed through that random 

point, r (that was calculated in step 2) passing through the foci, fn cutting at a point p1. This process is 

repeated N no. of times (which is calculated in step 3) where each time the foci of the other side are 

taken for the line to pass through. The lines are drawn in two directions one on the positive side of the 

y-axis and one on the negative side of the y-axis which forms two equations to be followed one by one 

alternatively collecting all of them in an array along with that random number. The two sets of 

mathematical formulas are shown below: 

 

Positive side:  

𝑥 =  
−(𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2) × 𝑚 + 2 × 𝑒 × 𝑛2 × 𝑎3

𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2
 

𝑦 =  
𝑛 × 𝑒 × 𝑥 − 𝑎 × 𝑛

𝑚 × 𝑒 − 𝑎
 

 

Negative side: 

𝑥 =  
−(𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2) × 𝑚 − 2 × 𝑒 × 𝑛2 × 𝑎3

𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2
 

𝑦 =  
𝑛 × 𝑒 × 𝑥 + 𝑎 × 𝑛

𝑚 × 𝑒 + 𝑎
 

r 

p1 

p2 



Step 5:   Now the array collected from the coordinates form an ASCII code array. This array of ASCII 

codes converts to a string of characters. This creates one layered encryption to the entered password. 

Further to add more security features we move to the next stage. 

 

4.1.1.2. Stage 2  

The next step is the simple application of the general hash code using Lightweight Hash functions [39] 

over the new form of the complex password obtained and then it is securely saved in the database, which 

is sent to the server. 

A similar process of Encryption must happen while validating the password. Except for finding the 

random number in step 2, the system used the key shared with the user to encrypt again at the login 

page to verify if the encrypted password turns out to be similar to that stored in the database. The data 

that passed through ECAF and the lightweight hash function is only accessible to the administration 

and not the original password, which is known only to the user while creating the password. Therefore, 

even the admin would never know the actual password. ECAF requires a smaller key compared to non-

EC (Elliptic Curve) cryptography. Unlike other non- EC cryptographies like RSA or DSA, it only 

requires a tiny key which is just a number that helps in deciding the number of turns the lines would be 

taking. This again will create an arduous task for a hacker to guess the correct password as a random 

function creates the key. It helps in reducing storage and transmission requirements. The security of 

elliptic curve cryptography depends on the ability of point multiplication. ECAF with 160 bits key size 

has the same security level as RSA of 1024 bits key size. In regards to computational time, ECAF is 

faster and efficient than RSA. Considering the advances of ECAF, the elliptic curve is adopted to 

execute the encryption and authentication operations in this paper. 

 

4.1.2. Decryption  

The deciphering process follows the reverse order to get back the real values. The ASCII values from 

cyphered password would be taken in reverse fashion, and the usage of the key will keep us known as 

to how many loops have to be taken to regain the critical data. It follows a similar fashion except for 

the formulas for positive and negative sides which are altered, as shown below, to decipher the data. 

Then, the model gets the absolute values back.  

Positive side: 

𝑥 =
−(𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2) × 𝑚 − 2 × 𝑒 × 𝑛2 × 𝑎3

𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2
 



𝑦 =  
𝑛 × 𝑒 × 𝑥 + 𝑎 × 𝑛

𝑚 × 𝑒 + 𝑎
 

 

Negative side: 

𝑥 =  
−(𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2) × 𝑚 + 2 × 𝑒 × 𝑛2 × 𝑎3

𝑎 × 𝑛 × 𝑒2 + (𝑛 × 𝑒 − 𝑎)2 × 𝑏2
 

𝑦 =  
𝑛 × 𝑒 × 𝑥 − 𝑎 × 𝑛

𝑚 × 𝑒 − 𝑎
 

 

However, according to this paper’s analogy, for authentication, we shall prefer using double encryption 

as the administration side will not be able to crack the password until they have the key to it. If the need 

for decoding passwords comes, the administration can have a third party trustworthy to use the data for 

authentication purposes who will take full responsibility for any security breach. The proctoring of code 

must be done so that there are not any flaws in the system at any point while deciphering it. The only 

thing the user has to keep from sharing is the minor key. This provides a more secure way to authenticate 

the account to access critical data as the password is kept safe, and this step increases security. 

 

4.2. Internal Calculations 

For Instance, let us assume one’s username is Anjali and password is root. Then the 

steps followed will be:  

 

Step 1:  

a = ASCII code for ‘A’ % 30 = 5, (‘A’ being the first letter of ‘Anjali’) 

b = ASCII code for ‘p’ %30 = 1 (‘p’ is the first letter of ‘password’) 

 

Step 2:  

  
𝑥2

52 +
𝑦2

12 = 1 

 

Step 3:   

Key: x = random (1, 5) %10 = 2 (where 5 is a) 

    y= +√(1 −
22

52) × 12  =  (𝑢𝑝𝑡𝑜 𝑡ℎ𝑟𝑒𝑒 𝑑𝑒𝑐𝑖𝑚𝑎𝑙 𝑝𝑙𝑎𝑐𝑒𝑠) 0.916 

 



Step 4:  

Now we will collect the x and y values (Up to three decimal places) And put the value of e  

 

Positive Side: 

 

𝑥 =  
−(5 × 2 × 𝑒2 + (0.916 × 𝑒 − 5)2 × 12) × 2 + 2 × 𝑒 × 0.9162 × 53

5 × 0.916 × 𝑒2 + (0.916 × 𝑒 − 5)2 × 12
=  −3.918  

 

𝑦 =  
0.916 × e × x − 5 × 0.916

2 × e − 5 
=  −32.836  

 

Negative Side: 

 

𝑥 =  
−(5 × (−32.836) × 𝑒2 + (n × e − 5)2 × 12) × m − 2 × 𝑒 × n2 × 53

a × n × e2 + (n × 𝑒 − a)2 × b2 
=  84.987  

 

𝑦 =  
n × 𝑒 × x + a × n

m × 𝑒 + a  
=  4  

 

Step 5:  

Repeat it 2 times now and we will get out encryption as: 

P = 2.000-3.918-84.987…. two more terms 

Q = 0.196-32.836+4.000 …. Two more terms found 

 

Here, instead of decryption, the encrypted data is stored in the server and while authenticating, the user 

can authorize into the system with his key. When it is re-encrypted, the converted passwords are 

matched and checked, if there is no distinction the users will gain access to their account. To channel 

into a new page, for decryption purposes, the negative and positive sides are flipped and the reverse of 

the encrypted password provides the ASCII values one by one to decrypt it using the key to the random 

number at a later stage. But this takes more time as the encrypted password is called and decrypted and 

then re-encrypted so the double encryption method is preferred more according to this paper. The 

encrypted message takes the last two numbers until any ‘+’ or ‘-’ is collected. Those two numbers from 

p and q are our x and y. According to this algorithm, the first negative side is solved and then the positive 

side. 

 



4.3. External Web View 

To successfully store user passwords in the format of hash code generated by the algorithm as 

mentioned earlier, this work uses a user interface developed with PHP to allow users to register, log in, 

and retrieve forgotten passwords efficiently without hassle. 

First, a user needs to register through a website which is using a lightweight multilayer authentication 

protocol (LIMAP). When the user registers, they are prompted to enter their First Name, Last Name, 

Email Address, Password, and contact number like “anjpurdev”, which is registering as shown in figure 

4.1. The password entered is not explicitly displayed while typing, so intruders looking behind the user 

whilst registering cannot see the password. Once the user registers, our algorithm uses the email address 

and password to generate a hash code stored in the database. After successful registration, a successful 

registration prompt is generated, as shown in figure 4.2. 

 

 

Figure 4.1- Registration Page 



 

Figure 4.2 – Successful Prompt 

 

The database view of a user’s password and details is shown in figure 4.3. It has the generated hash code 

along with the id, first name, last name, email address, and date of post stored. 

 

 

Figure 4.3- Database Users Which Stores the Hash codes 

 



When registered and the users want to sign in with the website, they are prompted to a sign-in page as 

shown in figure 4.4 where they have to enter their email address and password. The LIMAP system 

generates a hash code with an email address and password.  

 

Figure 4.4- Sign in Page 

 

 

Figure 4.5- Warm Welcome Page 

 

Figure 4.6- Error Page 



The currently generated hash code is then compared with the one stored in the user's database and if they 

match a warm welcome page is shown as given in figure 4.5 otherwise an error page as shown in figure 

4.6 is generated if the Hash codes do not match. 

5. RESULTS AND DISCUSSION 

An advanced security system for WBANs was successfully developed in this research which provides 

ample security to user credentials when trying to view data. The security of this system was higher than 

other conventional security systems, which follow encryption for storing and then decryption for 

retrieval of passwords causing the attackers to come in between when the password is decrypted and 

breach the security system. However, the proposed algorithm has two layers of protection for the 

password. First, the email address and password go through the elliptical curve algorithm, and then a 

hash code is generated for the same, which gives higher protection. 

Several other papers propose protocols that have used the ECC algorithm, and some of them reach the 

high-security level as our protocol, as seen in [11] [14]. However, they do not have multiple layers of 

authentication. This proposed protocol uses less memory than the said papers in a similar context and 

has better speed. 

A double encryption system is developed for this system model wherein both registering, and sign-in 

phases go through encryption. The generated hash codes are then compared to the ones in the database 

to prompt successful or unsuccessful logins. It is clearly shown that even the admin of the database 

cannot access the password because the passwords are converted to hash codes and then sent to the 

database, which allows the admin only to see the hash code and not the actual password. 

In today’s world, unethical hackers and attackers are increasing by the second, and they have various 

malicious ways to breach security systems. Hence, the need to develop a better security system for the 

integrity and privacy of websites and users has arisen. This level of security was achieved in this 

research by having not one but two layers of security, the ECAF algorithm, and hashing. The work 

proposed a multilayer lightweight authentication protocol that can be used in websites that use the bank 

information of clients and payment applications that credit and debit money from the client’s bank 

account or websites that deal with critical private data like WBANs data. 

 

5.1. Advantages of the proposed protocol: 

1. Double protection is offered by the protocol as both the ECAF algorithm and hashing are used. 

2. The developed system can be used and integrated with various websites and sensor nodes even 

if they do not have access to hardware. 

3. It is lightweight with minimum server interference and efficient group key generations. 



4. Even the database admin cannot access the passwords of the clients stored in the database as 

they are stored as hash values.  

5. Less software and computing costs are required for the execution of this protocol. 

6. Higher security is provided by this protocol as compared to other authentication protocols. 

 

5.2. Comparisons 

This work has developed a protocol that provided security to users' credentials when accessing critical 

data. Here, we have compared the model with the system proposed in papers using similar algorithms. 

The comparison takes into account some critical parameters that are critical for an authentication 

protocol. The parameters are Admin level security, Complexity, Multi-layer protocol, key generation, 

and computational cost. These parameters are taken into account two most relevant papers are 

appropriately surveyed and compared to this proposed work. One can look for the details regarding 

these papers in section 2. A brief description of the work of these papers is mentioned to have a clear 

view of the comparison. 

 

 Proposed Model Amin R. et al. [18] Shen J. et al. [19] 

Admin Level security Yes Yes No 

Complexity High High Med 

Multi-Layer protocol Yes No No 

Key Creation Yes Yes Yes 

Computational Cost TECAF + TH 5TH 4TMUL + 2TADD +3TH 

Table 2: Comparison among two papers where TECAF: time applied for ECAF algorithm solving, TH: time applied for Hash 

Code solving, TMUL: the execution time of a scalar multiplication operation, TADD: The execution time of a point addition 

 

The Admin Level Security parameter implies if the password and username are secure from the view of 

the admin or not. It is an important parameter that should be considered while implementing an 

authentication protocol. The complexity implies if the algorithms used have a complex encryption model 

to be cracked by a third party easily. The Multi-layer parameter is taken up to measure the security and 

layers of encryption in work. Key generation is considered to understand if the model has an approach 

to create a key similar to the work done here. Computational cost is the overhead that is generated while 

the protocol works. It is an essential factor for small devices like WBANs as they are small in size with 

limited storage. 

The model proposed by Amin R. et al. helps in securing data by storing all the information in a cloud 

environment. The authors analyzed algorithms and concepts in previous papers and, based on those 

papers, created a modified protocol using mutual authentication and key agreement and perform 



cryptanalysis of the techniques. They have verified their model using the AVISPA tool and performed 

various tests for their system on various security threats. It was observed that the login and the 

authentication take more computational cost as compared to algorithms like ECAF, which is lightweight 

and takes comparatively less power to perform such functions. The system was not working on a 

multilayer platform though it provided admin-level security and high complexity.  

The work done by Shen J. et al. proposes an authentication protocol that provides a secure platform for 

accessing data stored in the cloud. The protocol they propose is lightweight and certificates, and it does 

not disclose the user's real identity to even the admin of the application using this model. Nevertheless, 

the model is designed in such a way that the network manager (admin), which compromises the user’s 

privacy and is prone to third-party interference, can see the password of the user. The system does not 

have multilayer encryption and has a medium-level complexity. Our double-layered model supersedes 

their protocol, as it is lightweight and has double encryption that matches the encrypted passwords by 

encrypting the password twice, once in registration and once during login. The computational cost of 

LIMAP is low compared with the cloud-aided model as it takes more cost to incorporate the cloud 

technology. 

5.3. Performance Evaluation  

1. Admin Level security  

During the authentication time, the password at the User end is not visible. However, the visibility on 

the admin side keeps the password still vulnerable to theft. The password visible at the admin side is 

again at risk of getting into the wrong hands at some point in time. This paper keeps the cyphered 

password at the server end so that, except the user, nobody else has access to the password, not even 

the admin. 

 

2. The complexity of the algorithm 

This is to understand that if a third party with wrong intentions can detect the algorithm and technique 

of password formation and crack the code, can get access to an account that has some confidential data. 

Therefore, an algorithm is needed, which can have a complex structure with random variables used so 

that through password is not easy to crack. This work uses ECAF which takes random numbers and 

particular parameters assigned to it for the key generation which is impossible to crack. After the first 

layer of encryption, the model uses a modified hash function for another layer of encryption, and this 

message is stored in the database. The whole model is designed in such a way that it is nearly impossible 

to crack the technique of encryption and even id someone knows the technique it is not possible to get 

the actual password from the encrypted message stored in the database. 

 

3. Multi-layer protocol 



It is known that rather than a single layer of security, a multi- layer makes it stronger and safer. So here, 

this paper creates a multilayer protocol for double safety. 

 

4. Lightweight:  

While applying encryption protocol it is seen that it usually takes more space and reduces speed for 

accessibility. This work provides an innovative way to save storage. Here, the model applies the 

algorithm in such a way that it does not make the encrypted data elongated but keeps it fixed to a defined 

length, usually that of the password. It also uses ECAF which is known to be lightweight as compared 

to conventional encryption models like AES or DES. It does not use bilinear pairings which makes the 

system slow and creates excess overhead. It uses a modified hash function which is modeled to use less 

power for operating, hence making it a lightweight protocol. 

 

5. Unique encrypted passwords:  

Some unique usernames have the same passwords, which can create similar encrypted passwords. This 

paper has tried to come up with an algorithm that creates a unique encrypted message even for the same 

passwords for unique usernames. This avoids any loopholes in the system and provides more clarity in 

its implementation.  

 

6. Double encryption check:  

If one has the password stored in the system then both encryption and decryption take place, which 

means the server side needs to store the right password. This will be a point of vulnerability for the 

password. Hence, the paper has come up with the analogy to keep the encrypted password at the admin 

side and while authenticating (logging into the system) the password can be encrypted again for 

authorization. This model does a double encryption check for the password at the server end. 

 

7. Key Creation:  

The smaller the key, the easier it is to remember it. This paper created the key for all the random 

variables assumed with the shortest possible length to make it easier for the user to remember and keep 

it safe without sharing. This also helps to keep the system lightweight and consumes less power for 

operation. 

6. CONCLUSION 

With the increasing modernization and digitization of everything in the last two decades, the 

threats to personal security are rapidly increasing in the world. The increasing popularity of 

Wi-Fi in every household causes personal data to be saved in worldwide databases and various 

servers, making getting unauthorized information of people from all over the world more 



effortless with each passing day. Hence, this work has proposed a system that will provide 

multi-layer security to the users in whichever platform it is being used. The system is a 

lightweight authentication system and is termed lightweight due to it being free from any 

hardware appliances and heavy server interferences. It can be presented in the form of a simple 

IoT code, and a simple user interface application. It takes two layers of authentication to make 

strong security for all the login systems and similar systems in the upcoming future. The work 

has evaluated various research papers and modeled this system by filling up all the 

shortcomings that were relevant in those papers. The first layer is of authentication uses the 

ECAF algorithm, which takes a random point in a created elliptical curve and continues to do 

so a certain amount of time so that the admin and any third-party attacks are not possible as 

they do not know the random numbers used and the number of iteration that is being used. The 

generated coordinates get appended to the password, and this string goes into the hash function 

for further encryption. Then this generates a strong password stored in the database and is 

checked each time the user logs into the account. This system is very secure and was also tested 

on a demo registration site, as presented in this research. The proposed model evaluates the 

system using specific key parameters and compares the protocol with similar papers to provide 

more clarity. It is effectively lightweight and easily integrable with various websites and 

network nodes. The model can be further extended by integrating technologies like the cloud, 

which is a great platform for data storage which will help increase storage space as well as 

blockchain, which will make the system more secure by storing data in blocks that any user 

and transactions cannot alter will be final once a block is created. These technologies can be 

incorporated in the future to make the model more efficient and reliable. 
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