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Abstract 
 

The central focus of this study is information sharing among security agencies in the 

context of a fragile state emerging from conflict. Knowing that current fragile states 

cause risks to the world’s security, this study uses Lebanon, a strategic fragile country 

of the Middle East, as a case study. Therefore, the aim of this study is to critically 

examine law enforcement agencies’ information sharing practices in a post-conflict 

context so as to better understand how these practices may contribute to the 

development of civil society. This research focuses on how information sharing among 

security agencies can be an indicator of the ‘health’ of a country emerging from 

conflict. For this purpose, the researcher conducted documentary research in order to 

develop a framework for understanding the development of security agencies in 

Lebanon. Additionally, semi-structured interviews were conducted with key role 

holders in the security sector of Lebanon. The findings obtained by the researcher were 

analysed using a general inductive analysis approach, and the research concluded that 

there is (1) a link between information sharing among security agencies and the 

‘health’ of a country emerging from conflict. This link is dependent on the nature of 

the security threat, and whether or not it is related to the secterian Lebanese conflict. 

(2) The research also concluded that information sharing should be considered a new 

indicator group to be added to the already existing indicators of the Fragile State Index 

developed by the Fund for Peace (FFP) to rank countries according to their fragility 

score. This case study suggests that the findings and conclusions that were reached in 

this research can be potentially transferable to other developing societies that have 

emerged from a sectarian conflict. It puts forward suggestions and recommendations 

for future research focusing on the study of information sharing within the security 

sector and other public sectors, as well as in fragile countries other than Lebanon 

existing at various stages of conflict, post-conflict, and stable peace.  
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Chapter 1- Introduction 

 

The capacity of states and their security apparatus to face concurrent threats and ensure internal 

stability are key growing challenges due to globalization and weakened governmental powers that 

fail to control cross-borders events. In order to fight terrorism, organized crimes, and other 

contemporaneous cross-borders threats, effective exchange of law enforcement information and 

intelligence is essential. It is consequently necessary that law enforcement authorities are capable 

of requesting and obtaining information and intelligence locally, regionally, and internationally in 

an efficient and effective manner. Cooperation and exchange of information and intelligence 

between law enforcement authorities have always existed either within formal or informal 

capacities. Nowadays, in countries where such cooperation exists, and strong security are in place, 

this exchange takes place through legislation, international agreements, and conventions, using a 

more formalized base. It is nonetheless still highly dependent on different organizational cultures 

to share information or refrain for self-serving purposes, thus increasing barriers to effective 

sharing.  

The contemporary threats of terrorism and transnational organized crimes challenge the existing 

framework for international security and require new demands of the security apparatus of nation 

states. These threats become even more heighted in fragile states (Rf. Section 2.1) emerging from 

conflict and facing fragmented societies and governance. This thesis studies information sharing 

in the security field, it takes Lebanon – a Middle Eastern fragile state emerging from conflict with 

a deeply divided ethno-sectarian society and with a high geopolitical and regional interdependence 

– as a case study to investigate information sharing among security agencies as a possible indicator 

of the ‘health’ of this country. This chapter starts with a background section that introduces the 

research topic and explains the importance of information sharing among security agencies in post-

conflict contexts, generally, and in Lebanon specifically. It also explains the interest and 

perspective of the researcher on this topic, then it introduces Lebanon and its consociation model 

along with the security dynamics in this model with a particular focus on information sharing. The 

second section of this chapter defines the research aims and objectives. Finally, this chapter ends 

with an outline of the following chapters provided through an executive summary of this thesis.  
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1.1 Background  

 

1.1.1 Research topic  

 

Peace, security, and stability along with good governance are preconditions for states to attain 

sustainable economic growth and prosperity. Nevertheless, risks affecting peace, security, 

stability, and governance are multidimensional challenges that exist and come in some states on 

top of fragmented multi-ethnic societies. By definition, post-conflict settings suffer a considerable 

security void that leads to external interventions (Feil, 2002). Local security agencies in post-

conflict situations are either dysfunctional and cannot provide security, or operate outside accepted 

norms, for example abuse of power and corruption It has been defined that the four bases of post-

conflict reconstruction are security, social and economic well-being, justice, reconciliation, and 

governance. All these pillars are interlinked. Nonetheless, security constitutes the foundation on 

which improvement in the other issues lies (Feil, 2002).  In order to provide security, threats must 

be identified and tackled. Furthermore, the success of security agencies in identifying threats and 

addressing them lies in their ability to collect, analyze, and appropriately share information (The 

9/11 Commission report, 2004). Furthermore, information and intelligence are listed among the 

five crucial areas that “offer opportunities to develop, access, organize, and focus capability better 

to meet pressing security needs” (Feil, 2002 p.101). Additionally, information sharing and 

exchange programmes for local security forces are used in development programmes aimed at the 

reconstruction and reform of security institutions in post-conflict contexts. 

 

In Lebanon, the country studied in this thesis, the security scene is immature, it is mostly based on 

reactive approaches and lacks a strategic vision. The Lebanese security agencies have — only 

recently — emerged from the Syrian military control that ended in 2005. A series of around fifty 

explosions and assassinations occurred between February 2005 and January 2018 (Figure 10). 

Security agencies remain divided according to sectarian considerations, this affects their 

interaction between each other in view of the absence of a proper and effective coordination 

mechanism. The following section will better introduce the Middle East in general and Lebanon 

in particular. 
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1.1.2 Background about the Middle East region and Lebanon 

 

The Middle East Region comprises Syria, Lebanon, Jordan, Iraq, Kuwait, Saudi Arabia, Bahrain, 

Qatar, United Arab Emirates, Oman, Yemen, Egypt, Palestine, Turkey, and Iran. Starting 2003, 

the security dilemma in the Middle East was redefined as the region witnessed a deterioration in 

its security structure (Salem, 2008). This deterioration was caused by several changes, of which 

the war in Iraq in 2003, the crises created by the Arab Spring in late 2010, and the ongoing war in 

Syria that started in 2011 are the main elements. These changes were accompanied by a shift of 

the balance in power in the region, as well as political changes coupled with the deterioration of 

security in the Arab world. Consequently, international and regional players started facing 

unprecedented threats domestically, regionally, and internationally (Al-Marzouq, 2016). In this 

unique environment of violent non-state-actors and nation-states, the region has witnessed the 

creation of two opposing groups: Iran and its allies in the region (the Iraqi government, the Syrian 

regime, and the Lebanese Hezbollah), and the U.S.A with its regional (mainly Saudi Arabia and 

Israel) and international allies. The clashes between these two groups are significant, as each side 

has their own geopolitical goals that they pursue in addition to their self-interest in enforcing their 

regional and global powers (Juneau, 2009).  

 

The rise of Iran post-2003 was one of the major changes in the Middle East region. Firstly, the 

ideological and national security threats that Taliban and Afghanistan along with the Saddam’s 

regime in Iraq used to exert on Iran were eliminated. Secondly, the increase in oil prices increased 

national Iranian income, prosperity, and the prospects for the Iranians to take advantage of the 

changes happening in the region (Reissner et al, 2004; Alfoneh, 2011). Nevertheless, the old threat 

to Iran was replaced by the American threat that created a geopolitical anti-Iran group comprising 

Afghanistan on the eastern side and Iraq on the western side in addition to Saudi Arabia and its 

Sunni allies (Russell et al, 2002; Juneau, 2009). This escalating competition for influence and 

dominance in the Middle East has evolved from being solely diplomatic to becoming 

confrontational through material support of non-state actors in the region by both groups. For 

instance, Iran supports Shiite groups in Lebanon, Iraq, Bahrain, Saudi Arabia, Kuwait, and Yemen. 

On the opposite side, Saudi Arabia and its Sunni-led Arab allied countries supported by the USA 
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administration are countering the growing strength of Iran by backing Sunni groups in Iraq Syria, 

and Yemen for example. Thus, this confrontation can be described as sectarian i.e. Sunni vs Shiite 

(Al-Marzouq, 2016). Figure 1 entitled “Saudi Arabia versus Iranian competing influence in the 

Middle East” is a visual representation of the map of the Middle East and the competition between 

Iran and Saudi Arabia (backed by the USA administration) (Hroub, 2018). The black arrows in 

this figure represent the previously discussed influence that Iran and Saudi Arabia have in the 

region and the battlefields, where these two powers are competing.  

 

 

Figure 1:“Saudi Arabia versus Iranian competing influence in the Middle East” (Hroub,2018) 
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Lebanon, a country with a surface area of 10,452 km2, inhabited by 6,855,713 in 20191, is an 

important part of the above-described precarious Middle East region. It is inhabited by 18 officially 

recognized religious sects, the most predominant of which are Sunni and Shiite Muslims, 

Christians, and Druze. This religious multiplicity has been the basis of continuous political 

instability and vulnerability as well as sectarian conflicts (Lebanese Baseline information-

UNHCR, 2013). This country is referred to by scholars as an example of consociational democracy 

in the Middle East (Nahas, 2018), consociation being a hybrid model created to regulate conflict 

and distribute power in heterogeneous societies. This model will be discussed in more detail in 

Section 3.3 of Chapter Three. After being recognized as the Greater State of Lebanon on 

September 1, 1920, Lebanon earned its independence from France in 1943 and the country’s 

Christian and Muslim leaders reached a verbal agreement leading to the National Pact (al-Mithaq 

al-Watani), which divides positions of power on a confessional basis, according to the 1932 census 

(El-Khazen, 1991). Lebanon divides power among religious sects, where the President is Maronite 

Christian, the Prime Minister is Sunni Muslim, and the Parliament Speaker is Shiite (Saliba, 2012). 

The Tai’f agreement of 1989 equally divided the 128 parliamentary seats between Muslims 

(including Druz) and Christians. These 64 parliamentary Muslim seats and 64 parliamentary 

Christian seats are then further divided between all the 18 officially recognized religious sects 

(Hudson, 1966). The major functions of the parliament are to elect the President of the republic, 

approve the formation of the executive government, and approve laws and expenditure.  

Tensions in Lebanon have increased since the Syrian war started in 2011 and the rapid growth of 

the Islamic State of Iraq and Syria (ISIS). This country through the eight years of the Syrian crisis 

remained the host of the largest number of Syrian refugees per capita with an estimate of 1.5 

million refugees residing within its borders. This is in addition to around 18 thousand refugees 

from Palestine, Iraq, and other countries (UN High Commissioner for Refugees, 2019). Lebanon 

represents a state of hope for the international community as it is considered the front line of 

defence against terrorism spreading in Europe. The stability of Lebanon is therefore considered a 

priority for the European Union countries as well as for the United Kingdom and others. For 

instance, the European Union through its European Neighbourhood Instrument, which is a 

 
1 According to the world bank https://data.worldbank.org/indicator/SP.POP.TOTL?locations=LB 

   there is no official Government statistics to support this information 

 

https://data.worldbank.org/indicator/SP.POP.TOTL?locations=LB
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financial instrument for bilateral cooperation, allocated up to €227.9 million from 2017 till 2020, 

to focus on three priority sectors: promoting growth and job creation; fostering local governance 

and socio-economic development; and promoting the rule of law and enhancing security (EU 

commission, DG Neighbourhood and Enlargement Negotiations, 2019). Similarly, the London 

Conference of 2016 raised over $12 billion to support Lebanon between 2016 and 2020 (Naharnet 

Newsdesk, 2017). 

In order to better understand Lebanon, as the case studied in this thesis, the researcher presents in 

this section a historical background of this country, the root cause of the conflict that led to its 

weak and fragile state, as well as the post-conflict circumstances that encouraged the shaping of 

its consociation model. Furthermore, this section will discuss security dynamics in power sharing 

models as an essential concept for this thesis. 

a) Historical Background of Lebanon 

 

During the rule of the Ottoman Empire (from 1516 until the end of World War I in 1918), Mount 

Lebanon enjoyed a restricted form of autonomy within the Ottoman province distribution. The 

demographic map of Mount Lebanon was divided among Christians and Druze, and the two 

communities had their share of ethnic violence over decades (Kerr, 2006). However, the French 

mandate over Lebanon (1920-1946) led to the expansion of Mount Lebanon to include coastal 

areas in what became known as “The Great Lebanon”. In August 1920, the “Haut-commissariat” 

linked the cazas of Hasbaya, Rachaya, Maallaka, and Baalbeck to Mount Lebanon. Then, General 

Gouraud signed Arrêté 318 delimiting the State of Greater Lebanon, with explanatory notes stating 

that Lebanon would be treated separately from the rest of Syria (Haut-commissariat de la 

République Française en Syrie et au Liban, Arrêté 318).  The new distribution introduced new 

sects such as Sunnis, Shiites, and others into the political scene of Lebanon. These added regions 

that formed "Greater" Lebanon correspond today to North Lebanon, South Lebanon, Bikaa Valley, 

and Beirut (Rabin, 211). Refer to Figure 7 where the black dashed line shows the borders of the 

1861-1918 Mount Lebanon Mutasarrifate as part of the overall map of “The Great Lebanon”. 

Lebanon gained its independence in 1943, and the political system was mainly based on the 

National Pact that lasted from 1943 to 1975 (Salamey, 2009). During the process of independence, 

the biggest question that Lebanon had to face was the question of identity. According to Christian 
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leaders, mainly Maronites, Lebanon was an independent Western-affiliated country that should 

maintain the best relations with France. On the other hand, Muslim leaders viewed Lebanon as 

part of a greater Arab unit, whether it was part of Syria or part of the Arab world as a whole. The 

conflict regarding Lebanon’s identity was regulated in the National Pact, which paved the way to 

the first form of consociation in Lebanon.  

 

Figure 2: Map for Mount Lebanon 1862-1917 and greater Lebanon 1920-2018 
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The Pact (  الميثاق الوطني اللبنانيThe National Pact, 1943) is an unwritten agreement between Christian 

and Muslim leaders in Lebanon to ensure coexistence in the country as a multi-communal state. 

The Pact included the following commitments: 

• Christian leaders abandon the calls for Western protection, while Muslim leaders abandon 

the demand for unity with Syria. 

• Both parties agree on describing Lebanon as neither Francophone nor Arab, but rather 

Arab-affiliated. 

• Positions of power will be distributed as follows: The President of the Republic should be 

Maronite, the Prime Minister should be Sunni, and the Speaker of the Parliament should be Shia. 

• The political system is presidential, where the presidency is allocated to a Christian 

Maronite, the premiership to a Muslim Sunni, and the Speakership to a Shiite. The parliament is 

divided as a 6:5 ratio of Christians to Muslims. 

Despite its disproportionate representation of the sectarian groups (also called confessional 

distribution) in Lebanon, the National Pact succeeded in maintaining a low level of stability inside 

the country, especially during the 1950s (Kerr, 2006). The most important factor introduced by the 

Pact was ensuring the coexistence of the different communities inside Lebanon. Along the 

confessional 6:5 ratio of Christians to Muslims, all seats of the national assembly, ministers, 

general directors of ministries, the head of the Lebanese army, the central bank, the national 

university, and other public positions were distributed between the sectarian groups to create 

balance (Salamey, 2009). However, living through a series of political distress such as the 1958 

clashes, the Pact deteriorated gradually as the minority Maronites held most of the power over the 

majority Muslims. Despite their engagement in governance, Sunnis remained below Maronites on 

the ladder of power, whereas Shiites were almost completely excluded from power distribution 

(Kerr, 2006). These dynamics of governance contributed to the failure of the model. In addition to 

the internal turbulence, the failure of the National Pact in Lebanon cannot be studied without taking 

into consideration impactful regional dynamics, especially in relation to the Palestinian Cause. 

Similar to the case of Northern Ireland, the major conflict in Lebanon revolved around political 

identity, yet the sectarian division played a complementary role in escalating violence and driving 

towards communal divisions. 
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i) Civil War 

 

The initial consociation model in Lebanon articulated in the National Pact officially collapsed as 

the Civil War, characterized by a series of violent sectarian clashes, erupted in 1975. After the 

transfer of the Palestinian Liberation Organization (PLO) centre of power from Jordan to Lebanon, 

Lebanon had already been subject to waves of Arab Nationalism influenced by Nasser’s Egypt as 

a consequence of the civil war of 1957 between pro-Nasser Arab Nationalist Muslims and pro-

western Christians in Lebanon, which ended with the election of a reconciliation president despite 

persistent tensions (Nashabe, 2009). After decades of Maronite dominance, marginalized Muslim 

communities found a new support system in the Palestinian forces, as well as the rising Arab 

power. The stabilized imbalance was shaken (Kerr, 2006). Hostility between both communities 

rose to tension levels, and the question of identity floated to the surface again. The 1970s witnessed 

a series of civil rights movements, such as labour strikes and union protests led by left-wing parties 

such as the Lebanese Communist Party (LCP) and the Communist Action Organization in 

Lebanon. The socio-economic failures of the Maronite-empowered regime increased the rage of 

the lower classes in Muslim communities. Meanwhile, the armed Palestinian presence was 

perceived by the majority of Christian Maronites as a threat to the sectarian balance that was 

fortified through the National Pact.  

The built-up tension erupted into large-scale armed clashes after the infamous “Ain El Remmaneh 

Incident” killing 27 and wounding 19 (Weinberger, 1986). The massacre occurred on April 13, 

1975 when a bus full of Palestinians was attacked by the major Christian party-the Phalangists-

and an armed clash occurred between the Palestinians and the Phalangists. The incident sparked a 

series of sectarian clashes inside Beirut, and Lebanese parties were drawn into the loop of violence. 

However, the incident was the tip of the iceberg in Lebanon, as the question of Lebanon’s identity 

became further perplexed by questioning the country’s position regarding the Palestinian Cause. 

Christian Maronites advocated neutrality in the ongoing Arab-Israeli conflict, whereas Muslims 

called for complete support and engagement in the Arab struggle against Israel and its allies (Kerr, 

2006). Palestinian engagement pushed the military balance in favour of the Lebanese National 

Movement (LNM), which was of Muslim majority (Kerr, 2006). It is necessary to note that most 

parties in the Lebanese National Movement adopted secular ideologies, yet the communal 

distribution ensured that the majority of their supporters were Muslims. The imbalance in power 
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led to the intervention of the Syrian Army to draw the LNM and the Palestinians back (Kerr, 2006). 

However, the Syrian intervention turned out to be an additional factor for violence in the country, 

as clashes between the Syrian Army and the PLO was followed later by clashes between the Syrian 

Army and the Christian parties. Meanwhile, the Israeli forces invaded Lebanon in 1978 and later 

in 1982 to push the PLO away from the Southern borders of Lebanon. The 1980s witnessed the 

decline of Lebanon into a loop of boundless violence (Rf. Section 3.3.1 (b)) (kerr, 2006), where 

sub-conflicts erupted among allies and foreign troops from different countries took part in the 

clashes. Religious violence reached its peak with massacres taking place in Sabra and Shatila, 

Damour, Ehden, and other areas (Makdisi and Sadaka, 2003). The ongoing violence was disrupted 

by several attempts to achieve preliminary peace between the conflicting parties, and examples of 

these attempts include the National Dialogue Committee (1975), the Constitutional Document 

(1976), and the Tripartite Agreement in 1985 that occurred after the departure of the PLO from 

Beirut (Kerr, 2006). The latter laid the foundations for what would become the renovated 

consociation model in Lebanon. Three influential Lebanese elites, Elie Hobeika of the Christian 

Maronites, Walid Jumblat of the Druze, and Nabih Berri of the Shia, each representing a dense 

portion of the communal distribution signed the agreement on December 28, 1985 (Kerr, 2006). 

The agreement was reinforced by two regional powers: Syria and Saudi Arabia. Despite the 

absence of an official Sunni representative in the agreement signature, it was known that the Saudis 

had prepared Rafic Hariri to occupy the Sunni position in the new system. However, since the 

agreement was opposed by a large portion of Christians and Sunnis, the civil war continued and 

additional violence between Hobeika and the rising Samir Geagea within the Christian Lebanese 

Forces erupted. Eventually, the Tripartite Agreement failed due to the lack of domestic acceptance, 

but it remained an important stage that led to the Ta’if Agreement in 1989. 

During the transition from war to peace, between 1989 and 1991, the intensity of political 

assassinations increased. These assassinations reached their peak after the assassination of Prime 

Minister Rafic Hariri in February 2005 (Knudsen, 2010). Lebanon is therefore a ‘unique’ Middle 

Eastern country to have reached such a ‘dark’ record of 35 major assassinations targeting 

politicians and journalists between 1989 and 2010, the majority of which remain unsolved 

(Knudsen, 2010). The post-conflict security incidents, assassinations, and terrorist attacks that 

happened in Lebanon after the assassination of Prime Minister Hariri in 2005 will be further 
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explored in Chapter Five, which constitutes a documentary research about Lebanon and its security 

sector.  

  

ii) Consociation Model (Al Taif) 

 

In 1989, the Lebanese Civil War came to an end through the Ta’if agreement, which was signed 

by the majority of the involved Lebanese parties under external influence from Saudi Arabia 

(hosting the agreement) and Syria. The agreement aimed at reinstating power sharing in Lebanon 

through new arrangements, as the political scene in Lebanon and the region resulted in a different 

context to that in 1943 (Kerr, 2006). On the international level, the agreement legitimized the 

Syrian military presence on Lebanese soil, which was supported by an American and Saudi green 

light. Furthermore, the Syrians and Saudis influenced the restructuring of the Lebanese system on 

the political, economic, and security levels by imposing consociation through domestic elites. 

Saudis supported Sunni leaders such as Rafik Hariri, whereas Syrians supported the recently joined 

Shia representative, Nabih Berri, while Christian leaders were divided among the newly 

established regional system (Kerr, 2006). This system continued to influence the political 

dynamics in Lebanon until its official collapse in 2003, with the invasion of Iraq by the United 

States of America and its allies. 

At the internal level, the Ta’if Agreement introduced some important changes to the Lebanese 

system despite preserving many fundamentals of the National Pact. The most significant 

constitutional change that resulted from this agreement was the shift in power from the President 

to the Council of Ministers (Kerr, 2006). This shift symbolized the transfer of political influence 

from the Christian Maronites (Presidential position) to the Muslim Sunnis (Prime Minister). The 

authorities of the President were reduced into a ceremonial figurehead, thus depriving the position 

from its previous power to appoint and dismiss the Prime Minister, control the Army, and dissolve 

the Parliament (Kerr, 2006). In addition to that, sectarian representation in the Parliament was 

regulated to fit the demographic balance on the ground, and a fifty-fifty representation was adopted 

between Christians and Muslims. Furthermore, after decades of exclusion from representation in 

the National Pact, Shiites rose to power and became an influencing factor in the Lebanese political 

dynamics by the role of the Speaker of the Parliament and their increasing share in the Council of 

Ministers. Finally, the 1943 National Pact had provided Lebanon with an Arab face while 
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preserving its Western orientation, but the Ta’if agreement defined the new Lebanon as an Arab 

country with an Arab identity, while the “Lebanese state remains the final definitive form of 

belonging for all the Lebanese” (Kerr, 2006). 

Based on this consociation model, Lebanon developed its significant power sharing based on the 

sectarian dynamics in the country. Ever since the National Pact of 1943, Lebanon has witnessed a 

growing form of loyalty to sectarian identity at the expense of national identity (Salamey, 2009). 

After suffering from a Christian-Muslim division that led to the civil war (1975-1990), Lebanon 

now lives under a fragile Maronite-Sunni-Shiite balance that is regulated by external powers. The 

fragility of this balance comes from the deep-rooted division between a demographically growing 

and politically ‘underprivileged’ sectarian group (Shiite) and the more politically privileged group 

(Sunni, Druze and Christians). Fluctuating forms of tension and confrontation have been witnessed 

due to this delicate balance. For example, in 2006, sectarian tensions in west Beirut and suburbs 

increased, where the Shiite front was on one side and the Sunni and Druze fronts on the other side 

with the Lebanese Army and the Internal Security Forces standing in between. Later in 2008, this 

tension increased and led to an outbreak of violent clashes between the two groups (Shiite vs. 

Drouz and Sunni) (Salamey, 2009). Based on this troika, the Lebanese scheme including its 

security system was divided accordingly to satisfy the interests of the main sects. This will be 

further explained in Chapter 5, which focuses on the security system of Lebanon. 

b) Security Dynamics in Power-Sharing Models 

 

Power-sharing can be defined as the set of formal arrangements that distribute the rights and 

procedures of decision-making among representatives of communal groups in post-conflict 

societies (Noyes, 2013). One of the foundations in power sharing is the reformation of the security 

system in order to fit the new arrangements. Internal security systems restrict the power of law 

application and the implementation of authority in the hands of official governmental forces. The 

exclusion of power aims at providing order, stability, and optimal connections between citizens 

and governing authorities. The internal security system consists of police and justice institutions, 

army forces, and intelligence units, each having a specific set of missions and authorities (Noyes, 

2013). Police and justice institutions are responsible for preserving civil order and applying justice 

among citizens. Army forces are responsible for defending the state’s borders and serving the 

greater interests of the state. However, armies tend to play an internal role in the case of riots, 
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rebellions, and other emergency cases. Both institutions rely heavily on intelligence to fulfil their 

responsibilities because intelligence plays the role of “precondition” security, which provides the 

necessary information and background for the execution of security measures (Kirk-Smith and 

Dingley, 2009). Increasing emphasis is being placed on the role of intelligence, since it provides 

“insight” needed to face large-scale internal and external threats, ranging from exposing drug 

dealers to preventing terrorist attacks. 

Usually, countries experiencing civil wars witness a partial or complete collapse of their security 

system due to the dominance of dissipated communal power over centralized state power (Wilson 

and Grammich, 2011). In addition to that, consociation models distribute power proportionally 

among representatives of communal units, and therefore, security systems are subjected to radical 

divisions that represent this distribution. For this reason, reconstructing the security system in post-

conflict societies represents a major challenge for all sides contributing to the consociation system. 

Jones et al. propose a methodology for reconstructing internal security systems in consociation 

models, and this methodology involves four initial conditions that are essential for the beginning 

of the reconstruction process. These conditions are: 

• “The existence of a functioning central government. 

• The status and viability of security bodies. 

• The effectiveness of the justice system. 

• A peace agreement or formal surrender” (Jones, Wilson, Rathmell, and Riley, 2005:13). 

As mentioned previously, the presence of a functioning central government is the initial condition 

for the rehabilitation of the security system. Even though consociation models distribute power 

among communal groups, the lowest threshold of social and national unity is maintained through 

a central government. This central government possesses a monopoly of the legitimate use of 

physical force within a given territory, and this monopoly ensures the presence of a focal point 

behind the progress of the political, administrative, and economic cycle of life inside the society 

(Wilson and Grammich, 2011). Furthermore, the centralized government needs to be functional in 

order to play an effective role in re-establishing a security system. The functionality of a 

government in a consociation model depends on an internal and external dimension of stability 

among the conflicting groups. The internal dimension of stability is represented by the agreement 

between domestic elites representing the conflicting communal groups. These agreements aim to 
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satisfy the concerns and ensure the safety of each of these groups, as much as possible. Similarly, 

the external dimension of stability is ensured by a protective layer of conflict-regulation between 

influencing external powers, which aim to satisfy their interests that are served by the domestic 

groups. Even though the process of satisfying conflicting interests remains a risky path, it has 

proven to achieve a minimal rate of peace and stability, such as the case in Lebanon. Finally, the 

presence of a functional central government is the only option that ensures the unity of the state, 

whereas the alternative would be communal-based state divisions. 

After establishing a functional central government, it is necessary to have a look at the status of 

the present security system. In general, ethnic conflicts and civil wars impose a severe effect on 

security systems, whether this effect is complete demolish or partial segmentation based on ethnic 

grounds. In both cases, the security system that would be present at the beginning of consociation 

might be unable to rehabilitate on its own. An example of such complex situations is the case of 

East Timor, where the security system lacked enough servants and volunteers to replenish its ranks, 

specifically after the exodus of more than 8000 civil servants after the end of the war (Wilson and 

Grammich, 2011). Furthermore, the consequences of ethnic divisions go beyond direct 

confrontation between the different groups to include an implicit form of communal loyalty within 

the centralized government. In other words, individuals serving in security systems will continue 

to pursue their communal identity despite belonging to an official security system. Therefore, it is 

necessary to assess the real conditions of the present security system before progressing with 

rehabilitation steps. 

Based on the status of the security system, one can shed light on the status of the rule of law inside 

the post-conflict society. The rule of law can be defined as the power held by the central 

government to practice its authorities and to apply its power on all citizens. In ideal cases, the rule 

of law involves an independent and powerful judiciary system, whose regulations are executed by 

similarly powerful security systems. However, the amendment of deep ethnic divisions usually 

results in weak judiciary systems that are constantly exposed to and violated by political 

interventions. Eventually, the rule of law will itself become dependent on the political dynamics, 

and in most consociation models, judiciary systems require international assistance and 

supervision to ensure a minimal form of adequate rehabilitation (Wilson and Grammich, 2011). 
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Nonetheless, a successful rule of law necessitates the presence of a solid peace agreement that 

focuses on the rehabilitation of the security system. 

The above three conditions for security system reform cannot be implemented in the absence of 

an outline agreement between the conflicting parties (Wilson and Grammich, 2011). The type of 

peace agreements that precede the formulation of consociation models stems from the lack of 

ability to achieve a military victory from both sides, and therefore, “peace” becomes the title that 

incorporates the process of interest distribution among communal parties. Therefore, peace 

agreements convince both sides to “give up” their forces for the sake of achieving the largest extent 

of interests that serve their communities (Wilson and Grammich, 2011). For this reason, 

agreements alone do not achieve peace, but rather constitute the mode of power sharing that will 

ensure reaching the required level of “conflict regulation”. However, studies have differentiated 

between two types of peace agreements that vary depending on the degree of political influence 

on the security system before and after the agreement. According to Noyes (2013), there is an 

inversely proportional relationship between political influence within a security system and the 

strength of this system. That is, when political influence increases, the degree of system reform 

decreases. This is because political influence transforms the security apparatus into a tool for 

political dominance, and thus security leaders are rewarded with decision-making power and 

politico-economic interests (Noyes, 2013). These leaders will protect their “established” interests, 

and therefore, they will prevent any reform in the system that stands against these interests. On the 

other hand, the lack of political influence in pre-agreement situations will result in the dominance 

of political leaders over decision-making, and the absence of influencing security leaders will not 

be able to block system reform (Noyes, 2013). 

Therefore, power sharing in consociation models manifests at the level of security systems. 

Security system reformations can proceed by maintaining a united technocratic security apparatus 

and working on securing the rights and interests of communal groups through constitutional and 

political power. On the other hand, these reformations might result in distributing the power in the 

security system among the parties involved in peace agreements. An obvious example of this 

scenario is the case of Lebanon, where security system reformations resulted in dividing the power 

of the security system among the major sectarian groups in the country. For influencing external 

powers, a reformed security system ensures “an open door” towards influencing positions in the 
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newly established system, and therefore, most security system reformations are inspired and 

controlled by external forces (Noyes, 2013). 

1.2 Research aim and objectives 

 

Through a case study of relevant power sharing arrangements in the fragile, divided and emerging-

from-internal-conflict state of Lebanon, the aim of this thesis is: 

to critically examine law enforcement agencies’ information sharing practices in a post-conflict 

context so as to better understand how they may contribute to the development of civil society.  

The objectives of this research are: 

1. To understand the link between information sharing and counterterrorism in fragile 

contexts; 

2. To critically examine and understand the security architecture of Lebanon and the political 

and sectarian dynamics influencing it; 

3. To study the key features of information sharing among security agencies in the security 

scene of Lebanon using the case study approach; 

4. To position the research findings within existing theoretical frameworks in order to 

contribute to the academic knowledge and understanding of the changing dynamics of, and 

areas for improvement in, information-sharing within the security field of fragile and post-

conflict states.  This is established by investigating: 

- Whether and how the type of security threats to a fragile country such as Lebanon 

increase or decrease the exchange of information among different security agencies;  

- whether and how the post-conflict status of Lebanon might influence the security 

coordination mechanism; 

- whether and how the exchange of information can be reflective of the ‘health’ of a 

country emerging from conflict, such as Lebanon, and whether it can be used as one of 

the indicators of fragility in a country.  
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1.3 Executive summary  

 

This thesis is a case study of the role and significance of information sharing among security 

agencies in post conflict contexts in general and Lebanon in specific. It highlights the challenges 

and opportunities that are related to information sharing practices. It uses qualitative research to 

reveal the scope of information sharing among the security agencies within the power-sharing 

arrangements in Lebanon’s ethno-sectarian, fragmented societies, emerging from internal conflict. 

It also identifies existing barriers preventing information sharing practices.  

Since fragile states pose threats to strong states, they are of interest to state-centric security. 

Therefore, conceptualizing fragile states is important to study development, security threats, and 

information sharing. Through a focus on state fragility in general and in the context of Lebanon, 

in Chapter Two, the concept of terrorism and the association between counterterrorism and 

information sharing practices is addressed in view of how it may produce stability and prosperity. 

The fragile state index is explored as a tool to rank countries according to their fragility score, and 

to assess and analyze peace, stability, and economic performance issues, among others, by 

combining the techniques of information technology and social science.  

 

The motivation behind information sharing could be explained from an information behaviour or 

from an information practice perspective as Chapter Three presents. The factors affecting 

information sharing could be interpersonal, intra-organizational, and interorganizational. These 

factors can be trust, organizational culture, legislations, administrative factors etc. Chapter Three 

also explains critical barriers to information sharing and agency cooperation, such as the presence 

of competitive identities that leads to fragmented societies, as well as the presence of conflict with 

a history of boundless violence and foreign influence making reconciliation harder to achieve. 

Thus, the importance of power sharing within a multi-ethnic society and its role in ensuring 

coexistence.  

 

In order to achieve the objectives of this thesis, as described in Chapter Four, the case study 

approach was used. It relies on the documentary research and semi-structured interview as methods 

to collect data. The sampling of thirteen interviewees and gaining access to them as key role 

holders in the security sector of Lebanon was achieved through gate keepers. The inductive 
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approach was then used to analyse the data gathered from these interviewees and the documentary 

research. Furthermore, ethical considerations and reflexivity of the researcher being a Lebanese 

herself, UK educated, and having worked on Western-funded projects come with challenges and 

opportunities.  

 

The Documentary research conducted in Chapter Five collates and synthetizes documents that are 

in the public domain to develop a framework for understanding the development of security 

agencies in Lebanon. It explains after dissecting the Lebanese security apparatus how it is 

submerged in sectarian politics. It also describes the structure of the security and military agencies 

of Lebanon who are the actors involved in information sharing: the Lebanese Armed Forces (LAF), 

the Directorate General of Internal Security Forces (ISF), the Directorate General of General 

Security (GS), and the Directorate General of State Security (SS). It also clarifies the role of the 

Supreme Defence Council, also referred to as High Defence Council in this thesis, and its 

secretariat general being the backbone of information sharing in Lebanon from a legislative point 

of view. Furthermore, the challenges that the security agencies face are highlighted and include 

partisan loyalty, corruption, lack of resources, and information sharing.  

The findings presented in Chapters Six and Seven show that the participants highlighted 

competition, confessionalism and reactivity rather than proactivity as the main characteristics of 

the security scene of Lebanon. The barriers preventing information sharing were extracted from 

the research findings, dissected, and grouped according to their type: administrative, procedural, 

and legal, technical, information management related, organizational and linked to personal trust, 

competition and power games, confessional and cultural. Additionally, external factors affecting 

local information sharing practices, as per the participants, were labelled as either negative or 

positive depending on their origins and their impact on the information sharing practices of the 

security agencies of Lebanon. The findings on the evolution of information sharing and 

coordination in Lebanon in the last fifteen years, show that the security sector has changed after 

2005 and that incentives can drive information exchange. These incentives can be legislative, 

political, situational, economical, or social. Proposals were given by the research participants as to 

how to enhance information sharing practices in Lebanon. These proposals were grouped by the 

researcher depending on their nature: administrative, legal, technological, or cultural. 
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Finally, Chapter Eight presents the discussion and critique of the key research findings and the 

conclusion. It presents the (1) political, policy and governance; (2) organizational, managerial, and 

administrative; (3) technological, and (4) cultural factors that influence information sharing. The 

findings show that sectarianism acts as a main influencing factor in coordination and information 

sharing within a security agency and between different security agencies. Coordination and 

information sharing are more likely to happen, if they serve the goals and benefits of their identity 

group. Meanwhile, the foreign influence exerted on Lebanon can originate from two main 

categories of countries: countries with power grabbing interests (Saudi Arabia, Iran, Syria, and 

USA) and countries with defence-centric interests (EU and UK).  

This thesis contributes to the fields of information sharing, fragile states, and security and conflict 

studies. It links information sharing among security agencies to the health of a country emerging 

from conflict. It also suggests information sharing as a new indicator group to the already existing 

indicators of the Fragile State Index developed by the Fund for Peace. This case study suggests 

that the findings and conclusions that were reached in this research can be potentially transferable 

to other developing societies that have emerged from a sectarian conflict. It puts forward 

suggestions and recommendations for future research focusing on the study of information sharing 

within the security sector and other public sectors, as well as in fragile countries other than 

Lebanon existing at various stages of conflict, post-conflict, and stable peace.  
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Chapter 2: State fragility 

 

This chapter sets the research within a theoretical framework. It starts by explaining the notion of 

fragile states, a central focus for this thesis. It provides an overview of the indicators used to 

measure state fragility and how these measurements affect policy and attract international 

attention.  It looks at state fragility in general and then moves to looking at it in the context of 

Lebanon. In its second part, Chapter two addresses a topic that has a big impact on fragile states: 

terrorism. It speaks to the concept of terrorism and elaborates on the link between counterterrorism 

measures and information sharing practices which constitutes the first research objective of this 

thesis. While terrorism is not the focus of this thesis, it is tackled as a framing subject that is 

interlinked with the empirical case studied here. This chapter also defines internal security 

measures as part of the counterterrorism strategy of a country. 

 

2.1 State fragility  

 

Fragile and poorly governed states are a main challenge to the world’s security. Thus, measuring 

the stability of a fragile state is of interest for the international community, as this measurement 

helps in assessing the involvement of this state in international security. In addition, measuring 

stability helps attract aid and development resources in order to serve global goals. Furthermore, 

aiming to quantify security, economic, political, societal, and other indicators to score countries 

may lead to changes in policy, governance and strategies designs even though such scores risk of 

reflecting political exercises that lacks the necessary analytical value.  For instance, several risk 

indicators are used to measure the fragility of a state, and the significance of these indicators is to 

label states that are fragile, weak, or failed. Identified global indicators are the basis used to 

measure events in states, as well as the progress or regression of certain related indices, e.g., 

political stability index, fragile state index, index of state weakness, to name a few. Some of these 

indexes are more analytical and offer more than just a ranking. As part of the research objective 

that examines the changing dynamics of, and areas for improvement in, information-sharing within 

the security field of fragile and post-conflict states, this study will examine the possibility of 

information sharing in public agencies becoming an additional indicator to reflect state fragility. 
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For this purpose, this thesis will speak to some of the indexes and will specifically focus on the 

Fragile State Index (FSI). This index follows a methodology with a mixed approach integrating 

the analysis of qualitative and quantitative data sources. It is claimed to establish patterns and 

trends pointing to the root causes of problems faced by countries. This index is presented as a tool 

that serves as a meaningful early warning for decision makers; it may lead to effective policy 

responses as a result of the multifaceted assessments conducted that go beyond specialized area 

knowledge. It is calculated annually by the Fund for Peace foundation and leads to the ranking of 

178 countries based on their fragility. The FSI is based on a comprehensive social science 

methodology and relies on the Fund for Peace Conflict Assessment System Tool (CAST), which 

is a peer reviewed approach that uses three main streams of data for index determination: 

quantitative, qualitative, and expert validation.  The FSI is meant to be an “entry point into deeper 

interpretive analysis for the user – in line with the CAST framework approach” (FFP, FSI and 

CAST framework methodology, 2017 p.3). although this index ranks countries according to their 

fragility score, its ultimate goal is to calculate and assess the pressure and difficulties trends in 

each state.  

 

 By identifying the most salient pressures within a country, it creates the 

opportunity for deeper analysis and planning by policy makers and 

practitioners alike to strengthen each state’s resiliency. (FFP, FSI and CAST 

framework methodology, 2017 p.3) 

  

Previous studies have focused on the importance of coordination between agencies for emergency 

situations and crisis management (Brattberg, 2012; Fimreite et al., 2014; Kettl, 2003). With the 

increase of terrorist attacks, more recent studies have suggested building local capacities for 

improved coordination and information sharing among security agencies as part of the reform 

measures needed (Kettl, 2004; Reinares, 2009). Increased security helps prevent conflicts; 

therefore, the security apparatus is one of the indicators to look at when measuring the fragility of 

a country (The Fund for Peace, 2019). In addition, assessing inter- and intra-organization exchange 

of information between the security actors in a country helps determine the cultures of these 

agencies and one important aspect of their effectiveness.  

 

http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-9
http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-25
http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-30
http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-31
http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-49
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This thesis takes Lebanon, a country of the precarious Middle East region, as a case study to try 

and understand the challenges faced by fragile and developing states emerging from conflict in 

their exchange of information practices. Therefore, it focuses on the exchange of information 

among security agencies of Lebanon. The main aim is to critically examine law enforcement 

agencies’ information sharing practices in a fragile and post-conflict context such as that in 

Lebanon. This is to better understand how these practices may contribute to the development of 

civil societies. Through this case study of Lebanon, the status of the actual information exchange 

amongst law enforcement authorities will be examined.  

 

In a highly connected world such as ours, failed and fragile states constitute a main threat to the 

international state system’s security and stability. As stated in the speech of the United States of 

America’s Secretary of State in July 2008:  

Weak and poorly governed states constitute a main challenge to our world, 

states that are on the verge of failure or have already failed where violence 

and oppression can spread, where terrorist and extremists can gather and 

plot and train to kill the innocents. In a world as increasingly connected as 

ours, the international state system is only as strong as its weakest links. 

(Washington, DC: U.S. Department of State, July 16, 2008) 

Fragile states constitute the main hubs of the world’s violence, both conflict (Syria) and non-

conflict (Egypt) related. Therefore, they are an imperative area of study (Carment, Prest, and Samy, 

2008). For several authors (Rotberg 2004; Ghani and Lockhart, 2009), violence is the essential 

characteristic of a failed state. Although this relationship is not straightforward, Carment, Prest, 

and Samy argue that conflict is both a cause and a symptom of state fragility, which means that 

one cannot equalize fragility and conflict (Carment, Prest, and Samy, 2008). However, most of the 

world’s conflict-prevention, conflict-resolution, and post-conflict peacebuilding endeavours still 

take place in fragile states (Carment et al. 2006a; Collier et al. 2003; World Bank 2007).  

Being a fragile state, considered as the negative image of a state, is also studied for theoretical 

purposes, since fragile states constitute a challenge to social science; the phenomenon of fragility 

crosses more than one discipline (Carment, Prest, and Samy, 2008). Furthermore, state building 

and democratization theories all tackle state fragility while studying economic transformation, 
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growth in development economics, security in international relations, or global political matters. 

Fragile states are important for scholars of international security studies (Job et al. 1992), 

international relations (Jackson 1990), critical theory (Bilgin and Morton 2002), conflict and 

inequality (Stewart and Fitzgerald 2001), and democratization (O’Donnell and Schmitter 1986; 

Zakaria 1997). Furthermore, fragile states have been studied by both development economists 

(Chauvet and Collier 2004; McGillivray, 2005) and political economists (Cliffe and Luckham, 

1999) as fragile environments provide valuable information to these fields.  

Since the 9/11 attack in the United States of America in September 2001, more attention has been 

given to various fragile states. The existing literature on fragile states has not come to an agreement 

on the terminologies used to describe these states. The terms used include weak states (Migdal 

1988), quasi-states (Jackson 1990), collapsed states (Zartman 1995), anemic, phantom, captured, 

aborted, and anarchic states (Gros 1996), anocracies (Russett 1995; Mansfield and Snyder 1995), 

illiberal democracies (Zakaria 1997), delegative democracies (O’Donnell 1994), narco-states, 

dysfunctional states, criminal states, and people’s democracies (Manwaring 2002), neotrusteeships 

(Fearon and Laitin 2004), outlaw states and troubled societies (Krasner 2002), rogue states (Bush 

2002), difficult partners (OECD 2001), difficult environments (Torres and Anderson 2004), Low 

Income Countries Under Stress (LICUS) (World Bank 2002a), poor performers (AusAid 2002), 

failing and failed states (Rotberg 2003), weak performers (ADB 2004), countries at risk of 

instability (Prime Minister’s Strategy Unit 2005), and vulnerable and/or non-resilient states 

(Briguglio et al. 2005).  

Later studies, such as Carment, Prest and Samy (2008), use a more unified nomenclature based on 

three principles. The first principle uses fragility as the main term, incorporating failed/failing, 

collapsed, and weak states. The diagram illustrated in figure 2 indicates how fragility is connected 

to other related terms used in the literature such as state failure, collapsed states and others. It 

suggests that fragile states include all dimensions of collapsed, weak and failed states. It also 

represents an overlap between fragile states, developing, and democratizing states (Carment, Prest 

and Samy, 2008).   
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Figure 3: State failure Venn diagram as described by Carment, Prest and Samy, 2008 

The second principle emphasizes the ability of governments to ensure the development and 

security needs of their citizens (Rotberg 2004). The third principle analyses the fragility of a state 

in a more segregated way instead of speaking of a ‘strong’ or ‘weak’ state in general (Kaplan 

2008).  

It is clear from Figure 2 that fragile states span the entire scope of weak, failed, and collapsed 

states. They also overlap with characteristics that are found in developing and democratizing states 

(Carment, Prest, and Samy, 2008).  

As an important starting point for this research, this section aims to build an understanding of how 

scholars define fragile states. After visiting the aforementioned literature, the researcher decided 

to use the following description of the concept of fragility given by Carment, Prest and Samy:  

fragile states lack the functional authority to provide basic security within their 

borders, the institutional capacity to provide basic social needs for their 

populations, and/or the political legitimacy to effectively represent their citizens 

at home and abroad. (Carment, Prest, and Samy, 2008 cited in Blanchard, 

2018:158). 
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The concept of fragility used in this thesis is thought by the researcher to describe the context in 

Lebanon, the country studied here. On one hand, the author acknowledges the presence of a critical 

body of literature that refutes the concept of state fragility and weakness, claiming that it has a 

negative connotation as it focuses on the shortcomings of a state (Boege et. al, 2009). Boege et.al 

(2009), as an alternative, suggest the adoption of the concept of “hybrid political orders” which 

they argue has a more positive outlook and focuses on the resilience and strength of states. 

Furthermore, the concept of “hybrid sovereignties” was referred to by Fregonese, as an alternative 

to the label ‘weak state’, in order to describe Lebanon beyond the conventional viewpoints of the 

legitimacy of state vs non-state (Fregonese, 2021). Nonetheless, Boege et. al. (2009) admit to the 

influence of the fragile state discourse in framing the development policies and development 

assistance of the majority of donor countries and multilateral donor organizations. Comparably, 

when studying security assistance and the impact of statehood in Lebanon, Santini and Tholens 

refer various times to ‘fragile’ and post-conflict contexts when speaking of security sector reform 

programs (2018). They also speak of “hybrid political regimes” and “areas of limited statehood” 

and discuss the stigmatizing approach of the concept of state weakness and how it can be 

misleading when used in analysing non-Western states, referring to the less controversial ‘modern’ 

notion of hybridity (Santini and Tholens, 2018). On the other hand, the author argues that the 

discussion on state fragility can be misleading only if it relies on the outcome of fragility indexes 

and the scoring values of states. Such information must be treated as an “entry point into deeper 

interpretive analysis for the user” (Fund for Peace, 2018). The fragile state discourse and when 

endorsed with content analysis and qualitative expert review, is able to speak to the realities of 

states. The quantitative aspect of this discourse that leads to measuring indicators and subsequently 

scoring, ranking, and labelling states must give an indication on trends, and through its numerical 

value trigger questions that lead to deeper readings of analysis and additional query by the user. 

Furthermore, it is worth noting that the FSI of the fund for peace, that this study uses, gathers, and 

analyses data and information for the social, economic, security and political pressures faced by 

178 countries and does not focus solely on non-western countries.  

The following section tackles the concept of state fragility in security and conflict studies.  
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2.1.1 State fragility in security studies  

 

In the past, security studies disregarded evolutions in the developing world. These studies have 

overlooked the influence of developing states on global peace and security. While they focused on 

great powers, they only studied developing states in their role as war battlefields and proxies in 

the Cold War (Ayoob 1991). However, scholars have shifted their focus after the end of the Cold 

War to study conflict in unstable zones of the world and their impact on the stability of the 

international system. Research by Buzan (1983, 2007 [1991]) and Ullman (1983) initiated a new 

concept of security with a wider focus on developing states. Subsequently, Waever (1995), 

Caballero-Anthony, Emmers (2006), and other members of the Copenhagen school presented a 

new structured theoretical framework to explain the “essentially contested concept” of security. In 

this framework, the concept of security widened, and it moved from being state centric to including 

five major sectors: military, political, economic, environmental, and societal (Buzan 2007: 2, 34).  

Security studies later shifted to becoming human and nation-centred, where nation-centred studies 

concentrated on traditional and non-traditional threats to state security. On the other hand, human 

security studies take individuals as elements of reference, thus studying the threats to human safety 

in the world. The literature about human security was later divided into two groups, both reflected 

in The United Nations’ (UN) 1994 Human Development Report (HDR) and UN Secretary General 

Boutros Ghali’s Agenda for Peace. The “freedom from fear” group, which highlights a person’s 

individual safety and security, and the “freedom from want” group, which focuses on the right to 

an adequate standard of living. Both groups gave attention to fragile states, the “freedom from 

fear” studies threats to individuals in fragile states resulting from violence in these environments 

(Ignatieff 2002; ICISS 2001). The “freedom from want” analyses the socioeconomic problems 

faced by the same people in the same geographic area (Branchflower et al. 2004). Scholars such 

as Wolfensohn tried to link these two aspects to study state policies that address “the root causes 

of terrorism: those of economic exclusion, poverty and under-development” (2002: 18).  

Moreover, as threats to state security have changed after the end of the Cold War (early 1990s), 

authors using a state-centric approach to security progressively became interested in studying 

fragile states. Consequently, new threats that endangered the existence of states needed to be 

defined. Therefore, many benchmarking documents have been prepared by international 
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organizations and governments to define threats to states and the international system. The UN 

High Level Panel on Threats, Challenges, and Change, for example, defined these threats to 

comprise incidents that result in large-scale death or reducing life chances and weakens states as 

the elementary component of the international system. Six clusters of threats were identified as the 

world’s biggest concerns in the decades ahead: “economic and social threats, including poverty, 

infectious disease and environmental degradation; inter-State conflict; internal conflict, including 

civil war, genocide and other large-scale atrocities; nuclear, radiological, chemical and biological 

weapons; terrorism; and transnational organized crime” (2004: 2). The report also highlights that 

many threats to strong states originate from actors and activities in weak states. This “mutual 

vulnerability of weak and strong states” ranges from international terrorism to the transmission of 

infectious disease. Thus, fragile states in their ability to pose threats to strong states are of interest 

to state-centric security. Ultimately, conceptualizing fragile states will help in the analysis of 

development as well as security related threats, which arise in these states affecting their own 

citizens from one side and neighbouring and faraway states from the other (Carment, Prest, and 

Samy, 2008).  

It is clear from the literature that there is an increased interest in learning about fragile states in 

general, and fragile states in the field of security in specific. Since conflict is an essential threat to 

security, the following section gives an overview about studying state fragility in conflict.  

2.1.2 State fragility in conflict studies 

 

Throughout the Cold War, conflict between states was studied on the periphery of international 

relations and separately from great-power conflicts (Rummel 1976; Gurr 1974; Eckstein 1980; and 

Horowitz 1985). This has rapidly changed after the Cold War era, where the literature on conflict 

can be divided into two clusters. The first cluster emphasizes the main cause of conflict to be 

structure, while the second cluster emphasizes the role of agency, more specifically the relationship 

between competing elites as a proximate cause of conflict (Levy 2001). This division has 

transformed into theories of state failure and fragility, which highlight the role of specific actors 

(Rotberg 2003) or structural settings (Vallings and Moreno-Torres 2005) in their explanations. For 

instance, Vallings and Moreno-Torres argue that weak institutions are the central driver of state 
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fragility. They also associated other factors with a state’s fragility such as economic, violent 

conflict, external shocks, and the international system.  

The most noticeable “failed state” projects, particularly the Political Instability Task Force and the 

annual Failed States Index by the Foreign Policy and the Fund for Peace, originated from the 

conflict literature (Carment, Prest, and Samy, 2008). Both these projects explain the concept of 

“failed states” operationally while trying to associate it to endemic violent civil conflict. 

Consequently, the recommendations after analysing the progression of failed and failing states by 

these projects support scholars and policymakers.  

The literature is therefore divided into two generations of approaches to fragile states (Carment, 

Prest, and Samy, 2008). Below, there will be an overview of these approaches.   

First and second-generation approaches to fragile states 

Since 1990, first-generation approaches to fragile states have become insufficient as they only 

focused on a unilinear chain of causality, which is political discordance and open unregulated 

conflict. Being unidimensional, first-generation approaches focused on causal analysis, 

considering a number of factors that cause conflict or underdevelopment and lead to a state’s 

fragility, failure, or collapse. Accordingly, hypotheses requiring interdisciplinary approaches were 

not studied (Carment, Prest, and Samy, 2008). More recently, democratization scholars started 

including wider scopes in state-building studies, while economists started asking questions about 

political stability. The outcome was new multidisciplinary approaches to studying fragile states 

known as second-generation approaches to state fragility and failure. Firstly, these new approaches 

consider diverse factors related to the economic situation, legitimacy of the regime, and basic 

service delivery as an alternative to the idea of linking fragility and failure solely with violent 

conflict (Kaplan 2008). In fact, a state may be strong in some respects while being weak in others. 

It can also be failing in all aspects. Secondly, second-generation approaches tried to include both 

structure and agency-based factors on the principle that failing is dependent on both structural 

conditions and human actions (Ghani and Lockhart 2008).   

 

Nevertheless, the more recent peacebuilding and development literature still recognizes the 

importance of a disaggregated study of conflict resolution and economic development in post-

conflict zones (Goodham and Hulme 1999; Uvin, 2001). This is not the case for scholars studying 
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fragile countries that are still not facing organized violent conflicts, i.e. states that are fragile yet 

at peace fail to prevent civil conflicts, institutional failure, economic collapse, or all of them 

together (Carment, Prest, and Samy, 2008). Moreover, scholars such as Carment, Prest, and Samy 

have compared the Country Indicators for Foreign Policy (CIFP) with various other indices such 

as the Fund for Peace, the World Bank Low Income Countries Under Stress (LICUS) initiative, 

the Marshall–Goldstone Index, and the Brookings Index of State Weakness. Table 1 constitutes a 

review of the existing fragile state indexes. It specifies the institution that created the fragility 

index, the index name, and a brief description of the index.  

 

Institution  Index Description  

Fund for Peace, Foreign 

Policy journal2 

Fragile states index (FSI) Based on quantitative analysis 

and a qualitative examination 

of the major events in the 

countries. Cohesion, 

economic, political, social and 

cross-cutting indicators are 

used.  

World bank3 Country Policy and 

Institutional Assessment 

(CPIA) 

Based on four dimensions: 

economic management, 

structural policies, policies for 

social inclusion/equity, and 

public sector management and 

institutions 

Carleton University4 Country Indicators for 

Foreign Policy (CIFP) 

Fragility Index 

Indicators measuring 

performance in governance, 

economics, security and 

crime, human development, 

 
2 Fund for Peace and Foreign Policy, “Fragile States Index Data.” 
3 World Bank, “CPIA 2011 Criteria”; World Bank, “Harmonised List.” 
4 Carment et al., “2006 Country Indicators”; Carment, Prest and Samy, “Fragile States Framework”; Carment and   

  Samy, “Assessing State Fragility”; and http://www4.carleton.ca/cifp/ffs.htm. 
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demography, and 

environment. The results for 

each country are then 

averaged in each subject 

cluster: Authority, 

Legitimacy, and Capacity 

(ALC). 

Brookings Institution5 Index of state weakness in the 

developing world (ISW) 

Based on four baskets of 

responsibility: economic, 

political, security and welfare. 

George Mason University6 State fragility index (SFI) It measures the state 

effectiveness and legitimacy 

in the key dimensions of 

security, governance, 

economics and social 

development, based on the 

idea that the state’s ability to 

win the loyalty of its people 

depended on its performance 

in these spheres. 

Table 1: a review of existing fragile state indices 

The distinctions between the current indices for state fragility are based on whether they provide 

no rankings, partial rankings, or complete ranking of countries, as well as the theoretical 

underpinnings of these indices that explain the causes, symptoms, and outcomes of state fragility 

(Ferreira, 2017). Table 1 summarizes the list of mostly used indices that provide state rankings. It 

is not within the scope of this thesis to compare these indices but rather to give an overview of the 

existing approaches to state fragility. For the purpose of this thesis, the researcher has decided to 

adopt the ranking of the Fund for Peace Fragile State Index, which will be further discussed in 

 
5 Rice and Patrick, “Index of State Weakness.” 
6 Marshall and Goldstone, “Global Report on Conflict”; and Marshall and Cole, “Global Report.” 
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Section 3.2 of Chapter Three. This selection is based on the methodology implemented by the 

Fragile State Index (FSI) to calculate its ranking, which triangulates its results from six social and 

economic indicators, six political and military indicators, and more than 100 sub-indicators 

(Ferreira, 2017). The FSI originates from the Fund for Peace’s Conflict Assessment System tool 

(CAST) that was created in the 1990s to guide practitioners and policymakers in understanding 

and measuring conflict (Fund for Peace, 2019). The FSI was introduced in 2004, based on CAST 

social science approach, and it uses data from three sources: “pre-existing quantitative data sets, 

content analysis, and qualitative expert analysis — triangulated and subjected to critical review to 

obtain final scores for the Index” (Fund for Peace, 2019). The strength of this Index resides in the 

strength of the analysis that lead to it through a thorough methodological approach, which 

systematically integrates a broad range of data streams. The FSI is one of the indices used by the 

United Kingdom’s Department of International Development (DFID) to list and rank fragile states 

according to the following score breakdown: alert (90-120), warning (60-90), stable (30-60) and 

sustainable (0-30) (Ferreira, 2017).  

Section 2.1 introduced the topic of fragile states. It reviewed the literature on first- and second-

generation approaches to state fragility. It highlighted the importance of learning about fragile 

states in security and conflict studies. Lastly, it presented the existing indices used to measure state 

fragility and explained the choice of the researcher to use the Fragile State Index in this thesis. The 

next section will tackle terrorism: a main security concern that has a major impact on fragile states 

and drives their internal security measures and information sharing practices.  

2.2 Terrorism - A Main Security Concern 
 

In this section an overview of terrorism as a framing topic for this thesis and a major contemporary 

security concern is presented. Developing internal security measures to maintain stability and 

address the sources of terrorism is essential. Internal security measures aim to prevent terrorist 

attacks from occurring inside a certain country; this type of counterterrorism focuses on the 

exposure and destruction of active and non-active terrorist cells. With intelligence being a 

backbone of internal security, the degree of intelligence development signifies the level of 

immunity that a state has against internal attacks. In addition, intelligence provides states with the 

necessary information required for ensuring the stability of the country.  
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The end of the Cold War in the last decade of the 20th century (early 1990s) had a dual impact on 

international relations (Yilmaz, 2008). From one side, the withdrawal of the Soviet military from 

eastern Europe permitted democratic changes to happen in states that were previously under 

Marxist dictatorships and helped end several conflicts that persisted during the Cold War in 

developing countries. From another side, the fall of the Soviet Union was accompanied by the rise 

or comeback of several conflicts some of them within the former Soviet Union (conflict between 

Armenia and Azebaijan), and other conflicts arising in developing countries outside the former 

Soviet Union such as India and Sudan (Yilmaz, 2008). Therefore, the bipolar international system 

that existed during the Cold War shifted to a unipolar system under the leadership of the United 

States. Thus, the Cold War signified the deflection of international politics into a new unipolar 

world system that founds its basis on the concepts of globalization, liberty, and democracy (Tomja, 

2014). Consequently, the end of the Cold War led to stability from one side and instability in 

international relations from the other side (Yilmaz, 2008). One of the consequences of post-Soviet 

Union instability is the rise of the Islamic Jihadist groups, specifically Al Qaeda in Afghanistan 

and Pakistan (Hooker, 2004). The promising ambitions of peace, prosperity, and democracy were 

suddenly faced by one of the most complicated phenomena facing international security and 

politics, also known as terrorism. Counterterrorism is a reflective phenomenon that is defined by 

negation; that is, it integrates its meaning through opposing another established concept, which is 

terrorism in this case. Therefore, it is necessary to start by defining terrorism as a prerequisite for 

understanding counterterrorism — a central global security focus and a framing subject for this 

study. Additionally, it is of equal importance to understand how information sharing among 

security agencies is strategically linked to countering terrorism in contemporary security practices.   

2.2.1 Definition of terrorism  

 

During the French Revolution in the 1790s, the term ‘terrorism’ was invented as a result of the 

eruption of a new form of violence. This period was referred to as ‘The Reign of Terror’, in which 

large-scale violence by the French state was witnessed (Mahan and Griset, 2008). Later, during 

the war between France and Germany between 1870 and 1871, French and Russian peasants 

resisting German occupation were considered terrorists (“free shooters”) (Nabulsi, 2005). In 1934, 

terrorism was brought to international attention, as it started being considered an illegal and 

punishable activity by the League of Nations. Therefore, in their convention, acts for the 
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prevention and punishment of terrorism were drafted (Sinclair, 2003). After few years, a Zionist 

terrorist group founded by Avraham Stern gathered to evict the British authorities from Palestine 

and create a Jewish state. Similarly, Irgun, another Jewish terrorist group, bombed the headquarters 

of the British Forces in Jerusalem in 1946 killing ninety-one people (Hoffman, 1999). In the 1980s, 

terrorism reached its peak and the number of reported terrorist attacks increased to reach ten per 

day (Risks International, 1985). Terrorist attacks in 112 countries were then studied between 1975 

and 1997 by Li and Schaub, who discovered that the Middle East ranked first as the most prolific 

hub for international terrorist incidents (69%), while Europe ranked second (65%) and Africa, 

Asia, and America subject to significantly fewer international terrorist attacks (Li and Schaub, 

2004). These percentages have increased the interest of the researcher to focus on the Middle East 

region, being the biggest hub for terrorist incidents. This focus is fixated in this thesis on a strategic 

country of the region (Lebanon) and it further explores information sharing among its law 

enforcements agencies as one of the security challenges that, when given enough weight, is 

believed to greatly contribute to the success in foiling terrorist activities.  

 

The concept of terror was not introduced recently, as it prevails in history of political dynamics 

since the ancient Rome era, i.e., for over 2100 years (Matusitz, 2012). However, although several 

definitions of terrorism have been given by scholars and researchers, there is not a universally 

accepted one given the fact that defining terrorism as a concept of law has always been a challenge. 

Renowned international lawyers have expressed apprehension about the legal significance of the 

term “terrorism”. 

 

We have cause to regret that a legal concept of "terrorism" was ever inflicted 

upon us. The term is imprecise; it is ambiguous; and above all, it serves no 

operative legal purpose. (Baxter, 1974 p.380) 

 

Terrorism is a term without legal significance. It is merely a convenient way 

of alluding to activities, whether of States or of individuals, widely 

disapproved of and in which either the methods used are unlawful, or the 

targets protected, or both. (Higgins, 1997 p.xi) 
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Until 2001, it was possible to postpone the need for defining terrorism. Nonetheless, on September 

11, 2001, the United States of America experienced the worst terrorist attack in its history. It was 

committed by 19 militants associated with Al Qaeda. In this terrorist attack, also known and will 

be referred to as the 9/11 attack, 2,750 people were killed through a series of airline hijackings and 

suicide attacks against New York City and Washington D.C. (Bergen, 2019). After this terrorist 

attack, a new wave of terrorism symbolized by religious ideology floated to the surface of 

international politics, coupled with the rise of Islamic Jihadist groups in Afghanistan (mainly Al 

Qaeda). The 9/11 attack marked the beginning of a new era in the political history of the world, in 

which “terrorism” became a universal enemy to many states and countries around the globe 

(Gunaratna, 2002).  

 

Al Qaeda consisted of thousands of Muslim volunteers from different areas of the Islamic world. 

After years of fighting Soviet occupation, the Soviet retreat, and the control of US troops over 

Afghanistan, Al Qaeda initiated a war against American troops and the allies of the United States. 

This war started on the soil of Afghanistan and Pakistan, but its scope developed to reach many 

places in the world. Al Qaeda and other Islamic Jihadist groups transitioned from resisting 

occupation to seeking power that would enable them to implement their radical Islamist ideology 

(Hooker, 2004). 

 

Preceding the 9/11 attack, questions about defining terrorism as a legal concept have been raised 

but debates around defining the criminal actions associated to terrorist activities seemed to be a 

more viable alternative (Walter, 2004). However, the pressing need to counter international 

terrorism after this incident has made the development of a legal definition for Terrorism a 

necessity (Hugues, 2004). Several countries have refined their already existing definitions of 

terrorism while others adopted completely new ones. Thus, even countries that have abstained 

from providing a legal definition to terrorism, such as Canada, ended up developing one in order 

to conform to international conventions on the suppression of International Terrorism, essentially 

the International Convention for the Suppression of Terrorist Bombings (1997), and the 

International Convention for the Suppression of the Financing of Terrorism (1999) (Wagner, 

2004). 
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While some countries have a long history of dealing with national terrorism (Italy, Spain, 

Ireland…) others show that the problem of terrorism may be a rather recent phenomenon (e.g. 

Russia) (Walter, 2004). Even in contexts that have been dealing with national terrorism for a long 

time, adding the international element may be new, for example the Italian anti-terrorism 

legislations extended their scope to cover internal terrorism only after the 9/11attack. However, 

many more countries have not yet extended their existing legislations to address international 

terrorism, an example is Lebanon, the country studied in this thesis. The Lebanese Penal Code7 

defines acts of terrorism as 

all acts (a) designed to generate terror, (b) which are committed by means 

such as explosive devices, inflammable materials, toxic or corrosive products 

and infectious or microbial agents (c) that are liable to create a public danger. 

(Article 314 of the Penal Code). 

On 11 January 1958, The Lebanese Parliament approved (and the President of the Republic has 

promulgated) amendments to the Penal Code for the purpose of trying terrorism cases. These 

amendments are supposed to be the primary legal reference in Counter Terrorism in Lebanon until 

the day this thesis was written. 

The U.S. Department of state defines terrorism by referring to Title 22 of the United States Code, 

Section 2656f(d) as  

 

politically motivated violence perpetrated against non-combatant targets by 

subnational groups or clandestine agents, usually intended to influence an 

audience. (United States Code, Title 22, Chapter 38, Section 2656f(d)(2)) 

 

This definition consists of three main conditions. First, terrorism should be politically motivated, 

it should be directed by political aims, and therefore it envisions to impact governmental policy. 

Second, terrorism is a form of violence against civilians, who are not prepared to defend 

themselves against political violence. Third, it is subnational groups or clandestine agents that 

commit terrorist activities and not states (Ruby, 2001). The first foundation of terrorism is an active 

 
7 Legislative Decree no.340 dated 1-3-1943 
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ideological basis, whether the basis is religious, ethnic, or national. Furthermore, The Arab 

Convention for the Suppression of Terrorism defined terrorism as  

 

any act or threat of violence, whatever its motives or purposes, that occurs in 

the advancement of an individual or collective criminal agenda and seeking to 

sow panic among people, causing fear by harming them, or placing their lives, 

liberty or security in danger, or seeking to cause damage to the environment or 

to public or private installations or property or to occupying or seizing them, or 

seeking to jeopardize a national resources. ( Arab Convention for the 

Suppression of Terrorism, 1998) 

 

Nevertheless, Matusitza (2012) argues that the “most universally accepted” definition for terrorism 

is: “the use of violence to create fear (i.e., terror or psychic fear) for (1) political, (2) religious, or 

(3) ideological reasons” (Matusitz, 2012:4). Here, ideologies are the systems of belief resulting 

from one’s social and political views (Matusitz, 2012).  

In most of the definitions, the intention to create fear within the population is given a lot of weight. 

Nonetheless in some definitions, such as Matusitza’s, this intention must be coupled with political, 

religious, or ideological motives. Thus, speaking of objective and subjective components as the 

two key components in defining terrorism in both national and international law. The Objective 

component is a criminal offense that mostly includes the use of violence against people, or that 

cause damage to public or private properties. The subjective component deals with the intention 

to create fear and terror among people or to compel a government or an international organization 

(Walter, 2004). In the following sub-section, the concept of state terrorism will be tackled followed 

by a discussion on war and terrorism. 

a) The concept of state terrorism and exceptional security measures   

 

Looking into the history of the development of the UN action against terrorism, the possibility of 

official state forces to commit acts of terrorism has been a challenge. Discussions around this topic 

have been very difficult especially when aiming to define terrorism. From the first resolution on 

international terrorism that the United Nations Assembly adopted in 1972 and until the discussions 

in the Ad-hoc Committee of the General Assembly of 2000, definitions of terrorism have moved 

https://www.google.co.uk/search?safe=strict&biw=1280&bih=610&tbm=bks&q=inauthor:%22Jonathan+Matusitz%22&sa=X&ved=2ahUKEwjj9IfRyK_kAhWuURUIHSzyB4MQ9AgwAHoECAkQAw
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towards including state terrorism with “the need to differentiate between terrorism and the 

legitimate right of people to resist foreign occupation” (UN Doc. A/55/37 No. 16). 

 

 In the same way defining terrorism is challenging, "Everyone knows what terrorism is - until they 

attempt to define it" (Segaller, 1997 p.11), trying to tackle the subject of state terrorism is equally 

challenging if not more. The literature is divided between researchers who suggest what constitutes 

state terrorism and other researchers who indicate reasons as to why states cannot commit acts of 

terrorism (Sproat,1997). Sproat argues that the latter reasons can be questioned. He showcases 

how state terrorism has resulted in more victims than that of sub-state. Nonetheless, he argues that 

the concept of state terrorism itself is significantly less studied when compared with sub-state or 

‘insurgency terrorism’(Sproat,1997). Thus, state terrorism also suffers from the absence of a clear 

and unified definition. Several definitions of state terrorism given in response to a questionnaire 

conducted by Sproat refer to domestic or international law to try and give a lawful clarification of 

actions described as countering what is labelled as ‘terrorism’ (1997). Such debates around the 

interpretation of law can lead to what is referred to as the “law for political reasons” (p.252). 

Furthermore, striking the difference between political violence and criminality is challenging since 

they could both originate from political motives (Crelinsten, 1998). When we open the debate of 

states anti-terrorism measures, we speak of the “elasticity of the criminal justice model” as 

described by Crelinsten (1998). This elasticity comes from the adjustments made to the criminal 

justice model to strengthen counter-terrorism endeavors. These adjustments give police more 

duties and adds specialized courts to deal with terrorism cases, all of which fall under the rule of 

law. Nevertheless, there are measures that are considered executive and that deviate from the rule 

of law and violate democratic principles and human liberties (Schmid and Crelinsten, 1993). For 

instance, the creation of special courts in Spain and France as well as the “limitation of defendants’ 

rights” in Germany (Skoczylis, 2014 p.22). Skoczylis argues that such extensions of the criminal 

justice model are also found in the UK government’s principal strategy to counter terrorism and in 

the United States’ ‘war on terror’. As an example, judicial counterterrorism in Lebanon is 

restricted, to the Military Tribunal, a practice extensively criticized for being unlawful and unfair 

especially that the laws used to prosecute, try, and sentence terrorism cases at the military tribunal 

do not explicitly mention terrorism.  
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Although policing used to be clearly disconnected from war, subsequent security approaches 

combine internal and external security (Bayley, 1975). With the rise of terrorism, states resorted 

to legitimize their adoption of exceptional measures (Skoczylis, 2014). Thus, it became crucial to 

coordinate and cooperate. Therefore, we have witnessed the creation of mechanisms that ensure a 

stronger relation between police, intelligence services and their international peers (Bigo, 2000). 

Along the same lines, external security agencies such as the army and secret services are charged 

with monitoring the presence of outsider opponents inside the border. At the same time, internal 

security agencies are searching beyond the borders for internal criminals. This intersection 

between agencies in fighting emerging risks is behind the establishment of new platforms to 

facilitate the exchange and cooperation between different internal and external agencies (Bigo, 

2000). This vagueness in striking the difference between internal and external security is 

destabilizing the concepts of sovereignty, territoriality, and security (Badie, 1995).  

b) War and terrorism  

 

This section highlights how in tackling terrorism, scholars speak of two approaches: the war and 

the criminal justice models (Wardlaw, 1989). The war model uses force to counter terrorism, while 

the criminal justice model resorts to the rule of law whilst advocating for the use of the minimum 

amount of force and only in needed and unusual circumstances (Crelinsten, 1998). Although the 

two models can appear contradictory, they are often being used together and their use is dependent 

of how the risk of terrorism is framed. Thus, terrorism can be framed in such a way to justify 

military interventions (Skoczylis, 2014). On achieving the objective of eradicating terrorism, 

Wilkinson claims that a counterterrorism strategy should maintain democracy and ensure the rule 

of law and the protection of citizens (Wilkinson, 1987). He highlights that any approach adopted 

to fighting terrorism and political violence must not hinder democratic principles.  

War on terrorism is dividing the world into two groups “them versus us” (Skoczylis, 2014 p.16). 

‘Them’ being the enemies and the perceived evil and danger and ‘us’ being the responsible for 

taking initiatives to fight this enemy. According to Schelling, this results in conflict in which the 

interests of the two parties at war are opposed and will end with the elimination of one or the other 

(Schelling, 1960). Some scholars argue that in order to ensure security and protection of its 

citizens, states can undertake ‘extraordinary measures’ and that the rule of law can be temporary 

bent over to rebuild trust and order. Schmitt highlights that:  
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“All law is situational … To pretend that one can have ultimate rule of law is to set 

oneself up to be overtaken by events at some unpredictable but necessarily 

occurring time and it is to lose the human element in and of our world”. (Schmitt, 

2005 p. XVII) 

Adopting war to counter terrorism leads to a situation of conflict that closes the doors to reaching 

an agreement between the parties (Gómez-Jara, 2008). Malvesti indicates that the war model is 

ineffective and causes retaliations. Furthermore, it does not address the root causes of terrorism 

(Malvesti, 2002). Looking at the USA’s ‘war on terror’, the approach adopted internationally was 

referring to a danger elimination and was declared by the Bush administration as an ‘act of war’. 

This administration used wordings like ‘good versus evil’, ‘fighting for freedom’, and ‘axis of evil’ 

(Skoczylis, 2014).  

The ‘war on terror’ has led to several reputational concerns related to the legitimacy of the war 

tactic (Fallows, 2007). Although the USA’s counterterrorism strategy uses both the war and the 

extended criminal justice models, the war on terror is perceived to be driven by other drivers such 

as military power and economic interests (Malvesti, 2001). Thus, war and terrorism have become 

overlapping terms and terrorism, in the current unbalanced wars, is perceived as a tactic used just 

to initiate wars. 

A continuing worldwide war against terrorism has escalated since 2011, and particularly after the 

rise of the Islamic State in Iraq and the Levant (also known as ISIL). Statistics published by the 

Institute for Economics and Peace (IEP) show that the year 2014 witnessed the death of more than 

32,500 individuals around the world in terrorist-related activities (Daniel, 2017). In terms of 

frequency, the year 2016 recorded the highest number of countries witnessing at least one terrorist 

attack totalling 77 countries, 94% of which are in the Middle East and North Africa (Daniel, 2017).  

The rise of ISIS and similar groups to power in certain areas inside the Middle East fuelled terror 

against different groups in the region, as well as against countries in Europe and America (Jones, 

et al., 2017). This situation has given rise to the increasing need to fight these groups in order to 

eliminate their danger. Thus, counterterrorism has become a major topic and top priority during 

the last two decades, as states are exerting extensive efforts to reduce the threat of terrorism on 

their citizens. This form of countering terrorism is mainly manifesting in international military 

operations against the sources of terrorism. A well-known example of this form of 



49 
 

counterterrorism is the Global Coalition against ISIS, which consists of more than 79 countries 

performing military operations inside Syria and Iraq against ISIS targets8 (Office of the 

spokesperson Washington, D.C., 2019). These operations include airstrikes and special force 

operations that target leaders and members of the terrorist groups in question. However, large-

scale operations fail to prevent terrorist attacks from occurring inside countries, since these attacks 

are mostly planned, prepared, and executed by groups that reside inside the targeted regions. In 

fact, predominant security concern of most countries in the Western Hemisphere arises from 

internal attacks (Durgin, 2007). In reality, internal security incidents have proven to be more costly 

than external attacks with regards to the total number of human casualties  (Durgin, 2007).  

 

2.2.2 Terrorism in Lebanon 

 

Waves of terrorism affected Lebanon, the country at the centre of this thesis, among other states 

and countries. Lebanon endured instability and fragility from the spill over effects of wars and 

conflicts in the Middle East region (Palestinians, Iraqi and Syrians).  

In the 1980s, suicide bombers assassinated hundreds of Americans while others were taken 

hostages. As previously presented in the historical background of Lebanon (section 1.1.2 (a)), 

during the 1970s and 1980s Lebanon underwent intense fighting between Christian and Islamic 

militia groups (Azar, 1983). This fighting has worsened with the entry of the Palestinian Liberation 

Organization (PLO) and many Palestinians to southern Lebanon to pursue their battle against Israel 

(Kriesberg, 2006). This happened while the Syrian Military was present on the Lebanese soil.  

  

In 1982, the Israelis visited USA to propose a strategy to crush the PLO in Lebanon and to support 

the Christian Phalangist militia leader, Bashir Gemayel, to become the president of Lebanon. This 

plan was endorsed by the USA’s Secretary of State and the PLO departure from Lebanon was 

completed on September 1, 1982 (Kriesberg, 2006). Soon after, the international force comprised 

of the US marines with French and Italian soldiers also withdrew from Lebanon by the 10th of 

September 1982. Four days later, Bashir Gemayel, who had been elected President on August 23 

was assassinated by pro-Syrian groups (Quandt, 1967). This was followed by the massacre of 

 
8 Fact Sheets: The Global Coalition – working to defeat ISIS, 2019 
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hundreds of people living in Sabra and Shatila Palestinian refugee camp by members of the 

Phalangist militia (September 16, 1982).  

The wave of violence did not stop then, in April 1983, a suicide truck bombed the U.S. embassy 

in Beirut and killed 63 people of which 17 Americans. The U.S. administration believed that this 

attack was planned and implemented by Hezbollah (Hajjar, 2002). Furthermore, the peak of 

violence was reached in October of the same year with a suicide truck bombing the Marine 

Barracks in Beirut and resulting in 241 marines killed. As a result, the U.S. president Ronald 

Reagan instructed the battleship USS New Jersey to bomb the mountains above Beirut (Kriesberg, 

2006). 

 

Acts of violence continued during the 1980s with the kidnapping of American, British, French, 

German, and other foreign nationals, of which the CIA Beirut station chief who was kidnapped in 

1984 an whose body was found in 1991. As a result, the CIA started to train intelligence agencies 

of Lebanon on counter terrorism (Wright, 2001).   

In March 1985, a bombed truck targeted the building where the Shiaa Sheikh Fadlallah lived. More 

than 80 people died, however Fadlallah was not among them. The Shiaa community blamed the 

CIA who refuted the responsibility (Kriesberg, 2006). As a consequence, the outcomes of the 

official American counter terrorism policies in Lebanon were diverse. The brutal attacks of the 

1980s were partly associated with the USA’s attempt to restructure the Lebanese political system. 

Moreover, the U.S. was perceived to be involved in the civil war of Lebanon although it did not 

have an official engagement. Only when the number of American victims killed during the attacks 

of Lebanon became high, the US military forces withdrew from Lebanon and Israel invaded the 

southern part of Lebanon until 2000 (Kriesberg, 2006). 

 

Following the assassination of the Lebanese Prime Minister Hariri in February 2005, the 

withdrawal of Syrian Military troops in May 2005, and the war against Israel in 2006, the Sunnis’ 

fear of emboldened Iranian, and thus Shiaa, power in the Middle East increased and irrigated the 

Salafi-Jihadi movement in Lebanon (Saab, 2008). The two Salafi-jihadi groups present in Lebanon 

are Usbat al-Ansar and Jund al-Sham, both based in the Palestinian refugee camp of Ain Al Hilwa. 

These groups have conducted terrorist attacks against the Lebanese state and society in the past 

(Saab, 2008). In 2000, terrorist activities were carried out against the Lebanese army in the 
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mountains of Dinnieh, north Lebanon. Later in 2007, the Fath al-Islam group based in the 

Palestinian refugee camp of Nahr Al Bared, near Tripoli, began fighting the Lebanese army, 

marking the most severe internal fighting since the end of the Lebanese civil war in 1990 (Haddad, 

2010).  

 

Tensions in Lebanon have started increasing again after the Syrian war started in 2011, after the 

rapid growth of the Islamic State of Iraq and Syria (ISIS), and with the influx of Syrian refugees 

into the country. Starting in 2014, the Lebanese security forces identified and localized militants 

and terrorists operating outside the Lebanese area of Arsal, close to the borders with Syria. On 

August 2, 2014 and for the first time, the Syrian conflict had invaded Lebanon, leading to a five-

day siege conducted by Syrian militant groups, which resulted in a large number of casualties. This 

incident shook the resilience and economic state of the Lebanese republic until the Lebanese army 

cleared the mountains of Arsal from these groups in the battle of Jouroud Arsal, in which the 

Lebanese army was fighting against the Islamic state and Al Nusra militant groups, both 

recognized as terrorist groups (The Civil Society Knowledge Centre, 2017). The Lebanese army 

continues counterterrorism activities along with other internal security agencies by monitoring the 

Lebanese border and launching raids to detain those suspected of being involved in terrorism 

activities. Nevertheless, countering terrorism is not only restricted to the borders since it also 

requires internal security measures. 

 

It is important to acknowledge the existing discrepancies between the global discourse on terrorism 

and local realities in Lebanon. For instance, and while Hezbollah of Lebanon has been recognized 

by the USA State Department as a terrorist organization in August 1997, it remains a Shiite 

Lebanese political party that has a popular base of voters and is represented in the parliament and 

in the cabinet of ministers of the Lebanese Government with a veto power (Wiegand, 2009). The 

United Nations Security Council Resolution 1559 has declared the illegitimate status of 

Hezbollah’s armed militia. However, and despite the demand to disarm the group and although it 

was classified a terrorist group by the US and other states, it is still recognized as a legitimate 

political party within Lebanon, across the Arab countries and to numerous western governments. 

For instance, even though the United Kingdom recognizes Hezbollah as a terrorist group, it strikes 

the difference between the national political organization and its militant wing (Wiegand, 2009). 
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This thesis aims at looking at state security structures and agencies and does not particularly tackle 

the issue of Hezbollah or other non-state armed groups although the researcher acknowledges the 

role it had in the anti-terrorism fighting together with the Lebanese army in the mountains of Arsal 

and is a player in the internal security of the country. Nonetheless, this thesis will focus on state 

security agencies and the exchange of information among them. This is because getting access to 

Hezbollah militants and members is not feasible and the Lebanese official security agencies 

members do not formally discuss the role of Hezbollah in the security scene of Lebanon. The 

following section will define internal security measures as part of the counterterrorism strategy of 

a country.  

 

2.3 Internal Security Measures 

 

The Police as an organization gathers a range of professions, skill sets and responsibilities. Its role 

has changed and grown into a more complex one. It has evolved to become less militarized and 

more societal, i.e., “having the identity and the survival of society as its main preoccupation” 

(Bigo, 2000 p.345). This notion of societal security had been formed and devised to unbind security 

issues from the tight sector of military defence (Bigo, 2000). Intelligence remains one of the police 

key tasks in addition to responding to emergencies, crime control, maintaining public order, 

stability, and peace (Berliere, 1991).  

The national territory was viewed to outline the scope of internal security, nonetheless, security 

agencies in their wider scope of duties, became more interested in monitoring what is happening 

beyond the borders of the nation they serve. Thus, a conflicting issue arises between internal 

security and national territory (Bigo, 2000). To better understand internal security, scholars argue 

that various points come into play:  

Politisation and public debate, consideration of individuals’ feelings of insecurity, 

the connection between territorial protection and border crossing, the necessary 

collaboration with foreign countries. (Bigo, 2000 p.334) 

Therefore, internal security is concerned with a wider geographical activity, its scope goes beyond 

the borders of a given country. This notion might not be aligned with the traditional policing 

concept, yet the necessity for police inter-country collaboration has grown since cross border and 
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organized crimes have been on the rise. For instance, this has led to the creation of Interpol, and it 

has become crucial to acknowledge that internal security cannot be restricted to national territory.  

For this reason, a major focus has been instituted to develop internal security measures that 

maintain stability and counter terrorism by tackling its root causes and sources. Internal security 

measures aim at preventing terrorist attacks from occurring inside a specific country, and this type 

of counterterrorism focuses on the exposure and destruction of active and non-active terrorist cells. 

With intelligence being a backbone of internal security, the degree of intelligence development 

signifies the level of immunity that a state has against internal attacks. In addition to 

counterterrorism, intelligence provides states with the necessary information required for ensuring 

country stability (Walsh, 2009). 

2.3.1 Intelligence as a key factor in Internal Security Measures 

 

Intelligence has long been at the core of security strategy in states throughout history. In his book, 

Walsh defines intelligence as  

 

the collection, protection, and analysis of both publicly available and secret 

information, with the goal of reducing decision maker’s uncertainty about a 

foreign policy problem. (Walsh, 2009:5) 

 

Based on this definition, Walsh introduces the end goal of intelligence and the tools used to reach 

this goal. It is straightforward to observe the sensitivity and importance of intelligence, especially 

since it plays an essential role in driving and formulating the judgments of decision-makers in a 

country. Intelligence requires the detection, collection, and analysis of different types of 

information, most of which are labelled sensitive and secret. In general, internal terrorist groups 

tend to keep track of their records, capabilities, and activities to share with leaders in their countries 

of origin. In addition to protecting their structure, terrorist groups adopt high levels of secrecy 

around their information in order to ensure the element of surprise in attacking their targets. The 

element of surprise is a major asset of internal terrorist attacks because it is considered the most 

successful strategy, from a military perspective, for small groups acting inside large communities 

and established state regimes (Walsh, 2009). Intelligence is also presented by Gill and Phythian in 
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their book as an organizational activity rather than a single human activity, with secrecy being a 

distinct feature of this organization (Gill and Phythian, 2012). This book addresses intelligence 

failures due to the lack of agency co-operation and highlights the efforts and merits of 

concentrating on personnel recruitment, training, and understanding “the other” as well as seeking 

solutions to information sharing problems (Gill and Phythian, 2012:46). Moreover, Gill and 

Phythian introduce the concept of democratizing agencies to increase the professionalism of 

intelligence officials aiming to strengthen loyalty towards national security instead of loyalty to a 

party (Gill and Phythian, 2012). The notions of understanding “the other” and increasing national 

security loyalty are very essential in the Lebanese case, which will be studied in this thesis. As it 

has been described in Chapter One, Lebanon is characterized by the presence of competitive 

sectarian identities, which may lead to a decrease in loyalty to national security and 

correspondingly an increase in the loyalty to the sectarian party. In fact, the Lebanese security 

sector is characterized by the development of its intelligence services: The General Security (GS), 

the Internal Security Forces (ISF), the Lebanese Armed Forces (LAF), and the State Security (SS), 

each of which has its own independent intelligence service. In addition, secondary intelligence 

services exist within the Presidential Guards, the Government guards (the Prime Minister’s office), 

and the Airport Security (Belloncle, 2006). The most significant intelligence services in Lebanon 

are the Intelligence Directorate of the LAF and, more recently, the Intelligence Branch of the ISF, 

which has positioned itself to become a competing actor in the intelligence landscape of Lebanon 

(Smaira, 2014). The security apparatus of Lebanon and the intelligence services of each security 

agency were mapped out through a documentary research conducted by the researcher and will be 

presented in Chapter Five. Nevertheless, this thesis does not differentiate between intelligence and 

information as the difference among them is not in the scope of this research.  

 

2.3.2 Counterterrorism and information sharing 

 

The association between information sharing among security agencies and countering terrorism is 

not explicit. It was rather extracted from lessons learned the hard way. The author of this thesis 

argues that the correlation between counterterrorism measures and information sharing among 

security agencies originated from practical recommendations following the aftermath of tragic 

security incidents. For instance, the phrase “information sharing” was mentioned more than two 
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dozen times in the 9/11 Final Report of the National Commission on Terrorist Attacks Upon the 

United States. Moreover, this report presents a section on the “unity of effort in sharing 

information”. This section, highlights that the lack of information sharing is one of the “biggest 

impediment to all source analysis and to a greater likelihood of connecting the dots” (p.416). The 

two recommendations that were presented under this section of the National Commission Report 

are (1) to ensure information procedures give incentives for information sharing and reestablish 

equilibrium between security and shared knowledge; and (2) to create a “trusted information 

network”, under the leadership of the president, that can bring national security agencies to share 

information while ensuring the legal, policy and technical matters are well coordinated. This report 

clearly puts weight on information sharing practices in countering terrorism, it states that: 

 

When information sharing works, it is a powerful tool. Therefore, the sharing 

and uses of information must be guided by a set of practical policy guidelines 

that simultaneously empower and constrain officials, telling them clearly what 

is and is not permitted. (p.419) 

 

This report also states that the capability of gathering and sharing information between the 

intelligence and law enforcement agencies was not prioritized prior to 9/11. Nonetheless, the 9/11 

attack changed a lot of regulations and a new version of the US Patriot Act began to be formed a 

week after the incident. A key provision of this act was the elimination of what was referred to as 

“the wall” preventing information sharing between the intelligence and law enforcement agencies.    

 

On December 16, 2006, the Executive office of the USA’s President published Guideline 2 which 

constitute a Memorandum addressed to the Heads of Executive Departments and Agencies 

focusing on the prevention of domestic terrorism. It includes a collective strategic framework 

assigning responsibilities and communication roles to the federal, state, and local law enforcement 

agencies. This memorandum asked for inter-operability in sharing terrorism information as well 

as homeland security and law enforcement information amongst federal, state, and local law 

enforcement agencies in addition to community entities. It also emphasized the importance of a 

change in the law enforcement agencies organizational culture through exchanging any 

information related to national security (Office of Homeland Security, 2007). 
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Similarly, in the UK, in the reviews following the attacks in London and Manchester between 

March and June 2017, MI5 and the Counterterrorism units within policing have contemplated 

substantial change. In the independent assessment of MI5 and police internal reviews, it was 

mentioned that the change suggested by both agencies translated into 126 recommendations. The 

executive summary states that these recommendations incorporate commitments to  

 

better data exploitation, to wider sharing of information derived from 

MI5 intelligence (including with neighbourhood policing) and to the 

consistent assessment and investigation of all terrorist threats, 

regardless of ideology. (Anderson, 2017) 

 

The author of this thesis argues that terrorism in the 21st century has driven the future of security 

forces. It rendered policing more proactive and embracive of modern technologies allowing for 

more exchange of information and inter-operability of communication systems among law 

enforcement agencies. While counterterrorism has been perceived as one of the ‘excuses’ to 

legitimize direct or structural violence, the author acknowledges the risks associated with 

counterterrorism practices and refers to Galtung’s definition of ‘cultural violence’.  

 

By 'cultural violence' we mean those aspects of culture, the symbolic 

sphere of our existence - exemplified by religion and ideology, language 

and art, empirical science, and formal science (logic, mathematics) – 

that can be used to justify or legitimize direct or structural violence. 

(Galtung, 1990) 

 

Nonetheless, this study is justified by its emphasis on the importance of proactive and critical 

policing tools such as proper information sharing in facing the current security threats, be it 

terrorism or any other type of threats to the internal security of a country. The author and across 

this thesis links information sharing among law enforcement agencies to proper intelligence 

analysis and problem-solving. She agrees with Dawes when he refers to information as the most 

important tool for problem solving. Dawes refers that when information is gathered from a variety 
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of sources, the outcome will be a larger picture of the problem in question. The agency will then 

be in a better position to take actions efficiently to achieve its aim (Dawes, 1996).  

 

Section 2.3 explained how counterterrorism and internal security measures are interlinked and how 

this link can be manifested in information and intelligence sharing among security agencies. The 

following chapter will tackle the main topic of this thesis, which is information sharing. It will 

present a literature review in the field of information sharing in general, then focuses on the country 

studied here, Lebanon, and information sharing among security agencies in this particular 

consociation context.  
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Chapter 3: Information sharing and the Lebanon case study  
 

The previous chapter introduced the indicators used to assess the strength, weakness, or fragility 

of a state. This chapter will start by presenting the theoretical framework around information 

sharing, it will then discuss the consociation model as a mode of transition from conflict, its 

definition, and the specific power sharing consociation model of Lebanon with the key features of 

information sharing among security agencies in the specific security scene of Lebanon. Thus, this 

chapter addresses, in part, the third research objective of this thesis by studying the key features of 

information sharing among security agencies specifically in the security scene of Lebanon as a 

case study. It is part of the theoretical framework of this thesis and a component of the literature 

review framing its scope. As chapter One has partly addressed the research objective two of this 

thesis by examining and understanding the political and sectarian dynamics of Lebanon through 

looking at its history, Chapter Five comes to complement both the research objectives two and 

three. Consequently, in Chapter Five, Lebanon will be further explored as part of a documentary 

research conducted by the researcher in order to map the security agencies of Lebanon and further 

understand the developments of the Lebanese security sector and its information sharing model in 

practice, hence fulfilling the research objectives two and three that were partly tackled in Chapters 

One and Three respectively.  

3.1 Information sharing 

 

Based on what was presented above, studying the ‘health’ of the security apparatus of a state is an 

important indicator of its fragility or failure. This thesis focuses on one aspect of the security 

agencies’ practice, information sharing. Maintaining security through professional practice is a 

collaborative work, and “when information is not effectively shared, collaborative work fails” 

(Sonnenwald, 2006). Similarly, for the daily operations of maintaining security and for incident 

management, information sharing is a required practice that strengthens collaboration (Li at al. 

2007; Muhren et al., 2008).  Berger and Luckmann explain that the main aim of information 

sharing is to give information to others either with or without request. This shared information 
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influences another person’s (or persons’) image of the world and builds a common understanding 

of the world (Berger and Luckmann, 1967).  

In the late 1990s, public organizations moved from an information protection approach to cross-

organization information sharing. This change can be related to three main reasons: the 9/11 

terrorist attacks on the US that revealed the failure of information sharing practices; new policies 

that stressed on coordination and cross-government information sharing to increase efficiency and 

decrease waste; and technological changes allowing information exchange (Yang and Maxwell, 

2011).  In the aftermath of the 9/11 terrorist attacks, the world’s vision to security changed, where 

intelligence is now required to move faster, and all sources of intelligence information are expected 

to be leveraged. In order to meet these new requirements, developing a culture of increased 

information sharing must be coupled with providing trainings, policies, laws, and information 

technologies to facilitate progress (USA Information Sharing Strategy, 2008).  

Looking from a knowledge management angle, knowledge can be considered as a result of 

assembling information. The literature on knowledge management reflects a shift from definitions 

that are information and technology centric to definitions that are grounded in a more management 

and learning intensive approach. Lahneman (2004) defines knowledge management as  

the ability to bring the right people together at the right time, and provide them 

with the right information that, when combined with their collective experience 

and expertise, greatly improves their chances of solving particular problems. 

(2004, p. 615) 

In the past, knowledge management was an informational and technological practice. However, 

recent experience has demonstrated that managing knowledge is far more complex than merely 

aggregating and managing information databases. For instance, knowledge came to be understood 

as being of two types: explicit knowledge and tactical knowledge (Lahneman, 2004). On one hand, 

explicit knowledge is formal and is sometimes denoted as know-what (Brown and Duguid 1998). 

Therefore, it is considered easily identified, stored and retrieved (Wellman 2009). On the other 

hand, tactical knowledge is denoted as know-how (Brown and Duguid 1998). It relates to intuitive 

and experience-based knowledge. Thus, tactic knowledge highly depends on the context and is 

person-specific (Nonaka, 1994). With tactical knowledge comes the issue of how such information 
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is to be used and transferred. How is such information to be catalogued, documented, and 

transformed into key words that make it accessible? (Lahneman, 2004)  

This section introduced the concept that public organizations moved to a more open model that 

encourages information sharing. It explains the two types of knowledge: explicit and tactical. It 

introduced information from a knowledge management point of view. The next section gives an 

overview of the research conducted on information sharing within the fields of information 

behaviour and information practice. Then, it moves to explaining the concepts, motivations and 

challenges in sharing information.  

3.1.1 Defining and studying information sharing 

 

Information sharing behaviour is not a recent area of research (Wilson, 2010). However, the 

terrorist attack on New York on September 11, 2001 has created a new sense of urgency on 

questions related to effective communications and decision-making during emergencies and times 

of uncertainty. The US government recognized the importance of collecting, analysing, and 

sharing information among public and private organizations:  

The Government needs to be able to identify threats of all types and 

meet or defeat them. Our success depends on collecting, analysing, and 

appropriately sharing information found in data bases, transactions, and 

other sources. Both the 9/11 Commission report and the Select Katrina 

Committee report made it clear there is a lack of effective information 

sharing and analysis among the relevant public and private sector 

entities. (House of Representatives Committee on Government Reform, 

2006) 

Information sharing is studied under information behaviour (Sonnenwald and Pierce, 2000; 

Sonnenwald et al., 2004; Sonnenwald, 2006; Wilson, 2010; Allen, 2011; Hassan Ibrahim and 

Allen, 2012), as well as under communication approaches (Constant et al., 1994; Stasser et al., 

2000; Dunn et al., 2002; Wittenbaum et al., 2004; Yang and Maxwell, 2011). Information 

behaviour has been defined as “the study of how people need, seek, give and use information in 

different contexts, including the workplace and everyday living” (Pettigrew, Fidel, and Bruce, 

2001; p.44). In practice and in routine operation, this means seeking, sharing, and using 
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information to complete tasks (Hernandez-Escobedo, 2015, p.13). Consequently, information 

sharing, and as an essential constituent of information behaviour, contributes to binding groups. It 

is not just giving information but also confirming that it was received and is mutually understood 

(Sonnenwald, 2006). 

The roots of information behaviour are found in the fields of library science and readership. 

Research on how scholars use information in their work developed more than a hundred years ago 

(Wilson 2010). Physical and electronic information sources were also studied, and individuals 

were considered as a source of information. This has given more importance to specific contexts, 

such as daily life and incident management, offering a link with contextual and situational 

variables, resources, and rules to seek and use information (Wilson, 1981). Equally, studies have 

highlighted that information behaviour can influence relationships between individuals and their 

source of information (Tajla and Hansen, 2006). Moreover, scholars have studied the switch from 

system-centred to user-centred in the field of library science and evaluated the relationship 

between users and technological tools in this field (Wilson, 2000a; Rioux, 2004; Case, 2006).  

The terms ‘information behaviour’ and ‘information practice’ are used interchangeably in the 

literature; however, Savolainen argues that the approaches in which each terminology is perceived 

is different (2007). He explains that information behaviour is considered in the cognitive approach 

(product of the mind), while information practice is regarded in the social constructionist approach 

(result of the social interactions among persons) (Savolainen, 2007). For the purpose of this 

research, both the cognitive and the social constructionist approaches are recognized. The reason 

is that the cognitive approach will explain the behaviour, while the social constructionist approach 

will explain the collaborative aspect of maintaining security in a state using information sharing 

as an essential means.  

In order to understand information sharing, researchers have shifted from quantitative 

(communication perspective) to qualitative/interpretive approaches (information behaviour). 

Theories found in the literature have explained the root of information sharing and how it works 

according to the context and the presence of mediators such as information technologies (Stasser 

and Titus, 1985), mediators of behaviour (Constant et al., 1994) and information systems (Marcella 

and Braxter,2006). In this thesis, information sharing is considered a fundamental element of 

information behaviour in line with Wilson (2000a): 
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Information behaviour is the totality of human behaviour in relation to 

sources and channels of information, including active and passive 

information seeking, and information use. (pp.29)  

In order to study information sharing, both information behaviour and information practice 

approaches are important, even though there is a noticeable difference between the two in the 

literature. On one hand, by referring to the information behaviour approach, information sharing 

is regarded from an individual perspective: an individual is inspected taking into consideration the 

roles and responsibilities, the use of technology, and the contextual situations (Sonnenwald and 

Pierce, 2000). On the other hand, information practice is linked to the exchanges and interactions 

between individuals, who cooperate to seek and use information (Folb et al., 2010). Nevertheless, 

and despite this separation, a number of scholars have used both approaches without differentiation 

in order to better understand information sharing (Sonnenwald, 2006; Savolainen, 2009; 

Savolainen, 2011; Talja and Hansen, 2006). The researcher differentiates between information 

behaviour and information practice. She agrees with scholars, who regard information behaviour 

in the cognitive approach to be the product of the mind, and regard information practice in the 

social constructionist approach to be the result of social interactions among persons.  

Additionally, Wilson has studied the barriers to information sharing by situating an individual in 

relation to their context. These barriers can be either social, environmental, or personal (Wilson, 

1997). Later, Wilson analysed the personal and organizational relationships, as well as the context 

and rules for information sharing and its triggers. His results linked information sharing to trust, 

risk/reward and proximity (Wilson, 2010). Furthermore, Allen (1996) found that individual 

barriers to information sharing are related to contextual variables and are influenced by the type 

of information requested (Allen, 1996; Constant et al., 1994; DiGangi and Wasko, 2008; Jarvenpaa 

and Staples, 2001). Consequently, Hernandez-Escobedo (2015) suggests that for a full 

understanding of information sharing in a certain situation, both cognitive and social 

constructionist perspectives should be considered. This is because interactions between individuals 

involved in a collaborative task require an understanding of the situation and the response. This 

response can be individual or collective in relation to the situation in question (Hernandez-

Escobedo, 2015).  
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The researcher uses an interpretive/pragmatist approach through a qualitative study of information 

sharing among security agencies of Lebanon. This approach will be explained in Chapter Four. 

The researcher agrees with scholars, who consider both cognitive and social constructionist 

perspectives for a more complete understanding of information sharing behaviour and practices. 

In Section 3.1.1(a) below, she explores the literature on the motivation behind information sharing.    

a)  Perspectives to studying information sharing  

 

As explained in the previous section, two approaches are employed to examine information 

sharing: the cognitive approach, which falls under information behaviour, and the social 

constructionist approach, which falls under information practice. Figure 3 is a visual representation 

that illustrates these two approaches. It shows the connection between information behaviour and 

the cognitive approach. In the same way it shows the link between information practice and the 

social constructivist approach.  

 

Figure 4: Perspectives and approaches to study information sharing 
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i)  Cognitive approaches 

 

Constant et al.’s theory of information sharing is based on social exchange theory (Constant et al., 

1994). Constant et al. argue that this behaviour is motivated by a rational self-interest in sharing 

information and expecting reciprocation afterwards (1994). Although this study did not address 

the motivations for information sharing, it revealed the influence of the context as well as the 

organizational culture, policies and individual factors on information sharing. Equally, 

financial incentives, the information systems in place, and organizational mandates were 

highlighted as motivations for information sharing. 

Furthermore, another key element that influences information sharing was addressed by Sharkie 

and it is trust. Whether at individual or organizational levels, trust is developed through daily 

interactions between people and it is more likely for information sharing to be bolstered in 

organizations where trust levels are high between individuals and their organization (Sharkie, 

2005). Moreover, research has shown that individuals of similar organizational levels sharing 

similar responsibilities, are willing to share information more (Härtwig and Böhm, 2006). 

Nevertheless, since contextual aspects are taken into consideration, technology can be used as a 

mediating factor to increase communication among people located in different places and at 

different levels, thus enabling more information sharing and surpassing organizational barriers 

(Härtwig and Böhm, 2006). This means that technology can be a contextual factor that improves 

individual performance by supporting real time feedback and negotiation processes (Hernandez-

Escobedo, 2015). 

Additionally, Constant et al. (1994) linked attitudes for sharing information to the positive self-

identity and self-expression of individuals: “who need them, who will hear them...”, considering 

information sharing as a mediator for strengthening social relations within an organizational 

context (1994: p.407). However, it is worrying that information can be used to protect the identity 

and individual status of a person (Constant et al., 1994). In this case, information is considered as 

a property, which when given away, threatens the individual of losing their status in the 

organization. Both the positive and negative consequences of considering information as protector 

of one’s status in an organization are related to other organizational factors like competition and 
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collaboration. These factors can either encourage or discourage information sharing behaviour 

(Yang and Maxwell, 2011).  

In brief, the cognitive approach in information sharing looks at what motivates behaviour and 

highlights self-interest in sharing information while expecting reciprocation. Scholars have also 

explained the influence of the context on behaviour (organizational culture, information systems, 

policies and others). Additionally, trust, being at similar organizational levels, and positive self-

identity and expression were accorded importance in the cognitive approach. In the following sub-

section, the social constructionist approach will be discussed.  

ii)  Social constructionist approaches  

 

Several motivations to information sharing are studied under the social constructionist approach. 

One of the essential motivations or barriers to information sharing is the professional culture. It 

is argued that even though there are positive attitudes to information sharing, individuals with 

different backgrounds and experiences complicate the process (Richardson and Asthana, 2005, 

2006).  

Furthermore, the organizational climate is another social motivation. It is an important 

component in information sharing as it addresses the value systems followed by organizations 

(Chen and Huang, 2007). It also affects the interaction between the decision makers and the 

operational personnel (Ivancevich et al., 2007).  Similarly, Wilson highlights a very important 

point about the centralization of the structure and how it prevents information sharing between 

different organizational levels, while emphasizing how an integrated structure can foster 

information sharing (Wilson, 1997).  

Additionally, solidarity and sociability are motivations, on which social relations are based 

(Kimble and Bourdon, 2008). These attributes, which are absent in fragmented organizations, are 

essential for collaborative work that forms the basis of information sharing. Correspondingly, 

sociability, solidarity along with security, employability, and rewards are all part of the 

organizational culture (Kimble and Broudon, 2008; Sharkie, 2005). The social constructionist 

approach is therefore based on a group of people and how they interact amongst each other, what 
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motivates them or what constitutes a barrier to them as a group. This approach explains the 

collaborative aspect of information sharing.  

After defining information sharing and explaining the cognitive and social constructionist 

approaches to studying information sharing, the researcher explores the literature on trans-

boundary information sharing. Pardo et al. (2004) argue that researchers need to understand what 

drivers influence trans-boundary information sharing. Later, Yang and Maxwell grouped the 

influencing factors of information sharing into three subgroups: interpersonal, intra-

organizational, and inter-organizational (Yang and Maxwell, 2011). This will be the focus of the 

next subsection. 

3.1.2  Cross-boundary information sharing  

 

This section discusses the drivers and motivating factors behind cross-boundary information 

sharing. These drivers fall either under information behaviour or under information practice and 

are thus studied respectively under the cognitive or social constructionist approach as explained in 

Section 3.1.1 (a).  

a) Information behaviour  

 

When tackling information behaviour, the emphasis is on the individual’s behaviour as presented 

in the previous section. On one hand, and as explained previously, information behaviour focuses 

on motivation, approaches, and channels of information sharing between individuals. This 

information sharing is in an interpersonal relationship context (Yang and Maxwell, 2011). It may 

be a voluntary behaviour to give information to others who have information needs (Javenpaa and 

Staples, 2001). In their research, Marshall and Bly (2004) suggested three interpretations to why 

people might share information with others: (1) to create a common perception between both the 

giver and receiver of the information; (2) to educate or raise awareness; and (3) to establish rapport. 

When the shared information reflects a common interest for both the information provider and 

receiver, information-sharing behaviour is considered an approach to reinforce social linkages 

(Marshall and Bly, 2004). On the other hand, information behaviour also focuses on barriers to 

information sharing. For instance, information privacy is a main concern for individuals. This 
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concern can be alleviated once a trusted network for information and knowledge sharing is 

established and privacy is ensured (Razavi and Iverson, 2006). 

Nevertheless, information sharing can become more complex when studied in an organizational 

framework, both internally and externally. This is when we start referring to information practice 

involving a group of people motivated by collaborative factors.    

b)  Information practice  

 

In this part, cross-boundary information sharing is studied both in intra and inter-organizational 

contexts.  

i) Intra-organizational information sharing  

 

There are many factors that can affect intra-organizational information sharing. Tung and Maxwell 

(2011) grouped them into layers and represented them in the figure below (Figure 4). The 

association between these influencing factors is composite, where each factor can influence the 

other (Tung and Maxwell, 2011). The researcher found that this representation provides a clear 

explanation of the group of factors affecting intra-organizational information sharing. A number 

of these factors also impact inter-organizational information sharing discussed in sub-section (b-

ii). 

 

Figure 5: Factors influencing intra-organizational information sharing (Tung and Maxwell, 2011 p.165) 
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In the following, the research provides an explanation of the main factors influencing information 

sharing, starting from the outer layer of the Tung and Maxwell’s diagram represented in Figure 4, 

moving to the middle, then inner layers.  

Organizational structure and culture 

 

Organizational structure and culture, both mentioned previously when studying the social 

approach to information sharing, have an influence on all practices in an organization. Zhang, 

Dawes and Sarkis argue that there is a tendency in an organization to encourage teams to share 

information and knowledge (Zhang, Dawes and Sarkis, 2005). However, bureaucracy controls 

the flow of information in an organization (Wheatley, 2006). The bureaucratic model in growing 

organizations exhibits a decreased efficiency due to the distribution of duties among hierarchies 

and units. A perfect bureaucracy has an organization that is fair, supported by laws and regulations, 

and is efficient at the same time (Weber, 1958). However, a structure that is hierarchical and 

bureaucratic can constitute a barrier to information sharing in an organization (Creed, Douglas, 

and Miles, 1996; Tsai, 2002). For instance, departmentalization, as a horizontal structure of 

bureaucracy, impedes information sharing between diverse departments within an organization, as 

they have different procedures, directives, and expectations (Argote, Ingram, Levine, and 

Moreland, 2000; Willem and Buelens, 2007). Furthermore, centralized authority and power in 

the top management levels is a main structural feature of bureaucratic models (Hall and Tolbert, 

2004; Kim and Lee, 2006). This centralization is argued to have a serious negative impact on 

knowledge sharing in organizations having multiple units (Tsai, 2002). It can impede inter-group 

initiatives that attempt to bolster the exchange of information and collaboration because of the 

existing restrictions on acting autonomously, and the limitations in getting approvals from higher 

levels for almost every decision (Kim and Lee, 2006).  

Equally important is the formalization or formal systems, which constitute the formal procedure, 

rules, and regulations of a specific organization (Hall and Tolbert, 2004; Kim and Lee, 2006). 

These formal systems have proven to be less effective than informal systems when it comes to 

simplifying information and knowledge sharing (Willem and Buelens, 2007). This is because 

informal information directions may contribute to more flexibility and openness and can encourage 

communication and collaboration between members of an organization (Jarvenpaa and Staples, 
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2000; Kim and Lee, 2006). As opposed to formal systems, informal cooperation and teams that 

are not formalized by hierarchy and instructions, can lead to more efficient and productive sharing 

of information through cooperation between different departments (Tsai, 2002; Willem and 

Buelens, 2007). Nevertheless, it is not proven by Kim and Lee (2006) that procedures and 

regulations can play the role of barriers to information and knowledge sharing. Willem and 

Buelens (2007) have also acknowledged that formal systems are not by themselves a concrete 

obstacle to intra-organizational information sharing and argue that other factors within the 

organization are more relevant to achieve cross-boundary information and knowledge sharing.  

Moving to the organizational culture, scholars have found that the decisions and perceptions of the 

members of an organization about their benefits and organizational interests are affected by 

inseminated organizational cultures (Jian and Jeffres, 2006; Martin, 1992; Schein, 2004). 

Therefore, organizational values, cultures, and norms influence the attitudes and group actions of 

organizational members in relation to information sharing (Constant et al., 1994; Jian and Jeffres, 

2006). For example, when the culture of an organization encourages innovation, fairness, and 

affiliation, it can positively motivate the members who will then have the intent to share 

information and knowledge (Bock, Zmud, Kim and Lee, 2005b). Similarly, when the 

organizational culture emphasizes solidarity, shared interests and common goals, members will 

believe that the information they have belongs to the organization instead of being their own 

property. This belief will further encourage them to share information (Jarvenpaa and Staples, 

2001). At the same time, Wilson declares that if an activity is not considered as part of the 

organizational culture, members of this organization might do this activity with a reduced amount 

of energy or even resist the directive (Wilson, 1989). Consequently, if information sharing does 

not constitute a value within the organizational culture, efforts to share information can clash with 

this culture (Zhang et al., 2005). It was also claimed by Huang, Newell, Galliers and Pan (2005) 

that discrepancies in organizational subcultures and any resulting clashing values also have a 

negative influence on information sharing.  

Incentives, power games, social identity, trust and more 

 

There are a number of influencers provided by the literature that can have an impact on intra-

organizational information sharing. An essential influencer is the system of rewards and 
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incentives, which has been researched and proven to motivate members within an organization to 

share information with others in other groups or departments (Willem and Buelens, 2007). It has 

been shown that organizational members share information and knowledge more when they are 

subject to a performance-based reward system (Kim and Lee, 2006). Therefore, information 

sharing can be significantly improved due to the direct and indirect effects of incentives (Connolly, 

Thorn, and Heminger, 1992; Jian and Jeffres, 2006; Willem and Buelens, 2007). Ardichvill argues 

that bonus systems can also enhance the quality of information sharing (Ardichvill et al., 2003). 

At the same time, scholars have found that if the system does not explicitly encourage information 

sharing, incentives or rewards can obstruct information sharing in an organization (Zhang et al., 

2005).  In a similar spirit, Bock, Zmud, Kim and Lee (2005a) state that external rewards can 

negatively influence the attitude of organizational members towards sharing information and 

knowledge. A rewards system can only intensify information sharing when the workgroups 

involved are information dependent (Barua, Ravindran and Whinston, 2007). However, because 

of this incentive system, organizational members might compete with each other to improve their 

performance. This competition can lead to reluctance in sharing knowledge and information 

between workgroups (Barua, Ravindran and Whinston, 2007; Zhang, Dawes and Sarkis, 2005). 

Power games is another influencing factor, which is defined by Willem and Buelens (2007) as 

being the unfair use of power to intensify the effect and worth of a person or a group in an 

organization. As previously highlighted, information is a central power source in organizations 

(Pfeffer, 1981). An individual possessing information within an organization is considered an 

owner of power (Ardichvill et al., 2003; Marks, Polak, McCoy, and Galletta, 2008). Accordingly, 

possessing information and knowledge is an asset utilized by members to grow their power as 

individuals within the organization (Jarvenpaa and Staples, 2001). Therefore, some individuals 

consider sharing the information they ‘own’ as a loss of their power and social influence in their 

organizations (Ardichvill et al., 2003; Marks et al., 2008). Consequently, the more power games 

occur within an organization, the less information and knowledge sharing exists (Willem and 

Buelens, 2007). Furthermore, social identity theory, also addressed in Chapter 3 of this thesis, 

applies when a group of individuals share a common symbol, belief, attitude, and behaviour (Tajfel 

and Turner, 1979).  Jian and Jeffres (2006) as well as Shamir (1990) have revealed that there is a 

motivation for individuals in an organization to be part of the collective good. By contributing to 

the collective good, individuals preserve and guarantee their identities in coherence with their 
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organization (Ashforth and Mael, 1989; Jian and Jeffres, 2006). Furthermore, a low social 

identification can negatively affect information sharing activities (Willem and Buelens, 2007), 

while strong social identification benefits an organization by increasing member commitment and 

enabling information and knowledge sharing (Marks et al., 2008; Willem and Buelens, 2007). 

Another important factor affecting intra-organizational information sharing is trust. In 

organizations, members may repetitively question why others need the information they own. At 

the same time other members can be more open minded to be asked about the information they 

possess (Kolekofski and Heminger, 2003). Willem and Buelens (2007) consider that individuals 

want to share knowledge more when they do not feel at risk of opportunists. Therefore, trust is an 

essential factor that should be present between individuals in order to better communicate and to 

encourage efficient information sharing (Zhang and Dawes, 2006; Willem and Buelens, 2007). 

Accordingly, the absence of trust is a barrier to information sharing in an organization (Ardichvill 

et al., 2003). Hence, in organizations, individuals must rely on trust to increase the sharing of 

knowledge and information, without showing expectations for an immediate reciprocal attitude 

(Jarvenpaa and Staples, 2001).  

As part of the information practice discussion, social networks within an organization are referred 

to as an influencing factor when it comes to information sharing. Organizational social networks 

are subdivisions of information relations built within workgroups and across subgroups (Hansen, 

Mors and Løvås, 2005). Moreover, social networks comprise individual and group contacts, 

interactions and exchanges that build relationships and trust to encourage sharing behaviour 

(Boudreau and Robey, 2005; Hatala and Lutta, 2009; Kumar, Dissel, and Bielli, 1998). These 

networks are key to understanding interpersonal relations and social structures across interacting 

units, departments, teams and regional groups (Hatala and Lutta, 2009; Wasserman and Faust, 

1994). Furthermore, social networks are key to increasing information and knowledge sharing 

between members in an organization (Kim and Lee, 2006; Kolekofski and Heminger, 2003; 

Reagans and McEvily, 2003). While research has proven that even when weak linkages between 

subunits exist, information and knowledge sharing in multi-unit organizations can still happen 

efficiently if the shared knowledge is not complex. Rather, when strong linkages exist, they create 

a positive atmosphere when implicit and complex knowledge is shared (Hansen, 1999; Levin and 

Cross, 2004). In effect, relationships in social networks nourish information and knowledge 
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sharing as the continuing exchange loops foster sharing as compared to accumulating information 

and knowledge (Wheatley, 2006).  

Another influencing factor to information sharing is the characteristics of information including 

its size, worth, type, etc. as factors affecting information sharing in an organization. Kolekofski 

and Heminger (2003) claim that the size, amount, and worth of the information can affect the 

attitudes and intentions to share it. As previously introduced in Section 3.1, researchers described 

two types of knowledge: explicit and tacit. Explicit knowledge is objective and rational, and it can 

be articulated using charts, numbers, words, or other means. Tacit knowledge is subjective and 

based on the specific experience of an individual. Therefore, it is more difficult to articulate and 

exchange (Cress and Kimmerle, 2006). These types of knowledge influence information sharing 

behaviour (Cress and Kimmerle, 2006). For instance, the explicit knowledge that can be expressed 

and made accessible outside the brain of humans is an information (Stenmark, 2002). Nevertheless, 

scholars argue that not only explicit knowledge converts to information, which can be shared, but 

also information sharing can result from tacit knowledge (Klischewski and Scholl, 2008; Nonaka 

and Takeuchi, 1995). 

The ability of an individual, group, or organization to identify the value of new information and to 

integrate it and administer it for innovation and practical purposes is known as absorptive 

capability. This capability is built on accumulated previous knowledge (Cohen and Levinthal, 

1990). When having an absorptive capability, individuals and subunits of an organization can 

better use the shared information and knowledge (Monteiro, Arvidsson, and Birkinshaw, 2008; 

Tsai, 2001). In the event of a lack of common knowledge caused by organizational boundaries, it 

is highly probable that this lack of common knowledge will negatively impact the efforts made to 

transfer knowledge and information across these boundaries (Reagans and McEvily, 2003).  

Finally, and with the advancement of the field of information technology, intra-organizations 

information and knowledge sharing practices are being influenced and facilitated by the 

development of information systems (Barua et al., 2007; Schooley and Horan, 2007). In order to 

study the acceptance of new information systems among organizational members, scholars such 

as Davis (1989) studied the Technology Acceptance Model (TAM). The TAM looks at two key 

determining factors: (1) perceived usefulness and (2) perceived ease of use. Likewise, performance 

and effort expectations are two key concepts affecting individuals within an organization in 
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relation to using newly selected information technology (Venkatesh, Morris, Davis and Davis, 

2003). Additionally, Goodman and Darr (1998) argue that both energy and time are required by 

individuals within an organization to learn how to use Information Technology (IT) systems for 

information sharing purposes (Goodman and Darr, 1998). It was also discussed that a user-friendly 

IT system and the use of IT at a high level within an organization can enhance information sharing 

(Kim and Lee, 2006). Hence, a non-user friendly and non-efficient IT system will lead to a lower 

use of IT in an organization, which may negatively influence information sharing (Tung and 

Maxwell, 2011).  

Members’ beliefs 

 

As discussed in the information behaviour portion of Section 3.1 of this chapter, an individual’s 

assessments of self-interest can reduce information sharing attitudes (Constant et al., 1994). 

Information sharing can be considered a reason behind social dilemma, i.e. a person might consider 

that their own interests are different from the collective interests (Cress and Kimmerle, 2006). 

Therefore, and as studied in social dilemmas, the individual tends to prioritize their short-term 

personal interests rather than long-term organizational interests (Dawes, 1980). For instance, prior 

to sharing tacit information and knowledge, an individual may require much effort and time to 

express, organize, and prepare the information. In addition, supplementary explanation and 

guidance might be requested from the person sharing his/her tacit knowledge, which constitutes 

extra work. Moreover, fearing criticism because of probable inaccuracy mistakes committed or 

underestimating the relevance of the information shared further influence the cost/benefit 

coefficient (Ardichvill et al., 2003). Many other factors may lead to reluctance in sharing 

information, such as the fear of receiving recognition and the fear of giving worthless information 

(Cress and Kimmerle, 2006; Goodman and Darr, 1998). In the same way, Jian and Jeffres (2006) 

discuss that the rationality and self- interest of an individual push him/her to maximize self-benefit 

and minimize self-costs. Based on this elaboration, the utilitarian perspective emerges when 

being one becomes part of a collective good, which is the case during the information and 

knowledge sharing process. In this case, the contributor will calculate and find the middle ground 

between cost and benefit (Jian and Jeffres, 2006; Marks et al., 2008).  
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Another concept found in the literature and lends importance to information sharing studies is 

organizational ownership. Constant et al. (1994) explain that, similar to organizations owning 

what their members produce (products), if members consider that the information they possess is 

owned by their organizations, it becomes easier for them to share it. Whereas information such as 

expertise, for example, is considered a personal property and therefore is harder to be shared 

between members of an organization. The probability of members sharing information and 

expertise is dependent on their “belief” in the organizational ownership of this information and 

expertise (Jarvenpaa and Staples, 2001). Furthermore, Kolekofski and Heminger (2003) explain 

the difference between information ownership and information stewardship, where the latter 

prioritizes organizational values over personal ownership entitlements. According to Kolekofski 

and Heminger, information stewardship is about managing information by an individual on behalf 

of others. On the other hand, information ownership gives full authority to the individual, who in 

such cases considers information as personal property. Furthermore, they minimize information 

sharing because of potential internal competitors, instead of benefiting the whole organization 

(Kolekofski and Heminger, 2003). Based on Constant et al. (1994), and as previously presented in 

Section 3.1.1 (a) on the cognitive approach, reciprocity is a key social exchange feature 

strengthening information sharing behaviour. It is also discussed that ‘anticipated reciprocity’ can 

have a positive impact on information and knowledge sharing attitudes of the members of an 

organization (Bock et al., 2005b).  

Finally, examining information sharing on the intra-organizational level can also help understand 

it on the inter-organizational level. Similar to the interactions between subunits and subgroups 

within an organization, one can imagine the interaction scenarios between different organizations. 

Therefore, some of the factors discussed in this section can apply to the following section looking 

more specifically at inter-organizational information sharing. 

ii) Inter-organizational information sharing  

 

The influencing factors presented in the previous intra-organizational information sharing sub-

section (i) and summarized by Tung and Maxwell in Figure 4 also influence inter-organizational 

information sharing. Furthermore, this section will present other factors influencing inter-agency 

information sharing, which is of primary importance for this thesis. Scholars have acknowledged 
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the importance of cross-boundary information sharing mainly in the field of e-government 

(Cresswell, Pardo, Canestrato, Dawes, and Juraga, 2005; Dawes, 1996; Gil-Garcia et al., 2005; 

Pardo, Cresswell, Thompson and Zhang, 2006a; Zheng, Yang, Pardo, and Jiang, 2009b). 

Information sharing has also been identified as a key practice to improve efficiency in 

governmental agencies (Pardo et al., 2004). Nevertheless, this sharing of information and 

knowledge requires an intricate exchange between members of governmental agencies (Dawes, 

1996; Gil-Garcia et al., 2009; Klischewski and Scholl, 2006; Pardo and Tayi, 2007; Zhang and 

Dawes, 2006). Literature on inter-agency information sharing (Dawes, 1996) and e-government 

(Zhang et al., 2005) grouped factors influencing information sharing into three main areas: 

management, policy, and technology (Gil-Garcia and Pardo, 2005; Gil-Garcia et al., 2007a, 2009; 

Zhang and Dawes, 2006). In the following, the researcher provides an explanation of each of these 

three influencing groups.   

Management and organizational perspective 

 

Having different origins, values, and cultures, different organizations exhibit complex connections 

to share information and knowledge between each other (Gil-Garcia et al., 2007a; Lam, 2005; 

Luna-Reyes, Gil-Garcia and Cruz, 2007b; Pardo and Tayi, 2007). Therefore, it is hard for 

government organizations with different values and competing interests to work towards a 

common goal (Fedorowicz et al., 2007; Kim and Lee, 2006; Rohrbaugh, 1981). Trust, leadership, 

and organizational boundaries are discussed in the following section as main factors affecting 

inter-organizational information sharing. 

Political perspective and Policy 

 

In order to study inter-organization information sharing, it is important to look at the legislations 

and policies that govern the operation of these organizations. Legislation and policy both strongly 

affect information sharing across organizations and particularly governmental ones (Dawes, 1996; 

Gil-Garcia et al., 2007a; Gil-Garcia and Pardo, 2005; Zhang and Dawes, 2006). Scholars highlight 

the importance of legal and policy regulations in reducing risk, building relationships, and 

developing trust in the inter-organizational information sharing process, as they give a framework 

for how to use information (Gil-Garcia and Pardo, 2005; Gil-Garcia et al., 2007a). Nevertheless, a 
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lack in legislations and policies can hinder information sharing initiatives, as privacy and 

confidentiality assurance is not present. Privacy policies are there to increase citizen trust in 

government information sharing initiatives (Atabakhsh et al., 2004; Landsbergen and Wolken, 

2001; Zhang and Dawes, 2006). Furthermore, it is suggested that in regulation-making, several 

actors should be present while determining what information to share. The absence of support from 

legislatures and policymakers may affect the priority status of cross-boundary information sharing, 

possibly causing a lack of funding and resources that are necessary for project sustainability 

(Dawes, 1996; Zhang et al., 2005).  

On the other hand, legislations and regulations may generate barriers impeding cross-boundary 

information sharing. Policies can forbid agencies from sharing sensitive information in fields, such 

as national security and public safety (Dawes, 1996; Gil-Garcia et al., 2007a; Gil-Garcia and 

Pardo, 2005; Zhang et al., 2005). Furthermore, it is important that a statutory authority explicitly 

defines the conditions for sharing information between agencies. This will eliminate doubt and 

reluctance, and it will frame collaborations under a specific statutory mandate (Dawes, 1996; 

Landsbergen and Wolken, 2001). 

It is also important to mention that partisan dynamics in different agencies play a role in inter-

agency information sharing. Some agencies are afraid of losing power to opposite parties. 

Agencies might also fear that the information they share may help other agencies to achieve goals 

that serve the opposite party’s agenda (Lazer and Maria, 2005; Pardo et al., 2004; Zhang and 

Dawes, 2006). In fact, information is a source of power and therefore resisting information sharing 

is a side effect of governmental agencies trying to protect their power and authority (Dawes, 

1996).  

Additionally, researchers also claimed that information sharing practices might expose the agency 

and awaken inspections and evaluations (Landsbergen and Wolken, 2001; Pardo and Tayi, 2007). 

It is therefore recommended that building an organizational culture favouring information 

stewardship rather than information ownership helps overcome some barriers and encourage cross-

boundary information sharing (Dawes, 1996; Pardo et al., 2004). 
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Technological influence 

 

Information technology (IT) is a field of study by itself. Its advancement can effectively influence 

and improve the efficiency of inter-agency information sharing (Zhang and Dawes, 2006). Gil-

Garcia et al. (2007a) argue that information sharing can be treated as IT projects, since they 

similarly require building information systems, changing organizational structure, and reforming 

processes. However, effective IT use by government agencies for information sharing purposes 

can be challenging (Lee and Rao, 2007). This challenge stems from the use of different types of 

hardware and software in information systems, as well as the combination of information and data 

from heterogeneous locations (Chau et al., 2001; Atabakhsh et al., 2004 ; Dawes, 1996 ; Gil-Garcia 

et al., 2007a, 2009 ; Pardo et al., 2004 ; Zhang and Dawes, 2006). Furthermore, security and 

confidentiality constitute serious concerns in system design, thus it is important to ensure access 

authorization and authentication for the shared information (Chau et al., 2001). Furthermore, 

information systems can be outsourced to contractors (Sullivan and Ngwenyama, 2005), which 

may lead to many issues and challenges, such as meeting specification needs away from 

competition with other private companies; ensuring compatibility with other service providers; 

ensuring sustainable maintenance, support, and updates (Gonzalez, Gasco, and Llopis, 2005; Park 

and Kim, 2005; Sullivan and Ngwenyama, 2005).  

Finally, when using technology for the purpose of information sharing, the capability of the 

involved organization is an important factor for achieving this purpose (Akbulut et al., 2009). 

Nevertheless, when it comes to inter-organization information sharing, technological challenges 

are less complicated than organizational and political challenges (Atabakhsh et al., 2004; 

Landsbergen and Wolken, 1998, 2001). 

Section 3.2.2 presented the interpersonal (cognitive), intra-organizational, and inter-organizational 

(social constructionist) factors influencing information sharing. The influencing factors are 

grouped depending on their nature (administrative, technological, cultural and others) and whether 

they fall under information behaviour or information practice perspectives. Interpersonal 

information sharing dealt with interpretations of why people share information with others, and 

the possible barriers to sharing information, such as information privacy concerns and lack of trust. 

Furthermore, it was explained that information sharing becomes more complex when studied in 

an organizational framework both internally and externally. Additionally, the influencing factors 
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motivating or suppressing intra- and inter- organizational information sharing were presented. 

Among these factors, the researcher highlighted the organizational structure and culture, as well 

as whether the organization is submerged with bureaucracy and what formalized systems it has in 

place to regulate information sharing. Moreover, incentives, power games, and the issue of social 

identity coupled with issues of trust were presented and discussed as main factors influencing 

information sharing inside and among organizations. Concepts such as the utilitarian perspective 

and organizational ownership and reciprocity were also introduced and explained in this section. 

The political and technological perspectives were also given weight in influencing information 

sharing, as they constitute important enablers of this activity to happen.  

In conclusion, information sharing in not a new field of study. It was studied under the fields of 

library and readership. Although it gained fame after the USA 9/11 terrorist attacks in 2001, it was 

given importance in previous years and was researched under both information behaviour, 

requiring a cognitive approach, and information practice, requiring a social constructionist 

approach. Based on the literature, many factors are known to influence information sharing, 

whether at the interpersonal, intra-organizational, or inter-organizational levels. At an operational 

level, several measures can be taken to enhance cross-boundary information sharing, including 

building a culture of information stewardship with legislative and leadership support, in addition 

to building a rewards and incentive systems. Lastly, it is important to study the factors that support 

and impede information sharing in order to apply them to the core subject of this thesis, 

information sharing among security agencies. The following section introduces the site of this 

research, the fragile state of Lebanon. It will explain the consociation and power sharing model of 

this country as well as the security and information sharing dynamics in such a model.  

 

3.2 State Labels 

 

Defining the post-conflict status of a country is highly influenced by the assessment of its stability 

and the organization of its security system. States are usually classified based on the performance 

of their governance. Governance is defined as the mode of ruling a certain state, which is based on 

a social contract between the governors and the governed (Brinkerhoff, 2007). Based on this 

contract, governance develops a combination of rules, institutions, and processes that link the 
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rulers (authority) to the ruled (people). Furthermore, this combination provides the necessary 

platform for interaction between the state and the society based on exchanging goods, services, 

and loyalty. Governance defines the foundations of public administration and state structure, and 

these foundations include policymaking, economic strategies, exercise of authority, and the 

implementation of security measures that maintain social stability and cohesion (Brinkerhoff, 

2007). From the above definition, it is noticeable that security measures are one of the effective 

factors in defining the “health” of a state. In general, states are labelled as either strong or “fragile”, 

with much focus placed on the latter type due to the challenges facing the development and 

sustainability of security in these states. Studying the level of fragility of a country comprises 

assessing a series of factors that indicate the status of the state in different fields. One of the most 

systematic assessments is provided by the international organization “The Fund for Peace” through 

the “Fragile States Index” (Fund for Peace, 2019). As previously discussed in section 2.1, this 

index evaluates the fragility of states according to four major indicator groups: cohesion, 

economic, political, and social, where each indicator group has three sub-indicators as shown in 

Figure 5.  

 

Figure 6: Fragile States Index indicator groups (Fund for Peace, 2019) 

Since this thesis studies information-sharing among security agencies, learning about this aspect 

in a certain country requires an overview of its security status. Furthermore, it is necessary to shed 

light on the indicators of security management in the country, which are summarized in the 

Cohesion section of the Fragile States Index (Figure 5). This section includes three main indicators, 

and they are the Security Apparatus (SA), Fractionalized Elites (FE) and Group Grievance (GG) 

(Fund for Peace, 2019). The Security Apparatus indicator includes the security threats faced by a 

certain country, which range from highly frequent criminal activities to large-scaled internal 
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disruptions such as coups, revolutions (armed and unarmed), and terrorist attacks. The second 

indicator is the Fractionalized Elites, which takes into consideration the structuring of state 

authorities along ethnic class, clan, racial, or religious lines (Fund for Peace, 2019). The 

importance of this indicator lies in addressing power distribution according to the sectarian 

structuring of the society, whether the sects are religious, ethnic, or class based. For this reason, 

studying the Fractionalized Elites indicator gives insight to the “backstage” factors that control the 

level of security in multi-ethnic societies such as Lebanon. The third and final indicator of 

Cohesion is known as Group Grievance, and it focuses on the degree of schism among different 

groups inside a single society (Fund for Peace, 2019). This indicator provides a basis for the 

previous two indicators by exposing the dynamics of social structure, which influences power 

distribution in the state, thus playing an essential role in the internal stability and security of the 

country. As such, the security level in a country can be assessed based on these indicators, along 

with other factors such as the political, economic, and social structures. 

Lebanon is on the list of states identified by the U.S. Foreign Assistance Framework as “rebuilding 

countries”, which are defined as “states in or emerging from and rebuilding after internal or 

external conflict” (Wyler, 2008).  It was also presented as a fragile state in the report of the 

International Growth Centre’s Commission on State Fragility, Growth and Development. This 

report discusses the current roots of state fragility in Lebanon along five dimensions: legitimacy, 

capacity, private sector, security, and resilience (Malaeb, 2018). According to the 2019 Fragile 

State Index, Yemen ranks the most fragile country with an overall measure of 113.4 (out of a 

maximum of 120), whereas the most stable state is Finland ranking 178 with a fragility measure 

of 17.9. Meanwhile, Lebanon holds the 44th position in the fragility tableau with an overall index 

of 85 (Table 2) and sits within the list of high warning countries presented in Figure 6. The detailed 

assessment of the state’s fragility is provided in the table below, which directly indicates that 

Lebanon is a fragile state with a high risk of social instability.  

Country/Index Overall Security 

Apparatus 

Fractionalized 

Elites   

Group 

Grievance 

Lebanon 85 8.1 9.6 8.2 

Table 2: Overall fragility index for Lebanon and cohesion indicators scores (The Fund for Peace, 2019) 
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Figure 7: 2019 Fragile State Index scores for high warning countries (Fund for Peace, 2019) 

The current score of the Cohesion Indicators for Lebanon is considered low and is consistent with 

the overall score of Lebanon (85) placing it in the high warning countries (Figure 6). These scores 

are highly affected by the Syrian war and the impact of refugees on the already fragile state, with 

the fragmentation of state institutions along religious lines and the divisions between different 

religious groups emerging from competitive identities (Blyth, 2015). Annex A presents the Fragile 

States Index 2019 scores for all the countries studied by the Fund for Peace.  

 

However, the degree of a state’s fragility is not constant, and it is also connected to another 

labelling of a country’s security status, which defines countries according to their relative position 

in a certain conflict. The term ‘conflict’ in this case refers to a state of violence that influences 

political, demographic, and social change. A country at conflict, whether an internal or external 

one, is usually threatened to reach the level of a “failed” state, which is the case in countries like 

Somalia and Afghanistan (Brinkerhoff, 2007). On the opposite side are progressive states, which 

are uniquely characterized by their high level of security, such as Denmark and Norway. 

Progressive states develop around strong independent economies, stable strategic internal and 

foreign politics, and above all, sustainable security statuses.  
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In between the two extremes, many countries around the world fluctuate between epochs of 

violence and peace. Countries such as Lebanon are labelled as “post-conflict” states, which 

remains a relative term that needs to be defined. Post-conflict states are those surfacing from 

violent and destructive conflicts towards more stable conditions. However, this transition does not 

indicate the end of violence or disruption in society, but rather the transition towards an instable 

state of ‘peace’ that can or cannot become stable with time. As Doyle and Sambanis observe, “no 

peace is perfect. Public violence (...) never gets completely eliminated (...) We should thus consider 

peace to be a spectrum ranging from insecure to secure” (Brinkerhoff, 2007, p. 3).  

Internal violence often leads to destabilization and severe social divisions that persist beyond 

political solutions. Furthermore, the consequences of internal violence hamper a country’s journey 

towards sustainable peace since the underlying causes of this violence are not often resolved by 

the new “peace” situations. This places the post-conflict society under constant risk of exposure to 

future intercommunal conflicts, which tend to be costlier and more destructive. Such concerns are 

justified by the fact that the number of armed conflicts that occurred in the post-World War II 

phase has reached 220 conflicts between 1946 and 2001 (Panić, 2008). Of these 220 conflicts, 

more than 140 are civil wars, and the number of casualties during this phase has exceeded 20 

million individuals in different areas around the globe (Panić, 2008). However, these numbers 

refer to the epoch that precedes 2001, after which a series of large-scale wars were initiated in 

countries such as Afghanistan, Iraq, Sudan, and Congo, in addition to the recent continuous 

conflicts in Libya, Syria, and Yemen. The high frequency of rising conflicts hints to the 

destabilized nature of emerging states in the post-world war era. Destabilization often drives the 

social and political dynamics of a state into one of two paths, the first of which is state failure. 

State failure is manifested through extensive civil wars accompanied by social schism. Examples 

on this failure include countries such as Somalia and Afghanistan (Rotberg, 2004). The second is 

to develop an intermediate system of stability that does not establish a steady mode of peace, yet 

it reduces violence to tolerable levels that satisfy the lowest requirements for governance inside 

the state. Indeed, the second system is preferred over state failure. In the case of Lebanon, the 

absence of civil war and the delivery of political services have led to its qualification as a weak 

rather than a failed state (Rotberg, 2004). Additionally, Lebanon is hanging in the instable state of 

peace and is rather on the insecure side of the peace spectrum.  
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A famous and significant example of transition of post-conflict states into a hybrid system is the 

consociation model that was considered as a very promising model to reach stable democracy in 

segmented societies (Andeweg, 2000). It has become a trending system adopted by several post-

conflict states and was adopted by Lebanon. Studying the Consociation Model constructs the 

necessary overview of the political, social, and administrative conditions that govern the scene 

behind security management inside the post-conflict state of Lebanon.  

3.3 The Consociation Model 

3.3.1 Definition and drivers towards consociation  

 

During the twentieth century, a new model for political governance floated on the surface of the 

international political stage, and this model has become known as the Consociation Model. It is 

defined as a tool for regulating conflict and distributing power in heterogeneous societies. Brendan 

O’Leary defines it as: “a state or region within which two or more cultural or ethnic or national 

communities peaceably coexist (…) and in which the relevant communities cooperate politically 

through self-government and shared-government” (O’Leary, 2002 cited in Kerr, 2006:26). Rising 

as a reactionary solution to violent internal conflicts in multi-ethnic societies, consociation has 

established itself as a basis for governance in Lebanon. By introducing the concept of consociation 

in Michael Kerr’s book about power-sharing and conflict, Kerr describes the arrangements of 

consociation as “difficult to love and celebrate-even if their makers often fully merit intellectual, 

moral and political admiration. They are usually cold bargains, even if they display admirable 

political imagination and compromise. But consociational thinking as this book demonstrates still 

has a role in staunching the wounds of war” (Kerr, 2006:xxxv). This statement sheds light on the 

existence of the consociation model as a necessity rather than a choice in post-conflict societies. 

For this reason, it is essential to study the motives, factors and the conditions that govern and 

dictate the development of the consociation model. Consociation must guarantee an improvement 

of the system without endangering the interests of any of the parties (Smaira, 2014). Furthermore, 

it must ensure the representation of minorities with the commitment of the elites to cooperate, thus 

emphasizing the role of the elite in ensuring successful power-sharing. Additionally, a proportional 
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allocation of resources and distribution of public offices must be guaranteed while groups operate 

autonomously with the right of veto granted to minorities (Lijphart, 1969). 

 

From the aforementioned definition, it is safe to infer two fundamental conditions behind 

consociation, and they are the presence of two or more ethnic communities inside a society, in 

addition to an institutional balance between these communities. Thus, consociation is a system of 

coexistence between different ethnic or national communities, and it results from the presence of 

competitive identities, conflict, and the need for power sharing. In the majority of cases, 

consociation is achieved with the aid of foreign countries. Therefore, in the following sub-sections, 

the concepts of competitive identities, conflict power sharing, and foreign influence will be 

discussed.  

a) Competitive Identities: 

 

The terminology of consociation reflects a mode of power sharing between two or more groups, 

and so the diversity of communities within a society is a prerequisite for consociation. 

Furthermore, for consociation to exist, each community must possess its unique identity that is 

usually competitive with the different groups. Understanding identity involves understanding the 

individual in relationship to others (Telhami and Barnett, 2002). Charman has explored issues of 

the social, personal, and group identity, as well as the formation of the self by analysing what 

social identity constitutes and the impact of this identity on intergroup relations. Charman argues 

that social identity is essential to analyse the relationship between an individual and their group 

(2017). 

Furthermore, identity plays a crucial role in building up the foundations of conflict, from which 

consociation results. For this reason, the diversity among communities inside a state is not enough 

to induce consociation, yet the consciousness of this diversity, as well as the competitiveness 

among the different groups, play the central role in cultivating the conditions for consociation. To 

highlight the significance of identity in developing consociation, two cases of multi-ethnic 

societies will be taken into consideration. The first case is Canada, which represents an ongoing 

model of a stable multi-ethnic society. This country was established on the basis of immigration 

in the early 19th century and it defines multiculturalism as the cornerstone of its constitutional 
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foundations (Schaakxs, 2012). In fact, official statistics show that the ‘social fabric’ in Canada 

comprises more than 25 different ethnic groups that originate from various regions in Europe, 

Asia, and Africa (Majzoub, 2016). Despite the fact that the political system in Canada establishes 

multiculturalism as an integral constituent of the national identity of its citizens, community-based 

conflicts rarely occur among the different groups inside Canadian society, and that is mainly due 

to the mode of identification among these groups. Even though each group preserves its communal 

relations and cultural identity, the connection between individuals and the state is citizenship-

based. Therefore, there is almost an absence of competitiveness among these groups over power 

and governance (Citizenship and Integration Canada, 2010). Furthermore, the civic mode of 

authority adopted by the state reduces the sense of communal identification among groups and 

encourages a developing sense of belonging to the state as a whole (Majzoub, 2016). For this 

reason, Canada’s political system is a stable model that does not necessitate the adoption of 

consociation or any similar model of power sharing among groups. 

 

On the other hand, the famous example of Yugoslavia serves as a witness on the complicated 

version of multi-ethnic societies (Vladisavljević, 2004). The country emerged after the First World 

War by the alliance of several ethnic groups including mainly Serbs, Croats and Slovenes (Hook, 

2016). In addition to the huge pressure exerted by external powers, Yugoslavia was not able to 

establish a ground for stability and social communication among the various ethnicities of its 

society. Each group derived its identity from its ethnic background, and the common sense of 

nationality degraded over time until a devastating ethnic war erupted in 1990 after the fall of the 

Soviet Union (Turton, 2003). Serbian Nationalism was confronted by opposite polarity from 

Croats and Bosnians mainly, and the result was a brutal civil war that became known for its 

atrocities and massacres. Intervention from the United Nations (UN) and the North Atlantic Treaty 

Organization (NATO) eventually ended the war, but the consequences of the ethnic schism 

continued to influence further divisions in the former Yugoslavia. The result of the unstable social 

dynamics was the dissection of Yugoslavia into six different ethnic-based states: Serbia, Croatia, 

Slovenia, Bosnia and Herzegovina, Macedonia, and finally Montenegro (Vladisavljević, 2004). 

Yugoslavia represents the failure of coexistence among different ethnic groups due to the 

prevalence of the ethnic sub-identity over the national Yugoslavian identity.  
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From the contrasting examples of Canada and Yugoslavia, one can infer the integral role of identity 

in defining the degree of stability and the mode of interaction in multi-ethnic societies. The role of 

identity is emphasized by British anthropologist, Mary Douglas, who developed a model for social 

identification, which is known as the Grid-Group Model (Douglas, 1970). Douglas argues that the 

degree of clarity in the relation between the individual and the state dictates the strength of the 

social “grid”. Therefore, the prevalence of ethnic identification over citizenship of individual 

ruptures the social grid and will eventually lead to conflict (Gosden, 2004). This prevalence of 

ethnic identification is comparable to the reality of Lebanon, as described in section 1.1.2. whereby 

in the Lebanese society’s identification revolves around different sectarian groups that compete 

amongst each other.  

b) Conflict 

 

As mentioned previously, consociation is a system of coexistence requiring the presence of 

competitive identities, conflict, and the need for power sharing. Having evoked the issue of 

competitive identities and the existence of social division among established communities fuelled 

by competitiveness, this section elaborates on the conflict aspect leading to the adoption of 

consociation. In fact, the consociation model is significant for being a reactionary system to 

internal conflicts and social schism. For this reason, conflicts represent an essential phase in 

forcing post-conflict states to implement power sharing among competing groups. Internal 

conflicts, or civil wars, are mainly influenced by social and economic injustice, which manifest in 

political tension build-up. In the case of multi-ethnic societies, socioeconomic dynamics are highly 

influenced by the competitive identities of the present communities, and thus, the ethnic feature of 

conflict might easily take over the social and economic reasons behind political tension inside the 

state. In fact, identity plays a vital role in dictating the course of civil wars and their outcomes. 

 

Pesic states that “ethnic conflict is caused by the fear of the future, lived through the past” (Pesic, 

1994). This statement includes the factors controlling ethnic conflict. To begin with, an ethnic 

conflict rises from competitive communal identification among different groups inside the society. 

This identification must be fuelled by a sense of hostility driven by the absence of balance in power 

between the competing groups (Mohammadzadeh, 2016). Civil wars and ethnic violence are 

directly associated with focal historical changes that influence the dynamics of identity among 
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groups. For instance, the end of traditional European colonialism in the mid-20th century resulted 

in the emergence of ethnic identification in several post-colonized areas, such as the Middle East, 

Africa, and Latin America (Lake and Rothchild, 1998). The inclination towards ethnic 

identification was overshadowed by the rising Cold War between the United States and the Soviet 

Union, which drove the international political dynamics towards large-scale coalitions such as the 

North Atlantic Treaty Organization (NATO) and the Warsaw Pact. However, ethnic identification 

continued to build up behind the scenes, and this can be observed in the internal violence incidents 

in Northern Ireland, El Salvador, Chile, several developing countries including Lebanon (Lake and 

Rothchild, 1998). As the Cold War ended upon the fall of the Soviet Union, ethnic conflicts erupted 

in Yugoslavia, Afghanistan, and Algeria. These conflicts could not have erupted immediately as a 

side effect of the macro-scale change that occurred in international political dynamics. On the 

contrary, the deep-rooted ethnic identities established beneath the apparent “unions” were an 

indirect decisive factor behind the collapse of the large-scale unions that were naturally driven to 

repress communal identities in favour of a wider national identity (Brubaker, 1995). However, the 

eruption of violence results from a series of factors that range from identity oppression to economic 

pressure.  

 

Theoretically, violence can be categorized into systematic and reactionary violence, and the 

difference between the two types dictates the course of a certain conflict (Lake and Rothchild, 

1998). Systematic violence is the centralized and organized violence that is usually adopted by 

official armies that serve wider political strategies, and it usually involves advanced military, 

financial, and political capabilities (Lake and Rothchild, 1998). Examples of systematic violence 

in ethnic conflicts include, but are not exclusive to, armies in Israel, Serbia, Turkey, and Syria. On 

the other hand, reactionary violence is the process through which groups adopt irregular and 

decentralized violent action in response to precedent forms of violence or repression (Lake and 

Rothchild, 1998). This type of violence involves informal strategies, and it is significant for its 

lack of resources in comparison to systematic violence. Examples of this violence include, but are 

not restricted to, Palestinians, Kurds, and Republicans in Northern Ireland. Reactionary violence 

is widely present in civil wars because it is justifiable and mobilizing. Due to the moral restrictions 

that regulate human behaviour, adopting violence requires a justifiable cause and an end target to 

be reached. For this reason, groups involved in civil wars or ethnic conflicts tend to present their 
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causes as reactionary movements against aggressive (or potentially aggressive) danger imposed 

by other groups. Also, reactionary violence presents a successful strategy against its systematic 

counterpart, especially in cases of imbalance in power dynamics between the clashing groups. 

Therefore, it is necessary to study the course of evolution of violence in a civil war and the power-

sharing attempts. This is presented in the below section with focus on the case of Lebanon. 

Boundless Violence- complicated conflict dynamics and coexistence 

 

Boundless violence is discussed as a form of violence that might be seen in conflict. This type of 

violence was present in the conflict of Lebanon, the country studied in this thesis, and was referred 

to in Section 1.1.2 (a) presenting the historical background of the Lebanese civil war.    

 

After discussing competitive identities and conflict as fundamental conditions behind 

consociation, another motivation that drives states towards consociation is the “boundless” mode 

of violence (Kerr, 2006). The term “boundless” in this case is a symbolic concept that refers to the 

endlessly accumulating violence that does not evoke any change in the political scheme of the 

conflict. A famous example on boundless violence is the case of the Lebanese civil war (1975-

1990), which was significant for its wide scope of “reproductive” conflicts. For instance, the war 

started between two different parties: the Lebanese Front (LF), which comprised Maronite-major 

parties, versus the Lebanese National Movement (LNM), which was formed of Muslim-major 

parties. However, beyond 1975, the conflict developed to intersperse violence between the parties 

of the same front. The once founders of the Lebanese Front, Al-Kataeb and Al- Marada parties, 

engaged in a bloody conflict in Northern Lebanon. Similarly, the once allied Lebanese Communist 

Party (LCP) and Amal Movement in the Lebanese National Movement, experienced a series of 

violent clashes in West Beirut (Kerr, 2006).  

 

Many factors drive civil wars towards boundless violence, one of which is the ethnic nature of the 

clashing groups. In general, ethnic violence aims at “eliminating” the enemy groups, whether 

politically or physically, which leads to escalating violence from all sides. However, since ethnic 

divisions tend to be polar and identity-based, the possibility of one group “eliminating” the other 

tends to be costly in terms of casualties as well as politically and militarily. The inability to 

eliminate the enemy and the continuous expenses of violence drive the clashing parties to search 
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for solutions that will end the boundless violence. Thus, coexistence develops into the only feasible 

option for all parties instead of proceeding towards ultimate state failure, and thus, the floor 

becomes set for the consociation model to be implemented (Kerr, 2006). 

c) Power-Sharing in the Consociation Model 

 

Consociation was described above as a system of power distribution among conflicting groups 

within a multi-ethnic society. Power distribution is the process of disseminating the keys to cross-

community concerns among coexisting groups. Accordingly, basic power distribution involves 

sharing decision-making in economic constitutions, security agencies, and political units (Kerr, 

2006). Hence, consociation is a system of moderate stabilization that aims at achieving a balance 

in power between autonomous communities in an attempt to secure coexistence in a single society.  

 

The mode of power distribution may differ between states, yet it consists of three major 

foundations, and they are non-territorial autonomy, proportionality, and equal veto rights (Kerr, 

2006). An important motive behind consociation lies in providing non-territorial autonomy to each 

group, and consociation is the system through which each ‘autonomy’ is regulated to ensure 

stability and cooperation. Non-territorial autonomy is the privilege of self-determination that a 

community holds within a single society, and this autonomy is derived from the community’s 

expression of a unique identity. The goal behind securing non-territorial autonomy is to prevent 

communities from exercising dominance over their counterparts (Kerr, 2006). After admitting the 

non-territorial autonomy for all parties, authority is distributed according to proportional weights 

of the corresponding groups. In general, for consociation to occur, a balance in power dynamics 

must precede power sharing. That is, if one group claims an outstanding majority, the need for 

consociation will cease to exist. Therefore, the weights of the communities must be taken into 

account in the power distribution process. However, dissecting power among groups can 

sometimes violate the actual demographic distribution of each group. An example of this situation 

is the case of Lebanon, where Christians represent 40.5% of the total population, yet they hold 

50% of the power in the country (Makdisi and Sadaka, 2003). Proportional representation is 

manifested in governmental positions, assembly delegation, and the distribution of decision-

making powers in security and economy (Kerr, 2006). The third pillar in a consociation system is 

the mutual veto power for each group. Since proportionality might lead to a majority dominating 
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over a minority inside the system of governance, each group should possess a protective shield 

that will prevent dominance and ensure that consent is sustained. Veto rights provide communities 

with the necessary power to engage in defining the legal measures of the political system (Kerr, 

2006). Moreover, mutual veto rights guarantee that the constitutional rights of existence for each 

community is maintained. It is worth noting that mutual veto rights usually present obstacles to 

standard democratic rule because the rule of the majority will no longer be an option. In addition 

to that, communal interests will continue to serve as the primary motivation for groups, and 

therefore, communal divisions will continue to exist within consociation.  

 

Kerr summarizes the nature of consociation through the following conclusion: “Consociations may 

be the most benign political forms possible after serious internal identity-based wars, and the best 

formats to prevent serious or recurrent wars” (Kerr, 2006: xxxiv). The fragile nature of 

consociation is manifested in the power dynamics behind applying it in political, administrative, 

and social contexts. John McGarry  and Brendan O’Leary provide three conditions that constitute 

the basis for democratic consociation systems, and these conditions are: 

• Domestic elites acquire enough motivation to engage in power-sharing. 

• Domestic elites possess the power to lead their communities, which provides them with the 

 power to negotiate. 

• A balance in power among the communities inside the society (O’Leary, 2002) . 

In the above conditions, McGarry and O’Leary highlight the role of domestic elites in power 

sharing. In fact, all consociation models require the presence of a layer of elites that are deeply 

connected to their communities and are able to lead these communities to conflicts, as much as 

they can lead towards agreement (Kerr, 2006). Domestic elites are the executive power that offer 

the channel of political communication between the communities, yet the influence of these elites 

is dependent on external involvement. As it happens, external powers play an essential role in 

imposing consociation through domestic elites. Ethnic conflicts increase the degree of influence 

of external parties, whether regional or international centres of power, and these centres become 

the ‘maestros’ of conflict regulation (Kerr, 2006). For this reason, most consociation models are 

‘synchronized’ by competing countries, such as the UK and Ireland in Northern Ireland, and Syria 

and Saudi Arabia in Lebanon. 
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d) Foreign Influence 

 

The final and most influential factor that drives societies towards consociation is the influence of 

foreign powers. The dynamics of power in multi-ethnic countries is often subject to external 

guidance, especially in countries that are strategically significant. Even though the decision to 

adopt coexistence or engagement in conflicts is taken by domestic leaders, foreign powers tend to 

control and guide the course of power in multi-ethnic societies. In addition to that, the dissection 

of the centralized state in favour of communal authorities reduces the sense of security among 

groups, thus increasing the need for support and protection provided by stronger external forces. 

According to Kerr, the success, implementation, maintenance, and failure of consociation is 

dictated by external pressure (2006). The reason behind this phenomenon stems from diverging 

political polarity, which weakens the conflicting parties and increases their reliance on external 

forces to seek military and political support. Furthermore, consociation as an abstract model 

requires compromises from both sides of the conflict, and this necessitates the presence of 

“regulating” forces that will push each group towards the solution that will better serve their 

interests. O’Leary argues that consociation necessitates a mode of “imposing” over both sides of 

the conflict, and that is due to the polarized power dynamics in ethnic conflicts, which complicate 

the process of offering autonomous relinquishments from each side (O’Leary, 2002).  Hence, the 

role of foreign powers becomes indispensable in imposing consociation. 

 

In the development of consociation, foreign influence can be positive or negative, and the nature 

of this influence is mainly determined by the scope of interests of foreign powers. Kerr explains 

that positive external influence is manifested in the role played by foreign powers in increasing 

the chances of implementing the consociation model in ethnically divided societies (Kerr, 2006). 

However, it should be noted that to exert positive influence on conflict regulation, foreign powers 

are motivated by their own set of political, economic, and strategic interests. In fact, the same 

interests might drive foreign powers to fuel civil wars or ethnic conflicts that precede consociation, 

by supporting the conflicting parties both politically and militarily. Through this support, foreign 

powers acquire the necessary influence on decision-making of the clashing parties, which enables 

them to guide the conflict towards serving their interests. Based on this logic, foreign powers can 

have negative influence on consociation systems, if these systems contradict their strategic or 
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economic interests. Of course, external forces may also have an interest in regulating the conflict 

by consociation when it suits them to do so. That is, by possessing the keys for regulating conflict 

dynamics, foreign powers might choose to destabilize the consociation system in order to fulfil 

their interests. Kerr summarizes the foreign influence on consociation in the following statement, 

where he declares that  

 

While this [foreign influence] might be positive for the internal elites or the 

establishment of consociation, it is an unstable basis for conflict regulation, as 

the interests of the external powers supersede those of the internal elites. They 

are primarily strategic or economic interests, as they have no primary concern 

with conflict regulation or consociation, other than what they can gain from its 

implementation or preservation. (Kerr, 2006 p.33) 

 

Examples of foreign influence on consociation models is the case of Northern Ireland, where the 

consociation model was formulated under the influence of the central governments in the United 

Kingdom and Ireland (Kerr, 2006). Therefore, the consociation model requires the presence of 

four major foundations, which might differ in their degree of influence depending on the social 

and political context in the specific area of conflict. The presence of conscious competitive 

identities facilitates conflict, which might reach the loophole of boundless violence, and thus, 

balanced coexistence becomes the only possible solution to avoid complete state dissection. 

Meanwhile, foreign influence accompanies the causes and dynamics of conflict, pressurizes 

internal parties towards imposing consociation, and directs the stabilization or destabilization of 

the system in compliance with the interests of foreign powers. Through this model, consociation 

develops as a mode for power sharing in post-conflict societies. 

 

Many scholars have tackled the role of foreign influence in multi-ethnic societies (Axtmann, 2004; 

Kerr, 2005; McGarry and O'Leary, 2006; Salamey, 2009). In national power sharing setups, ethno-

sectarian groups are subjected to direct influence from transnational and foreign governments 

(Salamey, 2009). The post-conflict ethno-sectarian society of Lebanon has been referred to as a 

‘mosaic composition’ (Barakat, 1973), and ‘torn identity’ (corm, 2005), its identity fragmentation 
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is expressed through loyalty to transnational regional identities. The Lebanese Maronite Patriarch 

said   

Pluralism is a big treasure for Lebanon (…) But we have another illness 

(…). It is our loyalty to outside Lebanon, (…) We cannot live and have 

loyalties abroad both in the East and West. (Al-Rahi: We Cannot Survive if 

we Have Loyalties Abroad9. Naharnet, 2011) 

 

Furthermore, Krayem (1997) spoke of the polarization of the Lebanese and how this polarization 

attracted and welcomed external intervention. For years, this polarization compelled the 

interference of the same foreign powers that initially endorsed the Lebanese crisis (Clawson and 

Eisenstadt, 2000). Each religious sect needed the involvement of external powers to back them up 

and strengthen their position in the power distribution. Thus, becoming an extension of the larger 

regional and international powers whereby: the Christians look towards the West, the Shia to Iran, 

the Sunnis first to Syria and now to Saudi Arabia (Smaira, 2014). Starting 2005, the distribution 

of power has changed in the region and Lebanon became divided between Iran and Syria on one 

side and the majority of the international community on the other side. This has led to a more 

complicated and diversified power arrangements in the country. The sectarian identities that drive 

the political scene of Lebanon can currently be assembled into two key parties: one constitutes the 

‘axis of moderation’ and the other constitutes the ‘axis of resistance’ (Smaira, 2014). Both axes 

are fighting over the future of Lebanon, a fight affecting the country at all levels, including its 

security.  

 

Researchers have studied the relationship between post-conflict societies and the reform of their 

security sector focusing on post-conflict policing and the issue of police reform in transitioning 

states. Studies have shown that police behaviour is linked to the state capacity and state quality:  

where this capacity is low, the police capacity is also low. Additionally, the post-conflict policing 

structure is found to reflect patterns of governance generated by the state elites upon which police 

forces are dependent (O'Shea, 2014). The following section will tackle the topic of post-conflict 

 
9 From: http://www.naharnet.com/stories/en/17186-al-rahi-we-cant-survive-if-we-have-loyalties-abroad (accessed 

on 10/04/2021). 

 

http://www.naharnet.com/stories/en/17186-al-rahi-we-cant-survive-if-we-have-loyalties-abroad
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policing which is relevant for the consociation state of Lebanon and the diversity of institutions 

that are involved in the delivery of policing and security services in it.   

3.3 Post-conflict policing 
 

The post-conflict reform of policing is correlated to the political will to reform the state and its 

structures. It falls under the state-building efforts in transitioning states. In fragmented post-

conflict societies such as Lebanon, confessions and religious identities are stronger than 

nationalism. As fragmentation impedes the capacity to implement reform, it similarly weakens the 

state’s capacity to have control over the police and other security actors who then work towards 

the interests of political parties. The literature on security sector reform and police reform lacks a 

clear conceptualization of how this reform can be achieved with the resistance of the political 

powers (O'Shea, 2014).  

The literature, also, has a clear gap when it comes to researching police in non-Western countries 

by criminologists that have an in-depth knowledge of these contexts (Ellison and Pino, 2012 p.5). 

This has created a deficiency in understanding the theory behind police behaviour and reform in 

these contexts (Ellison and Pino, 2012, p.3). Since Bayley’s patterns of policing first came out in 

1985, researchers attempted to compare police between countries with few of them focusing on 

transitioning states (Hills, 2000; Hinton, 2006; Taylor, 2011). Policing types differ significantly 

between different contexts, and their structures are reflective of the particular power structures of 

their specific contexts (Bayley, 1990, p.215; Findlay and Zvekic, 1993, p.7; Marenin, 1996, p.310). 

For instance, some fragile states for which police reform is improved still require the capability to 

carry out reform (Baker and Scheye, 2007, p.507). These states suffer from ‘artificial, imposed 

borders, heterogeneous and divided populations, and privatised and personalised structures, where 

traditional notions of kinship, religion and community matter more than modern ideas of 

citizenship and nationality’ (Baker and Scheye, 2007, p.508; Andersen, 2007, p.23–24). This 

particularly applies to Lebanon, the country that had just celebrated the millennium of the creation 

of its imposed borders ‘drawn’ during the Sykes Picot agreement of 1916 between the French and 

United Kingdom in order to define their areas of control in the region. Moreover, Lebanon suffers 

from its heterogeneous and divided population that prioritizes confessions over nationalism (cf. 

Section 1.1.2 historical background and section 3.3.1 (a) competitive identities).  
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Under fragmented policing circumstances, the distribution of public goods is unequal. This has a 

direct effect on ‘social justice and cohesion’ and raises concerns of inequality in the distribution 

of policing resources unevenly allocated among all citizens. Therefore, policing commissions 

should have the legal responsibility to factor in possible discriminations in the allocation of 

policing resources and take decisions to correct them in policy and in practice (Shearing, 1996a; 

Bayley and Shearing, 1996). It is also arguable that policing commissions must coordinate and 

incorporate policing and security services within their geographical zone of responsibility, and 

ensure other policing service providers (municipality, commercial etc.) are made accountable (cf. 

Independent Commission on Policing for Northern Ireland, 1999). 

In Lebanon, a public survey was commissioned in 2009 for the first time in the history of the 

country. It was conducted by an independent entity (Ipsos Mori) and selected a representative 

sample of 6000 Lebanese citizen. Only 13% expressed their satisfaction with the performance of 

the Internal Security Forces (ISF). Smaira (2014) refers to an interview conducted in 2011 with 

General Pierre Salem stating that the results of this survey and additional focus groups 

demonstrated that Muslim Sunnis were more in favour of the ISF whereas Christians were mostly 

indifferent or in favour of the army. However, Muslim Shiaa were completely dismissive of the 

army and ISF. After collecting the results of this survey, the ISF created a Strategic Planning Office 

to draft its strategic plan that guides its deployment across Lebanon, equally. This survey was 

launched as part of the developmental efforts of international donors in the security sector reform 

of Lebanon, it highlighted a number of gaps in the policing scene of Lebanon, all reflective of the 

transitional and fragmented policing circumstances of the country. This survey’s results led to 

several community policing projects funded by international donors to address the gaps identified.  

 

In their book “fighting crime together”, Fleming and wood (2006) present the experience of senior 

intelligence analysts in policing and security networks. Wardlaw and Boughton highlight the 

importance of using agreed protocols to guide the operations of policing, emphasizing the role that 

police can play in rebuilding communities that underwent division (p.161). Additionally, 

Braithwaite discusses the challenging model of peacebuilding in societies fragmented by civil 

wars. Furthermore, when tackling the challenges that plural policing pauses, Fleming discusses 

how role and responsibilities can be blurred and how much trust is important in order for all the 

concerned organizations to work effectively (Fleming and wood, 2006).  
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In summary, this chapter presented the theoretical framework around information sharing, and 

explained the consociation, a model of power sharing in Lebanon, as a mode of transition from 

conflict. the key features of information sharing among security agencies in the specific security 

scene of Lebanon. This chapter touched upon the key features of information sharing among 

security agencies. By defining and presenting the consociation model, it highlighted how this 

system is developed in post-conflict states to transition to an intermediate state of stability that 

does not necessarily establish a steady mode of peace, but it reduces violence to tolerable levels 

that allow a state to be reasonably governed. For this model to be developed in a post-conflict 

context, drivers such as competitive identities, conflict, violence, and foreign influence must be 

present. Each of these drivers was discussed separately. The consociation model is seen in plural 

societies undergoing democratic transitions; therefore, it involves power-sharing. Lebanon, the 

country studied in this thesis, developed sectarian consociationalism as a remedy for conflict and 

national sectarian fragmentation. Since power sharing in consociation models manifests at the level 

of security systems, the security dynamics in power sharing models explain the importance of 

reconstructing internal security and policing in post-conflict societies. It is therefore necessary to 

further study the security organisation and the mode of power sharing within the security systems 

in post-conflict societies in order to understand the dynamics of information and intelligence 

sharing within these apparatuses, this is why the author conducted the documentary research that 

will be presented in Chapter Five. This documentary research was deemed necessary by the 

researcher as there is a gap in the literature when it comes to explaining the architecture of the 

security apparatus of Lebanon and the political and sectarian dynamics influencing it (second 

research objective). Similarly, and although the literature is wide when it comes to studying the 

key features of information sharing among security agencies, it clearly lacks studies tackling, 

particularly, information sharing in the Lebanese context (third research objective).  Subsequently, 

together with Chapter Five, this Chapter addressed the third research objective by studying the key 

features of information sharing among security agencies in general in this chapter, leaving the 

specificities of these features in the security scene of Lebanon — that are missing in the literature 

— for Chapter Five. The next chapter will tackle the research design and methodological approach 

adopted by the researcher to conduct this study.  
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Chapter 4: Methodology  

 

This chapter discusses the research design adopted by the researcher for this study. It presents the 

general approach to the current research and explains the research design used to conduct empirical 

research. Moreover, data collection, sampling, and data analysis methods will be outlined. This 

chapter also presents ethical considerations, the reflexivity of the researcher, the opportunities, and 

the challenges, as well as lessons learned from the research design and the interviews conducted. 

Following this, the criteria of evaluation of qualitative research are presented. This chapter ends 

with a summary of the research method. 

 

4.1 Planning the research  

 

This research is guided by a set of ontological beliefs, or a view of the world (paradigms) adopted 

by the researcher. In this study the researcher’s ontological beliefs are coupled with a subjectivist 

epistemological view that led her to make the following assumptions: 

- There is a correlation between the fragility of a country and the resources, capability, 

and proficiency of its security apparatus. 

 

- Ethno-sectarian, post-conflict, and fragile contexts are faced with plural policing and 

fragmented security services, this fragmentation can be reflected in the information 

sharing practices of these security agencies.   

 

- Information sharing among security agencies is a powerful tool to counter and prevent 

security threats, the type of a threat (threat to all or the majority of political groups, 

threat to a single of the minority of political groups) can affect the information sharing 

behaviours and practices of security agencies in fragile and post-conflict contexts.  

 

- Information sharing among security agencies can be one of the indicators of trust 

between them. While their loyalty was for their political/sectarian party, this trust, if 
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existing, can be proven through their information sharing behaviour and practices and 

can be one of the indicators of reconciliation in a post-conflict ethno-sectarian context.  

 

- Lebanon is a strategic country of the Middle East; it constitutes a good case to examine 

the above assumptions of the researcher.  

These assumptions are not hypotheses set to be tested, and they cannot be established from a single 

case study. Nonetheless, they shaped the research questions and have directed and defined the 

below research objectives of this thesis: 

1. To understand the link between information sharing and counterterrorism in fragile 

contexts; 

2. To critically examine and understand the security architecture of Lebanon and the political 

and sectarian dynamics influencing it; 

3. To study the key features of information sharing among security agencies in the security 

scene of Lebanon using the case study approach; 

4. To position the research findings within existing theoretical frameworks in order to 

contribute to the academic knowledge and understanding of the changing dynamics of, and 

areas for improvement in, information-sharing within the security field of fragile and post-

conflict states.  This is established by investigating: 

- Whether and how the type of security threats to a fragile country such as Lebanon 

increases or decreases the exchange of information among different security agencies;  

- whether and how the post-conflict status of Lebanon might influence the security 

coordination mechanism; 

- whether and how the exchange of information can be reflective of the ‘health’ of a 

country emerging from conflict, such as Lebanon, and whether it can be used as one of 

the indicators of fragility in a country.  

In the following section, the researcher explains the research design and methodological approach 

she adopted to achieve the objectives of this qualitative study, as well as her epistemological 

position. 
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4.2 Research design  
 

This research is qualitative and focuses on achieving the research objectives set by the researcher 

and presented above. It allows to study the key features of information sharing among agencies of 

the security scene of Lebanon. It involves key actors participating in information sharing as 

representatives of the Lebanese security agencies or international actors dealing with these 

agencies. These actors applied information sharing techniques to maintain security and counter 

security threats in their routine operation and during incidents that endanger the stability of the 

country. Studying information sharing as a social phenomenon was conducted under the 

interpretive/pragmatist paradigm explained in Section 4.2.2, using the case study explained in 

Section 4.2.3 as a research strategy. This strategy allows the investigation of information sharing 

to be relative to a specific context, a fragile ethno-sectarian state emerging from conflict in this 

thesis, which gives a more profound insight into the phenomenon studied (Yin, 2009) and presents 

methodological advantages over the less holistic way of studying information sharing in previous 

research (Hassan Ibrahim and Allen, 2012; Mishra et al., 2011b; Tung and Maxwell, 2011). Thus, 

the case study strategy used in this research allows the study of the phenomenon in relation with 

the context and opens the perspectives for future researchers to test the transferability of the 

Lebanese scenario to other ethno-sectarian, fragile post-conflict contexts. 

 

The following section will describe the epistemological position that the researcher has adopted 

and how is it linked to the interpretive/pragmatist paradigm and case study research used and 

explained in Sections 4.2.2 and 4.2.3.  

 

4.2.1 Epistemology  

 

Section 3.1.1 of Chapter Three explained how studies in the field of library and information science 

used various epistemological perspectives that fall either under information behaviour or under 

information practice. Section 3.1.1 also explained that information behaviour is studied using a 

cognitive approach, while information practice is studied using a social constructivist approach. 

For the purpose of this research, both the cognitive and social constructionist approaches are 

recognized. The reason is that the cognitive approach will explain the individual’s behaviour while 
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the social constructionist approach will explain the collaborative aspect of maintaining security in 

a state using information sharing as an essential means. Therefore, the researcher will consider 

both cognitive and social constructionist perspectives for a full understanding of information 

sharing behaviour and practices.  

As information sharing can be studied within constructivism (cognitive approaches) and/or social 

constructivism (social-cognitive approaches) (Guadalupe Hernandez-Escobedo, 2015). The 

researcher stands between both approaches and considers both cognitive and social constructionist 

perspectives for a full understanding of information sharing behaviour and practices. The 

following section explains the paradigm used as part of interpretivism, knowing that the 

researcher’s ontological view is that she is inseparable from reality and her epistemological 

position is that knowledge of the world is intentionally constituted through a person’s lived 

experience. The interpretive/pragmatist paradigm presented below explains how the findings of 

this research are interpreted in light of meaning structure of the researcher’s lived experience, 

while conducting the interviews and documentary research are explained in Section 4.2.4.  

 

4.2.2 Interpretive/pragmatist paradigm  

 

In order to conduct this research, the researcher needed to “reflect upon the broader 

epistemological and philosophical consequences of their perspective” (Perren and Ram, 2004, p. 

95). This reflection helps researchers position their research in a paradigmatic framework that will 

guide them (Ponelis, 2015). The quality of the outcome of a research is evaluated differently 

depending on the research paradigm used. Each research paradigm has its proper conventions, 

methods, strategies, and limitations; therefore, the researcher needs to be aware of the paradigm 

within which they will work and its implications on the conducted research (De Vos, Strydom, 

Fouché and Delport, 2011). The researcher started with an interpretivist paradigm, exploring the 

findings extracted from the participants’ perspectives, experiences, and attitudes. Nonetheless, in 

her qualitative case study methodology, the researcher widened her ambitions and used an 

explanatory approach in order to achieve all her pre-set objectives. Furthermore, after investigating 

the fragile state index methodology which combines content analysis, quantitative data, and 

qualitative review, the researcher, and after analysing the findings, suggested the addition of 
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information sharing among security agencies as a new variable/indicator for evaluating state 

fragility. In order for this suggestion to be implemented and tested, it will require a combination 

of qualitative and quantitative methods which means a combination of the positivist and 

interpretivist paradigms. Since the fragile state index methodology is de facto a mixture of 

qualitative and quantitative methods, this suggestion will be possible without having to change the 

already existing methodological approach used by the Fund for Peace to calculate this index.  

Some scholars argue that qualitative and quantitative methods are better combined as this 

combination can overcome their mutual limitations (Tashakkori and Teddlie, 2003). Johnson and 

Turner (2003) claim that this mixed approach will mark the start of a ‘new era’ in social research 

by using a combination of quantitative and qualitative methods in a pragmatic and agile manner. 

Mixed methods research is, generally speaking, an approach to 

knowledge (theory and practice) that attempts to consider multiple 

viewpoints, perspectives, positions, and standpoints (always including 

the standpoints of qualitative and quantitative research). (Johnson and 

Turner, 2003 p.113) 

In brief, the researcher is adopting a mixed interpretivist/pragmatist paradigm that revolves around 

qualitative data analysis but also refers to quantitative methods. When trying to understand 

information sharing behaviour and practices, and their effect on post-conflict societies, the 

researcher found that utilizing the strengths of both the qualitative and quantitative methods can 

lead to a better understanding of this phenomena (Sieber, 1973). Thus, and since the research 

questions have driven the methods used in this study, the researcher could be rather considered a 

pragmatist (Onwuegbuzie and Leech, 2005).  

Is this study interpreting practices or perceptions? 

Through the interviews conducted, the researcher accessed the perceptions of the interviewees. 

The participants shared their ideas, thoughts, experiences, and own optics when it comes to the 

issue of information sharing among the security agencies of Lebanon. The researcher tried to 

follow Clifford Geertz’ (1995) advice on interpretative research, that is that “we should try to 

understand people ‘as they understand themselves’ and that we should use thick description to 

confer their meanings” (cited in Tholen, 2018 p. 336).  
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Nonetheless, the researcher also conducted a documentary research coupled with an in-depth 

overview of the literature. This is to better understand the framework (laws, regulations, processes, 

mechanisms, practices) surrounding the perceptions provided by the interviewees on the security 

scene of Lebanon and the exchange of information among its agencies.  

4.2.3 Case study strategy  

 

In order to answer the main research question of this thesis - ‘whether and how is the exchange of 

information reflective of the ‘health’ of a country emerging from conflict and whether it can be 

used as an indicator of fragility in a country’- and in order to achieve the objectives of this research, 

the researcher chose to use the case study strategy to study information sharing among the security 

agencies of the post-conflict ethno-sectarian country of Lebanon, a phenomenon that she has no 

control over as an investigator. As this phenomenon is studied in the present and recent years, a 

case study would serve the contemporary aspect of this research within a real-life context (Yin, 

2009). This research strategy used in social sciences serves to study individual, organizational, 

social, and political phenomena (Yin, 2009), all relevant to this research.  

As case study allows the study of complex social phenomena. The researcher, who is willing to 

study contemporary organizational and managerial processes for information sharing among 

security agencies in the specific context of fragile ethno-sectarian states emerging from conflict, 

found that a case study of Lebanon would help in understanding these complex processes. 

Although previous research has classified case studies to be more for exploratory purposes rather 

than being helpful in descriptive research and able to test hypotheses (Platt,1992), Yin argues that 

case studies are not only exploratory, but they also serve perfectly for descriptive research (Yin, 

2009). The case study method developed in this thesis is explanatory, exploratory, and descriptive 

at the same time. First, the case study designed for this research is explanatory, as it seeks to 

understand and explain how information sharing currently happens among the security agencies 

of Lebanon. Since information sharing is a real-life complex phenomenon, it is better studied in a 

case study rather than a survey or an experimental strategy (Yin, 2003). Second, the exploratory 

aspect comes from the fact that the researcher is looking to explore whether and how information 

sharing among security agencies can be related to the health of a fragile country emerging from 

conflict, a complex phenomenon that is not clear and when studied might lead to a diverse set of 

outcomes (Yin, 2003). Third, this case study is descriptive as it tries to understand how information 
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sharing is currently happening among security agencies of Lebanon, i.e. information sharing in 

relation to the specific context in which it occurred (Yin, 2003). 

The case study strategy has been given part of its importance by its ability to bind the phenomenon 

studied to its context. It is useful in areas where existing theoretical and conceptual frameworks 

are inadequate (Chetty, 1996). Case study research therefore has an essential role in improving 

knowledge in a certain field (Merriam, 2009). In this research, the relationships between the 

effectiveness of information exchange and the fragility of a country, or that of the post-conflict 

reconciliation (through trust) and the information sharing behaviour of the fragmented security 

agencies, are not obvious; therefore, Lebanon is selected as a case to study these relationships in 

real-life (Yin, (2003: 13)). Since this study is in the naturalistic context of daily operation, this 

requires the involvement of real situations in which information sharing is unveiled by individuals 

in context. Yin argues that case studies are associated with “contemporary events where 

behaviours cannot be manipulated” (Yin, 2009, p.11). Furthermore, case studies work in uncertain 

contexts where relationships are complex and undepictable (Thorpe and Holt, 2007; Sonnenwald 

and Pierce, 2000). It gives a holistic approach to studying phenomena. Nevertheless, the case study 

approach is criticized by positivists who prefer quantitative approaches (Willis, 2007). Their 

principle cause for criticism is associated with objectivity in the research process, arguing that only 

through quantitative methods can objectivity be reached and the collaboration between variables 

can be established. However, Yin (2009) defends the case study approach explaining that its main 

aim is “to expand and generalize theories (analytic generalization) and not to enumerate 

frequencies (statistical generalization)” (p.15). Consequently, the researcher believes that the case 

study is useful to expand and generalize the study of information sharing in the context studied. 

Objectivity will be discussed in Section 4.2.4 to identify the possible challenges and evaluative 

criteria in order to maximize the reliability of this qualitative research.  

As previously explained, the case study allows the researcher to gain knowledge about the 

phenomena in its own context. For instance, it eases the understanding of the nature of information 

sharing as a two-way activity (Tajla, 2002). Additionally, this in-depth study of information 

sharing gives profound insights on the phenomenon studied, thus facilitating possible 

transferability as discussed in sub-section (a) of this section (Willis, 2007).  



104 
 

In this research, information sharing among the security agencies of Lebanon is proposed to be 

studied. The case of Lebanon is selected as a fragile ethno-sectarian country emerging from 

conflict. Fragile and de-stabilized states such as Lebanon are often socially and politically driven 

into one of two paths, the first of which is state failure. Along the second path, an intermediate 

system of stability is developed reducing violence to tolerable levels that satisfy the lowest 

requirements for governance inside the state, even if steady peace is not established (Section 3.3). 

Since security management is a main factor in assessing the progress of a fragile model, and since 

information sharing among security agencies is an important indicator of security management, 

the researcher is trying to examine potential links between the information sharing practice and 

the ‘health’ of countries emerging from conflict. Lebanon is selected as a case to study this 

relationship in real-life.  

 

Why Lebanon as a case study? 

The reason for selecting Lebanon as a case for this study is for its strategic role in the Middle East 

region as a battlefield for powerful states in the region and world. This state is fragile and has been 

emerging from the last internal conflict that ended in 1990. The primary interest of the researcher 

being to study information sharing among security agencies as a potential indicator of the health 

of states emerging from conflict. Lebanon, a fragile state emerging from conflict, is of interest for 

the international community as well as for scholars. Smaira (2014) in her research argues that 

Lebanon is considered by scholars as a “fascinating” case study for fragile states and societies in 

transition from war 

 

for the academic and scholarly community, the Lebanese situation 

continues to serve as a fascinating, albeit tragic, case study on fragile 

states and on societies in transition from war-to-peace. (Smaira, 2014:2) 

Although the case study is context-specific (Lebanon), the study is concerned with issues, such as 

security, information sharing, organizational and managerial processes, as well as the fragility of 

a state with an ethno-sectarian fragmented society. These are common issues that transcend 

territoriality and are of interest to countries sharing similar features; therefore, this case study 

suggests the transferability of the findings to parallel or linked fragmented societies. 
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a) Transferability  

 

A case study can be used to widen and deepen the range of already existing social constructions 

that are available to practitioners and others. It may form new questions rather than help find 

answers to already existing questions. This role of expanding the social constructions available 

proposes that it may be useful to think of the transferability of the findings obtained from case 

studies (Gomm et. al, 2000).  

Scholars have for long thought of the notion of generalizability (Hamilton, 1976; Stake, 1978, 

1980) until Lincoln and Guba (1985) worked on a more specific reconceptualization of the notion. 

They suggested changing the terminology from generalizability to transferability. Many 

qualitative researchers reject generalizability as a goal (Denzin, 1983), while other scholars argue 

that the major weakness of a case study approach is that it cannot achieve external validity and 

thus generalizability (Bolgar, 1965; Shaughnessy and Zechmeister, 1985). This is because 

qualitative research and the case study approach are specifically claimed to lack the requirements 

of statistical sampling procedures, which are considered essential for generalizability (Schofield, 

2002).  

 

However, the researcher believes that the aim of qualitative research is not to produce a set of 

standard results that can be achieved by another researcher if they repeat the same research. 

Instead, qualitative research is concerned with drawing a coherent description of the situation 

studied through the data gathered. Nevertheless, qualitative researchers have to be critical about 

the internal validity of the research they are conducting in order to ensure alignment between their 

findings and the evidence supporting these findings.  

 

b)  Insider researcher in Case study research  

 

Before starting this research project, the researcher was known by the Lebanese security agencies 

as a Forensic advisor and practitioner in the field of development and reform of the security sector 

of Lebanon. She has worked on several development and capacity building programmes primarily 

funded by the EU and the UK and implemented in Lebanon. As part of her role, the researcher has 
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previously interacted with technical departments within the ISF and the LAF but she never worked 

with GS and SS. Being Lebanese herself, the researcher has lived the sectarian sensitivities and 

understands the root cause of the Lebanese conflict, as well as the competitive identities residing 

in the country. Her knowledge of the context and understanding of the security organizations must 

neither be disregarded, nor neglected, nor overly weighted. Although this qualitative case study 

research is conducted by a researcher, who was an insider to the security sector of Lebanon, the 

researcher is not a member of any of the Lebanese security agencies; therefore, this research is not 

considered a piece of an insider research per se.  

Nevertheless, although being an insider researcher gives more in-depth understanding of the 

context in which the phenomenon is studied and may ease the accessibility to gather information, 

issues about objectivity, reflexivity, and authenticity of the research may be raised (Kanuha, 2000). 

The researcher might know too much, which might lead to research biases and difficulties in 

keeping distance from the participants studied as the researcher might be very similar to them 

(Kanuha, 2000: 444).  

The researcher, as a Lebanese national and practitioner in the field of security, shares the language 

and experimental base with research participants (Asselin, 2003). This gives the researcher 

legitimacy and/or stigma (Adler and Adler, 1987). On one hand, the insider status of the researcher 

helped her with faster access and more acceptance by the participants. This was judged based on 

key role holders informing the researcher. These key role holders accepted to be interviewed for 

research purposes for the first time. Consequently, as participants tend to be more open with an 

insider, this can lead to participants providing more in-depth information (Unluer, 2012). On the 

other hand, the stigma is referred to from an outsider view, where the subjectivity of the researcher 

may be considered to increase when the researcher is an insider. This subjectivity is feared to affect 

data collection and analysis. Adler and Adler (1987) argued that the differentiation between 

researcher and participant has “traditionally existed more strongly in theory than in practice” and 

that “objectification of the self has occurred in the analysis rather than the fieldwork” (p. 85).  

As a result, there are advantages and disadvantages to having an insider versus an outsider status 

in a research. Being an insider might cause doubts in the impartiality of the researcher and their 

perspectives but being an outsider does not guarantee that a personal perspective will not influence 
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the researcher’s perspective. Therefore, the researcher must be aware of both the costs and benefits 

of their status.  

4.2.4 Ethical considerations  

 

The research was conducted according to the principles of the Ethics Committee of the Faculty of 

Humanities and Social Sciences at the University of Portsmouth. Following these principles, the 

ethical approval was granted (appendix B).  

 

The researcher has ensured that no data capable of identification will be stored on the researcher’s 

computer. The research is compliant with the seven principles of the Data Protection Act 1998. 

All the notes from the interviews and observations conducted are alphanumerically coded to ensure 

anonymization and confidentiality. In relation to the interviews:  

 

• The participation of interviewees will be approved in advance by the director general of 

each participant organization and individually when appropriate (Invitation Letter, 

Appendix C); 

• Information about the research will be given to each potential interviewee (Appendix D); 

• A consent form will be sought if the invitee wishes to participate in the study (Appendix 

E). 

All the electronic material is stored on an encrypted hard drive and within secure cloud storage 

only accessible by username and password. In addition, data capable of identification is not stored 

on the researcher’s computer. 

 

Security agencies in Lebanon do not use computers for official archiving. Therefore, all documents 

are stored in hard copy. When the researcher was permitted to view such data while conducting 

the documentary research, field notes were generated. These notes are also stored electronically 

on an encrypted hard drive and within secure cloud storage (hard copies will not be kept by the 

researcher). In this section, three main ethical considerations will be discussed: confidentiality, 

research biases and limitations, and translation of interview transcripts.  
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a) Confidentiality  

 

Confidentiality is a main ethical issue that was treated at both organizational and individual levels. 

Individual names, organizational titles, and organizational names were kept confidential and 

participants were given alphanumeric codes, as explained previously. Findings will be presented 

in ways that do not identify participants and the notes from interviews and observations are also 

alphanumerically coded to ensure confidentiality. The raw data, which identifies any participant, 

is securely kept by the researcher. Additionally, permission was sought to gather data from 

interviewing personnel of participating organizations, as well as retired personnel from non-

participating organizations, and to review organizational public documentation. A detailed 

information letter (appendix D) was sent to each participant. This letter describes the research 

topic, its purpose, why the participant is invited to participate, what will happen if they participate, 

all the details of confidentiality measures taken to secure the data gathered, and what happens if 

they want to withdraw from the study, as well as who to contact at the University of Portsmouth 

in case there is a problem.  

 

b) Reflexivity of the researcher, opportunities, and challenges 

 

Objectivity is a very important ethical principle (Miles and Huberman, 1994). It affects the 

integrity of the researcher and the research finding accuracy (Saunders et al., 2009). Therefore, the 

researcher, as a Lebanese practitioner, was very keen on having objectivity be instrumented at the 

highest of levels and be sustained throughout the entire research process. Furthermore, the 

researcher worked on avoiding personal interference in the research process and influencing the 

interviewees’ answers by keeping social distance and detaching from the context while conducting 

fieldwork research.  

 

Conducting this research was not an easy task, since acquiring access to the security agencies of 

Lebanon was one of the major obstacles that the researcher faced while conducting this study. 

Although the researcher mitigated the risk of not having access to interview participants from 

certain Lebanese security agencies, it took a longer period to identify recently retired members of 

those agencies, who accepted to be interviewed and trusted the researcher. Here, it is important to 
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mention Oakley (1981, p. 56), who states that interviewees have a high possibility of sabotaging 

the effort to interview them. Therefore, being aware of this issue was very important in planning 

the interviews and gaining trust by ensuring complete anonymity. 

The researcher is Lebanese, she studied her bachelor’s degree in France and her master’s degree 

in the UK. She has been working with Western funded projects. This cultural, educational, 

professional, and political status has provided her both with opportunities and challenges. The 

opportunities mostly reside first, in her knowledge of the gate keepers who helped her access the 

interviewees. Second, in her understanding of the dynamics among the security agencies of 

Lebanon which led to making some of the assumptions stated in section 4.1 that later shaped the 

research objectives. Moreover, it led to her comprehension of the sensitivities among the different 

security agencies and the sensitivities towards answering certain questions, which is what helped 

her in shaping the semi-structured interviews script.    

The researcher herself experienced the ethno-sectarian identities of some of the participants who 

tried, through questions about her family origins, to unveil her religious sects. Her knowledge of 

the context and relation to several family members coming from a variety of religious sects has 

helped her overcome some of the possible stigma that could be exerted once her religious sect is 

revealed. This could be of interest for future research on conducting research in ethno-sectarian 

societies.  

The researcher’s western professional and educational background have been rather a positive 

factor that helped in proving her accountability and competence.  Nonetheless, it could be the 

reason for suspicion about the reasons behind conducting this research. This could possibly be why 

the GS and LAF refused to take part of this research. For a number of interviewees, the researcher 

was considered a pride for the country, and for the security sector, for choosing to study the topic 

of information sharing and possibly coming back with results that they could learn from and 

improve their work.  

c) Translation of interview transcripts  

 

As presented earlier, eleven interviews were conducted in Arabic, one in French, and one in 

English. The researcher made the decision to translate all the transcripts to English before starting 

data analysis. The transcripts were translated into English by the researcher herself. The translation 
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was done after each interview in order to respect the meaning and to transfer the same emotions 

that were expressed during the meeting (anger, frustration, satisfaction, etc.). This helped the 

researcher in selecting the words that were closest to what was said by the interviewee. For 

instance, some participants said certain words in a sarcastic way, which was reflected in the 

transcripts.  

4.2.5 Data collection 

 

In order to gather data, the researcher chose interviews as the main method. She interviewed 

national and international public servants, experts, and practitioners in the security sector. In 

addition, the researcher conducted documentary research and reviewed organizational 

documentation. Furthermore, according to Yin (2003: 93), the purpose of observational evidence 

as a source of data resides in being one of the qualitative tools that help the researcher observe 

actual practice in real-life then compare it to what official documents and internal structural laws 

state. In this study, observation was not done by the researcher as an explicit task with a specific 

number of hours spent within security agencies, but it was instead done by the researcher on-the-

job as an insider practitioner in the field of security and justice of Lebanon (Rf. Section 4.2.3 (b)) 

for the past seven years. Nevertheless, the researcher does not claim that observations were part of 

the research method.  In addition, as part of the documentary research, attention was placed on the 

policies and regulations associated with the operation of the security agencies in Lebanon and the 

coordination and exchange between them. Laws, decrees, and related documents pertaining to the 

operation and role of each agency were examined. The main method for data collection was semi-

structured interviews (explained in Section 4.2.5 (b-iv)) conducted with the aim to understand 

practices and operation from the individuals’ point of view. This section will present the three 

methods used to collect data: documentary research, semi-structured interviews, and on-the-job 

observations. In the interviews sub-section, the sampling strategy that led to determining the 

participants of this research will be discussed. The access to these interviewees, the interview 

schedule that the researcher prepared to guide the interviews, and the semi-structured interviews 

themselves will also be discussed.  
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a) Documentary research 

 

Conducting documentary research is beyond “recording facts”.  It is a task that requires reflex, in 

which the researcher faces the “moral underpinnings of social inquiry” (Coles, 1997: 6). The 

reviewed documents do not exist in isolation, instead they are linked to the literature and need to 

be synthetized to be understood (Atkinson and Coffey 1997). Documentary research constitutes 

an important source of information for social research. Scholars (Bailey 1982; 1994; Polit and 

Hungler 1991, Treece and Treece 1982; Webb, Campbell, Schwarz and Sechrest 1984) argue that 

document research involves institutional reports, memoranda of understanding, government 

pronouncements and proceedings, visual sources, and pictures among others. 

When the researcher started her research planning phase, she felt the urge to develop a deeper 

understanding of the Lebanese security agencies, their roles and information sharing processes, 

laws, internal or external guidelines, and procedures defining their duties, and how they are 

supposed to interact and exchange with each other. This information was not easily accessible. 

Understanding the differences between the numerous agencies, as well as the similarities between 

them was not information that was readily available and could not be found in a single book, 

article, law, decree or report. Therefore, the researcher decided to conduct documentary research 

as a supplementary method for gathering relevant information about the phenomenon studied in 

this context. For this, the researcher collated, reviewed, and synthetized documents that are in the 

public domain, where most of the reviewed documents were in the Arabic language. The method, 

in which the researcher synthetized the reviewed documents, helped in developing a framework 

for understanding the progression of security agencies in Lebanon and their information and 

intelligence departments.  

 

A summary of the legal documents collated and reviewed by the researcher in order to better 

understand the legal operational scope of each organization is presented in Table 3. The findings 

of the documentary research will be presented in Chapter Five of this thesis.  
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Table 3: legal documents collated and reviewed by the researcher  

In addition to reviewing legal organizational documents, the researcher visited the websites of the 

four security agencies studied and their monthly journals, when applicable. In addition, the 

researcher has access to two unpublished reports about the security agencies of Lebanon developed 

by colleagues who volunteered to anonymously share their work and assessment of these agencies.  

 
Documentary research, Revision of organizational legal 

documents 

Internal Security Forces (ISF) 

Decree no. 1953-59 

Decree no. 1955-20  

Decree no. 1959-138 

Decree no. 1967-54 

Decree no. 183-103 (cancelled) 

Law 17 (1990) 

Decree no. 1157 (1991) 

Lebanese Armed Forces (LAF)  
Decree No. 102 (1983) and its amendments 

Articles 49 and 65 of the constitution 

General Directorate of General 

Security (GDDS) 

Decree no. 139 (1959) 

Decree no. 2873 (1959) organizational structure  

Decree no. 104 (1983) cancelled by decree no. 27 (1985) 

Decree no. 2571 (1992) 

Decree no. 9610 (1996) 

Decree no. 10783 (2005) 

General Directorate of State 

Security (GDSS) 

5th paragraph of clause 7 amended by legislative decree no. 1 dated on 

26/9/1984 which was amended by legislative decree no 39 dated on 

23/3/1985 

Decree 2661 (1985) 

 

Higher Defence Council -General 

Secretariat  
Decree 2791 (1980) 
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Various other internal regulation, instruction, and guideline documents were examined while 

conducting the interviews. Moreover, the researcher was able to look at letters exchanged between 

security agencies in which they request security information. All these documents helped in 

shaping an understanding of the security agencies studied and their organizational structure, role 

and information sharing regulations and policies. However, the researcher does not claim 

documentary research as her main source of data in this research, but instead, the data gathered 

from the semi-structured interviews she conducted. 

 

b) The Interviews 

 

The researcher had three gatekeepers 1) the responsible for the counter terrorism projects of the 

EU delegation of Lebanon, 2) an investigative judge of the military court, and 3) a general of the 

high defence council based in the Prime Ministry who informally contacted research participants 

to introduce the research and test the interest of the potential participants in taking part in this 

research. Each potential participant was asked if they would like to participate in the research and 

be interviewed. To do so, the gatekeepers initially contacted them either by visiting them at their 

workplace or via phone, depending on their availability. Once the initial verbal approval was given, 

the researchers proceeded to send formal invitation letters to invite them to participate in the 

research (annex C) with an information sheet explaining the details of the research (annex D). 

Then, a meeting date was agreed upon to conduct the interview. At least a week was given to 

individuals to study their participation decision. The interviews were all conducted following the 

pre-set procedure approved by the ethics committee of the University of Portsmouth. Thirteen 

interviews were conducted, the choice of this sample size is explained in the sampling part (i) of 

this section.  

 

During the interviews, a written or verbal consent was obtained from the participants. Written 

consent was in the form of a signature on the invitation letters authorizing interviews to be 

conducted either with or without recording. Participants, who refused to be recorded, have written 

this as a note next to their signatures. The duration of the interview ranged from 40 to 90 minutes 

and the average was 60 minutes. Although written consent, being a common practice, is preferred, 

verbal consent is helpful for the researcher to access individuals that are important for the research 
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topic and do not approve to sign an authorization to be interviewed. This consent is considered 

implicit (Emmel et al., 2007). Three interviews were recorded using a digital voice recorder, 

transcribed verbatim, and translated to English by the researcher, who masters Arabic, English and 

French. For the interviewees that did not accept to be recorded (10 interviews), the researcher took 

meticulous and detailed notes of what was said by the participants and then translated to English. 

Furthermore, the interviews were alphanumerically coded to ensure confidentiality and anonymity. 

The code is a representation of the participant organization, the progressive number of the 

interview, the date when the interview was completed, and the role of the interviewee within the 

participant organization in the following form “participant-organization, number, date-of-

interview, role-of-organization, role-of-interviewee”.  

i) Sampling 

 

The goal in the sampling approach is to attain a broad range of spectra and therefore the researcher 

did not take a random sample, the purpose being to ensure breadth and not representativeness. The 

sample size depends on the complexity of the research data and therefore was decided based on 1) 

access to relevant interlocutors 2) representatives and diversity (all religious sects, all security 

agencies, all decision-making levels) 3) researcher’s capacity to interpret and conduct an in-depth 

analysis of the data collected and 4) reaching theoretical sufficiency and saturation, which is the 

point at which no new concept emerges from the data (Curry, 2015).  

One of the researcher’s main tasks in designing the research is to select an adequate sample and 

decide when the number of conducted interviews would be ‘sufficient’. Appropriateness and 

adequacy are two main criteria that the sample should meet (Fossey et. al, 2002, p.726). The 

researcher used a purposive judgement to choose the sample. This sample is therefore the result of 

the discretion of the researcher, who is aware of the characteristics of the population that are 

important to the research conducted (Mugo, 2011, p.5). Being an insider helped the researcher 

accomplish this task.  

The main criterion by which the researcher explains the adequate sample size in a qualitative 

research is the selection of enough participants to reach theoretical saturation (Morse, 1995; 

Sandleowski, 1995; Bluff, 1997; Byrne 2001; Fossey et al. 2002). However, the literature lacks 

guidelines to estimate the sample size for reaching saturation (Morse, 1995, p.147). Nonetheless, 
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the researcher has targeted profiles that are very difficult to recruit, she wanted to ensure meeting 

the requirements of sampling and of the research design adopted. She also wanted to guarantee 

‘theoretical sufficiency’ (Dey, 1999) and a good quality, in depth, analysis of the interviews 

without sacrificing the richness that comes with a big volume of data. 

There is a nuanced debate when it comes to answering the question on the adequate number of 

interviews. Scholars argue that in qualitative research, the number of interviews is variable, and 

indicate that the range can be from 5 to 50 participants. (Dworkin, 2012). In qualitative research, 

the factors that are important include “the quality of data, the scope of the study, the nature of the 

topic, the amount of useful information obtained from each participant, the use of shadowed data, 

and the qualitative method and study designed used’’ (Morse, 2000, p. 1). 

In this study, thirteen interviews were conducted in total. Even though, the sample size can be 

subject to criticism, but the researcher has targeted key role holders in the field of security. The 

access to such high-profile players is not common nor easy. In fact, three of the participants, who 

have occupied leading security positions in Lebanon, informed the researcher that this was the first 

time they accept to participate in a research study.  

In this study, participants were key police officers and members of the different security agencies 

of Lebanon, who have previously experienced the presence or lack of information sharing 

practices. Other candidates were those proven to have taken leadership decisions, being directly 

linked to the ministries in question (interior, defence, or prime ministry). Similarly, members of 

the international community (international delegations and embassies) involved in security sector 

reform projects were interviewed. Therefore, this led to a targeted group of interviewees, who 

perform(ed) roles at ministerial, directorial, tactical, strategic, and operational levels. This group 

of interviewees represented all four security agencies (ISF-LAF-GS and SS) and showed high 

interest in contributing to this research. The researcher believes that the diversity in roles, 

organizations, and sectarian backgrounds ensures a high degree of coverage leading to a 

comprehensive sample.  

In the below paragraph, the research participants are presented with the roles they play(ed) in the 

security scene of Lebanon. The roles are stated in a very general manner that prevents their 

identification and ensures anonymity. The researcher decided not to associate the roles presented 

below with the identifier codes (P1-P13) assigned to each participant and used in Chapters Six and 
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Seven while presenting the findings and referencing specific quotes. This is because if certain 

quotes can be associated with the roles described below, the identity of the participant might be 

easily revealed. Therefore, the participants and in random order occupied the below positions (the 

list is not aligned with the sequential P1 to P13 identifier codes). Some of the participants are 

retired, others are still in position, but this detail will not be disclosed.  

- Minister and Director General of a Security Agency  

- Head of a high inter-agency coordination body 

- Secretary of a high inter-agency coordination body 

- Three Heads of intelligence units from ISF, GS and SS 

- High official in the intelligence of the army  

- Head of ‘interrogation’ of one of the security agencies 

- Head of staff of one security agency  

- Military investigative judge  

- Security/military attaché of the UK embassy  

- Counter terrorism attaché of the EU delegation   

- Head of Police and researcher in the field of security  

 

ii) Access to interviewees  

 

The researcher made sure that the interviewees were ideal participants for the research. For this 

reason, the aim of the sampling design in this research is to identify ‘key role players’, who have 

experience and have/had decision-making power in the phenomenon of interest and are willing to 

speak about it. Therefore, a procedure was developed to approach potential high-profile 

participants. As an initial criterion for this procedure, the potential participant must have 

established, led, or participated in the routine operations of information and intelligence sharing 

and/or have led, created, or been a part of an inter-agency coordination committee. In the initial 

stage, eight participants were identified by the researcher as key informants to the research. Once 

the first eight interviews were conducted, the interviewees suggested other potential participants 

from the same or a different organization (five others). These individuals were recommended for 

their abilities and knowledge in the field of research and for playing a key role in their respective 

organizations. Consequently, the criteria of selection of the participants are a combination of being 
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purposive and a snowball effect. The purposive criterion concentrates on targeting individuals with 

a specific experience, in high ranks and leading roles. The snowball technique was used to 

determine possible key participants, whom the researcher would not have been able to approach 

without being introduced by participants of the purposive sample (Goodman, 1961). This resulted 

in a targeted group of interviewees, who perform roles at ministerial, directorial, tactical, strategic, 

and operational levels and showed high interest in contributing to this research. This diversity in 

roles ensures a high degree of coverage leading to a comprehensive sample size.  

 

In order to gain access to key role player participants, the researcher sent out official letters to the 

four main security agencies of Lebanon (Internal Security Forces, Lebanese Armed Forces, 

General Security and State Security) to explain the research topic and request access to conduct 

interviews. The Internal Security Forces (ISF) responded positively to the researcher’s initial letter 

introducing the topic of research and expressing interest in interviewing officers of their 

organization. Nevertheless, after the researcher got the ethical approval to conduct interviews, the 

director general of the ISF was replaced and access to interviews had to be requested again. Two 

agencies refused to participate in the research (Internal Security Forces and Lebanese Armed 

Forces), General Security approved to participate by answering interview questions with a unified 

single response through email without allowing one-to-one interviews with participants. State 

Security is the only agency that granted the researcher access to conduct interviews. Three of its 

highest-ranking officers involved in intelligence and information sharing were then selected to 

participate in this research.  

 

As an alternative plan the researcher secured interviews with retired high-profile officers and key 

role players from each agency that had refused to participate in the research. Even though General 

Security answered the interview questions, these answers were very brief (yes/no) and did not 

provide the researcher with enough data; therefore, retired key role players from this agency were 

also interviewed.  In addition to members of the Lebanese security agencies, the researcher 

solicited the Higher Defence Council to which access was granted. Moreover, the researcher 

interviewed two foreign embassies’ (UK and EU) key representatives in Lebanon that play an 

essential role in security sector reform and capacity building in Lebanese security agencies.   
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iii) The interview schedule 

 

The researcher framed her interviews with an interview schedule (annex F). This schedule starts 

by explaining the purpose of this research, the participation criteria, and the benefits of taking part 

in this research that will reflect on the quality of the data gathered, the confidentiality, and the 

anonymous nature of interviews. In order to guide the interview, broad topics were identified by 

the researcher and included the following: drivers of participation in information exchanges, key 

challenges for information sharing within these exchanges, key incentives that might encourage, 

support, or make organizations share more information, the organizational and procedural issues 

associated with participation in information exchange groups, key legal and regulatory challenges 

and incentives, how challenges and incentives differ between agencies, and how the exchange of 

information practice changed over time.  

 

The interviews were structured as follows: 

1- Brief history. This section focuses on general information of the participant: study level, 

years of experience, and position(s) in past or/and current organization(s).  

2- Evolution of the participant. This section is to obtain a deep understanding of working 

experiences. Both the first and second sections help create empathy and develop trust 

between the interviewee and the participant.  

3- Current responsibilities of the participant within their organization and formal and informal 

linkages with other organizations.  

4- Networking section that assists the discovery of intra- and inter-organizational 

relationships. 

5- Exchange of information. This section focuses on how participants understand exchange 

of information, even though the requirement for participation was that the participant has 

worked or is working in the field of network and information security and have experience 

in information exchange practices in Lebanon. 

6- Growth. This section assists to identify critical changes in routine exchange of information 

by asking about contemplated procedures and the use of tools for this purpose.   
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iv) The semi-structured interviews 

 

Weiss (1998) has clearly stated that interviews are a valuable qualitative source of information. In 

order to ensure credibility, the research process should be valid and reliable. Section 4.2.7 will 

discuss the reliability and validity of this research. This is a major challenge when semi-structured 

interviews are used as a research method (Brink, 1989). Nevertheless, there are several advantages 

for the use of personal interviews. First, personal interviews help in mitigating the risk of poor 

response rates when conducting a questionnaire survey (Austin, 1981). Second, this method helps 

explore attitudes, values, beliefs, and motives, which are crucial to be explored in this study 

(Richardson et. al, 1965; Smith 1975). Third, interviews give the interviewer a chance to assess 

the validity of the participants’ answers by evaluating non-verbal signs, an important aspect when 

discussing sensitive issues (Gordon, 1975). Fourth, it ensures that the answers are the participants’ 

own beliefs and ideas (Bailey, 1987).  

In addition to the general advantages of conducting interviews in person, there are two main 

reasons for selecting semi-structured interviews in this research. The first reason focuses on the 

suitability of semi-structured interviews for researching complex phenomena and exploring the 

opinions and beliefs of participants regarding sensitive issues in a flexible setting, thus 

encouraging them to provide more information and allowing the researcher to ask for clarification 

to answers (Barriball and While, 1994). Second, the variety of professional, educational, and 

personal backgrounds among the participants prevented the use of a uniform interview schedule. 

Semi-structured interviews also permitted flexibility in using different terms in line with the 

participants’ preference of vocabulary. However, the interviewee ensured that the essence meaning 

of the questions raised to the participants is conveyed similarly to all participants even when the 

wording is different (Denzin, 1989).   

It is important to highlight that the interviewer had to use three languages while conducting the 

research interviews (Arabic, French, and English) due to the diversity in the research sample and 

in order to overcome language barriers. The semi-structured interviews eased the process of multi-

language interviews. Since this method focuses more on the meaning rather than the wording of 

the questions asked, the translation of the questions was not difficult for the interviewer, who 
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ensured that the meaning was conveyed without having to find the exact literal translation in three 

languages, a process which might require linguistic expertise.   

Interview questions helped in shaping the semi-structure of the interviews. In order to ensure a 

flexible setting and to optimize experience sharing in relation to exchange of information, semi-

structured interviews were conducted to gain information from different key members of the 

various Lebanese security agencies and other participants. This flexible and verbal exchange 

between participants and the researcher provided in-depth information about issues that normally 

are not discussed in a regular setting (Barriball and While, 1994). This means that speaking about 

failures and internal conflicts, which constitute private information to organizations, can be 

verbally discussed during the interviews (Sonnenwald and Pierce, 2000, p.466). The interviewer 

had set a framework rather than a structured script. The framework contains a list of main questions 

and specific probes to help the participants understand the intent of the questions and their 

exploratory purposes (annex F). 

c) On-the-job observations  

 

As stated in Section 4.2.3 (b), the researcher is an insider to the security sector of Lebanon. She 

has been a practitioner in the field of security and justice of Lebanon for the past seven years. This 

has given her the ability to witness information sharing and coordination practices inside two of 

the security agencies (ISF and LAF), between each other, as well as between them and the 

judiciary. Although this on-the-job observation by the researcher was not conducted for the 

specific purpose of this research, the fact that it is part of the researcher’s professional experience 

cannot be ignored. Several ethical issues come along with this specific practice and will be 

discussed in the ethical considerations of Section (4.2.7).  

 

As a sworn forensic advisor working in the field of security sector reform and capacity building, 

the researcher had conducted several needs assessment missions focusing on the lack of 

coordination between security agencies during the investigation of crime and terrorist scenes. In 

addition, the researcher conducted several focus group sessions that brought together prosecutors, 

investigative judges, and security agency members, all of whom discussed the lack of 

communication and exchange of information among them. Although the researcher did not use the 
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information gathered from the focus group sessions and needs assessment missions, she has used 

her understanding of the challenges faced by the security agencies and the judiciary, as well as her 

interpretation of the current security situation of Lebanon to evaluate the information given to her 

by the research participants.  

 

Furthermore, while conducting this research, the researcher was a consultant on a Netherlands 

funded programme supporting stabilization in Lebanon and implementing capacity building 

activities in the field of investigation, forensic science, and counterterrorism. In this programme, 

the researcher gained additional insight on the information sharing practices between different 

departments/sections within the same organization and between different organizations. Each 

observation considered confidential or sensitive by the researcher was either not included in the 

data collected or sought to be gained by the researcher from a different eligible source. This 

explains that the researcher is reconstructing her understanding, skills, and personal judgement in 

this part of the research. This leads to a criticism by positivists about the validity of this research, 

its authenticity, and trustworthiness. Nevertheless, the researcher seeks to minimize subjectivity 

and maximize impartiality by maintaining the highest levels of integrity throughout the research 

process to moderate her impact on the research. This is ensured through the three key public policy 

imperatives defining integrity: personal responsibility, ethical conduct, and a willingness to be 

answerable for one's actions (Corcoran, 2012). Therefore, although the researcher is an insider 

researcher, this is not a piece of insider research. It is rather a qualitative case study using semi-

structured interviews and documentary research methods to study information sharing among the 

security agencies of Lebanon by an insider researcher, who has worked in the Lebanese security 

sector for the past seven years.  

 

4.2.6 Data analysis  

 

After collecting the data, the researcher moved to the analysis phase. An inductive approach was 

used to discover “frequent, dominant, or significant themes inherent in raw data, without the 

restraints imposed by structured methodologies” (Thomas, 2006:238). The themes and concepts 

identified are then linked to each other (Rubin and Rubin, 2011). Although some researchers argue 

that working with transcripts of naturally occurring data is more advantageous because it brings 
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transparency to the conducted research (Li et al., 2007; Shin et al., 2007), the researcher in this 

study decided to translate all data gathered from interviews into English in order to ensure 

uniformity, easy access to raw data, and the possibility of quotation in this thesis. Eleven of the 

interviews were in Arabic, one in French, and one in English. Firstly, data was meticulously 

examined in order to ensure suitability for analysis. The structure of sentences and the use of verbs 

were revised, and each participant was given an identifier code (P1 to P13). Consequently, the 

findings were critically scrutinized in an interpretive and pragmatist way to facilitate their analysis 

and what they mean. In order to condense information, the researcher had to ‘digest’ millions of 

words said by the interviewees and transform them into shorter and simpler statements. In addition, 

after each interview, the researcher wrote a summary of the themes she was able to spot during the 

interview. She noted interesting information that shows shared understandings, differences, or 

connections significant to the research. This helps the analysis and the “detailed readings of raw 

data to derive concepts, themes, or a model through interpretations made from raw data” (Thomas 

2006, p.238). The themes extracted from interview question topics served to frame and organize 

the analysis of the data gathered. This analysis is characterized by helping the researcher to identify 

and interpret the main features of the data (Clarke and Braun, 2017). 

 

The interview transcripts from the thirteen participants (P1 to P13) were extracted, grouped, and 

distilled according to the questions designed by the researcher (annex F: interview schedule). The 

findings grouping process was done in the form of a table, where each column of the table refers 

to a different theme described as follows:  

1. Description of the current information sharing practice among the security agencies of 

Lebanon;  

2. Current barriers to information sharing;  

3. External factors affecting information sharing in Lebanon; 

4. Examples of current information sharing practices;  

5. Evolution of the information sharing practice and behaviour in the last fifteen years (period 

in which security agencies started being autonomous after the withdrawal of the Syrian 

Military from Lebanon in 2005); 

6. Incentives and drivers encouraging information sharing; 

7. Suggestions given to enhance information sharing in the future. 
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As outlined, the researcher used the general inductive analysis approach. Essentially, this 

necessitates the researcher to involve herself in a constant “back-and-forth process between sub-

parts, parts and whole” (Corcoran, 2012). Every transcript was reviewed, and an interpretation 

linked to the overall objective of this research was formulated. Consequently, it is predictable that 

in constructing meaning from the analysed data using the aforementioned method, the 

interpretation of data might be different if interpreted by another researcher. However, the 

researcher is aware of the risks of insider researchers and tried to mitigate risks of bias during the 

analysis phase by extensively resorting to what the participants said. The researcher understands 

that several interpretations of the data gathered may be possible nonetheless, so she developed her 

analysis of the underlying structure of processes and experiences around the evident data gathered 

(Thomas, 2006). 

 

In brief, the raw data gathered in this research was analysed through the development of summary 

themes, also called categories, which were extracted from the raw data and guided by the 

evaluation objectives (questions prepared by the researcher). This aims to create meaning in 

complex data. Although the findings are influenced by the questions outlined by the researcher, 

they are extracted directly from the analysis of raw data (Thomas, 2006). The trustworthiness of 

the findings extracted from inductive analysis can be evaluated with similar techniques as other 

types of qualitative analysis (Thomas, 2006). These techniques of trustworthiness assessment are 

discussed in Section 4.2.7. 

 

4.2.7 Reliability and validity – Evaluative criteria  

 

Researchers argue about what is accurate in qualitative research (Cohen and Crabtree, 2006). This 

debate tackles the epistemological position, the standards of success and trustworthiness of the 

research. A number of criteria were established to evaluate qualitative research (Cohen and 

Crabtree, 2006). For instance, Lincoln and Guba (1985) suggest several criteria to evaluate the 

standard to be reached in qualitative data, most importantly trustworthiness. These criteria include:  

- Credibility (internal validity), referring to the confidence in the truthfulness of the findings; 



124 
 

- Transferability (external validity), referring to the applicability of the findings in other 

contexts; 

- Dependability (reliability), referring to the consistency of the findings and the possibility 

of repeatability for the research; 

- Confirmability, referring to the neutrality of the findings, which should be shaped by the 

participants and not subject to the bias, motivation, and interest of the researcher.  

The researcher worked to satisfy these criteria in her research process. Consequently, in order to 

ensure credibility, the researcher worked to gain in-depth information about the phenomenon 

studied and engaged extensively in the context of study to understand different cultures and social 

linkages between individuals in their respective organizations. Furthermore, the researcher worked 

on verifying information obtained from the interviewees on information sharing by comparing 

them between participants, then verifying them against policies, laws, and observations made by 

the researcher to study the phenomenon from various perspectives. The researcher here is not 

claiming a triangulation of methods, since observations and documentary research are not 

presented as in-depth data gathering methods but rather as supplementary tools (Lincoln and Guba, 

1985; Silverman, 2000). Additionally, transferability was achieved through a detailed description 

of the phenomenon and context studied so that conclusions can be transferable to other contexts, 

periods of time, individuals, and situations. Being an insider researcher and having done 

documentary research helped to expose cultural and social relationships in the context of this 

research. The researcher will further discuss implications, strengths, and limitations of this study, 

as well as directions for future work (transferability of this research) in Chapter Nine. Moreover, 

dependability and confirmability were reached through an audit trail (Lincoln and Guba, 1985). 

This allowed to ensure that reports and written reflections were done during the research process. 

This permits to review stages of the research and trace the steps of the research process that was 

carried out. Confirmability was also achieved using analysis built-in quality procedures, such as 

the two-stage review process, in which the themes uncovered from the interview transcripts were 

reviewed against the summarized data and the entire dataset. Likewise, confirmability was 

achieved by comparing data gathered during interviews to those gathered during observations as 

an insider researcher and then to what policies and laws state. Lastly, the data gathered was 

discussed with high profile personnel connected to each of the studied organizations. This helped 

in the validation of the research findings, while conserving confidentiality and anonymity. 
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4.3 Summary of methodology 

 

This research is a qualitative research using the case study approach to study the key features of 

information sharing among security agencies in the security scene of Lebanon. Information sharing 

is considered an indicator of security management. Furthermore, studying information sharing as 

a social phenomenon was done under a mixed paradigm (interpretive/pragmatist) that started with 

an interpretive paradigm and emerged into a positivist paradigm. Thus, it can be argued that the 

researcher is using a mixture of paradigms with emphasis on interpretivism. The case study allows 

the investigation of information sharing to be relative to a specific context which is Lebanon, a 

fragile state emerging from conflict. In addition, and in order to achieve the aim of this research, 

the researcher employed semi-structured interviews as the main method to gather data, after 

securing ethical approval and setting criteria for evaluating the research and avoiding biases. In 

order to support data gathered from the semi-structured interviews, the researcher has also 

conducted documentary research in order to better understand the security organizations of 

Lebanon, their structure, and how they interact with each other. Additionally, the researcher, who 

is an insider to the context studied, was able to verify and evaluate the data gathered through 

observations conducted by the researcher as a practitioner in the security field of Lebanon. Finally, 

data analysis was completed using the general inductive analysis approach to interpret the findings 

and extract conclusions about the phenomenon studied in this thesis: information sharing among 

the security agencies of Lebanon. 
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Chapter 5: Security Sector - a case study of Lebanon: current security 

apparatus structure and challenges 

 

In order to achieve the main aim of this research, the researcher needs to critically examine law 

enforcement agencies’ information sharing practices in Lebanon. This chapter will serve this aim 

by fulfilling the second and third research objectives that were partly tackled in Chapters One and 

Three, respectively. While Chapter One gave an overview of the security sector of Lebanon and 

its political and sectarian dynamics, this chapter dissects the security sector of Lebanon and its 

complex architecture. This dissection aims to map out the security scene of Lebanon, its actors and 

the legal framework around their role and coordination mechanisms.  It constitutes a documentary 

research conducted by the researcher to gather relevant information about the phenomenon studied. 

It will present an overview of the security agencies in Lebanon, their roles, their structure, the 

challenges they face and their coordination and information exchange mechanisms. In this chapter, 

the researcher collates and synthetizes documents that are in the public domain to develop a 

framework for understanding the developments of the Lebanese security agencies, submerged in 

sectarian politics, and the current information sharing practices among them. 

5.1 Overview of Lebanon 
 

This section presents an overview of the security situation in Lebanon and its complex political 

underpinning. 

5.1.1 Current precarious security in Lebanon 

 

Lebanon maintains a security and justice system with a complex political underpinning and hugely 

varied capabilities and functionality across different areas and agencies. The state was first 

established within its present borders in 1920, in the wake of the First World War and the collapse 

of the Ottoman Empire. It acquired the main elements of its judicial and legal system under the 

French mandate (1920-1943) and has retained most of them to date (Mallat, 1997). Although the 

Lebanese legal system has been considered more developed and functional in some areas than that 

of neighbouring countries (HiiL Rule of Law Quick Scan Series , 2012), it has struggled for many 
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years with challenges and bottlenecks at all levels. One of the major flaws with the Lebanese 

security and justice system is inconsistency between different laws, and disparities between laws 

and practice. These laws, which regulate the work of the country’s security institutions in 

conformity with the Constitution, need to be updated by political authorities and the civil society 

in order to uphold the values and beliefs of society in present day Lebanon (Saliba, 2012). 

 

As previously presented in Section 1.1.2, Lebanon is a country with a surface area of 10452 km2, 

and it constitutes a strategic country in the Middle East region. It is inhabited by 18 officially 

recognized religious sects, the most predominant of which are Sunni and Shia Muslims, Christians, 

and Druze. This multiplicity has been the basis for continuous political instability and vulnerability 

to sectarian conflicts (Syria Needs Analysis Project, 2013). From 1989 till 2010, 35 major attacks 

maimed and killed politicians, journalists, and innocent bystanders. Thus, Lebanon has the highest 

number of political assassinations in the Middle East with the majority remaining unsolved 

(Knudsen, 2010). These assassinations along with other security incidents will be mapped out later 

in this chapter in Section 5.4 as they will reflect how the security system of Lebanon is breached 

and how the type of security threats has changed in time. Following the assassination of former 

Prime Minister Rafik Hariri on February 14, 2005, targeted political assassinations reached their 

peak. In August 2005, investigations led to the detention of the former General Director of General 

Security ‘Major General Jamil al-Sayyid’, former Director General of Internal Security Forces 

‘Major General Ali al-Hajj’, former military intelligence chief ‘Brigadier General Raymond Azar’, 

and the Republican Guard commander ‘Brigadier General Mostafa Hamdan’ at the request of 

German international investigative judge Detlev Mehlis. These leaders were detained until April 

2009, a period which shook the post-war consensus and reminded the Lebanese of the civil war 

previously discussed in Section 1.1.2 (a) (Knudsen, 2010).  

 

The internal political crisis continued to deepen until the attempt to disinter Hezbollah’s secret 

communications network, which resulted in sectarian clashes in Beirut between Sunni and Shiite. 

These clashes were identified as the biggest after the end of the civil war (Knio, 2008). 65 people 

were killed and 200 injured during the fighting between 8 and 14 May. The resolution of this 

political disorder was guaranteed in the Doha Agreement, on May 21, 2008, which resulted in the 

election of President Michel Sleiman (Knudsen, 2010). Tensions in the country started increasing 
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again since the Syrian war started in 2011 and due to the rapid growth of the Islamic State of Iraq 

and Syria (ISIS), along with the influx of over 1.6 million refugees into Lebanon (information 

communicated personally).   

 

The term of President Michel Sleiman ended in May 2014, and the parliament failed to elect a new 

president. This interregnum led to government paralysis. The internal presidential crisis along with 

the impact of the neighbouring Syrian war and the illegal cross-border infiltrations by ISIS 

dramatically increased the instability of Lebanon (Bowen, 2013). This over two-year stalemate 

was then broken by a deal, in October 2016, between the Sunni-dominated Future Movement and 

the powerful Shia Islamist group, Hezbollah resulting in the election of the current President, 

Michel Aoun. The constant tensions and security threats to Lebanon constitute a main challenge 

for its security sector. In the following section, the structure of the security sector of Lebanon and 

its main players will be describes, as well as the challenges that this sector faces.   

 

5.2 Security sector in Lebanon: structure and challenges 

 

This section is a mapping of the security sector of Lebanon, it will discuss the main security 

agencies, their role, and structures. Then, it will present the challenges that these agencies face.  It 

complements the aims the second research objective of this thesis by examining the security 

architecture of Lebanon and the political and security dynamic influencing it.  

Since its independence in 1943, Lebanon has embraced a sectarian balance in the distribution of 

duties and the selection of new recruits in the security sector (Saliba, 2012). Two security 

institutions were in place in the modern Lebanese State: The Internal Security Forces (ISF) and 

the Lebanese Armed Forces (LAF), both working together to maintain internal and border security. 

The Lebanese state then created a customs administration in order to ensure a developed system 

that maintains order, fights crimes, and protects citizens. In 1959, this customs administration 

became a fully established institution known as the General Directorate of General Security (GS). 

Later in 1983, a new security device was founded. It was associated directly with the Prime 

Ministry and denoted as the General Directorate of State Security (SS). This last established 

security agency “is believed to be put in place for the Shiite community so that it could have a 

security device headed by one of its own” idem:  (Saliba, 2012).  
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The Lebanese security sector involves three ministries and two offices: The Ministry of Defence, 

under which the Lebanese Armed Forces falls, and the Ministry of the Interior and Municipalities 

that includes the ISF, the GS, and the Civil Defence. The Office of the President heads the High 

Defence Council, and the Office of the Prime Minister has jurisdiction over the State Security 

(Smaira, 2014). Since Section 2 of Article 65 of the Lebanese constitution grants the cabinet the 

authority to guarantee the execution of the law, the cabinet has the right to supervise the operations 

of all state agencies, which include military and security institutions. In addition, it grants the 

authority to cabinet to declare a state of emergency and to announce its end.  

 

The figure below visually represents how different Lebanese security agencies with their important 

divisions are associated to different ministries.  

 

Figure 8:different security agencies of Lebanon, their association to different ministries and their divisions 

Among the security agencies represented in Figure 8, this study will only focus on the main players 

of the security sector in Lebanon. Table 4 represents an overview of these main players, their 

decree of establishment, their mission, and the number of personnel allocated to each by law.  
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 General Directorate of 

Internal Security Forces 

(ISF) 

Lebanese Armed Forces 

(LAF) and Intelligence 

Directorate 

General Directorate of 

General Security (GS) 

General Directorate of State 

Security (SS) 

Logo     

Date of establishment   Year 1953 1/8/1945 6/12/1959 16/9/1983 

Decrees of 

establishment 

Decree No. 1953-59 Agreement between 

Lebanese and French 

colonizing Authorities 

 

Articles 49 and 65 of the 

constitution 

 

Decree No. 139 5th paragraph of clause 

7 amended by legislative 

decree no. 1 dated on 

26/9/1984 which was 

amended by legislative 

decree no 39 dated on 

23/3/1985 

Other related decrees   Decree no. 1955-20  

Decree no. 1959-138 

Decree no. 1967-54 

Decree no. 183-103 

(cancelled) 

Law 17 (1990) 

Decree no. 1157 (1991) 

Determine the structural 

organization of the Internal 

Security Forces 

Decree No. 102 (1983) and 

its amendments 

Decree no. 139 (1959) 

Decree no. 2873 (1959) 

organizational structure  

Decree no. 104 (1983) 

cancelled by decree no. 27 

(1985) 

Decree no. 2571 (1992) 

Decree no. 9610 (1996) 

Decree no. 10783 (2005) 

Decree 2661 (1985) 

Government Ministry of interior Ministry of Defence  

 

Ministry of interior Prime ministry 

Mission -Preserving order, freedoms 

within the law and security 

support.  

- Implementing judgments, 

legal orders, juridical 

assignments and writs. 

1- The defence mission: 

The first mission of the 

Army is to defend the 

nation’s borders against any 

external attack. 

2- The Security Mission: 

Based on the Lebanese 

- Participating in Judicial 

investigations and 

collecting any necessary 

data. 

-  Collecting information 

concerning internal State 

security and investigating 

external information from 

acting services. 

- Surveillance of foreigners 

and of relations between 
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- Supporting general 

authorities in performing 

the duties thereof. 

 - Guarding decided by the 

competent authorities, of 

institutions and public 

Organizations including 

prisons. 

- Protecting the diplomatic 

missions in Lebanon.  

(Law 17, 1990) 

Cabinet’s resolution in 

1991, the Army was 

entrusted with the mission 

of keeping peace and 

stability at the internal 

scene side by side with the 

other security forces.  

3- The Development and 

Humanitarian Mission: The 

Army has persisted since its 

establishment in performing 

this mission and played a 

major role in building the 

country’s infrastructure and 

alleviating the suffering of 

the citizens during crises 

and catastrophes. (National 

Defence Law Decree 

number 102 on 16/09/1983 

and its amendments) 

- Fight against anything 

that can jeopardize 

security.  

- Participating in the 

surveillance of the 

territorial, maritime and 

aerial borders. 

- Media Censorship. 

- Coordinating with 

foreign and diplomatic 

missions in Lebanon. 

- Establishing a linkage 

between embassies and 

diplomatic missions. 

- Issuing Lebanese 

passports, travel/entry 

ban, entry visa, transit and 

residency permits. 

- Organizing and 

delivering traveling 

documents for the 

Palestinian refugees 

residing in Lebanon or 

coming from abroad. 

(D.G.G.S, 2018) 

Lebanese citizens and 

foreign parties in what 

concerns state security. 

- Counterespionage and 

countering hostile activity 

in all its different aspects. 

- Preliminary investigations 

of acts which jeopardize 

internal and external State 

security. 

- Coordination with other 

security services, in matters 

concerning intelligence and 

information exchange. 

- Setting regular reports to 

permanently inform the 

President of the Supreme 

Council of Defence and its 

Vice-President about 

security and political 

situation. (D.G.S.S, 2018) 

Number of personnel 

by law 

29494 100000 13308 3181 

Table 4: overview of different security agencies of Lebanon 

In the following sub-section, each of the security agencies presented in Table 4 will be discussed 

in more detail.  

5.2.1 Main security agencies of Lebanon 

 

This sub-section presents the security agencies of Lebanon in the same order as presented in Table 

4. It discusses their roles, structures, and their information/intelligence divisions.   
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a) The Directorate General of the Internal Security Forces 

 

The Directorate General of the Internal Security Forces (ISF) is the second oldest institution in the 

Lebanese security sector. Its jurisdiction covers all the Lebanese territory, and its organization, 

regulation, and mission are stated by Law 1710. The ISF has both administrative and judiciary 

police. The administrative police’s tasks include maintaining public order and reinforcing security, 

protecting individuals and property, ensuring the implementation of laws, and ensuring general 

well-being. The judiciary police are tasked to intervene when the judiciary is involved, where its 

jurisdiction includes law enforcement, tourism police, combatting crimes, as well as research, 

survey, and investigation. The chain of command of the ISF starts with the Director General, who 

is Muslim Sunni, followed by a chief of staff, followed by ten units that include the Judiciary 

Police command, Gendarmerie command, Traffic Patrol command, and Police headquarters of 

Beirut. There is a specific reason for which the police headquarters in Beirut are separate from the 

command of the gendarmerie, whose chief commissioner is currently Christian Maronite. This 

reason is the predominance of the Sunni sect among the inhabitants of Beirut, thus leading to the 

appointment of a Sunni chief police commissioner for Beirut separately from the chief of the 

gendarmerie (Saliba, 2012). On the structural aspect, one key point is that each unit is autonomous 

and “there is no direct logistical coordination between them”, as they all report to the central 

administration of the ISF each in their specific capability (Saliba, 2012). Another key point is that 

Interpol Lebanon is part of the ISF International Relations Department and reports directly to the 

Director General, where their work includes the exchange of criminal information at national and 

international levels, the arrest and handing over of criminals to Interpol member countries, and the 

exchange of criminal expertise (INTERPOL, 2018). The importance of the Interpol Department at 

the ISF, as well as the recent importance conferred to the role of the ISF information division 

established in the 1991, are two key distinctions of this agency.  

i) Role and Jurisdiction of the Information Division 

 

The information branch was established in 1991 (Internal Security Forces, 2018), and it was 

comprised of 50 ISF members. Rapidly, this branch acquired the role of monitoring the 

 
10 Law 17 of 09/06/1990 
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performance of on- and off- duty officers and personnel. After a few years, this branch started 

expanding its actions to interfere in Lebanese political life at the beginning of year 2000 under the 

Syrian presence. After the assassination of Prime Minister Rafic Hariri in 2005 and after the 

withdrawal of the Syrian troops from Lebanon, this branch expanded considerably in human and 

equipment resources. The Directorate of the ISF then allocated a significant budget to support this 

branch in fighting against crimes and terrorism in collaboration, theoretically, with other internal 

and external similar security branches. This branch reached its peak dominance in the last few 

years, uncovering major criminals and identifying several terrorists and spying cells. After the 

assassination of its chief, Major General Wissam Al-Hassan in October 2012, this branch grew to 

become a full division of its own (Saliba, 2012). Finally, very limited information is available on 

the role of this division and the legal framework under which it operates, and it is always 

‘preserved’ as a secretive division.  

b) The Lebanese Armed Forces and Army Intelligence  

 

The Lebanese National Defence law states that the three missions of the Army are defence, security 

and development. These missions aim to “defend the nation, preserve sovereignty and the state’s 

authority, protect the constitution, maintain security and stability, and contribute to providing 

social stability and development”11. In addition, the Lebanese army, similar to any other army, 

constitutes the country’s line of defence. It safeguards peace and complements the role of internal 

security forces when obstacles in the security condition surpass their ability (Saliba, 2012). It is 

also relevant in the Lebanese context to mention that the Commander-in-Chief is conventionally a 

Christian Maronite. Article 18 of the National Defence law specifies that “the army is composed 

of three branches: the army, the navy and the air forces, as well as their subsidiary institutions”. 

Even though all three branches are under the leadership of the Commander-in-Chief, horizontal 

linkages between them are absent (Saliba, 2012). Moreover, the regional commanders in each 

governorate are linked uniquely, through army command i.e. through the administrative 

department of the chief of staff. Thus, regional commanders are not directly connected to each 

other12. The Lebanese Armed Forces (LAF) institution is well-trusted in Lebanon and is considered 

 
11 Decree number 102 on 16/09/1983 and its amendments  
12 Decree number 102 on 16/09/1983 and its amendments 
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the institution with the highest national loyalty and neutrality among all military and security 

institutions. Santini and Tholens argue that this description is seen to be “inflated” and reliant on 

the Lebanese perception of this neutrality (2018). One of the most important directorates of the 

LAF is known to be the Military Intelligence established in the 1940s following the French 

Military model.  

  



135 
 

i) Role and Jurisdiction of the Military Intelligence Directorate 

 

In fact, laws unveil scant information on the role and extent of the Military Intelligence’s authority. 

At the operations level, the intelligence chief reports directly to the army commander who 

approves his/her appointment according to the President’s preference (Saliba, 2012). The army 

intelligence is considered an essential part of the army’s operational units, as it works daily to 

protect national security and safeguard peace. One of the authorities of the intelligence chief, who 

is also a Christian Maronite, is the mobilization of the Counter-Sabotage Regiment (Moukafaha 

force) to carry-out security missions with the sole obligation of informing the commander in chief 

of the army. Moreover, the intelligence directorate, with the permission of the appropriate judicial 

authority, intercedes in all security matters even those that are outside its jurisdiction, namely, 

matters that are not related to national security (Saliba, 2012). According to law13, when crimes 

that are not related to national security fall under the purview of the military court, it is the military 

judiciary police that intervene and not the military intelligence. In such cases, the military judiciary 

police play a similar role to that of the Internal Security Forces judiciary police.  

Throughout time, the role of the intelligence directorate of the LAF noticeably evolved, especially 

after President Emile Lahoud was elected in 1998. At the time, Lebanon was controlled by the 

Syrian military and therefore, the Lebanese army intelligence was coordinating with the Syrian 

military intelligence. This coordination has allowed the LAF intelligence directorate to interfere 

in the minutest details of political life (Saliba, 2012). Following the withdrawal of the Syrian troops 

in 2005, cooperation between the two intelligence parties stopped. Soon after, the influence of 

LAF intelligence decreased until 2008, when it returned to the forefront after the election of 

President Michel Sleiman.   

It is clear that the role of the LAF is vast and it covers all the Lebanese territory. It undoubtedly 

supports and sometimes competes with the Internal Security Forces in maintaining security and 

imposing order.  

  

 
13 Law 1968/24 Code of Military Justice 
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c) The General Directorate of General Security 

 

The General Directorate of General Security (GS) is not classified as a military force in Lebanon 

but as a security force. Its responsibilities are defined as the “gathering of political, economic, and 

social information, and carrying out investigations in relation to any violations exclusively 

committed against the state’s internal or external security” (General security regulatory Decree14). 

General security is also “responsible of the foreigners living and working in Lebanon. It performs 

visa controls and monitors the entry of foreigners into the Lebanese territory.” It is also in charge 

of applying laws pertaining to the media (General security regulatory Decree). One of its most 

critical roles is controlling all restrictions on Palestinians living in Lebanon (Saliba, 2012). 

Additionally, it is perceived to overstep onto the mandate of the ISF when it comes to political 

intelligence gathering (Smaira, 2014). GS controls the movement of people across official land 

crossings at the borders with Syria, through the airport of Beirut, and at the seaports. This agency 

is considered an ally of Hezbollah, although the practical connections between the two are 

ambiguous (Tholens, 2017). In fact, there is increased international support to the GS in 

strengthening its capacity, especially in border control. Because of those circumstances, the 

Investigation and Survey Department of the GS is also of growing influence. Although very limited 

information is available on its specific role, the Investigation and Survey Department benefits from 

the provision of sophisticated intelligence technology by international projects aiming to reinforce 

the GS’ capacity. All this may contribute to the empowerment of an agency affiliated to the Shi’a 

group (Tholens, 2017).  

 

d) The General Directorate of State Security 

 

The General Directorate of State Security was established in 1983, and it is affiliated to the High 

Defence Council chaired by the President of the Republic and the Prime Minister (Defence Law15). 

This security agency is believed to have been introduced to maintain a sectarian balance, as it was 

originally meant to be headed by the Shiite community. As mentioned earlier, the General 

 
14 Law 1968/24 Code of Military Justice 

 Dated 06/12/1959  
15 Decree no. 102 dated 09/16/1983 
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Directorate of General Security and the Lebanese Armed Forces are headed by Christians and the 

Directorate of Internal Security Forces is headed by a Sunni (Abdel-Kader, 2007). In fact, 1,226 

officials were transferred from the ISF, GS, and the Ministry of the Interior to occupy positions at 

the directorate of SS (Smaira, 2014). The main responsibility of this agency is to collect 

information concerning internal state security, to investigate external information from acting 

services, and to monitor surveillance of foreigners and of relations between Lebanese citizens and 

foreign parties in what concerns state security. Also, one of its important missions is to coordinate 

with other security services, in matters related to intelligence and information exchange in addition 

to compiling regular reports to permanently inform the President of the Supreme Defence Council 

and its Vice-President, i.e. the President of the Republic and the Prime Minister, about the security 

and political situation (D.G.S.S, 2018). 

 

In 1998, President Emile Lahoud worked on switching the sectarian distribution, handing over the 

directorship of General Security to a Shiite Muslim and State Security to the Christians. 

(Information International , 2013). There have been several attempts to dissolve State Security, 

and it has been believed that the main reason for this is to limit the powers of the President of the 

Republic. This agency has been suffering from a withheld budget since 2010 (Al Hashem, 2016). 

Yet and till this day, State Security is still functional regardless of all the financial restrictions and 

local media campaigns against it, and despite the fact that its decree of establishment does not state 

any function to be exclusive to this institution (Saliba, 2012). This is one of the concrete examples 

of how partisan loyalty translates into actions: keeping the State Security agency alive without 

even a budget.  

In brief, the Lebanese army is the oldest among all the security and military institutions of 

Lebanon. Its role is mainly military with a security mission of keeping peace and stability 

internally. The ISF, which is the second oldest institution, is responsible for preserving order and 

enforcing law internally. GS is mainly responsible for immigration, it plays a role in border 

management, and it has an internal security duty. Finally, SS is mainly responsible for 

counterespionage and countering hostile activity. It operates to keep internal and external state 

security.  As previously noted, SS is affiliated with the Supreme Defence Council, a crucial 

element of the Lebanese security sector and whose role will be explained in the following section.  
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5.2.2 The Supreme Defence Council – an attempt for an information sharing structure? 

 

The Supreme Defence Council also known as the High Defence Council is chaired by the President 

of the Republic. The Vice-chair of this council is the Prime Minister with the membership of the 

ministers of: Defence, Interior, Foreign Affairs, Finance, Economy, and Trade. (Article 8, Decree 

10216). While the cabinet sets the defence strategy of the country, the High Defence Council by 

Law decides on the implementation procedures, and the framework of any defence mobilization. 

This council convenes upon the request of the president or of any three of its members. Its secretary 

general is a Sunni Major General of the Lebanese Armed Forces institution (Article 8, Decree 

102). 

There are numerous issues with the establishment of this council. First, it has no executive structure 

as there is no staff affiliated with it. Similarly, there are no operational focal points from the 

security agencies represented by the ministries they are associated with. Second, the defence Law 

article 22 of the decree no. 102 has contributed to the destabilization of the army hierarchy and 

chain of command, as it states that: “in the event of operations issued by the cabinet, the army 

chief of staff has the right to refer to the High Defence Council through the authority of the Minister 

of Defence, if any disagreement arises between the chief of staff and the army commander in 

chief.” Nevertheless, it is worth indicating that since the adoption of this clause in 1984, no such 

disagreements have arisen (Saliba, 2012). Third, the council’s secretary general has the 

responsibility of gathering all security and defence related information from all the agencies 

(Article 3, Decree 279117). This has proven to cause sensitivities and has pushed agencies to refrain 

from sharing information with the Council. Finally, it is important to mention that the High 

Defence Council is considered a guarantee for civilian involvement in the Defence and Security 

Strategy of Lebanon (Smaira, 2014). 

 

In the previous section, the documentary research conducted referred to peer-reviewed articles, 

development project reports that are not available publicly, law articles and decrees that explain 

the main role of each security agency and their structure. Consequently, it is now important to 

 
16 Defense Law, article 8 of Decree no. 102 dated 16/09/1983 
17 Dated March 14, 1980 
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present the challenges that these agencies face and how they impact the overall security sector of 

Lebanon and its exchange of information practices.    

5.2.3 Challenges to the security sector of Lebanon 

 

The security sector of Lebanon as mapped above is intricate and is characterized by a multiplicity 

of security organizations. The complex internal politics and regional tensions constitute additional 

hindrances to the reform of the security sector. In addition, Israel’s continued threats and violations 

to the southern part of Lebanon have encouraged the rise of non-governmental armed resistant 

groups such as Hezbollah (Nashabe, 2009). Since 1990 and until today, there have been numerous 

attempts to reform the security sector of Lebanon and multiple challenges have been identified. 

These challenges have been hinted at in the previous section and are summarized in Figure 9. 



140 
 

Figure 9: Challenges to the security sector of Lebanon ((Nashabe, 2009), (Saliba, 2012), (Sayigh, 2009)  

The challenges highlighted in Figure 9 summarize the most significant obstacles that prevent the 

security sector of Lebanon from evolving and becoming trusted by both national and international 

communities. This thesis does not aim to study the challenges faced by the security agencies of 

Lebanon, specifically. These challenges are highlighted as part of the documentary research 

conducted in order to better understand the security dynamics in Lebanon and to better understand 

the phenomenon under study, namely information sharing among security agencies, which is by 

itself a challenge as presented above. Moreover, these challenges of which: multiplicity of 

command, outdated laws and regulations, partisan loyalty, insufficient and unsuitable equipment, 

and inadequate staff development, all directly affect information sharing practices as they pose a 
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challenge to the effective coordination and exchange of information and lead to the fragmentated 

ethno-sectarianism observed in the dynamics among the security agencies of Lebanon. 

 

As part of the rivalry and lack of coordination, it is important to mention that several functions 

performed by one agency are also performed by others, thus increasing rivalry between them 

(Smaira, 2014). For example, the Islamist called ‘Shadi al-Mawlawi’ was arrested by GS in Tripoli 

in May 2012. This arrest was considered as “usurping the functions of the police” (Salem, 2012). 

The GS’ decision, which was taken without coordinating with LAF, ISF or SS, and the lengthy 

period of detention of Al-Mawlawi lead to protests and forced the LAF to face the violent 

consequences of such a move. This incident was considered part of a Sunni mobilization in support 

of the Syrian opposition and, since GS is regarded as a Shiite organization, “the Lebanese 

government was accused of losing the ability to maintain its policy of neutrality” (Salem, 2012). 

 

Another example is the clash between the LAF and ISF in the airport of Beirut in September 2018 

in front of passengers. News and leaks claimed that army personnel occupied the ISF’s stations 

inside the airport. Interview leaks talk about the ISF deliberately extinguishing the inspection 

devices. All of this led to the collapse of Beirut International Airport for an hour, as a result of a 

dispute between two officers competing over authority due to overlapping responsibilities 

(Murtada, 2018). Furthermore, and since 1958, the LAF has been given priority over internal 

security and law enforcement, including “border protection, conventional police patrols as well as 

criminal investigations”. This is linked to the presence of LAF in areas, where ISF does not have 

the ability to police either for a lack of resources or for a better acceptance of LAF by local 

communities. However, it is in the ISF’s mandate to handle internal security and policing 

(Strategic Planning team, ISF, 2008). Likewise, the State Security, under its mandate to protect 

against threats to national security, engages in internal security and counter terrorism. In addition, 

the LAF, GS, SS and ISF all have an internal intelligence role. Although Ta’if agreement specifies 

that military intelligence should exclusively serve military objectives (Ta’if, Second, C (5)) and 

that the ISF information branch should be restricted to criminal intelligence (Strategic Planning 

team, ISF, 2008), both these agreed upon modifications have not been implemented after the 

agreement (Smaira, 2014). On a higher level, at the Higher Defence Council, the dual authority of 

the President of the Republic and the Prime Minister makes it problematic for this council to 
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operate (Smaira, 2014). This council and according to article 3 of its decree of establishment 

(Decree 279118) is a national platform for security and defence information sharing; therefore, its 

operational disruption is a significant handicap to information sharing and coordination among 

security agencies in Lebanon.  

5.3 Lebanese security timeline 2005- 2019  

 

In order to establish whether and how the nature of the security threat increases or decreases the 

exchange of information among different security agencies in Lebanon (part of the fourth research 

objective of this thesis), the researcher, in this section, maps out the security incidents from 2005 

until 2019 (the year this documentary analysis was conducted). 

After the assassination of PM Hariri and the subsequent series of assassinations, 8 bombings, 3 

assassinations, and 3 assassination attempts all happened in 2005 followed by the assassination of 

the Minister of Industry Pierre Gemayel in 2006, then by 3 assassinations in 2007, 2 assassinations 

in 2008, and 2 bombings in Tripoli in north Lebanon (Al Jazeera news, 2008). An internal political 

crisis was deepening in Lebanon and an attempt to disinter Hezbollah’s secret communications 

network resulted in sectarian clashes in Beirut between Sunni and Shiite. These clashes were the 

biggest after the end of the civil war in 1990. A total of 65 people were killed and 200 injured 

during the fighting between 8 and 14 May 2008 (Annahar Newsletter, 2008). The resolution of 

this political disorder was guaranteed in the Doha Agreement in the same year. Nevertheless, 

security instability continued in Lebanon and 2009 marked the assassination of the deputy 

representative of the Palestinian Liberation Organization in Lebanon and a former Fatah 

intelligence chief in the country. Later in 2012, the head of the information branch of Lebanon's 

ISF, Wissam Al Hassan, who was one of the country's key security officials, was assassinated 

(Daniel De Fraia-Agence France-Presse, 2012). These 28 bombings and assassinations between 

2005 and 2012 resulted in approximately 75 deaths.  

In 2013, the scenario started to change, and bombings started targeting a bigger number of random 

innocents and civilians. Another assassination happened as well as two more bombings, one in 

July in which 53 people were injured by a car bomb in Bir El Abed neighbourhood Beirut. The 

 
18 Dated 14 March 1980 

https://www.pri.org/categories/agence-france-presse-0
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blast erupted in a parking lot near the Islamic Cooperation Centre (Ed Payne and Nada Husseini-

CNN, 2013). The second one was in August in Tripoli, where 62 people were killed and over 400 

people were injured by two car bombs planted in front of two mosques. Later in November 2015, 

two suicide bombings took place in the Southern suburb of Beirut killing more than 43 people and 

wounding more than 230 persons (LBCI news, 2015). As the nature of the threats changed, these 

terrorist attacks targeted Tripoli, a Sunni dominant region, and the southern suburb of Beirut, a 

Shi’a dominant region. All segments of the Lebanese community felt concerned, especially after 

the three terrorist attacks of 2016, one of which targeted a church in Al Qaa killing 5 people and 

wounding 21. Since 2017, Lebanon has enjoyed a phase of security and stability with only minor 

incidents being reported. The last three years are characterized by the lowest number of attacks 

since 2005. Although the risk remains that terrorists could carry out attacks, Lebanon is considered 

safer than before and this year (2019) some countries, such as Saudi Arabia, have removed the 

security alert that used to advise their citizens to avoid visiting Lebanon.  

The purpose of chronologically listing the aforementioned security incidents in Lebanon is to 

describe the security scene of Lebanon during this phase, figure 10 is a visual representation of 

these incidents in a timeline. It also strikes a comparison between two consecutive security 

intervals. The first interval ranges from 2005 till 2012 and is characterized by targeted political 

assassinations (15 political assassinations) with limited number of random civilian casualties (less 

than 80 killed and less than 500 injured). The second interval ranges from 2013 till 2018 and is 

characterized by the invasion of the Lebanese territory by terrorist groups and terrorist attacks 

targeting civilian communities of all religious and political backgrounds with around 250 random 

civilian casualties and around 1096 civilians injured (figure 11). This interval breakdown aligns 

with the findings of this research, which attest to the improvement of information sharing practices 

in the recent years along with the development of capacities in each individual agency (will be 

presented in section 7.1). On one hand, the first interval was dominated by an air of mistrust among 

security agencies due to the series of one-sided (anti-Syrian) political assassinations. After the 

creation of the information branch of the ISF and the USA’s support in training and equipping it, 

a more significant level of competition ensued between the security agencies. This characterizes 

the first interval with less information sharing. On the other hand, the second interval (after 2013) 

witnessed a better information sharing practice between security agencies. This is believed to have 

arisen from the perception of a common threat that was affecting the Lebanese across all political 
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and sectarian spectra. The resulting information sharing among agencies during this interval can 

be viewed as a silver lining for a period that still witnessed rivalries, power games, and competition 

between them. 
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Figure 10: Timeline for the major security incidents in Lebanon (2005-2019) 
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Figure 11: Victims of political assassinations and terrorist attacks in Lebanon (2005-2019)
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5.4 Information sharing among security agencies of Lebanon 

 

The literature about information sharing among security agencies of Lebanon is very limited. 

Therefore, this study’s importance resides in contributing to a minimally explored area of the 

literature. Information sharing among security agencies of Lebanon is rather present as a side topic 

in security sector reform research or as a sub-topic in the changing security studies tackling 

Lebanon. 

The national defence law emphasizes information sharing and coordination between security 

agencies, but this law does not tackle the details of how and when this coordination should happen.  

The specificities of this coordination must be instructed by a council of ministers’ decree19. 

Furthermore, the national defence law and the mandate of each agency does not imply the presence 

of a coordinating authority that regulates their activities (Smaira, 2014). Although the Higher 

Defence Council, as described previously, has a coordination role, the law does not clearly state 

the operational details of how this coordination should happen, under what mechanism it is 

ensured, and what the consequences are for agencies that do not abide by the Council’s decisions.  

Tholens presents findings from interviews she conducted in Lebanon in her research about border 

management and speaks about the creation of the Border Control Committee, which combines 

representatives of the four Lebanese security agencies presented in Section 5.2 in addition to 

international representatives. These members meet on a weekly basis, which is considered a very 

important improvement in maintaining communication channels between the four security 

agencies. One of the interviewees of Tholens said: “it would have been unthinkable only a few 

years ago for representatives of the four agencies to come together and reveal information 

regarding their activities, let alone coordinate” (2017:879). Furthermore, Tholens (2017) speaks 

about “protectionism”, “competition”, and “mutual skepticism” (p.880) when describing her 

findings regarding the creation of a shared database between security agencies. In addition, 

Tholens describes information sharing among Lebanese security agencies by stating the following: 

“information-sharing and coordination of activities do take place, every day and between all 

agencies—but according to an informal, verbal and non-linear logic” (2017:880). 

 
19 National Defense Law 102: section 2, articles 7 
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This chapter provides an overview of the security sector of Lebanon, thus fulfilling the second 

research objective of this thesis. The main actors of the security apparatus of Lebanon have 

revealed their submergence in sectarian politics causing constant tensions in the country. Each 

agency’s role was studied, and several challenges were identified, such as rivalry and lack of 

coordination in addition to partisan loyalty and leadership acquired on the basis of sectarian 

balance, all posing problems to a conducive environment for proper information sharing among 

security agencies. Thus, this chapter fulfils the third research objective of this thesis by looking at 

the specificities of the sectarian dynamics influencing the security agencies of Lebanon and their 

information sharing practices. This chapter constitutes a documentary research conducted by 

collating and synthetizing information present in the public domain in order to better guide this 

research and understand and map the security apparatus of Lebanon. In Chapters Six and Seven, 

the research findings gathered from the interviews conducted by the researcher will be presented. 
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Chapter 6: The information sharing scene of Lebanon: description, 

motivating factors, barriers and external factors.   

 

This chapter presents the primary data gathered from the thirteen participants who were 

interviewed to achieve the research objectives of this study. The aim being to critically examine 

law enforcement agencies’ information sharing practices in a post-conflict context to better 

understand how these may contribute to the development of civil society. The important and 

relevant aspects of the findings are highlighted and described here. These findings are presented 

and then analysed in Chapter Eight in order to discuss their implications on the research objectives 

and the problems studied in this thesis. Furthermore, this chapter allows the transition from the 

research findings to the significance of the data within the context of the research objective. The 

findings from the thirteen participants (P1 to P13) were extracted, grouped and distilled according 

to the interview schedule designed by the researcher (annex F: interview schedule). The findings 

grouping process was done in the form of a table, each column of the table refers to a theme as 

follows:  

1. Description of the current information sharing practice among the security agencies of 

Lebanon;  

2. Current barriers to information sharing;  

3. External factors affecting information sharing in Lebanon; 

4. Examples of current information sharing practices;  

5. Evolution of information sharing practice and behaviour in the last fifteen years; 

6. Incentives and drivers encouraging information sharing; 

7. Suggestions given to enhance information sharing in the future.  

This chapter presents the findings from the first four themes presented above and Chapter Seven 

presents the findings from the remaining three themes (5 to 7). In order to logically filter the 

findings, the researcher aimed to present the findings with as much objectivity as possible, 

therefore, she followed a logical reasoning and divided the findings into two chapters: the first 

findings chapter constitutes a situational assessment of the current information sharing practices 

as described by the interviewees. This includes a description, by the interviewees, of the current 
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information sharing status, the current barriers, factors affecting this status and examples of current 

practices. The second findings chapter presents the research participants’ views on the dynamics 

and changing aspects of information sharing in the last fifteen years and thus the evolution of 

information sharing practice and behaviour, the incentives and drivers encouraging them and the 

participants suggestions as to how to enhance information sharing in the future. As such, the 

current chapter establishes a situational awareness generated by the findings extracted from the 

first four themes. It describes the existing information sharing practices and behaviour among the 

security agencies of Lebanon, the motivating factors and barriers to information sharing in addition 

to the external factors affecting this practice. It also gives examples explaining the current 

information sharing practices among the security agencies of Lebanon. Chapter Seven presents the 

findings on the participants’ vision regarding the evolution of information sharing. It discusses the 

changing aspects of information sharing over time, the possible reasons of this change, and the 

incentives driving it. It also provides a statement of the suggestions given by these participants to 

enhance information sharing among the security agencies of Lebanon in the future. Consequently, 

the findings were critically scrutinized, as described in the data analysis section of Chapter Four 

(4.2.6), to facilitate their analysis and what they mean which will be presented in Chapter Eight 

(analysis). 

It is important to remind the reader that interviewees were selected for their unique experience in 

the security sector of Lebanon being key role holders in the information sharing activities and 

decision making as explained in the sampling strategy presented in section 4.2.5. These 

participants performed ministerial, directorial, tactical, strategic and operational roles, they have 

participated in the routine operations of information and intelligence sharing and/or have (had) 

decision making powers in information sharing activities among security agencies and/or been part 

of an inter-agency coordination committee. Interviewees have raised significant issues that are 

beyond the limit of this study, therefore and in order to abide by the framework of the current 

research, findings that do not fall in the scope of this thesis were not included in the two findings 

chapters Six and Seven. It is equally important to note that out of the thirteen interviews, eleven 

were conducted in Arabic, one in English and one in French. All the transcripts of these interviews 

were translated into English by the researcher herself (discussed in the ethical consideration in 

section 4.2.4). Therefore, the quotations used in the current and the following chapters are 

extracted from the translated versions of the transcripts unless they were originally in English. The 
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participants were given an identifier letter P with a unique number starting by 1 and ending by 13. 

The unique identifier will be used to refer to each of the participants when quoting them.  

As discussed in section 4.2.5 describing the data collection process, in order to guide the 

interviews, the researcher has identified topics or themes based on which the interview schedule 

was prepared, and the interviews were conducted. In the section below, the findings gathered from 

the interviews conducted by the researcher are presented according to the four first themes of the 

interviews schedule (annex F). Each theme constitutes a section in this chapter as follows: the first 

section (6.1) presents the findings on the current information sharing practice among the security 

agencies of Lebanon; the second section (6.2) highlights the findings on the current barriers to 

information sharing among the security agencies of Lebanon; the third section (6.3) presents the 

findings on the external factors affecting information sharing in Lebanon; and the fourth section 

(6.4) provides examples given by the research participants on the current information sharing 

practices among the security agencies of Lebanon.  

6.1 The security scene and information sharing in Lebanon – assessment of the current 

situation  

 

This section presents the findings related to the roles and capabilities of the security agencies of 

Lebanon, their information sharing practices, the competition and game power among them and 

the confessional influence on their operations and activities.  

6.1.1 The Security agencies of Lebanon  

 

As per the guidance of the interviewer, the research participants have given an overview of the 

respective security agencies that they work in, have worked in or deal/dealt with as external 

counterparts (international or local). Among the general statements made by participants when 

describing the security agencies in Lebanon, a participant from a foreign embassy in Lebanon, 

have suggested that post-2013 the security practice in Lebanon has changed: 

“The development of a terrorist activity in 2013 in the mountains of Ersal, 

followed by the Burj El Barajneh attack in 2015 and the operation of Fajr Al 

Jouroud in spring 2017 have influenced the security practice in Lebanon 
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especially after its social and economic resilience were at risk with the influx 

of the Syrian refugees” (P2). 

A senior security official having worked in two of the main security agencies of Lebanon and 

occupying critical positions has also stated that Lebanon is political rather than security oriented: 

“The basics of the Lebanese republic is a political thinking and not a security 

thinking” (P8).  

This explains how politics is at the heart of the security work in Lebanon and will be further 

discussed in section 8.1 of the analysis chapter. Other findings and participants’ statements about 

the security agencies of Lebanon were more topic specific and therefore are grouped into the 

following subject matters: roles and capacities, information sharing activities, competition and 

power games, confessionalism/sectarianism and information sharing. 

a) Distribution of roles and capabilities  

 

The findings on the distribution of roles and capacities among the security agencies in Lebanon 

are extracted from the participants explaining the security sector and the information and 

intelligence of each of the four military and security agencies. A retired official of one security 

agency who has conducted research on the security sector of Lebanon, explained that each agency 

has a separate information and intelligence unit. He specifically stated that “each of the three 

security agencies and the Lebanese army has its own branch, division or directorate that focuses 

on information and intelligence” (P10). In addition, to information and intelligence work, these 

agencies have managerial, security, defence, military and other duties. Participants P3, P7 and P8 

voluntarily mentioned that based on the ‘Taif agreement’ of 1989, the Lebanese armed forces 

intelligence directorate should only focus on military intelligence. However, they believe this is 

not applied in practice. In fact, one participant explained this point by saying: 

“the Taif agreement of 1989, as a Charter of National Reconciliation states 

that the Army Intelligence Directorate should solely serve as a Military 

Intelligence and should not be involved in political security, but in reality, 

things happen differently” P3. 
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This explains the duplication of roles and agencies overstepping each other’s duties and violating 

the powers of other agencies. For instance, LAF Intelligence Directorate, still covers all security 

matters and not only the military related ones although this is not part of its mandate. The findings 

show that this goes back to pre-2005 when the Syrian army was in Lebanon and gave LAF a 

bigger role. Participants P3 and P11 mentioned that LAF intelligence was considered until very 

recently the strongest information and intelligence device of all the security agencies of Lebanon. 

Nevertheless, P3 insisted that LAF intelligence is currently void of legitimacy for seeking non-

military intelligence work. He specifically said: “by referring to the Taif agreement we conclude 

that LAF Directorate of Intelligence is working without having a legal cover” (P3).  

Similarly, participants P7, P8 and P9 highlighted that the ISF information branch, currently getting 

stronger than ever, is also allegedly working without a clear mandate. A senior intelligence official 

mentioned the following:  

“ISF information branch is focusing on all security matters even those that 

should be handled by other units within their own organization such as the 

Judicial Police of the ISF” (P7).  

Whereas the GS information division is supposed to deal with immigration issues, passports, 

border control and refugees camps, their information division is reported to be dealing with 

criminal security matters as per P3, P4 and P5.  

 “according to laws, GS information division is conducting activities that should 

be within the mandate of State Security, sometimes it’s because the latter lacks 

capabilities and resources” (P4).  

All the aforementioned show that there are no clear definitions of the specific role of each of the 

security agency and that there is an overlap of duties between them. It is clearly required to define 

the role of each agency as this might decrease doubt and reluctance and will define collaborations 

under a specific mandate (Dawes, 1996; Landsbergen and Wolken, 2001). 

It was highlighted by three participants, who assumed top management positions in three different 

organizations (P3, P4 and P8) that the size of the security or military agency in terms of the number 

of personnel has a great impact on its capabilities. A senior participant explained that the LAF is 

the biggest followed by ISF, then GS and finally State Security. This seem to have a direct effect 
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on the size of the information and intelligence divisions of these agencies and consequently on 

their effectiveness. He elaborated: 

“The ISF information branch was initially created to support the prime minister, 

it started with seven officers and hundred and twenty soldiers, a number 

constrained by the Syrian government pre-2005. But after the assassination of 

Prime Minister Hariri and the withdrawal of the Syrian troops from Lebanon in 

2005, this branch has been supported by regional and international intelligence 

services and therefore has exponentially grown to reach 2200 elements in 2012” 

(P3).  

In terms of Counterterrorism (CT), and as stated by a representative of a main international player 

country in the security scene of Lebanon (P2), the Prime Minister of Lebanon highlighted two 

major forces responsible for CT in Lebanon, these are the LAF DMI and the information branch 

of the ISF with the Military Court as the court for prosecution of CT cases. Although this was 

clearly the vision of Prime Ministry, State Security and General Security still conduct CT 

operations and activities as per all the participants. This proves that in many cases even when 

regulations and statutory mandates exist this does not guarantee their execution. 

The findings in this part will be further analysed in Chapter Eight, they highlighted duplication of 

roles between agencies. In addition, they addressed the multiplicity of security agencies leading to 

a multiplicity of information and intelligence departments which do not have a clear mandate to 

operate in many occasions, and when they have, they do not necessarily abide by. Tholens has 

highlighted in her findings how each security agency in Lebanon has developed its own 

“intelligence channel” and how these operate independently and in parallel (2017:880). In the 

following, the findings regarding the information sharing activities implemented by the multiple 

security agencies will be presented. 

  



155 
 

b) Current information sharing activities 

 

This section scrutinizes the findings on the current information sharing activities inside each and 

among all the security agencies of Lebanon. When asked to describe information sharing among 

the security agencies of Lebanon and in their respective agencies, all of participants have stated 

that it is far from perfect. Participants described information sharing as “insufficient” (P1), 

“minimal in the way of formal interactions” (P4) and “primitive” (P2). A representative of a 

foreign embassy in Lebanon that has several development activities in the Lebanese security sector 

expressed that there is no evidence of regular coordination activities taking place among the 

security agencies’ leader: 

 “security agencies’ leaders claim to meet regularly to coordinate and exchange 

information, but there is no evidence of that, instead, there are indicators of 

explicit willingness to actively avoid and prevent interaction” (P1). 

The explicit willingness to avoid interaction and exchange could originate from a lack of trust as 

exchange heavily involves building trust between organizations (Dawes, 1996; Dyer and Chu, 

2003; Gil-Garcia, Pardo and Burke, 2010; Luna-Reyes et al., 2007b; Pardo and Tayi, 2007). 

Furthermore, it might be hard for security agencies with different values and competing interests 

to work together (Fedorowicz et al., 2007; Kim and Lee, 2006; Rohrbaugh, 1981). This will be 

further discussed in the analysis (Chapter Eight).  

The majority of participants answered to the question of whether they see exchange happening 

among the security agencies of Lebanon by indicating that it is rare. A senior representative of the 

international community explicitly mentioned that when exchange of information is happening, it 

is labelled as “inefficient” (P2) as it must go through the top management level for both inter and 

intra-agency exchanges and does not happen organically at the operational level. 

“This exchange is also described to be incredibly ad-hoc, done by mobile 

phones or paper, which makes it slow and where there is a will to share, it is 

made very difficult by the lack of organization and Information Technology” 

(P2). 

Furthermore, the inefficiency was also referred to by anther international participants who said:  
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“the access to information even by the agency that gathered it is very difficult 

as it is stored in a very primitive way, either paper stored or on closed IT 

systems or personal computers/phones” (P1). 

These findings are associated with the lack of IT systems that when present can improve the 

efficiency of inter-agency information sharing (Zhang and Dawes, 2006). 

Additionally, current information exchange is described as mostly non-formalized and reactive 

and thus not following official regulations. A key role holder alleged:  

“these exchanges are considered primitive and classic, based on personal 

encounters instead of being systematized and automated, consequently they are 

highly dependent of the individuals involved and their ethics” (P10).  

The majority of participants said that the personality of the leader of the security agency affects 

the information exchange and coordination practices of the agency they lead. Moreover, P8 

specifically explained that “when a threat is identified the cooperative reaction increases as a 

response to the threat but then it vanishes”. P8 and P12 highlighted a non-sustainable coordination, 

P8 specifically said “this cooperation is described as non-systematic, interrupted, non-continuous, 

and as a last-minute reaction to threats”. This non-systematic and reactive response rather than 

proactive was also an important point that international participants raised. International players 

in the security scene have also highlighted the presence of bilateral cooperation when it comes to 

specific and well-defined roles of the two agencies coordinating such as LAF and ISF. 

Nevertheless, P1 mentioned that “this cooperation and information sharing is rarely observed 

between agencies with overlapping duties and between agencies falling under the same ministry 

such as GS and ISF”. This validates that competition increases when roles are not properly 

distributed between security agencies and coordination is rarely observed between organizations 

with overlapping duties.  

Findings have shown that when a criminal or terrorist case is open, the prosecutor or the 

investigative judge give the mandate to one specific agency to conduct investigations, the agency 

has the freedom to cooperate or not with others. In this case there is a removal of structural barriers, 

the dialogue between the involved security agencies here is described a prosecutor who previously 

occupied the position of investigative judge, as “fast and dynamic at the operational level between 
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investigators and information officers” (P11). But as stated by the majority of participants, this 

fluidity in investigations is still very bilateral and does not fall under a larger and systematic 

mechanism. International players also noted the incapability of the Lebanese security agencies to 

learn from other countries' mistakes and experiences in information sharing or from Lebanon's 

own past experiences:  

“security agencies of Lebanon are more used to coordinate and exchange with 

their respective international partners than between each other locally” (P1). 

This point was also emphasized by high ranking Lebanese officers from all four agencies. it was 

also one of the findings of Tholens (2017) who stated that intelligence services work separately 

from each other but cooperate with different external intelligence services. Additionally, 

participants revealed that cooperation with foreign security services also imposes some sort of 

internal cooperation:  

“this is when foreign agencies come with a nearly complete ‘puzzle’ and ask 

the Lebanese security agencies to find the missing parts or information, in this 

case the foreign agency is soliciting all local agencies and therefore enforcing 

collective work” (P8).  

The current security situation in Lebanon is flagged by the majority of the participants of this 

research as dangerous especially with the high number of refugees. A Participant who has occupied 

critical positions in the past explained that the mitigation of the current security risks is possible 

thanks to the small size of the country:  

“although Lebanon is perceived to be a country with a political rather than a 

security orientation, the main reason for it being able to mitigate a big number 

of its security risks is believed to be the small size of the country which makes 

it easier to manage and secure its territories” (P3).  

In addition, another key role holder highlighted the oriental culture which serves the information 

sharing practices of the Lebanese security agencies. This participant explained that “the oriental 

culture allows informants to easily get access to information each in their small community, but 

this has become harder with nearly two million Syrian refugees in the country” (P7). Besides, 

informal linkages between officers of different security agencies are reported in the findings, these 
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linkages can be the result of relationships built at the Military Academy during the common 

training that all officers undergo before joining their respective security agency as mentioned by 

several participants including the international ones (also found by Tholens, 2017:881). Another 

reason can be when officers are transferred from one security agency to anther after serving for 

few years, P4 and P8 who have undergone this experience, agreed and explained that they 

experience this daily “we keep good relationships and linkages at our mother-institution” (P4). 

This could be linked to the findings of Willem and Buelens (2007) who found that formal systems 

have proven to be less effective than informal systems when it comes to simplifying information 

and knowledge sharing. Furthermore, it might also be reflective of how informal information 

directions may contribute to more flexibility and openness and can encourage communication and 

collaboration between members of an organization (Jarvenpaa and Staples, 2000; Kim and Lee, 

2006).  

Furthermore, P10 stated that the type of the threat coupled with the directions given by the highest 

authority can impose information sharing to happen. This can be linked to the characteristics of 

information (Kolekofski and Heminger, 2003; Cress and Kimmerle, 2006). 

An important matter that was highlighted by participants of the international community, LAF and 

GS is border management. In Lebanon border management is a shared duty between LAF and GS 

that requires coordination between these two security agencies and with other agencies. The 

existing cooperation for border management between all agencies is encouraged and supported by 

international development projects as per the findings of this research. It aims at enhancing border 

control. Nevertheless, P2 and P8 mentioned that this coordination requires legislative support and 

operational activation. P2 stated that “interconnectivity between border related databases relies on 

MOUs that are still not agreed upon and signed today”. Furthermore, Tholens strongly states that 

“In such a hybrid security environment, a joint intelligence-sharing database is a completely alien 

concept” (2017: 880).  

The findings in this section focused on describing the information sharing activities implemented 

by the various security agencies. The majority of the participants agreed to describe current 

information sharing among security agencies as minimal, inefficient and not unsustainable. It also 

lacks organization and Information Technology Systems. The exchange is found to be better 

between agencies of non-overlapping duties and even better between local agencies and their 
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international counterparts. This brings the researcher to the next part which highlights competition 

and power games between the Lebanese security agencies.   
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c) Competition and power games 

 

In this section, the findings on the existing competition between the multiple security agencies of 

Lebanon and the power games played between them. Participants have acknowledged the 

importance of information and intelligence for security work. The majority of the research 

participants mentioned that information and intelligence are considered an essential value and 

power for an agency (Pfeffer, 1981), and therefore agencies find difficulty in sharing these values 

and power with others.  

Participants have expressed that it is a big challenge to build connections between agencies holding 

national files and data. For instance, a key intelligence role holder stated that agencies do not share 

the data they ‘own’ not to lose power and influence (Ardichvill et al. 2003; Marks et. al.2008),  

“G.S holds all the data for boarders’ entry and exit, passports and foreigners’ 

residency permit and they refuse to share any of this data with other agencies. 

For example, ISF information branch has tried multiple times to request access 

to this data, but this access was never granted” (P7). 

While the aforementioned constitutes the strength of GS, the same participants continued by 

highlighting the strength of other security agencies by stating what constitutes the ‘power’ of each 

agency: 

“ISF’s strength is in the Interpol section and the criminal fingerprint database 

as well as their well-trained and equipped information branch personnel. 

Whereas the LAF strength is in its human resources and the extensive 

experience of their intelligence directorate which allows them to be 

operationally eminent. Lastly, SS is born of coincidence and lacks a precise 

role, they hold no database, and are led by a weak director general” (P7).  

Participants P2, P3, P8 and P9 have also mentioned that the databases owned by ISF (Interpol and 

criminal fingerprints) and GS (immigration and foreign residency permits) is one of their main 

strength.   
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With the current monopoly of data, participants noted that laws do not impose information sharing. 

P10 said: “existing laws, regulations and policies do not force any agency to share specific 

information with the other”. P7, P8, P9 and P12 volunteered to raise the issue of agencies spying 

on one another: 

“not only the current system encourages competition but also it does not prevent 

spying from one agency on another. For instance, Agencies hire informants to 

monitor other agencies’ informants” (P9). 

This is an obvious indicator of the existing lack of trust between agencies and the competitiveness 

among them which originate from the competitive identities that reflect on the leadership of each 

agency and thus on its work and the relationship with other agencies (Charman, 2017). 

Nevertheless, participants of the international community consider that there are three main 

security agencies in Lebanon that had integrated a better culture of exchange due to their historic 

partnership with international information and intelligences agencies, these actors are: the 

Directorate of Military Intelligence (DMI) of LAF, the information branch of ISF and the 

information unit of GS. P1 and P2 both mentioned that SS and customs are less open to a culture 

of exchange although they are both currently trying to have visibility and play a bigger role on the 

international scene especially the customs who are working on drugs trafficking with the World 

Customs Organization. The organizational culture and the perception of the members of the agency 

about their benefits and the overall organization’s interest is highly affected by the organization 

culture (Jian and Jeffres, 2006; Martin, 1992; Schein, 2004).  

Participants P7, P8, P9, P10 and P13 all mentioned that the political era is a major factor affecting 

information sharing. P9 said “the political era is very important for its capacity to impose security 

development in the country, not the threats and dangers nor the incidents and the security 

experience”. Furthermore, P3 emphasized that “the political era is of utmost importance for the 

security sector of Lebanon as “the political era allows certain agencies to violate the law when 

they are in a strong position and take a step back when in weaker positions”. Therefore, each era 

has its politics, and this highly affects the daily work of agencies and exposes informants to high 

risks. P7 said the following as an example: “before 1990 anti-Syrian presidents used to request 

survey and information related to Syria’s security and military activities but since 1990 all pro-

Syria presidents have banned monitoring Syria’s activities and informing about them”. This is 
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highly explainable by the direct connection between the political authorities and the leaders of 

security agencies, all appointment according to their sectarian/ political affiliations.   

Furthermore, the majority of the national participants mentioned that having multiple agencies and 

overlapping duties is considered an advantage by the political authorities. Participant P11 who 

comes from the justice sector said: “these authorities believe that one agency cannot control the 

security situation on its own, and if a certain agency is deficient in some areas another agency can 

step in and fill the gaps”. All research participants agreed that this increase competition between 

security agencies. For example, P2 and P12 mentioned that all agencies work on Counterterrorism 

cases in the absence of a national strategy for C.T. which increases competition and monopoly to 

keep information in their opinion.  

This section has raised important findings about competition and power games between security 

agencies of Lebanon. These have been found to prevent proper information sharing practices 

among security agencies. The issues of competition and power games are found to be encouraged 

by the lack of laws defining the role of each agency form one side and the authorities’ approach 

that seem to enjoy an increased competition for possible political purposes from another side. The 

following section will discuss the influence of confessionalism, also referred to as sectarianism, 

on the security agencies of Lebanon and their information sharing practices. 

d) Confessionalism and information sharing practices 

 

Confessionalism was raised by all the participants several times during the research interviews 

without being asked specific questions about it. All participants have voluntarily mentioned that 

the appointment of the leaders of security agencies is based on their confession (religious sect). 

Also, all participants have independently raised that these appointments are political and influence 

the general conduct of an agency while setting its priorities and strategy.  

In relation to the effect of confessionalism on information sharing specifically, participants were 

divided into two groups: three participants (P1, P2 and P4) consider that the effect of 

confessionalism on the exchange of information between security agencies is not considered a 

main barrier. Their reasoning is that although at the top management level there is confessional 

dependency, nonetheless, at the operational level, teams are mixed and represent all confessional 

groups. One of those three participants said: “although there might be power challenges at the 
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leadership levels it is not necessarily reflected on the lower operational level” (P2). At the same 

time, the remaining 10 participants believed that confessionalism affect information sharing 

practices among the security agencies of Lebanon. For instance, a senior security official explained 

the following:  

“certain agency heads are excluded from certain information because of their 

confession, i.e. certain information is shared with selective agencies but not 

others” (P3). 

Similarly, P7 explained:  

“although operational teams are formed of a mixture of personnel from different 

confessions, the directives given to those teams about what information to 

gather and what information to share is driven by the higher instructions which 

are taken for and influenced by concessional interests”. 

Other examples were mentioned by participants P8 and P9 of cases where delegate officers to a 

certain committee have been changed because of their religious. Furthermore, participant P6 said:  

“the creation of a national structure for information sharing and coordination is 

mainly prevented by the issue of confessionalism and who will be the boss, 

what will their sect be”. 

The issue of confessionalism was presented as a highly important obstacle at the heart of 

preventing coordination and information sharing from happening. It can be directly linked to 

partisan dynamics, where some agencies are afraid to lose power to opposite parties and that certain 

information will serve the opposite party’s goals (Lazer and Maria, 2005; Pardo et al., 2004; Zhang 

and Dawes, 2006). The majority of research participants have stated that among all four agencies, 

LAF is considered the least concessionally affiliated organization without mentioning specific 

reasons for this. It could be because its Commander in Chief is Christian, and the current internal 

and regional tension is between Sunni and Shiaa muslims, therefore Christian are not directly part 

of the political middle eastern and Lebanese tensions.   

After presenting the findings on the current security agencies of Lebanon, their roles, current 

information sharing activities, competition and power games among them, and the influence of 
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confessionalism on their information sharing practices. The following 6.1.2 section describes, as 

per the findings from the thirteen research interviews conducted, the current coordination and 

information exchange system and mechanisms among the security agencies of Lebanon of which 

the Supreme Defence Council. In this section participants have mostly described the current 

channels of communication and exchange that are made available for them by virtue of laws and 

regulations.  

6.1.2 Current coordination and information exchange system in Lebanon 

 

In the findings extracted from the interviews, participants have described and explained the current 

system of coordination between agencies as they know it and have been part of it or have interacted 

with it. Participant P4 meticulously described the current exchange of information system and 

shared with the researcher documents supporting his explanation (procedures, regulations and 

articles of law) these were reviewed and included in the documentary research (Chapter Five). 

Participants such as P3, P7, P8, P9 and P12 among others have also described the information 

sharing mechanism, all this information is presented in the following.  

Six main information sharing, and coordination mechanisms were identified by the participants. 

First, the periodical security meetings conducted by the leaders/ Director Generals of each of the 

security agencies, this is done once a month or once a week depending on the urgency and 

importance of concurrent security issues (P3, P4, P7). These meetings are organized with 

directives from the Supreme Defence Council and are not part of a set legal framework. “They are 

very strategic in nature as they happen at a directorial level and lack operational aspects” (P4). 

Second, the Central Security Council meetings where the four agencies are supposed to 

coordinate, and the Minister of Interior specifies the urgent security matters. Security agencies 

intersect within the framework of the Central Security Council headed by the Minister of Interior 

with the membership of the judiciary through the participation of the General Prosecutor of the 

cassation court (P3, P4, P8, P11, P12, P13). The third coordination and information sharing 

mechanism is the Subsidiary Security Councils headed by the governor of each governorate in 

the presence of the regional head of each security agency and the appeal attorney general (P3, P4, 

P9, P10, P11). P6 specified that when raids are planned in a certain region, this platform is used to 

notify other agencies in order to avoid on-site clashes with other agencies. The fourth coordination 
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mechanism is the Operation Rooms, these are circumstantial and formed by representatives of 

each security agency headed by the responsible that each activity/incident dictates e.g. elections 

lead by ISF - Military operations led by LAF. This is done for a specific circumstantial 

task/event/incident, each representative of their own security agency follows up on the work and 

feeds in their mother organization with the information needed (P3, P4, P9, P10). The fifth 

mechanism of exchange is the special security mail/post, this is also not dictated by a specific 

law. It is done in written and sent as hardcopy. The frequency of sending these letters varies 

between one agency and another (P4, P5, P6). Lastly, security reports sent by the heads of each 

security agency to the respective minister under which their agency falls, the Prime minister and 

the President of the republic of Lebanon (P3, P4, P7, P8, P10, P12). For example, the Gendarmerie 

survey department and the information branch both report to ISF director general branch of service 

and operation, their security reports are unified and presented to the Director general of ISF who 

also prepares a report and presents it to the President of the Republic, Prime Minister and Minister 

of Interior on daily basis (P10). 

Other committees have been established for coordination purposes, an example is the border 

control committee that involves LAF, ISF, GS and customs (P2, P7 and P8). These committees 

are normally established within the framework of an international development programme and 

tend to fade after its end as per the participant P8. P4 gave the example of the lawful interception 

centre that the EU was trying to help the Lebanese to establish as a failed initiative. P3, P7 and 

P11 also highlighted that the General Prosecutor and the investigative judge can impose 

coordination in specific cases since they lead the investigations. P6 gave another example of 

exchange that happens in some occasions when State Security is handling a case, but the detainee 

is under ISF jurisdictions prisons, a delegate officer from SS can go and interview the detainee 

after a written request is sent by a judge to ISF.    

In addition to the findings on the six different mechanisms of information sharing and 

coordination, all participants expect P1 and P11 have mentioned the presence of the Supreme 

Defence Council previously presented in documentary research section 5.2.2. Below the findings 

from the participants on this specific organism established by the virtue of the defence law. 
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The supreme defence council 

 

The findings on the specific role of the Supreme Défense Council and its secretariat general were 

specifically extracted from participants P7, P12 and P13 and the document provided by P12 on the 

decree specifying the role and responsibilities of the secretariat general of the Supreme Défense 

Council and presented in section 5.2.2.   

The secretariat general of the Supreme Défense Council is not an executive organism and it does 

not take decisions. The supreme defence council itself chaired by the President of the Republic 

and the Prime minister takes decisions and the secretariat general ensures their implementation in 

all related directorates and ministries, but it does not execute any decisions. An official of the 

secretariat general explained the relationship between the secretariat general of the Supreme 

Defence Council and related ministries: 

“The secretariat general of the Supreme Defence Council follows up with 

related ministries and directorates on the status of implementation of the 

decisions taken by the Supreme Defence Council itself. In this capacity it 

coordinates with the security agencies and their related ministries. Then the 

secretariat general prepares reports on the progress in implementing the 

decisions of the Supreme Defence Council” (P12). 

Nevertheless, a very senior official states that the secretary general of the Supreme Defence 

Council does not attend meetings held between security agencies leaders:  

“the secretary general of the Supreme Defence Council, being a representative 

of a non-executive entity, does not attend the monthly coordination meetings of 

the heads of security agencies in Lebanon” (P13). 

After being asked by the researcher, officials of the secretariat general of the Supreme Defence 

Council answered that the secretary general is considered to have a marginal role and does not 

have informal linkages with any agency or ministry, the only linkages established are by virtue of 

the laws.  P2, P4, P12 and P13 specified that the coordination role of the Supreme Defence Council 

is stated by virtue of laws and the directives (Decree 2791 of 1980) given by the Supreme Defence 
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Council and the cabinet. But participants P12 and P13 criticized the law for not tackling the details 

of how coordination and information exchange should happen. P12 specifically rhetorically asked:  

“in what cases should the information exchange happen, through what 

mechanism and how frequently?”  

It was clearly expressed by the majority of participants that the laws, decrees and regulations 

defining the role of the secretariat general of the Supreme Defence Council is outdated and 

requires to be updated and to further specify the operational details of this entity. These findings 

were confirmed by interviewing participants working at the secretariat general and by reviewing 

the Decree 2791 of 1980.  

Section 6.1 has ended after presenting the findings on the current information sharing practice 

among the security agencies of Lebanon. Specifically, the findings on the current security agencies 

of Lebanon, their roles, current information sharing activities, competition and power games 

among them, and the influence of confessionalism on their information sharing practices. Section 

6.1.2 described the findings on the current coordination and information exchange system and 

mechanisms among the security agencies of Lebanon. Section 6.2 of this chapter comes next to 

highlight the findings on the current barriers to information sharing among the security agencies 

of Lebanon.  

6.2 Barriers to information exchange and coordination 

 

This section will present the findings on the barriers to information exchange. These findings are 

extracted from the interviews conducted with the participants and synthetized then divided by the 

researcher into seven groups each representing a theme that the researcher extracted from grouping 

the findings on the barriers. These six groups are administrative barriers, legal barriers, 

technological barriers, barriers related to information management, barriers related to 

organizational and personal trust, barriers related competition and power games, and confessional 

and cultural barriers. It is important to mention that the researcher and as part of her interview 

questions have asked participants to share, in their opinion, what constitutes barriers to the current 

information sharing activities among security agencies.   
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6.2.1 Administrative barriers 

 

A group of barriers given by the participants were labelled by the researcher as administrative in 

nature and are presented in this section. Firstly, the centralization of decision mentioned as a barrier 

by the majority of participants, a main structural feature of bureaucratic models (Hall and Tolbert, 

2004; Kim and Lee, 2006). P1, P10 expressed that the directives given by the top management of 

the security agency limit information sharing with other agencies:  

“this centralization of information sharing through the top management is 

limiting the exchange between agencies at the operational level” (P1).  

Furthermore, the lack of clear structural and strategic regulations defining the role of each agency 

is considered a barrier to information sharing by all the participants, 

“the information sharing responsibilities of the security agencies along with 

their competences and how they all intersect together require definition” (P10).  

Another administrative barrier that was mentioned by three participants (P1, P3 and P7) is the lack 

of compatibility between the skills acquired by the employees and the information sharing 

activities they are supposed to conduct. Additionally, P3 raised the lack of autonomy of the 

judiciary and security agencies in Lebanon being a main issue that ties the judiciary and these 

agencies to political decisions. For example, P3 said: “the financial allocations of the judiciary and 

security agencies are dependent on a political decision”. P2, P11 and P12 also mentioned the issue 

of rotation of trained and experienced personnel leading to the loss of technical knowledge. This 

might hinder the absorptive capability (Cohen and Levinthal, 1990) which is built on accumulated 

previous knowledge and is the capability to identify the value of new information and to integrate 

it. P7, P8 and P9 flagged the lack of a national strategy that defines what constitutes treats changes 

also as a barrier that prevents security agencies from being harmonious in their priorities.  

6.2.2 Procedural and Legal barriers 

 

The barriers that were given by the participants and labelled by the researcher as legal and 

procedural are presented in this section. The first barrier that was given by all the participants is 

the multiplicity of security agencies and lack of clear regulations to organize their roles and 
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information sharing between them. A participant who has previously researched the security sector 

of Lebanon raised the issue of multiplicity of command within the same security agency and 

between several security agencies (P10), this point was also mentioned by the international 

participants: 

“there is a lack of legislations and regulations defining the clear roles of each 

agency and its responsibility and when regulations are present, multiplicity of 

command can also be present inside the security agencies of Lebanon” (P2).  

A key intelligence officer was keen on raising the issue of the old existing laws leading to outdated 

structures of the security agencies, by saying “these outdated law makes the current security 

practices unsuitable to face contemporary security issues” (P8). While all participants who had 

roles in the information and intelligence branches/units/directorates of their respective agencies, 

such as P4, P5, P6, P7, P8, P9 and P10, mentioned that the information sharing practices in their 

agencies lacked procedures and clear instructions to direct and guide information sharing internally 

and between them and other agencies. Two of these participants, from two different agencies, self-

proclaimed the presence of internal regulations preventing and limiting information sharing 

between their agency and other agencies. This is where formalization and formal systems can be 

proven to be less effective than informal systems (Willem and Buelens, 2007).   

Furthermore, an important legislative gap that was mentioned in the administrative barriers is the 

lack of legislations and regulations defining the clear roles of each agency and its responsibilities. 

This is coupled with another barrier that was raised by international participants and it is the lack 

of an organism that imposes information sharing among the security agencies:  

“there is a lack of an institutional configuration or a national authority that has 

the right to organize, impose and initiate information sharing” (P2).  

A national participant also raised the absence of a national coordination mechanism:  

“there is no mechanism that translates into a clear binding structure to force and 

require coordination and information sharing between the Lebanese security 

agencies” (P4). 
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Additionally, P3, P4, P11 and P13, who have a less pessimistic view about the current legislations 

believe that the main barrier is that existing laws and regulations are not necessarily well enforced. 

For instance, P13 stated that “coordination meetings of the Supreme Defence Council are not 

taking place according to the regulations”. Nevertheless, P12 and P13 strongly trust that existing 

laws and regulations of the Supreme Defence Council’s coordination and information sharing role 

lack an operational aspect to define a structure that allows the application of this role (staff, 

resources). Lastly all participants mentioned the lack of a national security strategy that defines 

the priorities of the security agencies and distributes these priorities among them. P7 and P9 said 

that it is rather the political Era that imposes such directives. 

6.2.3 Technological barriers 

 

After presenting the findings on the administrative and legislative barriers, the researcher grouped 

in this section the barriers, given by the participants, and that can be referred to as technological. 

The research participants have mentioned their views about the technological advancements of the 

security agencies of Lebanon several times throughout the interviews. The researcher did not ask 

specific questions about the technological aspects of information sharing. Nevertheless, this did 

not prevent any participant from voluntarily mentioning this subject at various moments during 

the interview. All participants have stated the fact that Lebanese agencies deal with papers and 

communicate internally and between each other by the means of printed or handwritten letters. An 

international participant shared his views on how the lack of technology affects the efficiency of 

information sharing:  

“this lack of information technology makes efficient and effective information 

sharing and data storage almost impossible, everything is on paper except for 

the ISF information branch, who has an internal organizational computer 

system” (P1).  

Furthermore, all participants of this research who have worked in intelligence and information 

departments said that they did not have a specific software for information management. This lack 

of software for information management is the first technological barrier as the presence 

information systems facilitates exchange (Barua et al. 2007; Schooley and Horan, 2007). 

Furthermore, P1, P2, P3 and P7 highlighted that in recent years some agencies had technical 
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developments and new technology systems. As per P2 these have created new barriers which are: 

the inequality of information technology systems between security agencies and the 

incompatibility between the isolated information technology system used within a specific agency 

and the current information exchange system used by other agencies or even within another 

department of the same agency (Chau et al., 2001; Atabakhsh et al., 2004; Dawes, 1996). Example 

of the inequality and incompatibility of information technology were shared:  

“ISF information branch has been supported by international donors to advance 

their information technology systems but this has led to inequality between 

them and other departments within ISF and between them and the information 

units of other agencies” (P2). 

 “even when agencies are developing their technological capacities, they do this 

in silo which leads to incompatibles information systems that fail to be 

interconnected once there is a will to interconnect them” (P7). 

An international participant had an interesting observation about a case that the embassy they 

represent in Lebanon was involved in. He witnessed members of one agency use of instant 

messaging phone applications to exchange confidential information about CCTV recordings from 

a scene of crime.  

Furthermore, the lack of interconnecting databases between the agencies was further highlighted:  

“there is a clear lack of interconnecting databases and interoperability systems 

between agencies and related ministries, for instance although GS controls the 

borders entry points and holds the biometric passports database, it is ISF that is 

connected through the national Interpol bureau to the database of lost and stolen 

passports. Nevertheless, this database fed by the international bureau of Interpol 

in Lyon is held by ISF and is not shared or connected to the GS database in 

order to optimize the borders control activity” (P2). 

Lastly the lack of hands on trainings was mentioned by participants P3, P7 and P8. P7 highlighted 

that trainings on information technology software are theoretical and do not include an application 

part in most cases.  
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6.2.4 Barriers related to information management 

 

A group of barriers identified by the researcher to be information management barriers and 

highlighted by the interviewees of this study are presented in this section.  

The main barrier to information sharing that was highlighted is a negative perception of this 

activity by agencies:  

“it is universally known that information exchange is perceived to weaken 

power and control of the agencies over information management” (P2).  

Moreover, the fear of information exchange was brought up as another barrier to information 

sharing:  

“information exchange is feared because of its ability to uncover secretive 

information and undercover operations” (P4). 

Furthermore, it was also reflected by an international participant that the fear of the 

members of the security agency to be held accountable limits information sharing 

including members of the top management:  

“people at the top level have a lot of responsibilities and tend to minimize any 

risk of self- damage, therefore they minimize information sharing to avoid that 

something goes wrong with any information shared” (P1). 

Lastly, several participants believed that the characteristics of information that the 

agency request access can be the barrier to sharing it (P6, P7, P8 and P9) (Cress and 

Kimmerle, 2006; Kolekofski and Heminger, 2003).  

6.2.5 Barriers related to organizational and personal trust 

 

Participants have given several barriers that could be put in one group for being all related to 

organizational and personal trust. This part will present these barriers.   

Inter and intra agency lack of trust for reasons such as visibility, fear of information sharing 

causing damage for the agency that shared it, distrust about passing the information to non-state 
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actors by some agencies all were raised repetitively and extensively by participants of this research. 

Therefore, trust is an essential factor that should be present for a better communication (Zhang and 

Dawes, 2006; Willem and Buelens, 2007). This was expressed by several participants: 

“the lack of trust is observed between the security agencies of Lebanon for reasons such as 

visibility, sharing information ending up being damaging for the agency that shared it, fear of 

sharing a confidential information with non-state actors” (P1). 

Additionally, P3, P6, P7, P8, P9 and P10 all mentioned the presence of tension between the heads 

of two security agency as a main barrier to information sharing. They experienced that the 

personality of the agency’s leader and their ability to trust the leaders of other agencies highly 

affects the info sharing behaviour of an agency. For instance, tensions between leaders can hinder 

a good communication channel: 

“the presence of tension between the heads of two security agencies have 

prevented information sharing in past events” (P3).  

Therefore, the personality of the leader highly affects information sharing activities: 

“the personality of the agency’s leader highly affects the information sharing 

behaviour of the agency they lead internally and towards other agencies” 

(P10).     

Moving to another barrier, P7 and P9 raised the sensitive topic of spying from one agency on the 

other as a result of distrust. P7 gave the following example: 

“in a case where ISF request info from G.S about a specific foreign person (exit 

entry, residency details etc.) GS questions why ISF is investigating this person 

and starts also investigating them to compete in getting any potential important 

information before ISF”.  

Another lack of trust example stated that agencies spy on each other: 

“one agency will hire an informant to spy on and follow the informant of 

another agency” (P9).  
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This spying is not only a result of the lack of trust that can be due to a number of reasons of which 

agencies overstepping the duties assigned to them by law, but it is also a competition to get to 

security important information first.  

Lastly, the duplication of roles mentioned in the administrative and legislative barriers was also 

perceived by the majority of participants as a barrier leading to lack of trust.  

6.2.6 Barriers related to competition and power games 

 

Competition and power games constitute clear barriers to information sharing. These were 

identified in the research findings by the following statements of the research participants:  

P6 and P9 mentioned that investigative judges and prosecutors encourage competition between 

agencies. In this case, the judiciary is playing a negative role in coordination and can be considered 

as barriers to information sharing. For instance, P7 shared the following example:  

“in a spying case if GS seeks permission of the prosecutor general in order to 

have the legal requirement for any operational activity, the prosecutor 

immediately requests the transfer of this case to the LAF although it’s within 

the Jurisdiction of GS this increases competition and increased the risks of GS 

not informing the prosecutor, who by law directs the investigation, about such 

cases until they advance in the investigation”.  

Furthermore, P1 have stated that the fear of losing out on the glory and fear of not reaping the 

benefits of bringing criminals to justice is a main barrier to information sharing between security 

agencies in Lebanon.  

A participant of the top management line has raised the barrier of unclear definition of roles and 

lack of organization that may lead to agencies overstepping their duties: 

“agencies overstepping the duties assigned to them by law increases the work 

in silo to avoid being exposed” (P3). 
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6.2.7 Confessional and cultural barriers 

 

Participants have linked the lack of information exchange to the organizational culture. The 

security organizations values, cultures and norms are not perceived to be specific to Lebanon. It is 

in the habits, attitude and reflex of all security agencies in the world to prevent information sharing 

as a jealous protection of information they own. Nevertheless, the issue of 

confessionalism/sectarianism can be more specific to Lebanon and to countries with a similar 

sectarian system. The Findings highlighted confessionalism for being at the heart of any problem 

in Lebanon especially security work and information sharing.  

The following cultural and confessional barriers were extracted from the findings: 

A key intelligence officer considered the culture of security agencies in Lebanon to be a barrier to 

information sharing as it is response- only and not proactive: 

“there is a lack of clear security directives and rare initiatives taken, the culture 

of the security agencies of Lebanon is mostly ‘response-only’. Most preventive 

initiatives are taken from foreign countries” (P8) 

Furthermore, another key role player in the security sector of Lebanon mentioned that the sectarian 

barrier is explained by the sectarian tensions in the country that reflect on the work of the security 

agencies through their leaders: 

“if a certain confession is enjoying a period of power, that is reflected on the 

security agency whose leadership is of that confession” (P3). 

In addition, sectarianism affects the directives given from top level down and the type of 

information that one agency shares with the other for example:  

“G.S is believed not to share information related to the Shiaa community” (P6). 

This constitutes a barrier to information sharing as it prevents security agencies from 

complimenting each other in the sole exception of a very big threat. This implies looking at the 

characteristics of the information, whether it touches or not the sectarian sensitives of any of the 

parties.  
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Loyalty to the sectarian parties originates from the fact that security agencies leaders are appointed 

based on a political decision and based on their confession which reflects their political affiliation. 

As per the participants, this explains the issue of loyalty to a political/sectarian party and not to the 

nation, also known as partisan loyalty, presented earlier in section 5.2.3 as a main challenge to the 

security of Lebanon. This loyalty to a political party affects the work of agencies and the 

instructions given from the top management to what constitutes a survey and investigation priority 

(P7, P8, P9 and P10). 

In brief, section 6.2 presented the findings on the current barriers to information sharing among 

the security agencies of Lebanon. These barriers were grouped into themes, each representing the 

nature of the barrier: administrative, procedural and legal, technical, information management 

related, organizational and linked to personal trust, competition and power games, confessional 

and cultural. In the following section, the researcher presents the findings on the external factors 

affecting information sharing in Lebanon. 

6.3 External factors affecting information sharing 

 

The findings of this research have highlighted international influence in Lebanon. All participants 

mentioned that foreign countries play an important role in encouraging cooperation in Lebanon. 

This was mentioned without the researcher asking about possible external influence.  

The international presence in Lebanon is remarkably highlighted by all the research participants 

and is believed to be the reason behind Lebanon’s stability (P3, P8 and P10). P1, P2, P7, P8, P9 

and P10 mentioned that keeping Lebanon stable is among the priorities of several countries such 

the European union, the United Kingdom and the United States of America, the reason being 

related to the high number of Syrian refugees:   

“the reasons behind this interest in keeping Lebanon stable are related to the 

high number of Syrian refugees in the country and ensuring they will not flee 

to Europe as a risk of instability” (P7).  

Another key intelligence officer (P8), also mentioned that another reason to keep Lebanon stable 

is its proximity to Syria which allows the international community to monitor the war and what is 

happening in Syria.  
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Research participants such as P3, P7, P8, P9 and P10 associated the stability of Lebanon to the 

involvement of foreign security services explained how these foreign agencies bring the biggest 

percentage of the security information and intelligence to the Lebanese agencies, who work on 

completing it:  

“this is done when they provide security information through their 

defence/security attachés … the foreign security agencies are considered to play 

the role of a trampoline of cooperation, by bouncing the information between 

the agencies of Lebanon, encouraging a cooperation platform” (P8).  

This habit of coordinating and exchanging with international partners but not proactively 

coordinating internally is pointed out as a big challenge that will take time and effort to break as 

per the experience of most of the participants of this research, this was also raised by Tholens 

(2017) who explained from her findings that agencies cooperate with different external intelligence 

services. 

Accordingly, a senior top management member in one of the security agencies (P4) believes that 

agencies are expected to resist change if a national coordination mechanism distributing roles and 

redefining responsibilities is established. This is because the current exchange is highly motivated 

by interpersonal relations and “established patterns of coordination based on experience rather 

than formal mechanisms” (Tholens, 2017:880).  

Participants also gave concrete examples of the important role that countries considered as 

international donors to Lebanon, such as the EU and UK, are playing: 

“these countries encourage coordination and sharing of information between 

security agencies through organizing common training courses and capacity 

building programmes that bring people from several agencies together” (P2). 

For example, P2, P7, and P8 referred to the work that the EU is doing since February 2017 on 

developing a national CT strategy and supporting the institutional tools linked to this strategy 

including a coordination and information sharing mechanism among the security agencies of 

Lebanon. Furthermore, P2 and P4, extensively spoke about the border management involvement 

of the EU an involvement that Tholens has explored (2017): 
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“they are also supporting border management since 2012 and have pushed and 

sponsored the creation of a 'border management data system' this year, this 

system will be installed for the G.S and will connect the 11 borders entry points 

of Lebanon of which 5 are land ports of entry, 5 seaports and the international 

airport of Beirut” (P2).  

Additionally, the EU is working on engaging local actors to sign an operational agreement 

allowing an automated exchange of between Europol and the concerned security agencies of 

Lebanon but Lebanon needs to make a lot of effort on the legislative side in relation to protection 

of information and data before this becoming operational (P2, P7, P8). 

Nevertheless, the ties that the Lebanese security agencies have to regional countries, unlike 

international linkages, are labelled by the participants as confessional/sectarian (P3, P6, P7, P8, 

P9, P10, P11). Consequently, these confessional regional linkages are considered, mostly, as 

barriers to information sharing between agencies internally due to their ability to feed confessional 

competition among local agencies (P11). Moreover, the stability, instability or any geopolitical 

issue in the region highly reflects on Lebanon internally by increasing or decreasing competition 

between agencies (P3). The difference between regional and international influence will be further 

explored in the analysis and discussions (Chapter Eight). 

This section identified external influence from regional and international countries on Lebanon’s 

security sector and information sharing practices. Participants shared their experiences and vision 

about what constitutes positive and negative external influence. They qualified influence on 

information sharing and cooperation between security agencies to be positive when it comes to 

non-regional counterparts who do not have political interests in Lebanon, and negative when it 

comes to regional or non-regional counterparts who have political interests in Lebanon. The 

following section will close this chapter by providing the examples that were given by the research 

participants on the current information sharing practices among the security agencies of Lebanon. 

6.4 Examples of current information sharing and coordination practices 

 

In this section, the researcher compiles the examples that were given by the interviewee to illustrate 

the current information sharing practices among the security agencies of Lebanon: 
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The examples of cooperation between security agencies, joint security operations and information 

sharing seen in Lebanon were described by local participants as mostly reactive rather than 

proactive: “they happen in reaction stages, after an attack or an incident happens” (P3). While 

three participants (P4, P11 and P12) stated that with security threats increase, there has been 

exemplar coordination efforts put and witnessed in Lebanon such as joint CT operations e.g. LAF 

and ISF working hand in hand to foil a terrorist attack in Costa café (Hamra, Beirut 2017). Those 

were previously described as the result of necessity rather than a will (P1, P7, P8).  

Examples of programmes funded by international donor countries were given by participants 

representing those countries, the European Union has been funding the Integrated Border 

Management Programme since 2012. It aims to improve coordination and cooperation among 

security agencies of Lebanon for a better border management (GS, ISF, LAF and customs), it has 

led to the creation of a border monitoring and control committee by LAF where members of ISF 

GS and customs are represented and meet regularly to coordinate and share information related to 

border management (Tholens, 2017). Moreover, the USA and UK governments have funded a 

biometrics programme upgrading the current biometric system held by ISF and it required the 

Ministry of Interior and the Ministry of Defence to sign a joint Memorandum of Understanding 

(MOU) for sharing one national biometric system between LAF, ISF and GS.  

Lebanese security officials have also given the examples of operation rooms combining all security 

agencies. For instance, for the manifestations of March 8 and March 14, 2005 operations rooms 

were created specifically for these events and included all security agencies coordinating efforts 

to maintain security and gather information and intelligence (P3). Furthermore, there are disaster 

management coordination teams that have representatives from all agencies in addition to the red 

cross and the civil defence and it falls underneath the management of the governor of each 

Lebanese governorate (P9).  

A key role holder (P7) mentioned that in some cases one agency overstepping the duty of another 

agency has resulted in a positive cooperation. For example, the presence of LAF on the border of 

the Palestinian refugee camp of Ain El Helwi makes it logistically easy for them to gather 

information and intelligence related to people inside the camp although it’s the role of the GS 

Therefore, LAF and GS cooperate, share information and do joint military operations in the Ain 

El Helwi camp (P7, P8, P9).  
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Despite all the barriers and negative external influence on information sharing practices in 

Lebanon mentioned in the previous sections of this chapter, there still existed a few encouraging 

success stories. This section presented some of them through the examples given by the research 

participants on positive coordination and information sharing initiatives among the security 

agencies of Lebanon.  

In conclusion, this chapter as a situational assessment, has presented the findings on the current 

information sharing practices among the security agencies of Lebanon. The section 6.1 highlighted 

the findings describing how the roles of these agencies are distributed and what the capabilities 

distinguishing each of them are. The participants highlighted competition, confessionalism and 

reactivity rather than proactivity as the main characteristics of the security scene of Lebanon. This 

section also presented the findings describing the current coordination and information sharing 

system in Lebanon as per the interviewees. In section 6.2, the barriers preventing information 

sharing were extracted from the research findings, dissected and grouped according to their type: 

administrative, procedural and legal, technical, information management related, organizational 

and linked to personal trust, competition and power games, confessional and cultural. Then section 

6.3 came to focus on the external factors affecting local information sharing practices as per the 

participants. These external factors were labelled as either negative or positive depending on their 

origins and their impact on the information sharing practices of the security agencies of Lebanon. 

The fourth and last section (6.4) of this chapter was a compilation of the few examples given by 

the participants and illustrating positive information sharing and coordination activities currently 

happening in Lebanon.  The following chapter will continue to present the findings on the changing 

aspects of information sharing in the last fifteen years. It will extract from the findings, how 

information sharing practices evolved in Lebanon in the last fifteen years. It will map, the 

incentives and drivers encouraging and enforcing information sharing in Lebanon as per the 

interviewees. Lastly, it will present the proposals given by participants to enhance the information 

sharing and coordination system, procedures and technical gaps in Lebanon. 
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Chapter 7: The information sharing scene of Lebanon: Evolution, 

Incentives and Suggestions 

 

After drawing a situational assessment in the previous chapter, from the participants statements on 

the current information sharing practices among the security agencies of Lebanon. This chapter 

focuses more on the participants’ vision and opinions regarding the evolution of information 

sharing over time and its changing aspects, the possible reasons of this change, and the incentives 

driving it. It also provides recommendations given by these participants to enhance information 

sharing among the security agencies of Lebanon. 

Chapter Six presented the findings related to four out of seven themes of the interview schedule 

designed by the researcher: the description of the current information sharing practice among the 

security agencies of Lebanon, the current barriers to information sharing, external factors affecting 

information sharing in Lebanon and examples of current information sharing practices. This 

chapter constitutes the second findings chapter and presents the participants’ views on the 

dynamics and changing aspects of information sharing in the last fifteen years (period of 

autonomous security agencies after the assassination of Prime Minister (PM) Hariri and the 

withdrawal of the Syrian military in 2005).  Accordingly, the findings from the thirteen participants 

(P1 to P13) in relation to the remaining three themes of the interview schedule will be presented: 

the evolution of information sharing practice and behaviour in the last fifteen years, the incentives 

and drivers encouraging information sharing and the recommendations given by the participants 

to enhance information sharing in the future.  

The first section presents the findings on the evolution of information sharing and coordination in 

Lebanon in the last fifteen years, then the second section collates the results gathered from the 

participants on the incentives and drivers to information exchange. Finally, the third section states 

the proposals and recommendations for change given by the research participants to enhance 

information sharing practices in Lebanon. 
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7.1 Evolution of information sharing in Lebanon  

 

Findings describing the evolution of the information sharing practice in Lebanon are presented in this 

section, participants representing the international community (P1 and P2) alleged that the further we get 

away from the civil war (that ended in 1990) , Prime Minister Hariri’s assassination (2005) and the 

influence of Syria in Lebanon (30 years of ‘guardianship’ that ended in 2005), along with the increased 

pressure from Israel and the international pressure for rogatory commissions and mutual legal assistance, 

the better the information sharing and coordination between security agencies is getting. Furthermore, 

participants representing the international community see examples of positive change in the information 

sharing practice, such as accepting to share the national biometric database between ISF-GS and LAF as 

well as the discussions between ISF and LAF about a handover of power in some rural areas from LAF to 

police (ISF). While the majority of the Lebanese participants see that the positive change observed is the 

result of necessity rather than a will giving the example of joint CT operations between the ISF and LAF 

(P1, P7 and P8).  

The representative of a foreign government in Lebanon mentioned that after the assassination of PM 

Hariri a huge change was observed in the security scene: 

“a seismic shift in the security agencies' practice happened after the 

assassination of PM Hariri and since then subtle changes are happening and are 

considered minor” (P1). 

This change was seen in the creation of the ISF information branch and the increase in the number of 

staff working in this branch, as well as the increase of resources and support given to develop the 

capabilities in this branch. This originates from the competitive identities existing in Lebanon that reflect 

on the leadership of security agencies and their relationships between each other.  

Another representative of a foreign government observed that after the ‘Burj al Barajneh’ (region 

in the suburbs of the capital Beirut) terrorist attack of 2015 further improvement of the security 

scene has been noted, for reasons such as the change in perceiving security threats:  

“this is due to the major shift in the political authorities’ perception of threats 

and of the importance of an integrated approach to information sharing for a 

better result and a lower danger risk” (P2).  
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In terms of investigations, this change was mainly identified by the participants through the 

political support for agencies to coordinate and combine efforts. P2, P3, P7 and P10 stated that this 

support was translated into giving security agencies more financial resources especially ISF, LAF 

and GS.  

“this constitutes a serious proof that the Lebanese political authorities 

prioritized the security and defence agencies and their work after the 2015 

attack” (P10). 

Furthermore, representatives of the international community stated that the international support 

continued seeing the importance of investing in security sector reform, capacity building, 

improvement of standards, competence, know-how on both knowledge and technological levels 

(train-and-equip initiatives) and fostering coordination and shared learning and trainings 

combining different agencies together. 

A national key role holder explained that before 2005 the information branch of ISF did not exist 

and ISF used to supply the intelligence and information they gathered to LAF but after the creation 

of the information branch and the assassination of PM Hariri, the lack of trust has increased and 

this has changed as ISF information branch was created and gather information without sharing it, 

he explained:  

“the lack of trust between security agencies increased after the assassination of 

Hariri. Thus, the information branch stopped feeding other agencies with 

security information” (P3).  

Another senior intelligence officer also mentioned that mistrust between security agencies and 

stated the following:  

“the assassination of P.M. Hariri increased the role of the ISF information 

branch because of the mistrust between agencies. Especially that Syrian troops 

exited Lebanon and therefore the control that Syria had on limiting the role of 

ISF enormously decreased” (P7). 

An officer with extensive operational experience elaborated on the post 2005 change and how it 

increased the role of ISF information branch:  
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“after the assassination of P.M. Hariri, the role of ISF information branch has 

been strengthened with the leadership of Wissam Al Hassan and it was given 

more budget for equipment and training” (P9). 

A majority of the Lebanese participants representing the security agencies volunteered to say that 

during the period of the Syrian ‘guardianship’ that some participants referred to as ‘occupation’ 

that lasted 30 years and ended in 2005, security agencies of Lebanon were playing the role of 

implementing agencies only and did not have the decision-making authority (P3, P4, P7, P8, P9, 

P10). Security related decisions were then in the hands of the Syrian government, participants from 

all security agencies stated. Then the assassination of PM Hariri in 2005 came to change the 

security scene in Lebanon especially after the withdrawal of the Syrian troops, local participants 

described the transitional phase after the assassination as a new phase where there is an increased 

role for the ISF information branch because of the mistrust between agencies. Especially that 

Syrian troops exited Lebanon and therefore the control that Syria had on limiting the role of ISF 

enormously decreased.  

Most of the local security agencies participants mentioned that LAF was the first institution to 

develop counterterrorism expertise in Lebanon. A senior participant occupying a top managerial 

position explained that this is because LAF started fighting terrorism in the 2000 terrorists’ attacks 

directed against their personnel in Denniyeh, north Lebanon (P4). Later in 2005 and 2006, the 

development of ‘Fateh al Islam’ terrorist group in North Lebanon’s Nahr Al Bared camp handled 

by LAF also contributed to increasing their expertise in CT operations (P4, P8, P10, P11). Since 

then, all security agencies of Lebanon have started developing their equipment and personnel know 

how: 

“this development started with the Directorate of Military Intelligence of LAF 

then the information branch of ISF” (P4).  

A majority of participants believe that since 2006 the cooperation and information sharing 

framework has taken priority in the security and political scene. Nevertheless, they all argue that 

it fluctuates depending on the risks/threats and on the competition and agencies cultures and 

leadership discussed. Nevertheless, two participants with over twenty years of experience in the 

field of information and intelligence shared a more negative opinion when asked whether positive 
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change has been seen in the work of security agencies after 2005 and believe that the development 

of some agencies increased competition and therefore decreased cooperation: 

“with time nothing has changed, before and after 2005 cooperation and 

information sharing remained the same, it is only the capacities of each agency 

separately that has improved but this had no effect of the cooperation, for 

instance when the USA government has supported the information branch of 

ISF after 2005, this has increased competition with other agencies” (P8). 

Another highly experienced operational intelligence officer attributed any positive change to 

external factors saying:  

“nothing has become better, foreign countries need Lebanon to be stable for 

political reasons and that’s the only reason behind any positive change” (P9). 

In brief, the results presented in this section show discrepancies in the opinion of participants about 

the evolution of information sharing in Lebanon. Although they indicate change in the capabilities 

and practice of the security agencies of Lebanon over time, participants have attributed this change 

to several reasons, one common reason highlighted by all participant is the assassination of P.M 

Hariri in 2005 and the withdrawal of the Syrian military troops from Lebanon. Even though all 

participants unanimously confirmed that change has happened after 2005, they differed in 

qualifying the nature of this change. Some described this change as an improvement of the security 

scene and information sharing practice, while others maintained that the change occurred at the 

individual agency level and not necessarily in the exchange and collaboration practices between 

them. 2005 marked the transition of the security agencies from implementing the military Syrian 

instructions to making and implementing their own decisions. It also marked the creation of a new 

information branch within ISF that changed the security sector map of the country, decreasing the 

monopoly of information and intelligence and increasing competition among the security agencies.  

The following section assembles the findings on the incentives and drivers encouraging 

information sharing in Lebanon as per the interviewees of this research.  
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7.2 Incentives and drivers to information sharing  

 

When studying the information sharing practices of the security agencies of Lebanon, the 

researcher was interested in investigating the presence or absence of incentives driving information 

sharing to happen within and among these agencies. The presence of a system of rewards and 

incentives has been researched and proven to motivate members of organizations to share 

information (Willem and Buelens, 2007). Therefore, a specific question was asked to the 

interviewees as to what drivers and incentives, in their own views and experiences, exist to 

encourage security agencies and their members to share information between them.   

All the interviewees of this research have independently stated that having a clear, defined and 

exclusive duty and responsibility drives the agency to be more willing to coordinate and exchange 

information with others. That is when duties are not well defined, agencies compete over the same 

task. A national key role holder expressed the high importance of having clear duties as follows: 

“the lack of clear structural and strategic regulations determining the specific 

role of each agency and how they all intersect together reflects negatively on 

information sharing practices, therefore a driver to increase information sharing 

among the security agencies is to define each agency’s exclusive role clearly” 

(P3).  

Furthermore, another senior information and intelligence player insisted on the importance of a 

clear and fair distribution of roles by giving an example where, when roles are not fairly 

distributed, agencies risk of breaking the law:  

“a clear distribution of roles is keen to increase information sharing, for 

example, in a spying case if GS seeks permission of the prosecutor general in 

order to have the legal requirement for any operational activity the prosecutor 

immediately requests the transfer of this case to the LAF although it’s within 

the Jurisdiction of GS This increased competition and GS risks of not informing 

the General Prosecutor about such cases until they advance in the investigation” 

(P7). 
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Another driver of information sharing is personal relationships and informal linkages creating a 

social network between officers (Hansen, Mors and Lovas, 2005). A participant representing a 

foreign government stated that:  

“one of the biggest advantages in the security sector of Lebanon is the common 

military academy training that is undergone by all the officers before joining 

their respective agencies. This common training helps building trust and 

personal relationships between officers” (P1).  

This trust and exchange that start at a young age between officers is likely to continue during their 

career when they become head of departments/units allowing informal linkages and exchange of 

information to happen at an operational level intra and inter-agency (Tholens, 2007). Another 

participant representing a foreign government specified that: 

“personal knowledge between individuals increases communication i.e. peer 

groups within the police academy talk to each other with more frequency” (P2). 

Furthermore, P2, P9 and P10 mentioned that local officials working outside the capital, Beirut, 

tend to talk to each other more and directly rather than through their Head Quarters in Beirut.  

Moreover, a high ranked Lebanese security official participant in this research, gave an example 

of how cooperation was happening between him and his peer from the military Academy working 

in another agency: 

“this very high-level cooperation was very beneficial for information exchange 

and planning for joint operations, I was very comfortable to sit and talk to him 

having underwent the same training classes, he was a classmate” (P3).   

Most of the participants answered to the researcher’s question asking whether a common threat 

can increase information sharing between agencies by saying that the identification of a common 

threat mobilizes security agencies to exchange information and coordinate efforts. The example of 

the ‘Burj al Barajneh’ terrorist attack and the attack on Ersal perpetrated by both ‘Jabhat al Nusra’ 

and ISIS were given. These were triggers mobilizing the political and security authorities in 

Lebanon to react and adapt their positions to fight terrorism: 
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“this was the first time a part of the Lebanese territory was invaded by terrorist 

groups which is an existential threat to Lebanon requiring strict and immediate 

measures” (P2). 

The danger of invading parts of the Lebanese territory by terrorists was high, it affected the 

economy of Lebanon, frightened investors, and pushed the political decision towards a common 

interest of fighting these terrorists: 

“once social and economic resilience were affected; political authorities 

combined their efforts towards encouraging coordination and exchange of 

information between agencies to face this threat” (P1).  

P7 and P8 also stated that a common threat will increase cooperation and information sharing 

among security agencies, as long as this threat is perceived as common by the political parties and 

not by the security agencies themselves. Additionally, three local participants (P3, P10 and P11) 

stated that the current situation in the region, with the neighbouring war in Syria and other conflicts 

in Yemen and Iraq, increases the need for coordination and information exchange in order to 

protect the borders, the infrastructure and the institutions of Lebanon against external threats 

proving to the world that with all flaws and imperfections of the Lebanese systems, cultural 

diversity and coexistence remains a possibility in a very instable region. This incentive is 

situational and pushes political authorities to encourage cooperation between agencies as the 

external threats increase.   

Additionally, P2, P4 and P12 indicated that the nature of the mission of security agencies should 

be by itself an incentive to work for its success:   

“the ultimate mission of protecting the resilience of the state especially with the 

current regional threats and the vulnerability and fragility of Lebanon should be 

the main driver for security agencies members to coordinate and exchange 

information” (P2).  

Finally, an important incentive is agreed upon by all participants and it is the international donors 

support, trainings and equipment. This support increases the interest of the Lebanese beneficiaries, 

in this case security agencies, to meet the requirements of the grants provided.  
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This section entitled incentives and drivers to information sharing presented what the participants’ 

experiences and opinions are in terms of what factors can possibly drive information sharing. They 

all focused on legislative, political, situational, economic and social drivers that lead to increase 

information sharing. No specific organizational incentives were brought up by the participants. 

The following section will present the findings on the proposals given by the participants to 

enhance information sharing in the security sector of Lebanon.  

7.3 Proposals for change 

 

The researcher has foreseen to ask participants about their proposals to enhance information 

sharing and coordination among security agencies in Lebanon, but the majority of them 

volunteered their proposals before being asked. The proposals given are presented in themes, these 

themes were decided by the researcher after filtering the findings, she was able to identify that they 

can be grouped depending on their nature: administrative, legal, technological or cultural 

proposals.  

7.3.1 Administrative proposals 

 

All participants have expressed the need for a national security strategy that includes a strategy 

for exchange of information between agencies. While the majority of participants recommended 

the creation of a national security threat assessment centre that identifies and prioritizes security 

threats, dangers and risks. According to most participants this role could eventually be played by 

the Supreme Defence Council (refer to section 5.2.2). A national participant highlighted the 

following: 

“security agencies have to develop their security strategies to evolve as per the 

concurrent needs while maintaining a dynamic structure and being under 

assessment and continuous monitoring, before suggesting a mechanism for 

coordination and cooperation” (P8).  

Another participant explained how interlinked security and liberty are. Therefore, he highlighted 

the importance of the role that the state of Lebanon should play within its democratic expression 
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and through its parliament having a debate with the civil society to define the national security 

strategy and the extent to which it is willing to protect liberty (P13).  

Furthermore, having a solid governance structure was brought up as a major requirement by all 

the local participants. A solid governance is believed to allow the heads of security agencies and 

intelligence within ISF, LAF, GS and SS to frequently meet and endorse people on the tactical and 

operational levels to exchange information. This is instead of restricting exchange to high 

administrative levels: 

“a robust governance structure helps in gradually building trust between agencies and among 

people in the same agency” (P4).  

Additionally, all the participants declared that it is vital to create a national coordination 

mechanism or activate the role of the Supreme Defence Council by having a liaison officer of 

each agency represented, full-time, feeding in their mother agency and sharing information for 

their agencies to use in order to ensures sustainability: 

“this coordination apparatus ensures continuous and sustainable coordination 

and exchange instead of it being seasonal” (P12).  

All participants gave the suggestion of building a national coordination mechanism. Nevertheless, 

how to build this mechanism and what its role should be were presented differently. A high level 

participant (P10) made a comment that for the Supreme Defence Council to be operational and for 

its role to be activated, it must find second degree competent officers who have access to all types 

of information to be affiliated to, adding: “this is a very philosophical suggestion”. Along with this 

recommendation, all participant mentioned that risks related to trust must be mitigated and 

reciprocity must be ensured (Block et al., 2005b), an international participant (P1) stated that in 

order to mitigate trust risks, when creating a shared database for example, measures should be 

taken to create a safe device that allows the coding of data in a way that permits the sharing of 

information while keeping the full access to the agency that gathered it. Similarly, a national 

participant (P3), indicated that the presence of a 24/7 central operations room in which each agency 

is represented by a liaison officer, linked to their own agency's operation room, is very beneficial 

for real time coordination and exchange. 
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Lastly when asked by the researcher, all thirteen participants agreed that it is helpful to have a 

monthly report sent to the president, prime minister and head of parliament presenting the 

degree of contribution of each security agency in information gathering and exchange. This is 

believed to increase visibility and give guarantees that each agency's efforts are recognized and 

documented which can fall into a system of rewards and incentives. A senior participant from the 

judiciary raised the presence of an operational room in the presidency palace called the “situation 

monitoring room” (P11), it monitors ongoing daily events, incidents and security matters:  

“this room is supposed to follow all the security issues and the work of all 

institutions, it can play this role of monitoring and preparing a monthly report 

about the work of security agencies and their contribution towards sharing 

security information” (P11).  

The researcher concluded that although the participants have a lot of similarities in their 

administrative proposals, the differences resided in how they see these proposals being 

implemented. The following sub-section tackles the findings related to the legal and procedural 

proposals given by the research participants.  

7.3.2 Procedural and legal proposals 

 

Among the proposals given by the research participants, this sub-section presents the proposals 

they shared and that can be grouped under the legal/procedural theme.  

Most participants highlighted the fact that current legislations do not impose information sharing 

and lack a clear description of the roles of each agency (section 6.2.2). Consequently, eleven 

participants have suggested formalizing information sharing as an important proposal. National 

and international participants mentioned that these legislations can start in places where 

information exchange is done proactively and based on personal initiatives and efforts. For 

example:  

“formalizing information sharing in places where it is done proactively and 

based on personal initiatives and efforts by having national specialized centres 

for information sharing such as a national counterterrorism centre” (P7). 

Others (P9, P11, P13) have highlighted the importance of defining roles: 
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“there should be a clear cut between the roles of each agency, even if multiple 

agencies gather information, it should be clear as to who has the right to act, 

one agency should have the action right this is ensured by the precision of roles, 

duties and powers” (P9). 

Furthermore, most participants highlighted that policies and laws must be updated in order to 

explain in detail and at an operational level how and when coordination and information sharing 

should be done. The necessity of modernization old laws was brought up given the example of the 

terrorism law which goes back to 1958:  

“These laws should be revised and adapted to the current context and objectives 

in order to facilitate exchange of information between agencies and 

automatization of such practices” (P2).  

In brief, all participants have mentioned the importance of modernizing outdated laws either while 

speaking of the barriers preventing information sharing from happening or while providing the 

researcher with their proposals. Although not all of the participants believe that updating outdated 

laws and creating new laws is the sole factor that will contribute to enhancing information sharing 

in the security sector, but all of them still gave it a heavy weight when it comes to contributing to 

a more sustainable and regulated exchange between the security agencies. In the following the 

technological proposals given by the participants are grouped and presented.   

7.3.3 Technological proposals 

 

All participants have expressed at some point during the interview the importance of activating 

the role of information technology between agencies and developing national information 

systems (Bura et al., 2007; Schooley and Horan, 2007). International participants state that it will 

be ideal if these information systems are linked to a unified central system (P1, P2), while the 

majority of national participants say it is impossible in the current situation unless secret and 

confidential information are isolated from the shared information system. Furthermore, a 

major recommendation is the use programmes to monitor who accesses information and when 

not to negatively influence information sharing (Tung and Maxwell, 2011). In order to stay 

realistic, participants mentioned that Lebanon still drags behind in this area and a lot of effort still 

needs to be made to build an integrated and automated database that allows exchange of 
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information. For example, sharing the database for wanted persons and persons reported as 

dangerous is still not happening in Lebanon (P2). Thus, and according to international participants, 

the current basic and closed information systems used, need restructuring to become compatible 

and possibly interlinked to facilitate exchange and freedom of information flow between agencies.  

The international community and through their representatives in Lebanon are concerned about 

cybersecurity. A key international participant recommended the creation of a national cyber 

security strategy: 

“today cybercrime and cyber security constitutes a major discussion as Lebanon 

has been the victim of numerous cyber-attacks targeting internet service 

providers and database of certain security agencies which highlights the 

importance of cyber defence and creating a national cyber security strategy” 

(P2).  

Another international participant stated the risk that this limitation causes to information exchange: 

“this limitation puts Lebanon behind in the area of information technology 

which affects information sharing and exchange practices internally and 

internationally” (P1).  

The researcher sensed that there was more focus on the technological proposals by international 

participants. Although local participants stated the importance of having information technology 

systems in place, they seemed very pragmatic and not ready for such a change to happen. The next 

sub-section will tackle the last theme which is the cultural proposals.    

7.3.4 Proposals related to competitions and power games 

 

The cultural factor was given much weight by the participants. It was addressed through the 

competition and power games theme. Participants stated that although competition is at the heart 

of the work of security agencies, this should not overgrow the national benefit of the country for 

which there has to be a minimal level of cooperation and exchange. 

Reducing the number of security agencies in Lebanon was among the main proposals given by 

a key security official. He argues that it will be more efficient and resourceful to have two agencies 
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instead of four, given the current waste of resources and duplication of roles happening (P10). 

Additionally, combining security agencies together was also among the proposals given:  

“having two security agencies in Lebanon instead of four can be more efficient 

and resourceful as there is currently waste of resources and duplication of roles. 

Fusing State Security into another agency, preferably General Security can be 

one of my recommendations based on their competency” (P3).  

Furthermore, other participants from the national and international actors have raised the 

importance of solving the inefficiency and waste of resources caused by duplication of efforts. 

Their proposal was to precise the clear role of each security agency in order to prevent confusion 

and overlapping of powers leading to further define the responsibility of each agency in 

information sharing and exchange: 

“There should be a clear cut between the roles of each agency, even if multiple 

agencies gather information, it should be clear as to who has the right to act, 

one agency should have the ‘action right’, this is ensured by the precision of 

roles, duties and powers” (P4).   

Moreover, two participants stated that defining the specific role of each agency decreases conflict 

between them, thus increases information sharing: 

“before suggesting a mechanism for information sharing, each agency should 

look into its own structure first” (P5).  

Even inside the agency itself some responsibilities are not clearly allocated to a specific 

department/unit, a participant (P8) gave the example of General Security in which it is not clear 

who handles borders. A national participant (P3) recommended that it is useful to create a 

Committee of sages, representing retired officers, along with experienced serving officers. This 

National Committee was also the proposal of P12 who believed it can revise the mandates of the 

four security agencies, how they interact, intersect and complement each other, and develop a 

mechanism for coordination where they can continuously meet in an Operation Room and can 

generate and submit reports to the government authorities.   
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Most participants believe that raising awareness among the security agencies on the importance of 

information sharing for mutual benefit is highly needed. In addition, lessons learned from other 

countries should be accorded more importance as per the international participants. For example, 

a high military ranking participant (P10) recommended the development of a common curriculum 

at the military academy tackling Counterterrorism, intelligence and information sharing to become 

commonly taught to all the officers before joining their respective agencies.  

This sub-section focused mostly on the proposals given to minimize competition and power games 

between security agencies. Although confessionalism and political involvement are two context- 

specific, main barriers found in Lebanon, participants did not state any proposal that might 

overcome or minimize such country-specific barriers.  

In conclusion, this chapter presented the findings on the evolution of the information sharing 

practice in Lebanon. It tackled the incentives that encourage information exchange and 

coordination among security agencies of Lebanon as per the participants and the proposals given 

by the interviewees to enhance the information sharing and coordination system, procedures, and 

technological gaps in Lebanon. In particular, section 7.1 presented the findings on the evolution 

of information sharing and coordination in Lebanon in the last fifteen years, then section 7.2 

presented the results gathered from the participants on the incentives and drivers to information 

exchange. Finally, section 7.3 stated the proposals given by the research participants to enhance 

information sharing practices in Lebanon. These proposals were grouped by the researcher 

depending on their nature: administrative, legal, technological, or cultural.  

The following chapter will analyse, interpret, and discuss all the findings that were presented in 

the form of primary data in Chapters Six and Seven based on both the cognitive and social 

constructionist approaches using an interpretive/pragmatist paradigm.  
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Chapter 8: Analysis and Discussion  

 

It was clear from Chapters Six and Seven that studying information sharing among security 

agencies in Lebanon can be done from both a cognitive and a social constructionist approach. First, 

examining it from a cognitive approach, the researcher found that self-interest and expecting 

reciprocation are essential motivating factors to information sharing (Constant et al., 1994). It also 

showed the importance of the organization culture (section 6.2.7), policies (section 6.2.2) and 

individual factors such as trust (Sharkie, 2005), incentives/rewards (Wilson, 2010), positive self-

identity (Constant et. al, 1994) in encouraging information sharing activities. Second, while 

examining information sharing from a social constructionist approach, the researcher found that 

the professional culture and organizational climate are highly important in motivating information 

sharing (Chen and Huang, 2007). This culture also affects the interaction between decision-makers 

and officers at the operational level (Ivancevich et al., 2007). It was also found that centralization 

can prevent information sharing from happening (Wilson, 1997). Furthermore, competitive 

identities minimize solidarity and sociability, which affect the organizational culture leading to a 

decreased information sharing (Kimble and Broudon, 2008; Sharkie, 2005). Thus, the social 

constructionist approach helped the researcher in studying the collaborative aspect of information 

sharing while the cognitive approach allowed the study of what motivates behaviour at an 

interpersonal level. 

This chapter aims to analyse the findings of the conducted research. These findings were not only 

presented in Chapters Six, and Seven but also in Chapter Five of this thesis. Chapter Five 

constitutes the documentary research conducted by the researcher, where she collated and 

synthetized documents that are in the public domain to develop a framework for understanding the 

Lebanese security agencies, the sectarian dynamics in which they are submerged, and the current 

information sharing practices among them. Chapters Six and Seven constitute the primary data 

obtained from the semi-structured interviews that the researcher conducted with key role holders. 

The data that was presented previously will be interpreted and discussed in this chapter in order to 

achieve the research objectives. The analysis of the collected findings is done by the researcher 

using an interpretive/pragmatist approach. Themes were extracted from interview questions and 

served to frame and organize the analysis of the gathered data. This analysis helps the researcher 
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to identify and interpret the main features of the data (Clarke and Braun, 2017), taking into 

consideration how her understanding, opinions, and assumptions can impact the research process 

and analysis of the findings. In order to interpret the complexity of the numerous realities 

constructed in this research, the researcher put effort into making herself aware of her own 

interpretive framework. This is to consciously leverage the interpretive framework in creating new 

understandings through the data collected from the interviews that the researcher conducted (Levy, 

2003). 

The aim of this research and as stated earlier is to critically examine law enforcement agencies’ 

information sharing practices in a post-conflict context to better understand how these may 

contribute to the development of civil society. The discussion and analysis below will serve the 

aim of this research and strive to achieve the research objectives presented in Section 1.4.3. The 

analysis of the findings will be divided into two main sections. The first one (8.1) analyses the 

main factors influencing information sharing and divides them into four sub-sections. The first 

sub-section will discuss the political, policy, and governance perspective, the second sub-section 

will focus on the organizational, managerial, and administrative aspects, the third sub-section will 

tackle the technological perspective, and the fourth sub-section will emphasize the cultural 

perspective under three contexts: interpersonal, intra-organizational, and inter-organizational. The 

second section (8.2) analyses external influence affecting information sharing in Lebanon and 

describes the evolution of its practice over time.  

8.1 Information sharing influencing factors 

 

The research participants shared their views and experiences in relation to the professional culture 

and the organizational climate (information practice) and at an interpersonal level (information 

behaviour). The interviewees also focused on interactions between the decision makers and the 

operational personnel in the security agencies of Lebanon and therefore they focused on the 

collaborative aspect of information sharing. Although participants based most of their stories and 

answers on a group rather than on an individual perspective and shared their experiences on how 

security agencies interact with each other, what motivates them or what constitutes a barrier to 

them as a group, the cognitive perspective was still detected in the findings of this research. 

However, when speaking of what motivates information sharing behaviour and highlighting the 
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self-interest aspect in sharing information, participants still focused on the importance of the 

organizational culture and the social connections built between individuals. Additionally, 

participants focused on the presence of information systems, policies, organizational mandates, 

and other influencing factors that affect information sharing. Therefore, in this section, the 

influencing factors extracted from the findings of this research are mostly regarded from an 

information practice perspective.  

8.1.1 Political, policy and governance perspective to information sharing 

 

The findings of this research show that the political dimension in Lebanon is at the heart of security 

work. It influences the duties given to each of the security agencies, as well as the recruitment 

process of personnel and appointments of these agencies’ leaders. Policy and legislations are 

essential influencers of the information sharing practices intra and inter security agencies (Dawes, 

1996; Gil-Garcia et al., 2007a; Gil-Garcia and Pardo, 2005; Zhang and Dawes, 2006). A major 

barrier to information sharing presented in the findings extracted from the interviews was the 

multiplicity of security agencies and lack of clear regulations to organize their roles and the 

information sharing practices between them. While this might look like a sole legislative and 

policy issue, this barrier has a political dimension. The multiplicity of security agencies is 

reflective of the sectarian division of the country, with each security agency seeming to be covered 

by a different political umbrella. As per the findings, the lack of clear regulations to organize the 

role of each agency has proven beneficial in some situations, as it allowed the efficient 

implementation of political decisions without having to face legislative boundaries. Furthermore, 

it was highlighted by the participants of this research that even in cases where the laws and policies 

are indeed in place to define the role of a specific agency, these laws are not necessarily being 

implemented (Section 6.2.2). An example is the Ta’if Agreement of 1989. As a Charter of National 

Reconciliation, it states that the Army Intelligence Directorate serves as a Military Intelligence 

and should not be involved in political security, but the research findings have shown that LAF 

Intelligence Directorate still covers all security matters and not only the military related ones. 

Accordingly, and on one hand, legislations are not enough when a political decision is not there to 

force the application of these legislations; therefore, existing laws and regulations related to the 

work of security agencies are not necessarily enforced in Lebanon. For example, findings show 

that the coordination meetings of the Supreme Defence Council that are supposed to take place 
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according to specific regulations are another illustration of the state failing to apply its own laws. 

On the other hand, individuals are left with a lot of room to act upon their own will in the absence 

of laws and regulations. They do this instead of following clear guidelines that give a framework 

for how to use information (Gil-Garcia and Pardo, 2005; Gil-Garcia et al., 2007a). 

Additionally, the fact that security agencies have previous record of breaking the law by 

overstepping their roles and violating the powers of other agencies (Section 6.2.6) can contribute 

to minimizing, if not preventing, information sharing. This is because sharing information can 

reveal the collection of sensitive information that falls outside their duty. Nevertheless, if revealed, 

it can feed competition and power games between the security agencies involved. For example, it 

is by law the duty of the General Security (GS) agency to survey foreigners in what concerns the 

state’s security. Therefore, when the information branch of the Internal Security Forces (ISF) 

works on counter terrorism cases that include foreigners, if ISF requests information from GS 

about the foreigners involved in the investigation, this may encourage GS to compete and survey 

the persons in question instead of sharing information about them with ISF. The main aim here 

seems to be to increase visibility and reap the benefits of bringing suspects to justice. This is why 

ISF might survey the foreigners involved themselves, and by trying to avoid competition with GS, 

ISF oversteps the lawful role of GS in the investigation. It is therefore crucial that legal authorities 

clearly define the conditions for sharing information between agencies, as this might decrease 

doubt and reluctance, and will guide and define collaborations under a specific statutory mandate 

(Dawes, 1996; Landsbergen and Wolken, 2001). Nevertheless, the multiplicity of agencies and 

overlap of roles can be considered a positive practice for local authorities as per the findings of 

this research (Section 6.1.1 (c)). It can be inferred here that local authorities might be unwilling to 

mitigate the risks that arise from such practice. These risks include lack of trust and therefore lack 

of information sharing. Additionally, this multiplicity of security agencies is coupled with a lack 

of legislations and regulations defining the clear roles of each agency and its responsibilities, as 

presented in the research findings. This is where it becomes hard to know if the authorities are 

consciously enjoying the lack of preciseness in the duties of each agency or are falling into a 

swamp of ignorance and neglect.  

 

Another barrier to information sharing in the case of Lebanon is the multiplicity of command 

within the same security agency and between several security agencies (Section 6.1.1 (c)). This 
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form of multiplicity can often be linked to sectarian considerations. Because power sharing in the 

consociation model of Lebanon is based on the underlying sectarian dynamics of the country, this 

multiplicity of command is one of the guardians of the sectarian scheme that the Ta’if agreement 

establishes. It allows the segregation of decisions to satisfy the interests of the religious sects at 

the expense of the institutional and national interest. For example, in article 22 of decree 102, the 

Chief of Staff of the Lebanese Army, who is from the Drouz religious sect, has the right to refer 

to the Supreme Defence Council through the authority of the Minister of Defence if any 

disagreement arises between them and the Army Commander in Chief (Christian) that threatens 

the army’s military hierarchy and the chain of command. Although this might not happen in 

practice, laws still protect and sustain such multiplicity of command (Saliba, 2012).  

Furthermore, an important factor affecting information sharing, and as extracted from the 

conducted interviews, is the presence of outdated laws that do not allow security agencies to face 

contemporary issues. For example, the counter terrorism law in Lebanon goes back to 1948. 

Similarly, current outdated laws do not put weight on information sharing. At the same time, 

participants have stated that there is a lack of internal documents and procedures regulating and 

directing information sharing inside and outside their agencies. Findings have also shown that even 

when present, these regulations prevent and limit information sharing between agencies except 

when done at the top administrative level. These regulations that are internal to the agencies reflect 

an organizational procedure preventing information sharing at the operational level for both 

internal and external exchanges. This is when legislations and regulations may create barriers 

preventing cross-boundary information sharing (Dawes, 1996; Gil-Garcia et al., 2007a; Gil-Garcia 

and Pardo, 2005; Zhang et al., 2005). Thus, there is, on one hand, a lack of regulations and, on the 

other, a persistent state where these regulations (if present) do not allow coordination and 

information sharing practices at the operational level, but rather they enforce these exchanges at 

the directorial and strategic levels, thus leading to centralized authority and power only at the 

top management levels (Hall and Tolbert, 2004; Kim and Lee, 2006).      

When looking at the multiplicity of security agencies and the lack of regulations defining their 

roles and information sharing responsibilities, it becomes clear that a national mechanism 

imposing, organizing, and sustaining information sharing is missing. As per the participants 

of this research, this mechanism is missing in already existing but currently non-functional bodies 
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(such as the Supreme Defence Council) or newly established coordination bodies that specialize 

in information and intelligence exchange. For instance, existing laws and regulations defining the 

coordination and information sharing role of the Supreme Defence Council lack the required 

operational scope. Moreover, the structure, which allows the Secretary General of this council to 

assume the role of information sharing and coordination, is not defined. The unavailability of this 

national mechanism is also burdened by very limited staffing and resources (Section 6.1.2). 

In conclusion, assessing the legislative gaps in Lebanon is challenging. The researcher’s findings 

show that the existence of laws has been proven to be insufficient if taken alone, since these laws 

may not be applied without a political decision. However, in the absence of laws, it was also shown 

that individuals are left with room to act upon their own will instead of following clear guidelines. 

In both cases, the common denominator is a political decision that enforces the application of 

existing laws and adherence to regulations, or the creation of new ones, when required. 

Nevertheless, it is very important for legislations to be well designed so as to serve the main 

purpose of increasing information sharing. It is important to note that, in the case when these laws 

and regulations are not properly designed, they can constitute a barrier preventing sensitive and 

regulated information sharing between agencies. In brief, it is unclear whether the lack of 

legislations and regulations is because Lebanese authorities do not recognize the importance of 

information sharing or because they enjoy the current partisan dynamics in the security agencies 

and thus reluctant to change it. In the next section, the organizational and administrative aspect 

related to information sharing will be tackled as it complements the legislative and political aspects 

discussed above.  

8.1.2 Organizational, managerial, and administrative perspective to information sharing  

 

This thesis examines information sharing in the security sector. Therefore, it involves studying 

several security agencies that may have competing interests. Accordingly, it is was found that it is 

hard for these different agencies to target a common objective especially when they have diverse 

organizational values. Inter- and intra-organizational information exchange heavily involves 

building trust between individuals and ultimately organizations (Dawes, 1996; Dyer and Chu, 

2003; Gil-Garcia, Pardo and Burke, 2010; Luna-Reyes et al., 2007b; Pardo and Tayi, 2007). 

However, trust is not easily built, especially when it competes with liability, power, and rewards. 
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In the previous section, the lack of legislation and the role of politics were discussed. In this 

section, information sharing practices in Lebanon will be discussed from an organizational, 

managerial, and administrative perspective. 

It was clearly highlighted in the findings that information sharing is centralized and must go 

through the top management, thus increasing organizational boundaries of bureaucracy and 

slowing information exchange.  This centralized authority and power in the top management levels 

is a main structural feature of bureaucratic models (Hall and Tolbert, 2004; Kim and Lee, 2006). 

Furthermore, findings have highlighted the concerns of information misuse, such as the fear of 

information sharing causing damage for the agency that shared it, distrust in passing information 

to non-state actors, and lack of trust for visibility reasons, where agencies would avoid sharing 

information for fear of other agencies taking credit for their work. This cumulative fear can result 

in directives given by the top management of security agencies to limit information sharing with 

other agencies (Section 6.2.1). This is where the importance of the organizational culture comes 

into play, since organizational values, cultures, and norms influence the attitudes and group actions 

of organizational members in relation to information sharing (Constant et al., 1994; Jian and 

Jeffres, 2006). The researcher believes that a concrete example of the fear of information sharing 

causing damage for the sharing agency can be when ISF and LAF refused to grant the researcher 

access to conduct research interviews with participants from their agencies. Similarly, GS agreed 

to participate through a ‘centralized letter’ sent from the Director General’s office answering very 

vaguely to the interview questions.  

Moreover, the lack of resources was highlighted in the findings of this research. This can result 

from incompatibility between the skills acquired by the employees and the information sharing 

activities they are supposed to conduct, or from the inability to retain trained and experienced 

personnel leading to the loss of technical knowledge. This lack of resources can lead to agencies 

concentrating on urgent matters and disregarding the benefits of sharing information (Landsbergen 

and Wolken, 2001; Zhang and Dawes, 2006). In addition, it is essential to highlight the financial 

dependence that the judiciary and security agencies have to the political authorities. This reflects 

on their ability to maintain organizational autonomy and affect their work.  
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Political dependency was also highlighted in the finding when explaining how a change in the 

political era or agency leadership affects the priorities of security agencies in terms of information 

seeking and sharing. For example, these leaders might have caused tensions to exacerbate between 

them for personal, political, or professional reasons (Section 6.2.5). This tension can drastically 

affect the relationship between the agencies’ leaders and their ability to trust each other. 

Accordingly, this might impact the information sharing behaviour and practice of the agencies’ 

members and their openness to exchange information with each other, knowing that leadership is 

a key force used to encourage cross-boundary information sharing between organizations (Willem 

and Buelens, 2007). Additionally, it might lead, as per the findings, to agencies spying on each 

other as a result of the lack of trust between them. This spying can manifest itself when an agency 

recruits informants to follow and monitor another agency’s informants, as was highlighted by the 

participant of a specific security agency (Section 6.1.1 (c)). This competition and self-interest 

are at the heart of the organizational problems preventing information sharing (Constant et al., 

1994). Furthermore, the duplication of roles not only leads to a lack of trust, but it also leads to 

financing agencies with overlapping duties to do the same task. This leads to inefficiency in 

distributing resources and, in cases when resources are not distributed equally, this will cause 

further competition and mistrust.   

 

Findings have shown that the disparities between the operating procedures, the workload, and the 

mechanisms of different departments used to manage information make it difficult for agencies to 

exchange information (Section 6.2.1). It was stated that departmentalization prevents 

information sharing between diverse departments within an organization, as they have different 

procedures, directives, and expectations (Argote, Ingram, Levine, and Moreland, 2000; Willem 

and Buelens, 2007). Since dissimilarities in control mechanisms make it more difficult to share 

information (Canestraro et al., 2009; Pardo et al., 2004), agencies might have to update the 

traditional working processes that they already have in place in order to make their departments 

compatible between each other and with other agency departments. This can create oppositions 

amongst the members of the agency, who might resist change because of a lack of motivation 

or/and interest, or because the old systems satisfy their personal or political interests (Lazer and 

Maria, 2005). These differences in operating procedures and workflow are also coupled with 

differences in values and principles between one agency and another, making it more difficult to 
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exchange information. Such organizational subcultures, when different, lead to clashing values 

that have a negative influence on information sharing (Huang, Newell, Galliers and Pan, 2005). 

For example, in the case of Lebanon, if one agency is known to be uncompliant or in violation of 

human rights laws, international security agencies represented in their respective embassies in the 

country might avoid sharing information with this agency.  

It is important to highlight that findings of this research have revealed foreign countries 

(external) influence on the security sector of Lebanon. There are big donor countries that invest 

in the reform of the security and justice sectors of Lebanon (Section 6.3). These donor countries 

affect to a certain extent the administrative and organizational structure of the security agencies 

they work with. Their effect is highly dependent on the agency they work with in addition to the 

local political support and influence these countries have. The involvement of external partners is 

observed in some cases when new teams are created within certain agencies and/or when teams 

are trained on new skillsets. In other cases, this external influence is observed when certain already 

existing teams are strengthened within a certain agency that lacks the operational and technical 

capacities to do so itself. Having worked in development projects herself, the researcher has 

witnessed the creation of several teams/units that have changed the organizational structure of an 

agency and have raised intra- and inter-agency concerns. These concerns result from agency 

leaders and members resisting change. In doing so, the agency members and leaders fortify 

suspicions about these new teams, thus discouraging the former from joining the latter and 

preventing the former from transcending the fear of the latter overstepping their authority and role 

or even taking over their work.  

Lebanon’s economic situation reflects a deep fiscal imbalance and a poor capacity to manage 

debts. This situation highly affects the resources made available for security agencies (section 6.1.1 

(a)). Limited resources lead to staff and financial shortages and can push security agencies to focus 

on urgent and immediate issues, while losing sight of the benefits of information sharing 

(Landsbergen and Wolken, 2001; Zhang and Dawes, 2006). This is a main organizational and 

administrative limitation that forces security agencies to be a reactive apparatus rather than a 

proactive one, which is one of the findings of this research. Although agencies spend time, human 

and financial resources to collect and store information, this does not imply that the gathered 

information will be shared. The usage of this information can ideally be optimized by setting 
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incentives and rewards to encourage exchange between agencies (Chau et al., 2001; Pardo and 

Tayi, 2007). Nevertheless, appropriate administrative policies should be established to distribute 

the responsibility of sharing information among the various security agencies and various members 

within them. This would minimize the fear of individual members of a security agency from being 

held accountable for sharing information.  

 

From this section, it is clear that, although leadership can be the engine promoting coordination 

between agencies through formal authority and leadership, it can also be the reason why agencies 

do not coordinate and work together. In a highly political country such as Lebanon, resources given 

to security agencies are tied to a political decision. Therefore, a large number of the organizational 

and administrative barriers end up being political after close examination. The prevalence of 

organizational boundaries of bureaucracy and the fact that agencies have different value systems 

and cultures in place make it harder for cross-boundary information sharing to occur. Moreover, 

concerns of losing autonomy and trust issues emerge as main administrative barriers to more 

efficient coordination and information sharing. In the next section, the technological aspect related 

to information sharing will be tackled as a complementary aspect to the legislative, political, 

organizational, and administrative aspects discussed above.  

 

8.1.3 Technological perspective to information sharing  

 

In light of the significant advancement and progress in technology, it becomes nearly impossible 

not to recognize it as a main tool to implement activities involving exchange and sharing of 

information. No matter how contemporaneous this discussion about technology is, and how much 

it has become common-sense to study the technological tools available to accomplish a simple or 

a complex task, it is still a futuristic discussion for a country like Lebanon. In Lebanon, formal 

exchange still happens through technologically outdated media, namely letters sent by post from 

one agency to another.  

Section 6.2.3 presented the findings on the technological barriers to information sharing. In this 

section, the findings show that there is no software for information management currently present 

and used by the security agencies of Lebanon. The presence of a computer hardware and software 
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can be limited to the intelligence department of one or two agencies. The technological barriers 

shared by the participants also included the limitations of existing software, as it is not used to 

exchange but rather to store information. This software cannot be accessed by anyone who is 

external to the specific department owning it, even if they work in the same security agency. This 

has created more inequality between security agencies especially at the information technology 

system level and, more importantly, it created inequality within the same organization. 

International participants focused on the lack of interconnecting databases and interoperability 

systems between agencies and related ministries. This topic does not seem to be given enough 

weight in the current status quo of Lebanon. Initiatives from big donor countries such as USA, 

UK, and the EU have been pushing to create a shared database especially for border security and 

counter terrorism purposes. Lebanese security agencies’ officials shared their views about this 

issue explaining how each agency considers the database they hold as a main asset and hence 

refuse to share it with others. This can be explained as information is a central power source in 

organizations (Pfeffer, 1981); therefore, some individuals consider sharing the information they 

‘own’ as a loss of their power and social influence (Ardichvill et al., 2003; Marks et al., 2008).  

For instance, the findings in Section 6.1.1 (c) show that although GS controls the borders entry 

points and holds the biometric passports database, it is ISF that is connected through the National 

Interpol Bureau to the database of lost and stolen passports. This ISF held database is fed by the 

International Bureau of Interpol in Lyon and is not shared or connected to the GS database in order 

to optimize the borders control activity. Furthermore, the national fingerprint database is held by 

ISF, while GS holds the database for all foreigners and refugees. These two databases are not 

connected. Consequently, each time ISF has a foreign suspect for a domestic crime, they must 

request, in a written letter sent by post, the fingerprints of the suspect from GS. This can be the 

reason behind the increased interest of the USA and UK embassies in Lebanon to work together 

and build a shared national biometric database between all the Lebanese security agencies and the 

army to enhance border management and identification of possible terrorists.  

Having information technology systems in place helps create shared platforms for agencies to 

input, browse, query, and retrieve information. Nevertheless, security and confidentiality are at the 

heart of the technological conversation in Lebanon especially in the field of security. It is a 

challenge to design the appropriate system that integrates heterogeneous IT platforms from 
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different agencies and can control access authorization and authentication for shared information 

at the same time. It is therefore a big challenge, when different types of hardware and software are 

being used, to combine information and data from heterogenous locations (Chau et al., 2001; 

Atabakhsh et al., 2004 ; Dawes, 1996 ; Gil-Garcia et al., 2007a, 2009 ; Pardo et al., 2004 ; Zhang 

and Dawes, 2006). For this to happen, participating organizations should have compatible and 

homogenous technological capacities in order to succeed in contributing and making use of the IT 

platform. This might be a challenge in the case of Lebanon, where security agencies have different 

levels of technological development (hardware and software) and capacities (Section 6.2.3).  

Furthermore, one of the biggest obstacles in Lebanon when it comes to the technological aspect is 

information security. Lebanon still has no legislations governing cybercrimes (section 7.3.3). The 

EU has been working for the last four years with Lebanese authorities to sign the Budapest 

convention on cybercrime and to start working on developing comprehensive national legislations 

against cybercrime. These legislations, if put in place, will set the framework for international 

cooperation between countries who have signed this treaty. This year, the prime ministry’s office 

has appointed a focal point for cybersecurity, who is tasked to form a national committee and work 

together with EU support and expertise on setting a National Cybersecurity Strategy. This 

cybersecurity strategy is expected to set the groundwork for further national legislative initiatives 

that can help Lebanon counter cybercrime and validate its membership in the Budapest convention, 

thus making it more eligible for international cooperation. 

An important finding of this research is that security agencies have been using informal 

technological means to cope with the current outdated system in order to facilitate exchange in a 

timely manner (Section 6.1.1 (b)). It has been noted that instant messaging phone applications 

were used to exchange confidential and important CCVT recordings or to request information 

about a person’s entry and exit to and from Lebanon between ISF and GS (holding the borders exit 

and entry database). This type of informal exchange can be seen as proof that automated, instant, 

and more efficient ways of exchange are needed and that their absence is pushing agencies to use 

informal ways that do not fall under the governing legal framework and do not comply with data 

protection regulations.   

To sum up, Lebanon lags behind in terms of embracing technological advancements, especially 

when it comes to information sharing. When complying with existing laws, information sharing is 
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done in an outdated and slow manner. It takes the form of answering requests sent by post rather 

than accessing a shared, well developed platform, where information is proactively input and made 

available. Findings regarding informal exchanges have shown ways to cope with the existing 

systems using unprofessional instant messaging platforms. It was clear that even when the will for 

information sharing is there, technological barriers can stand as obstacles preventing it from 

happening. 

8.1.4 Cultural perspective to information sharing 

 

After discussing the legislative characteristics followed by the organizational and administrative 

aspects linked to information sharing, the technological part was tackled immediately before 

moving to this section, which will discuss the cultural perspective related to information sharing. 

The cultural dimension can be discussed at two levels: the general culture at the country level, and 

the more specific culture at the organizational level. This section will discuss the general culture 

of Lebanon as a whole vis-a-vis information sharing and will then discuss how this reflects on the 

organizational culture of the Lebanese security agencies.   

The research findings suggest a link between information exchange practices and behaviour and 

the cultural background of the members involved in this exchange. Part of this organizational 

culture is not perceived to be specific to Lebanon. It is in the habits, attitude, and reflex of most 

security agencies in the world characterized by a jealous protection of information and 

consequently a minimal amount of sharing. The literature shows that decisions and perceptions of 

the members of an organization about their benefits and organizational interests are affected by 

their organizational cultures (Jian and Jeffres, 2006; Martin, 1992; Schein, 2004).  Nevertheless, 

what can be more specific to Lebanon is the issue of sectarianism/confessionalism, which is 

actually at the heart of any public sector related problem in the country, especially those related to 

security work and information sharing (Section 6.2.7). In fact, when one mentions cultural aspects 

in Lebanon, one immediately mentions sectarianism or confessionalism, as it is the root cause, 

influencer, or instigator of many issues ailing the country. The participants in this research have 

shared their views on how sectarian tensions in Lebanon reflect on the work of security agencies. 

This is especially translated and observed at the level of the agency leaders. For example, if a 

certain confession is enjoying a period of power, the security agency whose leadership is of that 
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confession will also enjoy a period of power, during which preferential treatment (more resources 

and more decision power) prevails. This will also increase the risk of this ‘preferred’ agency 

overstepping the duties and roles assigned to it by law, which in turn will increase competition and 

encourage more work in silo. Additionally, it encourages partisan loyalty and reflects negatively 

on information sharing, as it decreases trust among security agencies that might fear that the 

information they share helps other agencies achieve goals that serve the opposite confession’s 

agenda (Lazer and Maria, 2005; Pardo et al., 2004; Zhang and Dawes, 2006).  

Furthermore, sectarianism also affects the type of information that an agency shares through the 

directives produced by the top administrative level to its employees, instructing them on which 

type(s) of information they can or cannot share with other agencies. Having explained that security 

agencies’ leaders are appointed based on a political decision and on their religious sects, which in 

turn reflects their political affiliation. Political loyalty, which is sectarian/confessional loyalty in 

the case of Lebanon, propagates at the expense of national loyalty. Findings in Section 6.2.7 show 

that sectarian loyalty affects how security agencies function in general and specifically what 

instructions are transferred down from the top of the power hierarchy in an agency to its members, 

e.g. what constitutes a suitable survey or investigation priority. The fragmentation of Lebanon’s 

state institutions along religious lines and the divisions between different religious groups emerges 

from existing competitive identities (Blyth, 2015).  For instance, the GS led by a Shiaa Director 

General is believed not to prioritize the survey and information gathered about Hezbollah (a Shiaa 

political party) and not to share any information they might ‘own’ regarding Hezbollah with other 

agencies. Similarly, ISF led by a Sunni Director General was perceived for a long time to turn a 

blind eye on the growth of a Sunni extremist group in the area of Arsal in Lebanon close to the 

Syrian borders.  

Moreover, the research findings regarding the confessional and cultural barriers also highlight that 

security agencies in Lebanon are mostly responsive and lack the proactive approach. Additionally, 

directives and strategies set to identify security priorities are absent. Consequently, preventive 

security is very limited to a few preventive measures mostly initiated by foreign countries. While 

information sharing falls in the majority of cases under the proactive and preventive security 

approach, it can be concluded that having a response only approach might lead to underestimating 

the importance of information sharing. Furthermore, Lebanese authorities have clearly neglected 
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the importance of information sharing in the past. This has manifested in the practices of 

investigative judges and prosecutors, who encourage competition between agencies by requesting 

multiple agencies to work on the same case or by requesting the transfer of cases from one agency 

to another as stated in the findings of this research (Section 6.2.6). Similarly, the overlap of roles 

between agencies is also considered a positive practice by the authorities, as they believe that if 

one agency is not properly fulfilling its duties, the other agency will. This reflects a clear lack of 

trust from the authorities and it tends to disregard the importance of defining the roles of each 

agency and of avoiding duplication of roles, which in turn reflects badly on information sharing 

practice.  

As presented above, the culture and value system of the society in general influence information 

sharing practices. As discussed in Section 3.1.2, this cultural effect on information sharing can 

happen at three levels: interpersonal, intra-organizational, and inter-organizational (Yang and 

Maxwell, 2011). Each of these levels is extracted from the findings of the research and is 

elaborated upon in what follows. First, at the interpersonal level, it was concluded that members 

of either the same or different security agencies, who were in the same class at the military 

academy, tend to stay more in contact and exchange more than those who did not go to military 

school together (Tholens, 2017). This has a direct effect on inter-personal information sharing due 

to this peer relationship that is built at the military academy and fed by personal knowledge, 

possibly leading to more trust among these individuals. Personal trust is transferred to the working 

environment and is manifested in a formal and informal information sharing practice as presented 

in the findings. Although the formal channels of information sharing might not be present, the 

motivation and willingness to communicate leads to the creation of informal channels. This type 

of trust is referred to as identity-based trust, where trustworthiness is the result of a long-term 

personal relationship with the trustee (Black et al., 2002; Luna-Reyes et al., 2007b). Nevertheless, 

confidentiality and personal responsibility are barriers linked to this type of exchange and can be 

important reasons to prevent information sharing from happening even when the rapport is 

established.  

Second, at the intra-organizational level, organizational structure and culture come into play. This 

is where the hierarchy and bureaucracy discussed in Section 8.1.2 prevents information sharing at 

the operational level and restricts it to the top management level. This centralization has shown to 
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negatively affect inter-department/unit initiatives aiming to exchange information and establish 

cooperation, without needing an approval for every decision to be made (Tsai, 2002). In addition, 

decisions taken by the top management level are highly affected by the interests of the security 

agency and its culture. For instance, when the agency’s culture emphasizes shared interests and 

goals, members will work in solidarity and understand that the information they have is the 

agency’s property and not their own. This environment will encourage information sharing to 

happen. Organizational culture is coupled with the system of rewards and incentives they create. 

Thus, this system should serve the shared goal of the organization. In the case of Lebanon, the 

findings highlighted that agencies are still not very aware of the importance of intra-organizational 

information sharing and that is why competition and power games are detectable within the same 

organization. Usually, the reward and incentive systems focus on who gets the information first 

(Section 7.2). As such, information sharing does not seem to constitute much value within the 

organizational culture of the security agencies of Lebanon. Therefore, when efforts are made to 

enhance information sharing, the agencies clash with the culture that encourages “information 

ownership” over “information stewardship” and reciprocity (Kolekofski and Heminger, 2003).  

 

Additionally, social identity is religious in the case of Lebanon, and is echoed through a political 

identity. Social identity constitutes an important and influencing factor regarding intra-

organizational information sharing. As such, a low level of social identification can have a negative 

effect on information sharing activities (Willem and Buelens, 2007), while a strong social 

identification serves organizations by enhancing the sense of commitment and increasing 

information and knowledge sharing (Marks et al., 2008; Willem and Buelens, 2007). The effect of 

political/religious identity on the practice of security agencies can be seen through the practice of 

the heads of these agencies, who are appointed by a political decision and based on their religious 

sect. Accordingly, the practice of security agencies in Lebanon in relation to knowledge and 

information sharing is highly dependent on the directives given from top down. This practice can 

have a negative impact on information sharing. Individuals will increase intra-organizational 

information sharing and collaboration, if this preserves and guarantees their identities in coherence 

with their organization. This was reflected in the findings, which indicated that the directives given 

to operational teams about what information to gather and what information to share are driven by 

instructions determined at the top managerial level and thus influenced by concessional interests. 
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Third, as discussed in sub-section (b)- ii of Section 3.1.2 and similar to the intra-organizational 

level, trust and leadership at the inter-organizational level play a major role in inter-agency 

information sharing. In addition to these two influencing factors, competition, power, and authority 

are present at this level more than at the intra-organizational one. Moreover, since each security 

agency of Lebanon tends to be aligned with a specific sectarian power, the issue of ‘organizational 

identity’ can be raised between the different agencies. This ‘organizational identity’ affects the 

extent to which inter-agency information sharing happens. Inter-organizational exchange increases 

or decreases depending on whether it serves the goal of the agency that is sharing or whether it 

threatens its identity.    

In summary, the Lebanese culture is based on sectarian divisions that highly affect the public sector 

and thus the security apparatus. This sectarianism can be referred to as the social and political 

identity of the Lebanese and of societies that are similarly fragmented along sectarian lines (such 

as Iraq). The findings show that sectarianism acts as a main influencing factor in coordination and 

information sharing within a security agency and between different security agencies. 

Coordination and information sharing are more likely to happen, if they serve the goals and 

benefits of their identity group. In the current cultural ecosystem, the big challenge of Lebanon, 

and similar developing countries divided based on different sectarian identities, remains to be 

finding a security strategy that assures an integrative approach, where the identities of all sectarian 

groups become coherent with their organizational and national identity. If possible, this might 

encourage and motivate information sharing as it contributes to the goals of the sectarian groups 

and to the collective benefit of the nation. The intra-organizational culture should seek to create a 

social network that encourages information sharing in working groups by building relations within 

these groups and across subgroups. Building such relationships in an organization increases trust, 

which encourages sharing behaviour. Such social networks (Hansen, Mors and Løvås, 2005) were 

not mentioned in the findings of this research, perhaps because they are non-existent, or because 

they just organically happen, e.g. at regular social/work events or functions that indirectly serve as 

opportunities for information sharing. 

After discussing the influencing factors affecting information sharing in Lebanon as presented in 

the findings of this research, the following section will discuss the influencing factors that were 



213 
 

extracted from the findings and were categorized as external to the country, yet they can affect 

inter-agency information sharing internally. Then, the author will discuss the findings on the 

evolution of information sharing over time, starting from the assassination of Prime Minister Hariri 

in 2005 till the present day.  

8.2 Information sharing: external influence and evolution 

 

This section will analyse the findings regarding the regional and international external factors 

influencing information sharing in Lebanon (8.2.1). Then, an analysis of the evolution of 

information sharing in the last fifteen years will be presented (8.2.2).  

8.2.1 External factors influencing information sharing 

 

Section 6.3 presented the findings on the external factors affecting information sharing, primarily 

regional and international influence on the security scene of Lebanon. In such a strategically 

significant country such as Lebanon, information sharing is among the main areas influenced by 

regional and international players. Moreover, the stability or instability of the region, as well as 

any geopolitical problems faced at the regional level were recognized by the findings of this 

research as being reflective of the degree of competition between Lebanese security agencies. 

Chapter two of this thesis explained how foreign influence is manifested in the consociation model 

of Lebanon and how the dynamics of power in this model is often subject to external guidance. 

Although it was a local decision to adopt the Tai’f agreement of 1989 that redefined the roles of 

coexisting religious groups who were engaged in conflicts, this agreement was guided by foreign 

powers such as Saudi Arabia, Syria, and the USA, thus influencing the course of power in the 

Lebanese society. This influence, and as explained in Chapter two, reduces the sense of security 

among groups, and increases the need for support and protection provided by stronger external 

forces. It increases the political and military reliance on external powers, especially given the 

current political polarity in the Middle East and the tensions between Iran-Syria from one side and 

Saudi Arabia from the other.  

Foreign influence can have a positive or negative impact on information sharing. The specific 

nature of this influence is mainly determined by the scope of political, economic, and strategic 

interests that foreign powers have in the country. The ties that the Lebanese security agencies have 
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to regional countries can be mostly labelled as confessional/sectarian, as extracted by the research 

findings. Hence, these confessional regional linkages are mostly considered as barriers to 

information sharing between agencies internally due to their ability to feed confessional 

competition among local agencies. In addition to the regional and global countries that support one 

Lebanese party against the other, there are external countries that have strategic interests in the 

stability and security of Lebanon, such as the countries of the European Union and the United 

Kingdom. These countries influence the security sector by implementing development and 

capacity building programmes for security sector reform purposes, such as developing a national 

counter terrorism strategy, supporting the institutional tools linked to this strategy, establishing a 

coordination and information sharing mechanism among the security agencies of Lebanon, and 

developing the 'border management data system'. 

In addition, Section 6.3 presented that several foreign countries play a remarkable role in 

encouraging cooperation in Lebanon. These countries are believed to consider Lebanon as their 

defence line, especially after hosting the biggest number of Syrian refugees per capita despite its 

limited resources. In addition to hosting this big number of refugees, the proximity of Lebanon to 

Syria makes it a war monitoring station for the international community. Therefore, maintaining 

and sustaining the stability of Lebanon has been set as a priority for the foreign security services 

of those countries. These foreign services, as per the findings, compile a significant amount of 

security information and intelligence and share them with the Lebanese security agencies, who 

then must complete or/and act upon them. This is done when foreign embassies provide security 

information through their defence/security attachés. As described in the findings of this research, 

foreign security agencies in that sense play the role of a “trampoline” of information, initiating an 

internal cross-boundary communication between the local security agencies. The success in this 

kind of foreign-led initiatives opens the door for questions about the reason why coordination does 

not happen organically among security agencies of Lebanon without the need for external 

initiation. The findings also show a better coordination and exchange with international partners 

than between local partners. Although the reasons for cooperating with foreign security agencies 

can be in a lot of cases voluntary and non-binding, Lebanon has no choice in some cases but to 

sign operational agreements with foreign agencies to allow exchange to happen. For example, this 

is the case when it relates to automated exchange of information with Europol. For this type of 

necessary agreement to be signed, Lebanon must make legislative and technological changes to 



215 
 

ensure protection of information and data. Similarly, State Security and customs are currently 

trying to enhance their international visibility and play a bigger role on the international scene. 

This is especially the case with customs, who work on drug trafficking with the World Customs 

Organization. This can be an indicator that the Lebanese security agencies are starting to realize 

the importance of being linked to international information sharing platforms.  

In brief, the external influence exerted on Lebanon can originate from two main categories of 

countries: countries with power grabbing interests (Saudi Arabia, Iran, Syria, and USA) and 

countries with defence-centric interests (EU and UK). On one hand, the first category of countries 

fights satellite battles against one another in Lebanon as result of political polarity. These battles 

constitute power and control struggles across the region. Each pole is believed to have a Lebanese 

security agency as an ally, whom they train and equip and with whom they exchange information 

and intelligence. This contributes to a polarization effect amongst Lebanon’s security agencies and 

leads to a lack of trust between them, which eventually translates into limited information sharing. 

On the other hand, the second category of countries has interest in keeping Lebanon stable and 

secure, as the country embodies their prevention line for potential terrorism and refugee flux. These 

countries use a development and capacity building approach to help Lebanon build better security 

strategies, encourage internal information sharing platforms, and build effective mechanisms that 

strengthen the security system. These countries solicit local agencies to implement collective work 

and information exchange initiatives as part of their foreign policies. Lebanon swings between 

those two external influence categories and seems to respond to both without having a clear 

internal strategy that defines where the country stands independently from regional and global 

influence. Under the influence of these two categories of countries, the following part discusses 

the evolution of information sharing among security agencies of Lebanon over time.  

8.2.2 Evolution of Information sharing 

 

The findings regarding the evolution of information sharing in Lebanon focused on the post 2005 

phase (Section 7.1). As previously explained, the reason why 2005 was chosen as a point of change 

in the security scene of Lebanon is that between 1976 and 2005, Lebanon was under the Syrian 

military ‘guardianship’ and Lebanese security agencies acted as implementers of Syrian military 

decisions. 2005 is the year of the assassination of Prime Minister Rafic Hariri and the withdrawal 
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of the Syrian troops from Lebanon. This year is important for the security scene of Lebanon, as it 

marked the creation of the information branch of the ISF. This branch has transformed the ISF 

from a traditional policing force to an intelligence and information hub. But, the rise of this branch 

increased competition and power games between security agencies. After the assassination of PM 

Hariri and the subsequent series of assassinations, the internal political crisis was deepening in 

Lebanon and the security instability continued. Section 5.3 in the documentary research chapter 

(Chapter Five) struck a comparison between two consecutive security intervals. The first interval 

ranged from 2005 till 2012 and was characterized by targeted political assassinations with a limited 

number of random civilian casualties. The second interval ranged from 2013 till 2017 and was 

characterized by terrorist groups invading the Lebanese territory and targeting civilian 

communities of all religious and political backgrounds. This rise in terrorist activities was 

witnessed across the Middle East region, especially after the war in Syria started in 2011. 

Although the findings of this research show discrepancies in the opinion of participants about the 

evolution of information sharing in Lebanon post 2005 (Section 6.1), the author believes that if 

evolution was witnessed by certain participants but not others, one cannot deny its existence.  The 

opinion of the participants is influenced by three main factors: (1) the time at which they served, 

(2) the type of duties and information they handled, and (3) the state of the agency they worked 

for at that time. Participants exposed to various combinations of these three factors may have 

experienced different levels of cooperation and information sharing with others. The international 

community remains more positive about the progress in the information sharing practices of the 

security agencies of Lebanon. This could either be the result of objective assessments or an 

optimistic subjective view of a less than ideal reality.  

In conclusion, this chapter analysed and discussed the findings of this research by dividing them 

into two main sections. The first section focused on the different perspectives to study the factors 

influencing information sharing: political, managerial, technological, and cultural perspectives. 

The social constructionist approach was dominant over the cognitive approach in the interviews 

with participants; thus, the research findings highlighted the professional culture and the 

organizational climate more than the individual behaviour at an interpersonal level. The 

interactions between decision makers and practitioners working at the operational level of the 

security agencies of Lebanon and the collaborative aspect of information sharing were both 
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discussed. The first portion of this chapter discussed how security agencies interact with each 

other, what motivates them, and what constitutes a barrier that impedes the exchange of knowledge 

and information among them. The second portion analysed external influence by both power-

grabbing countries and defence-centric countries on information sharing in Lebanon. Finally, this 

chapter described the evolution of information sharing practice over time and discussed how 2005 

marked the year of change in the capacity building activities of the Lebanese security agencies. 

This change can be qualified as positive or neutral depending on the criteria of assessment and 

whether described by national or international security players. This chapter is followed by the 

conclusion of this thesis, which will revisit the aim and objectives of this research. It will also 

discuss the limitations of this research, as well as its main contributions to the fields of fragile 

states, conflict information sharing, and security. It will also explain how the case study of 

information sharing among the security agencies of Lebanon helps to understand similar 

developing countries that are fragmented on a sectarian basis. Finally, it will draw concluding 

comments with recommendations for future research directions.  
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Chapter 9: Conclusion  

 

Through the case study of relevant power sharing arrangements in the fragile, divided and 

emerging from conflict state of Lebanon, this thesis has aimed to critically examine law 

enforcement agencies’ information sharing practices in a post-conflict context so as to better 

understand how they may contribute to the development of civil society. This was accomplished 

through the fulfilment of the pre-set research objectives:  

1. To understand the link between information sharing and counterterrorism in fragile 

contexts; 

2. To critically examine and understand the security architecture of Lebanon and the political 

and sectarian dynamics influencing it; 

3. To study the key features of information sharing among security agencies in the security 

scene of Lebanon using the case study approach; 

4. To position the research findings within existing theoretical frameworks in order to 

contribute to the academic knowledge and understanding of the changing dynamics of, and 

areas for improvement in, information-sharing within the security field of fragile and post-

conflict states.  This is established by investigating: 

- Whether and how the type of security threats to a fragile country such as Lebanon 

increase or decrease the exchange of information among different security agencies;  

- whether and how the post-conflict status of Lebanon might influence the security 

coordination mechanism; 

- whether and how the exchange of information can be reflective of the ‘health’ of a 

country emerging from conflict, such as Lebanon, and whether it can be used as one of 

the indicators of fragility in a country.  

9.1 Summary of the findings 
 

In order to ensure objective 1 was achieved, an overview of terrorism as a framing topic for this 

thesis and a major contemporary security concern was conducted. It was shown that it is essential 

to develop internal security measures to maintain stability and address the sources of terrorism. 

these internal security measures include, among others, robust information sharing structures to 
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ensure security agencies exchange information in effective and efficient manners. The link 

between counterterrorism measures and information sharing practices was thus made clear and 

was better understood through the different sections of Chapter Two.  

Chapters One, Two, and Three examined the theoretical framework that the researcher found 

relevant to her research. This framework was filtered after exploring the broader literature and 

identifying what serves the purpose of understanding the findings of this research. The reviewed 

literature is published in academic books and peer-reviewed journals; therefore, it might have 

missed contributions to uncontrolled research that is known as grey literature (Wakefield, 2011). 

State fragility in security and conflict studies was examined. The growing interest in a state-centric 

approach to security for studying fragile states was highlighted along with the interest in examining 

weak states in recent security studies. This interest stems from the importance of studying fragile 

states to address “mutual vulnerability of weak and strong states” (Carment, Prest, and Samy, 

2010). In fact, measuring the stability of a state at any given time using different risk indicators 

has become a matter of international interest. The significance of ‘labels’, which describe fragile, 

weak, or failed states as well as their involvement in international security, has increased since the 

end of World War II in 1945 (Chasdi, 2013). There is a number of indicators used to evaluate the 

condition of a state in relation to multiple themes such as conflict, security, stability, safety, justice, 

and peacebuilding. Identified global indicators are the basis used to measure events in states, as 

well as the progress or regression of certain related indices e.g. political stability index, fragile 

state index, index of state weakness, and other indexes. These indicators play an important role in 

attracting international aid and orienting resources towards a specific global concern (Hinds and 

Carter, 2015).  

The Fragile State Index (FSI) is a systematic assessment based on the Conflict Assessment System 

Tool, and it was explored in Chapter Two along with its evaluation of the fragility of states. The 

FSI is measured according to four major elements: cohesion, economic, political and social (Fund 

for Peace, 2019). In regard to studying conflict, the rising frequency of conflicts in the world is 

leading to the destabilized nature of emerging states in the post-World War era. Destabilization 

often drives the social and political dynamics of a state into one of two paths, the first of which is 

state failure. The second potential path is the development of an intermediate system of stability 

that does not establish a steady mode of peace, yet it reduces violence to tolerable levels that satisfy 
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the lowest requirements for governance inside the post-conflict state (Rotberg, 2004). One of the 

intermediate systems of stability developed in post-conflict states is the consociation model, which 

is adopted by several post-conflict states including Lebanon, the country studied in this thesis. The 

consociation model was explained in Chapter Three focusing on the specific case of Lebanon, in 

which conflict and the security dynamics of this power sharing model were examined. This is after 

studying the historical background of this country in Chapter One, addressing the research 

objective 2 of this thesis.  

In order to achieve objective 3, in addition to Chapter Three and the information it brought on 

information sharing in general and in the case of Lebanon, the researcher conducted interviews 

with key role holders involved in information sharing among security agencies and international 

players in the security scene of Lebanon. The findings of these interviews were analysed in an 

interpretive and pragmatic way, in various themes discussing the political, administrative, legal, 

technical, and cultural aspects influencing the information sharing practice in Lebanon. These 

findings can be linked to the Tung and Maxwell, 2011 results discussing factors influencing 

information sharing in public organization and presented in Chapter Three of this thesis. Thus, the 

findings of this thesis confirm those of Tung and Maxwell (2011) on inter-organizational 

information sharing in the public sector. These findings are aligned with the those of Tung and 

Maxwell (2011) from the organizational, the managerial, as well as the policy and political 

perspectives.  Moreover, the specificities of information sharing between the security agencies in 

the Lebanese model as a fragile, post-conflict, and highly sectarian country is an informative 

addition that this research brings. Therefore, this study is the first of its kind to link information 

sharing among security agencies of a state to the fragility of this state. In doing so, information 

sharing is suggested as a new indictor for state fragility.   

Moving to objective 4, a number of contributions were made through the research findings of this 

thesis. Previous studies emphasized the importance of coordination between security agencies for 

emergency situations and crisis management (Brattberg, 2012; Fimreite et al., 2014; Kettl, 2003) 

or major events (Hernandez-Escobedo, 2015). After the terrorist attacks of September 11, 2001, 

various measures were adopted to reform the internal security sector of countries, one of which is 

to build capacities for collaboration, coordination and information sharing among different 

security agencies (Kettl, 2004; Reinares, 2009). A number of studies have focused on security 

http://ras.sagepub.com/content/81/2/352.full.pdf%20html?login_referer=http://ras.sagepub.com/content/81/2/352.full.pdf%20html&hwshib2=authn%3A1472413017%3A20160827%253Afcbb1db6-aa36-4260-9f26-8d90ef668eff%3A0%3A0%3A0%3Azl%2FWOCSj0VV1PoI5Xcz%2B3w%3D%3D#ref-9
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sector reform and civil society in post-conflict countries (Loden, 2007; O’neill, 2005), while others 

have studied the importance of information sharing practices among law enforcement agencies and 

how they can be improved (Miller, 2005; Brattberg, 2012).  

9.2 Contributions to the literature 
 

The researcher’s main contributions in this thesis are (1) to suggest a possible link between 

information sharing among security agencies and the ‘health’ (status of reconciliation/ de-

fragmentation) of a country emerging from conflict; (2) to suggest adding information sharing as 

a new indicator group to the already existing indicators of the Fragile State Index developed by 

the Fund for Peace to evaluate state fragility; and (3) to further understand the security context in 

Lebanon with the intention of understanding similar contexts in parallel fragile, post conflict, and 

ethno-sectarian countries. These contributions are presented in the following: 

 

9.2.1 First contribution  

There is no research on the possible correlation between the conflict/post-conflict state of a country 

and its information sharing practices among security agencies. The researcher is contributing to 

the field of information sharing and security/conflict through this thesis by specifically studying 

the potential link between information sharing among security agencies and the ‘health’ of a fragile 

country emerging from conflict such as Lebanon. Therefore, the researcher studied whether the 

exchange of information between security agencies can be reflective of the ‘health’ of a country 

emerging from conflict and whether a high security threat to a country affects the information 

exchange between its different security agencies. In addition, the researcher explored what 

information exchange practices exist in countries that are divided along sectarian lines and that 

have moved from conflict to post-conflict through the case study of Lebanon.  

The findings regarding the evolution of information sharing post 2005 in Lebanon suggest that 

when political assassinations were happening (between 2005 and 2013), the lack of trust between 

security agencies was increasing and this reflected negatively on Lebanese security agencies, 

which transformed their operations to work in silos and to develop their technical capacities 

separately. This individualistic environment fed the sense of competition between security 

agencies, resulting in a decrease in trust leading to a decreased coordination and information 
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sharing. Nevertheless, after 2013, the country witnessed a better information sharing practice 

between security agencies. The findings in Section 7.1 show that this improvement arises from the 

perception of a common threat that was affecting the Lebanese across all the political and sectarian 

spectra. As the nature of the threat has changed from political assassinations targeting 

leaders of certain political/sectarian groups to terrorist attacks targeting civilians from all 

sectarian groups (section 5.3 figures 10 and 11), perceiving a common security threat and 

working towards a common goal were witnessed. The resulting information sharing among 

agencies during this interval can be viewed as a silver lining for a period, which still witnessed 

rivalries, power games, and competition between them.  

The civil war in Lebanon (1975-1990) erupted on a sectarian basis between the Lebanese Front, 

which comprised Maronite-major parties, and the Lebanese National Movement, which was 

formed of Muslim-major parties. Studying the current status of information sharing between the 

security agencies in Lebanon and the evolution of this phenomenon in the past fifteen years suggest 

that when the nature of the security threat has a sectarian basis (exerted from one 

political/sectarian group onto one or multiple other groups), coordination and information 

sharing are minimized among the security agencies of Lebanon. Contrastively, when the threat 

is not sectarian by nature and affects all political/sectarian groups equally, security agencies tend 

to cooperate and exchange more. Based on the findings of this thesis, the researcher therefore 

believes that in the post-conflict state of Lebanon, if security threats do not resonate with the root 

cause of the conflict that existed in the past, security agencies will operate similarly to a country 

enjoying stable peace. Security agencies will still witness rivalries, power games, and competition 

between them, but these will be driven by the more ‘universal’ factors influencing inter-

organizational information sharing (Tung and Maxwell, 2011).  

The suggested link between an increased or decreased level of information sharing among the 

security agencies of Lebanon and the nature of the security threat (whether it is related to the 

sectarian conflict or not) is also connected to other influencing factors, such as existing laws, 

presence of IT systems, financial and human resources, among others. These factors will still 

present barriers even when the will to share information is present and the ‘obstacle’ of past-

sectarian conflict is overcome through reconciliation. Therefore, for information sharing to 

advance, the combination of legal, administrative, organizational, political, technical, cultural, and 
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confessional/secterian influencing factors need to advance as well. However, the main question 

that this research asks is: ‘Can an increased information sharing among the security agencies of 

Lebanon in cases, where a security threat is associated with one sectarian/political pole, indicate 

that the country has emerged and been cured from the past conflict, and reconciliation among its 

citizens happened in a way that decreases the risk of a conflict erupting again?’  

The first contribution has brought a new concept to the literature, in which informartion sharing is 

suggested to test the degree of reconciliation from past conflicts and de-sectarianization in  

fragmented ethno-sectaran societies. It is suggesting that information sharing practices and 

individual behaviour can reflect the cohesion of a society through its public institutions (in this 

thesis, through its security agencies).  

Implication of this contribution:  

The correlation between the fragility of a country and the resources, capability, and proficiency of 

its security apparatus was clearly seen in this case study research. The lack of resources, capability, 

and proficiency of this apparatus in an ethno-sectarian, post-conflict, and fragile context leads to 

plural policing and fragmented security services. This fragmentation was reflected in the 

information sharing practices of the security agencies of Lebanon. In brief, information sharing 

among security agencies can be one of the indicators of trust between security agencies. While 

their loyalty was for their political/sectarian party, this trust, if built, can be proven through their 

information sharing behaviour and practices and can be one of the indicators of reconciliation in a 

post-conflict ethno-sectarian context. This suggests that a de-sectarianised Lebanon could possibly 

lead to a better information sharing among security agencies.  

In the period under scrutiny in this study (2005-2019), Lebanon has fluctuated between periods of 

stability and instability both with increased and decreased information sharing among its security 

agencies. The findings of this study suggest that in the period when a common threat was identified 

(2013-2019), security agencies have increased their information sharing and coordination 

activities, thus leading to a period of transitional stability in the security scene of Lebanon (from 

2017 to 2019) with the absence of any terrorist attack.  
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9.2.2 Second contribution  

 

Existing studies (Rice and Patrick, 2008; The Fund for Peace, 2019; Hinds and Carter, 2015; 

Ferreira, 2017) define indicators of failed states and other indices that measure the stability and 

fragility of states. The researcher constructed a contribution to the Fragile State Index developed 

by the Fund for Peace by suggesting the addition of information sharing as a new indicator group 

to the already existing indicators. Since there is no research on the link between the fragility of a 

country and its information sharing developments at the public institutional level, the researcher 

is trying to open a door to contribute to the literature through this thesis. 

Figure 12 represents the model suggested by the researcher. It includes the already existing 

indicators of the Fund for Peace Fragile State Index, which are the cohesion, economic, social, and 

political indicators, previously presented in Section 3.2. In this context, the researcher is suggesting 

to add information sharing indicators (in green) and described as follows: 

- IS1: considers information sharing along two dimensions. The first is among public 

agencies, administrations, and organizations. The second dimension relates to information 

sharing between these public entities and the private sector. 

- IS2: considers advances in information technology in the public sector, i.e. the presence 

and use of information technology systems and the creation of shared and inter-connected 

platforms for agencies/organizations to input, browse, query, retrieve and share 

information.  

- IS3: considers data protection acts, human rights compliance to personal data protection 

and privacy, ethical codes of conduct, and transparency within public organizations.  
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Figure 12:Depiction of the Fragile States Index indictors along with a newly proposed set of information sharing 

indicators (in green) 

Through this addition, the researcher is suggesting that information sharing is not only important 

for the security sector but also in other public institutions. IS1 is based on the principle that 

information sharing allows exchange and integration between governmental departments, 

institutions, and agencies, as well as between the public and private sectors (such as banks, 

Facebook, Google, insurance companies, schools, and universities). Furthermore, the researcher 

highlights the importance of information sharing as an effective means to avoid duplication of 

efforts, to collect and store the same data, and to increase transparency and enhance access to 

information (Calo et al., 2012). IS2 is based on the principle that, in order to implement effective 

information sharing in both the public and private sectors, technological changes need to happen 

at the organizational and institutional levels (Calo et al., 2012; Tung and Maxwell, 2011). These 

technological changes also indicate the country’s evolution in the field of information 

management, an essential field that reflects a country’s progress in today’s world. Finally, IS3 is 

based on the principle of data protection, which is brought up every time information collection, 

storage, or sharing is discussed. Issues of data protection and personal privacy are serious issues 

that require legislations and reflect on the ethical strategies of governments. Therefore, these three 

indicators (IS1, IS2 and IS3) complement each other and are all suggested under the indicator 

group of information sharing.  

  

The second contribution has therefore brought a new concept to the literature, in which 

informartion sharing is suggested as an additional indicator group to measure the fragility of a 

state. The Fragile State Index, with its indicator groups, seperates between sectors: social, cohesion 
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(in which the security apparatus is studied), economic, and political. By suggesting the addition of 

information sharing to the four groups of indicators, the reseracher is proposing an area that 

touches upon all four sectors. It reflects on the social and cross-cutting indicators through external 

interventions discussed in the findings of Section 6.3. It also reflects on the cohesion indicators, 

as it reflects on the possible reconciliation between fractionalized groups as discussed in Section 

9.2.1 of this chapter. Furthermore, it reflects on the economic indicators through the resources 

allocated for technological development and human resouces in the security sector (Section 6.1.1 

of the findings). Finally, it reflects on the political indicators by observing some limitations of the 

state’s legitimacy and its capacity in respecting human rights and considering ethical issues related 

to information collection, storage, and sharing. In brief, this contribution suggests a group of 

indicators that connect with the previous indicator groups, and brings another perspective to 

studying the fragility of a state with a more contemporenous approach (cross-boundary 

information sharing in the public sector, and between the public and the private sectors). 

The research conducted in this thesis falls under the IS1 suggested indicator. It studies information 

sharing among security agencies and therefore it is a public-public inter-agency information 

sharing study.  

Implication of this contribution:  

The researcher suggests that studying information sharing in a country can be, along with other 

previously developed indicators, an indicator of the state of fragility of this country. The findings 

of this research are reflective of the fragility of Lebanon, as they show that coordination and 

information sharing are more likely to happen, if they serve the goals and benefits of the sectarian 

group of those sharing the information. This reflects that the Lebanese society is still fragmented 

along sectarian lines. Furthermore, findings have shown that there is external influence exerted on 

the security agencies’ information sharing practices, yet another indicator of a fragile state. The 

security apparatus suffers from several issues including a lack of resources, duplication of roles, 

and political interference, which also mirror the state’s fragility. However, in order to directly link 

state fragility to the suggested indicator groups (IS1, IS2 and IS3), these indicators need to be 

further studied, the possibility to measure them and to compute a score for Information Sharing is 

yet to be researched and validated. A possible Information Sharing score can be combined with 
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the four other scores that the Fund for Peace already calculates (Cohesion, Social, Political and 

Economic) in order to then calculate the overall Fragile State Index for a country.  

 

9.2.3 Third contribution  

 

This contribution is mainly brought on by the documentary research conducted in Chapter Five of 

this thesis. It presents an overview of the security agencies in Lebanon, their roles, how they are 

structured, and what challenges they face. In addition, it presents the security incidents that 

happened in Lebanon from 2005 till 2019. The researcher collated and synthesized documents that 

are in the public domain to develop a framework for understanding the developments of the 

Lebanese security agencies, submerged in sectarian politics, and the current information sharing 

practices among them. This documentary research is a side contribution that was initially 

conducted to further understand the security context in Lebanon before and while conducting 

research interviews. It mapped the security sector of Lebanon, elaborated upon the main agencies 

of this sector, and described the major security incidents that had happened in Lebanon. To create 

such a document that unifies and brings together all this information about the Lebanese security 

agencies, the researcher synthesized, combined, and correlated various scattered legal references 

mostly available in the public domain and online. Additionally, the researcher used unpublished 

reports produced by teams implementing development programmes in Lebanon.  

Implication of this contribution:  

This contribution does not bring new information to the literature about the security sector of 

Lebanon, instead it consolidates and collates interlinked information that is essential to 

understanding the security agencies and the security dynamics in Lebanon, all in a single body of 

documentary work. This contribution can feed into the security sector stakeholder mapping and be 

useful for practitioners of development and security sector reform programmes, who seek to 

implement capacity building and support projects for the security sector of Lebanon.  
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9.3 Limitations of this study  

 

The first and major limitation of this study is that the researcher did not include non-state actors 

while studying information sharing among security agencies of Lebanon. This is considered a 

limitation because there is a major role played by non-state actors in the security scene of Lebanon. 

An example is the role of Hezbollah, who is known to collaborate with the Lebanese army on a 

number of activities especially on the eastern borders with Syria and on the southern borders with 

the occupied territories of Palestine. The researcher chose not to tackle this aspect because of its 

sensitivity, the difficulty of gaining access to interview non-state players in the security scene of 

Lebanon, and the difficulty of having the participants from the security agencies openly discuss 

this topic.  

 

Another limitation of this research is that ISF, LAF, and GS did not grant the researcher access to 

interview participants from their agencies. This can in one way be considered a finding in this 

research, as it may reflect a possible lack of interest in the topic of information sharing coupled 

with a closed-door policy towards research and development initiatives. This is also reflective of 

a lack of information sharing with the public. This limitation was mitigated by interviewing top 

level retired members of these three agencies. The researcher tried to find participants, who had 

not been retired for more than two years, in order to make sure they are not disconnected from the 

current system. Only two exceptions were made with participants, who had been retired for longer 

than two years, because of the critical role they played in their agencies in information sharing and 

coordination with other agencies.  

 

A final limitation was more ethical in nature. The researcher had access to information about 

coordination problems and information sharing issues between security agencies throughout her 

duties as a practitioner in the development and security sector reform field in Lebanon. This 

information was not included in this research, as she could not access it as a researcher. 

Nevertheless, her ‘insider’ information does not contradict the findings of this research. It is rather 

complementary and confirmatory.     
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9.4 Recommendation for future research  

 

The researcher has identified relevant issues related to information sharing and fragile states while 

conducting this research. These issues fall outside the scope of this thesis and can become future 

research directions to be explored. Further research can be useful to prove, contrast, or increase 

the results of this study. For this reason, it can be useful to replicate this research using a different 

case study focusing on another fragile country, to examine if the findings of this thesis can be 

transferable. Another interesting line of future research could be to explore information sharing 

practices in public organizations of fragile states outside the security context and to investigate if 

these observations can also be used as indictors of state fragility. Yet another future research 

direction to explore is the comparison of the results of this thesis to post-conflict states that are not 

fragile, such as Ireland.  

 

Below a consolidate list of recommendations for future studies: 

a) In relation to studying information sharing and security/conflict:  

 

- To study information sharing among security agencies during the conflict period in 

Lebanon (1975 to 1990); 

- To study information sharing among security agencies in a country that currently enjoys 

stable peace and has emerged from conflict for a longer period, knowing that the post-

conflict timeline in the case of Lebanon is less than 30 years (1990 to 2019); 

- To compare this study with similar studies that focused on countries that emerged from a 

sectarian conflict (e.g. Ireland); 

- To study information sharing among security agencies of other conflict and post-conflict 

countries. 

 

b) In relation to studying information sharing and state fragility: 

 

- To study information sharing among public organizations outside the security sector 

(ministries, public administrations, etc.) in Lebanon; 
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- To study information sharing between public organizations and the private sector in 

Lebanon; 

- To study the advances in IT systems in the public sector of Lebanon; 

- To study data protection acts and ethical considerations when dealing with information in 

the public sector of Lebanon;  

- To conduct all the above studies in numerous countries other than Lebanon with different 

fragile state indices for the purpose of striking a fair comparison.  

 

9.5 Concluding comments and Transferability of this study  

 

This research has contributed to the fields of information sharing, fragile states, and security and 

conflict studies. In one view, its strength resides in its ability to link information sharing among 

security agencies to the health of a country emerging from conflict. From another view, it suggests 

information sharing as a new indicator group to the already existing indicators of the Fragile State 

Index developed by the Fund for Peace. Therefore, it recommends that information sharing can be 

considered as a category of indicators for fragile states. In this category, information sharing 

among security agencies (the topic of this thesis) is one way of studying information sharing in 

public organizations and government agencies. Another indicator under this proposed category is 

information sharing between the public and private sectors for community safety and transparency. 

Furthermore, an indicator of data protection acts and their application is also suggested. 

Information sharing among security agencies is also suggested in this research as a tool to study 

the post-conflict ‘recovery’ of a state. The reasoning behind these suggestions were validated and 

presented in the findings of this research. In fact, these findings showed that studying information 

sharing practices among security agencies can help in understanding (1) the security apparatus and 

the relationship between security agencies in a particular context. It also reflects on (2) the 

fragmentation of societies and how this fragmentation impacts state institution practices. 

Moreover, the study of information sharing allowed the researcher to understand (3) the schisms 

between different societal groups resulting from previous conflict(s) and going so far as to indicate 

whether a post-conflict reconciliation has been established or is still needed. While studying these 

aspects, the researcher also realized that this study can hint on (4) the economic situation through 

the presence or absence of human and IT resources (software, hardware, and trained personnel) 
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for information sharing purposes, i.e. it can reflect the technical and intellectual capital of the 

country. Since information sharing has a legal side to its implementation, this study sheds light on 

(5) the advancement in policy making, laws, and regulations and with it (6) the compliance to 

human rights through data protection acts present in the state. Finally, the study of information 

sharing permits (7) the examination of the political vision of the government and whether it is 

more open or closed towards its citizens (transparency), in addition to whether (8) external 

interventions are exerted or not.  

It is worthwhile to note that points (1), (2), and (3) overlap with the cohesion indicators identified 

by the Fund for Peace Fragile State Index, and points (5), (6), (7) and (8) fall under its identified 

political indicators. Moreover, point (4) can be seen to touch upon its economic indicators. This 

overlap between the indicators of the Fragile State Index and what can be deduced from 

information sharing among security agencies, as per the findings of this research, constitute a 

promising starting point to identify the possible link between information sharing among public 

agencies and the fragility of a state emerging from conflict.  

The researcher is optimistic that the case study of Lebanon in this thesis helped to prove the 

presence of a link between public agencies’ information sharing practices and the development of 

civil societies in fragile countries. Additional research in this area is encouraged in order to try and 

confirm or contrast the link that this study suggests between the three themes: information sharing, 

state fragility and development of states and their civil societies post-conflict. The researcher 

argues that the findings of this case study are transferable to similar contexts of developing 

societies that are fragmented on a sectarian basis in countries that are emerging from conflict. 

In conclusion, this thesis is approaching the field of information sharing from a new perspective. 

It connects this field, which gained more attention after the 9/11 attacks, to the field of development 

in fragile states and to the field of conflict studies. Through this critical examination of law 

enforcement agencies’ information sharing practices in a post-conflict context, the researcher 

suggests the transferability of the findings to parallel developing states that have features similar 

to Lebanon, i.e. a country that developed sectarian consociationalism as a remedy for conflict and 

national sectarian fragmentation.  



232 
 

References 
 

 Chasdi, R. J. (2014). A continuum of nation-state resiliency to watershed terrorist events. Armed Forces 

and Society, 40(3), 476-503. 

Abdel-Kader, N. (2007). National Security Reform in Lebanon," in The Role of the Parliament in the 

Development of a National Security Policy. Montreux, Switzerland: UNDP and DCAF. 

Adler, P. A., and Adler, P. (1987). Membership roles in field research (Vol. 6). Sage. 

Akbulut, A. Y., Kelle, P., Pawlowski, S. D., Schneider, H., and Looney, C. A. (2009). To share or not to 

share? Examining the factors influencing local agency electronic information sharing. 

International Journal of Business Information Systems, 4(2), 143−172. 

Al Hashem, N. (2016, October 21). Lebanese Forces . Retrieved from www.lebanese-forces.com: 

https://www.lebanese-forces.com/2016/10/21/security-of-state-najem-hachem/ 

Allen. (2011). Information behavior and decision making in time-constrained practice: A dual-processing 

perspective. Journal of The American Society for Information Science and Technology., 62(11), 

2165-2181. 

Al-Marzouq, S. F. (2016). An exploration of the security dilemma in the Middle East: the impact of the 

transformative power of Iran's foreign policy. Keele University. 

Andersen, L. (2007). What to do? The dilemmas of international engagement in fragile states. In Fragile 

States and Insecure People? (pp. 21-43). Palgrave Macmillan, New York. 

Andeweg, R. B. (2000). Consociational democracy. Annual Review of Political Science, 3(1), 509-536. 

Arab Convention for the Suppression of Terrorism. (1998). Arab Convention on Terrorism. Cairo: 

Council of Arab Ministers of the Interior and the Council of Arab Ministers of Justice. 

Ardichvill, A., Page, V., and Wentling, T. (2003). Motivation and barriers to participation in virtual 

knowledge sharing communities or practice. Journal of Knowledge Management. 7(1), 64−77. 

Argote, L., Ingram, P., Levine, J. M., and Moreland, R. L. (2000). Knowledge transfer in organizations: 

Learning from the experience of others. Organizational Behavior and Human Decision Processes, 

82(1), 1-8. 

Ashforth, B. E., and Mael, F. (1989). Social identity theory and the organization. Academy of 

Management Review, 14(1), 20−39. 

Asselin, M. E. (2003). Insider research: Issues to consider when doing qualitative research in your own 

setting. Journal for Nurses in Professional Development, 19(2), 99-103. 

Atabakhsh, H., Larson, C., Petersen, T., Violette, C., and Chen, H. (2004). Information sharing and 

collaboration policies within government agencies. In Lecture notes in computer science (Vol. 

3073/2004, p. 467−475). Springer: Berlin and Heidelberg. 

Atkinson, P., and A. Coffey. 1997. Analysing Documentary Realities. In: D. Silverman, (Ed.). Qualitative 

Research: Theory, Method and Practice, pp. 45-62, London: Sage Publications. 

AusAid (2002) “Australian Aid: Investing in Growth, Stability and Prosperity,” September.  



233 
 

Austin E.K. (1981) Guidelines for the Developing of Continuing Education merings for Nurses. 

Appleton-Century-Crofts, New York. 

Axtmann, R. (2004). The state of the state: The model of the modern state and its contemporary 

transformation. International Political Science Review, 25(3), 259-279. 

Ayoob, M. (1991) “Review: The Security Problematic of the Third World,” World Politics, 43(2): 257–

283. 

Badie, B., & De Wenden, C. W. (1995). Le défi migratoire: questions de relations internationales. Presses 

de la Fondation nationale des sciences politiques. 

Bailey K.D. (1987) Methods of Social Research 3rd edition. The Free Press, New York. 

Bailey, K.D. (1982). Methods of Social Research (2nd Ed.). New York: Free Press. 

Bailey, K.D. 1994. Methods of Social Research. New York: The Free Press. 

Bajaj, A., and Ram, S. (2003). IAIS: A methodology to enable inter-agency information sharing in e-

Government. Journal of Database Management, 14(4), 59−80. 

Baker, B., & Scheye, E. (2007). Multi-layered justice and security delivery in post-conflict and fragile 

states: Analysis. Conflict, Security & Development, 7(4), 503-528. 

Barakat, H. (1973). Social and political integration in Lebanon: a case of social mosaic. The middle east 

journal, 301-318. 

Barriball, K. L., and While, A. (1994). Collecting data using a semi-structured interview: a discussion 

paper. Journal of Advanced Nursing-Institutional Subscription, 19(2), 328-335. 

Barriball, K. L., and While, A. (1994). Collecting data using a semi-structured interview: a discussion 

paper. Journal of Advanced Nursing-Institutional Subscription, 19(2), 328-335. 

Barua, A., Ravindran, S., and Whinston, A. (2007). Enabling information sharing within organizations. 

Information Technology and Management, 8(1), 31−45. 

Baxter, R. R. (1974). A skeptical look at the concept of terrorism. Akron Law Review, 7(3), 2. 

Bayley D. (1975). The Police and the Political Development in Western Europe in The formation of 

National states in Europe. Princeton University Press. 

Bayley, D. H. (1990). Patterns of policing: A comparative international analysis. Rutgers University 

Press. 

BBC News. (2016, October 31). Lebanon: Michel Aoun elected president, ending two-year stalemate. 

Retrieved from www.bbc.com: https://www.bbc.com/news/world-middle-east-37821597 

Belloncle, E. (2006). Prospects of SSR in Lebanon. Journal of Security Sector Management 4, No.4, 10. 

Bergen, P. L. (2019, June 21). September 11 attacks. Retrieved from Encyclopædia Britannica: 

https://www.britannica.com/event/September-11-attacks 

Berger, P., and Luckmann, T. (1967). The social construction of reality. New York: Anchor Books. 



234 
 

Berlière, J. M. (1991). L’institution policière en France sous la IIIe République (1875-1914). Dijon, 

Université de Bourgogne. 

Bertaux, D. 1981. From the life-history approach to the transformation of sociological practice. In 

Biography and society: The life history approach in the social sciences, ed. by D. Bertaux , 29-45. 

London: Sage. 

Bigo, D. (2000). When two become one: internal and external securitisations in Europe. International 

relations theory and the politics of European integration, power, security and community, 171-

205. 

Bilgin, P. and Morton, A. (2002) “Historicising Representations of “Failed States”:Beyond the Cold War 

Annexation of the Social Sciences?” Third World Quarterly, 23(1): 55–80. 

Black, L. J., Cresswell, A. M., Pardo, T. A., Thompson, F., Canestraro, D. S., and Cook, M. (2002). A 

dynamic theory of collaboration: A structural approach to facilitating intergovernmental use of 

information technology., (p. Paper presented at the Proceedings of the 36th Hawaii International 

Conference on System Sciences). Hawaii, U.S. 

Blanchard, J. M. F., and Lin, K. C. (2018). Governance, Domestic Change, and Social Policy in China. 

Palgrave Macmillan US. 

Bluff, R. (1997). Evaluating qualitative research. British Journal of Midwifery, 5(4), 232-235. 

Blyth, H. (2015). Total Scores Are Not All That They Seem: The Cases of Iran, Lebanon, and Russia. 

Fund for Peace. 

Bock, G., Zmud, R. W., Kim, Y.-G., and Lee, J. -N. (2005b). Behavioral intention formation in 

knowledge sharing: Examining the roles of extrinsic motivators, social–psychological forces, and 

organizational climate. MIS Quarterly, 29(1), 87−111. 

Boege, V., Brown, M. A., & Clements, K. P. (2009). Hybrid political orders, not fragile states. Peace 

Review, 21(1), 13-21. 

Bolgar, H. (1965). The case study method. Handbook of clinical psychology, 28-39. 

Boudreau, M., and Robey, D. (2005). Enacting integrated information technology: A human agency 

perspective. Organization Science, 16(1), 3−18. 

Bowen, J. (2013, June 20). Syrian conflict's sectarian shadow over Lebanon. Retrieved from BBC news: 

https://www.bbc.com/news/world-middle-east-22968851 

Branchflower, A., Hennell, S., Pongracz, S. and Smart, M. (2004) “How Important are Difficult 

Environments to Achieving the MDGs?” PRDE Working Paper No. 2, Poverty Reduction in 

Difficult Environments Team, Policy Division, London: Department for International 

Development. 

Bransford, S. D. (2012). An examination of factors affecting information sharing among law enforcement 

agencies. 

Brattberg, E. (2012). Coordinating for contingencies: Taking stock of post‐9/11 homeland security 

reforms. Journal of Contingencies and Crisis Management, 20(2), 77-89. 



235 
 

Brattberg, E. (2012). Coordinating for contingencies: Taking stock of post‐9/11 homeland security 

reforms. Journal of Contingencies and Crisis Management, 20(2), 77-89. 

Briguglio, L., Cordina, G., Farrugia, N. and Vella, S. (2005) “Conceptualizing and Measuring Economic 

Resilience,” in Satish Chand (ed.) Pacific Islands Regional Integration and Governance, 

Canberra: Australian National University Press. 

Brink P.J. (1989) Issues in reliability and validity. In Qualitative Nursing Research: A Contemporary 

Dialogue (Morse J.M. ed.), Aspen, Rockville, Maryland. 

Brinkerhoff, D. W. (2007). Governance in post-conflict societies: rebuilding fragile states. London: 

Routledge. 

Brown, J. S., and Duguid, P. (1998). Organizing knowledge. California management review, 40(3), 90-

111. 

Brubaker, R. (1995). Aftermaths of empire and the unmixing of peoples: historical and comparative 

perspectives. . Ethnic and racial studies, 18(2), 189-218. 

Burrell, G., and Morgan, G. (1979). Sociological paradigms and organisational analysis: Elements of the 

sociology of corporate life. Routledge. 

Burrell, G., and Morgan, G. (1979). Two dimensions: Four paradigms. Sociological paradigms and 

organizational analysis, 21-37. 

Bush, G. (2002) “The National Security Strategy of the United States of America,” Washington, DC: 

Executive Office of the President. 

Buzan, B. (1983) People, States, and Fear: The National Security Problem in International Relations, 

Chapel Hill: University of North Carolina Press. 

Buzan, B (2007 [1991]) People, States, and Fear: An Agenda for International Security Studies in the 

Post-war Era, Colchester: EPCR Press. 

Byrne, M. 2001. Evaluating the findings of qualitative research. Association of Operating Room Nurses 

Journal 73 (3): 703-706. 

Caballero-Anthony, M. and Emmers, R. (2006) “The Dynamics of Securitization in Asia,” in R. Emmers, 

M. Caballero-Anthony and A. Acharya (eds.) Studying Non-traditional Security in Asia: Issues 

and Trends, Singapore: Marshall Cavendish Academic. 

Canestraro, D. S., Pardo, T. A., Raup-Kounovsky, A. N., and Taratus, D. (2009). Regional 

telecommunication incident coordination: Sharing information for rapid response. Information 

Polity: The International Journal of Government and Democracy in the Information Age, 14(1/2), 

113−126. 

Carment, D., Prest, S., and Samy, Y. (2009). Security, Development and the Fragile State. London: 

Routledge. 

Carment, D., El-Achkar, S., Prest. S. and Samy, Y. (2006a) “The 2006 Country Indicators for Foreign 

Policy: Opportunities and Challenges for Canada,” Canadian Foreign Policy, 13(1): 1–35. 

Carment, D., Samy, Y., and Prest, S. (2008). State fragility and implications for aid allocation: An 

empirical analysis. Conflict Management and Peace Science, 25(4), 349-373. 



236 
 

Case, D. (2006). Information behavior. Annual Review of Science and Technology. 40(1), 293-327. 

Charman, S. (2017). Police Socialisation, Identity and Culture: Becoming Blue. Springer. 

Chau, M., Atabakhsh, H., Zeng, D., and Chen, H. (2001). Building an infrastructure for law enforcement 

information sharing and collaboration: Design issues and challenges. Paper presented at the 

National Conference on Digital Government.  

Chauvet, L. and Collier, P. (2004) Development Effectiveness in Fragile States: Spillovers and 

Turnarounds, Centre for the Study of African Economies, Department of Economics, Oxford 

University, January 2004.  

Chen, and Huang, J. (2007). How organizational climate and structure affect knowledge management. 

The social interaction perspective. International Journal of Information Management, 104-118. 

Chetty, S. (1996). The case study method for research in small- and medium-sized firms. International 

Small Business Journal, 15(1), 73-85. 

Christensen, T., Fimreite, A. L., and Lægreid, P. (2014). Joined-up government for welfare administration 

reform in Norway. Public Organization Review, 14(4), 439-456. 

Citizenship and Integration Canada. (2010). The Current State of Multiculturalism in Canada and 

Research Themes on Canadian Multiculturalism 2008-2010. . Ottawa: Minister of Public Works 

and Government Services Canada. 

Clawson, P., & Eisenstadt, M. (Eds.). (2000). The Last Arab-Israeli Battlefield?: Implications of an Israeli 

Withdrawal from Lebanon. Washington Institute for Near East Policy. 

Cliffe, L. and Luckham, R. (1999) “Complex Political Emergencies and the State: Failure and the Fate of 

the State,” Third World Quarterly, 20(1): 27–50. 

Cliffe, L. (1999). Complex political emergencies and the state: failure and the fate of the state. Third 

World Quarterly, 20(1), 27-50. 

Cohen, W. M., and Levinthal, D. A. (1990). Absorptive capacity: A new perspective on learning and 

innovation. Administrative Science Quarterly, 35(1), 128−152. 

Cohen, D., and Crabtree, B. (2006). Qualitative research guidelines project. 

Coles, R. 1997. Doing documentary work. NY: Oxford. 

Collier, P., Elliot, L., Hegre, H., Hoeffler, A., Reynal-Querol, M. and Sambanis, N. (2003). Breaking the 

conflict trap: Civil war and development policy. World Bank Publications. 

Community, U. S. (2008). Information sharing startegy. Washington: OFFICE OF THE DIRECTOR OF 

NATIONAL INTELLIGENCE. 

Connolly, T., Thorn, B. K., and Heminger, A. (1992). Discretionary databases as social dilemmas. In W. 

Liebrand, D. Messick, and H. Wilke (Eds.), Social dilemmas: Theoretical issues and research 

findings. Oxford: Pergamon. 

Constant, D., Kiesler, S., and Sproull, L. (1994). What's mine is ours, or is it? A study of attitudes about 

information sharing. Information systems research, 5(4), 400-421. 



237 
 

Corm, G. (2005), Le Liban contemporain. Histoire et société, Paris, Éditions La Découverte. Revue des 

mondes musulmans et de la Méditerranée, (111-112), 285-287. 

Creed, W., Douglas, E., and Miles, R. (1996). Trust in organizations: A conceptual framework linking 

organizational forms, managerial philosophies, and the opportunity costs of controls. In R. 

Kramer, and T. R. Tyler, Trust in organizations: Frontiers of theory and research. Thousand Oaks, 

CA: Sage Publications. 

Crelinsten, R. D. (1998). The discourse and practice of counter‐terrorism in liberal 

democracies. Australian Journal of Politics & History, 44(3), 389-413. 

Cress, U., and Kimmerle, J. (2006). Information exchange with shared database as a social dilemma: The 

effect of metaknowledge, bonus systems, and costs. Communication Research, 33(5), 370−390. 

Cresswell, A. M., Pardo, T. A., Canestrato, D. S., Dawes, S. S., and Juraga, D. (2005). Sharing justice 

information: A capability assessment toolkit. Albany, NY: Center for Technology in Government. 

Creswell, J. 1998. Qualitative inquiry and research design: Choosing among five traditions. Thousand 

Oaks, CA: Sage. 

Crotty, M. (1998). The foundations of social research: Meaning and perspective in the research process. 

Sage. 

D.G.G.S. (2018, November 5). Functions of the general security. Retrieved from www.general-

security.gov.lb: http://www.general-security.gov.lb/en/posts/3 

D.G.S.S. (2018, November 5). About State Security / Missions of the General Directorate of State 

Security. Retrieved from www.State-security.gov.lb: http://www.state-

security.gov.lb/en/about.php?d=12 

Daniel, B. (2017, November 15). Most of the world has seen an increase in terrorism — but deaths from 

terror attacks have decreased. Retrieved from Business insider: 

https://www.businessinsider.com/global-terrorism-terrorism-increased-deaths-from-terrorism-

decreased-2017-11 

Davis, F. D. (1989). Perceived usefulness, perceived ease of use, and user acceptance of information 

technology. MIS Quarterly, 13(3), 319−340. 

Dawes, R. M. (1980). Social dilemmas. Annual Review of Psychology, 31, 169−193. 

Dawes, S. S. (1996). Interagency information sharing: Expected benefits, manageable risks. Journal of 

Policy Analysis and Management, 15(3), 377−394. 

Denzin N.K. (1989) The Research Act: A Theoretical Introduction to Sociological Methods 3rd edn. 

Prentice Hall, Englewood Chffs, New Jersey. 

Denzin, Norman K. (1983). Interpretive interactionism. In Gareth Morgan (Ed.), Beyond method: 

Strategies for social research (pp.129-146). Beverly Hills: Sage. 

DiGangi, P., and Wasko, M. (2008). Would you share? Examining how knowledge type and 

communication channel influence knowledge sharing Information Systems. Proceedings of the 

Fourteenth Americas Conference on, (pp. 1-12). 



238 
 

Dirks, K. T., and Ferrin, D. L. (2001). The role of trust in organizational settings. Organization Science, 

12, 450−467. 

dos Santos, E. M. (2008). Implementing interoperability standards for electronic government: An 

exploratory case study of the e-PING Brazilian framework. (Special Section). International 

Journal of Electronic Government Research, 4(3), 103−110. 

Douglas, M. (1970). Natural Symbols. Routledge. 

Drake, D. B., Steckler, N. A., and Koch, M. J. (2004). Information sharing in and across government 

agencies: The role and influence of scientist, politician, and bureaucrat subcultures. Social 

Science Computer Review, 22(1), 67−84. 

Dunn, J., and al. (2002). Dynamics of communication in emergency management. Applied Cognitive 

Psychology, 16(6), 719-737. 

Durgin, M. (2007). Understanding the Importance of and Implementing Internal Security Measures. 

Retrieved from SANS room: 

https://www2.sans.org/reading_room/whitepapers/policyissues/1901.php 

Dworkin, S. L. (2012). Sample size policy for qualitative studies using in-depth interviews. 

Dyer, J. H., and Chu, W. (2003). The role of trustworthiness in reducing transaction costs and improving 

performance: Empirical evidence from the United States, Japan, and Korea. Organization 

Science, 14(1), 57−68. 

Eckstein, H. (1980) “Theoretical Approaches to Explaining Collective Political Violence,” in T. R. Gurr 

(ed.) Handbook of Political Conflict, New York: Free Press. 

Emmel, N., Hughes, K., Greenhalgh, J., and Sales, A. (2007). Accessing socially excluded people—Trust 

and the gatekeeper in the researcher-participant relationship. Sociological Research Online, 12(2), 

1-13. 

Fallows, J., 2007. Declaring Victory. Atlantic Monthly, 9, 60–86 

Fearon, J. and Laitin, D. (2004) “Neotrusteeship and the Problem of Weak States,” International Security, 

28(4): 5–43. 

Fedorowicz, J., Gogan, J. L., and Williams, C. B. (2007). A collaborative network for first responders: 

Lessons from the CapWIN case. Government Information Quarterly, 24(4), 785−807. 

Feil, S. (2002). Building better foundations: security in post-conflict reconstruction. Washington 

Quarterly, 25(4), 97-109. 

Ferreira, I. A. (2017). Measuring state fragility: a review of the theoretical groundings of existing 

approaches. Third World Quarterly, 38(6), 1291-1309. 

Ferreira, I. A. (2017). Measuring state fragility: a review of the theoretical groundings of existing 

approaches. Third World Quarterly, 38(6), 1291-1309. 

Fillottrani, P. R., Calo, K. M., Cenci, K. M., and Estevez, E. C. (2012). Information sharing-benefits. 

Journal of Computer Science and Technology, 12(2), 49-55. 



239 
 

Findlay, M., & Zvekić, U. (Eds.). (1993). Alternative policing styles: Cross-cultural perspectives. 

Deventer: Kluwer. 

Fleming, J., & Wood, J. D. (Eds.). (2006). Fighting crime together: the challenges of policing and security 

networks. UNSW Press. 

Folb, B., and al. (2010). Information practices of disaster preparedness professionals in multidisciplinary 

groups. Proceedings of the American Society for Information Science and Technology., 47(1), 

pp. 1-9. 

Fossey, E., Harvey, C., McDermott, F., and Davidson, L. (2002). Understanding and evaluating 

qualitative research. Australian and New Zealand journal of psychiatry, 36(6), 717-732. 

Fossey, E. , C. Harvey , F. McDermott , and L. Davidson . 2002. Understanding and evaluating 

qualitative research. Australian and New Zealand Journal of Psychiatry 36:717-732. 

Fregonese, S. (2012). Beyond the ‘weak state’: hybrid sovereignties in Beirut. Environment and Planning 

D: Society and Space, 30(4), 655-674. 

Fund for Peace. (2019). Fragile State Index. Washington: Fund for Peace. 

Galtung, J. (1990). Cultural violence. Journal of peace research, 27(3), 291-305. 

Ghani, A., and Lockhart, C. (2009). Fixing failed states: A framework for rebuilding a fractured world. 

Oxford University Press. 

Gil-Garcia, J. R., and Burke, B. (2010). Conceptualizing information integration in government. In J. 

Scholl, Electronic government: Information, technology, and transformation (p. 179−202). 

Armonk, NY: ME Sharpe. 

Gil-Garcia, J. R., and Pardo, T. A. (2005). E-Government success factors: Mapping practical tools to 

theoretical foundations. Government Information Quarterly, 22, 187−216. 

Gil-Garcia, J. R., Chengalur-Smith, I., and Duchessi, P. (2007). Collaborative e-Government: 

Impediments and benefits of information-sharing projects in the public sector. European Journal 

of Information Systems, 16(2), 121−133. 

Gil-Garcia, J. R., P. T., and Burke, G. B. (2007, May 31–June 2). Government leadership in multi-sector 

IT-enabled networks: Lessons from the response to the West Nile virus outbreak. Paper presented 

at the Leading the Future of the Public Sector: The Third Transatlantic Dialogue. Newark, DE: 

University of Delaware. 

Gil-Garcia, J. R., Soon Ae, C., and Janssen, M. (2009). Government information sharing and integration: 

Combining the social and the technical. Information Polity. The International Journal of 

Government and Democracy in the Information Age, 14(1/2), 1−10. 

Gill, P., and Phythian, M. (2018). Intelligence in an insecure world. John Wiley and Sons. 

Gill, P., and Phythian, M. (2012). Intelligence in an insecure world. Cambridge: Polity Press. 

Gómez-Jara, C. (2008). Enemy combatants versus enemy criminal law. Buffalo Criminal Law Review. 

Gomm, R., Hammersley, M., and Foster, P. (Eds.). (2000). Case study method: Key issues, key texts. 

Sage. 



240 
 

Gonzalez, R., Gasco, J., and Llopis, J. (2005). Information systems outsourcing risks: A study of large 

firms. Industrial Management and Data Systems, 105(1-2), 45−62. 

Goodham, J. and Hulme, D. (1999) “From Wars to Complex Political Emergencies: Understanding 

Conflict and Peace-building in the New World Disorder,” Third World Quarterly, 20(1): 13–26. 

Goodman, P. S., and Darr, E. D. (1998). Computer-aided systems and communities: Mechanisms for 

organizational learning in distributed environments. MIS Quarterly, 22(4), 417−440. 

Goodman, L. A. (1961). Snowball sampling. The annals of mathematical statistics, 148-170. 

Gordon R.L. (1975) Interviewing: Strategy, Techniques and Tactics. Dorsey Press, Illinois. 

Gosden, C. (2004). Grid and group. Journal of social archeology, 275-287. 

Gros, J-G. (1996) “Towards a Taxonomy of Failed States in the New World Order: Decaying Somalia, 

Liberia, Rwanda and Haiti,” Third World Quarterly, 17(3): 455–471. 

Guba, E. G., and Lincoln, Y. S. (1994). Competing paradigms in qualitative research. Handbook of 

qualitative research, 2(163-194), 105. 

Gunaratna, R. (2002). Inside Al Qaeda: Global Network of Terror. Columbia University Press. 

Haddad, S. (2010). Fatah al-Islam in Lebanon: Anatomy of a Terrorist Organization. Journal Studies in 

Conflict and Terrorism, 33(6), 548-569. 

Hajjar, S. G. (2002). Hizballah: Terrorism, National Liberation, or Menace? 

Hall, R. H., and Tolbert, P. S. (2004). Organizations: Structures, processes, and outcomes. New York: 

Prentice Hall. 

Hansen, M. T. (1999). The search-transfer problem: The role of weak ties in sharing knowledge across 

organization subunits. Administrative Science Quarterly, 44(1), 82−111. 

Hansen, M. T., Mors, M. L., and LØVÅS, B. (2005). Knowledge sharing in organizations: Multiple 

networks, multiple phases. Academy of Management Journal, 48(5), 776−793. 

Härtwig, J., and Böhm, K. (2006). A Process Framework for an Interoperable Semantic Enterprise 

Environment. Electronic Journal of Knowledge Management, 4(2), 39-48. 

Hassan Ibrahim, N., and Allen, D. (2012). Information sharing and trust during major incidents: Findings 

from the oil industry. Journal of the American Society for Information Science and Technology. 

63(10), 1916-1928. 

Hassan Ibrahim, N., and Allen, D. (2012). Information sharing and trust during major incidents: Findings 

from the oil industry. Journal of the American Society for Information Science and Technology, 

63(10), 1916-1928. 

Hatala, J. -P., and Lutta, J. G. (2009). Managing information sharing within an organizational setting: A 

social network perspective. Performance Improvement Quarterly, 21(4), 5−33. 

Hernandez-Escobedo, G. (2015). Information Sharing in Major Events. Doctoral dissertation, University 

of Leeds. 

Higgins, R., & Flory, M. (Eds.). (1997). Terrorism and international law (p. 265). New York: Routledge. 



241 
 

HiiL Rule of Law Quick Scan Series. (2012). The Rule of Law in Lebanon: prospects and challenges. The 

Hague: Hague Institute for the Internationalisation of Law. 

Hills, A. (2013). Policing post-conflict cities. Zed Books Ltd. 

Hinds, R., and Carter, B. (2015). Indicators for conflict, stability, security, justice and peacebuilding. 

GSDRC6 Helpdesk Research Report 1230, GSDRC, University of Birmingham (Birmingham, 

UK: 2015). 

Hinds, R., and Carter, B. (2015). Indicators for conflict, stability, security, justice and peacebuilding. 

GSDRC6 Helpdesk Research Report 1230, GSDRC, University of Birmingham (Birmingham, 

UK: 2015). 

Hinton, M. S. (2006). The state on the streets: police and politics in Argentina and Brazil. Lynne Rienner 

Publishers, Inc. 

Hoffman, B. (1999). Inside Terrorism. New York: Columbia University Press. 

Hook, L. V. (2016, November 7). Yugoslavian Civil War, 1991-1999. Retrieved from 

oxfordbibliographies.com: http://www.oxfordbibliographies.com/view/document/obo-

9780199791279/obo-9780199791279-0118.xml 

Hooker, V. M. (2004). Islamic perspectives on the new millennium. Institute of Southeast Asian Studies. 

Horowitz, D. (1985) Ethnic Groups in Conflict, Berkeley: University of California Press. 

House-of-Representatives-Committee-on-Government-Reform. (2006). The need to know: information 

sharing, lessons for disaster response. Washington: U.S Goverment Printing Office. 

Hroub, k. (2018). End the Arab-Iranian tug-of-war. qantara.de. 

Huang, J. C., Newell, S., Galliers, R., and Pan, S. L. (2005). Dangerous liaisons? Component based 

development and organizational subculture. IEEE Transactions on Engineering Management, 

50(1), 89−99. 

Hugues, É. (2004). La notion de terrorisme en droit international: en quête d'une définition juridique. 

Université du Québec à Montréal, 2004. 

Ignatieff, M. (2002) “Intervention and State Failure,” Dissent, 49(115): 115–123.  

Information International. (2013, December 09). General Directorate of General Security: From the 

Maronite to the Shia’a. The Monthly. Retrieved from http://monthlymagazine.com/article-

print_982_print 

Internal Security Forces. (2018, November 12). Internal Security Forces official website. Retrieved from 

www.isf.gov.lb: http://www.isf.gov.lb/en 

International Commission on Intervention and State Sovereignty (ICISS) (2001) The Responsibility to 

Protect: Report of the International Commission on Intervention and State Sovereignty, Ottawa: 

IDRC. 

INTERPOL. (2018, November 20). Asia and South pacific: Lebanon. Retrieved from www.interpol.int: 

https://www.interpol.int/Member-countries/Asia-South-Pacific/Lebanon 



242 
 

J.M., I., and al. (2007). Organizational behavior and management. Irwin Professional Pub. 

Jackson, R. H. (1990) Quasi-states: Sovereignty, International Relations, and the Third World, 

Cambridge: Cambridge University Press. 

Jarvenpaa, and Staples, D. (2000). The use of collaborative electronic media for information sharing: An 

exploratory study of determinants. The Journal of Strategic Information Systems, 9(2–3), 

129−154. 

Jarvenpaa, and Staples, D. (2001). Exploring perceptions of organizational ownership of information and 

expertise. Journal of Management Information Systems, 18(1), 151-184. 

Jian, G., and Jeffres, L. W. (2006). Understanding employees' willingness to contribute to shared 

electronic databases: A three-dimensional framework. Communication Research, 33(4), 242−261. 

Job, B (ed.) 1992. The Insecurity Dilemma, Boulder, CO: Lynn Rienner. Kaplan, S. (2008) Fixing Fragile 

States: A New Paradigm for Development, New York: Praeger. 

Johnson, R. B., Onwuegbuzie, A. J., & Turner, L. A. (2007). Toward a definition of mixed methods 

research. Journal of mixed methods research, 1(2), 112-133. 

Jones, S., Dobbins, J., Byman, D., Chivvis, C., Connable, B., Martini, J., Chandler, N. (2017). Rolling 

back the Islamic state. Santa Monica, Calif: RAND Corporation. 

Jones, S., Wilson, J., Rathmell, A., and Riley, K. (2005). Establishing Law and Order after Conflict. 

RAND Corporation. 

Juneau, T. (2009). Power, perceptions, Identity and Factional Politics: A neoclassical realist analysis of 

Iranian foreign policy 2001-2007. the annual meeting of the Canadian Political Science 

Association, (pp. 1-14). Ottawa, Ontario. 

Kanuha, V. K. (2000). “Being” native versus “going native”: Conducting social work research as an 

insider. Social work, 45(5), 439-447. 

Kaplan, S. (2008) Fixing Fragile States: A New Paradigm for Development, New York:Praeger. 

Kellogg, K. C., Orlikowski, W. J., and Yates, J. (2006). Life in the trading zone: Structuring coordination 

across boundaries in post-bureaucratic organizations. Organization Science, 17(1), 22−44. 

Kerr, M. (2006). Imposing power-sharing: conflict and coexistence in Northern Ireland and Lebanon. 

Dublin: Irish Academic Press. 

Kettl, D. F. (2003). Deficit politics: The search for balance in American politics. Longman Publishing 

Group. 

Kettl, D. F. (Ed.). (2004). Environmental governance: a report on the next generation of environmental 

policy. Brookings Institution Press. 

Kim, S., and Lee, H. (2006). The impact of organizational context and information technology on 

employee knowledge-sharing capabilities. Public Administration Review, 66(3), 370−385. 

Kimble, C., and Bourdon, I. (2008). Some success factor for the communal management of knowledge. 

International Journal of Information Management, 461-467. 



243 
 

Kirk-Smith, M., and Dingley, J. (2009). Countering terrorism in Northern Ireland: the role of intelligence. 

Small Wars and Insurgencies, 551-573. 

Klischewski, R., and Scholl, H. J. (2006). Information quality as a common ground for key players in e-

Government integration and interoperability. Paper presented at the Hawaii International 

Conference on System Sciences (HICSS-39). Hawaii. 

Klischewski, R., and Scholl, H. J. (2008). Information quality as capstone in negotiating e-Government 

integration, interoperation and information sharing. Electronic Government, an International 

Journal, 5(2), 203−225. 

Knio, K. (2008). Is political stability sustainable in post-‘Cedar Revolution’ Lebanon? Mediterranean 

Politics, 13(3), pp. 445–451. 

Knudsen, A. (2010). Acquiescence to assassinations in post-civil war Lebanon? Mediterranean Politics, 

15(1), 1-23. 

Kolekofski, K. E., and Heminger, A. R. (2003). Beliefs and attitudes affecting intentions to share 

information in an organizational setting. Information Management, 40, 521−532. 

Krasner, S. (2002) “Troubled Societies, Outlaw States, and Gradations of Sovereignty,” Department of 

Political Science, Stanford University, July 20. 

Krayem, H. (1997). The Lebanese civil war and the Taif Agreement. Conflict resolution in the Arab 

world: Selected essays, 411-436. 

Kriesberg, L. (2006). Assessing past strategies for countering terrorism in Lebanon and by Libya. Peace 

and Conflict Studies, 13(1), 1-20. 

Kumar, K., Dissel, H. G., and Bielli, P. (1998). The merchant of Prato—Revisited: Toward a third 

rationality of information systems. MIS Quarterly, 22(2), 199−227. 

LAHNEMAN, W. (2004). Knowledge-Sharing in the Intelligence Community After 9/11. International 

Journal of Intelligence and CounterIntelligence, 17(4), 614-633. 

Lahneman, W. J. (2004). Knowledge-sharing in the intelligence community after 9/11. International 

Journal of Intelligence and Counterintelligence, 17(4), 614-633. 

Lake, D., and Rothchild, D. (1998). The International Spread of Ethnic Conflict: Fear, Diffusion, and 

Escalation. Princeton, N.J: Princeton University press. 

Lam, W. (2005). Barriers to e-Government integration. Journal of Enterprise Information Management, 

18(5/6), 511−530. 

Landsbergen, D. J., and Wolken, G. J. (1998). Eliminating legal and policy barriers to interoperable 

government systems. Washington, DC: Intergovernmental Enterprise. Panel, Office of 

Information Resources Management, Department of Veterans Affairs, http://iep.fedworld.gov/. 

Landsbergen, D. J., and Wolken, G. J. (2001). Realizing the promise: Government information systems 

and the fourth generation of information technology. Public Administration Review, 61(2), 

206−220. 

Laqueur, W. (1986). Reflections on terrorism. Foreign Affairs., 65, 86. 



244 
 

Lazer, D., and Maria, C. B.-S. (2005). Information sharing in e-Government projects: Managing novelty 

and cross-agency cooperation. Report for IBM endowment for the business of government. VA: 

Arlington. 

Lee, J., and Rao, H. R. (2007). Exploring the causes and effects of inter-agency information sharing 

systems adoption in the anti/counter-terrorism and disaster management domains. (p. Paper 

presented at the The 8th Annual International Conference on Digital Government Research). 

Philadelphia, PA: Bridging Disciplines and Domains. 

Levin, D. Z., and Cross, R. (2004). The strength ofweak ties you can trust: Themediating role of trust in 

effective knowledge transfer. Management Science, 50(11), 1477−1490. 

Li, J., and al., e. (2007). Prediction of information sharing behavior in China: understanding the cultural 

and social determinants. 40th Annual Hawaii International Conference on Systems Sciences.  

Li, S., and Lin, B. (2006). Accessing information sharing and information quality in supply chain 

management. Decision Support Systems, 42(3), 1641−1656. 

Li, J. P., Shin, S. K., and Sanders, G. L. (2007, January). Prediction of information sharing behavior in 

China: Understanding the cultural and social determinants. In 2007 40th Annual Hawaii 

International Conference on System Sciences (HICSS'07) (pp. 187a-187a). IEEE. 

Li, Q., and Schaub, D. (2004). Economic Globalization and Transnational Terrorist Incidents: A Pooled 

Time Series Analysis. Journal of Conflict Resolution, 48(2), 230–258. 

Lijphart, A. (1969). Consociational Democracy. World Politics 21, no. 2, 207-25. 

Loden, A. (2007). Civil society and security sector reform in post-conflict Liberia: Painting a moving 

train without brushes. The International Journal of Transitional Justice, 1(2), 297-307. 

Luna-Reyes, L. F., Andersen, D. F., Richardson, G. P., Pardo, T. A., and Cresswell, A. M. (2007). 

Emergence of the governance structure for information integration across governmental agencies: 

A system dynamics approach. Paper presented at The 8th Annual International Conference on 

Digital Government Research. Philadelphia, PA: Bridging Disciplines and Domains. 

Mahan, S., and Griset, P. L. (2008). Terrorism in perspective. Sage. 

Majzoub, S. (2016, March 7). Multiculturalism Is A Canadian Success Story. Retrieved from The 

Huffington Post: https://www.huffingtonpost.ca/samer-majzoub/multiculturalism-in-

canada_b_9388576.html 

Makdisi, S., and Sadaka, R. (2003). The Lebanese Civil War, 1975-1990. Beirut: American University of 

Beirut, Institute of Financial Economics. 

Malaeb, B. (2018). State fragility in Lebanon: Proximate causes and sources of resilience. International 

Growth Centre’s Commission on State Fragility, Growth and Development. 

Mallat, C. (1997). The Lebanese legal system. The Lebanon report, 29-36. 

Malvesti, M. L. (2002). Bombing bin Laden: Assessing the effectiveness of air strikes as a counter-

terrorism strategy. Fletcher F. World Aff., 26, 17. 

Malvesti, M. (2001). Explaining the united states' decision to strike back at terrorists. Terrorism and 

Political Violence, 13(2), 85-106. 



245 
 

Mansfield, E. and Snyder, J. (1995) “Democratization and the Danger of War,” International Security, 

20(1): 5–38. 

Manwaring, M. (2002) “The New Global Security Landscape: The Road Ahead,” Low Intensity Conflict 

and Law Enforcement, 11(2/3): 190–209. 

Marcella, R., and Baxter, G. (2006). Information interchange. Theories of information behavior. 204-209. 

Marenin, O. (Ed.). (1996). Policing change, changing police: international perspectives (Vol. 14). Taylor 

& Francis. 

Marks, P., Polak, P., McCoy, S., and Galletta, D. (2008). Sharing knowledge. Communications of the 

ACM, 51(2), 60−65. 

Marouf, L. (2007). Social networks and knowledge sharing in organizations: a case study. Journal of 

Knowledge Management., 11(6), 110-125. 

Marshall, C. C., and Bly, S. (2004). Sharing encountered information: Digital libraries get a social life. 

Paper presented at the International Conference on Digital Libraries, Proceedings of the 4th 

ACM/IEEE-CS joint conference on Digital Libraries. Tuscon, AZ. 

Martin, J. (1992). Cultures in organizations: Three perspectives. Oxford: Oxford University Press. 

Matusitz, J. (2012). Terrorism and communication. Sage. 

McGillivray, M. (2005) “Aid Allocation and Fragile States,” background paper for the Senior Level 

Forum on Development Effectiveness in Fragile States, January 13–14, 2005, London, January. 

Merriam, S. B. (2009). Qualitative research: A guide to design and implementation (2nd ed.). San 

Francisco, CA: Jossey-Bass. 

Migdal, J. (1988) Strong Societies and Weak States: State–society Relations and State Capabilities in the 

Third World, Princeton, NJ: Princeton University Press. 

Miles, M. B., Huberman, A. M., Huberman, M. A., and Huberman, M. (1994). Qualitative data analysis: 

An expanded sourcebook. sage. 

Miller, P. E. (2005). How can we improve information sharing among local law enforcement agencies. 

NAVAL POSTGRADUATE SCHOOL MONTEREY CA. 

Mishra et al. 2011a. Activity Theory as a Methodological and Analytical Framework for Information 

Practices in Emergency Management. Information Systems for Crisis Response and Management 

(ISCRAM). Available Online at: 

http://www.iscramlive.org/ISCRAM2011/proceedings/papers/140.pdf. 

Mishra et al. 2011b. Information sharing during multi--‐agency major incidents. Proceedings of the 

American Society for Information Science and Technology. 48(1), pp.1-10. 

Mohammadzadeh, H. (2016). The causes of ethnic conflict in Multi-ethnic societies. World scientific 

news, 156-166. 

Monteiro, L. F., Arvidsson, N., and Birkinshaw, J. (2008). Knowledge flows within multinational 

corporations: Explaining subsidiary isolation and its performance implications. Organization 

Science, 19(1), 90−107. 



246 
 

Morse, J. M. (2000). Determining sample size. 

Morse, J. M., and Field, P. A. (1995). Qualitative research methods for health professionals (Vol. 2). 

Thousand Oaks, CA: SAGE publications. 

Mugo, F.W. 2011. Sampling in Research. Thoasand Oaks: Sage Publications. 

Muhren, W. e. (2008). Information sharing models and interoperability. unpublished. 

Muhren, W. et al. 2008. Information sharing models and interoperability. Unpublished. 

Murtada, R. (2018, September 27). Al Akhbar.com. Retrieved from al-akhbar: https://al-

akhbar.com/Politics/258667 

Nabulsi, K. (2005). Traditions of war: occupation, resistance and the law. Oxford: OUP Oxford. 

Nashabe, O. (2009). Security Sector Reform in Lebanon. Beirut: The Arab Reform Initiative. 

Nashabe, O. (2009). Security sector reform in Lebanon. Beirut: The Arab reform initiative. 

National Commission on Terrorist Attacks. (2004). The 9/11 Commission report: Final report of the 

National Commission on terrorist attacks upon the United States. New York, NY: W.W. Norton 

Nonaka, I., and Takeuchi, H. (1995). The knowledge creating company. New York: Oxford University 

Press. 

Noyes, A. (2013). Securing Reform? Power Sharing and Civil-Security Relations in Kenya and 

Zimbabwe. African Studies Quarterly, 13(4), 27-52. 

Noyes, A. (2013). Securing Reform? Power Sharing and Civil-Security Relations in Kenya and 

Zimbabwe. African Studies Quarterly, 13(4), 27-52. 

O’Donnell, G. and Schmitter, P. (1986) Transitions from Authoritarian Rule: Tentative Conclusions about 

Uncertain Democracies, Baltimore: Johns Hopkins University Press. 

O’Donnell, G. (1994) “Delegative Democracy,” Journal of Democracy, 5(1): 55–69. 

O’Leary, B. (2002). Consociation:" What We Know or Think We Know and What We Need to Know,". 

Conference on National and Ethnic Conflict Regulation at the University of Western Ontario.  

Oakley, A. (1981). Interviewing women: A contradiction in terms. Roberts H. (ed). 1981. Doing Feminist 

Research. London: Routledge and Kegan Paul 30-61. 

OECD (2001a) “The DAC Guidelines: Helping Prevent Violent Conflict,” Paris: OECD. 

OECD (2001b) “Poor Performers: Basic Approaches for Supporting Development in Difficult 

Partnerships – Note by the Secretariat,” OECD DAC. 

O'neill, B. E. (2005). Insurgency and Terrorism (p. 143). Brassey's. 

Onwuegbuzie, A. J., & Leech, N. L. (2005). On becoming a pragmatic researcher: The importance of 

combining quantitative and qualitative research methodologies. International journal of social 

research methodology, 8(5), 375-387. 

O'Shea, L. (2014). Police reform and state-building in Georgia, Kyrgyzstan and Russia (Doctoral 

dissertation, University of St Andrews). 



247 
 

Otjacques, B., Hitzelberger, P., and Feltz, F. (2007). Interoperability of e-Government information 

systems: Issues of identification and data sharing. Journal of Management Information Systems, 

23(4), 29−51. 

Oxford dictionnary . (2018, November 12). Dictionary. Retrieved from OxfordDictionaries.com: 

https://en.oxforddictionaries.com/definition/terrorism 

Packer, M. J. (1999). Critical interpretive research: An introduction. Retrieved from 

http://www.mathcs.duq.edu/~packer/IR/IRlogic.html 

Panić, M. (2008). Post-Conflict Countries: Aid Effectiveness and Permanent Peace. Cambridge: 

University of Cambridge. 

Pardo, T. A., and Tayi, G. K. (2007). Interorganizational information integration: A key enabler for 

digital government. Government Information Quarterly, 24(4), 691−715. 

Pardo, T. A., Cresswell, A. M., Dawes, S. S., and Burke, G. B. (2004). Modeling the social and technical 

processes of interorganizational information integration. Hawaii International Conference on 

System Sciences (HICSS-37). Hawaii. 

Pardo, T. A., Cresswell, A. M., Thompson, F., and Zhang, J. (2006). Knowledge sharing in cross-

boundary information system development in the public sector. Information Technology and 

Management, 7(4), 293−313. 

Pardo, T. A., Gil-Garcia, J. R., and Burke, G. B. (2006). Building response capacity through cross-

boundary information sharing: The critical role of trust (Vol. 3). Amsterdam: IOS Press. 

Park, J. -Y., and Kim, J. S. (2005). The impact of IS sourcing type on service quality and maintenance 

efforts. Information Management. 42(2), 261−274. 

Perren, L., and Ram, M. (2004). Case-study method in small business and entrepreneurial research: 

Mapping boundaries and perspectives. International Small Business Journal, 22(1), 83–101. 

Perri, B., C., R. C., Warren, A., and Heeney, C. (2007). Institutional shaping of interagency working: 

Managing tensions between collaborative working and client confidentiality. Journal of Public 

Administration Research and Theory, 17(3), 405−434. 

Pesic, V. (1994). Remarks to the Institute on Global Conflict and Cooperation (IGCC). Working Group 

on the International Spread and Management of Ethnic Conflict. 

Pettigrew, K. E., Fidel, R., and Bruce, H. (2001). Conceptual frameworks in information behavior. 35, pp. 

43-78. Annual review of information science and technology (ARIST). 

Pfeffer, J. (1981). Political strategies and tactics. Power in organizations. Boston, MA: Putnam. 

Platt, Jennifer. (1992). “‘Case study’ in American methodological thought”. Current Sociology, 40, 17–

48. 

Polanyi, M. (1966). The tacit dimension. London, UK: Routledge and Kegan Paul. 

Polit, D.F. and B.P. Hungler. 1991. Nursing Research. Principles and Methods. Philadelphia: J.B. 

Lippincott Company. 



248 
 

Ponelis, S. R. (2015). Using interpretive qualitative case studies for exploratory research in doctoral 

studies: A case of Information Systems research in small and medium enterprises. International 

Journal of Doctoral Studies, 10(1), 535-550. 

Ponterotto, J. G. (2005). Qualitative research in counseling psychology: A primer on research paradigms 

and philosophy of science. Journal of counseling psychology, 52(2), 126. 

Prime Minister’s Strategy Unit (PSU) (2005) “Investing in Prevention: An International Strategy to 

Manage Risks of Instability and Improve Crisis Response,” a Prime Minister’s Strategy Unit 

Report to the Government of the United Kingdom. February. 

Quandt, W. B. (2010). Peace process: American diplomacy and the Arab-Israeli conflict since 1967. 

Brookings Institution Press. 

Rabin, R. (211). Religion, National Identity, and Confessional Politics in Lebanon: The Challenge of 

Islamism. Springer. 

Razavi, M. N., and Iverson, L. (2006). A grounded theory of information sharing behavior in a personal 

learning space. Paper presented at the Computer Supported Cooperative Work, Proceedings of the 

2006 20th Anniversary Conference on Computer Supported Cooperative Work.  

Reagans, R., and McEvily, B. (2003). Network structure and knowledge transfer: The effects of cohesion 

and range. Administrative Science Quarterly, 48(2), 240−267. 

Reinares, F. (2009). After the Madrid bombings: Internal security reforms and prevention of global 

terrorism in Spain. Studies in Conflict and Terrorism, 32(5), 367-388. 

Rice, S. E., and Patrick, S. (2008). Index of state weakness in the developing world (p. 14). Washington, 

DC: Brookings Institution. 

Richardson, S., and Asthana, S. (2005). Policy and legal influences on inter-organisational information 

sharing in health and social care services. Journal of Integrated Care, 13(3), 3-10. 

Richardson, S., and Asthana, S. (2006). Inter-agency information sharing in health and social care 

services: the role of professional culture. British Journal of Social Work, 36, 657-669. 

Richardson, S. A., Dohrenwend, B. S., and Klein, D. (1965). Interviewing: Its forms and functions. Basic 

Books. 

Ring, P. S., and Perry, J. L. (1985). Strategic management in public and private organizations: 

Implications of distinctive contexts and constraints. Academy of Management Review, 10(2), 

267−287. 

Rioux. (2004). Information Acquiring-and-sharing in Internet-based Environments: An Exploratory Study 

of Individual User Behaviors. Doctor of Philosophy thesis, The University of Texas. 

Risks International. (1985). Major Incidents of Terrorism: 1970–1984. Alexandria: VA: Risks 

International. 

Rohrbaugh, J. (1981). Operationalizing the competing values approach: Measuring performance in the 

employment service. Public Productivity Review, 5(2), 141−159. 

Rotberg, R. I. (Ed.). (2004). State failure and state weakness in a time of terror. Brookings Institution 

Press. 



249 
 

Rotberg, R. (2003) State Failure and State Weakness in a Time of Terror, Washington, DC: Brookings 

Institution Press. 

Rotberg, R. I. (2004). State failure and state weakness in a time of terror. Brookings Institution Press. 

Rousseau, D. M., Sitkin, S. B., Burt, R. S., and Camerer, C. (1998). Not so different after all: A cross-

discipline view of trust. Academy of Management Review, 23(3), 393−404. 

Rubin, H. J., and Rubin, I. S. (2011). Qualitative interviewing: The art of hearing data. Sage. 

Ruby, C. L. (2001). The definition of terrorism. Analyses of social issues and public policy, 9-14. 

Rummel, R. (1976) Understanding Conflict and War, Vol. II. The Conflict Helix, Beverly Hills, CA: 

Sage Publications. 

Russett, B. M. (1995) Grasping the Democratic Peace: Principles for a Post-Cold War World, Princeton, 

NJ: Princeton University Press. 

Saab, Y. B. (2008). Al-Qa`ida’s Presence and Influence in Lebanon. CTC Sentinel, 1(12). 

Salamey, I. (2009). Failing consociationalism in Lebanon and integrative options. International Journal of 

Peace Studies, 14(2). 

Salem, P. (2008). The Middle East: Evolution of a Broken Regional Order. Retrieved from Carnegie 

Middle East Center, Carnegie Papers, [Online]: <http://www.carnegieendowment.org 

/files/cmec9_salem_broken_order_final.pdf> [Accessed 22 February 2011]. 

Salem, P. (2012, May 17). Lebanon Edges Closer to Syrian Crisis. Retrieved from carnegie Europe: 

http://carnegieeurope.eu/publications/?fa=48148andreloadFlag=1 

Saliba, A. (2012). The Security Sector in Lebanon. Beirut: Carnegie Endowment for Internation Peace. 

Sandelowski, M. (1995). Sample size in qualitative research. Research in nursing and health, 18(2), 179-

183. 

Santini, R. H., and Tholens, S. (2018). Security Assistance in a Post-interventionist Era: The Impact on 

Limited Statehood in Lebanon and Tunisia. Small Wars and Insurgencies, 491-514. 

Saunders, M. L., and Lewis, P. (2009). P. and thornhill, a. (2009). Research methods for business 

students, 4. 

Savolainen, R. (2007). Information behavior and information practice: reviewing the "umbrella concepts" 

of information-seeking studies. Library Quaterly, 77(2), 109-132. 

Savolainen, R. (2009). Small world and information grounds as contexts of information seeking and 

sharing. Library and Information Science Research, 31(1), 38-45. 

Savolainen, R. (2011). Asking and sharing information in the blogosphere: the case of slimming blogs. 

Library and Information Science Research, 33(1), 73-79. 

Sayigh, Y. (2009). Fixing Broken Windows. Security Sector Reform in Palestine, Lebanon and Yemen. 

Washington: Carnegie Endowment for International Peace. 

Schaakxs, K. (2012). Multicultural Society; Myth or Reality? Nijmegen: Radboud University. 



250 
 

Schein, E. H. (2004). Organizational culture and leadership (3rd ed.). San Francisco, CA: Jossey-Bass. 

Schelling, T. C. (1960). The Strategy of Conflict. Harvard university press. 

Schmid, A. P., & Crelinsten, R. D. (Eds.). (1993). Western responses to terrorism (Vol. 4, No. 4). 

Psychology Press. 

Schmitt, C. (2005). Political theology: Four chapters on the concept of sovereignty. University of Chicago 

Press. 

Schofield, J. W. (2002). Increasing the generalizability of qualitative research. The qualitative researcher's 

companion, 171-203. 

Schofield, J. W. (2002). Increasing the generalizability of qualitative research. The qualitative researcher's 

companion, 171-203. 

Scholl, H. J. (1999). Knowledge management and the vital organization. In R. Berndt, Management 

strategien 2000. Berlin: Springer. 

Schooley, B. L., and Horan, T. A. (2007). Towards end-to-end government performance management: 

Case study of interorganizational information integration in emergency medical services (EMS). 

Government Information Quarterly, 24(4), 755−784. 

Shamir, B. (1990). Calculations, values, and identities: The sources if collectivistic work motivation. 

Human Relations, 43, 313−332. 

Sharkie, R. (2005). Precaurious under the new psychological contract: the effect on trust and the 

willingness to converse and share knowledge. Knowledge Management Research and Practice, 

37-44. 

Shaughnessy, J. J., and Zechmeister, E. B. (1985). Surveys and questionnaires. Research methods in 

psychology. 

Sieber, S. D. (1973). The integration of fieldwork and survey methods. American journal of 

sociology, 78(6), 1335-1359. 

SILVERMAN, D. (2000) Doing Qualitative Research: A Practical Handbook, Sage, London 

Sinclair, A. (2003). An Anatomy of Terror: A History of Terrorism. London: Macmillan. 

Skoczylis, J. (2014). The local prevention of terrorism in strategy and practice:‘Contest’a new era in the 

fight against terrorism (Doctoral dissertation, University of Leeds). 

Smaira, D. (2014). Changing Security:Theoretical and Practical Discussions. The Case of Lebanon. 

Durham theses, Durham Univeristy. 

Smith H.W. (1975) Strategies of Social Research: methodological imagination. Prentice Hall 

International, London 

Sonnenwald, and al., e. (2004). Designing to support situation awareness across distance: an example 

from scientific collaboratory. Information Processing and Management, 40(3), 989-1011. 



251 
 

Sonnenwald, and Pierce, L. (2000). Information behavior in dynamic group work contexts: interwoven 

situational awareness, dense social networks and contested collaboration in command and 

control. Information Processing and Management, 36, 461-479. 

Sonnenwald, D. H. (2006). Challenges in sharing information effectively: examples from command and 

control. Information Research, 11(4), 1. 

Sonnenwald, D. H., and Pierce, L. G. (2000). Information behavior in dynamic group work contexts: 

interwoven situational awareness, dense social networks and contested collaboration in command 

and control. Information Processing and Management, 36(3), 461-479. 

Sproat, P. A. (1997). An investigation of the concept of state terrorism (Doctoral dissertation, Newcastle 

University). 

Stasser, G., and al. (2000). Pooling unshared information: The benefits of knowing how access to 

information is distributed among group members. Organizational Behavior and Human Decision 

Processes, 82(1), 102-116. 

Stasser, G., and Titus, W. (1985). Pooling of Unshared Information in Group Decision Making: Biased 

Information Sampling During Discussion. Journal of Personality and Social Psychology, 48(6), 

1467-1478. 

Stenmark, D. (2002). Information vs. knowledge: The role of Intranets in knowledge management 

Sciences (HICSS-35). Paper presented at the Hawaii International Conference on System. Big 

Island, Hawaii. 

Stewart, F. and Fitzgerald, V. (2001) War and Underdevelopment: The Economic and Social 

Consequences of Conflict, Oxford: Oxford University Press. 

Strategic Planning team, ISF. (2008). ISF Strategic Review. Beirut: Internal Security Forces. 

Sullivan, W. E., and Ngwenyama, O. K. (2005). How are the public sector organizations managing IS 

outsourcing risks? An analysis of outsourcing guidelines from three jurisdictions. The Journal of 

Computer Information Systems, 45(3), 73−87. 

Syria Needs Analysis Project. (2013). Lebanon baseline information. UNHCR. 

Tajfel, H., and Turner, J. C. (1979). An integrative theory of intergroup conflict. In W. G. Austin, and S. 

Worchel, The social psychology of intergroup relations (p. 33−47). Monterey, CA: Brooks/Cole. 

Talja, and Hansen, P. (2006). Information sharing. In A. Spink, and C. Cole (Eds.), New directions in 

human information behavior (pp. 113-134). Dordrecht, The Netherlands: Springer. 

Tashakkori, A., & Teddlie, C. (2003). Issues and dilemmas in teaching research methods courses in social 

and behavioural sciences: US perspective. International journal of social research 

methodology, 6(1), 61-77. 

Taylor, B. D. (2011). State building in Putin’s Russia: Policing and coercion after communism. 

Cambridge University Press. 

Telhami, S., and Barnett, M. (. (2002). Identity and Foreign Policy in the Middle East. Ithaca: Cornell 

University Press. 

The Lebanese National Pact (1943).  الوطني اللبنانيالميثاق  



252 
 

Tholen, B. (2018). Bridging the gap between research traditions: on what we can really learn from 

Clifford Geertz. Critical Policy Studies, 12(3), 335-349. 

Tholens, S. (2017). Border management in an era of ‘statebuilding lite’: security assistance and 

Lebanon’s hybrid sovereignty. International Affairs, 93(4), 865-882. 

Thomas, D. R. (2006). A general inductive approach for analyzing qualitative evaluation data. American 

journal of evaluation, 27(2), 237-246. 

Thorpe, R., and Holt, R. (Eds.). (2007). The Sage dictionary of qualitative management research. Sage. 

Tomja, A. (2014). Polarity and International System Consequences. Interdisplinary Journal of Research 

and Development, 57-61. 

Torres, M. and Anderson, M. (2004) “Fragile States: Defining Difficult Environments for Poverty 

Reduction,” PRDE Working Paper No. 1, August.  

Trafford, V., and Leshem, S. (2008). Steppingstone to Achieving your Doctorate. Open University Press 

(OUP) McGraw-Hill Education. 

Treece, E.W. and J.w. Treece. 1982. Elements of Research in Nursing. St. Louis: The C.V. Mosby 

Company. 

Tsai, W. (2001). Knowledge transfer in intraorganizational networks: Effects of network position and 

absorptive capacity on business unit innovation and performance. Academy of Management 

Journal, 44(5), 996−1004. 

Tsai, W. (2002). Social structure of ‘coopetition’ within a multiunit organization: Coordination, 

competition, and intraorganizational knowledge sharing. Organization Science, 13(2), 179−190. 

Turton, D. (. (2003). War and ethnicity: global connections and local violence (Vol. 2). Boydell and 

Brewer Ltd. 

Ullman, R. (1983) “Redefining Security,” International Security, 8(1): 129–153. 

UN High Commissioner for Refugees. (2019). UNHCR Lebanon Factsheet, January 2019. UNHRC. 

United Nations (1994) Human Development Report, United Nations, New York. 

Unluer, S. (2012). Being an insider researcher while conducting case study research. Qualitative Report, 

17, 58. 

Uvin, P. (2001) “Difficult Choices in the New Post-Conflict Agenda: The International Community in 

Rwanda after the Genocide,” Third World Quarterly, 22(2): 177–189. 

Vallings and Moreno-Torres (2005) “Drivers of Fragility: What Makes States Fragile?” UK DfID PRDE 

Working Paper No. 7. 

Venkatesh, V., Morris, M. G., Davis, G. B., and Davis, F. D. (2003). User acceptance of information 

technology: Toward a unified view. MIS Quarterly, 27(3), 425−478. 

Vladisavljević, N. (2004). Yugoslavia’s successor states. In P. Calvert, Border and territorial disputes of 

the world (pp. 390-398). London: John Harper Publishing. 



253 
 

Waever, O. (1995) “Securitization and Desecuritization,” in R. Lipshutz (ed.) On Security, New York: 

Columbia University Press. 

Wagner, M. (2004). Country Report on Canada. TERRORISM AS A CHALLENGE FOR NATIONAL 

AND INTERNATIONAL LAW: SECURITY VS. LIBERTY. 

Wakefield, A. (2011). Undertaking a criminological literature review. In P. Davies, and P. Francis, Doing 

criminological research (pp. 78-98). London: SAGE Publications Limited. 

Walsh, J. I. (2012). The international politics of intelligence sharing. New York: Columbia University 

Press. 

Walter, C. (2004). Defining terrorism in national and international law. Terrorism as a Challenge for 

national and international Law: Security versus Liberty, 1, 24. 

Wardlaw, G. (1989). Political terrorism: Theory, tactics and counter-measures. Cambridge University 

Press. 

Wasserman, S., and Faust, K. (1994). Social network analysis: Methods and applications. Cambridge: 

Cambridge University Press. 

Webb, E.J., D.T Campbell, R.D Schwarz and L. Sechrest. 1984. The Use of Archival Sources in Social 

Research. In: Bulmer M. (Ed.). Sociological Research Methods - An Introduction. London: 

MacMillan. 

Weber, M. (1958). From MaxWeber: Essays in sociology (H. H. Gerth and C.W. Mills, Trans.). Oxford 

University Press. 

Weber, M. (1992). Methodology of social sciences. Routledge. 

Weinberger, N. J. (1986). Syrian Intervention in Lebanon: The 1975–76 Civil War. Oxford University 

Press on Demand. 

WEISS, C. H. 1998. Evaluation: Methods for Studying Programs and Policies. , London, Prentice-Hall. 

Wellman, J. (2009). Organizational learning: How companies and institutions manage and apply 

knowledge. Springer. 

Wheatley, M. J. (2006). Leadership and the new science: Discovering order in a chaotic world. San 

Francisco, CA: Berrett-Koehler Publishers. 

Wiegand, K. E. (2009). Reformation of a terrorist group: Hezbollah as a Lebanese political party. Studies 

in Conflict & Terrorism, 32(8), 669-680. 

Wilkinson, P. (1987). Pathways out of terrorism for democratic societies. Contemporary Research on 

Terrorism, 453-466. 

Willem, A., and Buelens, M. (2007). Knowledge sharing in public sector organizations: The effect of 

organizational characteristics on interdepartmental knowledge sharing. Journal of Public 

Administration Research and Theory, 17(4), 581−606. 

Willem, A., and Buelens, M. (2007). Knowledge sharing in public sector organizations: The effect of 

organizational characteristics on interdepartmental knowledge sharing. Journal of Public 

Administration Research and Theory, 17(4), 581−606. 



254 
 

Wilson, J. (1989). Bureaucracy: What government agencies do and why they do it. New York: Basic 

Books, Inc. 

Wilson, J. M., and Grammich, C. A. (2011). Reconstructing internal security in post-conflict societies: 

The challenge and successfulness of developing democratic police and justice institutions. 

Security Journal, 24(1), 52-68. 

Wilson. (1981). On users studies and information needs. Journal of Documentation, 37(1), 3-15. 

Wilson. (1997). Information behaviour: An interdisciplinary perspective. Information Processing and 

Management, 33(4), 551-572. 

Wilson. (2000a). Human Information Behavior. Informing Science, 3(2), 49-56. 

Wilson. (2010). Information Sharing: An Exploration of the Literature and Some Propositions. 

Information Research, 15(4). 

Wittenbaum, G., and al. (2004). From cooperative to motivated information sharing in groups: moving 

beyond the hidden profile paradigm. Communication Monographs, 71(3), 286-310. 

Wolfensohn, J. (2002) “Making the World a Better and Safer Place: The Time for Action is Now,” 

Politics, 22(2): 118–123. 

World Bank (2002a) “World Bank Group Work in Low-Income Countries Under Stress: A Task Force 

Report,” World Bank LICUS Task Force, September.  

Wright, R. (2001). Sacred rage: The wrath of militant Islam. Simon and Schuster. 

Wucherpfennig, J. D. (2009). Modernization and Democracy: Theories and Evidence Revisited. Zurich: 

Center for comparative and International Studies, Univerity of Zurich. 

Wyler, L. S. (2008). Weak and failing states: Evolving security threats and US policy. WASHINGTON 

DC: CONGRESSIONAL RESEARCH SERVICE. 

Yang, T.-M., and Maxwell, T. (2011). Information-sharing in public organizations: A literature review of 

interpersonal, intra-organizational and inter-organizational success factors. Government 

Information Quarterly, 28(2), 164-175. 

Yilmaz, M. (2008). The New World Order”: An Outline of the Post-Cold War Era. Alternatives: Turkish 

Journal of International Relations, 7(4), 44-58. 

Yin, R. K. (2003). Applications of Case Study Research. Sage Publications. 

Yin, R. K. (2003). Case Study Research: Design and Methods. Sage Publications. 

Yin, R. K. (2009). Doing case study research. Sage Publications. 

Zakaria, F. (1997) “The Rise of Illiberal Democracy,” Foreign Affairs 76(6): 22–43. 

Zartman, I. W. (1995) Collapsed States: The Disintegration and Restoration of Legitimate Authority, 

Boulder, CO: Lynne Rienner. 

Zhang, J., and Dawes, S. S. (2006). Expectations and perceptions of benefits, barriers, and success in 

public sector knowledge networks. Public Performance and Management Review, 29(4), 

433−466. 



255 
 

Zhang, J., Dawes, S. S., and Sarkis, J. (2005). Exploring stakeholders' expectations of the benefits and 

barriers of e-Government knowledge sharing. The Journal of Enterprise Information 

Management, 18(5), 548−567. 

Zheng, L., Dawes, S., and Pardo, T. A. (2009). Leadership behaviors in cross-boundary information 

sharing and integration: Comparing the US and China. Paper presented at the Proceedings of the 

3rd International Conference on Theory and Practice of Electronic Governance. Bogota, 

Colombia. 



256 
 

 

Annex A: Fragile States Index Scores 2019 



257 
 

 

 

  



258 
 

 

 

 

 

 

 

 

 

Application for Ethical Review – Staff and Postgraduate Students 

1. Study Title and Key Dates 

1.1 Title 

Information exchange between Law Enforcement Agencies in Lebanon 

1.2 Key Dates 

Date of submission: February 3, 2018  

Version Number: V2 

Ethics Committee Reference Number: 17/18:29 

Intended Start Date of Data Collection: March 2018 

Projected Finish Date of Data Collection: June 2018 

 

Applicant Details 

2.1 Principal Investigator  

Name: Denise Abboud        student number: UP793182 

Title /Role /Course of study:  PhD 

Department:  Institute of Criminal Justice Studies            Faculty: HSS 

Telephone: 07799063582                  Email: UP793182@myport.ac.uk; abb.denise@gmail.com  

Has the principal investigator attended the graduate school (for students) or 

researcher development programme (for staff) research ethics training session? 

Yes  

Annex B: UPR16 form Faculty of Humanities and Social 
Sciences 
Institute of criminal justice studies  
ICJS Contact Details 
T: +44 (0)23 9284 3933 

mailto:UP793182@myport.ac.uk
mailto:abb.denise@gmail.com
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2.2 Supervisor (if Principal Investigator is a student)  

Name:  Prof. John Grieve         Title /Role: Senior research fellow  

Department:   Institute of Criminal Justice Studies                Faculty: HSS 

Telephone: 023 9284 3933                      Email: john.grieve@port.ac.uk 

Names and email of any other supervisors:  Dr Brian Chappell – brian.chappell@port.ac.uk 

 Dr. Adrian James – Adrian.james@port.ac.uk  

Has the supervisor attended the researcher development programme research 

ethics training session? 

Yes  

2.3 Others involved in the work/research including students and/or external collaborators (name, 

organisation/course, role in the project) 

N/A 

 

Details of Peer Review 

N/A 

 

Funding Details 

Self-funded  

 

Sites/Locations 

Research will take place in Lebanon and in the U.K. It will include:  

Face-to-face semi structured interviews with participants in Lebanon (various locations; all will be 

conducted in public places); 

archival research at the Lebanon’s Internal Security Forces Central Library in Beirut; and   

other research of secondary data via the UOP library. 

 

Insurance/indemnity Arrangements 

The applicant has private health and life insurance policies in Lebanon. These have not been arranged 

specifically for this research but of course they provide her an additional measure of reassurance. No 

indemnity arrangements are necessary. 

mailto:john.grieve@port.ac.uk
mailto:brian.chappell@port.ac.uk
mailto:Adrian.james@port.ac.uk
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Aims and Objectives/Hypothesis 

 

7.1 Aims 

 

The overarching aim is to critically examine law enforcement agencies’ information sharing practices in a 

country emerging from conflict.  

7.2 Primary Objective 

 

Through research of secondary sources and face-to-face interviews with practitioners and policymakers to 

better understand how information sharing between law enforcement agencies and policymakers 

contributes to the development of civil society; can that phenomenon be considered an indicator of the 

‘health’ of a country emerging from conflict? 

7.3 Secondary Objective(s) 

 

The research will help to define the challenges that states face as they emerge from conflict. 

The research will inform future security policy In Lebanon; defining the state’s strategic aims and 

ambitions.  

Study Summary  

8.1 Justification/Summary of Study (no more than one side) 

Through a case study of Lebanon, this research critically examines law enforcement agencies’ information-

sharing practices in a country emerging from conflict, to better understand how these may contribute to 

the development of civil societies. It posits that levels of communication and cooperation between 

security agencies and policymakers are indicators of the ‘health’ of conflict/ post-conflict states. This case 

can set the ground for future security policy in Lebanon; helping the state to define its strategic aims and 

its ambitions. It is argued that the findings from the Lebanese case will help other states better define the 

challenges they face in this context as they emerge from conflict.  

8.2 Anticipated Ethical Issues 

Archival research will be conducted only in archives to which the public have access. All data collected 

from interviewees will be anonymised unless the interviewee approves otherwise in writing. Interviews 

will be conducted only after written approval from the relevant institutions has been obtained.  

Therefore, the ethical issues that arise from the research are likely to be few and relate to the reputational 

risks to the institutions that have approved access to their staff. 
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8.3 Anticipated other Risks or Concerns 

Risks to participants: participants will be interviewed in a private space in their work place unless they 

have specific concerns in which they require being away from their working space, in this case the 

interviewee will suggest a public space i.e. public library, café… to conduct the interview. The risk to 

participants is negligible. 

Risks to researchers/ university staff/students: The applicant is a Lebanese national with extensive family, 

community, and professional ties in that country. A former state official herself; she is now facilitating an 

EU project in Lebanon and routinely has unrestricted access to policymakers, state officials, law 

enforcement practitioners and military personnel. Again, the risk is negligible. 

Reputational risks:  There is a risk that interviewees may criticise the institutions in which they operate 

(which in turn may have an impact on the institutions) but the fact that all data will be anonymised and 

presented (so far as it is possible) in ways that do not identify participants, mitigates that risk.  

Security risks: the researcher is a citizen of Lebanon and a member of the Atlas Assistance Group, which 

provides a monthly security report and operational awareness map of Lebanon. Thus, she is provided with 

regularly updated information on the security risks.  

Other: none  

8.4 Medical Cover (if applicable) 

Medical Information:  

a. Medical Category (1-5):  

 Category 1 Paramedic or medic in attendance as determined by the IMO. 

 Category 2 First aider present. A 12 lead ECG is required pre-testing if: participants are 

beyond their 30th birthday; they display any other questionable characteristics; they have a family history 

of sudden death; they have no previous experience of maximum exercise. The ECG is to be reviewed by 

the IMO. 

 Category 3 First aider present 

 Category 4 First aider available for consultation (present within the building) 

 Category 5 No first aid cover required 

  

b. Independent Medical Officer (IMO): 

c. Medical cover provided by: 

d.           All procedures within Schedule of Approved Procedures (e.g. DSES): Yes/No*  

  If “No”, please give brief details here. 

Not applicable  
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Description of Method/ Protocol 

Archival research to discover protocols, regulations, or directives in relation to exchange of information 

between security agencies and policymakers in post-conflict countries including Lebanon.  

Review of extant research and literature on information sharing 

Semi-structured interviews with a purposive sample of professionals in the field of security and justice. The 

number of interviews to be conducted will ultimately be determined by the point at which saturation is 

reached. Interviews will be alphanumerically coded to guarantee confidentiality and anonymity. 

In relation to the interviews: - 

 

The participation of interviewees will be approved in advance by the director general of each participant 

organizations and individually when appropriate (Invitation Letter, Appendix A) 

Information about the research will be given to each potential interviewee (Appendix B) 

Consent form will be sought if the invitee wishes to participate in the study (Appendix C) 

The interviewer will establish an outline framework of topics to be covered rather than use a structured 

script (interview guide, Appendix D).   

 

 

Compliance With Codes, Guidance, Policies and Procedures 

The research will be conducted in accordance with the relevant codes, policies and so on for conducting 

research, set by the University of Portsmouth and the English Social Research Council. 

 

Recruitment of Participants 

11.1 Who are the Research/ Participant Population? 

Senior officials of the Lebanon Internal Security Forces; Lebanese Armed Forces; General Security; and 

State Security. Senior members of the Lebanese judiciary, policymakers and other state officials involved in 

formal information-sharing practices, and members of the international community (for example: EU 

delegation, foreign embassies, international donors) involved in security sector reform projects in 

Lebanon. It is likely that the snowball technique will be employed to identify other officials who may have 

information that is relevant to the study. 

11.2 Inclusion/Exclusion Criteria 
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Inclusion Criteria: Membership of one of the organisations /institutions referred to at 11.1. Those who 

have professional experience relevant to this research. 

Exclusion Criteria: No specific criteria but the research aims can be achieved only by interviewing those 

who have direct knowledge of the phenomena under examination. 

11.3 Number of participants (include rationale for sample size) 

Initially, 20 interviews will be conducted. Ultimately, the sample size will depend on the complexity of the 

research data. Interviews will be concluded when the point of saturation is reached. 

11.4 Recruitment Strategy (including details of any anticipated use of a gatekeeper in host organizations to 

arrange/distribute participant invitations) 

Informally, gatekeepers have been identified in each of the participant organizations. Largely, their role is 

to mediate between the organizations/institutions, Interviewees, and the researcher. They will assist in 

identifying participants but the ultimate decision on inclusion in the sample will be made by the researcher 

(purposive sample). 

11.5 Payments, rewards, reimbursements or compensation to participants 

None will be offered or made. 

11.6 What is the process for gaining consent from participants? 

First, authorization from senior officials in the participating institutions/organisations. Second, formal 

identification of gatekeepers. Third, contact purposive sample of interviewees. Written consent will be 

obtained in each case. 

11.7 Has or will consent be gained from other organisations involved (if applicable)? 

N/A  

11.8 Arrangements for translation of any documentation into another language (if applicable)? 

Interviews with participants in Lebanon will be conducted in Arabic. The majority of researched archives 

and documents are also in Arabic. Therefore, translation will be made by the researcher who is a native 

Arabic speaker.  

11.9 Outline how participants can withdraw (if applicable), and how data collected up to this point will be 

handled.  Also stop criteria for specific tests (if applicable)? 

Participants can withdraw by contacting the researcher or the research supervisor. Data can be removed 

and destroyed if requested without affecting data integrity providing the request is made before analysis is 

conducted.   

11.10 Outline details of re-consent or debrief (if applicable)? 
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N/A 

 

Data Management 

 

12.1 Description of data analysis 

Qualitative research techniques will be used. Data will be grouped and analysed thematically. NVivo or 

other programs might be used if deemed necessary. The data will be analysed thematically.  

 

12.2 Where and how will data be stored? 

Electronic material is stored on an encrypted hard drive and within secure cloud storage only accessible by 

username and password. No data capable of identification will be stored on the researcher’s computer.  

12.3 Destruction, Retention and Reuse of Data 

Consent forms and other data will be retained for 10 years in accordance with UoP policy.  

12.4 Personal Data – How will confidentiality be ensured (for instance will anonymisation be used)? 

 

The research is compliant with the seven principles of the Data Protection Act 1998.  

Notes from interviews and observations will be alphanumerically coded to ensure anonymization and 

confidentiality, interviews will only be conducted after written and/or verbal consent.  

Electronic material is stored on an encrypted hard drive and within secure cloud storage only accessible by 

username and password. Data capable of identification is not stored on researcher’s computer. All 

computer software is kept up to date and equipped with anti-virus.  

 

12.5 How will organisational data (publically unavailable data) be handled (if applicable)? 

State institutions in Lebanon do not use computers. Therefore, all documents are stored in hard copy. 

Should the researcher be permitted to view such data, field notes will be made if the institution permits. 

These will be stored electronically on an encrypted hard drive and within secure cloud storage. Hard copies 

will not be kept by the researcher.  

12.6 How will security sensitive data be handled (if applicable)? 

See 12.5. As the research is into policy and strategy, it is not envisaged that security sensitive data will be 

viewed or handled. Certainly, the researcher has no plans to view security sensitive data. This will be kept 

under review and any change to the current plan notified to the UoP Ethics Committee in advance.  
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Publication / Impact / Dissemination Plans 

All publications will be open access.  

 

References 

 

Data Protection Act 1998  

UoP policy for Destruction, Retention and Reuse of Data 

 

Appendices  

 

Put N/A in version Number column if necessary 

Document  Date Version No. 

Application Form February 3, 

2018 

V2 

Invitation Letter February 3, 

2018 

V2 

Participant Information Sheet November 25, 

2017 

V1 

Consent Form November 25, 

2017 

V1 

Advertisement N/A N/A 

Peer / Independent Review N/A N/A 

Supervisor Email Confirming Application October 22, 

2017 

N/A 

Evidence From External Organisation Showing Support Obtained 

verbally 

October 2017 

N/A 

Terms of Reference for Steering / Advisory Group N/A N/A 

Survey Instrument N/A N/A 
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Interview Questions / Topic List November 25, 

2017 

V1 

Focus Group Questions / Topic List N/A N/A 

Focus Group Ground Rules N/A N/A 

Script for Oral Consent  Rf. Written 

consent (same 

script to be 

used orally) 

N/A 

Questionnaire N/A N/A 

Observational Data Collection Form N/A N/A 

Risk Assessment Form(s) N/A N/A 

Other – please describe N/A N/A 
 

 

Declaration by Principal Investigator and Supervisor (if applicable) 

1. The information in this form is accurate to the best of my knowledge and belief and I take full 

responsibility for it. 

2. I undertake to conduct the research/ work in compliance with the University of Portsmouth Ethics 

Policy, UUK Concordat to Support Research Integrity, the UKRIO Code of Practice and any other guidance I 

have referred to in this application. 

3. If the research/ work is given a favourable opinion I undertake to adhere to the study protocol, the 

terms of the full application as approved and any conditions set out by the Ethics Committee in giving its 

favourable opinion. 

4. I undertake to notify the Ethics Committee of substantial amendments to the protocol or the terms of 

the approved application, and to seek a favourable opinion before implementing the amendment. 

5. I undertake to submit annual progress reports (if the study is of more than a year’s duration) setting out 

the progress of the research/ work, as required by the Ethics Committee. 

6. I undertake to inform the Ethics Committee when the study is complete and provide a declaration 

accordingly. 

7. I am aware of my responsibility to be up to date and comply with the requirements of the law and 

relevant guidelines relating to security and confidentiality of personal data, including the need to register, 

when necessary, with the appropriate Data Protection Officer. I understand that I am not permitted to 

disclose identifiable data to third parties unless the disclosure has the consent of the data subject. 

8. I undertake to comply with the University of Portsmouth Data Management Policy.  
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9. I understand that records/data may be subject to inspection by internal and external bodies for audit 

purposes if required. 

10. I understand that any personal data in this application will be held by the Ethics Committee, its 

Administrator and its operational managers and that this will be managed according to the principles 

established in the Data Protection Act 1998. 

11. I understand that the information contained in this application, any supporting documentation and all 

correspondence with the Ethics Committee and its Administrator relating to the application: 

Will be held by the Ethics Committee until at least 30 years after the end of the study 

Will be subject to the provisions of the Freedom of Information Acts and may be disclosed in response to 

requests made under the Acts except where statutory exemptions apply. 

May be sent by email or other electronic distribution to Ethics Committee members. 

Principal Investigator                                               Date: February 3, 2018 
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Study Title: Information exchange between law enforcement agencies in Lebanon 

        REC Ref No:  .................................................................... 

Dear Potential Participant, 

I would like to invite you to participate in a research study. 

I am Denise Abboud, a PhD researcher at the University of Portsmouth and I am conducting a research on the 

information exchange between Law Enforcement Agencies in Lebanon.  

In this study, face-to-face interviews are conducted with practitioners and policymakers to better understand how 

information sharing between law enforcement agencies and policymakers contributes to the development of civil 

society; and to understand whether this exchange can be considered an indicator of the ‘health’ of a country 

emerging from conflict.  

Information about how the addressee was accessed will depend on each participant and will be added to this letter 

accordingly. (If the letter is passed on by a third party, it will be made clear that there are no consequences either 

negative or positive with regard to any service that the third party might be providing for the potential participant) 

Enclosed is an information letter that describes the study and your potential involvement in details. In case you are 

willing to contribute to this research, a formal written consent will be sought. Once you decide to generously be 

interviewed by the researcher, please respond by email to Denise.abboud@port.ac.uk or by phone call to: 70 

424340. You will be given the choice to select the location of the interview (public or private). 

Please note that joining this study is entirely voluntary and up to you and that you can withdraw at any time 

without having to explain the reasons.  

Thank you for taking time to read this letter. If you would like to know more about the research please read the 

enclosed information letter.  

 

 

  

Annex C: Invitation Letter Faculty of Humanities and Social 
Sciences 
Institute of criminal justice studies  
ICJS Contact Details 
T: +44 (0)23 9284 3933 

mailto:Denise.abboud@port.ac.uk
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PARTICIPANT INFORMATION SHEET 

Title of Project: Information exchange between Law Enforcement Agencies in Lebanon 

Name and Contact Details of Researcher(s): Denise Abboud                 Email: UP793182@myport.ac.uk 

             Tel: +961 70424340 

Name and Contact Details of Supervisor: Dr. Sarah Charman  Email: Sarah.charman@port.ac.uk 

Ethics Committee Reference Number:  17/18:29  

 
Invitation 

I would like to invite you to take part in my research study. Joining the study is entirely up to you, before you decide I 

would like you to understand why the research is being done and what it would involve for you. I will go through this 

information sheet with you, to help you decide whether or not you would like to take part and answer any questions you 

may have. I would suggest this should take about 10 minutes. Please feel free to talk to others about the study if you 

wish. Do ask if anything is unclear. 

I am a PhD researcher at the Institute of Criminal Justice studies of the University of Portsmouth and I am conducting a 

research on the information exchange between Law Enforcement Agencies in Lebanon.  

Study Summary 

This study is concerned with the information exchange between Law Enforcement Agencies in Lebanon, is important 

because it explains how information sharing between law enforcement agencies and policymakers contributes to the 

development of civil society; and to understand whether this exchange can be considered an indicator of the ‘health’ of 

a country emerging from conflict. I am seeking participants who are senior officials of the Lebanese Internal Security 

Forces; Lebanese Armed Forces; General Security; and State Security, in addition to senior members of the Lebanese 

judiciary, policymakers and other state officials involved in formal information-sharing practices, as well as members of 

the international community in Lebanon.  Participation in the research would require you to be interviewed by the 

researcher for approximately 1 hour 30 minutes of your time. 

What is the purpose of the study? 

 

This research aims through secondary data collection and face-to-face interviews with practitioners and policymakers to 

better understand how information sharing between law enforcement agencies and policymakers contributes to the 

Annex D: Information sheet Faculty of Humanities and Social 
Sciences 
Institute of criminal justice studies  
ICJS Contact Details 
T: +44 (0)23 9284 3933 

mailto:UP793182@myport.ac.uk
mailto:Sarah.charman@port.ac.uk
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development of civil society; and to understand whether this exchange can be considered an indicator of the ‘health’ of a 

country emerging from conflict.  

 

 

 

Why have I been invited? 

I am inviting national and international public servants, experts and practitioners in the security and justice sector, who 

were or still are active in the aforementioned fields.  

Some will be invited as part of Lebanese security agencies and others as members of international delegations and 

embassies in Lebanon, the latter mentioned will be invited in a personal capacity.  

Do I have to take part?  

No, taking part in this research is entirely voluntary. It is up to you to decide if you want to volunteer for the study. We 

will describe the study in this information sheet. If you agree to take part, we will then ask you to sign the attached 

consent form, dated xxx, version number, xxx. 

What will happen to me if I take part? 

Taking part of this research requires your availability for an interview lasting approximately 1 hour 30 minutes in which 

you will be answering a series of questions. However, for me there is no time limit to the interview, and you are invited 

to take as much time as you would like to tell your stories. The interview will be audio recorded and data will be 

handled with confidentiality. In publications, I will use anonymization in order to guarantee the privacy of all research 

participants. This means, in reporting on the research findings I will not reveal any details which could identify you, 

including (but not limited to) your name and/or nickname(s), your town of origin, or your exact age. 

Expenses and payments  

Not applicable.  

Anything else I will have to do?  

No.  

 

What data will be collected and / or measurements taken?  

Only interviews will be conducted to gather qualitative data based on professional experience of the interviewee in the 

security sector and information sharing policy making and practices.  

What are the possible disadvantages, burdens and risks of taking part?  

The risk to participants is negligible. There is a risk that interviewees may criticise the institutions in which they operate 

(which in turn may have an impact on the institutions) but the fact that all data will be anonymised and presented in 

ways that do not identify participants, mitigates that risk. 

What are the possible advantages or benefits of taking part? 

Taking part in this research will help informing future security policy In Lebanon; defining the state’s strategic aims and 

ambitions based on interviews conducted with practitioners and policymakers to better understand how information 

sharing between law enforcement agencies and policymakers contributes to the development of civil society.  

Will my taking part in the study be kept confidential? 
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All data will be anonymised and presented in ways that do not identify participants. Notes from interviews and 

observations will be alphanumerically coded to ensure anonymization and confidentiality, interviews will only be 

conducted after written and/or verbal consent.  

The raw data, which identifies you, will be kept securely by the researcher and / or their supervisor.  

Electronic material is stored on an encrypted hard drive and within secure cloud storage only accessible by username 

and password. Data capable of identification is not stored on researcher’s computer.  

 

The data, when made anonymous, may be presented to others at academic conferences, or published as a project report, 

academic dissertation or in academic journals or book. It could also be made available to any commissioner or funder of 

the research.  Anonymous data, which does not identify you, may be used in future research studies approved by an 

appropriate research ethics committee. 

The raw data, which would identify you, will not be passed to anyone outside the study team without your express 

written permission. The exception to this will be any regulatory authority which may have the legal right to access the 

data for the purposes of conducting an audit or enquiry, in exceptional cases. These agencies treat your personal data in 

confidence. 

The raw data will be retained for up to 30 years. When it is no longer required, the data will be disposed of securely 

destroyed.  

Note: the policy for retention of research data requires retention for between 10 to 30 years and can be accessed from 

section 7, (and subsections) at the following links: 

http://www.port.ac.uk/departments/services/corporategovernance/recordsmanagement/uop_retention/ 

http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload,189755,en.p

df 

What will happen if I don’t want to carry on with the study?  

As a volunteer, you can stop any participation (interview) at any time, or withdraw from the study at any time, without 

giving a reason if you do not wish to. If you do withdraw after some data have been collected you will be asked if you 

are content for the data collected thus far to be retained and included in the study. If you prefer, the data collected can 

be destroyed and not included in the study. Once the research has been completed, and the data analysed, it will not be 

possible for you to withdraw your data from the study. 

What if there is a problem? 

If you have a query, concern or complaint about any aspect of this study, in the first instance you should contact the 

researcher. The researcher is a PhD student, and has an academic member of staff listed as their supervisor whom you 

can contact. The contact details for both the researcher and the supervisor are given on page 1. 

If your concern or complaint is not resolved by the researcher or their supervisor, you should contact the Head of 

Department: 

 

The Head of Department:   Dr. Paul Norman paul.norman@port.ac.uk 

Institute of criminal justice studies   023 9284 3933 

University of Portsmouth   info.centre@port.ac.uk 

University House  

Winston Churchill Avenue Portsmouth PO1 2UO  

 

If the complaint remains unresolved, please contact:  

http://www.port.ac.uk/departments/services/corporategovernance/recordsmanagement/uop_retention/
http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload,189755,en.pdf
http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload,189755,en.pdf
mailto:paul.norman@port.ac.uk
mailto:info.centre@port.ac.uk


272 
 

 The University Complaints Officer   023 9284 3642 complaintsadvice@port.ac.uk 

Who is funding the research?  

This research is being funded by the researcher. None of the researcher or study staff will receive any financial reward 

by conducting this study. 

 

 

Who has reviewed the study? 

Research involving human participants is reviewed by an ethics committee to ensure that the dignity and well-being of 

participants is respected.  This study has been reviewed by the Humanities and social sciences Faculty Ethics 

Committee and been given favourable ethical opinion.  

Thank you 

     Thank you for taking time to read this information sheet and for considering volunteering for this research. If you do 

agree to participate your consent will be sought; please see the accompanying consent form.  You will then be given a 

copy of this information sheet and your signed consent form, to keep. 

 

 

  

mailto:complaintsadvice@port.ac.uk
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Title of Project: Information exchange between law enforcement agencies in Lebanon 

Head of Department Dr. Paul Norman: paul.norman@port.ac.uk 

Name and Contact Details of Researcher: Denise Abboud  UP793182@myport.ac.uk  

+44 7799063582/ +961 70424340  

Name and Contact Details of Supervisor: Dr. Sarah Charman  Sarah.charman@port.ac.uk  

      

Ethics Committee Reference Number: 17/18:29 

1. I confirm that I have read and understood the information sheet dated.................... (version............)  

for the above study. I have had the opportunity to consider the information, ask questions and have 

had these answered satisfactorily. 

 

2. I understand that my participation is voluntary and that I am free to withdraw at any time without giving any reason.  

 

3. I understand that data collected during this study, could be requested and looked at by regulatory authorities. I give 

my permission for any authority, with a legal right of access, to view data which might identify me.  Any promises 

of confidentiality provided by the researcher will be respected. 

 

4. I understand that the results of this study may be published and / or presented at meetings or academic conferences, 

and may be provided to research commissioners. I give my permission for my anonymous data, which does not 

identify me, to be disseminated in this way. 

 

5. I agree to take part in the above study. 

 

Name of Participant:     Date:  Signature: 

Please 

initial box 

  

Annex E: Consent form 

Faculty of Humanities and Social 
Sciences 
Institute of criminal justice studies  
ICJS Contact Details 
T: +44 (0)23 9284 3933 

mailto:paul.norman@port.ac.uk
mailto:UP793182@myport.ac.uk
mailto:Sarah.charman@port.ac.uk
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Name of Person taking Consent:    Date:  Signature: 

 

Note: When completed, one copy to be given to the participant, one copy to be retained in the study file 

 

FURTHER ADDITIONAL, OPTIONAL CLAUSES ARE PROVIDED OVERLEAF 
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Interview Schedule 

 

Name of the project: Study on the status of information exchange among Law Enforcement 

Agencies, a case study of Lebanon 

 

 

Name of the researcher: Denise Abboud 

 

Date:__________________________ Start and End Time:__________________________ 

Participant: _______________________________________________________________ 

 

Explain the following points: Purpose, participation, benefits, confidentiality, contact. 

Request permission to record: I would like to record our conversation today with a digital audio 

recorder. No one will have access to these recordings. If you feel uncomfortable with digital 

audio recording, please let us know, so we can make notes instead. 

 

 

1. History. This section is focused on general information of the participant: 

What is your current position? And what previous positions have you held in the past, what have 

you studied and how many years of experience?  

 

2. Current responsibilities. This point helps to know actual responsibilities within their 

organization and linkages with other organizations. 

What are your current responsibilities within your organization? How often you interact with 

other people from other security agencies? Is this contact formalized, or do you proactively do it? 

 

3. Networking. This unit assists to discover intra- and inter-organizational relationships: 

Within your organization, which departments/ branches/ units do you interact most with to fulfill 

your work responsibilities? Is this interaction formalized, or do you proactively do it?  

 

4. Exchange of Information. This part is focused on how responders understand exchange 

of information. The requirement is that all participants have worked in the field of network 

and information security and have experience in Information Exchange practices in 

Lebanon.  

- In your opinion does information sharing between security agencies in Lebanon require 

additional policies/procedures?  

Annex F: Interview schedule 

Faculty of Humanities and Social 
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- Are there gabs/problems/challenges that need to be addressed (organisational, legal and/or 

procedural, regulatory)? If so what are they? 

- Can you tell me what potential barriers to information sharing there might be?  

- Do these challenges/barriers differ between agencies? If yes, how? Why? 

 

5. Evolution of practice, culture, policies and regulations over time 

- Can you describe how exchange of information practice changed during time?  

 

6. Evolution of Behavior. This part is to obtain deeply understanding of working 

experiences: 

What can you tell us about your experience in “this organization” and in the security sector when 

it comes to information sharing? 

 

7. Incentives/drivers to information sharing  

- What are the main drivers of participation in information exchanges? 

- What are the Key incentives which might encourage, support or make organisations share more 

information? 

 

8. Suggestions 

- In your opinion what can be done to enhance the information sharing practice in the security 

sector of Lebanon? 
 

 


