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Abstract 
 
The ability to determine the amount of risk that an organisation can manage, conveyed 

through its risk appetite, is noted as important aspect when aligning risk management with the 

its strategic objectives.  Given the different terminology used to define and describe risk, the 

way it is perceived, communicated and interpreted, it is clear that establishing a coherent risk 

appetite that truly reflects the organisation’s culture is not a straightforward task.   

 

The need to express risk appetite is coupled with the growing requirement for organisations 

to demonstrate that they are able to ensure information security and promote stakeholder 

trust; both of which support the need for organisations to be able to establish their information 

security risk tolerance. How an organisation might do this, and capture it within the 

information security policy, was identified as a gap in existing research, to be addressed by this 

thesis.  Using a theoretical framework to construct the literature review, and application of a  

subsequent conceptual framework that was developed during the course of this research, it 

enabled the relationships, and interactions between the key risk themes, to be captured and 

highlighted a gap in the research into the relationship between risk perception and appetite.  

 

The research was conducted using a case study organisation, where during a prolonged 

engagement with the organisation it was possible to analyse four distinct groups of data, 

including interviews, by using three methods; application of a risk maturity model, thematic 

analysis and a survey.  This enabled the exploration of the mechanisms that were in place to 

capture the organisations risk exposure, and to identify the tools used in capturing and 

expressing its risk tolerance.    

 

The findings highlighted that a paradigm shift, away from sole reliance on certification to an 

ISO Standard, would be required for an organisation to develop a risk environment that is 

mature enough, to articulate its relationship with risk, that would enable it to establish a risk 

appetite.  Significantly the research identified the relationship between risk perception and 

risk appetite, and the need for risk appetite theory, which is reflected in practice with the 

observed and documented difficulties for organisations in articulating and expressing their risk 

appetites.  
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 Introduction  
 

1.1 Background 
 

This research study and thesis is the result of being a practitioner in the field of information 

security for a number of years, latterly holding a role that was focused on managing the 

information security risks of outsourced service providers.  It follows a Masters degree in Risk 

Management, the dissertation for which focused on understanding the information security 

culture and the risk tolerance levels of suppliers.  It was during this course of research that the 

need to explore the role that the information security policy plays, not just in capturing the 

organisation’s risk tolerance levels but also how it communicates these requirements 

throughout the organisation, was identified.  Both of these areas have been noted as gaps in 

existing research and consequently this thesis takes initial steps to understand how 

organisations determine and capture the amount of information security risk that they are able 

to tolerate, and subsequently document this within the information security policy.  A further 

aim is to investigate how the policy is used to communicate with an organisation’s employees, 

to enable a clear understanding of information security risk tolerance and its impact.  

 

Taking these initial steps will establish the relevance of being able to determine an 

organisation’s risk appetite, and enable the research to identify the relationship that risk 

appetite has with existing risk theory literature.  Risk appetite captures the amount of risk that 

an organisation is comfortable with accepting, and it is a level of risk that the organisation 

believes represents the correct balance between benefits and risks of potential opportunities.    

Being able to establish a risk appetite and understanding its relationship with existing risk 

theories is important in enabling the development of risk appetite theory, that will support 

organisation’s in defining their own risk appetite’s in support of their strategic objectives.   This 

would be an important development that would help to bridge some of the gap between 

theory and how to apply this in practice, supporting organisations’ risk management efforts.   

 

1.2 Context for the Research 
 

The research is based on a case study of a small, medium sized enterprise (SME), which is 

defined by the UK Government as an organisation that has less than 250 staff, with gross assets 

of less than £12.5 million (UK Government 2012).  The case study organisation is an established 

manufacturing organisation, with a head office located in the south of England and factory and 

operations centers across the country, it has a dedicated team of two personnel, that manage 
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the Business Management System and Information Security programs, which is infrequently 

found within SME organisations, and reflects the importance of these programs to the 

organisation.  The Organisation for Economic Co-operation and Development (OECD, 2017) 

reports that SMEs in the United Kingdom represent 99.4% of enterprises in industry and 99.7% 

of enterprises in the service sector.  This highlights not only the important role that SMEs play 

in being employers, being responsible for 60% of total employment, but also in the value that 

they create in both “economic prosperity and social-well-being” (OECD, 2017. p.3).  Given that 

SMEs represent over 99% of enterprises in the UK, it is likely that they are responsible for 

managing a large amount of sensitive information that may need to be secured, and therefore 

that to use an SME as the context for this research is important, as any findings could relate to 

a large number of enterprises.  The term SME covers a wide range of organisations from those 

that have between 10 and 250 employees, encompassing every aspect of both industry and 

service enterprises, and the case study organisation used for this research, is at the upper end 

of the SME employee number range, with 190 staff.   The SME organisation in question 

operates within the manufacturing sector, which represents just 4.8% of SME’s in the UK in 

2019, however SME’s represent the vast majority indeed, 99% of manufacturing organisation’s 

within the UK are SME’s (UK Government 2019).   

 

1.3 Information Security Background 
In order to understand the importance of information security and therefore the information 

security policy within any organisation, a number of relationships, which highlight the key role 

that the policy plays within an organization, will need to be explored.  Information security is 

just one element of the overall risk landscape to be managed, and needs, to ensure that it is 

appropriately controlled, to be incorporated in the framework of a risk management program 

(Whitman and Mattord, 2016), which is often referred to as enterprise risk management (ERM) 

(The Institute of Risk Management 2010).  In the development of the risk management policy 

and framework are situated key elements (and the interrelationships between them) that this 

research explores: risk appetite and the perception of risk, risk communication, training and 

awareness, and the organisational culture that underpins the organisation’s behaviours and 

values.  For this reason, it important to understand the context of the risk of information 

security, and for the key risk theories to be explored. 

 

1.4 Risk Appetite  
For an organisation to be able to create an information security policy that supports the 

organisation and its strategic objectives, it needs to determine the amount of risk that it is able 

to support.  It should be noted that there is no prescribed amount of risk that an organisation 
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can tolerate and the amount depends on executive management’s evaluation of the risk 

landscape and subsequent risk assessment, in the context of the organisation’s strategic 

objectives, that determine the overall amount of risk that the organisation has an appetite for.   

 

Establishing the organisation’s risk appetite is a requirement that is supported and advocated 

by both the Committee of Sponsoring Organizations of the Treadway Commission (COSO) and 

the Institute of Risk Management (IRM), and both of these organisations outline methods for 

achieving this (Martens & Rittenberg, 2020;  The Institute of Risk Management, 2011). It should 

be noted, however, that they provide only very high-level guidance for achieving this.   

Research into the area of risk appetite appears to be similarly limited; however, research by 

Archer (2018) and Hirsch and Ezingeard (2009), highlights the value in understanding 

management’s appetite for risk and the important role that it plays in the successful alignment 

of the information security policy with the organisation’s strategic objectives. 

 

Risk appetite and risk tolerance are terms used to define acceptable quantities of risk, where 

risk appetite is the amount of risk that an organisation is willing to take on and even desires, 

to a level at which it can function. Risk tolerance is viewed from the opposite perspective and 

is the maximum amount of risk that an organisation can tolerate in pursuit of its strategic aims 

(Rittenberg and Martens, 2012).  This research focuses on organisational risk appetite and its 

relationship with the information security policy.  It explores the role of the information 

security policy, specifically the role that it plays in capturing and reflecting the organisation’s 

risk appetite and in communicating these requirements throughout the organisation to all 

employees, at an appropriate level, so that they fully understand the value of appropriately 

securing the information of which it is custodian. 

 

1.4.1 Information security Policy and Controls  
Information security is a term widely used today to describe the implementation of a range of 

controls, ‘technical’, ‘formal’ and ‘informal’, that organisations of all sizes can apply to the 

information that they use, to ensure its security (Sveen, Torres, and Sarriegi, 2009).   

 

‘Information’ is today an intrinsic component that is used to describe every aspect of daily 

business. Organisation’s reliance on information has grown exponentially, mainly due to the 

development and interoperability of the technology systems that they employ.  This highlights 

the need for organisations not only to understand the information that they utilise but also to 

ensure that it is properly managed.    
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There is a widespread perception that information security is a technical and therefore 

complicated topic (Corpuz, 2011; Klein & Luciano, 2016) where the implementation of relevant 

controls impede an organisation’s progress and hinder the organisation in achieving its 

strategic objectives. In reality, the opposite is true: ensuring the security, confidentiality, 

integrity and availability of the information on which the organisation relies, to support 

decisions at all levels, creates a secure environment where it is more able to achieve its stated 

objectives. Information security should therefore be considered an enabler (Whitman and 

Mattord, 2016; Corpuz, 2011).  It is ever more vital to ensure that the information of which the 

organisation has custody is secure, with organisations wanting to establish and retain 

competitive advantage and to ensure that they have the appropriate controls in place to meet 

regulatory requirements and avoid legal penalties associated with non-compliance. 

 

Organisations are therefore faced with a dilemma: spend money on technical controls that 

they may not fully understand in order to create value that they may be unable to quantify, or 

face potential losses that they may also not able to quantify.  Key to all of this is the role that 

the information security policy plays in capturing an organisation's risk tolerance (Thomson 

and von Solms, 2005; Hirsch and Ezingeard, 2009; Al-ahmad and Mohammad, 2013) to ensure 

that the information that the organisation is custodian of, makes use of, or places reliance on 

is protected in accordance with the strategic aims of the organisation, and therefore the 

corporate risk appetite.  If it is able to do this, the organisation will be better able to define and 

implement only the controls appropriate to supporting its strategic aims and risk appetite. 

 

In achieving this, the information security policy is a pivotal document that is used by 

organisations to both capture the amount of risk that they can tolerate and to communicate 

their information security requirements throughout the organisation.  Research conducted to 

date has not been able to identify any methodologies or frameworks that enable organisations, 

within the information security policy, to capture their risk appetite and define their security 

tolerance.   

 

1.4.2 Risk Communication 

As has been highlighted in section 1.3.2, firstly defining an organisation’s risk tolerance, then 

capturing it within the information security policy, are key to the success of an organisation.   

If, however, attention is not also paid to the way that the risks are communicated to the 

organisation, to ensure that there is a consistent level of understanding that acknowledges 

that people perceive risks differently, there exists the potential to undermine the efforts put 

into defining and capturing its information security risk tolerance. Ultimately, the achievement 
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of strategic objectives could also be compromised (Young, 2014; Hirsch and Ezingeard, 2008, 

Martens and Rittenberg, 2020).   

 

The role of communicating risk is one that the organisation would be wise to embrace, to 

ensure consistency of understanding of the risk messages that the organisation needs to share.   

Understanding the way that risk (specifically information security risk) is understood, and the 

barriers to effective communication, are important initial stages in the process of 

communication (Hopkin, 2018; Hampel, 2006; Maldonato, Dell’Orco, Moldonato, and 

Dell’Orco, 2011; Loewenstein, Hsee, Weber, and Welch, 2001) .  Failing to recognise that many 

will have a belief that it is a subject that they do not understand or that is complicated, or fail 

to understand its significance, will create barriers to it being communicated consistently.  Using 

language that enables a common understanding, and a method that is appropriate to the 

message being communicated, is vital in this process.  For example, the ease of sending an 

email to the whole organisation can lead to an unsafe assumption that the message will be 

read and understood by the recipients with the same meaning as the sender intended 

(Hampel, 2006; Boholm, 2008; Hopkin, 2018).  Using a two-way method of communication, 

such as face to face dialogue, enables, by contrast, the validation to occur that ensures the 

correct level of communication and clarity of message. 

 

1.4.3 Information Security Culture 
Key to exploring organisational relationships with information security is understanding 

organisational culture, and indeed it is culture that captures the human aspects of the 

organisation, expressing its values and beliefs.  All organisations have a culture, whether or not 

a conscious effort to nurture and develop one has been undertaken. Ultimately, an 

organisation’s culture will stem from the beliefs and values of those that originally set it up,  

and the ongoing leadership values that they apply (Schein 2009).  

 

Culture is defined by Schein (2009) as having three layers: a top layer that comprises the 

artefacts that are tangible, visible and observed behaviours; a middle layer of espoused beliefs 

and values, which are the ideals, goals and values of an organisation; a base of basic underlying 

or tacit assumptions, which are the unconscious, ‘taken-for-granted’ beliefs and values of the 

organisation.  
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Figure 1-1 Three Levels of Culture (Schein 2010)

  

It should be noted that it is generally accepted that there is a direct relationship between 

organisational and information security culture and that information security should be 

considered a sub-culture of the wider organisation (Reid, van Niekerk, and Renaud, 2014).  

Organisational  and information security culture is an area that has received growing attention 

in recent years, with research being conducted to propose assessment frameworks, 

methodologies and surveys, in order to be able to better understand information security 

culture (van Niekerk and von Solms, 2010; Hu, Dinev, Hart, and Cooke, 2012; Da Veiga and 

Martins, 2015; Thomson and Von Solms, 2003; Da Veiga, 2016; Da Veiga and Eloff, 2010; Tolah, 

Furnell and Papadaki, 2017).  Acknowledging and accepting that organisations have an 

information security culture, supports this research in considering the factors that promote 

the desired information security culture and contribute to enabling a better understanding of 

the organisation. 

 

1.5 Research Aims and Contributions  

 

The purpose of this study is to explore the role of an organisation’s information security 

policy, in order to understand how organisation’s determine and capture the amount 

of information security risk that they are able to tolerate.  Furthermore, it aims to 

identify how the information security policy is used to communicate the organisation’s 

information security risk tolerance throughout the organisation, to enable a clear 

understanding of information security risk tolerance and its impact.  

 

For an organisation to be able to define and express the amount of risk that it is able 

to accept, as its risk appetite, and then ensure that it is communicated throughout the 

 

• Visible and feelable structures and processes 

• Observed Behaviour 

− Difficult to Decipher 

• Ideals, goals, values, aspirations 

• Ideologies 

• Rationalisations 

• Unconscious, taken for granted beliefs 
and values 

− Determine behaviour, perception, 
thought and feeling 
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organisation, is vital if it is to achieve its strategic objectives, however it will need 

support and guidance on how this can be accomplished.  

 

Conducting research into the subject of risk appetite, identified that whilst there was 

a need for organisations to identify and define the amount of risk that was acceptable 

(Rittenberg & Martens, 2012, Martens & Rittenberg, 2020), there was a gap in the 

research into risk appetite,  in proposing any theoretical understanding or indeed of its 

relationship with existing risk theories.  A gap in understanding how risk appetite might 

be practically implemented, was also noted, with the only guidance available to 

support organisations being insufficiently detailed to support them, in achieving this 

requirement. 

 

It is therefore the aim of this research, to be able to make contributions to both theory 

and practice with regard to risk appetite, and by using the risk area of information 

security to explore the topic of information security risk tolerance.  Its contribution to 

risk theory, is to frame the gap in risk theory, identify how it relates to existing risk 

theory and provide rational for the future development of a risk appetite theory.  This 

research also provides contributions to practice, with the identification of the key 

mechanisms or processes that are needed to enable organisations to determine their 

information security risk tolerance.   

 

The value in ensuring that the amount of risk that an organisation has an appetite for 

cannot be underestimated and organisation’s need to ensure that there are processes 

in place to consciously understand, quantify and document its information risk 

tolerance are key to an organisation being able to support its strategic aims.   

 

In order to achieve this, three research questions are posed: 

Research Question 1: What mechanisms are used to determine the 

organisation’s information security risk appetite? 

Research Question 2: How is the organisation’s risk appetite reflected in the 

information security policy? 
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Research Question 3: What are the key factors that enable the information 

security policy and therefore the risk appetite to be effectively communicated, 

throughout the organisation?  

 
In responding to these research questions, this study contributes to both risk 

management and information security management, in providing both contributions 

to theory and practice.  The development of a conceptual framework, which is 

captured and developed throughout this research, supports, the theoretical 

contribution of the research, by presenting the relationship of risk appetite and 

information security risk tolerance within the wider framework of risk management 

and information security management.  Which enables the development of risk 

appetite theory, by understanding its relationship with existing risk theories, that 

embrace risk perception, risk communication and risk culture.  

 

In support of this research’s contribution to practice, a broad intention is to identify 

any formal or informal mechanisms that the organisation may have in place to capture, 

express and communicate the information security risk tolerance. Therefore, within an 

organisational context the practical contributions of this research include: 

 

• Enabling organisations to capture their risk appetite and express it within the 

information security policy as the organisation’s information security risk 

tolerance.  This would ensure that the controls outlined in the information 

security policy support the organisation’s risk appetite. 

• Reduction in costs by not over-controlling, which will enable a more flexible, 

adaptable environment that is better able to support an organisation’s 

changing environment and needs. 

• Communication of an organisation’s risk appetite to all employees at an 

appropriate level, to support and enable informed business decisions to be 

made. 

 

The research questions are addressed by exploring the role of the information security 

policy by compiling a case study of a UK-based SME. The research conducted 

empirically and the data gathered supports the development of a case study, which 

draws on organisational documentation, observations, semi-structured interviews 
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with senior management, and a survey of employees.  The case study is analysed to 

explore the relationship and ultimately form an understanding of the organisational 

mechanisms in place, which allows for a framework to be developed and proposed for 

the incorporation of risk appetite into the information security policy.  This is discussed 

in more detail in Chapter 6, Methodology and Conceptual Underpinnings.  

 

1.6 Research Methodology Overview 
 
The research approach adopts a  case study in order to explore and understand the 

processes utilised within an organisation (Yin 2018), this approach enables a range of 

research data to be analysed, which supports triangulation by both analysis method 

and of data.   

 

The data elements consist of organisational information and documentation, both 

from publicly available sources such as the internet, but also documentation that is 

classified as confidential and therefore only internally available.   Information is also 

gathered using semi-structured interviews, with senior members of the management 

team and a survey which is extended to the organisations employees so solicit their 

participation and finally using a case study also allows observations of the organisation 

to be made.  Whilst the data to be gathered and analysed is formed of both qualitative, 

from the semi-structured interviews, and quantitative from the survey, along with 

documentation review, this mixed method approach adopts an interpretivist research 

paradigm (McChesney and Aldridge 2019).  The use of an interpretivist research 

paradigm throughout out enables the socially constructed stance of the data being 

collected to be acknowledged and explored (McChesney and Aldridge 2019). 

 

Analysis of the various data elements being accomplished using a risk maturity model, 

thematic analysis and the tools available in Smart Survey and Excel.  The relationships 

of the data and the analysis method applied is depicted in Figure 6.2. 

 

 

1.7 Thesis Structure 

In summary, the thesis is structured as follows: this introduction, which is Chapter 1, 

and introduces the aims for the research, provides an overview of the literature, 
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establishes the research problem, the research questions, contributions to both theory 

and practice and details the structure of the thesis. 

 

Chapter 2 comprises the first of three chapters in the literature review and it 

introduces and discusses relevant risk theories, which provide the ‘theoretical’ or 

‘technical’ foundation for this research, including risk appetite, risk perception, risk 

communication and risk culture.  These elements of theoretical literature provide the 

foundation to enable the role of the information security policy to be explored in order 

to respond to the research questions.  

 

Chapter 3 encompasses the ‘formal’ or the more tangible controls that an organisation 

might implement, in order to capture the various information security mechanisms 

that underpin and provide structure for an organisation. These include its strategy and 

governance, information security policy, information security standards and strategic 

alignment.  These formal control areas of the literature, support the exploration of the 

role of the information security policy and respond to the research questions.  

 

Chapter 4 comprises the ‘informal’ controls that capture the human aspects of an 

organisation, or those elements that are considered ‘intangible’, including 

organisational and information security culture, and training and awareness.  

Discussion and review of the informal control aspects of the literature, allow for the 

role of the information security policy to be explored and responses to the research 

questions to be formulated.  

 

Chapter 5 is the concluding chapter of the literature review and discusses the context 

of the case study organisation, an SME.  The chapter considers relevant aspects of small 

and medium sized enterprises and their entrepreneurial owners; in doing so, it enables 

the role of the information security policy to be explored in relation to the research 

questions. 

 

Chapter 6 discusses and investigates various research methodologies, as it is the 

selected methodology and the philosophical approach that defines the perspective 

from which the research is undertaken.  This chapter also describes and justifies the 
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research method and data collection methods to be adopted, and provides detail of 

the analysis conducted.  

 

Chapter 7 presents the case study organisation that provides the primary data that 

forms the basis of this research. It should be noted that the organisation’s anonymity 

has respected, meaning that in places it is outlined only in general terms. It is data from 

this organisation that is analysed in order to explore the role of the information 

security policy, and which added to the findings of the literature review, provides 

answers to the research questions.   

 

Chapter 8 analyses the data using three distinct methods: an application of the Risk 

Maturity Model, a thematic analysis, and the survey.  Application of the Risk Maturity 

Model enables data gathered from the case study organisation to be used to formulate 

responses to each of the process sample tests, and enables an overall risk maturity 

level to be defined.  NVivo is used to enable the coding and thematic analysis to be 

undertaken, and finally, the data gathered from the employee survey analysed and 

presented.   

 

Chapter 9, responds to the aims of the research, describes the findings of the research 

in response to the research questions, and discusses the development of the 

conceptual framework; it also reflects on the key requirements that needs to be 

implemented by organisations.   

 

Chapter 10 draws conclusions from the research findings and discusses them in the 

context of the case study organisation, and expounds on how, and to what extent, the 

findings can be generalised.  This chapter outlines the contribution to knowledge made 

by this research and presents the conceptual framework.  It concludes with 

contributions to practice, and considers the limitations of the research, also discussing 

recommendations for further research.   
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 Risk Theory Literature Review 
 

2.1 Introduction 
 

This thesis comprises ten chapters in total, it commences with the literature review that forms 

the theoretical framework for this thesis. The literature review comprises three chapters that 

have been structured to reflect the three aspects of control as defined by Sveen, Torres and 

Sarreigi (2009), which are ‘technical’, ‘formal’ and ‘informal’.  In their research, they suggest 

that there are three levels of control required to ensure a secure environment, with ‘technical’ 

controls being inherent or the most straightforward to implement; these are supported by 

‘formal’ documented controls, but without ‘informal’ controls and knowledge of appropriate 

behaviours to adopt, for example not writing passwords down, the other controls will not be 

as strong as they might. 

 

2.1.1 Literature Review Search Strategy 

The literature review was conducted using a framework of scoping searches (Pawson, 

2006; Booth, Wright, & Briscoe, 2019), of the University of Portsmouth’s, Federated 

Discovery search engine, which includes; ACM Digital Library; Scopus; Web of Science; 

IEEE; Business Source Complete and Academic Search Complete, amongst others.  The 

searches were constructed in order to gain an initial understanding of the literature 

available, these searches were then reviewed to enable synthesis of the results 

relevant to the research questions(Bryman 2016), examples of the construction of the  

initial searches is depicted in Table 2.1.    

 

The overall aim of the inclusion and exclusion criteria, was to ensure eligibility criteria, 

that included articles that focused on the search area, and formed the central theme 

of the article (AlGhamdi, Win, and Vlahu-Gjorgievska 2020).   Using information 

security and risk appetite as two examples of how this was achieved, with information 

security, the abstract was consulted and articles that expressed information security 

as solely a construct of Information Technology, were excluded from further review.   

With regard to risk appetite, whilst the research was focused on seeking to understand 

risk appetite broadly as an organisational construct and due to the limited research in 

this area, research that considered risk appetite frameworks, within financial or other 

domains were also considered.  
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Examples of the Construction of Initial Searches 

Initial Search Areas  Construction of Searches 

Organisational 
Strategy & 
Information security 
Policy 

 Search 1 AND 2 

 1 "information security policy" OR information n2 

security n2 policy 
 2 Organi?ation n2 strateg* OR Corporate n2 

strateg* OR business n2 strateg* 

   

 1 "information security policy" OR information n2 
security n2 policy OR "information security 
governance" 

 2 "organi?ation strategy" OR "corporate strategy" 
OR "business strategy" 

   

Information Security 
& Corporate 
governance 

 "information security governance" AND 
"corporate governance" 

   

Information Security 
Appetite 

 “information security” AND appetite OR 
tolerance OR attitude 

   

Assessing Information 
Security Appetite 

 Search 1 and 2 
 

 1 AB "risk tolerance" OR AB "risk appetite" 

 2 assessment OR assessing 

   

Information Security 
Culture Strategy 
Relationship 

 Search 1 and 2 and 3 and 4 

 1 “Information Security” 
 2 “organi#ation? Culture” 

 3 Strategy OR Objectives 

 4 Relationship OR Objectives 

   

Information Security 
Policy 

 Search 1 and 2 

 1 "risk tolerance" OR "risk appetite" OR "risk 
profile" OR "risk attitude" 

 2 "information security policy" 
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IS Risk Classification  TI "Information Security" and Risk n3 classif* 

   

IS Risk 

Communication 

 Search 1 and 2 

 1 "information security" 
 

 2 "risk communication" 

   

Training and 

Awareness 

 “information security” and Training or 
Awareness 

Table 2.1 Examples of Construction of Initial Searches  

 

This chapter comprises the first part of the literature review and explores the academic 

literature that considers the theories of risk.  This work adopts Sveen Torres, and Sarriegi’s 

(2009) trilogy of controls model, as depicted in Figure 2.1.  This work usefully categorises risk 

controls in three ways, technical, formal and informal, and this thesis utilises this 

categorization in order to provide a theoretical framework to explore the diverse bodies of 

literature within the risk discipline.    

 

Figure 2-1 Critical infrastructure security strategy (Sveen, Torres, and Sarriegi, 2009)   

 

 

This particular chapter therefore considers key risk theories that provide the inherent and 

therefore ‘Theoretical’ aspects of risk (Sveen, Torres, and Sarriegi, 2009), and it introduces the 

theories that provide the foundation for this research, which are risk perception, risk 

communication, risk culture and risk appetite.  Sveen, Torres and Sarriegi, (2009) describe 

these inherent controls as those that that are the easiest for an organisation to implement, 

and as such the four aspects of risk theory being considered denote the inherent nature of the 

https://www.sciencedirect.com/topics/computer-science/security-strategy
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‘human’ or ‘socio’ interaction with risk, and as such represent the ‘easiest’ controls to 

implement.  

 

2.2 Theoretical Framework 
 

The theoretical framework for this thesis is shown Fig. 2.2, structures the literature review; as 

‘theoretical’, in order to capture the various risk theories that form the inherent aspects of risk 

relevant to this research, ‘formal’ to include the, standards, policies and frameworks, and then 

the ‘informal’ aspects which are supported by the organisation’s knowledge, attitude and 

behaviours.  

 

Figure 2-2 Theoretical Framework 
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2.3 Risk 
 

In today’s increasingly inter-connected world, defining and understanding the importance of 

the information that businesses utilise and are responsible for has become even more relevant, 

and also more complicated.  As the way that businesses communicate and conduct business 

has evolved, so too have the risks that can threaten the very existence of an organisation 

(Perrow 1984).  This highlights the need to evaluate and assess the risks associated with the 

different forms that information can take, and the need to evaluate the risk environment which 

is subject to change (Hopkin, 2018;Corpuz, 2011) from both external and internal factors.  

Externally, these can be new legal requirements, such as General Data Protection Regulation 

(GDPR)  (European Union 2016), or updates to standards that the organisation has 

implemented  (British Standards Institution 2017).  Internally, it can for example be new 

technology that is being rolled out and which requires assessment to fully understand all 

associated risks. 

 

In order to fully appreciate the value and importance of implementing an environment that 

supports information security, it is key to understand information security within the wider 

context of risk management.  The very nature of risk means that it is not a straightforward 

topic to understand, let alone implement, which is due in part to the subjective nature of risk 

and the way that it is perceived: it will mean different things to different people.  This is 

highlighted by the number of theories that are accepted as capturing various attributes of risk; 

which includes Perrow (1984), Reason (1997), Adams (1995), Kahneman and Tversky (1979) 

and Slovic (2000). 

 

Risk is defined as having two parameters, likelihood and impact (ISACA 2013): the chance or 

opportunity that something will happen, coupled with the effect that it will have.  Perrow 

(1984) builds on this definition and considers the resultant effect that cumulative (often 

benign) incidents can have, raising the potential for disaster when a series of seemingly 

unconnected events occur.    

 

The very nature of risk and of taking risks is a subjective concept that brings with it differing 

perceptions.  This is highlighted by the UK Government(2015) who note that frequently SME’s 

will perceive that they are too small to be a target for hackers, but as they typically hold more 

data than an average consumer, they are in fact at higher risk, as they often do not implement 

the required preventative controls.  Which could result in not just losing the data that they are 

responsible for, but also in the subsequent reputational damage with their clients.  
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In John Adams’ Theory of Risk Compensation (Adams, 1995), he illustrates with a diagram 

entitled the ‘risk thermostat’ (Fig. 2.3) the relationship between the propensity to take risks, 

perception of danger, rewards, ‘accidents’ and the balancing act; these clearly demonstrate 

the thought process that occurs when deciding how to react to a situation, based on how the 

situation is perceived.  It also acknowledges that taking a risk can have both a negative and 

positive outcome.  Being able to demonstrate what the rewards are in relation to information 

security is not always quantifiable and this is one of the difficulties when seeking to engage 

senior management with the process of information security risk management.  The rewards 

with information security are achieved when a robust risk management process is in place and 

it is confirmed that there have been no security breaches, or that a regulatory review has been 

successfully passed with no major findings.  

 

 
Figure 2-3 Risk Thermostat (Adams, 1995)  

 
How risk is perceived is an important concept to consider and Adams (1995) helps us to 

understand the various factors that play a part and what is considered risky, the context of the 

risk, and how this will vary across a group of people, not only due to its subjective nature but 

also because of the life events that cause individuals to judge and perceive events differently, 

which in turn means that everyone will record and recall events differently.  In an 

organizational setting, this otherwise natural individual variation could result in very different 

representation of risks being reported and recorded, which will then have an impact on any 

metrics being produced.   

 

All too often the risks associated with information security only manifest themselves when an 

incident occurs and is reported, but if an incident is not perceived as being a risk, it may go mis- 

or unreported, and thus a genuine risk remains unmanifested.  In this scenario, the missed risk 
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reporting could be either an ‘active failure’, a mistake and a lapse in process, or, more 

importantly, it could be a ‘latent condition’ that has been built into the reporting process, 

where the author of the process did not perceive this type of incident as being a risk.  This 

illustrates one of the two types of “adverse effects” described by Reason (2000, p. 769) as 

latent conditions, which this scenario highlights, where failure to adequately document a 

procedure, which then can remain dormant in systems for a number of years.  The other 

‘adverse effect’ is where working conditions are less than optimal, such as poor training or 

understaffing, and he uses the term ‘resident pathogens’ to describe both of these adverse 

effects.  He observes that appreciating the difference between active failures and latent 

conditions will enable the development of a proactive rather than reactive approach to risk 

management.  This supports the development of a risk management program and information 

security policy, where feedback and input from various sources is encouraged to avoid the risk 

of building in ‘latent conditions’ by a ‘resident pathogen’. 

 

Inevitably, the way that events are communicated, be that locally or globally, socially or 

formally, will contribute to individuals’ experience (Ward 2005)  and therefore affect how a 

risk event is perceived.  The way in which risk is communicated, from the language that is used 

to structure the message, plays an important role in the how risk events are judged.  The belief  

that individuals hold about a risk, however it has been come by, has been shown to create bias 

that is so deeply held that it results in individuals becoming resistant to change, and that then 

influences the way in which subsequent information about the risk is handled (Slovic 2000).   

 

Often, in order to mitigate the effects of risks, controls are implemented, and it is not unusual 

for there to be a number of layers of controls, with ‘defence in depth’ being a term employed 

to describe this type of strategy, a strategy that would mitigate for the development of ‘latent 

conditions’ by a ‘resident pathogen’ (Sohrabi Safa, Von Solms, and Furnell, 2016; Lacey, 2010).  

An everyday example: to prevent access to a property, it will not only have doors but they will 

also be locked, and should the risk of break-in be considered to require it, further locks or 

alarms could also be installed; this layering of defences to prevent intrusion can be termed 

defence in depth.  This strategy is often (but not exclusively) implemented in a technology 

environment, in order to prevent the disclosure or theft of information.  Employing defence in 

depth reflects the different layers of control as noted by Sveen, Torres, and Sarriegi (2009) and 

the importance of the three layers, in the contribution that they bring to the overall 

information security defences.  
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In this interconnected world, the relationship between risk and control, and of ostensibly 

independent systems, creates the opportunity for risk to be not just magnified, but to impact 

on seemingly unconnected processes and to result in unforeseen events.  Consider this 

scenario: an electrician was called in one quiet weekend to resolve a problem with a faulty 

circuit; however, whilst carrying out the electrical repair, a water pipe was damaged.  This 

damage resulted in a major water leak, causing water to cascade throughout the building; 

however, this particular building was one of three major technology hubs for a global financial 

institution, and the damage led to a number of system outages with the loss of client data.  As 

a consequence, a number of global and regional technology systems needed to be moved to 

contingency locations, and many months of work were needed to restore normal operations.   

Perrow’s research on ‘normal accidents’ illustrates the risks of seemingly unrelated systems 

being so “tightly coupled” (Perrow, 1984, p. 8) that a failure in one impacts on another and 

causes it also to fail.  The example as outlined above captures the essence of what Perrow 

describes as a ‘normal accident’, which is where the failures are seemingly unconnected, but 

where the repair of an unconnected electrical circuit resulted in the loss of client data.  

 

The scenario outlined helps demonstrate how risk can grow and be magnified; from the initial 

repair of a faulty electrical circuit, resulting in a regional technology data centre needing to be 

moved to contingency, it is incidents such as these that can lead to changes in behaviour to 

avoid reoccurrence.  This chapter considers risk theories from the literature, that consider the 

inherent human aspects of risk, which will provide the theoretical foundation that will support 

a greater understanding of the relationships that humans have with risk.  

 

2.4 Risk Perception  
 

Risk and the way that it is understood or perceived by both individuals and organisations is an 

important starting point, one that in recent years has been a subject that has attracted 

valuable research and that is helpful in developing an understanding of the relationship 

between risk and people, and particularly in support of decisions that are made in risky 

situations.   

 

Risk in the twentieth century was framed in a purely analytical way with decisions being guided 

and made based on logically formed processes that operated within the realm of uncertainty, 

with the field of economics taking the lead in its research.  Researchers considered the 

perception of risk as objective, to which a mathematical model could be applied in order to 

create certainty out of uncertain events and therefore enable decisions to be made.  It was not 
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until the 1970s when research both theoretical and empirical was undertaken in order to 

better understand the relationship between risk and people’s behaviour when making 

decisions (Moldonato and Dell’Orco, 2011). 

 

Research by Slovic, Finucane, Peters and MacGregor (2004) notes that assimilating and dealing 

with risk is done in one of three ways: ‘risk as feelings’, which is a fast, intuitive, automatic 

process and addresses how we deal with the immediate danger; ‘risk as analysis’, which applies 

logic, reason and risk assessment to a slow and considered process; a third way is described as 

‘risk as politics’ (Slovic, Finucane, Peters, and MacGregor, 2004, p. 311), which reflects the 

sociopolitical factors that can influence risk evaluations(Slovic 1999) . But it is ‘risk as feelings’ 

that captures what is understood as risk perception (Slovic, 2000).   

 

2.4.1 Emotions – Risk as Feelings 
Any number of emotions or feelings present themselves depending on the risk that is 

presenting and the person who is experiencing it; from dread or fear to nice or good, each will 

play their part in how the risk is perceived and the impact that it will have on the individual, 

and it is often easier to understand when considered in the extreme.  The outcome is depicted 

by Loewenstein, Hsee, Weber and Welch (2001) in their ‘risk as feelings’ perspective, Fig 2.4, 

which takes into account a number of different factors, including a cognitive evaluation of the 

likely outcome, and analysis of the environment where other subjective factors, such as mood, 

propensity and lucidity, are considered.  This model enables us to understand that the way 

that a risk is perceived is not only highly personal, but also that the same risk can vary over 

time and result in a different decision being made or outcome being reached, every time the 

risk is encountered.  

 

Figure 2-4 Risk-as-feelings perspective, (Loewenstein et al. 2001)  
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2.4.2 Decision Making 

Furthermore, in seeking to understand risk and the way that it is perceived, research by 

Kahneman and Tversky (1979) proposes Prospect Theory to guide us in our efforts.  Of note 

are the biases that are employed when making decisions, in that the certainty of gain will 

usually outweigh the less certain possibility of a greater reward, and the extent to which gains 

(or the probability thereof) will be guarded against in the face of possible losses, and risk 

aversion demonstrated.  Conversely, when faced with losses, risk will be actively sought and a 

gamble taken so as not to lose further, and potentially to gain (Kahneman and Tversky, 1979).  

Furthermore, they noted that the way that risk is framed, the way that a situation is explained, 

for example as to whether it is given a positive or negative perspective, will bias the decision 

that is made.  It is also highlighted that a framed risk as it is presented to the individual will 

then be edited, a process where common factors are eliminated from the problem; this is done 

unconsciously in order to simplify and reduce the cognitive load on the assessment that needs 

to be performed and in order to evaluate the outcomes, to support the decision-making 

process (Tversky and Kahneman, 1986).  It is in this assessment of the information as presented 

and evaluation of the situation, often in a pressurised environment, when a decision is 

required, that variations in perception, assessment and therefore in the decision-making 

process arise. This highlights the inconsistencies that can be observed in not only how risks are 

perceived but in the resultant decisions, even when these were all based on the same 

information, which has been perceived differently.  This additional difficulty in the way risk is 

perceived is observed by Hampel, who notes  “the risk as it is perceived by the individual or by 

the public as aggregation of individuals” (Hampel, 2006 p. 7), but as he also reminds us, risk is 

intangible: it is mentally constructed and therefore cannot be understood as might be, for 

example, a piece of fruit, which supports the concept that risk will be understood and mean 

different things to different people.  In turn this context-dependent and personally- and 

socially-constructed nature of risk leads to difficulties that organisations will have trying to 

arrive at a consensus when a decision with risk is to be made in an organisational setting, 

specifically, in relation to this thesis, when initially trying to define the amount of information 

security risk that the organisation can tolerate, and in communicating that tolerance level and 

capturing appropriate controls within the information security policy.  

 

Furthermore, risk will also be subject to different constructs according to whether it is viewed 

by an expert or by a lay person, resulting in the same risk meaning different things, and 

therefore being perceived differently, depending on experience (Hampel 2006).  This is 

described by Maldonato et al. (2011), who note that an expert will usually base the decision or 

outcome on informed and reasoned logic where they are able to draw on past experience, 
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whereas the lay person will often be led by the emotions and feelings that the risk raises within 

them to come to a decision about the risk.  It is thus not difficult to appreciate the likelihood 

of differences between the way that information security risks are understood or perceived by 

security professionals and the way that senior managers might understand the same risk.  

When considering the information security policy, it is clear that the way risks are perceived 

plays an important aspect in both its development and communication. 

 

2.5 Risk Communication 
 

With having considered how risks can be perceived differently, not just the different way in 

which lay people or experts can perceive a situation.  But the way in which risk is perceived, 

which can also be dependent on point of view or emotional circumstances, which highlights 

the difficulties of risk communication.  Risk communication has, unsurprisingly, developed out 

of research into risk perception (Lofstedt 2003), as communicating risk, has itself risks and 

these need to be embraced, in order to be able to fully understand the nuances of risk 

perception, to be able to communicate about risk effectively. 

 

When considering how to manage risk, there are several key points where there is a need to 

communicate risk: advising and directing risk management efforts, in support of the decision-

making process, informing and educating individuals how to manage or control identified risks, 

and instilling the required behaviours in emergency or crisis situations (Boholm 2008).  The 

number of key points highlights the diverse nature of the requirements and expectations that 

are loaded on the shoulders of risk communication.  This section will be focusing its attention 

on risk communication but not on crisis communication (which is an important but specialised 

field) in order to consider not only the process of communicating but also the language used 

to communicate risk. 

 

The process of communicating about risk can be considered in one of two ways, either as a 

one-way process, where information is transferred from one person to another, or as a two-

way process, were there is an exchange and more importantly a confirmation of understanding 

(OECD 2016).  The OECD notes the various mechanisms available for risk to be communicated, 

with both one- and two-way processes, neither being without their different problems.  The 

one-way process, a leaflet, email or information pack, for example, assumes that the reader 

has a level of understanding and is therefore able not only to read and take in the information 

but to understand its message to the same level as the sender, or that the sender intended 

(Hampel 2006).  This means that the language used in the message will need to adopt a mutual 
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level of communication for both the sender and the receiver.  The two-way communication 

process, such as a simple conversation, can also be fraught with language barriers and nuanced 

meanings that can lead to problems with the transfer of information, especially when the 

communication is about a risky situation, where perception of the risk is key.  Take the example 

of an expert needing to communicate about a risky situation to a lay person, a doctor to a 

patient, for example.  The doctor (expert), through experience, will have seen the risk before 

and come to a prognosis based on analytical judgment of all of the risk factors (Maldonato and 

Dell’Orco, 2011); this diagnosis will then need to be communicated to the patient (lay person), 

who may be expecting the worst for no other reason than that they are in an unfamiliar 

environment, with a heightened sense of emotional instability (Loewenstein et al. 2001).  The 

language that the doctor uses to communicate the diagnosis may consist of unfamiliar (to the 

patient), long and complicated words, meaning perhaps that the patient could leave the 

surgery believing that they require some dramatic intervention, when in fact they have an 

ingrowing toenail that can be easily treated.   When considering information security and 

communications that occur within organisations, it can often be due to the technical nature of 

the message, very often it is the language used by technologists, that forms the barrier to the 

message being understood or indeed the potential implication of not adhering to the 

communication being appreciated.  For example, the need to apply ‘multifactor 

authentication’, simply to be able to log on to a system, a straightforward enough process to 

adhere to when set up, to ensure systems are being accessed by approved employees, but at 

the outset it is another task requiring action, another step in the process to log on and perform 

their tasks.   

 

 Boholm (2008) suggests that miscommunication is due either to ‘noise’ during transmission 

or discrepancies when coding or decoding the message.  It is easy to consider the ‘noise’ that 

would be experienced in the patient / doctor scenario in the form of heightened emotions that 

would be influencing the way in which the message would be received and interpreted and 

the discrepancies in coding or decoding reflected in the technical language that is used by the 

expert and not fully understood by the lay person. 

 

This example illustrates not only the process of communication but also the barriers that can 

be created by the use of language or terminology used when communicating that either 

prevents the message being decoded as intended by the sender or leads to its meaning being 

understood as something else.  This highlights the care that should be taken when crafting 

written or verbal communications to ensure that they are free from excessive terminology or 

jargon and therefore suitable for lay people (Leiss 2004).  This concept is particularly pertinent 
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when considering information security risk, which has already been noted as often being overly 

technical and therefore a complicated concept for a non-specialist to understand (Corpuz, 

2011; Klein and Luciano, 2016) 

 

2.5.1 Construal Level Theory 
Another theory that is important when considering the risk communication implications of 

information security is construal level theory.  Zwickle and Wilson (2014) posit that by reducing 

the psychological distance that has to be travelled when presented with a risk, then it affects 

the amount by which the risk, either in terms of cost or benefit, can be discounted.  

Psychological distance is expressed as either the real or perceived distance between the 

person and the object which could be a risk, message or idea.  The greater the distance 

between the two, the greater the abstractness of the idea; conversely, the closer the distance, 

the more concrete the idea.  The domain of psychological distance is expressed in one of four 

ways, temporal (time), spatial (physical distance), social (relationship) and hypothetical 

(potential) (Zwickle and Wilson, 2014).   

 

To illustrate this concept, consider the following two scenarios: there is a news story about a 

distant country that is under attack from a cyber actor with ‘significant capabilities’; the 

physical distance and the abstract nature of the risk mean that whilst there is concern, but the 

risk is able to be discounted due to the distance involved.  If, however there was a denial-of-

service attack directed at your organisation, a malicious attempt to overwhelm the network, 

causing problems with accessing the internet, resulting in having to shut the network down, 

that risk would be more concrete and therefore the risk all too real.  Adopting language that 

changes the way that messages are framed can enable the use of psychological distance to be 

used to advantage when communicating risk and by bringing a risk closed to an individual, the 

reframing of costs or benefits to be more concrete, it will reduce the amount that the risk is 

discounted by and mean that action is taken more promptly (Zwickle and Wilson, 2014).   

 

Often, when considering information security, the possibility of an incident happening is so 

abstract or distant, it is difficult to get an organisation to engage with the problem; when, 

however, there has been a national malware attack that has hit a number of competitors, 

getting engagement from management to invest in patch management is somewhat easier.   

This reflects the psychological distance as noted by Zwickle and Wilson, (2014)  Furthermore, 

the use of clear non-technical language in the information security policy, and communicating 

it using examples that employees can relate to, is likely mean greater engagement with the 

policy and information security risk generally.   
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The theories noted above highlight the difficult role that the information security policy plays 

in communicating information security risks throughout the organisation, and the problems 

that it must be mindful of.  It is a one-way communication mechanism that needs to 

communicate a potentially technical subject in a manner that employees will understand, and 

it needs to capture an abstract subject in a concrete way in order to engage with employees.  

 

 

2.6 Risk Culture 
 

In order to be able to consider the relevance of risk culture, it is important to understand what 

is meant by culture, Schein defines culture as “a pattern of shared basic assumptions learned 

by a group as it solved its problems of external adaptation and internal integration, which has 

worked well enough to be considered valid and, therefore, to be taught to new members the 

correct way to perceive, think, and feel in relation to those problems”(Schein, 2010 p. 18).   

Which captures the relationship that organisations have with the way they perceive risk, and 

of the behaviours and actions, that experience has shown, to effectively solve problems and 

minimise risk. 

 

Research into culture was initiated by Douglas who proposed the ‘Grid and Group’ frame of 

analysis as a way of portraying culture, and suggests that culture is, “the character of social 

relations, the degree to which they are structured or unstructured”  (Douglas, 1970 p. 59).  The 

strength of allegiance (character of social relations) to the Group is depicted on the x axis, 

increasing in strength from left to right, and Grid expresses the extent of regulation (degree to 

which they are structured) with the Group and is depicted on the y axis, increasing in strength 

from bottom to top.  As noted by Tansey and O’Riordan, “Mary Douglas is credited with being 

the originator or the cultural theory of risk”, (Tansey and O’Riordan, 1999 p. 74) and her work 

which proposed the Grid / Group as a way of rationalising human relationships with the world 

can be seen as the catalyst for understanding culture.  Douglas’ work has been used and 

developed extensively by various researchers, including Adams, who proposes four 

rationalities based on the grid / group analysis: he uses the x axis to express human nature as 

moving from individual to collectivist, and the y axis to express the extent to which human 

behaviour is “prescribed” and regulated or structured (Adams, 1995). 
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Figure 2-5 The Four Rationalities (Adams, 1995) 

 

With each of these rationalities shown in Fig 2.5 comes a different perception of risk, not only 

of what constitutes risk but also the relationship that the rationalities have with risk.   As 

expressed by Adams, fatalists believe they have little control over their lives, that there is little 

that they can do to change the path of fate, therefore there is little that they can do to effect 

change to a risk: ‘what will be will be’.  Individualists, meanwhile, are free spirited individuals 

who are not controlled by others, but they do however seek to exert control over others; with 

regard to risk they have little time for regulators or for those that aim to control risks.  On the 

other side are the hierarchists, who are bound into strong groups that are hierarchical where 

everyone knows their place and will follow the rules and respect research and take advice in 

regards to risk; egalitarians similarly have strong group loyalties, but little respect for external 

rules; they will hear the advice on precautions to be taken to minimise risks but prefer that 

wider choices are made to avoid the risk altogether  (Adams, 1995). 

  

Such ideas about culture lead naturally to a desire to understand how culture can be applied 

in the context of risk.  Risk culture is defined by the Institute of Risk Management as “the value, 

beliefs, knowledge and understanding about risk, shared by a group of people with a common 

purpose” (Banks, 2012 p. 22).  Arnoldi (2009) develops this definition and suggests that when 

trying to understand the relationship between individuals and risk in the wider context, be that 

in a work or other social environment, it is that relationship that is often referred to as risk 
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culture, where culture is the filter that is applied to enable perceived risk to be understood 

and made sense of within the environment (Arnoldi 2009).   He also notes that different people 

will not only have different cultural filters but that these filters and therefore their perception 

of risk will be subject to change due to external factors.  The application of these different 

filters will therefore result in different values and risk perception, which may or may not be 

subject to modification when subjected to group review (Arnoldi 2009), all of which highlights 

the difficulties in achieving a cohesive, consistent risk culture within an organisation.     

 

Figure 2-6 The Risk Thermostat with cultural filters (Adams, 1995) 

 

Considering culture as filters that are applied to the way in which risks are perceived is also the 

subject of research by Adams, who proposes a revision to the risk thermostat with the inclusion 

of cultural filters as shown in Figure 2.6, through which individuals understand risk as it relates 

to themselves (Adams, 1995). 

 

So, considering these four rationalities of human behaviour, with cultural filters through which 

risk is observed, allows us to understand a further level of complexity when considering risks, 

be they individual or organisational, and allows us to be conscious of the role that culture has 

to play when defining, responding to or communicating about risk.  Appreciating risk culture 

and the four rationalities as outlined is particularly relevant when exploring the role of the 

information security policy. Cultural theory highlights that two out of four rationalities, 

individualists and egalitarians, do not have a natural propensity to be bound by process and 

procedures, which could provide challenges for any organisation when trying to implement an 

information security policy. 
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2.7 Risk Appetite 
 

Adams’ risk thermostat (Adams, 1995) leads us to consider the amount of risk that both 

individuals and organisations are able to manage; it also demonstrates the relationship 

between taking risks and the rewards to be achieved.  In organisational terms this can be seen 

in ensuring the risk profile is balanced appropriately so that the organisation will achieve its 

strategic objectives, with the reward being that the organisation is both financially profitable 

and operationally viable.  In order for it to achieve this, steps must be taken not only to 

understand the risk landscape in which the organisation operates, but also the amount of risk 

that the organisation is willing to accept, which is often termed its risk appetite (Martens & 

Rittenberg, 2020; The Institute of Risk Management, 2018).  The literature in this area is found 

to be limited, and whilst there is a quantity of research and literature around financial risk and 

how organisations should seek to determine and define the amount of financial or quantitative 

risk that they can accept, there is little in the area of the subjective area of risk and in particular 

in areas such as information security.  It was also noted that unlike the other areas of risk 

considered and included in this chapter, there are no theories that support the understanding 

and determination of risk appetite and it is this aspect of risk appetite that this research will 

consider and seek to address.  Additionally, any organisation approaching the implementation 

of a risk management framework and wanting to define the amount of risk that it can accept 

will be faced with a number of different terms that are used to express this quantity of risk, 

such as tolerance, appetite, attitude and capacity.  Not only are there a number of different 

terms, it should also be noted that they are used both inconsistently and often interchangeably 

(Martens & Rittenberg, 2020; Gifford, 2013; Hillson & Murray-Webster, 2011; Aven, 2013), and 

often, one or more terms can be used by an author without either providing a definition or 

clearly defining the relationship between the terms, none of which helps in promoting the 

establishment of the amount of risk that an organisation can accept is an important 

consideration when implementing a risk management strategy within an organisation.  A key 

step therefore is to define the terms that are to be used and to agree a framework that should 

be implemented in order to establish the amount of risk that can be accepted by an 

organisation, and support it in achieving its agreed strategic aims.  
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2.7.1 Summary of Risk Appetite and Tolerance Definitions 

Term Source Definition 

Risk Appetite Institute of Risk 
Management 

The amount and type of risk that an organisation is willing to take 
in order to meet their strategic objectives (The Institute of Risk 
Management 2018) 

Risk Appetite COSO  Amount of risk, on a broad level, an organization is willing to accept 
in pursuit of value (Rittenberg and Martens, 2012) 

Risk Appetite ISACA  The amount of risk, on a broad level, that an entity is willing to 
accept in pursuit of its mission (ISACA n.d.)   

Risk Appetite ISO Guide 73 Amount and type of risk that an organisation is willing to pursue or 
retain  (International Organization for Standardization [ISO], 2009) 

Risk Appetite BS 31100 Amount and type of risk that an organization is willing to pursue or 
retain (British Standards Institution 2011) 

Risk Appetite The RMA Risk appetite offers a pragmatic view of risk tolerance (The Risk 
Management Association 2013)  

Risk Appetite Financial Stability 
Board 

The aggregate level and types of risk a financial institution is willing 
to assume within its risk capacity to achieve its strategic objectives 
and business plan (Financial Stability Board 2013)  

Risk 
Tolerance 

Institute of Risk 
Management 

The boundaries of risk taking outside of which the organisation is 
not prepare to venture in the pursuit of its long-term objectives 
(The Institute of Risk Management 2011) 

Risk 
Tolerance  

COSO Acceptable level of variation an entity is willing to accept regarding 
the pursuit of its objectives  (Rittenberg and Martens, 2012)  

Risk 
Tolerance 

The RMA Risk tolerance encompasses the broadest expression of risk an 
institution is willing to assume in executing its strategy (The Risk 
Management Association 2013) 

Table 2.2 Definitions Risk Appetite and Risk Tolerance 

 

As illustrated above, in Table 2.1, there are a number of terms used to capture the amount of 

risk that an organisation is able to deal with, and it is important to be clear and consistent in 

the way that they are used so as to avoid confusion and ensure clarity in what is meant, 

especially when expressing the risk values externally with stakeholders or potential 

stakeholders.  

 

2.7.2 Defining Risk Appetite and Tolerance 
Whilst a number of organisations define and publish the risk terms that they use, as detailed 

above in Table 2.2, the UK Corporate Governance Code, which is an important document in 

defining the corporate governance system used in the UK, states that “The board should 

establish procedures to manage risk, oversee the internal control framework, and determine 

the nature and extent of the principal risks the company is willing to take in order to achieve 
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its long-term strategic objectives”(Financial Reporting Council, 2018 p.10).  This highlights not 

only the inconsistency in the terms and definitions used, but also that key organisations such 

as the Financial Reporting Council, do not feel able to use one of the many different terms 

currently available, and instead use their own language to express the amount of risk that an 

organisation can take.  In addition to the different terms with varying definitions, an example 

of this is demonstrated by the IRM, which uses both the terms risk appetite and risk tolerance 

and does so without clearly explaining the relationship between the different terms, leaving 

this open to interpretation by those needing to quantify this amount of risk or indeed to 

publish a risk appetite statement. To clarify: this thesis will adopt the terminology and 

relationship defined and used by the Committee of Sponsoring Organizations of the Treadway 

Commission (COSO) of risk appetite and risk tolerance; whilst the definition of risk appetite is 

not ideal in relation to information security, as it indicates a cost benefit approach to risk which 

is not wholly appropriate to information security (which is aimed minimising losses), the clear 

relationship that COSO defines between risk appetite and risk tolerance is well defined and 

logical.   

 

COSO considers risk appetite to be strategic and part of corporate governance, such that an 

organisation’s risk appetite should reflect the organisation as a whole, while risk tolerance is 

defined at a departmental or business unit level and reflects how much risk the organisation 

can bear while in pursuit of its objectives.  COSO clarifies the relationship, with risk appetite 

being broad and considering the organisation as a whole, while risk tolerance is tactical and 

able to be easily measured by operations teams throughout the organisation; importantly, risk 

appetite is there to guide business areas and entities in setting their risk tolerance, which must 

be within the parameters as defined by the overall risk appetite (Rittenberg and Martens, 

2012).  As such, an organisation’s risk appetite will need to be disseminated and communicated 

throughout the various business areas of the organisation to enable risk tolerance levels to be 

defined for each of the areas, including that of information security, to ensure that an overall 

corporate risk appetite is achieved and not exceeded, and that it ultimately supports the 

corporate strategy.  

 

But what is risk appetite, and can an organisation’s appetite for information security risk be 

easily determined?  As noted earlier, risk appetite is defined by COSO as the “amount of risk, 

on a broad level, that an organization [sic] is willing to accept in pursuit of value”  (Rittenberg 

and Martens, 2012, p. 1).  This definition indicates a cost-benefit approach being taken to the 

assessment of risk and the need to determine the organisation’s risk appetite, both of which 

concur with decisions that organisations often have to take when deciding on the level of 
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investment to make in an area.  There are, however, problems with applying this traditional 

methodology of cost-benefit when assessing risk to information security, as it is often difficult 

to directly assess the benefit or value that could be derived, when the risk may only manifest 

itself when there is an information security breach.  So the benefit of implementing controls 

can be interpreted for information security in terms of loss and the benefit of not losing data, 

but also in the trust that stakeholders will retain in organisations where they perceive that the 

risks are being controlled (Visschers and Siegrist, 2008) and where there have been no 

reported breaches.  The risk management standard ISO 31000 (ISO, 2009, p. 12) defines risk 

attitude as an “organization’s [sic] approach to assess and eventually pursue, retain, take or 

turn away from risk”; this definition allows for a broader interpretation and the ability to 

understand risk appetite as having a wide application.   

  

2.7.3 Overview of Existing Risk Appetite Studies 
Following the financial crisis of 2008 there was increased attention on risk management and 

specifically in understanding and articulating risk appetite (Leech, 2013; Alix, Venkat, Mogl, 

Leung, Banks and Saary-Littman, 2015; Oliver Wyman, 2015), with regulators such as The 

Financial Stability Board, The Office of the Comptroller of the Currency(OCC) and The Financial 

Conduct Authority leading the way.  In support of this identified need, The Financial Stability 

Board, compiled a report which outlined the principles for an effective risk appetite framework 

(Financial Stability Board 2013), with the objective of providing the required guidance for 

financial institutions, to establish not only a risk appetite framework, but also risk appetite 

statement.  The Financial Stability Board, (2013), outline the key elements of an effective risk 

appetite framework, and note that organisations should establish a process for communicating 

both internally and externally (as appropriate) its risk appetite framework.  That it should also 

drive both top down and bottom up participation in risk appetite, at all levels so that it is not 

only embedded but understood throughout the organisation, and that it should provide the 

required guidance for risk taking.  Also, that risk appetite statements should serve as a tool to 

support not only risk discussions, but risk decisions. 

 

With research mainly being focused within the financial and insurance disciplines, the 

importance of aligning and embedding risk appetite within the organisation has been observed 

as a fundamental requirement (de Villiers Getz 2018), if organisations are to ensure that risk 

management supports its strategic objectives (Iraci, 2016).  de Villiers Getz, (2018) observed 

that risk appetite needs to be communicated throughout the organisation, if it is to support 

effective decision making and promote not only stakeholder, but regulator confidence (Iraci, 

2016).  
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Whilst much is made of the need for financial organisations, to implement risk appetite 

frameworks (Leech and Gupta, 2015; Oliver Wyman, 2015; Financial Stability Board, 2013; 

Iraci, 2016; Alix et al., 2015), little detail is provided however, as to what the framework should 

consist of or how it should be implemented.  The research undertaken by Alix et al., (2015) 

highlighted the main challenges as being, how risk appetite could be effectively allocated 

throughout an organisation, how its integration into decision making could be ensured and 

how it could be articulated using metrics and limits.  Each of these points noted corroborate 

the difficulties in communicating risk appetite, which is noted by de Villiers Getz, (2018).  It 

could be suggested that the difficulties observed with establishing a risk appetite framework 

and communicating it throughout an organisation, is directly linked to the lack of detail 

provided at the outset by organisations such as the Financial Stability Board. 

 

 

2.7.4 Determining Organisational Risk Appetite 
For organisations seeking to determine their risk appetite, COSO (Rittenberg and Martens, 

2012) propose a three-stage approach, firstly for the executive management, with the board’s 

concurrence, to determine an understanding of the organisation’s overall risk appetite;  

secondly that this view is shared with the organisation either in written or oral form; finally 

that management monitors the organisation’s position with regard to risk appetite and adjusts 

it as required.  This represents a very broad, generic proposal, without any detail as to how 

organisations might be able to determine their risk appetite.  COSO does however go on to 

define risk tolerance as the specific and measurable amount of risk that a specific department 

or business area can tolerate, to ensure that it remains within the defined organisational risk 

appetite, but again they give no indication as to how an organisation might go about defining 

its risk tolerance.  This is also echoed in research by Gelles (2016) on the risk that insiders pose 

to organisations; the work proposes a five-stage process for organisations to use to establish 

their risk appetite, but it should however be noted that after the initial three stages there is 

little detail documented in the publication as to the requirements of stages four and five 

(Gelles 2016).  Willis Towers Watson’s annual survey (Ingram 2017) notes that it is difficult to 

identify organisations that have actively established and documented either their risk appetite 

or tolerance levels, which actively indicates that research needs to be carried out to create a 

framework that supports organisations to define and set their risk appetite.  Gelles’ work in 

many ways highlights the problems with establishing risk appetite and indeed the gap in 

current research, as it starts with good ideas but there is minimal foundation as to how 

establishing an organisations risk appetite should be put into practice with little relevant 
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research into the key areas that should be addressed when setting information security 

tolerances. 

 

It could be argued that the difficulties identified in establishing a risk appetite has resulted in 

organisations being reluctant to take steps to ensure that their risk tolerance level is defined, 

let alone reflected within their information security policies.  It is therefore not clear that the 

information security policy consciously reflects the amount of risk that an organisation can 

tolerate, or furthermore if it has any relation to the information security strategy.  However, 

despite the minimal guidance that is provided on how organisations should define their risk 

appetite (The Institute of Risk Management, 2011; Martens & Rittenberg, 2020), it is still 

considered to be a key element not only within the implementation of an Enterprise Risk 

Management framework, but also in supporting an organisation’s governance and strategy.  In 

response to the gap highlighted above, one of the key outcomes of this research is to propose 

a framework that will enable organisations’ overall risk appetite to be captured and reflected 

as information security risk tolerance, which can be used as the foundation of the information 

security policy. 

 

2.7.5 Determining Information Security Risk Tolerance 
A limited amount of research (Thomson and von Solms, 2005; Hirsch and Ezingeard, 2009; Al-

ahmad and Mohammad, 2013) suggests that the information security policy is the primary 

mechanism for capturing and expressing the amount of information security risk, or indeed an 

organisation’s information security risk tolerance.  However, the process that enables 

organisations to determine their information security risk tolerance is generally not 

mentioned. However, the value in ensuring that the amount of risk that an organisation has 

an appetite for cannot be underestimated and organisation’s need to ensure that there are 

processes in place to consciously understand, quantify and document its information risk 

tolerance are key to an organisation being able to support its strategic aims.  It is this 

highlighted gap in prior research that this research will seek to address, firstly to identify how 

the organisation can determine its information security risk tolerance, then how it captures it 

in its information security policy, and finally to uncover how the information security policy is 

being used to communicate the risk tolerance throughout the organisation.  As noted earlier, 

the use of the information security policy as a tool to capture and express an organisation’s 

risk appetite is supported by both COSO (Martens and Rittenberg 2020) and the IRM (Institute 

of Risk Management, 2011), and fundamental to creating an information security policy is the 

adoption and use of one of the internationally acknowledged information security standards 

to provide a control framework, in order to create a policy that meets the requirements of the 
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organisation and which ensures that all of the organisation’s risks are captured.  It should be 

noted that whilst much is made of the selection of the most appropriate standard for an 

organisation to use, in research conducted by Al-Ahmad and Mohammad their work simply 

makes note of the importance of ensuring that the “associated controls and control objectives”  

reflect the organisation’s risk appetite (Al-ahmad and Mohammad, 2013 p. 36).  Furthermore, 

this is echoed in research by Flowerday and Tuyikeze (2016), were they consider in some detail 

the importance of developing and implementing an information security policy, but only 

mention considerations of the risk appetite in the context of whether an organisation’s risk 

appetite is sufficient to justify the expense of establishing an information security policy 

(Flowerday and Tuyikeze, 2016).  

 

This lack of guidance on defining organisational risk appetite and how it should be expressed 

within relevant policies creates a gap in the overall enterprise risk management process. Whilst 

documenting organisational risk appetite is advocated as being an invaluable way of expressing 

the organisation’s relationship with its risk landscape, the lack of visibility of organisational risk 

appetite undermines its value as part of the overall risk management process.  Never the less 

defining an organisation’s appetite for risk, and specifically its information security risk 

tolerance reflecting it in the information security policy, is fundamental to ensuring that the 

information security strategy aligns with the overall strategic aims and objectives of the 

organisation, is demonstrated to be a key step in the risk appetite process (Martens and 

Rittenberg 2020).  Furthermore, the information security policy can then be used to 

communicate this throughout the organisation to ensure that all stakeholders are conversant 

about the information security risk thresholds. 

 

2.7.6 Risk Appetite Statement 

The development of a risk appetite statement is considered by many to be key and something 

that organisations need not just to document but also publish; its use is advocated by a number 

of leading organisations, including the IRM (Institute of Risk Management, 2018), COSO 

(Martens and Rittenberg 2020), the Governance Institute of Australia (2016) and the Risk 

Management Association (USA) (2013) as it communicates both internally and externally the 

organisation’s posture on risk.  However, there is no format or framework proposed by these 

organisations, in order to provide guidance in structuring the statement.  The Financial Stability 

Board outline the key elements of an effective risk appetite statement, with the European 

Central Bank reflecting that the risk appetite framework is to help define its appetite for risk, 

but the role of the risk appetite statement to articulate how much and what kinds of risk they 

are willing to take on (Nouy 2018).  Importantly they also note that the framework and 
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therefore the risk appetite statement, should capture not only financial and non-financial risk 

and acknowledge that it is not easy to identify or quantify risk, particularly non-financial risk 

(Nouy 2018). 

 

The idea of creating and publishing a risk appetite statement has been gaining momentum, 

having been adopted by many financial institutions and leading organisations, such as The 

Office of the Comptroller of the Currency, (2019) which is the organisation charged with 

managing the US Federal Banking System and as such plays a key risk management role within 

the global economy.  As an example, Figure 2.7 depicts an excerpt from the Office of the 

Comptroller of the Currency’s Enterprise Risk Appetite Statement. 

 

 

Figure 2-7 Excerpt Risk Appetite Statement (Office of the Comptroller of the Currency 2019) 

 

 

2.7.7 Risk Appetite Framework 
Again, as with risk appetite statements, there is no standard format or even framework that is 

consistently adopted, and it is very much left to individual organisations, to consider who they 

are communicating with and then the degree of detail that they want or needs to communicate 

(Ingram 2017).  Hirsch and Ezingeard (2008) discuss at length the way in which risk is perceived 

and propose that an important element to establishing alignment is to communicate, and that 

alignment should be encouraged rather than prescribed.  Whilst work by Alix et al., (2015) 

explored the implementation of risk appetite frameworks within financial intuitions, noted the 
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common challenge of embedding the risk appetite framework fully within the organisation, 

was in communicating it effectively, to all levels to enable decision making.   The need to 

establish a framework that works at all levels of the organisation, would appear to be key in 

promoting the organisations appetite for risk throughout an organisation, to enable 

consistency and support its approach to risk.   

 

This was noted as an important factor in the research that they conducted, where the case 

study organisation employed a number of “formal and informal ERM cultural alignment 

mechanisms” (Hirsch and Ezingeard, 2008, p.19).   Whilst Hirsch and Ezingeard’s research and 

The Financial Stability Board’s principles for establishing an effective risk appetite framework 

(Financial Stability Board 2013), neither enlighten the reader as to how to enable the alignment 

the language used, or indeed propose any type of framework or methodology to be adopted, 

in order to provide guidance to the implementor. 

 

Both COSO and the IRM propose frameworks that can be used in when defining risk appetite.  

The COSO framework is a broad three step process, with supporting narrative that guides the 

organisation through the high-level considerations to be made when developing a strategic 

risk appetite (Rittenberg and Martens, 2012).  The three stages are, firstly to develop in 

agreement with board, the organisation’s overall position with regard to its risk appetite, 

secondly to capture this position in a form that can be communicated across the organisation 

and then thirdly to monitor its risk appetite and adjusts as required, so that it captures and 

reflects changes in operational conditions.(Rittenberg and Martens 2012)  

 

The IRM framework is more detailed, indicating that all levels of the organisation should be 

considered, to incorporate strategic, tactical, operational and project areas, and furthermore 

to take into consideration its risk capacity, maturity and the culture (The Institute of Risk 

Management 2011).  The Financial Stability Board (FSB) also provide guidance on the 

implementation of a risk appetite framework, and despite the fact that its primary audience 

and therefore focus is a financial one, it does provide a clear definition of a risk appetite 

statement, and outlines the key elements that a risk appetite statement should include.  The 

report also highlights yet more definitions of the various terms and it notes the inconsistencies 

from organisation to organisation (Financial Stability Board 2013).  Despite these difficulties, 

there are a number of benefits that having either a risk appetite framework or statement in 

place, which include a risk environment that enables the organisation’s strategy and 

encourages communication throughout the organisation about risk. (Deloitte, 2014; Willis, 

2015; Financial Stability Board, 2013). 
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2.7.8 Perceiving Risk Appetite  

The way in which individuals perceive risk has been acknowledged to be very subjective and 

yet fundamental to agreeing and establishing an organisation’s risk appetite; the very action 

of compiling a risk appetite statement, communicating about and framing risks will encourage 

an alignment of the different perceptions of risk.  This role for perception is supported by the 

Risk Management Institute, who define the risk appetite statement as being “as much about 

culture and way of thinking and behaving as it is about risk policies, tolerances, parameters, 

models, reporting, and governance”(Risk Management Association, 2013, p.2).  This also 

highlights the relevance of Hirsh and Ezingeard’s (2008) research on the human aspect of risk 

and how risk is perceived by different actors, and how by opening up the discussion on how 

much risk can be tolerated these perceptions can be aligned and documented in the form of a 

risk appetite statement.  The role that executive managers have to play in the process cannot 

be stressed enough and Young (2014) outlines a number of key responsibilities that they have 

in regard to the overall risk management process, which include developing and nurturing an 

environment that supports a risk management culture and developing a risk appetite 

statement that is communicated throughout the organisation, so that it can be embedded into 

the various operational risk policies to ensure that they will be able to meet their strategic 

objectives (Young 2014).  Young’s research is also valuable in providing a number of insights 

into how a risk appetite process can be practically applied, with the development of a checklist 

that could be used to guide and ultimately evaluate the organisation’s appetite for risk (Young 

2014).  However, it should be noted that in Young’s research, only the term ‘risk appetite’ is 

used, but when applying COSO’s definitions, as this research does, an organisation will have 

an overall ‘risk appetite’ and associated statement, and the individual business units or risk 

entities will use the term ‘risk tolerance’ to express the amount of risk that business unit finds 

manageable (Rittenberg and Martens, 2012). Willis Towers Watson observe in their report on 

risk appetite and tolerance statements that not only is there no accepted definition of the 

terms risk tolerance and risk appetite, there was also no consistency or standard applied to 

the content of a risk appetite statement (Ingram 2017).  This further supports the need for a 

framework to define the risk terms that are being used by an organisation, the relationship of 

the terms and the key points to be addressed by the risk appetite statement and subsequently 

the risk tolerances of the organisation’s business units.   

2.7.9 Communicating Risk Appetite 

The role of the risk appetite statement as a communication tool is noted by the Financial 

Stability Board, which highlights the importance of ensuring that the language used makes it 

easily understandable by all stakeholders (Financial Stability Board 2013).  Ensuring that the 
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risk appetite statement is clearly constructed, both in format, content and language, will 

minimise the opportunity for the risks being misinterpreted, especially as the audience for the 

risk appetite statements will include those external to the organisation, who may not be 

familiar with technical or internal jargon. 

 

2.8 Chapter Summary  
 

This theoretical chapter leverages Sveen, Torres and Sarriegi's (2009) proposal that controls 

fall into one of three types (technical, formal and informal) and sets out to provide a 

foundation of the key risk theories that this research will draw on as it progresses.  The chapter 

opened with an introduction to some of the key risk theorists research and gave an overview 

of Perrow’s Normal Accidents (Perrow 1984), Reason’s Organizational Accidents (Reason 

1997), Adam’s Risk Thermostat (Adams, 1995), Kahnemann and Tversky’s Prospect Theory 

(Kahneman and Tversky, 1979) and Slovic and The Perception of Risk (Slovic, 2000).  The 

section on risk perception highlighted that not only the development of the study of risk, but 

also how people interpret and react to risk and how those evaluations are used to decide on 

how to react to the risk.  How risk is presented, framed and edited (Tversky and Kahneman, 

1986) was shown to be a key construct when making decisions about risk.    

 

This led on to considering how risk is communicated: not only the content of the message to 

be communicated, but the language used to convey the message so that it arrives with the 

recipient with the same meaning as it left the sender.  Similarly, to risk perception, construal 

level theory (Zwickle and Wilson, 2014) noted that the way that risk communication is framed 

can alter the impact of the risk message that is received.  Cultural theory with its origins in 

research initiated by Mary Douglas proposes the group grid frame of analysis as a way of 

rationalising human relationships and their responses to dangerous situations (Douglas 1970).   

 

These three key aspects of risk underpin the difficulties in communicating and quantifying risk, 

further depending on not only individual but organisational perspectives and on establishing 

how much risk is acceptable in order to achieve strategic aims.  There followed a consideration 

of the relationship between risk appetite and tolerance, and the role of defining and publishing 

a risk appetite statement to ensure stakeholder awareness of the organisation’s appetite for 

risk.  It was noted, there has been limited research into risk appetite and a gap identified with 

risk appetite theory, with none being proposed.  

 



 
39 

 

Each of these areas enhances understanding of the difficulties organisations face in 

determining their information security risk tolerance, of how this might then be captured in an 

information security policy, and finally of the factors involved to effectively communicate not 

just the information security policy but an organisation’s risk tolerance.  Which supports the 

importance and relevance of understanding how organisations determine, express and 

communicate their information security risk tolerance. 
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 Formal:  A review of Organisational Governance 
 

This chapter addresses the second area of the literature review and explores the academic 

literature that considers the ‘formal’ or more tangible aspects of risk controls as defined by 

Sveen Torres, and Sarriegi, (2009).  This work usefully categorises risk controls in three ways, 

technical, formal and informal, and this thesis utilises this categorization in order to provide a 

meaningful framework to explore the diverse bodies of literature that consider the formal 

organisational control aspects.  The chapter discusses the second aspect of their trilogy: the 

formal control areas of organisational and information security mechanisms that underpin an 

organisation, which include its strategy and governance, information security policy, 

information security standards and strategic alignment, and which enables the organisational 

framework and form the basis for this research.  

 

3.1 Corporate Governance 
 

An organisation’s desire and indeed need to demonstrate good governance is highlighted by 

cases such as Enron and Satyam.  Enron collapsed in 2002 due to corporate corruption and 

accounting fraud, resulting in bankruptcy and shareholders losing some $74 billion, whilst 

Satyam failed in 2009 due to financial accounting fraud and poor corporate governance.  Both 

of these organisations propagated an environment of poor corporate governance, and one 

where ‘creative accounting’ was nurtured (Bhasin 2013), which ultimately lead to the 

catastrophic failure of both of these organisations.  The purpose of corporate governance is to 

provide a framework where an environment is created that supports and enables 

organisational transparency in all of its actions, compliance with laws and regulations, and 

clear delineation of responsibilities (OECD 2015). 

 

The relationship between corporate governance and information security has been the subject 

of research by a number of authors (von Solms, 2001; Rastogi and von Solms, 2005; Poore, 

2005; Maynard, Tan, Ahmad, and Ruighaver, 2018; AlGhamdi, Win, & Vlahu-Gjorgievska, 2020) 

and their research highlights the strategic importance of the value that information has within 

organisations, and the value that information security can, by ensuring governance, bring to 

the organisation.  The UK Corporate Governance Code states that information that supports 

the organisation’s financial reporting must be demonstrated to have integrity and that the 

reporting and control systems with their effectiveness to monitor all material controls outlined 

in the annual report (Financial Reporting Council 2018); it follows that both financial 

information and its control systems need to have clear governance frameworks in place for 
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stakeholders to be able to rely on all aspects of its financial reporting.  Also, that by 

implementing corporate governance internal control frameworks, such as that proposed by 

The Committee of Sponsoring Organisations of the Treadway Commission (COSO), which does 

not explicitly provide guidance for information security.   However, COSO do suggest  that the 

use of COBIT and or ISO 27001, which are both information security standards, would serve as 

frameworks that could be applied (Coviello 2004).  The use of COBIT and or ISO 27001 as 

frameworks to enable and support comprehensive information security governance has also 

been highlighted, by COSO, as they not only provide standardisation but ensure that all areas 

of an organisation are comprehensively addressed and reflected in the organisation’s 

governance.  COBIT considers itself to be the framework tool for information technology 

governance, whilst ISO 27001 is the leading internationally recognised standard for 

information security (von Solms, 2005; Nicho, 2018), therefore a combination of the two would 

arguably provide a more rigorous and effective information security governance framework.   

It should be noted that throughout this work ISO 27001, is the only information security 

standard being used, without reference to any supporting and guidance documents within the 

ISO 27000 supporting framework.  

 

Because of the role that information plays within organisations, information security has come 

to be viewed as strategically important (von Solms, 2001; Nicho, 2018; Schinagl and Shahim, 

2020), and with this strategic importance comes the need to consider the governance of 

information security: how it is being defined and how it is incorporated into corporate 

governance.  The implementation of frameworks (such as ISO 27001) and information security 

governance is crucial for the establishment of an environment that supports organisations to 

be able to express their information security risk tolerance and capture it within the 

information security policy.  

 

3.2 Corporate Governance and Information Security  
 

The need to define and include the organisation’s position with regard to information security 

and to align it with the corporate strategy is well supported, especially given the need to 

consider how information security is being driven by legal requirements such as the Sarbanes-

Oxley Act (Sarbanes-Oxley Act 2002) .  This Act was introduced in the United States following 

the WorldCom and Enron collapses; essentially, it demands that organisations put in place 

controls to ensure the integrity of all financial information. Furthermore, it defines corporate 

executive’s responsibilities, holding them directly accountable: if they fail to comply it can 

result in heavy fines or imprisonment (McFadzean, Ezingeard, and Birchall, 2007; Schinagl and 
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Shahim, 2019).  Furthermore, the Sarbanes Oxley Act has been replicated by a number of other 

countries, including France, Germany, South Africa and Australia.  

 

However, the widely held perception that information security is technical means that it is 

often overlooked by corporate executives and responsibility delegated to managers within the 

information technology department ( McFadzean, Ezingeard and Birchall, 2007; Antoniou, 

2018), and as such it is often not included in the overall corporate strategy (Birchall, Ezingeard, 

McFadzean, Howlin, and Yoxall, 2014).  This perception that information security is a technical 

issue could be being exacerbated by the very terminology that is used by information security 

professionals, such as the terms confidentiality, integrity and availability, which are not 

particularly ‘technical’, but which still appear to prevent executives from engaging with 

information security ( McFadzean, Ezingeard and Birchall, 2007) and Bongiovanni, Renaud, and 

Cairns, 2020, noted that IT security teams and executives, effectively spoke ‘different 

languages’.  This goes on to support the belief, that information security is a technical subject 

and widen the communication gap between the business and information security 

communities within an organisation, meaning that information security is often not included 

in the overall organisational strategy.  This observation is central to this thesis’ premise that 

widely-held inaccurate perceptions regarding information security are arguably the root cause 

of many of the acknowledged vulnerabilities and failures when trying to establish a robust and 

resilient information security culture.  

 

Another barrier to the inclusion of information security within the organisational strategy 

comes from stakeholders’ varied understanding of what information security means to the 

organisation and varied perceptions of the risk that information poses. It is suggested that 

board-level executives have difficulty in understanding how the identified threats, both 

internal and external, could pose a risk to their organisation ( McFadzean, Ezingeard and 

Birchall, 2007).  This could be due to the fact that they have not directly experienced the threat 

being exploited and it will often only be the information security professional who has, but 

because the latter has been layered within the organisation, it is difficult for them to have 

access to the board let alone communicate the risk in language that executives will easily and 

fully understand.  Additionally, the initial development of information security strategies is 

often undertaken by senior managers or IS professionals, with a review being carried out by 

board-level executives, but it was noted by  McFadzean, Ezingeard and Birchall, (2007) and 

Schinagl and Shahim, (2019), that board executives often find it difficult to engage in discussion 

about the strategies being proposed, as again they find the language technical and therefore 
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difficult to grasp.  The same authors also noted that executives perceive information security 

to be operational rather than strategic, another reason why it is often delegated to information 

security professionals. 

 

Corpuz, (2011) claims that if there is an information security strategy, it is often developed 

separately from the overall business strategy and at a later date, effectively making it an 

afterthought.  But as noted by the same author, alignment of the information security policy 

with other corporate policies and strategies must be consistently maintained to ensure that 

information security reflects the evolving business objectives (Corpuz 2011).  Furthermore, 

Horne, Maynard, and Ahmad, (2017) note that reference to information security is lacking 

within strategic organisational literature, which supports the argument that little 

consideration is made to information security from the outset and therefore strategically 

(Maynard et al. 2018) and that with information security often being relegated to being a 

subset of IT governance this supports the limited relationship, and perception of security being 

a technical function and “operating independently from the business” (Schinagl and Shahim, 

2019, p. 275).  If information security is as important as it has been argued, it is vital that it is 

included at the outset in the overall strategic plan, if the organisation is it is to achieve its goals.  

 

The essence of corporate governance is to implement an organisational structure where the 

board is accountable to all of its stakeholders, with clearly defined roles and responsibilities, 

and with both conformance and performance at its core, to enable the clear alignment and 

achievement of its strategic aims (Rastogi and von Solms, 2005), which has to be the primary 

aim of all CEOs.  The research so far has noted a number of points that hinder the development 

and implementation of information security governance. In summary, these are: 

• the perception that information security is technical and largely intangible;  

• a belief that it is an incomprehensible subject, which often results in it being layered 

within the organisation and being managed by information technologists;   

• information security not being a primary consideration of the board of directors when 

establishing corporate strategy, due to its perceived ‘home’ being within information 

technology and effective information security governance.  

For organisations to develop a more effective relationship with information security, it must 

move away from being perceived as a technical subject to one that is embraced at all levels 

within organisation.  Such a shift will enable an organisation to ensure that its information 

security risk tolerance is defined to support its strategic objectives; by doing so, information 

security becomes a strategic enabler.   
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3.3 Information Security Governance 
 

The need for organisations to be able to demonstrate effective corporate governance has 

grown in recent years following the publication of the Cadbury Report (Cadbury 1992), which 

highlighted the need for accurate, reliable and credible financial information that had the 

integrity required to support sound business decisions (indeed the key attributes that underpin 

information security).  Organisations’ growing reliance on information has been met by a 

seemingly unstoppable usage of technology to support this trend and to make information 

widely available throughout an organisation.  The relevance and indeed the importance of 

organisations developing and implementing an information security policy has been noted (Da 

Veiga, 2016) as being essential to demonstrating governance of information security.  The key 

purpose of the information security policy is to establish and communicate a minimum 

standard that should be adopted by the organisation (Da Veiga, 2016) and to provide the 

necessary framework for controls and processes to be implemented and adopted.  The 

information security policy forms the basis for information security governance, which should 

reflect the formal direction or strategy of the organisation in establishing a secure 

environment, which Da Veiga (2016) goes on to identify will, if properly implemented and 

communicated, influence the way in which employees interact with information assets, and 

ensure a compliant environment.   

 

A lot is therefore required of the information security policy, in not only reflecting the 

organisation’s information security strategy but also in being a key communication tool for 

engaging employees with the information security program.  Perception is a key aspect when 

observing employee’s interaction with the information security policy, and care has to be take 

in the language used in the communication of the policy (Karlsson, Hedström, and Goldkuhl, 

2017), so as not to alienate the employees from the objectives of the policy, but to encourage 

their full engagement with the information security program.  This is reinforced by Da Viega, 

who stresses that an information security policy is only effective if it is shown that employees 

are not only aware of the policy, but that they understand what it means to them and therefore 

the way that it influences their behaviour towards information assets (Da Veiga, 2016).  It 

should also be noted that senior management can also be reluctant to engage with Information 

security as the language used is often technical and that this too must be overcome if all 

employees, not just senior managers, are to fully engage with the information security policy 

and indeed the information security program.  In their research Renaud and Goucher (2012) 

propose that this needs to be overcome using language that is both readable and easily 
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understood, if all employees are to be fully engaged with the requirements of the information 

security policy (Renaud and Goucher, 2012).  Also, Thomson and von Solms, (2003) note that 

it is vital that Information security policies are developed as policies are for other operational 

business areas (Thomson and von Solms, 2003); the very fact that this has to be spelled out 

highlights the intangible nature of information security and that the need for it to have a 

defined policy is not as obvious as other more tangible, operational business areas.  It should 

not be forgotten that the information security policy is key in outlining its vision for the 

organisation in defining the course of action to be taken and thereby influencing the decisions 

to be made, in support of the information security strategy. 

 

However, the relationship that executive management has with information security can often 

be strained and complicated, as the risks associated with information security are often only 

apparent when there has been a breach and one or more of the key attributes of information 

security, namely confidentiality, integrity and availability, have been challenged.  Which also, 

as noted above, it has been shown that executives frequently perceive information security to 

be technical and therefore an information technology issue that is best understood and 

therefore managed by those that understand the technical language that is often used to 

describe information security risks (Birchall, Ezingeard, and Mcfadzean, 2003; Schinagl & 

Shahim, 2019; Bongiovanni, Renaud and Cairns, 2020), or that is purely an overhead that has 

to be borne by an organisation, with little return on investment.   

 

Despite all of the problems outlined in ensuring that executive management engages with 

information security, as it is clear that being able to demonstrate information security 

governance is a key requirement of overall corporate governance (von Solms, 2001).  This need 

does not diminish or disappear and it is often left to a departmental management team to 

ensure that appropriate controls are put in place.  In many of the research materials reviewed 

for this thesis, it was common for information security to be observed or described as being 

part of information technology (McFadzean, Ezingeard and Birchall, 2007; Corpuz, 2011; 

Whitman and Mattord, 2016; Knapp, Franklin Morris, Marshall, and Byrd, 2009), but based 

particularly on research about information assurance (Shou and Hernandez, 2015;  

McFadzean, Ezingeard and Birchall, 2007), it would seem that in order for organisations to 

develop an information security environment that is both holistic and business-centric, 

information security has to be defined as a separate entity within the organisation. 

 

This thesis proposes that full alignment of information security with a business will enable a 

better understanding of information security from both the perspective of the business, 
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notably the information security executives, such as a Chief Information Security Officer (CISO), 

and also the information security professional’s that have responsibility business unit level.  

Which will enable better control solutions to be developed and lead ultimately to a clearer 

understanding of the business strategy to ensure that the information security requirements 

closely align with strategic objectives. 

 

Work by Sveen, Torres and Sarriegi (2009) supports the idea that information security is often 

seen as essentially technological, with technology controls that need to be implemented, and 

that whilst these are important, technology controls do not describe the whole control picture.   

They describe the complete controls environment as having three distinct areas, technical, 

formal and informal, which they term the ‘trinity of security controls’ (Sveen, Torres and 

Sarriegi, 2009, p. 101), depicted in figure 3.1.  To explain, technical controls are those often 

implemented at system level to prevent inappropriate use or access, formal controls are the 

policies and procedures that are then required to be implemented by users to ensure 

compliance, with the third layer, informal, including the organisation’s culture, and the training 

and awareness programs that are in place.  But even with technical, formal and informal 

controls in place, organisations can still find themselves at risk because the controls are 

hierarchical, which means that a breach at the informal level can result in gaps in either one 

or both of the other two layers (Sveen, Torres and Sarriegi, 2009).  This highlights the 

importance of the human aspect in the implementation of information security controls, and 

the need to have holistic oversight of the control environment.  The importance of 

understanding the fundamental role that the human aspect has in securing not just systems 

but the information that they contain is reinforced by Furnell and Clarke (2012) who highlight 

the crucial role that individuals (in the case of organisations, employees) have, and that they 

often represent the point of failure. 

 

 

Figure 3-1    Swiss Cheese Model (Reason 2000)   
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It is relatively straightforward to develop and implement both the technical and formal 

controls, by adopting a globally recognised standard/model, such as ISO 27001 or COBIT, to 

provide a framework for the policies and procedures to be adopted. It is often the informal 

controls that are omitted (Sveen, Torres and Sarriegi, 2009), and it is the culture of the 

organisation that will provide the unconscious foundation that then supports users in ‘doing 

the right thing’ with regard to information security.  It should be noted that it is also important 

that there is a balance between the trilogy of controls, with any imbalance creating an 

opportunity or vulnerability that can be exploited.  The cheese metaphor adopted by  Sveen, 

Torres and Sarriegi, (2009), with the holes representing vulnerabilities draws a striking parallel 

with the work by (Reason 1997) as depicted in Figure 3.1 who also adopts the image of ‘Swiss 

Cheese’ with the holes representing vulnerabilities in organisations’ defences (Reason 1997).  

Reason (1997) extends the metaphor by going on to highlight that when the deficiencies in the 

layers of controls coincide (or, to draw on the cheese analogy, when the holes in the layers of 

cheese align) a major incident can result.  

 

Furthermore, Sveen, Torres and Sarriegi (2009) also note that the primary or original 

developers and implementers of controls are often technologists, who may be more likely to 

lack the management and interpersonal skills that are essential if information is to be 

communicated effectively within an organisation. Schinagl and Shahim (2019) observe that if 

technologists are to effectively communicate about information security risks, with senior 

management, they will need to present the message in a format that is easily comprehended 

by non-technical corporate executives.  It has been shown how important the communication 

of information security risk is, not only to board executives, enabling them to engage with the 

subject, but also in the language that is used in policy and procedures to communicate the 

requirements of the information security policy with all levels of employees, so that the formal 

controls are understood and complied with.  Subsequent communication of the information 

security policy throughout the organisation needs to be supported by corporate executives 

and supported by an ongoing training and awareness program, in order to establish and 

manage a strong, ongoing information security culture.  It is also worth noting that as an 

organisation grows and develops its informal controls (Sveen, Torres and Sarriegi, 2009), its 

culture will also change and need to be constantly reinforced, primarily through the leadership 

of its corporate executives.  They will also need to clearly demonstrate their support of the 

information security program by the implementation of relevant training and awareness 

programs (Martins and Eloff, 2002; Sohrabi Safa et al., 2016; Koohang, Anderson, Nord, & 

Paliszkiewicz, 2019). 
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3.4 The Development of Information Security  
In recent years, technology systems have evolved and they are now often heavily relied upon 

to support business functions, with systems being used in the processing, managing and 

storing (Shou and Hernandez, 2015) of large amounts of data.  But as systems growing not only 

in size and complexity but also in interoperability, the likelihood of data leakage increases, with 

the potential for loss and or compromise of data, which as pointed out by Perrow (1984) 

provides the ideal environment for incidents to occur.  Perrow’s theory, which is termed 

‘normal accidents’, considers the risk that can result from complexity and the interconnectivity 

of systems, where a process or system failure can result in a seemingly unconnected data 

breach.  This has led to the need for information security to be taken even more seriously and 

for the implementation of and compliance with appropriate controls.  

 

When the requirement to implement information security controls was first established, they 

were understandably defined within the context of technology, with the need for controls 

being implemented not only to protect systems from external or internal intrusion, but also to 

ensure that they were being operated and managed in accordance with policy.  Therefore, the 

ability to define, implement and manage information security controls required a degree of 

technical knowledge.  This requirement for technical knowledge continued and allowed 

technology professionals to perpetuate the belief that information security is intrinsically 

considered as being part of their domain, information technology, and that it is essentially 

technical and therefore requires solely technical solutions.  Furthermore, corporate executives 

have allowed themselves to be drawn into the belief that the controls required are essentially 

technical and therefore complicated, so they have consistently delegated responsibility to 

‘technology management’, denying information security the attention that it requires from a 

strategic point of view (McFadzean, Ezingeard and Birchall, 2007; Schinagl & Shahim, 2019). 

 

It is easy to understand why the perception that information security is technological and 

therefore a subject that is difficult to understand has persisted, but managing it solely as an 

aspect of technology consistently fails to address the information that resides within the rest 

of the business (documents and so on) and can alienate the business from engaging fully with 

information security.  This oversight arising from a faulty perception supports the need to 

explore the role of the information security policy, how it aligns with corporate strategy, and 

also the language that is used within it, to ensure that the policy engages with all employees 

and communicates effectively. 
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3.5 Information Security Standards and Frameworks 
 

The use of an information security standard is widely accepted as a way to ensure that all 

internal and external threats are captured and incorporated within an information security 

policy.  They offer guidance on best practice and provide a framework for the construction of 

an information security policy. Standards are though not without their critics, who argue that 

they a do not incorporate business requirements (Renaud and Goucher, 2012), which would 

seem to indicate a lack of understanding of businesses strategic objectives by those 

responsible for the development of the policy.    

 

Al-ahmad and Mohammad (2013) highlight that to establish or perhaps re-establish a risk 

management program, an organisation will need to conduct a risk assessment, the primary 

object of which will be to determine its risk landscape.  The utilisation of a standard or 

framework is seen as a key driver, in order to ensure that all of the key elements have been 

captured.  An organisation’s risk landscape will include internal and external threats, and the 

legal, social, political and cultural environments in which the organisation operates.  As part of 

the risk assessment process, the organisation will need to define how it intends to treat the 

identified inherent risks, and decide whether controls are to be put in place to mitigate, 

accepted, to be avoided or for the risk to be transferred (Al-ahmad and Mohammad, 2013).  

Each of these different risk treatments will result in a residual risk that the organisation can 

tolerate. 

 

One of the key challenges lies with the selection of the most appropriate framework or 

standard. It needs to meet the organisation’s holistic requirements, and to select is thus not 

without problems, as noted by Renaud and Goucher (2012), because the standards can often 

focus on the technological aspects of information security and omit the wider business 

considerations.  COBIT 5 (ISACA 2013) has a technology focus but defines information as an 

enabler, which allows all stakeholders in the process to ensure that all aspects of the 

information processing life cycle that support of the business operation are addressed.  End-

to-end governance is the foundational aim for COBIT 5, so it is able to be used as a “single 

integrated framework” (ISACA, 2013, p. 25), as it has the ability to enable other frameworks 

and standards to be aligned at a high level, thereby creating a more holistic environment for 

the governance of information security.  Alternatively, a standard such as ISO 27001 (British 

Standards Institution 2017), having been revised in recent years, provides a framework that is 

flexible enough to be adopted by many organisations as an information security governance 

framework.  As noted by Lomas (2010), ISO 27001 is flexible enough to support simple systems 
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with only one or two information assets and for this to be reflected in the scope of the system.  

ISO 27001 can also be managed and therefore implemented from under the wider auspices of 

the quality management system ISO 9001, by adopting Annex SL to provide a framework for 

the generic management of the various standards and aspects, such as the document control 

aspects (British Standards Institution 2015b). This link to ISO 9001 will be appealing to many 

organisations because it reduces administration overheads and associated costs, so often 

ignored in the implementation of governance.    

 

3.5.1 Information Security Communications 

Irrespective of the standard that is adopted to provide a framework for the management of 

information security risk, a lot is expected of an organisation’s information security policy, 

because it is also required to be a key communication tool and to engage directly with 

employees in order to communicate the strategic requirements of the information security 

program.  Perception is a key factor when observing employees’ interaction with the 

information security policy and care has to be taken in the language used in the communication 

of the policy, so as not to alienate employees (Höne and Eloff, 2002) from the objectives of the 

policy.  Da Viega (2016) reminds us that an information security policy is only effective if it is 

demonstrated that employees are not only aware of the policy, but that they understand what 

it means to them and therefore the way that it influences their behaviour towards information 

assets (Da Veiga, 2016); therefore, the role that the information security policy plays in this 

regard should not be underestimated.  Höne and Eloff, (2002) also comment that the language 

and overall structure of the information security policy should be consistent with the tone 

adopted for all other official organisational documents, so as not to appear incongruent.   

 

It has been noted that senior management may be reluctant to engage with information 

security due to it being perceived as technical (Corpuz, 2011; Doherty, Anastasakis, and 

Fulford, 2009; Klein and Luciano, 2016; Schinagl and Shahim, 2019); such reluctance may also 

have a knock-on effect on the engagement of all employees. Renaud and Goucher (2012) 

propose that a way to overcome this is by using language that is both readable and easily 

understood (Renaud and Goucher, 2012), while Cram, Proudfoot, and D’Arcy, (2017) go on to 

suggest that the format and structure of the policy, were also contributing factors.  Ensuring 

users are not only involved with the information security policy but also have a clear 

understanding of its requirements will result in a policy that is less likely to be flouted and 

create a sense of ownership of the policy. (Flowerday and Tuyikeze, 2016; Adams and Sasse, 

1999).  In considering organisational communication, this does highlight the notion that all 
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formal documents should be similarly understandable and approachable, so as to engage all 

levels with the same effect.  

 

3.6 Information Security Policy 
 

Research has highlighted that a lot is required of the information security policy. It is expected 

to reflect and align the organisation’s strategy with its information security controls 

(Paananen, Lapke, & Siponen, 2020; Corpuz and Barnes, 2010) so that it is able to give clear 

direction and provide the boundaries required to ensure that the organisation meets its 

strategic objectives (Stafford, Deitz and Li, 2018).  

 

A driver for organisations to establish an information security policy, is to comply with ISO 

27001, the information security standard (British Standards Institution 2017), where it is a 

fundamental requirement.  ISO 27001 clearly states that the information security policy should 

demonstrate the organisation’s information security objectives and ensure that they are 

aligned with the organisation’s strategic objectives (British Standards Institution 2017).  Cram, 

Proudfoot and D'Arcy, (2017) make an important observation, that the information security 

policy can and will vary between organisations, in order to reflect the significance of the 

information and resources, being protected.  These variations are captured by the number of 

different meanings being placed on the term ‘security policy’, which as noted by Whitman and 

Mattord, (2016) stems from a three-level classification and structure of the information 

security policy which is frequently adopted, in order to capture all of these requirements.  At 

the highest level, is the ‘enterprise’ information security policy, which will set the strategic 

direction and define the scope and tone of the organisation’s intentions regarding the 

information security program.  The two further layers are the ‘issue-specific’ security policy, 

which aims to provide detailed instruction on a process or technology and the ‘system-specific’ 

which is designed to give detailed guidance on configuring and maintaining systems (Whitman 

and Mattord 2016).  But, as observed by Whitman & Mattord, (2016), it is the ‘enterprise’ level 

document, that is the one frequently referred to as the information security policy, with Höne 

and Eloff, (2002) reflecting that it is important that the information security policy should 

define and present information security in a clear and consistent way to enable it to be 

understood throughout the organisation.   

 

In addition, the need to document the requirements of an information security program, 

within an information security policy, is driven by both external and internal threats and the 

need to ensure that the information security policy incorporates regulatory and legal 
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requirements, so that it provides a framework that captures the key control areas to be 

implemented and communicated to the organisation’s employees (von Solms and von Solms, 

2004).  Research has shown that an important aspect of developing an information security 

policy that works for and supports an organisation is the active engagement of senior 

management (Höne and Eloff, 2002), as it shows the commitment of senior management for 

the information security program, but also, if they are shown to conform to its requirements, 

they will create an environment that nurtures an information security culture, which in turn 

will promote compliance with the information security policy (Alshaikh, Maynard, Ahmad, and 

Chang, 2015). 

 

The use, development and implementation, of the information security policy by organisations 

is widely accepted as the way to protect both their systems and data (Cram, D'Arcy and 

Proudfoot, 2019).  Whilst organisations understand the need to establish, implement and 

maintain an information security policy, ensuring its subsequent adoption and use by its 

employees remains challenging.  Managing and ensuring compliance with the information 

security policy, is an area that has received specific attention in recent research, particularly in 

understanding the factors that support compliance (Sohrabi Safa, von Solms and Furnell, 2016; 

Herath and Rao, 2009; Amankwa, Loock and Kritzinger, 2018; Moody, Siponen, and Pahnila, 

2018).  A common observation from this research was that of the human factor, and that 

failure of employees to comply, resulted in an increasing number of security incidents 

(Amankwa et al. 2018), and with various tools, frameworks and supportive organisational 

cultures, being proposed to nurture environments that support employee policy compliance.  

 

Also, information security policy research has considered various aspects of the information 

security policy, from the structure and contents (Siponen 2006) and use of information security 

standards (Höne and Eloff, 2002), and the role of senior management and organisational 

culture (Hu, Dinev, Hart and Cooke, 2012).  Is it important to note that whilst there is a view 

held by researchers (Thomson and von Solms, 2005; Hirsch and Ezingeard, 2009; Al-ahmad and 

Mohammad, 2013), and also by COSO (Martens & Rittenberg, 2020) and the IRM (Institute of 

Risk Management, 2011) that the information security policy can or should be used to capture 

the organisation’s risk tolerance, there are few theoretically or empirically-derived indications 

of how this might be achieved.  

 

In summary, the information security policy is key in outlining an organisation’s vision with 

respect to information security, capturing and reflecting its appetite for information security 

risks and then defining the course of action to be taken, via the controls to be implemented 
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(Höne and Eloff, 2002).  All of these require and ultimately demonstrate senior management’s 

involvement with the overall risk management program, involvement which can potentially 

nurture a supportive information security culture. 

 

3.7 Risk Maturity Model 
 

A key element of the risk management program is the use of a maturity model, which is used 

to determine the developmental status of the program being implemented, and to this end 

risk management is no different from other organisational programs, in wanting to be able to 

demonstrate the place of the organisation in the developmental process.  It should also be 

noted that a risk maturity model is effectively a capability maturity model that has been 

tailored to meet the specialised requirements and capabilities of a risk management system 

(Antonucci 2016).  One of the key objectives of implementing an organisational risk 

management program, or Enterprise Risk Management as it is frequently termed, is to be able 

to fully understand the operating environment in order to enable senior management to make 

better informed decisions; other objectives include providing accurate financial reporting, 

reducing capital expenditure and improving the way the organisation is perceived (The 

Institute of Risk Management 2010).  The risk maturity model and its application are key tool 

in being able understand in the evolutionary process of risk management, and it can provide a 

consistent methodology for measuring desired, anticipated or improving states, in order for 

the organisation to achieve the optimum maturity level relation to the process of risk 

management.  

 

As might be expected, there are a number of maturity models, and it is important that the 

model chosen fits not only with the organisation but also with its risk management program 

and the standards or frameworks that it has implemented, to ensure consistency of process 

and measurement.  It should be noted that the use of a risk maturity model, whilst enabling a 

greater understanding of the effectiveness of the risk management system, it is a tool that 

forms a separate process, that requires active management to select and implement the 

appropriate risk maturity model for the organisation.  And that whilst the ISO Standards such 

as ISO27001 and ISO3100, promote an ethos of continuous improvement, it requires the 

adoption of an appropriate risk maturity model to enable this to be achieved(Antonucci 2016). 

 

 An important starting point in the review of capability maturity models is that of the Carnegie 

Mellon University Software Engineering Institute (SEI), which is usually referred to as the SEI 

CMM (Paulk, Curtis, Chrissis, and Weber, 1993).  As indicated by its name, the SEI CMM was 
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initially created for the measurement, effectiveness and reliability of an organisation’s 

software processes, but latterly has been widely accepted and adopted as a risk maturity 

model.   

 

Level Title Short Descriptor 

Level 1 Initial (Chaotic) Undocumented, or dynamically changing processes, tend to be driven 

by ad hoc, uncontrolled or reactive manner by events or users. 

Level 2 Repeatable Some repeatable processes with some consistent results, but process 

discipline unlikely to be rigorous, especially under stress 

Level 3 Defined Set of defined and documented processes, established and provide 

consistent process performance with some degree of improvement 

Level 4 Managed Use of process metrics to manage, adjust and adapt to ensure 

effective control.  Little measurable loss of quality or deviation from 

specifications.  

Level 5 Optimising Focus on continual process improvement, through both stepped and 

innovative technology changes and improvements. 

Table 3.1 SEI CMM Levels (Antonucci, 2016 p. 18) 

 
The five levels of risk maturity are depicted in Table 3.1, where they range from Level 1, which 

is classed as the ‘Initial’ or Chaotic stage, where risk management tends to be undocumented 

and any actions are reactive or ad hoc,  through to Level 5, ‘Optimising’, which defines the 

optimal level of risk management, where there is a continuous process improvement, which is 

based on both technology and process innovation  (Antonucci 2016). 

 

Another program is the BS ISO/IEC 330xx information technology, process assessment 

concepts and terminology, suite of standards as outlined in BS ISO/IEC 33001:2015 (ISO, 2015), 

which enables and supports the assessment of many different organisations, due to the flexible 

and interchangeable nature of the suite of standards.  Another benefit of using ISO 33001 as 

opposed to SEI CMM is cost, with the standard being widely available through the British 

Standard Institution, as opposed to the expense of using a privately-owned assessment model 

(Antonucci 2016).  It should also be noted that the flexible nature of BS ISO/IEC 33001:2015 

means that it does not prescribe a rating measurement scale to be adopted; instead, it is left 

to the organisation to define accordingly, and suggests that it should be relevant to the process 

being assessed and that it should also be consistent with the level of granularity of the 
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assessment (British Standards Institution 2015a).  This enables an organisation to create a risk 

maturity model that meets the exact requirements of the organisation, although it does 

impose another layer of complexity to assessing the risk management system.   

 

A third and significant tool used in the assessment of an organisation’s risk maturity is 

proposed by the Institute of Internal Auditors. The Risk Maturity Assessment  (Institute of 

Internal Auditors 2014), similarly to the SEI CMM, has five levels of maturity, which are defined 

in “Assessing the organisations’ risk maturity” (Institute of Internal Auditors 2014), where they 

range from ‘Risk Naïve’ through to ‘Risk Enabled’.  A notable difference of The Risk Maturity 

Assessment (Institute of Internal Auditors 2014) to the other models outlined, is that it is not 

bound to processes and can be used to assess commercial risk environments. 

 

Risk Maturity Level Key Characteristics 

Risk naïve No formal approach developed for risk management 

Risk aware Scattered silo-based approach to risk management 

Risk defined Strategy and policies in place and communicated.  Risk appetite defined 

Risk managed Enterprise approach to risk management developed and communicated 

Risk enabled Risk management and internal controls fully embedded into the operations 

 

Table 3.2  Assessing the organisations’ risk maturity (Institute of Internal Auditors n.d.) 

 

The Institute of Internal Auditors risk maturity model, as depicted in Table 3.2, defines five 

distinct stages of risk maturity, with Risk Naïve being the initial phase, where there is no formal 

risk management approach, through to Risk Enabled, which defines an environment that is 

fully engaged with risk management and it is able to demonstrate that it is fully embedded into 

all aspects of the organisation (Institute of Internal Auditors n.d.). 

 

 



 
56 

 

 

Figure 3-2   Risk Management Maturity Timeline (Institute of Internal Auditors n.d.) 

The risk management timeline (Institute of Internal Auditors n.d.), as depicted in Figure 3.2, 

clearly outlines the phases of risk maturity and their development, along with the key 

milestones that define the phase.  This model clearly indicates that organisational risk appetite 

is not achieved until the third phase, here labelled ‘Risk-Defined’.   

 

Of the three risk maturity models outlined above, SEI CMM, ISO/IEC 31000 and the IIA risk 

maturity framework, the SEI CMM has its roots in assessing the capability of software process 

development, with five levels, ‘Initial’ (chaotic) through to ‘Optimising’ where continual 

process improvement is being achieved (Antonucci 2016).  This model is process orientated, 

but with requirements for each of the maturity levels, five in total, clearly defined.  The offering 

from International Standards Organisation, whilst providing a fully flexible option, is not a 

maturity model as they are traditionally recognised, and it does also have a bias towards 

technology processes (British Standards Institution 2015a).  The final maturity model 

considered here, that of the Institute of Internal Auditor’s is risk focused, with each of the five 

maturity levels clearly outlining the requirements that must be achieved to support that level 

of risk maturity (Institute of Internal Auditors 2014).  The Institute of Internal Auditor’s risk 

maturity model, with its focus on and understanding of the relationship between risk appetite 

and the underlying processes that an organisation needs to develop, was therefore assessed 

to be the most appropriate maturity model to apply to the organisation, when exploring its 

risk appetite.    
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3.8 Chapter Summary  
 

This chapter set out to provide a foundation of the formal controls on which this research 

draws on as it progresses.  The chapter opened with the relevance of corporate governance to 

information security governance, and the importance of aligning information security strategy 

with the overall organisational strategy, in order to support the organisation’s aims and 

objectives.  Stress was placed on the key role that the information security policy plays in 

demonstrating information security governance, reflecting the organisational strategy and 

capturing its risk tolerance.   

 

The chapter moved on to explore what information security is and how it has developed and 

grown in recent years, with the underlying need to determine the nature of organisational 

information and the reliance that organisations place on it.  The use of information security 

frameworks and standards was considered.  Finally, a notable point regarding the adoption 

and implementation of an information security policy is the language used in documenting the 

policy to ensure that the message (or controls in the case of the information security policy) 

received by the user is the same as that intended by the creator(s) of the policy.  

 

From this phase of the review, the relevance of understanding how an organisation’s risk 

appetite is captured and expressed (as information security risk tolerance within the 

information security policy) is clear.  The apparent lack of research that considers how this 

might be done constitutes a gap and highlights the need for research to be conducted into this 

area.  This thesis takes some initial steps to address the gap, firstly by looking at the processes, 

be they formal or informal, which are in place to determine case study organisation’s 

information security risk tolerance.  A next step in the process is to explore how the 

organisation reflects its defined risk tolerance and captures it in the information security 

policy.  An additional step relates to the language that is used has in the information security 

policy, which requires attention, because it too is under-researched and so constitutes another 

kind of gap that this research aim to address.  

 

The final topic to be discussed in this chapter was that of risk maturity models: three models 

were critically reviewed to understand how their use could best support different risk 

environments, and how their selection and implementation could aid the organisation in 

gaining an understanding of its developmental status.   
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Having considered the formal controls, the governance structure and policy documentation 

that an organisation might employ, the next stage is to consider the informal control aspects, 

which as noted by Sveen, Torres and Sarriegi, (2009) are important as they capture the human 

behaviours and relationships with the formal controls.  
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 Informal: A Review of Organisational Behaviour 
 

This chapter addresses the third area of the literature review by exploring the academic 

literature that considers the ‘informal’ or more intangible aspects of risk controls as defined 

by Sveen Torres and Sarriegi (2009).  This work usefully categorises risk controls in three ways, 

technical, formal and informal and this thesis utilises this categorisation in order to provide a 

meaningful framework to explore the diverse bodies of literature that discuss the human 

behavioural aspects that support the informal controls.  It discusses the third aspect of their 

trilogy the informal control areas, organisational and information security culture and 

information security training and awareness, in order to explore the ‘human behavioural’ 

aspects of an organisation’s information security controls.  

 

4.1 Organisational and Information Security Culture 
 

Earlier in this thesis we considered risk culture and touched on its relationship with 

organisational culture; this section looks in greater detail at organisational culture and 

information security culture, the relationship between them, and how important it is to 

understand what shapes and supports robust culture.     

 

Research conducted by Schlienger and Tuefel (2003) proposes that culture and in particular 

information security culture is the socio-cultural element that most supports the 

implementation of information security controls, and that it is an underlying element that 

reinforces and binds the human interaction with the security framework.  This by extension 

provides insight into the relationship between information security risk, how it is documented 

within the information security policy, and an organisation's employees, further providing a 

way of understanding an organisation’s culture and specifically its information security culture 

and its strengths and weaknesses. Importantly it will also assist in determining the extent to 

which any stated information security compliance can be valued and trusted.   

 

Culture, both organisational and more specifically in information security, is an area of 

research that has received growing attention in recent years, with researchers such as Chia, 

Maynard and Ruighaver (2002), Kruger and Kearney (2006), Hu et al. (2012), Martins and Elofe 

(2002), Da Veiga, Martins and Eloff (2007) and Tolah, Furnell, & Papadaki, (2017), all proposing 

frameworks, methodologies or surveys as tools to assess organisational information security 

culture.  There is a consistent theme in the research: gaining a better understanding of 
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information security culture in the broadest sense and its relationship to a robust information 

security control environment.  

  

Schein, (1984) highlights the difficulties in assessing an organisations culture due to it being a 

multidimensional concept, but he does offer a way in which to understand it as comprising 

three levels. First are the organisation’s artefacts that are tangible and can be observed, 

second are the espoused values, which fundamentally are those that are documented; third 

are the tacit or underlying assumptions that reflect the organisation’s beliefs and values.   He 

observes that initially the culture will have been derived from the values of the organisation's 

founders, and that it is built up based on successful experiential outcomes, and that these 

values and beliefs will subsequently have become sufficiently instilled in the organisational 

culture to be passed on to new members as the ‘correct’ way to perceive and therefore handle 

issues.  These observations offer a way to understand and consider organisational culture as a 

group of underlying assumptions that have been developed and adopted, after being proven 

to benefit the organisation when tackling issues; they support the notion that where concepts 

are embedded into an organisation they will be stronger and better supported. 

 

Chang and Lin (2007), Okere, van Niekerk and Carroll (2012), Schlienger and Tuefel (2003), 

Vroom and von Solms (2004) and Thomson and von Solms (2005), all adopt Schein's research 

about culture into their research because it enables insight into an organisation's views on 

information security and therefore the behaviours and values that are required in order for it 

to support a sound control environment Using Schein as a lens also confirms the direct 

relationship between organisational and information security culture.  Review of research has 

highlighted that there are two key areas that support and nurture a strong information security 

culture: perceived and active management support for information security, and effective 

training and awareness programs.  Both of these areas can promote the communication of the 

values required to support a robust culture and underpin the importance of the information 

security policy. Also, the fundamental role that executive management has to play with respect 

to organisational and indeed information security culture cannot be overstated; specifically, 

results from research conducted by Hu, Dinev, Hart and Cooke (2012) showed that senior 

management's active involvement in all aspects of information security controls, from 

establishing control frameworks through implementation to management and review of the 

information security policy could influence and affect employee behaviours.   

 

As a consequence, senior management’s active involvement can have a positive impact on the 

way that information security is perceived throughout the organisation, and can be reflected 
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in positive behaviours that strongly influence cultural values.  Furthermore, Chang and Lin, 

(2007) suggest that an organisation's culture can be created and developed from the approach 

and involvement of its leaders, and that it will be from the way that they establish policies and 

organisational structures that implementation of information security will stem, successfully 

or otherwise.  By considering an organisation’s culture and more specifically its information 

security culture, the key factors that enable it to develop the environment within which it is 

able to express its information security risk tolerance is explored.  

 

4.2 Training and Awareness 
 

Training and awareness are central to the successful implementation of an information 

security program and have been the subject of research by a number of authors, including 

Gundu, Flowerday, & Renaud, (2019),  Alshaikh, Maynard, Ahmad, & Chang, (2018), Thomson 

and von Solms (1998), Parsons, McCormac, Butavicius, Pattinson and Jerram (2014), Shaw, 

Chen, Harris and Huang (2009) and Amankwa, Loock and Kritzinger (2014). The primary role of 

training and awareness in the context of information security is to ensure the appropriate 

communication of the intention of the information security policy to all employees and to 

ensure that an appropriate level of knowledge of the subject is imparted.  The term ‘training 

and awareness’ is widely used to capture any and all levels of communication, and even the 

individual terms ‘training’ and ‘awareness’ are all too often used interchangeably (Amankwa 

et al. 2014) resulting in a lack of clarity as to what is actually meant by either. 

 

4.2.1 Defining Information Security Training and Awareness 
Research by Amankwa et al. (2014) sought to bring clarity to the terms that are used to express 

the various levels of knowledge transfer that are employed, and also to highlight the need for 

different levels of knowledge that are required according to the role that an individual 

performs within an organisation.  Their work adopts the terms proposed by Wilson and Hash 

(2003) in the National Institute of Standards and Technology (NIST) special publication on 

‘Building an Information Technology Security Awareness and Training Program’. These terms 

are ‘education’, ‘training’ and ‘awareness’.   

 

4.2.1.1 Education 

At the ‘highest’ level is information security education; it is primarily classroom-based and 

characterised by a level of knowledge that is imparted that enables the recipient to understand 

and interpret information security documentation in order to protect organisational 

information (Amankwa et al. 2014).  This level would be appropriate for those employees with 
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direct responsibility for the day-to-day management of the information security program 

because it should enable them to interpret any standards that are being used and ensure their 

requirements are reflected in the information security policy, with its purpose to “equip 

employees with the skills and competencies needed to ensure confidentiality, integrity and 

availability (CIA) of organisation information” (Amankwa et al., 2014 p. 251).  This is usually 

achieved by using formal instructional methods, such as formal classroom seminars, research, 

or discussion with peers (Amankwa et al. 2014).  This level of understanding would only be 

needed by those intending to establish and manage organisational information security 

programs and is supported by organisations such as ISACA, (n.d.-a) and ISC2, (n.d.), who provide 

globally recognised information security certificates.  Certification is achieved via a course of 

instruction that is available both on line and in person, and which is rigorously tested via 

examination.   

 

Whilst the information security standard (ISO 27001) (British Standards Institution 2017), 

defines that organisations “ensure that these persons are competent on the basis of 

appropriate education, training or experience”(British Standards Institution, 2017, p. 13).  The 

degree to which organisations embrace and support information security education, 

specifically for those with key responsibilities, is unclear.  As noted there are a number of 

courses available to information security professionals to attain information security 

certification courses, including CISSP (Certified Information Systems Security Professional) 

which is granted by (ISC)2 and CISA (Certified Information Security Auditor) which is granted by 

ISACA, that provide varying levels of information security education.  There is however, a 

general lack of clarity as to the appropriate level or type of education, that organisations 

require of its key information security employees and Hentea, Dhillon, H., and Dhillon, M., 

(2006), Furnell and Clarke (2005) and LeClair, Abraham and Shih (2013) also note that there is 

a lack of skilled information security professionals, which compounds the overall situation 

regarding the requirements for organisations to ensure that they have competent information 

security professionals.    

 

4.2.1.2 Training 

The next level is training, with its purpose to provide all employees with a level of information 

security training that is relevant to their job function  (Amankwa, Loock and Kritzinger, 2014; 

British Standards Institution, 2017; Alshaikh, Maynard, Ahmad and Chang, 2018).  It is this level 

of training that is required by all employees, and it needs to be both general enough to be 

appropriate irrespective of their role within the organisation, but also specific enough to 

ensure that they have information security training that is tailored so that they understand 
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how it relates to their responsibilities  This forms one of the key challenges, to have a training 

and awareness program that is able to communicate the requirements of the information 

security program that are relevant to the employees’ roles without alienating them (Thomson 

and von Solms, 1998), and  to ensure that they are able to relate the requirements of the 

information security policy directly to their day-to-day responsibilities and (most importantly) 

the information with which they interact on a daily basis. 

 

There are a number of ways in which training can be delivered and these are summarised by 

Amankwa, Loock and Kritzinger, (2014), as generally utilising practical methods such as 

seminars or workshops, emphasising the need for time set aside to focus on information 

security, and for that time to be used at least in part interactively.  The use of case studies as 

a method is noted by Parsons et al. (2010) as providing valuable scenario-based learning that 

can be manipulated to present information security learning in a real-life environment that is 

memorable and therefore more likely to influence behaviour changes.  Johnson and Goetz 

(2007, p. 17) also note that “part of raising awareness involves personalizing risks for 

managers, showing them how vulnerabilities could affect them as individuals.”  

 

4.2.1.3 Awareness 

Information security awareness is the approach adopted to ensure that all employees are 

reminded of their roles, relevant to ensuring the security of information that they use; it 

utilises such tools as email or printed literature to focus attention on a particular topic 

(Amankwa Loock and Kritzinger, 2014). Therefore, delivery can be more informal, with the use 

of, for example, posters and flyers around the organisation, and electronic methods such as 

email or internal web site messages.  Awareness materials constitute a useful tool that can be 

used to enhance the overall information security communication program, but awareness 

should not be used to replace either education or training. It is primarily to be used to enhance 

and highlight a particular topic.  

 

Attributes Information Security 

Education (ISE) 

Information Security 

Training (IST) 

Information Security 

Awareness (ISA) 

Focus Insight and 

understanding 

Information Security 

skills and information 

security knowledge 

Attention directing 

and reminders 
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Purpose Equip employees 

with the skills and 

competencies 

needed to ensure 

confidentiality, 

integrity and 

availability (CIA) of 

organisation 

information 

Equip employees 

with information 

skills and information 

security knowledge 

specific to their roles 

and responsibilities 

Ensure that every 

employee realises 

their role and 

responsibility 

towards protecting 

the organisation’s 

information 

Method of delivery Theoretical 

instructional 

methods in the form 

of seminars, 

classroom 

discussions and 

research 

Practical instructional 

methods in the form 

of seminars and 

workshops 

Print and electronic 

media such as videos, 

flyers and posters 

Table 4.1 Comparative Framework (Amankwa et al. 2014)   

 
The three levels of information security communication, education, training and awareness, 

are depicted in Table 4.1, with the table clearly showing the appropriate level of knowledge 

transfer to be adopted according to the employee’s role, and the function to be performed by 

the communication.  Just considering the various terms that can be adopted enables greater 

understanding of the importance and all-encompassing role that information security 

communication plays. For ease of reference the term ‘training and awareness’ is utilised 

throughout this research, and to encompass all three levels of information security knowledge 

transfer.  

 

Ensuring the information security training and awareness, of employees is noted as providing 

the foundation for protecting organisational assets. With organisations observing that 

information training and awareness was achieved using both ‘formally scheduled’ and ‘as- 

required’ activities, in order to meet both strategic and tactical objectives for the organisation 

(Alshaikh, Maynard, Ahmad and Chang, 2018).  It was also observed that whilst ISO 27001, 

promoted the need for a level of training to enable a level of information security competence 

(British Standards Institution 2017), it failed to support organisations in developing training 

and awareness programs, that were tailored to their specific contextual requirements 

(Alshaikh, Maynard, Ahmad and Chang, 2018).  This highlights the need for organisations to 
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implement a strategy, that will guide both the development of the information security 

training and awareness program and also to ensure that it is tailored to specifically meets it 

objectives.  

 

How individuals (and in the case of an organisation, employees at all levels of responsibility) 

are motivated to interact with information security, and, importantly, to adhere to the 

requirements outlined in the policy, has been the subject of much research.  Kruger and 

Kearney (2006) suggest a prototype to measure the levels of information security awareness, 

within organisations, where information security awareness considers the use of information 

security programs to “create and maintain security-positive behaviour”(Kruger and Kearney, 

2006 p. 289).  It should be noted that Kruger and Kearney (2006), use the term ‘awareness’ to 

describe all levels of information security ‘education’, ‘training’ and ‘awareness’.  Their work 

on measuring information security awareness considered three aspects: “what do the persons 

know (knowledge)? how do they feel about the topic (attitude)? and what do they do 

(behaviour)?” (Kruger and Kearney, 2006 p. 291).  The three attributes that they propose, 

knowledge, attitude and behaviour, provide a solid foundation on which they based their work, 

this is further supported by Gundu, Flowerday, & Renaud, (2019); Sas, Reniers, Hardyns, & 

Ponnet, (2019); Nurbojatmiko, Fajar Firmansyah, Aini, Saehudin, & Amsariah, (2020); Rajivan, 

Moriano, Kelley, & Camp, (2017); Wahyudiwan, Sucahyo, & Gandhi, (2017) and Parsons et al., 

(2014), who all acknowledge and draw on this influential work, in order to better understand 

information security training and awareness.  Kruger & Kearney, (2006) concluded that the 

existence of an information security awareness program does not automatically guarantee 

employees’ understanding or compliance with the program.  This is supported by research by 

Furnell, Gennatou and Dowland (2002, p. 352) that states that the information security policy 

“can only be effective if staff know, understand and accept the necessary precautions.”   By 

applying the measurement tool as proposed by Kruger and Kearney, senior management could 

gain useful insight into the success of an information security awareness program, and the way 

in which it supports strategic objectives (Kruger and Kearney, 2006). 

 

Understanding of employee relationships with information security has been enhanced in 

recent years by research by Parsons, Mccormac, Butavicius and Ferguson (2010), Parsons et 

al., (2014), McCormac et al. (2017), Koohang, Anderson, Nord, & Paliszkiewicz, (2019), 

Stefaniuk, (2020) and Cuganesan, Steele, & Hart, (2018).  The relationship of knowledge, 

attitude and behaviour with information security awareness has been explored, enabling 

conclusions to be drawn.  Factors affecting this relationship are considered below, to 

understand how each of these elements might relate to information security training and 
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awareness.  It should therefore be possible to identify the key elements in these programs that 

drive desirable information security behaviours that in turn demonstrate support for an 

organisation’s risk tolerance and ultimately corporate strategy. 

4.2.2 Factors Affecting Information Security Knowledge 
Information security knowledge has been defined by Kruger and Kearney (2006, p. 291), as 

“what does a person know” and whilst in a perfect world everyone would have a level of 

information security knowledge that enables them to perform their role, this is not always the 

case: to enable an appropriate level of knowledge, there must be communication and 

therefore transfer of knowledge.  By transferring knowledge effectively, organisations will 

potentially be able to reduce risk, for example by educating employees on social engineering 

techniques that are used, they will be able to minimise the impact of such threats (Parsons et 

al. 2010).  

 

As has already been observed, there are two fundamental communication mechanisms: a one-

way process, for example a leaflet or information pack, or a two-way process, which can be as 

straightforward as a conversation, or, especially when considering training and awareness, a 

training session or workshop (if they are run and managed to be two-way events).  In the 

selection of communication mechanism, consideration needs to be given to both the message 

to be communicated and the existing level of knowledge of the audience, to ensure that the 

language that is used in the communications is appropriate for the recipients, in order to 

maximise the knowledge transfer (Parsons et al. 2010). 

 

4.2.3 Factors Affecting Information Security Attitude 

The attitude of employees, or “how do they feel about the topic” (Kruger and Kearney, 2006 

p. 291), relates at least in part to how they perceive information security, and as already noted, 

the perception of risk will vary according to how the risk is framed, as highlighted by Tversky 

and Kahneman (1986).  How employees feel about information security risk is an important 

consideration. The extent to which they feel it is relevant to them will be influenced by how 

much they understand about the risk and also, as noted by Parsons et al. (2010), by their 

exposure to information security risks through media coverage. Some exposure can initially 

heighten awareness of the risk, but if the coverage persists with other reports, employees may 

begin to disregard the risk, concluding that it is being overstated and therefore poses no risk 

to them.  

 

An employee’s lack of knowledge will also affect the way that they feel about the risk as they 

are unable to fully understand the impact that the threat would have either to themselves or 
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cumulatively to the organisation (Parsons et al. 2010).  This echoes the points made earlier 

about the language that is often used to communicate information security and the problems 

that this can cause in being able to fully understand the vulnerability that, for example, having 

a weak password would create.    

 

4.2.4 Factors Affecting Information Security Behaviour 
The Information security behaviours that individuals exhibit, or “what do they do” as defined 

by Kruger and Kearney, (2006 p.291), can be directly affected by the culture of the 

organisation, as discussed in Section 4.1 Indeed, organisational culture directly relates to the 

basic assumptions of the organisation and therefore to the behaviours of its employees, 

(Parsons et al. 2010) – culture and behaviour are mutually interoperative.  In environments 

that have a ‘strong’ culture, socialisation of the expected norms will be communicated 

throughout the organisation, which should result in behaviours likely to support the 

information security policy, such that the requirement to set a strong password, for example, 

will be automatic.  Organisations with ‘weak’ culture will by contrast not have the same shared 

values and assumptions and therefore the level of risk that an individual is prepared to accept 

will be based on their own perception of the risk (Parsons et al. 2010), .  To extend the example 

above, this could result in the creation of a weak password, even writing it down or sharing it, 

because an individual has ‘never had a problem with it before’, this experience strongly 

influencing their perception of risk and it is after all only a password to access a system where 

departmental standards are held.  

 

Vroom and von Solms (2004) indicate that the culture of an organisation is a significant factor 

in the behaviour of employees and how they are influenced to adopt appropriate behaviours, 

and it is by noting shared values and behaviours that the culture of an organisation can be 

observed, creating opportunity for it to be changed.  

 

4.2.5 Training and Awareness Summary  
Irrespective of the organisation and its adoption (or not) of different levels of technology, there 

exists a requirement to ensure that the information that it holds is able to meet the 

organisation’s confidentiality, integrity and availability requirements and therefore support 

the business objectives.  However, as noted by EY (2018) it is critical for the prevention of 

exploiting of vulnerabilities that employees are able to understand what the organisation’s 

information security objectives are .  This reiterates the need for effective information security 

training and awareness to limit or indeed prevent employee behaviours exposing organisations 

to threats that are over and above their defined risk appetites.  
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von Solms (2000) notes the risk that employees can pose to an organisation and the value that 

training and awareness plays in mitigating this effect.  Schlienger and Tuefel (2003b) concur 

and state that information security training in all its forms is a core element in creating an 

information security aware organisation, supports the reoccurring notion that information 

security is not just a technology risk, but lies also in addressing the human risk factor.  Overall, 

the research by Schlienger and Tuefel (2003b) provides insight into the importance of not just 

understanding human behaviours and their relationship with an organisation’s policy and 

standards, but also harnessing and nurturing them in order to develop and support the desired 

organisational culture. 

 

This point is further echoed by Johnson and Goetz, (2007 p. 17), who note that the 

implementation of proactive initiatives such as training and awareness is key to “integrating 

security into the corporate culture”.  Further to this, Alfawaz, Nelson and Mohannak (2010) 

suggest that organisations should work towards an information security environment where 

‘doing the right thing’ is the norm, and emphasise that management strategy should ensure 

that both internal and external risk factors are addressed.  

 

4.3 Chapter Summary  
 

This chapter set out to provide an overview of the informal controls on which this research 

draws on as it progresses.  The chapter considered two elements: the impact of organisational 

and information security culture, and the role that the culture of the organisation can have on 

shaping its relationship with information security, and the different methods used in training 

and awareness, which are used to communicate information security and develop a more 

information-security-enlightened organisation.  Both of the informal controls that have been 

considered have been shown to be fundamental in nurturing the behaviours needed in an 

environment where ‘doing the right thing’ is expected and adherence to the information 

security policy is the norm.  Understanding these human aspects of controls enables the 

research questions to explore with greater validity the processes that are used to determine 

information security risk tolerance, to uncover whether and how it is expressed in the 

information security policy, and the factors that influence its communication.   
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4.4 Conceptual Framework  
 

In order to capture and provide focus for the research, a conceptual framework was 

developed, and is depicted in Figure 4.1.  It captures and represents the interactions between 

the key themes from the literature and expresses them in a diagrammatic form that can be 

used to guide the research (Savin-Baden and Howell Major, 2013).  The conceptual framework 

came about as a result of trying to visualise the relationships between the various aspects that 

the literature review had encompassed.   With the governance framework, standards and 

information security policy, requiring the support of appropriate organisational and 

information security culture, both of which required the combination of good communication 

and training and awareness to nurture.  Table 4.2 depicts the links between the key elements 

of the conceptual framework and the associated literature. 

 

The conceptual framework is being used at significant points, to capture the development of 

understanding of the relationships and interactions between the key themes.  

 

 

 

Figure 4-1    Conceptual Framework - Organisational Risk Appetite 

 

The conceptual framework starts by capturing the governance of an organisation and the 

relationship that its governance structure has with informing and supporting the organisation’s 

strategy and objectives.  The right-hand side of the framework shows how the risk appetite of 
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the organisation should be defined such that it both reflects and supports its strategic 

objectives.  And that by articulating the overall risk appetite it permits its information security 

risk tolerance to be determined, enabling it to inform the creation of the information security 

policy.   

 

Whilst the gap in research allows for the relationships between these key themes to be 

captured and presented within the framework, and it also demonstrates the importance of 

establishing a risk appetite to enable an organisation to achieve its strategic objectives.  The 

gap in knowledge fails to identify the mechanisms that are required by an organisation to 

enable them to establish these themes within an organisation.  And it is this gap in knowledge 

that is defined in the first research question, which seeks to understand the mechanisms that 

are used to determine an organisation’s information security risk tolerance.   

 

On the left-hand side of the framework, the overall organisational strategy also informs the 

information security governance framework, with the information security governance 

framework being one that enables an organisation to establish an appropriate standard or 

framework to guide it, in the development of the information security policy.  Having an 

information security policy that not only reflects its governance framework but captures its 

information security risk tolerance, will provide a sound information security framework.   

Again, how organisation’s might capture their information security risk tolerance, in the 

information security policy, has been identified gap in existing literature and research.  The 

second research question of this research, strives to address this gap and asks ‘how is the 

organisation’s risk appetite reflected in the information security policy?’  Being able to 

understand the mechanisms or mitigation strategies that are in place, will promote a better 

understanding of the information security environment.  

 

The elements of the framework are placed within a ground of blue which represents both the 

organisational and information security culture of the organisation, with all aspects of the 

themes identified within the conceptual framework, being informed by both the training and 

awareness environment of an organisation and the two-way communication mechanisms that 

should be in place at all stages.  The key factors that enable organisation’s to communicate, 

not only the information security policy, but its risk tolerance being effectively throughout the 

organisation, will be considered in the final research question.  Being able to respond to these 

three research questions will enable contributions to the existing body of knowledge, and 

practice to be made. 
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It should also be noted that the elements of the framework are linked with bi-directional 

arrows which captures not only the relationship, but the flow of information between the 

elements. 

 

This conceptual framework has been constructed to synthesise the key themes from the 

literature that has been reviewed; it provides an initial representation of the relationships 

between these themes.  As the research develops, the conceptual framework will be revisited 

in order to integrate the research findings as they emerge, ultimately providing an enhanced 

framework for reflection and guidance (Savin-Baden and Howell Major, 2013) beyond the 

scope of the case study itself.   

 

Mapping of Conceptual Framework with Literature 

Conceptual 
Framework Element 

Associated Literature 

Organisational Culture Schlienger & Tuefel, (2003) 

Schein (1984) 
 Chang and Lin (2007),  

Okere, van Niekerk and Carroll (2012),  

Vroom and von Solms (2004)  
Thomson and von Solms (2005), 

Information Security 

Culture 

Chia, Maynard and Ruighaver (2002)  

Kruger and Kearney (2006) 
Hu, Dinev, Hart and Cooke (2012)  
Martins and Elofe (2002) 

Da Veiga, Martins and Eloff (2007)  
Tolah, Furnell, & Papadaki, (2017) 

Communication Lofstedt, (2003) 

Hample, (2006) 
Leiss, (2004) 

Corpuz, (2011) 
Boholm, (2008) 
Klein and Luciano, (2016) 

Zwickle and Wilson, (2014) 
Renaud and Goucher, (2012) 
Höne and Eloff, (2002) 

Training and Awareness Gundu, Flowerday, & Renaud, (2019)   
Alshaikh, Maynard, Ahmad, & Chang, (2018)  
Thomson and von Solms (1998) 

Parsons, McCormac, Butavicius, Pattinson and Jerram (2014)  
Shaw, Chen, Harris and Huang (2009)  

Amankwa, Loock and Kritzinger (2014) 
Alshaikh, Maynard, Ahmad and Chang, (2018) 
Parsons, McCormac, Butavicius, and Ferguson, (2010) 

Johnson and Goetz, (2007) 
Kruger and Kearney, (2006) 
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Conceptual 
Framework Element 

Associated Literature 

Governance von Solms, (2001) 

Rastogi and von Solms, (2005)  
Poore, (2005)  
Maynard, Tan, Ahmad, and Ruighaver, (2018) 

AlGhamdi, Win, & Vlahu-Gjorgievska, (2020) 
von Solms, (2005)   

Nicho, (2018) 

Strategy and Objectives McFadzean, Ezingeard and Birchall, (2007)  
Antoniou, (2018) 

Birchall, Ezingeard, McFadzean, Howlin, and Yoxall, (2014) 
Schinagl and Shahim, (2019) 
Corpuz, (2011) 

Rastogi and von Solms, (2005) 
 
Paananen, Lapke and Siphonen, (2020) 

IS Governance 
Framework 

Da Veiga, (2016) 
Thomson and von Solms, (2003) 
von Solms, (2001) 

Lomas (2010) 

British Standards Institution, (2017) 

Risk appetite  Martens & Rittenberg, (2020) 
Rittenberg and Martens, (2012)  
The Institute of Risk Management, (2018) 

Archer, (2018)  
Hirsch and Ezingeard, (2009) 

Gifford, (2013) 
Hillson & Murray-Webster, (2011) 
Aven, (2013) 

Leech, (2013) 
Leech and Gupta, (2015)  
Alix, Venkat, Mogl, Leung, Banks and Saary-Littman, (2015) 

Oliver Wyman, (2015) 
Financial Stability Board, (2013) 

Iraci, (2016)  
de Villiers Getz, (2018) 
Ingram, (2017) 

Nouy, (2018) 

IS Risk Tolerance Thomson and von Solms, (2005) 
Hirsch and Ezingeard, (2009) 

Al-ahmad and Mohammad, (2013) 
Flowerday and Tuyikeze, (2016) 

Information Security 

Policy 

Paananen, Lapke, & Siponen, (2020; 

Corpuz and Barnes, (2010) 
Siponen, (2006) 
Cram, Proudfoot and D'Arcy, (2017) 

Whitman and Mattord, (2016) 
Höne and Eloff, (2002) 

Thomson and von Solms, (2005)  
Hirsch and Ezingeard, (2009) 
Al-ahmad and Mohammad, (2013)  
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Sohrabi Safa, von Solms and Furnell, (2016) 
Herath and Rao, (2009) 
Amankwa, Loock and Kritzinger, (2018) 

Moody, Siponen, and Pahnila, (2018) 
Martens & Rittenberg, (2020) 

Institute of Risk Management, (2011) 

Alshaikh, Maynard, Ahmad, and Chang, (2015) 

Table 4.2 Mapping of Conceptual Framework with Literature 
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 Considering risk in an SME context 
 

This research will adopt a case study methodology and it will use an SME, principally because 

the scale of such an organisation presents an opportunity to be able to explore the key 

elements of the business in far greater detail than would be possible in a larger enterprise. This 

chapter investigates the risk environment in SME’s generally, in order to provide context for 

the research. 

 

Whilst there is no consistent definition of an SME, the OECD provides one that accommodates 

how SMEs are broadly understood (OECD 2005). It is generally accepted that SMEs encompass 

micro-, small and medium sized organisations, with micro usually employing fewer than five 

or 10 employees, small being those with fewer than 50, and medium fewer than 250.  SMEs 

are seen as being at the heart of developing economic growth, as they have the ability to 

innovate and develop new business areas, and it is this entrepreneurial spirit that is able to 

exploit and develop niche markets, but still be small and agile enough to respond to changing 

markets (OECD 2010).  Often, SMEs are created by entrepreneurs who have the vision to create 

and drive the business forward and at the outset, the organisation will often be managed by 

its entrepreneurial owner.  

 

It is important to explore not only the drivers that tend to characterize SMEs but also the 

challenges that they face.  Specifically, important in the context of this thesis is the knowledge 

and the expertise that they will need to put information security governance in place to 

effectively manage the information of which they are custodians.  There is a need, as 

emphasized in earlier chapters, to be able to articulate and communicate the amount of risk, 

and also more specifically information security risk, that the organisation is able to tolerate 

and still achieve it strategic objectives. 

 

5.1 Governance of SMEs 
 

In order for an SME to grow and develop it is important that it has at its core defined strategic 

objectives and at the very least an understanding of the risk environment in which these 

objectives will be achieved. Establishing good corporate governance would appear to be 

essential for all organisations.  However, outside of the regulatory requirements with which 

SMEs need to comply, as per the Companies Act 2006 (UK Government 2006), there are no 

requirements for SMEs or organisations that remain under the ownership and therefore 

control of the founder (Institute of Directors 2010) and that are unlisted to adhere to any 
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formal corporate governance requirements.  As has already been observed in section 1.2, the 

OECD (2017) maintains that SMEs are at the heart of economic growth, and as noted by the 

Institute of Directors, (2010), these unlisted organisations have been overlooked in the 

requirement for formal corporate governance, highlighting a number of benefits that there are 

to be gained from implementing such a framework.  Indeed, the Financial Reporting Council 

(2018) notes that the objective of corporate governance is to be able to demonstrate and 

facilitate entrepreneurial and prudent management in order to encourage the long-term 

success of the organisation(Financial Reporting Council 2018).  In support of this lack of 

requirement, for a formal corporate governance, the Institute of Directors has published 

fourteen corporate governance principles (Institute of Directors 2010) specifically for 

organisations that are not listed, and as such fall outside of the regulatory requirement for 

corporate governance.  These principles are split into two phases, with the first phase detailing 

the objectives that all organisations should implement in order to establish a governance 

framework, and the second phase aimed at larger, more complex organisations.  In the initial 

phase the key elements are that the organisation’s shareholders should establish a corporate 

governance framework, with the establishment of an effective board of directors, who have 

responsibility for establishing collectively the corporate strategy.  Furthermore, this first phase 

stipulates that the board should be responsible for the management of risk and in order to do 

this they should establish a framework of internal control.  This serves to highlight the 

importance of ensuring that organisations have a defined management structure that is 

responsible for defining its business objectives and establishing a strategy for achieving them, 

within the context of understanding and managing its risk environment.  

 

5.2 Entrepreneurs as owner-managers  
 

When considering what an entrepreneur is, Wickham (2006) notes that there are various 

aspects that encompass entrepreneurship and therefore entrepreneurs, but broadly, it is 

about the leadership role that they take, the effect that they have in driving economic change, 

and the character of the individual themselves.  These three aspects are an attempt to 

characterise entrepreneurs, and together they highlight the features that distinguish them 

from others, and that are involved in the creation of wealth, which is a particular trait of 

entrepreneurs. 

 

Understanding and defining the nature of an ‘entrepreneur’ is considered at length by Eroglu 

and Picak (2011 p. 150) who propose that “entrepreneurship is mostly about risks, innovation, 

creative thinking and entrepreneur is the one who creates and innovates something 
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recognized around perceived opportunities by accepting risks and failures.”  And it is often the  

entrepreneur who operates an organisation as the owner-manager, according to research by 

Hansen and Hamilton (2011),  who observed that there are four key owner-manager attributes 

that underpin the success of an organisation, as depicted in Figure 5.1.   

 

 

Figure 5-1 The Growth Process in Small Firms (Hansen and Hamilton, 2011, p.290) 

 

Firstly, entrepreneurs have “opportunistic perceptions of the external environment” (Hansen 

and Hamilton, 2011, p. 284), in that they actively engage with the business environment in 

which they operate to proactively seek out new opportunities and develop niche markets.    

Secondly is a factor that Hansen and Hamilton (2011) term ‘‘owner-managers’ controlled 

ambitions”, where the growth of the business reflects the aims of the owner-manager; if, for 

example, the objective is for the business to provide a comfortable lifestyle, with least effort, 

then that is the maximum growth that the organisation will achieve.  The third attribute is a 

‘culture of innovation and flexibility’, where the authors observed that organisations that were 

noted as ‘growth firms’ demonstrated a culture to innovate and create either products or 

services, or demonstrated particular flexibility and agility in order to develop new products or 

move into new markets.  It was also observed that organisations that exhibited a ‘culture of 

innovation and flexibility’ were often keen to ensure that their employees participated in 

training to develop and enhance their skills, both in order to support the development into 

new areas, but also to be able to maintain the existing products.  The fourth and final attribute 

is termed ‘use of extensive private business networks’, where owner-managers of successful 

organisations made extensive use of private networking, to develop contacts, which can then 

be used to drive and develop business opportunities.  These four enable a clear picture to be 

formed of the attributes required of a successful entrepreneur, as owner-manager: they will 

proactively seek out opportunities, be ambitious, be innovative, support employee training, 

and utilise business networks (Hansen and Hamilton, 2011). These attributes are the core 

management and leadership skills that would be needed as an organisation grows.  

Furthermore, a successful SME will need to demonstrate clear management skills to enable 
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good governance to be demonstrated to stakeholders such as employees, investors and 

clients.  

   

Whilst the entrepreneurial traits and SME management characteristics above have been 

shown to support growth and ongoing success in SMEs, they are not necessarily ones that will 

readily enable risk management or indeed information strategies to be adopted and 

implemented.  In analysing the risk management and information security of an organisation 

that has been established and is headed up by entrepreneurs, as in the case study SME used 

in this research, it is therefore necessary to think critically about Hansen and Hamilton’s 

entrepreneur attributes and how they may relate to the organisation’s management of risk, 

specifically when seeking new opportunities and ensuring appropriate employee training.  

 

5.3 Entrepreneurs and Risk Management 
 

The entrepreneur, it has been established, is the person with the initial concept that prompted 

the forming of a business.  They would probably have been motivated to create the new 

enterprise with the aim of developing an environment where they are able to create value 

from their ideas.  The relationship that entrepreneurs have with risk stems from the way that 

it is defined, that “entrepreneurship is mostly about risk” (Eroglu and Picak, 2011 p.150) and 

this relationship with risk goes back to when the term ‘entrepreneur’ was first coined: Richard 

Cantillon in 1755 described an entrepreneur as “someone who exercise business judgement in 

the face of uncertainty” (as cited by Bull and Willard, 1993, p. 185).  This suggests that 

entrepreneurs are inherent risk takers in the very broadest sense, and as previously noted by 

Hansen and Hamilton (2011), one of the key attributes of a successful entrepreneur is to 

proactively seek out opportunities and accept the associated risks; it is fair to conclude that 

entrepreneurs as individuals generally have an ‘appetite’ for risk.  Brustbauer (2016) 

synthesises three factors that he argues underpin an entrepreneur’s understanding of risk as 

it pertains to their business to suggest “that it is an entrepreneur’s personal interpretation and 

evaluation of risks that is relevant for risk-management activity” (Brustbauer, 2016, p.71).  This 

suggests that it is the entrepreneur’s personal perception of risk and their personal ability to 

manage risks, and indeed the entrepreneur’s perception that they are the expert (Westhead, 

Wright, and McElwee, 2011), that will influence their decisions and the approach that they 

take to managing the risks within an organisation.   

 

How an organisation sets about managing risk is the subject of much discussion and literature, 

with three organisations, the Institute of Risk Management (IRM), the Committee of 
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Sponsoring Organizations (COSO) and the International Standard Organisation (ISO), all 

publishing and promoting methodologies by which risk can be determined, assessed and 

managed.  It is important to note that none of these methodologies has been specifically 

formulated for SMEs, but all are tolerant enough in their formulation to accommodate varying 

sizes of organisations.  It is important to observe that whilst the IRM’s risk management 

standard was developed in 2002, and the Global Risk Management standard by ISO published 

as recently as 2018, the IRM retains its support of their original risk management standard as 

it offers a practical approach to the implementation that is aimed at business managers rather 

than risk professionals (IRM/ALARM/AIRMIC 2002); for this reason, the IRM’s approach to risk 

management, which is directed at business managers, would appear to support smaller 

organisations that do have access to specialist risk management resource. 

 

The impact that risk can have on the enterprise and the way in which entrepreneurs perceive 

risk have been shown as being critical to the establishment of an appropriate and effective risk 

management program.  With the need established there are still a number of barriers to 

successful implementation that have been identified, including lack of knowledge and lack of 

resources (Brustbauer 2016).  But for a SME to be successful and grow, it is importation that 

the management team, be that the owner-manager or the team that are put in place by the 

entrepreneur to run the organisation, understand the organisation’s risk environment. 

 

Research by Ernst and Young as reported by Herrinton, (2012) highlights the value of using 

maturity models in order to drive risk maturity: they identified a clear link between risk 

maturity and financial performance.  Not just establishing but developing risk management 

can provide a stable foundation for financial performance and the application of a risk maturity 

model will enable the organisation to understand the evolutionary process of risk 

management.  When the organisation has adopted a risk management strategy, as has already 

been noted it is important to that the organisation understand its risk maturity and this can be 

achieved by the use of a risk maturity model.  And, when considering an SME with its limited 

resources, being able to measure and understand the success or otherwise of the strategies 

being implemented is crucially important.     

 

5.4 Risk appetite of Small and Medium Sized Enterprises  
 

When an organisation initially outlines its aims and objectives, it is also defining the strategy 

that will enable their achievement, and in doing so it must consider the risks that the new 

endeavor will face.  The identification and understanding of how much risk the organisation 



 
79 

 

will be able to accept in order to achieve these objectives is an important initial step; in order 

to do this, there has to be an understanding of the context in which the organisation operates, 

and its risk landscape.  The understanding of the amount of risk is defined as the organisation’s 

risk appetite, which  Rittenberg and Martens (2012) note as being the amount of risk that an 

organisation is able to accept in order to meet its strategic objectives, which indicates the 

importance of this process.   

 

For ‘entrepreneur-SMEs’, the exercise of risk management will also need to encompass the 

entrepreneurs that own and manage them, and their perception of risk. There is a suggestion 

by Brustbauer (2016) that the risk that entrepreneurs are prepared to accept is reliant on their 

own abilities to manage risk and how they perceive the risk, which will affect their overall 

perception and therefore appetite for risk.   

 

So, whilst management of an organisation’s risk must consider internal and external factors 

that could impact on the context of the organisation, its risk appetite will also need to take 

into consideration the views of its owner manager, and how they perceive the threat 

landscape.  Therefore defining the relationship between the SME’s strategic objectives and its 

risk appetite requires the SME to acknowledge how it manages risk and therefore its appetite 

for risk (Yap Kiew Heong and Teng, 2018).  Aligning an enterprise’s risk appetite and its strategic 

objectives is important to its growth and success; furthermore, an important aspect of 

achieving strategic objectives will be in understanding the nature of the information that it 

relies on (The Institute of Risk Management, 2018; Marsh and University of Nottingham, 2009; 

Financial Stability Board, 2013).  Defining the nature of the information that an organisation 

relies on, is fundamental to it achieving its strategic aims, in doing so it will be able to put 

appropriate risk-based measures in place that ensure its security and in doing so they are 

defining the amount of information security risk the organisation can tolerate.   
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5.5 Information Security of Small and Medium Sized Enterprises 
 

Similarly, the need for SMEs to understand risk as it relates to information security does not 

diminish just because the organisations may be smaller and therefore have proportionately 

lower volumes of information in need of protection.  Indeed all organisations, irrespective of 

size, will face the same information security threats; however, with SMEs representing 99.7% 

of non-financial businesses in OECD countries (OECD 2017), the cumulative total volume of 

information that SMEs manage is a vast.  It is therefore particularly important to understand 

how the risk of information security is managed within SMEs.  Wickham (2006) stresses the 

importance of information and the critical role that it plays in the success of an organisation, 

particularly those that are ‘entrepreneurial’ emphasising that from information, knowledge is 

formed, and that it is knowledge that will form the basis of competitive success and innovation.   

This highlights the need for an SME to understand the information that it is custodian off, the 

associated value that it has to the organisation, and therefore the controls that should be 

implemented in order to secure it, to ensure its confidentiality, integrity and availability.  As 

noted by  Dimopoulos, Furnell, Jennes and Kritharas (2004), there are a number of factors that 

have been shown to contribute to SMEs attitude towards information security, including; time 

constraints, skills and cost, complexity of security solutions, and a  belief that SME 

organisations are too small to be at risk of information security threats.  

 

A key obstacle to the implementation or enhancement of information security controls is, as 

noted by Dojkovski, Lichtenstein and Warren (2007), that SMEs have proportionately fewer 

breaches experienced and subsequently reported, forming a perception that there is minimal 

risk, and thereby reducing motivation to implement information security controls.  This lack of 

motivation, coupled with resource and technology expertise constraints, can often result in 

limited or no action.  But it is fundamentally a lack of understanding of the value of the 

information that they are responsible for that results in SMEs often taking a reactive rather 

than a proactive approach to information security (Dojkovski, Lichtenstein, and Warren, 2007). 

 

A fundamental aspect for any organisation to enable it to establish information security is to 

understand what could motivate it to put relevant controls or mitigation strategies in place, in 

order to effectively manage information risks.  A security breach, may prompt them to realise 

the value of the information that they hold, or there may be an external motivator, such as a 

change in legal requirements, GDPR for example, or perhaps a client that requires certain 

controls to be implemented to secure their information.  But there will be factors such as being 

conscious of the reputational risks that the organisation may be exposed to, that serve to 
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motivate the organisation, and heighten their awareness of the importance of securing the 

information that they are the custodians of.  As has been observed SME’s will be subject to the 

same threats as larger organisations, but due to their size they will perceive that they are less 

likely to be at risk, also they can lack the resources and technical skills to be able to deal with 

them proactively, should they occur (Dimopoulos, Furnell, Jennex, and Kritharas, 2004). 

 

An entrepreneur’s awareness of the risks associated with information security should be the 

starting point. Firstly, they have to be aware of what information they have, and that they have 

a responsibility to manage it appropriately, plus, ultimately, an awareness of the risks of not 

doing so.  Reputational risk should be the ultimate risk for any SME; as has already been 

identified, the key element that all entrepreneurs have is the information and the knowledge 

that they have derived from the information (Wickham 2006), and it is this that has allowed 

them to build their business. Therefore any loss of integrity or breach of confidentially, or not 

being able to access the information when they need it, may negatively impact their reputation 

(Goucher 2011).   This is echoed by Kaila and Nyman, (2018), who note that information 

security for SMEs is, fundamentally, awareness, not only communicating to its employees the 

organisation’s requirements to ensure that its information is secure, but realising that the 

information that it has is a valuable organisational commodity that needs to be secured.  

 

5.6 Culture of Small and Medium Sized Enterprises 
 

Whilst information technology systems are acknowledged as being a major repository for 

organisational information, being able to ensure its security is not just a matter of securing the 

technology.  The human interaction with these systems is recognised as the element that fails 

most easily (Furnell and Clarke, 2012); therefore, being able to influence employee behaviours 

by nurturing a positive information security culture is seen as a major benefit.   

 

Instilling positive information security behaviours, attitudes and values has been confirmed as 

foundational for a positive information security culture.   Lopes and Oliveria (2014) surveyed 

small and medium sized enterprises with the aim of understanding information security 

culture.  They highlighted three categories that limit the adoption of a positive information 

security culture, which they term political, human and technological.  
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Categories Enabling Factors  

Political Defining the goals for security 

 Having the board’s approval 

 Being acknowledged by all users 

Human Qualified workers 

 User training 

 Compliance monitoring 

 Commitment towards implementation 

 Users’ understanding of the advantages 

 Technician training 

Technological ICT Acquisition 

Table 5.1 Information Security Culture Enablers (Lopes and Oliveria, 2014) 

Categories  Inhibiting Factors 

Political The non-approval of measures 

Human Lack of time and human resources 

 Users’ resilience 

 Users’ disobedience  

Technological Satisfaction towards the ICT currently used 

 The existence of enough technology to ensure security 

Table 5.2 Information Security Culture Inhibitors (Lopes and Oliveria, 2014) 

 

The enablers and inhibiting factors that Lopes and Oliveria (2014), as show in Table 5.1 and 

5.2, identified reflect conclusions drawn by the main body of research into information security 

culture, in particular, demonstration of senior management support for the information 

security program, which is then further supported by training and awareness.    Furthermore, 

they note that the lack of time and human resources, coupled with lack of knowledge, to be 

inhibitors, and this concurs with earlier observations (Dimopoulos, Furnell, Jennes, and 

Kritharas, 2004; Furnell, Gennatou and Dowland, 2002; Brustbauer, 2016) that SMEs often 

struggle with even knowing where to start when it comes to the implementation of an 

information security risk program.     

 

But as has been identified organisations that have an awareness of information security, they 

will develop beliefs and behaviours that will shape the culture of the organisation. This will 

create an environment where these behaviours are the expected norm and result in the right 

thing being done.   This would lead to the expectation that entrepreneurs that have an 
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awareness of information security and the risk that it poses, will ensure that its importance is 

communicated throughout the organisation and by establishing this awareness it will be the 

initial steps that lead to the development of an information security aware culture.   

 

5.7 Chapter Summary  
 

This chapter has explored the characteristics of both entrepreneurs and of small and medium 

sized enterprises, and the nuances and difficulties that they encounter.  It was firstly noted 

that despite SMEs operating in the same environment and therefore encountering the same 

risks as their larger counterparts, there are no legal requirements for them to have a formal 

governance structure in place.  The characteristics of successful entrepreneurs, being typically 

opportunistic, ambitious, innovative, good networkers and keen to ensure their employees 

were appropriately trained were explored, do not naturally lead them to being good risk 

managers.  But it was also observed that where entrepreneurs feel confident, they will believe 

that they are able to effectively manage risk; their perception and indeed appetite for risk will 

be affected by this self-belief.    

 

When considering information security specifically, it was observed that the lack of exposure 

to (or understanding of) the risks associated with information could result in a lack of 

awareness.  Understanding of the value of the information that the organisation are entrusted 

with, and communicating this throughout the organisation, is seen as a vital first step in 

ensuring information security.  It was noted that motivation or increase in awareness can stem 

from different factors, such as legal or client requirements, or as a result of a breach, all which 

might demonstrate the need to establish information security from the point of view of 

reputational risk.  A management team that increases awareness and communicates desired 

behaviours will nurture and enable an appropriate information security culture to be 

established throughout an organisation.   

 

When considered in the context of a SME organisation, this thesis’ research questions ‘come 

to life’ and demonstrate the challenges involved in being able to define appetite for risk within 

the framework of organisational strategic objectives and the risk management program.  
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5.8 Conceptual Analysis 
 

The conceptual framework initially presented in Figure 4.1, can now be further developed to 

consider the environmental context of the research, resulting in the revised framework, which 

is depicted in Figure 5.2.  It was felt that is development was required in order to capture the 

small and medium sized enterprise context that the research was being conducted within, and  

 

 

Figure 5-2 Conceptual Framework - Organisational Risk Appetite v2 

 
to reflect the fact that they are often managed by the entrepreneurial owner manager, and 

the streamlined approach reflecting the size of the organisation, this simplification is expressed 

by the merging of the two workflows into one.  The first aspect to be noted and captured, was 

the absence of any legal requirement for organisational governance for SME’s and that unlisted 

organisations are not required to adhere to any formal corporate governance requirements, 

and this is reflected by the softening of the lines around governance.   

 

In considering SME’s and the relationship with their often-entrepreneurial owner managers, it 

has highlighted the effect of risk perception on the cultural environment within which risk is 

understood and evaluated.  The effects of risk perception as captured here, would indeed 

apply to organisations of all sizes.  Awareness and communication remain important, along 

with the value of establishing an appropriate culture. 
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Capturing the effects of risk perception, represents an important aspect in responding to the 

research questions and the contributions both to practice and to theory, as the conceptual 

framework not only captures the gap in risk literature of risk appetite theory, but of its 

relationship with existing risk theories.  
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 Research Methodology  
 
This chapter discusses the methodology adopted in order to conduct this research and also 

outline the philosophical approach that underpins the relationship between the theory and 

the research.  Implicit in this is the role of the researcher, the relationship that they have with 

the research, and therefore the assumptions that are made when defining the philosophical 

underpinnings of the research that is to be conducted.  The chapter also outlines the research 

process and data gathering methodology, along with a review of the steps taken to ensure that 

the research has been conducted in an ethical manner.  Finally, the chapter summarises how 

the data collected was analysed, including the tools used to aid and enable this process. 

 

6.1 Research Philosophy  
There are two fundamental considerations to be made in order to establish the researcher’s 

philosophical perspective, which then underpin the research being under taken and establish 

the status of the knowledge claims that the research makes (0’Gorman and MacIntosh, 2015).  

The relationship between the research philosophy and research methods is captured by 

Fleetwood, (2005 p. 197): “The way we think about the world is (ontology) influences: what 

we think can be known about it (epistemology); how we think it can be investigated 

(methodology and research techniques).”  A key point about the way that Fleetwood (2005) 

expresses the relationship, is the implicit reference to the researcher, and it is this relationship 

that needs to be captured. 

 
Identification of the research philosophy and world view is initiated by the research topic and 

the initial research questions.  The development of the research objective and questions drive 

the literature to be reviewed, which then enable appropriate research to be designed 

(Saunders, Lewis, & Thornhill, 2019; Bryman, 2016).  It is important to note that the research 

questions continue to be develop and evolve, as the process of the literature review is 

conducted, until the research is honed to a point where it encapsulates the research problem.    

 

This aim of this research is captured and expressed in these three research questions:  

 

Research Question 1: What mechanisms are used to determine the organisation’s 

information security risk appetite? 

Research Question 2: How is the organisation’s risk appetite reflected in the 

information security policy? 
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Research Question 3: What are the key factors that enable the information security 

policy and therefore the risk appetite to be effectively communicated throughout an 

organisation?  

 

These research questions have been considered during the course of the literature review in 

order to explicitly capture and understand how an organisation might determine, capture and 

communicate its risk appetite.  From review of the literature, it became clear that there was 

little to guide an organisation as to how it might go about determining its risk appetite, in order 

that it supported and enabled its strategic objectives.  Or in understanding how it might be 

captured within an organisation’s information security policy, and finally what the key factors 

of the information security policy are in communicating, risk appetite throughout an 

organisation.  

 

 

6.2 Ontological Assumptions  
As Fleetwood (2005) observed, research philosophy captures two elements, ontology and 

epistemology, with ontology defining the researcher’s view of reality and the relationship that 

they have with reality (O’Gorman and MacIntosh, 2015) and it is this ontological assumption 

that forms the ‘cornerstone’ of the research (Fleetwood, 2005, Holden and Lynch, 2006).  

Assumptions about what reality is establish the fundamental premise for the rest of the 

assumptions that the research makes. 

 

Ontology has two aspects: objectivism and constructionism (Bell, Bryman, and Harley, 2019). 

Objectivism represents the fact that objects, such as organisations, with management 

structures and policies, exist and are independent of any ‘social actors' such as employees or 

even the researcher's understanding or perception of the organisation (Saunders, Lewis, and 

Thornhill, 2019).  In constructionism, by contrast, perceptions, such as experiences, 

behaviours, and attitudes, shape reality; in an organisational setting, a constructionist reality 

capture the relationship between employees and the organisation and seek to express the 

organisation in terms of these relationships and how they are perceived.  Saunders, Lewis and 

Thornhill (2019) succinctly frame the differences between the two aspects of ontology: 

objectivists would view culture as being something that an organisation ‘has’, whereas 

constructionists would describe culture as something that an organisation ‘is’ (Saunders, Lewis 

and Thornhill, 2019). 
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An objectivist position of reality might seem to work in this research, given that the 

organisation has an information security policy and procedures, and that they apparently exist 

irrespective of the actions of the ‘social actors’ or employees. However, the purpose of this 

research is to explore the role of the information security policy and the relationship that 

employees have with it, and how they understand and interact with it, and also to understand 

how different employees perceive the risk of an information security threat, and to consider 

how this plays out in defining and establishing information security risk tolerance for the 

organisation.  To disregard the relationship that the employees (social actors) have with the 

implementation of the information security policy, in order to create a secure environment, 

would be folly, and ontologically unsound. This research therefore adopts a constructionist 

ontology, one that acknowledges that organisations are social constructed, and which 

attempts to capture the perceptions of the employees, and their interaction with information 

security risk, as its own reality.  

   

6.3 Epistemological Assumptions 
A second assumption underpinning research relates to epistemology, which considers the way 

in which knowledge is formed, to ensure that the knowledge that the research produces is 

both valid and relevant.  At either end of the epistemological spectrum there are the positivist 

and the interpretivist position, with positivists aligning with objectivist ontology and 

interpretivists aligning with constructionists (Bell, Bryman and Harley, 2019).  As noted 

previously, epistemology, the theory of knowledge (Bell, Bryman and Harley, 2019), is “what 

we think can be known about it” (Fleetwood, 2005 p. 197), essentially, what approach is the 

researcher going to take when forming or gathering knowledge about, in this case, information 

security.    

 
A positivist approach to research had been the standard philosophical approach to natural 

science and fundamentally it applies a scientific approach to knowledge (Robson and 

McCartan, 2016), where objective knowledge and therefore credible data is obtained directly 

from observation or experience.  Anything intangible or theoretical is discounted and the data 

employed is, in the main, quantitative.  Another important aspect of a positivist approach is 

that the research is ‘value free’ (Saunders, Lewis and Thornhill, 2019; Bryman, 2016), which 

supports that fact that the research should be objective and leverage facts and not feelings.   

 

In contrast to positivism is interpretivism (Robson and McCartan, 2016), and as noted above it 

captures the social properties that exist as a result of interaction between people; therefore, 

in interpretivism, meaning only exists as a result of these interactions.  Key to adopting an 

interpretivist approach is for the researcher to be able to clearly articulate the differences 
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between humans in their role as ‘social actors’ (Saunders, Lewis and Thornhill, 2019), in order 

to be able to appropriately interpret the position that an individual is adopting.  The use of 

interpretivism is wholly appropriate in organisational environments, as it allows the 

interactions of various ‘social actors’ or employees to be interpreted, to allow for a deeper 

understanding of what is happening, but it also focuses on the individual interpretations within 

the organisation, and allows for different perceptions to be considered.  To highlight this with 

an example: many organisations may implement information security standards and have an 

information security policy, but it is the relationship between employees and the policy that 

will vary and provide a unique environment, and it is these unique environments, or 

understandings of reality, that this research will aim to understand.  An interpretivist approach 

is adopted because the researcher is required to interpret the many ‘realities’ that the 

organisation presents in order to be able to present a synthesised view that is constructed 

from the experience of the many, including the researcher. 

   

There are other research philosophies that need to be considered to ensure that the most 

appropriate research philosophy has been identified, for both the researcher and the research; 

two further philosophies are discussed, pragmatism and critical realism.  

 

The appeal of pragmatism is that it accepts that there may be a number of different ways of 

interpreting the world and therefore research may be undertaken via a number of different 

methods. However, a key principle with pragmatism is in ensuring that the most appropriate 

method or methods are selected to ensure that reliable and credible data is assembled, in 

support of the research (Saunders, Lewis and Thornhill, 2019).  Furthermore, pragmatism 

enables a contextualised approach to knowledge (Ruwhiu and Cone, 2010); being able to 

respect the intrinsic values of knowledge is fundamental to this approach.  This is echoed by 

Teddlie (2005 p.215) who highlights that “pragmatists decide what they want to research 

guided by their personal value systems; that is, they study what they think is important. They 

then study the topic in a way that is congruent with their value system, including variables and 

units of analysis that they feel are the most appropriate for finding answers to their research 

questions. They also conduct their studies in anticipation of results that are congruent within 

their value system.”  Whilst this philosophical approach seems to be able to ‘be all things to all 

people’, it can also result in research that is vulnerable to criticism about credibility and rigour, 

due to its flexibility (Robson and McCartan, 2016), because it implies trust in the researcher’s 

personal values, in both the method to be adopted and subsequent analysis.  To adopt a 

pragmatic approach to the exploration of information security in an organisational setting 

would muddy with a further dynamic (the researcher and their personal values) an already 
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subjective subject, and for this reason, pragmatism has not been adopted as the philosophical 

approach for this research.  

 

Realism, is an approach that also relates to scientific enquiry and is summed up by Saunders, 

Lewis and Thornhill, (2019) who observe that realism is what is ‘sensed’ as reality, and that it 

is similar to positivism in two regards: it has a scientific approach to the way that knowledge is 

formed, and that reality is separate (external) from any descriptions of it (Bryman 2016).  There 

are then two types of realism: empirical or naïve realism, and critical realism Empirical realism 

takes a straightforward approach and by using appropriate methods reality is ‘easily’ 

understood, or, as described by Saunders, Lewis and Thornhill (2019, p. 136), “what you see is 

what you get” and therefore what is experienced through the senses is how the world is.   

Critical realism takes this a step further and suggests that what is experienced comprises 

sensations and reflections or images of ‘how things are’ and that these can sometimes not be 

‘true’ reflections of reality.  A more accurate picture of reality requires more information than 

what is sensed and how it is understood after the information is processed (Saunders, Lewis 

and Thornhill, 2019).  The critically realist researcher senses ‘what is going on’ and is able to 

understand it only within the context of the situation. It is this key element where realism, 

particularly critical realism, differs from positivism (Bryman 2016).  The critically realist 

researcher needs to be able to demonstrate a full understanding of the environment and 

therefore be able to appropriately apply the correct contextual explanation. Whilst there 

would appear to be merit in adopting a critical realist philosophical approach to information 

security in an organisational setting, it was not felt appropriate for this research because of its 

roots in natural sciences and positivism.  

 

6.4 Deductive or Inductive 
The research questions and the way that they are framed determine whether the research is 

being led by hypotheses or theories that are to be tested, or questions that are to be answered 

(Bryman 2016).  Creswell (2014) indicates that if research is focused on gathering qualitative 

data, the approach to the research is inductive, and that quantitative data signifies a deductive 

approach.  A deductive approach is one were the data collected is used to evaluate 

propositions or hypotheses which results in the falsification or verification of theory, whereas 

an inductive approach is where the data to be collected explores the concept, identify themes 

an enable theory to be generated (Saunders, Lewis and Thornhill, 2019).  Whilst acknowledging 

that this research, gathers both qualitative and quantitative data, it adopts an interpretivist 

research philosophy, as “it’s guiding strategy” (McChesney & Aldridge, 2019 p. 6), in order to 

respond to the exploratory research questions.   As this research is going to explore the role of 
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the information security policy, and consider that the role that it has to play in capturing the 

strategic risk appetite and communicating this throughout the organisation, it epitomises 

inductive research. 

 

6.5 Research Strategy  
As indicated, three research questions lead this study, and in this case the data is both  

qualitative, that is, data that is framed in terms of words that have been directly obtained from 

participants, via both questioning and observation (Cresswell 2014).  And quantitative, data 

that is able to quantify and measure responses (Robson and McCartan 2016), through the use 

of a survey.  

 

This research adopts a mixed method approach enabling it to capture a number of features 

that solely using qualitative or quantitative research cannot, enabling a more robust 

understanding of the phenomena under investigation (McChesney and Aldridge, 2019) and 

some of these are features that are considered of paramount importance in achieving the 

research aims laid out here.  Mixed method research is able to fully consider the context in 

which phenomena exist, to be able to understand and make sense of them in their 

environment. Using mixed methods to corroborate the findings and enable triangulation of 

the results, and importantly allow the quantitative survey data to be illustrated qualitatively 

(Robson and McCartan, 2016).  The mixed method nature of the data to be gathered will 

therefore directly support the research topic, and the research aim, which is ‘To explore the 

role of the information security policy’.  

 

This research adopts an interpretivist philosophical approach, across both the qualitative and 

quantitative data, allowing the socially constructed stance to inform all aspects of this mixed 

method research (McChesney and Aldridge 2019)  and thereby, allow the complex nature of 

business and social interactions to be explored to their full (Saunders, Lewis and Thornhill, 

2019; Robson, 2011).  Which by exploring the interactions between individuals and the 

organisation, this research aims to understand the organisations relationship with risk 

appetite.  The defining of which requires the organisation to come to mutual agreement at a 

strategic level on the organisations position on risk.  The complexity of this process is created 

by the various layers of organisational management, each with their own perception of the 

risks that the organisation faces, and each with their own skill set which impacts on the way in 

which they communicate and understand the risk.  Interpretivism has its roots in both 

phenomenology and symbolic interactionism; phenomenology is a philosophy that concerns 

itself with how humans make sense of the world around them, and symbolic interactionism 

captures individuals’ continual process of interpreting and reinterpreting the social world, the 
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actions of others and interpreting, understanding and making sense of the actions (Saunders, 

Lewis and Thornhill., 2019).  

 

The characteristics of interpretivist research are outlined by Farquhar (2012) and are depicted 

in Table 6.1. These characteristics capture the key elements of interpretivist research and 

enable the relationship between the researcher adopting an interpretivist approach and the 

case study method, to be summarised.  In particular, using a case study allows the researcher 

to understand the organisation as a whole, with access granted that allows in-depth 

investigation of all aspects of the organisation.  

 

Element Description 

Understanding Reality is viewed as societally embedded and exists within 
the mind.  It is fluid and changing and multiple realities are 

presumed.  

Subjectivity This involves interpreting the meanings and actions of 
actors according to their own subjective frame reference.  

Subjective Knowledge is constructed and based on shared signs and 

symbols recognized by members of a culture.  Research 
encompasses researchers’ own views and how they have 
been constructed.  

Setting The emphasis is on natural settings, and the subject of 
research is not removed from what surrounds it in 
everyday life.  It involves an in-depth investigation.  

Holistic To interpret a phenomenon, the researcher must look at 
its parts in terms of its whole and the whole in terms of its 
parts.  

Rich Insight By exploring in depth, the research can gain a much fuller 
understanding of the phenomenon.  

Table 6.1 The characteristics of interpretivist research (Farquhar, 2012, p. 20) 

 

Saunders, Lewis and Thornhill (2019) agree that complex situations, such as determining and 

agreeing an organisation risk appetite, make adopting an interpretivist philosophical approach 

highly appropriate.  Reflecting on and considering this thesis’ research questions, it is clear that 

an interpretivist approach enables the role of the information security policy in an 

organisational setting to be explored as fully as possible, and with ontological validity.    

 

6.6 Research Design 
 

In order and to establish the most suitable methods to gather responses for the role of the 

information security policy to be explored, an overall plan or strategy needed to be formulated 

that would enable the research questions to be answered.  As such alternative methods of 

data gathering were considered and reviewed for this research, with the aim of formulating an 
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overall strategy for data collection. Which would require a multimethod qualitative research 

approach,  which could have been formed of semi-structured interviews and focus groups, 

using a sample of participant organisations (Saunders, Lewis and Thornhill, 2019).   With semi-

structured interviews being conducted with appropriate senior managers, and with survey’s 

or focus groups being utilised to gather and understand the employee perspective. With the 

use of interviews and focus groups, often being used with exploratory studies, where the aim 

of the research is to gain insights and a deeper understanding on how or what is happening 

with a particular topic, within an organisation (Saunders, Lewis and Thornhill, 2019).  

 

A focus group is often employed to create an environment for the participants where they feel 

more comfortable to respond to questions and discuss the topic, where they as individuals are 

not put on the spot to respond to the interviewer’s questions.  Use of a well-constructed focus 

group can also provide an opportunity to observe the participants and provide insight into the 

social interactions, potentially significant in the interpretivist paradigm, between the group 

members (Bryman 2016).  However, Bryman also highlights the logistical problems that are 

often associated with conducting focus groups, in the recording and collection of the interview 

sessions, so that they enable ‘who said what and how it was said’ to be captured in the session, 

whether or not this is to be audio recorded (Bryman 2016).  Saunders et al. (2012) also reflect 

on the peer pressure that can be exerted upon members of the group, meaning that if the 

session is either not well constructed or managed, members may feel from speaking freely or 

making valid, constructive contributions (Saunders, Lewis and Thornhill, 2019). 

 

Taking these points into consideration, it was concluded that the most appropriate way to 

conduct the research is to utilise a case study to be able to fully explore the relationship with 

its information security policy.  A case study provides a framework that is able to reflect the 

multilayered nature of organisations, within which various elements of data can be gathered, 

reviewed and analysed.  The case study also provides the framework for in-depth empirical 

investigation of information security, a contemporary subject, within its contextual setting, 

where access to detailed information is available to be gathered and studied (Farquhar 2012).  

’Case’ (in ‘case study’) is described by Bryman (2016) as a unit, community or location; a case 

study is usually bounded by time and objective, in that it is set to take a particular period of 

time, to cover a specific process or achieve a defined objective (Saunders, Lewis and Thornhill, 

2019).  In this instance it is an organisation that is to be studied, using the three defined 

research questions.   
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A case study provides the opportunity to explore an organisation’s relationship with (and the 

behaviours that are exhibited towards) its information security policy, and as the case study 

employs a number of different data gathering activities (Cresswell 2014), including semi-

structured interviews, review and analysis of secondary data, observation, and questionnaires, 

it also encompasses the observational aspects of the previously-rejected focus group (only) 

method, but enable a wider variety of data elements, such as documentation, to be included.  

As the methodology also facilitates both qualitative and quantitative data to be explored and 

considered within the organisational context (McChesney and Aldridge 2019), it allows, as per 

the norms of inductive research, for theories to emerge, which is a fundamental premise of 

interpretivism (Farquhar 2012).  

 

As has been highlighted by the literature review, there appears to be little or no prior research 

that has focused empirically on how an organisation captures, expresses and communicates 

its information security risk tolerance, and the role that the information security policy has to 

play.  This research addresses this gap by utilising an exploratory case study formed around a 

single organisation as the ‘case’ subject (Yin 2018), as it is the first occasion that steps have 

been taken to explore how the information security risk tolerance is captured, and to explore 

the role of the information security policy, within an organisational setting, in adopting the 

role of information security risk tolerance communicator.  It should be noted that it is not the 

organisation that is revelatory, but the concept of understanding and revealing how 

organisations capture, express and communicate the amount of information security risk they 

are able to tolerate, and the role of the information security policy in achieving this.  The case 

study organisation in fact typifies a well-established SME that has held information security 

accreditations for a number of years.  The organisation is fully described in Chapter 7 of this 

thesis.   

 

Utilising a case study further supports the inductive nature of the research in that it seeks to 

build theory from the in-depth data that a case study affords, rather than validate or prove 

previously-existing theory.  Eisenhardt (1989) highlights the strength of theories built by use 

of case studies, particularly in new research areas, such as this, as there is an independence 

afforded to this approach from any past empirical observations.  Furthermore, an interpretivist 

approach supports the fact that the researchers have to base themselves within the 

organisation, because this facilitates access to sensitive and confidential materials that 

contribute to the reality constructed by the organisation and its members (Farquhar 2012).  

This enables the researcher to not only gather the information, but to be able to do that within 

the context of the case study organisation.  
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6.7 Research Approach – The Case Study 
 

As outlined by Yin (2018), it is important to define the protocol that the case study follows to 

ensure that the researcher remains focused on the data required to achieve the research, 

namely to address the research questions.  Such a protocol also provides a framework, or the 

general rules to be followed by the researcher, and as such it is an important way of increasing 

the reliability of the research (Yin 2018). 

 

The protocol proposed by Yin (2014) has four sections, as shown in Table 6.2: providing an 

overview of and designing the case study, conducting the case study using procedures 

established for data gathering, adhering to data collection questions and analysing the case 

study, and reporting on the case study.   

 

 

Table 6.2 Case Study Protocol – Four Sections Adapted from Yin, (2014) 

 
The case study roadmap that Eisenhardt (1989) proposes has, by contrast, eight steps, as 

shown in Table 6.3, which commence much earlier in the process, in defining the research 

questions, and conclude with it being possible to build a theory. 

 

Section Description of Key Elements 

A An overview of the case study (objectives, case study issues and relevant readings) 

B 
Data collection procedures (procedures for protecting human subjects, 
identification of likely sources of data, presentation of credentials to field contacts) 

C 
Data collection questions (the specific questions that the case study researcher 
must keep in mind in collecting data and the potential source of evidence for 
addressing each question. 

D 
A guide for the case study report (outline, format for the data, use and presentation 
of other documentation, and bibliographical information) 
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Table 6.3 Process of Building Theory from Case Study Research (Eisenhardt, 1989 p.533)
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6.8 The Case Study Protocol 
 

The protocol to be adopted and used for this case study draws on both the frameworks 

summarised above, commencing with the selection of cases, which is noted by Yin (2014) as 

being a preparatory stage and labelled by Eisenhardt ( 1989 p. 533) the “selection of cases”.  

This stage is incorporated into this case study’s protocol, because it ensures that the case 

selected meets the criteria established to fulfil the research aims, and that it presents a 

genuine opportunity to explore the organisation (Eisenhardt and Graebner, 2007).  

 

The second stage in the protocol used here is to capture an overview of the selected 

organisation, outlining the rationale for its selection and defining the data elements that are 

collected, which, as noted by Yin (2018) is to ensure that  the research questions can be 

addressed.  The third stage is defined by Yin (2014 p. 88) as the “data collection procedures”, 

which are effectively the ‘rules of engagement’ that should be adopted when communicating 

with and conducting field work in the case study organisation.  The fourth stage is to collect 

the data, with a framework of questions established not just to be asked of the organisation 

but of the researcher, in order to reflect on the data being collected.  As stressed by Yin (2018), 

the importance of this stage is not just to ask the right questions of the organisation, but to 

ensure that the researcher reflects on the data collected, and to consider if further data is 

required but also what the data is indicating.  This stage is therefore relevant from an analysis 

point of view, in that the researcher’s reflection and interaction with the data forms a 

foundation for the data familiarisation process (Braun and Clarke, 2006).  The final stage is 

reporting on the case study: not just in writing the report, but preparing and planning to write 

the report, and considering how the case study is presented. 

The case study protocol to be used is depicted in Table 6.4. 

 

Stage Description of Key Elements 

One Selecting of cases (population identification and criteria for case selection)  

Two An overview of the case study (objectives, case study issues and relevant readings) 

Three 
Data collection procedures (procedures for protecting human subjects, identification of 
likely sources of data, presentation of credentials to field contacts) 

Four 

Data collection questions (the specific questions that the case study researcher must keep 

in mind in collecting data and the potential source of evidence for addressing each 
question. 

Five 
A guide for the case study report (outline, format for the data, use and presentation of 
other documentation, and bibliographical information) 

 

Table 6.4 Case Study Protocol 
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6.8.1 Stage One 
The process of identifying and selecting a suitable organisation for the case study, was 

accomplished through introduction by a third party, with the criteria that the organisation had 

to be accredited to the information security standard (ISO 27001) and to be willing to discuss 

their internal processes with a researcher.  This led to three organisations being contacted and 

initial meetings held to in order to understand their overall suitability.  The selection criteria 

was based on the number of years in operation, having an information security policy and 

holding information security accreditation with ISO 27001 (British Standards Institution 2017), 

and the organisation’s size (which reflected the breadth and depth of services that they 

provided) and employee numbers; another key factor was that the organisation had 

employees whose focus was on information security.  The finally-selected organisation met 

these requirements, making it suitable to meet the research aims (Eisenhardt and Graebner, 

2007).  The chosen case study organisation, provided the researcher with the opportunity to 

gain insights into the research area, and given the access that was to be allowed to the 

organisation for an extended period of time it presented its self as both an interesting example.   

 

6.8.2 Stage Two 
The organisation selected presented the researcher with an organisation that represents a 

long-established small and medium sized enterprise (SME), that has held information security 

accreditation for a number of years and as such has a proven record with information security 

compliance.  As such this organisation had many of the characteristics of a larger organisation, 

but with the benefit of having all areas accessible to the researcher.  The organisation and its 

context is fully described in Chapter Seven of this thesis.  

 

6.8.3 Stage Three 
The data collection phase of the protocol was facilitated by the researcher establishing a 

working relationship with a ‘gatekeeper’, a member of the senior management team within 

the organisation.  The researcher’s background in business aided this stage of the process 

because the expected behaviours and practices of the organisation could be readily assimilated 

in order to establish the required professional relationships with employees and senior 

managers.  The gatekeeper was able to grant access to confidential documentation to the 

researcher, and to facilitate and co-ordinate and interviews with the senior management and 

leadership team.  Access to the organisation was provided over an extended period of time, 

with the researcher able to conduct field work on-site with the case study organisation for one 

day a week for a period of ten months.   
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6.8.4 Stage Four 
With regular access gained for an extended period of time, a plan or objective for each day 

was outlined, in order to ensure that each day spent conducting field work was both 

constructive and relevant.  Time spent not conducting fieldwork provided an opportunity to 

read and reflect on the data collected and to determine the next steps in the data collection 

process.  As the data was to be collected over a period of time, it was important to remain 

focused on the research objective, and to ensure that any updates to the data were captured 

and updated in the relevant field notes.  The selection of suitable candidates for interview was 

achieved by consulting the internal organisation chart to ensure that each business unit was 

represented by a senior manager or business director and this was facilitated by the 

gatekeeper, who contacted and made appropriate arrangements for the interviews.  The 

gatekeeper was also instrumental in arranging for the survey instrument to be circulated 

throughout the organisation.  The data collected as part of this stage is discussed in detail in 

the next section, 6.10.  At this stage of the protocol the researcher could also initiate the 

‘familiarisation’ process (Braun and Clarke, 2006), to really start to engage with the data and 

understand what it means, and how it relates both to the organisation and its employees. 

 

6.8.5 Stage Five 

The final stage of the protocol is in fact one that needs to be considered at an early stage of 

the planning.  As noted by Yin (2014), planning how the data is presented is key in both 

reflecting the depth and breadth of the organisation’s data but in also in responding to the 

research questions.  In this case, the data was collated, analysed and presented using three 

distinct methods. Firstly, there is the application of field notes, based on confidential data, the 

risk registers and audit reports and meeting notes, to the risk maturity model.  Secondly, 

internal documentation, face to face semi-structured interview transcripts and observational 

notes, were uploaded into NVivo to allow for thematic analysis to be undertaken.  And finally, 

survey data, from a survey of all employees, was analysed.  By using these three data sets and 

distinct methods of analysis, both methodological and data triangulation could be achieved 

(Yin 2014). 

 

6.9 Data Collection Methods 
 

A key advantage of utilising a case study is that it enables a number of different types of data 

to be collected, reviewed and analysed.  Such flexibility is often seen as a key characteristic of 

a case study (Farquhar 2012), and in this case, the various data elements that were collected 

reflect and embrace the context of the case being studied.  In this instance, data was formed 

of organisational documentation, including both confidential and publicly available materials, 
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such as annual reports, the information security policy, the risk appetite statement (or any 

other documents that capture and express the organisation’s risk appetite), and information 

security training and awareness material (including training courses and presentations).  Semi-

structured interviews with company directors and senior managers also formed part of the 

case study, along with a survey, using a questionnaire, of the wider employee population of 

the organisation.  Collecting different types of data from different layers in the organisation 

aids capture of the depth of the organisation, and relates to a key advantage of utilising a case 

study: it enables the triangulation of data from different sources of evidence (Yin 2018).  

Triangulation of data in mixed method research is a valuable strategy to be employed in the 

data collection phase of the research, with the multiple sources enhancing the rigour of the 

research (Robson and McCartan, 2016) and increasing the validity of findings.  With the various 

elements of organisational documentation providing a solid base for the research, which is 

then be supported by interviews of senior managers and employee survey, to enable “the 

researcher to examine data collected from different sources” (Johnson and Waterfield, 2004 

p.125), and enable a level of confidence in the resultant analysis.  

 

6.9.1 Documentation 
The organisational documentation that is gathered in support of this research falls into three 

(not necessarily mutually exclusive) categories: internet-based documentation, internal 

documentation and confidential documentation.  Savin-Baden and Howell Major (2013) 

highlight the need to assess the quality and authenticity of the documents that are being used, 

so that the researcher is able to be assured that data derived from them has integrity; because 

all of the documents that are to be used in this research have been published by the 

organisation, it has been assumed that they are bona-fide.  

 

6.9.1.1 Internet Based Documentation 

The organisation hosts a number of internet domains, one for each of the companies within 

the group; the pages of these web sites, along with their associate social media pages 

comprised the internet-based documentation which provided organisational context and 

company information.  

 

6.9.1.2 Internal Documentation 

Internal documentation comprised documents that are published by the organisation for the 

use of their employees, such as the employee handbook, information security guides, and 

information security presentations.   
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Following the completion of the case study a number of documents were made available to 

the researcher for offsite review and analysis, these documents are detailed in Table 6.5. 

 Case Study Organisation Documentation for Offsite Review  

 

Table 6.5  Case Study Organisation Documentation Available for Offsite Review 

 

6.9.1.3 Confidential Documentation 

Various confidential documents, which included the Information Security Policy, the 

information security Risk Register and internal and external audit reports, were made available 

to the researcher for review.  During the prolonged engagement with the case study 

organisation extensive notes on these documents were made which formed an important 

element of the observational field notes.  

 

6.9.2 Interviews 

As access to the organisation had been extended to the researcher, the interviews were 

conducted on site at the organisation’s headquarters.  Conducting the interviews face to face 

enabled the researcher to observe the social cues of the interviewees, such as body language, 

voice and intonation (Opdenakker 2006), providing invaluable observations that assisted in the 

subsequent analysis.  All interviews were audio recorded, subject to agreement by the 

interviewee, and subsequently transcribed.  Should the interviewee not permit audio 

recording, the interview went ahead with notes being taken.  Bryman observes that whilst the 

use of a microphone can cause alarm at the thought of being recorded, such concern is usually 

short-lived, and non-permission for recording thus relatively unusual (Bryman 2016).  Notes 

were always taken nonetheless, should there be a malfunction with the audio recording.  All 

of the audio recordings were transcribed, and as highlighted by Bryman (2016), this can be a 

distinct practical disadvantage because it can take between five and six hours to transcribe a 

one hour interview if the researcher is not a competent touch typist.  Transcription was of 

great value nonetheless, because of the overall advantages of making an audio recording, 

which provided a permanent record of the proceedings and allowed the interviewer to focus 

on conducting the interview, and on supplementary note taking (Robson and McCartan, 2016).   

Companies House Annual Report 2017

Companies House Annual Report 2018

Poster depicting Organisation's Values

Booklet (30 pgs) Outling the key aspects of Information Security

Corporate Risk Management Strategy document, (39 pgs) Redacted

Training & Awareness Procedure (11 pgs)

Booklet (38 pgs) Providing overview of quality and business management System

Document outlining customer's security requirements for List X contractors (31 pgs)

Employee Handbook (154 pgs)

IT Security Presentation (14 slides)

Quality Management System presentation (68 slides)
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Purposive sampling was used to identify the participant sample that would be invited to be 

interviewed (Bell et al. 2019), as outlined in section, 6.8.4.  With those invited comprising the 

entire management team and therefore representing each business area or department, 

within the organisation.    

 

The nature of the interview to be conducted was considered in some detail, as three forms of 

interviewing could have been identified as suitable in this instance, and the objective was to 

identify the most appropriate.  The three forms of interview identified are outlined below, with 

the semi structured interview, being identified as providing both a framework for the interview 

to adhere to, but with the scope to allow for follow up questions, should the interviewee 

require additional explanation or to draw out relevant information.   

 

6.9.2.1 Fully Structured Interviews  

Fully structured interviews have pre-defined questions (Robson and McCartan, 2016) and are 

therefore able to ensure that that objectives of the research are met; in essence, they mirror 

a survey, and could be considered a verbal survey.  As the structure is tightly pre-defined, the 

interviewer is unable to follow up on interesting or relevant points that might be made by the 

interviewee; there is a danger that such ‘ignorance’ could be misinterpreted by the interviewee 

as evidence that the points that they are making are not valued by the interviewer, which could 

lead to interviewee disengagement.  One of the recommendations when compiling the 

questions for use in structured interviews is to ensure that there is a greater number of open 

ended questions (Robson and McCartan, 2016).  A key factor that has also been identified as 

important when conducting this type of interview is to ensure that the interviewer delivers the 

questions exactly as written and using a consistent tone, so as not to indicate any bias, this 

enables the resultant data to be treated as quantitative data, and coded as such (Saunders, 

Lewis and Thornhill, 2019).  

 

6.9.2.2 Unstructured Interviews  

In contrast to fully structured interviews, unstructured interviews , another option that can be 

utilised with case studies, can be referred to as in-depth interviews because they provide the 

opportunity to explore a general area or subject (Saunders, Lewis and Thornhill, 2019). There 

is no framework to the interview, other than its objectives.  Whilst this method offers greater 

flexibility on the part of the interviewer, there is also potential for specific and desirable 

themes to be omitted, because unstructured interviews are more led by the interviewee and 

what they want to impart about a particular subject, and therefore incorporate how the 

interviewee feels about the subject (Saunders, Lewis and Thornhill, 2019). 

 



 
103 

 

6.9.2.3 Semi-structured Interviews 

Semi-structured interviews are often used with multi-layered, flexible research projects 

(Robson and McCartan, 2016), such as case studies.  They enable the researcher to work within 

a framework of questions, but to be able to adapt as required, according to interviewee 

responses; the researcher therefore needs to fully understand the objectives of the research 

and be fully conversant in order to react to the responses appropriately.  The incorporation of 

some more detailed interview sections, where the questions have explicit aims and objectives, 

enables greater consistency of responses across the interviewee (Robson and McCartan, 

2016). 

 

6.9.2.4 Summary of Semi-Structured Interviews Conducted 

During the ten-month period that the researcher was on site at the organisation, and due to 

the prolonged nature of the engagement with the organisation, arrangements were able to be 

made with the gatekeeper, to conduct two rounds of interviews with senior management and 

the leadership team.  The first round of interviews was conducted in February, and 

encompassed questions on the organisation’s risk appetite, information security risk tolerance, 

the information security policy and information’s security training and awareness, Table 6.6 

shows the initial interview respondents and the interview topics.   Drawing on the conceptual 

framework as presented in figure 5.2, the interview questions were designed to understand 

and draw out, the organisations relationship with risk appetite and to identify any processes 

that might be formally or informally established by the organisation (Rittenberg and Martens 

2012)(Gelles 2016).  Secondly to understand the role of the information security policy in 

capturing the organisation’s risk appetite (Thomson and von Solms, 2005; Hirsch and 

Ezingeard, 2009; Al-ahmad and Mohammad, 2013) and its role in communicating throughout 

the organisation. 

 

The second round of interviews, as shown in Table 6.7, were conducted in July, which allowed 

time for the initial interviews to be transcribed and for a period of review and familiarisation 

with not only with the data, but the organisation, both from a practitioner’s and researcher’s 

point of view.  This period of familiarisation, provided an opportunity for deeper insights to be 

gained and enabled a set of follow up questions to be compiled, which was able to draw on 

topics raised in the initial interviews, but also on observations and review of the organisation’s 

processes.  This second set of questions included, the organisation’s published core values, 

culture, risk management, risk registers and incident reporting.  
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Interview Participants 

 

Initial Interview Respondents  Interview Topics 

 Chief Executive Officer (Board member)   Organisational Risk Appetite  

 Financial Director (Board member)   Information Security Risk Tolerance  

 Sales Manager   Information Security Policy 

 Services and IT Director   Information Security Training & Awareness  

 Information Security Manager    

 Sales Director      

 Business Development Director    

 Sales Director    

 Finance Manager      

 Sales Director      
Table 6.6 Schedule of Initial Interviews 

 

Follow up Interview Respondents  Interview Topics  

 Chief Executive Officer (Board member)   Core Values 

 Services and IT Director   Culture  

 Sales Director   Risk Management 

 Sales Manager   Risk Registers 

 Sales Director   Incident Reporting 

 Commercial Manager     
Table 6.7 Schedule of Follow Up Interviews 

 

Due to the researchers prolonged engagement with the organisation, it enabled a rapport with 

the interview respondents to be formed, which enabled the researcher to be accepted within 

the organisation and promote less biased responses (Robson and McCartan, 2016). 

 

Working with the organisation’s gatekeeper, invitations were extended to the organisation’s 

entire senior management team, one area of the organisation that was unable to be included 

in the interviews was the factory facility, due to the unexpected demise of the Operations 

Director it was deemed inappropriate by the researcher to pursue interviews at this location.  

Interviews were able to be conducted with the organisation’s entire senior management team, 

with the exception of the HR Director, who chose not to participate and Operations Director 

as already noted.  

 

6.9.3 Observation 
Finally, whilst visiting the organisation to review materials or to conduct interviews, permission 

had been sought and obtained to make pertinent observations of the organisation, a record of 

which was made in the form of field notes.  There are four aspects that the observations 
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covered: the building and its facilities, allowing for observations to be recorded on its unique 

structure and layout; events, both social with posters that are used to publish the events that 

are held for staff to attend and induction training sessions (specifically those that relate to the 

information security program); informal meetings; and confidential documentation, as 

indicated in section 6.10.1.3.   It should be noted that the observations and subsequent field 

notes made we of the Head Office location and included all areas of the organisation, located 

in that building.  

 

Observing and making field notes of each of these four aspects of the organisation provided 

valuable insights into parts of the organisation’s culture and its employees’ behaviour that 

relate to information security. The observations were made as a ‘balanced participant’ (Savin-

Baden and Howell Major, 2013), as the researcher was present in a formally invited capacity, 

allowing the researcher the opportunity to be accepted within the organisation whilst 

maintaining a professional distance.   A summary of the observations that were made is shown 

in Table 6.8, these observations were made whilst the researcher was engaged with the 

organisation for a period of prolonged engagement, which enabled the researcher to  become 

accepted within the organisation and a familiar presence (Savin-Baden and Howell Major, 

2013).  It should be noted that informal meetings, took place with the HR and Quality 

Managers, in order to clarify the details of some observations made.   
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Observations 

   
Building and Facilities  
 Observations on the layout of the office 

 
General impressions and reflections on the organisation, its 

interactions and social activities 

  

Confidential Documentation 

 Risk register 

 Audit reports and findings (both internal and external) 

 

Policy’s and Manuals, review of documents including signoffs, 

document review etc. 

 Management Review Meetings 

 Site Structure and organisation 

 Site Time line 

 Structure of BMS 

 
 

Events / Training  

 Attendance at an award presentation  

 Attendance at an Induction Training session 

  

Informal Meetings  

 Meeting with HR Manager 

 Meeting with Quality Manager 
Table 6.8 Summary of Organisational Observations 

 

6.9.4 Survey 

In addition to the semi structured interviews with senior executives and managers, a survey 

was circulated, a process that was facilitated by a gatekeeper, to all employees of the 

organisation to solicit their views on the information security policy, specifically with the 

intention of understanding their engagement with the information security program and how 

the program is developed and communicated to them. The aim was to contribute to the third 

and final research question: What are the key factors that enable the information security 

policy and therefore the risk tolerance to be effectively communicated throughout the 

organisation?  

 

Saunders, Lewis and Thornhill (2019) state that surveys are method, often used in exploratory 

research, of gathering a quantity of consistently formed data from a large population; this data 

can then be analysed to draw out information on specific topics.  The survey used in this 

research was cross-sectional, with the responses being gathered at a single point in time 

(Cresswell 2014), in order to capture each respondent’s reactions to the topic of information 
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security and to try to understand specifically how the requirements of the information security 

policy are communicated to them.   

 

The survey was constructed to elicit responses from a range of options; these closed questions 

were supplemented by a selection of open questions.  The survey was constructed in this way 

in an effort to mirror the techniques employed in a semi-structured interview, but with the 

advantages of being able to reach a larger population.   The survey was designed to draw on 

research by Kruger and Kearney (2006), in order to better understand how the organisation’s 

employees are motivated to interact with information security, specifically to consider their 

relationship in respect to their knowledge, attitude and behaviour towards information 

security. The mapping of each of the survey questions to these attributes can be found in 

Appendix G.  In doing so, this directly reflected and was able to draw on the conceptual 

framework, to understand the impact of training and awareness in communicating information 

security throughout the organisation and support responding to the third research question, 

‘What are the key factors that enable the information security policy and therefore the risk 

appetite to be effectively communicated, throughout the organisation?’   

 

The survey utilised an online survey instrument and by utilising a gatekeeper within the 

organisation, the survey was circulated to all employees at the case study organisation via 

email, to provide assurance to potential respondents that the request was bona-fide and had 

the approval of senior management.   Following a week, a reminder email was circulated to all 

employees asking for their participation with the survey, despite this the response rate of the 

survey was only 10% with nineteen completed responses and eight partially completed 

responses, which were discounted. 
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6.10 Data Collection Summary 
The various data collection strategies outlined where designed to support the gathering of data 

that would enable the research questions to be responded to and how this was achieved is 

shown in Table 6.9.   

 

Data Collection / Research Question Matrix 

 

Table 6.9      Data Collection / Research Question Matrix 

 

As discussed, the case study drew firstly on both confidential and publicly available 

documentation, which was followed by interviews with company executives and senior 

managers within the organisation.  Interviews were semi-structured in order to provide the 

interviewer with a consistent framework of questions to be posed to each interviewee 

(Saunders, Lewis and Thornhill, 2019) without denying both interviewer and interviewee the 

flexibility in conversation that contributes to the interpretivist approach that is being adopted. 

And finally, the case study drew on organisational observations, and the final element of data 

collected was done so with an employee survey.  The research methodology is expressed in 

figure 6.1. 

6.10.14 Documentation RQ1 What mechanisms are used to determine an organisation’s risk 
appetite.  

  RQ2 How is the organisation’s risk appetite reflected in the 
information security policy? 

6.10.2.4 Interviews RQ1 What mechanisms are used to determine an organisation’s risk 
appetite. 

  RQ2 How is the organisation’s risk appetite reflected in the 
information security policy? 

  RQ3 What are the key factors that enable the information security 
policy and therefor the risk appetite to be effectively communicated 
through the organisation? 

6.10.3 Observations RQ1 What mechanisms are used to determine an organisation’s risk 
appetite. 

  RQ2 How is the organisation’s risk appetite reflected in the 
information security policy? 

  RQ3 What are the key factors that enable the information security 
policy and therefor the risk appetite to be effectively communicated 
through the organisation? 

6.10.4 Survey RQ3 What are the key factors that enable the information security 
policy and therefor the risk appetite to be effectively communicated 
through the organisation? 
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To Explore the Role of the 

Information Security Policy 

Risk Appetite and IS 

Risk Tolerance underpin 

and support an 

organisation’s strategic 

objectives 

What processes are used to 

determine the organisations 

information security risk 

tolerance? 

 

How is the organisation’s risk 

appetite reflected in the 

information security policy? 

 

What are the key factors that 

enable the information 

security policy and therefore 

the risk tolerance to be 

effectively communicated, 

throughout the 

organisation? 

Case Study 

Interview, Observations, Survey, 

Documentation Review 

Purpose 

Research Design 

 
Figure 6-1 Research Methodology

   

 

6.11 Ethical Considerations 
 
It is important when considering any research studies that the topic of ethics is fully explored, 

to highlight and review all aspects of the research.  To ensure that anyone involved in the 

research and the management of any resultant information, are addressed at the outset so as 

to avoid or mitigate any opportunity for unethical behaviour and to ensure that all parties 

involved in the research are explicitly protected and not exploited in any way.  This research 

needed to engage with human subjects in order to address its research questions.  The very 

nature of the topic, information security, it is not one that easily lends itself to being openly 

discussed or for its information, that should remain at the very least internal to the 

organisation, to be shared with external parties or researchers. 

 

It was incumbent on the researcher to ensure that ethical approval was sought prior to 

engaging with any organisations or participants.  Ethical aspects were robustly reviewed to 

ensure that any organisations that agreed to participate in the research did so knowingly and 

that informed consent was provided by both the organisation and the participants, prior to 
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gathering any data using any of the methods.  The process also covered in detail the steps to 

be taken, and communicated to the organisation and participants via the ‘Participant 

Information Sheet’, clear information about how all data would be handled, managed and 

processed as part of the research.   

 

The ‘Participant Information Sheet’, described explicitly why and how the research was being 

undertaken, specifically it provided information for the participants on their role in respect to 

the research and how any information gathered would be handled.   It described the steps that 

would be taken in order to ensure both the confidentially of any information provided but also 

how their anonymity would be assured.  Furthermore, it confirmed that their participation was 

entirely voluntary and advised should they initially participate, the point at which they could 

withdraw from the research project.    

 

All participants that decided to participate with the research were asked to read and sign, a 

document to confirm their ‘Informed Consent’, that contained a number of checkboxes, 

including that they had read the ‘Participant Information Sheet’ and had the opportunity to 

ask questions about the research.  

 

Following completion of the University of Portsmouth’s Ethics Approval Process, approval was 

sought from and granted by the Faculty Ethics Committee, prior to data collection (Appendix 

A). 

 

The organisation’s ongoing ethical relationship with the research must be not just noted but 

managed.  Prior to the company agreeing to participate, the researcher was interviewed by a 

senior manager and the Chief Executive Officer (CEO) of the organisation, and after their 

subsequent review of the ‘Participant information sheet’, access to the organisation was 

granted, enabling the researcher to compile and document the case study.  It is noted that the 

researcher was not required to sign a ‘Non-Disclosure Agreement’ as it was deemed by the 

organisation that one was not required; however, the researcher decided to act as if one was 

in place, and has therefore adopted the relevant ethical behaviours, in order to build trust with 

the organisation, which are outlined below. 

 

As part of the case study process the organisation allowed the researcher access to its offices 

to read, review and analyse a number of confidential documents, including the information 

security policy, risk register, audit reports and incident reports.  Given the nature of these 

documents it was the responsibility of the researcher to ensure that any documentation was 
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returned on completion of the review and any notes taken were made available for inspection, 

by the Business Management Systems manager, so that the organisation could be assured of 

the documents’ ongoing confidentiality.  

 

6.12 Positionality of researcher in relation to the research 
 

It is acknowledged that the role that the researcher formally held, as Senior Vice President 

within the Global Information Security Team in a major financial institution for over 20 years, 

created a unique viewpoint from which to undertake the research.  This role provided 

significant and in-depth practitioner understanding of the research topic, understanding that 

allowed the researcher to be able to interpret the information security data, which is often 

subjective in nature and enable the research to be undertaken.  Whilst it is noted that this 

previous role also created the potential for bias, with, for example, the selection of a 

participant organisation for the research, this has been mitigated by an extended leave of 

absence from the profession of over four years.  It is also noted that in the researcher’s 

positionality there is opportunity for thematic and practice assumptions to be made, without 

supporting evidence or research; every effort was taken to be rigorous with research protocol.  

However, it should be highlighted that the researcher’s background also acted as a driver for 

the research, indeed were it not for the research undertaken at Masters Level, entitled 

‘Information Security Supplier Risk Tolerance’, this current research project would not have 

come about. 

 

The concept of positionality is one that the researcher has considered and remained cognisant 

of throughout the research and in particular the data gathering process, notably when 

interacting with the case study participants.  The researcher’s prior experience is in one sense 

an enabler and could have led the researcher to be considered an ‘insider’ with the information 

security professional participants, with possible benefits to validity, but to other participants 

the was a practice ‘outsider’ in the organisation (Bourke 2014).  The researcher’s positionality 

indeed reflects the insider / outsider relationship as observed by Bourke (2014), not just in the 

researcher’s relationship with the research participants, but also in the process that the 

researcher goes through in conducting the research, and the different dynamics that the 

researcher has with not only the research participants but with the research itself.  

Fundamentally, this is very similar to risk, which cannot be completely either understood or 

removed: in research the positionality of the researcher cannot be either eliminated or 

ignored, but needs to be noted and acknowledged, and in interpretative approaches, valued. 
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6.13 Assumptions 
 

The role that the researcher held as an information security practitioner for a number of years 

has instilled a number of assumptions about the information security function, and they are 

acknowledged here.  At the core is the assumption that organisations have a responsibility to 

ensure that they understand, capture and communicate their relationship with information 

security and demonstrate this by providing a secure environment for the information with 

which they are entrusted.  In doing this, organisations are able to articulate the relationship 

they have with information security risk.  However, the nature of information security, which 

has been demonstrated to be inherently intangible, makes its requirements difficult to 

communicate, hence another researcher assumption:  there are problems with engaging with 

information security at all levels.   

 

Additionally, it is also assumed that information security relates to all types of information, 

irrespective of where it is held; it is therefore not limited to information that is stored within 

computing systems or accessed via technology applications.  The term information security 

applies to all information, including that which is held in printed form, stored in boxes or found 

on desks.  From this assumption flows the view that responsibility for ensuring information 

security is not solely that of technology, but is a fundamental, core responsibility of the 

business.   

 

The impact of any bias due to these assumptions on the part of the researcher is lessened, by 

selecting an organisation that has actively sought to manage its information security 

environment by implementing a control environment that has been found to be compliant 

with ISO 27001 and accredited as such for a number of years.  The data captured by the case 

study is analysed using three methods; additionally, the three methods use different data 

sources to form the basis of the overall analysis, and this methodological and data triangulation 

(Yin 2014) also helps to lessen any impacts stemming from researcher experience, assumptions 

and potential bias.  These personally held assumptions of the researcher, like the philosophical 

assumptions outlined earlier in the chapter, do nonetheless shape and drive the arguments 

that the research forms (Farquhar 2012). This again is not uncomfortable or undesirable in the 

interpretative paradigm. 

 

6.14 Data Management Strategy 
 
Ensuring that there is a clearly defined strategy for handling and analysing the data that is 

being captured as part of the case study is essential, because it enables the reader to both be 
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able to navigate through the data and to be confident in the process employed to analyse the 

data (Farquhar 2012), and thus its reliability and validity.  As noted by Yin (2018), defining a 

strategy for the collection and analysis of the data is all too frequently an area that is 

overlooked at the planning stage of a case study, which can then result in an incoherent mass 

of data that lacks any framework to enable its subsequent analysis (Yin 2018).  It is therefore 

beholden on the researcher to clearly structure the data being collected and to employ rigour 

in its analysis. 

 

The objective therefore of establishing a strategy is twofold, firstly to create a framework 

within which the data captured can be stored, to enable it to be easily retrieved and 

subsequently reviewed, and secondly to implement a strategy or process that each data 

element is subjected to, in order to identify any themes or insights. Thus the notes taken and 

memos made during, for example, the interview process, is invaluable in initiating the process 

that allows insights into the data to be formed.  (Yin 2014).   

6.14.1 Managing Research Data 
The importance of ensuring that research data is properly managed is acknowledged by the 

researcher; defining at the outset of the data gathering phase of the research the steps that 

are to be taken underpins the rigour that is applied to all data elements and therefore be able 

to support the integrity of the research data (Higgins 2012).  Whilst there is a large quantity of 

data that the research generates, analyses and bases findings on, the magnitude of the data 

will not equal that of an organisation or indeed a library, but in its value in terms of the research 

being undertaken, in its endeavours to discover and support new knowledge, it is vital.   As 

noted by Higgins (2012), it is imperative to be able to identify, locate and use, the information 

created during the course of the business activity, which in this instance is the business of 

researching,  in order that reliance may be placed on the output of the activity (Higgins 2012).  

 

In order to effectively manage the various forms and quantity of data that a case study 

produces, NVIVO, a computer-assisted qualitative data analysis software (CAQDAS) tool was 

used as the repository (Savin-Baden and Howell Major, 2013) and throughout the data analysis 

phase.  The case study captured four distinct types of data: documentation, interviews, 

observations and survey responses; data gathered from each of these areas was stored in 

separate source folders.  To ensure consistency in the way that the data is managed, all of the 

data was held electronically in readable format; any documents that were provided in 

hardcopy were scanned, and any hand-written notes were typed up; similarly, with interviews, 

both the original wav file and transcriptions are stored.  Where the original information needed 

to be typed up, filing both versions ensured full transparency of the data being used to support 
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the research.  Using a CAQDAS software tool such as NVIVO is acknowledged as introducing 

control to large volumes of data but has also been challenged as ‘outsourcing of central aspects 

of analysis to computer programs’  (Brinkmann, 2018 p. 590).  Nevertheless, using the NVIVO 

software tool has provided a framework and much needed repository for the management of 

the data, while supporting the strategy for its analysis.  

 

6.14.2 Analysing the Data 

As has already been noted, the data fell into four categories; because all of the data being 

collected and subsequently requiring review is primarily qualitative data, three separate 

techniques are adopted to analyse the data,  which enables both triangulation of the data 

source and methodological triangulation (Yin 2018) to occur.  By establishing triangulation of 

the case study, to which access was allowed for a prolonged engagement, it supports the 

robustness of the research findings and Figure 6.2 depicts how the data usage and relationship 

in respect to the three methods employed.   

 

The four elements of data where analysed using three methods, as depicted in Figure 6.2, 

which indicates that the risk maturity model used both documents and field note observations 

to use as the foundation for its analysis.  The thematic analysis, drew on documentation, field 

note observations and interviews to provide the data for its analysis and finally that the survey 

drew on data from responses to questionnaires that were circulated to all members of staff.  

 

 

6.14.3 Application of the Risk Maturity Model 

Using documentation and field note observations, a risk maturity model is applied and the 

sample audit tests, that it defines, each of the the process areas identified are evaluated.   

 

Chapter 3, section 3.6 discussed various risk maturity models, that could be applied in order to 

gain an understanding of an organisation’s risk maturity, with the that of the Institute of 

Internal Auditors (Institute of Internal Auditors 2014) noted as being risk focused.  As such it 

was in a position to be able to provide an understanding of the relationship between risk 

appetite and the underlying processes that an organisation needs to develop, and it was 

therefore assessed to be the most appropriate maturity model to apply to the organisation, 

when exploring its risk appetite.    The IIA’s risk maturity model, comprised fifteen process 

areas, each with a Sample Audit Test defined, and it is these sample audit tests that would be 

applied, in order to assess the organisation’s, documentation and field note observations.  
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Figure 6-2     Data Usage and Relationships  

 
The first data analysis technique to be adopted, applies the Institute of Internal Auditors(2014), 

risk maturity assessment tool to the case study data, using data gathered from documentation 

and observations.  The risk maturity model was as discussed in Chapter 3 section 3.6, and uses 

data elements as required to respond to each of the risk maturity tests.  

 

The data is assessed by responding with commentary to each of the process areas as detailed 

in the “Assessing the organisations’ risk maturity”(Institute of Internal Auditors n.d.).  This is 

achieved by conducting the ‘Sample Audit Test’ to the data gathered from the case study 

organisation, which enables commentary and notes to be recorded in the ‘Observations’ 

column, from which a ‘Derived Risk Maturity Level’ is established for each of the ‘Process’ 

areas, as shown in Table 6.10. 
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 Sample Audit Test Observations (From Documentation Review and 
Field Notes) 

Derived Risk 
Maturity Level 

Process    

A scoring system for 
assessing risk has 

been defined 

Check the scoring system 
has been approved and 

communicated and is used. 

  

Table 6.10  Example Application of Risk Maturity Model created based on Assessing the 
organisation’s risk maturity(Institute of Internal Auditors n.d.) 

 

The defined sample tests are applied to each process area in turn, to enable commentary to 

be entered in the relevant ‘Observations’ field to be made, to support the determination of a 

‘Derived Risk Maturity Level’ for each ‘Process’ and subsequently an overall risk maturity level 

to be ascertained.  The ‘Derived Risk Maturity Level’ is ascertained using the Key Characteristics 

(Table 6.11) of each maturity level which is found in “Assessing the organisations’ risk 

maturity”(Institute of Internal Auditors n.d.).  The data required to enable the assessment of 

the organisation’s risk maturity is made up of field notes; from meetings and events attended, 

and review of confidential organisational documentation.  

 

Risk Maturity Level Key Characteristics 

Risk naïve No formal approach developed for risk management 

Risk aware Scattered silo-based approach to risk management 

Risk defined Strategy and policies in place and communicated.  Risk appetite defined 

Risk managed Enterprise approach to risk management developed and communicated 

Risk enabled Risk management and internal controls fully embedded into the operations 

Table 6.11 Key Characteristics from: Assessing the organisation’s risk 

maturity(Institute of Internal Auditors n.d.)  

 
The second technique to be applied, is that of data analysis, which is discussed in detail in 

section 6.16.1, this technique is applied to all data collected from documentation, interviews 

and observations, as detailed in section 6.10.  The final technique to be applied addresses the 

analysis of the survey data, as outlined in section 6.10.4 and comprise statistical analysis of the 

survey responses.  

 

6.14.4 Data Analysis Strategy 
There are a number of recognised strategies that can be applied to analyse qualitative data, 

including Interpretive Phenomologic Analysis (IPA) (Smith and Eatough 2007), Content Analysis 

(Krippendorff 1989)and Thematic Analysis (Braun and Clarke 2012), and these specifically have 

here been considered as strategies, as after initial review they were found to be potentially 

appropriate for the type of data that is being collected.  However, after more detailed review, 
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which is presented in Table 6.11, it was concluded that thematic analysis was consistently 

applicable to all types of data and would enable insightful analysis in response to the research 

questions (Braun and Clarke, 2006). 

 

6.14.5 Summary of the Data Analysis Strategies 

 Description Application Outcome of Review 
Interpretive 

Phenomologic 
Analysis 

IPA aims to explore an individual’s 
personal and lived experiences and 

how they then make sense of their 
world. IPA also acknowledges that 
research is a dynamic process, with 

the researcher taking an active role.  
The interpretation is therefore a two-
stage process, with the researcher 

trying to make sense of the world 
from the participant’s view point, 
who in turn is trying to make sense of 

their own world. (Smith and Eatough, 
2007) 

Semi-
Structured 

Interviews  
Focus Groups 
(Brocki and 

Wearden, 
2007) 
 

As this strategy is focused on 
individuals and the 

interpretation of the meanings 
of particular events, it is best 
suited to health, social care and 

psychology, where there is a 
need for the two-stage process 
to fully make sense of how the 

participant views the world. 
(Smith and Eatough, 2007) .  
Based on this, this analysis 

strategy is discounted. 

Content 
Analysis 

“Formally, content analysis is a 
research technique form making 

replicable and valid inferences from 
data to their context.” (Krippendorff, 
1989 p 403).   This is further defined 

as “the systematic, objective, 
quantitative, analysis of message 
characteristics.” (Neuendorf, 2002 p. 

1)  Both definitions highlight a key 
feature of content analysis which is 
to apply scientific rigour to 
qualitative data.    

Interviews 
Surveys 

Text 
(documents) 
Messages 

(media) 

This strategy essentially applies 
a scientific approach to 

qualitative data, where it seeks 
to analyse and identify trends in 
a systematic and replicable 

manner.  Naturally this strategy 
aligns itself with a positivistic 
philosophical paradigm.  

Thematic 
Analysis 

“Thematic analysis is a method for 
identifying, analysing and reporting 
patterns (themes) within data.” 

(Braun and Clarke, 2006 p. 79). 
It is generally agreed that whilst 
thematic analysis has a poorly 
documented heritage, it is a popular, 

flexible and widely used strategy 
(Bryman 2016).  Its flexibility in 
analysis can also be seen as allowing 

the data to present a broad range of 
outcomes.  (Braun and Clarke, 2006) 

Interviews 
Surveys  
Documentation 

Observation 
Ethnography 
 

Thematic strategy if 
approached applying a rigorous 
strategy, can provide insightful 

analysis, in response to research 
questions.  (Braun and Clarke, 
2006) 

Table 6.12 Summary of the Data Analysis Strategies  
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6.14.6 Thematic Analysis Strategy  

To maximise the rigour, reliability and validity of the research and subsequent thematic data 

analysis, this research adopts the six stage approach outlined by Braun and Clarke (2006), 

displayed in Table 6.13. 

 

Phase Description of the Process 

1. Familiarizing yourself 
with the data: 

Transcribing data (if necessary), reading and re-reading the data, noting down 
initial ideas 

2. Generating Initial 

Codes: 

Coding interesting features of the data in a systematic fashion across the 

entire data set, collating data relevant to each code.  

3. Searching for themes: Collating codes into potential themes, gathering all data relevant to each 
potential theme.  

4. Reviewing themes: Checking if the themes work in relation to the coded extracts (Level 1) and 
the entire data set (Level 2), generating a thematic ‘map’ of the analysis.  

5. Defining and naming 
themes: 

Ongoing analysis to refine the specifics of each theme, and the overall story 
the analysis tells, generating clear definitions and names for each theme.  

6. Producing the report: The final opportunity for analysis. Selection of vivid, compelling extract 
examples, final analysis of selected extracts, relating back of the analysis to 

the research question and literature, producing a scholarly report of the 
analysis.  

Table 6.13     Phases of thematic analysis (Braun and Clarke, 2006) 

 
Phase 1, Familiarizing yourself with the data 

During this phase it is important to ensure ‘familiarity’ with data, which is more than just having 

conducted the interviews and skim read the documentation. It requires complete familiarity 

with the various data elements and includes transcribing the data, or if it is not being 

transcribed, listening to the recordings, reading the transcripts, and pausing to make notes 

also including those that reflect on any researcher assumptions that are being made (Terry, 

Hayfield, Clarke, and Braun, 2017).  Deep and thorough engagement with the data prompts 

questions by the researcher about any underlying patterns, meanings or anomalies that are 

observed in the data.   

 

It can be argued that with this research, because the various data elements were gathered 

whilst on site at the case study organisation, the familiarisation  process can be considered to 

have commenced on the first day spent on site on location (Yin, 2018; Eisenhardt, 1989).  With 

being immersed in the organisations environment, where a balanced participant role was 

adopted (Savin-Baden and Howell Major, 2013), which allowed the researcher to be accepted 

within the organisation, making note of relevant observations and whilst reading and note 

taking on the various elements of original confidential documentation.  But the act of 

familiarisation with the data was formalised as the data elements were read and re-read, with 

rich  notes being made on any thoughts or observations that came to mind (Braun and Clarke, 

2013),  specifically, any linkages or ideas that were noticed between documentation, 
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interviews, observations and the survey results, for example common themes or concepts or 

even phrases that were used.  

 

Phase 2, Generating Initial Codes 

The process of creating codes that are applicable across the whole data set was conducted by 

the researcher working interpretively with the data, responding to new areas that were 

encountered in the various data elements to create codes that support the inductive nature of 

the research.  The process of coding should be seen as a flexible and iterative process: initial 

codes might be superseded with ones that are determined later in the process, remaining 

mindful that the complete dataset needs to be re-read to ensure that any that are formulated 

later in the process are applied (Terry, Hayfield, Clarke, and Braun., 2017). 

 

The codes reflect the research and enable full exploration of the research questions, 

considering all aspects of risk management and the role of the information security policy 

plays; the researcher worked inductively with the data, allowing the data to generate the 

codes. Braun and Clarke (2012) term this a ‘bottom up’ approach, where the data leads the 

way, and it is the researcher relationship with the data that leads to the formation of the codes 

being applied to the dataset.  This process created a systematic framework of codes that were 

used throughout the research. 

 

Broadly, there are two types of coding, semantic and latent codes; they both relate to what is 

noted in the data, but with semantic or data-derived codes, the codes are a literal reflection 

of the data (Braun and Clarke, 2013).  For example, codes such as ‘empowerment’, ‘IS Policy’ 

and ‘audit’, are semantic codes that were used in this research: they directly reflect what was 

being said by, for example, an interviewee.  By contrast, latent codes, which are also referred 

to as researcher-derived codes, reflect the underlying meaning from what has been said in the 

interview; they often reflect the researcher’s conceptual framework and contain the implied 

meaning of what is being said (Braun and Clarke, 2013).  Examples of these in this research are 

‘CEO Chairman relationship’ and ‘friendly atmosphere’; these codes capture but do not 

replicate what was being said.  It should be noted that coding practice can be a combination 

of the two, semantic and latent coding, in order to capture all aspects of the data.  Phase 2, 

the stage where the codes are initially created, is depicted in the NVivo image in Figure 6.3.  
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Figure 6-3 Phase 2 – Generating Initial Codes  

 

Phase 3, Searching for themes 

With all of the data set coded, the process of identifying themes could be initiated, by collating 

the codes into potential themes. It is important that the themes work across the whole data 

set and represent not just one area.  As stressed by Braun and Clarke (2006), themes are not 

just present in the data, waiting to be uncovered and emerge; the data has be analysed and it 

is the researcher’s interaction with the data that is fundamental in facilitating the development 

of themes. (This exemplifies precisely why issues like researcher positionality are significant.) 

 

A theme “captures something important about the data in relation to the research question, 

and represents some level of patterned response or meaning within the data set” (Braun and 

Clarke, 2006, p 82).  In further work, Braun and Clarke (2012)  also noted that the themes 

should work together, in order to provide a coherent view of the data, and that it is important 

to explore the relationship between the themes' in telling the ‘story’ of the of the data and 

reflecting the complete dataset.  For this research, two of the themes identified were ‘risk 

governance’ and ‘taking risk’, with the former capturing the structures and frameworks that 

are in place to govern risk, along with the organisation’s strategic objectives.  Taking risk’, 
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captured the organisation’s appetite for risk, its approach to decision making, and the 

empowerment of its employees.  Figure 6.4 depicts how the codes were starting to be grouped 

in order to develop themes.  

 

Figure 6-4 Phase 3 – Searching For Themes 

 

Phase 4, Reviewing themes  

The aim of this stage is finalise a set of themes that encapsulate the key and most important 

elements of the data, that reflect the overall tone of the data, and that relate to the research 

questions (Braun and Clarke, 2012).  This is achieved by a process of revalidating and checking 

of themes, by re-reading all of the underlying data and effectively cross checking, to ensure 

that it fits with the proposed theme, and then constructing a thematic map of the whole data 

set, to ensure that the themes link as a whole.  As highlighted by Braun and Clarke, (2012), 

when working with large datasets, it is not possible to retain or ‘hold all of the data in your 

head’ the process of reviewing encourages a researcher to read and re-read the themes in the 

context of the data, ensuring that they work together as a cohesive group.  The researcher was 

also able to draw on cultural elements that were observed during the course of being on site 

at the case study organisation, to guide and assist in navigating the data set, to ensure that the 

themes worked across the complete data set.  This phase is broken into two stages, initially to 

review the themes in the context of the coded data, and then to review them against the whole 

dataset.  A key aspect of the first stage is to ensure the quality of the themes proposed and in 
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order to accomplish this, Braun and Clarke, (2012) suggest the researcher reflexively asking 

the following questions: “Is this a theme (it could be just a code)? And if it is,  

• What is the quality of this theme (does it tell me something useful about the dataset, and 

my research question)?  

• What are the boundaries of this theme (what does it include and exclude)?  

• Are there enough (meaningful) data to support this theme (is the theme ‘thin’ or ‘thick’)? 

• Are the data too diverse and wide-ranging (does the theme lack coherence)? “   

(Braun and Clarke, 2012, p. 65) 

 

By using Braun and Clarke's, (2012) tests as outlined above, each of the themes identified 

where able to be tested to ensure that they met the required criteria.  For example, the theme 

of ‘governance’, represented all aspects of managing and provided an operational structure to 

the organisation, as it related to the research.  Capturing the organisation’s knowledge of and 

relationship with its corporate strategy, its relationship with the ISO standards and its use and 

application of the information security policy, each of these aspects was deemed to support 

the theme of ‘governance’.  Additionally, the coherence of the key aspects of this theme, in 

the way that it supported the theme in providing sufficient data, and its boundaries were 

confirmed to be well framed and appropriate.  

 

The second stage is to revalidate the resultant themes against the data as a whole, to ensure 

that the themes accurately capture the tone of the whole dataset.  Figure 6.5 shows the four 

themes derived from the coding of this research, one with its underlying codes expanded, to 

enable review.  
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Figure 6-5 Phase 4 – Reviewing Themes  

 
Phase 5, Defining and naming themes 

This phase, as shown in Figure 6.6, belies the importance of appropriately defining and naming 

each theme, so that its name identifies its essence to aid the analysis of the underlying data 

extracts to be conducted. This process also serves to validate the themes, ensuring that there 

they do not overlap, and that that relate to each other and together reflect the entire data set 

and ‘tell the story’ of the data, and that, most importantly, they can be used to address the 

research questions (Braun and Clarke, 2012).   

 

In this research, analysis using these five stages identified four themes:  

• Governance  

• Managing Risk  

• Taking Risk 

• Corporate Values   

‘Governance’ captures the organisation’s relationship with the core elements, frameworks, 

and processes that constitute its management, specifically its strategic objectives, the ISO 

standards and the information security policy.  This theme captures not just the organisation’s 

relationship with the information security policy and also the ISO standards, it also directly 

addresses the core aim of the thesis, which is to explore the role of the information security 
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policy, and its research questions: to understand how the policy captures risk appetite and 

how it is used to act as a communication mechanism.  

 

The ‘managing risk’ theme captures the core processes that the organisation has in place to 

manage risk: how it manages risk through the risk register, how any incidents are managed, 

and, finally, risk communication, which incorporates information security training and 

awareness.  These mechanisms are key to understanding the organisation’s risk management 

processes and how it ensures consistency in their implementation and ongoing management; 

these shine light on the research questions concerning how the organisation determines its 

information security risk tolerance and communicates it throughout the organisation.  

 

The ‘taking risk’ theme captures the relationship between the organisation’s risk appetite and 

its decision making, and relates directly to the research questions about how it determines its 

information security risk tolerance and how this is then reflected in the policy.  Finally, 

corporate values, which encompass the organisation’s core values and its organisational 

culture; both of these attributes describe and enable the organisation’s culture and therefore 

beliefs that underpin and support its daily activities.     

 

 

Figure 6-6 Phase 5 – Defining and Naming Themes  
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Phase 6, Producing the report 

As noted by Braun and Clarke, (2012) the process of producing the report will actually have 

begun before this final phase, because it will have been emerging throughout the analysis 

process: the notes and memos that have been created form the foundation of the report to be 

written.  Use of the memos that were written as aide memoirs for each of the themes and 

underlying topics enabled the details of each of the themes to be drawn out, and the themes 

to be ‘brought to life’ and to create a truth.  The report should present the story that the data 

has revealed in a clear and logical way, highlighting how it has responded to the research 

questions; it should elucidate the arguments that the data makes, and these should be 

supported by examples that capture the essence of what the data has revealed (Braun and 

Clarke, 2006). 

 

As has been noted, there are six clearly defined steps in Braun and Clarke's, (2012) process of 

conducing a thematic review, but they are not ‘set in stone’: the completion of a phase does 

not mean that should new codes or themes be identified that the phase cannot be revisited - 

on the contrary, it most definitely should.  This iterative process, allowing codes to be defined 

at any stage, ensures that the researcher is fully engaged with both the process and the data; 

it is this engagement that allows the interpretivist researcher to identify the key themes and 

that ultimately enable the research questions to be answered. It also, hopefully, ensures that 

every data element contributes to the themes that are developed.  This iterative, reflexive 

process is also necessarily characteristic of effective inductive reasoning, Table 6.14 illustrates 

the coding scheme used, a copy of the full code book can be found in Appendix H.  
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Searching for Themes Reviewing Themes Defining and 

Naming Themes
   

Organisational Responsibilities T1.1 Corporate Strategy T1 Governance 
Strategies and Objectives        

ISO's   T1.2 ISO Standards     

IS Policy   T1.3 Information Security Policy   

 

          

IS Risk Management T2.1 Risk Management - T2 Managing Risk 
Organisational Risk         The Risk Register 
Perception of Risk         

Risk Management         

The Risk Register         

          

Risk Incidents  T2.3 Incident Management    

          

Communication  T2.3 Risk Communication and Training   

IS Breach Communication        

Training          

 
          

Calculated Risk  T3.1 Risk Appetite  T3 Taking Risk 
IS Risk Tolerance         

Personal view of risk appetite        

Risk Taking         

View on risk appetite statement        

          

Agile   T3.2 Decision Making    

Decision Making         

Empowerment         

 
          

Core Values  T4.1 Core Values  T4 Corporate Values 
Strengths and Weaknesses        

          

Core Values  T4.2 Organisational Culture    

Strengths and Weaknesses 
        
Table 6.14 Coding Scheme  
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6.14.7 Thematic Analysis – A worked Example 
In order to illustrate the phased approach to thematic analysis that was adopted, a worked 

example is presented, which commences at Phase 2 – Generating Initial Codes, and using the 

example of data classification.  

 

Figure 6-7 Example Phase 2 – Generating Initial Codes  

 

 
Figure 6-8 Example of Documentation Review 

 
Figure 6.7, shows a sample of coding: terms that were noted after review of the organisation’s 

employee handbook, where two sections were coded as ‘data classification’; both of these 

coded sections reflect data-derived coding, which is also referred to as semantic coding (Braun 

and Clarke, 2013).  With all organisational documents, field notes and interview transcripts 

coded and re-read, the data set was ready for initial themes to be identified, and an example 

of this is shown in Figure 6.8. 
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Figure 6-9 Example of Phase 3 – Searching for Themes 

 
Phase 3 of the thematic analysis involved total immersion with the data set and reflection on 

the research questions to identify themes that captured important and consistent elements of 

the data. Figure 6.9 shows codes starting to be grouped together and it shows data 

classification being grouped with customer confidentiality and handling and access to 

confidential information, under the code ‘Understanding and managing information’.  This 

phase was undertaken over a period of time, to allow reflection and verification of the themes 

being developed, to ensure that they worked for all of the data elements.  
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Phase 4, reviewing of themes, is exemplified in Figure 6.10 and reflects the process of constant 

review of both codes and the underlying data elements to ensure that the themes that were 

being developed reliably captured the entire dataset.  

 

 

Figure 6-10 Example of Phase 4 – Searching For Themes 
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Figure 6-11 Example of Phase 5 - Defining and naming themes 

 
With the themes established, it was important to ensure that the names applied captured the 

essence of the theme and the underlying data. An example of action in this phase happened 

when the theme at first named ‘Risk Governance’ (Figure 6.10) was amended to ‘Governance’ 

(Figure 6.11), so that it reflected the role that it plays in capturing the organisation’s wider 

governance, and not just risk governance.  

 

With all of the dataset captured and themes defined, it was possible to commence writing up 

the report or as required for thesis, the findings, using the notes that have been made 

throughout the process of analysing the data, using aide memoirs in order to capture thoughts 

and ideas that were observed.  

 

6.14.8 Analysis of the Survey Data 
The data gathered using the survey instrument, comprised closed questions with Likert-style 

items that aimed to understand the participants knowledge, attitudes and behaviours in 

relation to information security and its information security policy (Kruger and Kearney 2006).   

These were supported by open questions, which allowed the participants to provide additional 

qualitative responses and to provide comment if they wished, to the quantitative structured 
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questions. This was done, to mirror the techniques employed in a semi-structured interview, 

but with the advantages of being able to reach a larger population.     

Each of the survey questions were analysed, with the quantitative data being simply analysed 

using the tools available within Smart Survey and Excel, and presented qualitatively, with the 

responses being supported by the qualitative data being used to support and provide colour. 

   

6.15 Chapter Summary 
 

This chapter discusses both the philosophical approach to knowledge and the methods being 

used to enable the research questions to be responded to, and acknowledges the researcher’s 

constructionist view of reality, and the interpretivist approach will be taken to the formation 

of knowledge, using mixed methods.   

 

A case study is used as the research approach, with the data collected using; review of 

documentation, both confidential and publicly available, semi-structured interviews of the 

senior management team, notes of field work observations and survey of all employees.  

 

Analysis of the various data elements requires different techniques, application of a risk 

maturity model, thematic analysis and survey analysis, this enables triangulation of both the 

data source and methodology.  Documentation and field note observations, are applied to a 

risk maturity model, the documentation, field note observations and interviews analysed using 

NVivo and the survey data analysed using tools within Smart Survey and excel. 

 

The case study organisation being used is discussed in Chapter 7. 
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 Case Study – The Organisation 
 

As outlined in Chapter 6, section 1.8, the research uses a case study in order to explore 

the role of the information security policy; and it uses a single organisation to form the 

basis of an exploratory case study (Yin 2018), which is constructed to include a number 

of different data elements, such as internal documentation, interview transcripts and 

field notes, to enable the research questions to be answered.  A case study is defined 

by Yin (2014) as being two-fold, with the first part considering the scope of the case 

study, and the second part capturing its features.  This chapter aims to address the first 

part of Yin’s (2014) definition of a case study and to describe in depth the organisation 

that is the contemporary phenomenon to be studied and the contextual elements of 

that organisation, that are relevant to this research.  The second part of Yin’s definition, 

the features of the case study, have already been described in Chapter 6, section 6.7.  

 

7.1 Introduction 

 

This research is based on a case study of a small to medium sized enterprise (SME).  

SMEs offer a valuable area of research for a number of reasons.  The organisation that 

forms the basis for this case study has, due to the nature of the research into 

information security, requested that its anonymity be assured.  Therefore, throughout 

this chapter, reference to it has been anonymised with it only being referred to is as 

‘the organisation’ and described in broad terms, so as to conceal its identity, but not 

the context.  

 

The organisation was founded by its entrepreneurial owner-manager, and has been in 

operation for over 35 years.  Its growth over the years has stemmed from both 

acquisitions and organic growth; day to day management has recently passed to an 

external recruit who was recently appointed to Chief Executive Officer, with the former 

owner manager moving into the role of Chairman.     

 

Unusually for a SME, it has held ISO accreditations for over 20 years, with its 

accreditations including Quality Management (ISO 9001), Information Security (ISO 

27001) and Business Continuity (ISO 22310) (British Standards Institution n.d.).  Being 
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able to use such an organisation for a case study makes it both interesting and relevant, 

as noted earlier given the size of the organisation, it means that the research can 

encompass the whole of the head office of the enterprise, resulting in data that truly 

reflects the organisation.  But at the same time the researcher can be assured that that 

information security management is well established and its control framework 

integral to the day to day operation.  It should be noted that accreditation with 

ISO27001, the information security standard, is being used as a means to provide a 

level of assurance to the researcher and this research is relevant to all SME’s, whether 

or not they are certified, to any information security standard.   

 

Currently, the organisation describes its principle activities as offering a wide range of 

information technology related products, services and client solutions, ranging from 

the more traditional manufacturing and sales of computers and related equipment, 

through to fully managed solutions, such as off-site back-ups and business continuity 

support.  The organisation operates out of five locations: the Head Office based in the 

home counties, with a factory in Wales, a distribution centre in northern England, and 

offices near London and Birmingham. It employs 190 staff based across all locations, 

with the majority being located at the Head Office.   

 

The organisation describes itself as a hybrid business, as it operates at a number of 

different stages throughout the supply chain, from manufacturing to retailer. The 

Business Dictionary (2019) defines a hybrid business, as a “traditional business firm 

that combines an internet front-end with its brick and mortar back-ends, such as 

warehouses and order fulfilment service”; this is true in the case of the organisation as 

it does have internet based sales operations that sit in front of the more traditional 

ordering and fulfilment processes.  It is probably more accurate to understand it as two 

or more business models that have been merged together in order to best service its 

customers and also to enlarge its footprint in the marketplace; by doing this, it can 

optimise its fulfilment strategies.  This both stratifies its customers’ demands and 

optimise revenue on its stockholding, as it has the potential to sell to different markets 

and thereby minimise its stockholding (Martínez-Olvera 2009).  This was demonstrated 

when it set up a distribution function that has a separate external identity, which was 

established to supply to resellers; ultimately, this has created the potential for the 
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organisation to be effectively to be competing against the distribution function within 

the same marketplace.  However, for the primary organisation this is seen as a positive 

aspect of doing business and one that has been actively sought and which 

demonstrates the company’s entrepreneurial attitude to expanding the business and 

maximising its potential.  By adopting this hybrid model as depicted in Figure 7.1, which 

outlines the different levels within the supply chain that the organisation, as a whole, 

is able to service.  With its manufacturing base, the organisation can operate at the 

different levels within the supply chain process, from creating component parts such 

as memory or motherboards to sell to end users and creating bespoke computing 

solutions for commercial clients, to developing client-badged laptops for resellers. 

 

Figure 7-1 Operating Levels 

 

This hybrid approach to business is seen as underpinning the organisation’s approach 

to business: it is able to interpret and react to changes in the computing market, which 

quality it attributes to its agile entrepreneurial management.   

 

7.2 Background 
 
The organisation was originally incorporated when the company was first established 

in 1983.  In its early days, the company supplied office equipment and computer 

consumables such as ribbons, paper and diskettes, becoming a major distributor of 

computer consumables.  It was not long before a Taiwanese model for creating 

personal computers was identified by the organisation as being an important 

development, one that saw the start of importing components from the Far East to 

enable the organisation to begin building computers.  This was to be the first step on 

the road that defines the current organisation’s business model, that entrepreneurial 

Manufacturing 

Distribution 

Reseller 

End User 
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ability to identify key trends and to be agile enough to react to them to enable the 

business to develop and grow.  In just two years, the organisation grew from being 

suppliers of office equipment to commencing building computers, culminating with the 

launch of their own brand of personal computer.  

 

This significant change led to the organisation winning their first important contract, 

which was to design and supply computers to perform diagnostics of mobile 

communication devices for a multinational telecommunications organisation.  An 

example of its innovation is the development of laptops with removeable hard drives, 

which had key security advantages for armed forces when operating in the field, and 

that the organisation was able to supply for the first Gulf War.  The organisations 

timeline is depicted in Figure 7.2, and it outlines the major events in the organisation’s 

history.  (Please refer to Appendix F for a larger scale version)  

 
 

01 January 1980 01 July 2019

1989

Approved 
supplier on the 

CCTA Framework

1990

Opening of
New Head Office

 Building

1991

Won Major 
Contract

1988

1st Large contract won for 
Products and Services

1992

Won a number of Lot s 
 on Defence 

Framework DIGIT

1994

Won major
Contract

1995

Partnership
 Created

1995

Opening of 
New Office 

1996

Rebranding and
 new Logo

1997

 Supplier
 Excellence

 Award

2000

Achieved
 major CBI 

Award

2000

Winner  Company
 of the Year

2001

Achieved 
£150M 

turnover

2005

Developed as a 
Services and Solutions 

Provider 

2005

Acquired 
Division

2005

Opening of New Office

2006

Mayor's Award
 to Business

2006

Awarded Major Outsourcing 
Manufacturing Contract

2013

 Awarded
Personality 
of the Year

2016

Acquisition

2017

Opening of 
new office

2017

Acquisition

1997

Started 
 Distribution

 Company

1993

ISO 9001 Accreditation
Head Office & Factory

2008

 Awarded Business 
Personality of the Year

2008

ISO 27001 Accreditation
Head Office & Factory

2012

ISO 27001 Accreditation
London and Midlands

2010

ISO 22301 Accreditation
Head Office, Factory

 and London 

2018

ISO 22301 Accreditation
Midlands

Launch of Own 
Brand PC

Incorporation of 
The orgnisation

Commenced 
Manufacture of PC s

2013

Creation of 
Joint Venture

2011

Involved in MOD – 
CORTEZ Which was the 

first large,
 complex project

 
 Figure 7-2 Organisational Timeline  
 

 

7.3 Organisational Structure 

 

The organisation is structured such that there is an overarching holding company that 

provides organisational cohesion to a number of subsidiaries and brands.  Today, the 
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organisation is a flat organisation, with the key business areas, ten in total, each 

reporting directly to the CEO.  This structure very much reflects the original structure 

established by the owner, with any new business streams being added to those already 

reporting directly to the CEO.  The owner has now assumed the role of Chairman and 

has appointed a CEO to oversee operations, but is still closely involved in day to day 

business operations, taking a key interest in major tenders and important decisions.  It 

should also be noted that despite there being no regulatory requirement for SMEs to 

have a formal governance structure, the organisation has established a board of 

directors, comprising both executive and non-executive directors, to support it in 

achieving its strategic objectives. 

 

Each of the key business areas is led by a business director (it should be noted the term 

director in this instance is purely a functional title, and they are not necessarily board 

members). The organisation chart (Figure 7.3 below) shows that the organisation is 

heavily focused towards the public sector in the UK with various government agencies 

forming about 60% of the business sales, as advised by the CEO (personal 

communication, January 31, 2019).  (Please refer to Appendix E, for a larger scale 

version) 

 

 
Figure 7-3  The Case Study Organisation’s Organisation Chart 
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7.4 Governance (Standards) 

 
As already noted in section 7.1, the organisation has adopted and implemented a 

number of ISO Standards, including ISO 9001 Quality Assurance (International 

Organization for Standardization 2015), ISO 22301 Business Continuity (International 

Organization for Standardization 2014) and ISO 27001 Information Security (British 

Standards Institution 2017), which provide frameworks for the implementation and 

management of the various risk areas.  The first standard to be adopted for both the 

head office and the factory was ISO 9001 Quality Assurance, in 1993.  The adoption of 

nationally or internationally recognised standards gained momentum in the 1980s 

when quality was recognised as a major strategic issue (Rayner and Porter, 2000), 

although, as the same authors note, this was held to a lesser extent with SMEs.  They 

highlight that the key driver for seeking certification is marketing, and being able to 

sell themselves as an ISO accredited firm, and then with the quality system in place, 

further benefits, to management control and discipline, were also observed by Rayner 

and Porter (2000), emphasising the need to maintain the accreditation.  The overall 

benefits of ISO accreditation were generally seen to be both financial, due to increased 

quality, customer satisfaction and sales, and procedural, notably, consistency of 

management controls, which in turn could promote internal efficiencies, such as 

improved documentation and communication (Chow-Chua, Goh, and Wan, 2003).  

With these benefits noted, it should not be a surprise that the UK Ministry of Defence, 

mandated that their suppliers be accredited to ISO 14001 Environmental Management 

System, ISO 10002 Customer Satisfaction, ISO 20000-1 Service Management, and ISO 

27001 Information Security, in 2007.  This resulted in the organisation that is the 

subject of this study engaging in a program to gain accreditation for the relevant 

standards at the appropriate locations.  Customer service is at the heart of the 

organisation’s values, with a key statement that the customer should expect to be put 

first and for their needs to be exceeded; this ambition is thus reflected in the 

organisation’s desire not just to become accredited for client satisfaction, but to have 

accreditation-related processes in place to ensure that their needs are consistently 

met and indeed exceeded.  Figure 7.4 illustrates the organisations adoption and 

implementation of the ISO standards, with the full list of ISO accreditations by site, 

showing the date of first accreditation. 
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 Head Office Factory Office Office Distribution 

Centre 

      
Information security management systems 

ISO 
27001:2013 

2008 2008 2012 2018  

      
Quality management systems     

ISO 9001:2015 1993 1993    

      
Business continuity management systems  

ISO 
22301:2012 

2010 2010 2010 2018  

      
Occupational Health and Safety Management (OHS)  

BS OHSAS 
18001:2007 

2013 2013 2013 2018  

      
Environmental management 

systems 
    

ISO 
14001:2015 

2008 2008 2015 2018  

      
Service management system     

ISO 
20000:2011 

2008 2008 2015 2018  

      

Guidelines for complaints handling in organisations  

ISO 
10002:2014 

2008 2008    

      

IT Asset Disposal Standard     

ADISA IS Asset 
Disposal 

 2018    

      

UK Government Cyber Assurance Scheme  

Cyber 
Essentials Plus 

2018     

Figure 7-4 ISO Accreditations by Site  

 

7.5 Development and Growth 
 
The organisation’s growth is being driven by both innovation and organic growth, but 

also as a result of acquisitions, which have allowed the organisation access to different 

markets, products and skills.  Whilst the organisation has developed and grown a solid 

computer manufacturing and sales base in both the private and public sector, it also 

acquired a business continuity and disaster recovery company, adding that acquired 
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company’s existing customers, but also facilitating the provision of these new services 

to its own prior customer base 

 

Following the organisation’s decision to commence manufacture of PCs, they had 

within two years launched their own brand of PC, which had low radiation emissions 

and a removable hard disk.  It was the development of this PC that attracted interest 

from a government department, and the company became an approved supplier on 

the Central Computer and Telecommunications Agency (CCTA) Framework, CCTA was 

a UK government agency providing computer and telecoms support to government 

departments.  Becoming an approved supplier to the Government was considered by 

the organisation as a turning point in its growth, and public sector business remains a 

key element of the organisation’s business.  

 

7.6 Organisational Context 
 

The organisation, whilst aiming to supply to both public and private companies, is still 

reliant on the public sector for the majority of its business, with about 60% of business 

won as a result of public sector tenders, in defence, education, health and government 

both local and central (the CEO, personal communication, January 31, 2019).  As a 

consequence of its longevity and successful expansion, the organisation has a sound 

financial base from which it is able to pursue its strategic aims.  

 

7.7 Chapter Summary 
 

The organisation is categorised as a small, medium sized enterprise, operating out of a 

number of locations; it is a financially sound, expanding organisation, which has been 

in business for over 30 years.  In this time it has grown steadily and it has embraced 

the need for governance frameworks through the adoption and implementation of a 

number of ISO standards and the establishment of a board of both executive and non-

executive directors, despite there being no formal or legal requirement for an SME 

organisation to do so (Institute of Directors 2010). 

 

The organisation selected for the case study was done so for three primary reasons: as 

an SME, it is, as explained at the start of this chapter, size-typical of non-financial 

https://en.wikipedia.org/wiki/UK_government
https://en.wikipedia.org/wiki/Departments_of_the_United_Kingdom_Government
https://en.wikipedia.org/wiki/Departments_of_the_United_Kingdom_Government
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businesses in OECD countries, enhancing the potential applicability of findings; it is 

accredited with ISO 27001, the information security standard for a number of years, 

meaning that it has a well-established information security management system, 

which is managed by an in-house team of two information security professionals; the 

researcher has extensive access to the organisation, its management team and its 

policies and procedures, which has facilitated the gathering of data in order to address 

the research questions.  The questions being, to establish the processes, if any, that 

are in place to determine its information security risk tolerance, to understand how 

this is reflected in the information security policy and explore the key factors in the 

communication of the policy and therefore the information security risk tolerance. 
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 Findings  
 
As has already been outlined in Chapter 6, the data that has been analysed stems from (and 

thereby constitutes) a case study.  The previously-documented flexibility of the case study 

approach has allowed for the data collected to then be analysed using three distinct methods: 

review of the data to allow an assessment of the organisations risk maturity, thematic analysis, 

and analysis of the survey data, all detailed below, thus allowing for results to be triangulated 

(Yin 2014).  

 

8.1 Application of the Risk Maturity Model 
 
As has been noted in Chapter 3 section 3.6, a key element in understanding the risk 

environment of an organisation is by applying a maturity model, in order to determine the 

developmental status of the risk programme (Antonucci 2016).  Therefore, as a starting point 

in understanding the case study organisation, specifically its risk maturity, the IAA (Institute of 

Internal Auditors 2014) risk maturity model has been applied to the case study organisation, 

see Table 8.2, using data gathered directly from the organisation during the course of the 

fieldwork.  For clarity, the fields shaded in blue are those as noted by the IAA in their risk 

maturity model; those with a white background are as entered by the researcher in response 

to the Sample Audit Test.  The data used consisted of field notes that were made based on 

review of key elements of confidential data, the risk register and audit reports, and also field 

notes that were made of informal meetings that were held while undertaking the field work 

 

For each process within the risk maturity model, there is a sample audit test, as outlined by 

the Institute of Internal Auditors, (n.d.-a),  in their Risk Maturity Assessment, and specifically 

in Assessing the organisation’s risk maturity, which defines sample audit tests that can be 

applied to the various process areas.  It was these tests that were applied to the data.  For 

example, regarding the process of defining the organisation’s objectives, the sample test is to 

validate that they have been communicated throughout the organisation.  Table 8.1 provides 

an overview of the key characteristics of the various risk maturity levels. 

  

From the evidence available and with reference to the IIA’s Assessing the organisations’ 

document (Institute of Internal Auditors n.d.), it was possible to determine that the process 

was at a ‘Risk Aware’ status, which is the second of five levels in the risk maturity model.  The 

IIA’s suggested tests were applied to each process in the risk maturity model, enabling a risk 

status to be derived for each and, when taking into consideration each result, an overall risk 

maturity level of Risk Aware was arrived at for the organisation.   The observation field was 
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populated with a summary, based on the documentation reviewed, which is referenced with 

an ID number; details of the ID numbers and item description are available in Appendix I, Risk 

Maturity Model – Evidence Mapping.   

 

Risk Maturity Level Key Characteristics 

Risk naïve No formal approach developed for risk management 

Risk aware Scattered silo-based approach to risk management 

Risk defined Strategy and policies in place and communicated.  Risk appetite defined 

Risk managed Enterprise approach to risk management developed and communicated 

Risk enabled Risk management and internal controls fully embedded into the operations 

Table 8.1  Assessing the organisations’ risk maturity (Institute of Internal Auditors n.d.) 

 
Table 8.2 has been developed by incorporating the Process and Sample Audit Test, shaded in 

blue, with the observations that were made from both the documentation review and field 

notes, in order to derive a risk maturity level for each process.  

 

 Sample Audit Test Observations (From Documentation Review and 
Field Notes) 

Derived Risk 
Maturity Level 

Process    

    

The organisation’s 

objectives are defined 

Check the organisation’s  

objectives are determined 
by the board and have 
been communicated to all  
staff.  Check other 

objectives and targets are 
consistent with the 
organisation’s objectives.  

The organisations strategic objectives are 

reflected in the senior management 'one-page 
strategic plan'.  However, Human Resources 
confirmed that the organisation’s  strategic 
objectives are not widely communicated 

throughout the organisation and that the one-
page strategic plans are only in place for all  
Business Unit Heads and Directors (ID 001). 

Risk Aware 

Management have 

been trained to 
understand what risks 
are, and their 
responsibility for them  

Interview manager to 

confirm their 
understanding of risk and 
the extent to which they 
manage it.  

It was stated during the course of fieldwork that 

an overview of risk management is included in 
the induction training programmes.  However , 
review of the training presentations both Security 
(ID 005) and Quality Management System (ID 

004) (which includes Information Security), QM 
Handbook (ID 006), Information Security Guide 
(ID 008) and attendance of the induction session 

(ID 007) that outlined the business management 
system, revealed that there was no risk 
management training.  Additionally, the meeting 
with HR advised that there was not any risk 

management training (ID 001).  

Risk Naive 

A scoring system for 
assessing risk has 
been defined 

Check the scoring system 
has been approved and 
communicated and is used. 

It was observed that there is an Information 
Security risk register in place, which includes a 
documented scoring system (ID 002).  However , 

some of the individual business units hold their 
own risk registers, and it is not clear what scoring 
system is used for these, and if it is consistent 
with the centrally held registers, of which there 

are two: Information security (ID 002) and 
operational  risk (ID 003).  Additionally, there is no 
process or requirement for these local registers 

to be formally incorporated within the Master 
Risk Registers. 

Risk Aware 
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 Sample Audit Test Observations (From Documentation Review and 
Field Notes) 

Derived Risk 
Maturity Level 

Process    

The risk appetite of 
the organisation has 

been defined in terms 
of the scoring system. 

Check the document on 
which the controlling body 

has approved the risk 
appetite.  Ensure it is 
consistent with the scoring 

system and has been 
communicated. 

Each risk documented in the master risk registers, 
information security and operations, has been 

assigned a value and risk rating, which is in l ine 
with the defined process (ID 002, ID 003).  But, as 
noted above, there are locally held, business 

units and the process or methodology used to 
score these risks was not available.  

Risk Naive 

Processes have been 
defined to determine 
risks, and these have 

been followed 

Examine the processes to 
ensure they are sufficient 
to ensure identification of 

all  risks.  Check they are in 
use by examining the 
output from any 

workshops. 

There is a risk detailed on the risk register to 
reflect each section / point of ISO 27001 (ID 002); 
however, there is potential  for the risks 

associated with each section of the standard not 
to have been considered broadly enough.  
There is no evidence of how the information 

security risks were identified, except that there is 
one risk per section of ISO 27001, held in the risk 
register.  

Risk Naive 

All  risks have been 

collected into one list.  
Risks have been 
allocated to specific 
job titles.  

Examine the Risk Register, 

ensure that it is complete, 
regularly reviewed, 
assessed and used to 
manage risks.  Risks are 

allocated to managers.  

As indicated, there are two master risk registers 

and local business unit registers; the last review 
of the information security risk Register was 
signed off as being conducted by the Quality 
Manger in July 2017 and others, including 

Director of Services, HR Director and CEO, signing 
the register in August 2018 (ID 010).  All  risks have 
been allocated to a member of the management 
team.  

Risk Aware 

All  risks have been 
assessed in 
accordance with the 
defined scoring 

system 

Check the scoring applied 
to a selection of risks is 
consistent with the policy.  
Look for consistency (that 

is, similar risks have similar 
scores). 

All  risks detailed in the information security risk 
register have been assigned a rating according to 
the defined scoring system.   
A total of six risks were sampled, with the sample 

being taken from those risks that relied solely on 
human interaction or compliance with the 
control  in order to mitigate (ID 002 and 011).   
The six risks sampled were the Teleworking 

Policy, which rated as high; management of 
Removable Media, rated as high; Clear Desk and 
Clear Screen policy, rated as high; IS Training and 

Awareness, rated as medium; Labelling of 
Information rated as high and Use of Secret 
Authentication information rated as medium.  
From this, there appears to be inconsistency of 

approach with a key area of IS training and 
awareness only rating as a medium risk in 
comparison to the Labelling of Information, 

which was rated as high. It was also noted that 
the sharing of passwords was also only rated as 
medium. 

Risk Aware 

Responses to the risks 
have been selected 

and implemented 

Examine the Risk Register 
to ensure appropriate 

responses have been 
identified 

From the risk register (ID 002), controls for two of 
the high risks were reviewed and the following 

was noted, for the Clear Desk and Clear Screen 
Policy risk, the controls proposed are risk 
avoidance with reference made to the 

Information Security Policy, Clear Desk Policy and 
Staff Handbook as where controls are detailed.  
However, review of the information security 
policy could not locate details on clear desk and 

clear screen policy, the staff handbook made no 
mention of clear screen controls and, 
furthermore, with the controls proposed, the 

mitigation method of is considered 
inappropriate. (ID 011)  
With regard to the labelling of data, the control 
for this was the implementation of a policy 

requirement to label in accordance with the 
classification scheme.  However, it was noted 
that in the classification scheme, although 
documented in the policy, referred to in the IT 

Security Presentation and the Staff Handbook, 
inconsistent classification terms were used and 
none of documents that were reviewed, including 

the Information Security Policy, were labelled 
with their data classification. (ID 011)  

Risk Defined 
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 Sample Audit Test Observations (From Documentation Review and 

Field Notes) 
Derived Risk 
Maturity Level 

Process    

Management have set 
up methods to 

monitor the proper 
operations of key 
processes, responses 

and action plans. 

For a selection of 
responses, processes and 

actions, examining the 
monitoring control(s) and 
ensure management would 

show if the responses or 
processes were not 
working or if the actions 
were not implemented.  

As a requirement of the ISO 27001 certification 
process, it is needed to ensure that all  aspects of 

the system are audited, with management review 
of any findings and corrective action plans 
documented.  The audit fi le for the past year was 

inspected in relation to the six sample risks 
previously noted, of the two medium risks, one 
had been audited in the previous 12 months and 
of the four high risks, two of those had been 

audited, with the audits focusing on the factory, 
with l imited inclusion for the Head Office.  For the 
sample selected, there was a 50% inclusion in the 
audit scope (ID 012). 

 

Risk Defined 

Risks are regularly 
reviewed by the 
organisation 

Check for evidence that a 
thorough review process is 
regularly carried out.  

The centrally held information security Risk 
Register was reviewed by the Quality Manager in 
July 2017 and others, including Director of 

Services, HR Director and CEO, in August 2018. 
The Risk Register is to be reviewed by the 
Information Security Working Group.  This was 

proposed at the meeting dated 6 September, and 
again in at the meeting in December 2018 it was 
agreed to put review of the risk register on the 
agenda for the next meeting.   It was noted on the 

6 September, 2018, that the risk register had not 
been reviewed by the working group since 2016 
(ID 013). 

Risk Aware 

Management report 

risks to directors 
where responses have 
not managed the risks 
to a level acceptable 

to the board.  

For risks above the risk 

appetite, check that the 
board has been formally 
informed of their 
existence. 

The risk register is signed off by the Services 

Director, HR Director and CEO, which was last 
done August 2018 (ID 010).  However, it should 
be noted that, from the ISO 27001 Review 
Meeting notes of 6 Sept, 2018, the risk register 

had not been reviewed since 2016 (ID 013).  

Risk Aware 

All  significant new 
projects are routinely 
assessed for risk 

Examine project proposals 
for an analysis of the risks 
with might threaten them 

Unable to conduct review of project fi les, but 
there are business unit risk registers developed, 
both to include business and project-related 

risks.   There is now a process for the CEO to 
review the business unit risk registers.  However, 
there is no risk management training to ensure 
consistency of approach (ID 001).  During the first 

round of interviews it was noted that a contract 
had been entered into without fully 
understanding the risks involved; subsequent 

review identified the risk and it is now included in 
the master operational  risk register (ID 003).  

Risk Defined 

Responsibil ity for the 
determination, 
assessment and 

management of risks 
is included in job 
descriptions.  

Examine job descriptions.  
Check the instructions for 
setting up job descriptions.  

Review of the job description pro forma was 
conducted; there is no specific mention as to risk 
management contained within it (ID 009).  

Risk Aware 

Management provide 

assurance on the 
effectiveness of their 
risk management 

Examine the assurance 

provided for key controls 
and the management 
system of monitoring are 

operating  

Whilst there is a requirement to comply with the 

information security policy documented in the 
Job Profile Template, there is nothing specifically 
about identification of risk (ID 009).   

Risk Aware 

Managers are 
assessed on their risk 
management 
performance. 

Examine a sample of 
appraisals for evidence 
that risk management was 
properly assessed for 

performance.  

The one-page strategic plan will  flow into the 
appraisal process, which is being updated, in 
order to capture risk.  This is not currently in 
operation. (ID 001) 

Risk Aware 

Table 8.2 Case Study – Risk Maturity Model created based on Assessing the 
organisation’s risk maturity(Institute of Internal Auditors n.d.)  
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8.2 Discussion and Analysis of the Application of the Risk Maturity Model  
 

From the risk maturity model as shown in Table 8.1, two processes speak directly to 

understanding the risk appetite of the organisation.  Firstly, it is stated that ‘the risk appetite 

of the organisation has been defined in terms of the scoring system’ (Institute of Internal 

Auditors n.d.)  The scoring system that is used to assess the risk of processes is a key factor in 

understanding the organisation’s risk exposure, and it is fundamental to ensuring a 

comprehensive risk register that reflects its risk appetite.  Secondly, it is stated that 

‘management report risks to directors where responses have not managed the risks to a level 

acceptable to the board’ (Institute of Internal Auditors n.d.), with the test for this process to 

check that the board have been advised of any risks above the risk appetite level.  Given these 

references to risk appetite, further analysis was conducted to consider the processes in the 

risk maturity that these references span, commencing with ‘the risk appetite of the 

organisation has been defined in terms of the scoring system’.  

 

According to the risk maturity model, this analysis commences at the point in the process 

where the organisation defines the scoring system that the risk register utilises, and this will 

be discussed in Defining the Scoring System in section 8.2.1. It then moves on to the 

establishment of the organisation’s risk appetite using the scoring system; this is discussed in 

Defining Risk Appetite section 8.2.2.  The next phase in the process is to apply the scoring 

system against each point in the organisation’s risk register to ensure that the register is 

comprehensive, in that it contains all risks relevant to the organisation and all risks are 

contained within one register; this is discussed in Comprehensive Risk Register, section 8.2.3.  

The next process, conducting the assessment of each risk in the register and determining that 

this assessment has been completed consistently for each risk, is discussed in Assessment of 

the Risk Register section 8.2.4.  The implementation aspect of the process was to understand 

if the mitigation method and associated controls had been implemented, and this is discussed 

in Implementing the Mitigation Method, section 8.2.5.  The next stage of the process is to 

monitor whether the defined mitigation methods and associated controls are in place and that 

they are effective in their operation, which is discussed in Monitoring of Risk Controls, section 

8.2.6.  The final two stages of the process are review and reporting, with review being to ensure 

that all risks in the risk register receive the appropriate level of review within the organisation, 

as discussed in Review of the Risk Register, section 8.2.6, and the final step in the process to 

confirm that there is a reporting process in place, ‘management report risks to directors where 

responses have not managed the risks to a level acceptable to the board’, which is discussed 

in Reporting of the Risk Register, section 8.2.7.  The different risk maturity levels are depicted 
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in Table 8.1, along with the characteristics of each of the five maturity levels, as have been 

adopted.   

8.2.1 Defining the Scoring System 
Whilst there are information security and operational risk registers in place with a documented 

scoring system, there are also registers held within the business, and it is unclear what 

methodology is used to assess.  Whilst there is an established scoring system, its usage is 

limited to the master registers, which highlights a lack of communication of the process and 

could result in risks that exceed the organisation’s risk appetite being inappropriately 

managed.  The maturity status ‘risk aware’ is thus applied here.  

 

8.2.2 Defining Risk Appetite 
A review of both master risk registers, information security and operational risk, was 

conducted and it was noted that the outcome of the scoring system was initially to arrive at 

the pre-mitigation criticality, followed by the mitigation method, and then planned control, in 

order to ascertain the post mitigation criticality.  There is no evidence to indicate that the risk 

appetite was set at the outset when defining the scoring system, but it appeared to be an 

output of the exercise and a determining factor in the risk mitigation process.   Evidence such 

as executive management communication, regarding the establishment of a scoring system or 

documentation indicating the organisations level of risk appetite, would have signified that the 

organisation had considered its risk appetite prior to the inception of the scoring system. 

 

Whilst it is valuable that this process is in place, it does indicate that the organisation’s risk 

appetite, and specifically its information security tolerance, is not consciously or formally 

aligned with its strategic objectives, which results in a ‘risk naïve’ maturity status, which is 

based on the definitions as provided in Table 8.1.  

 

8.2.3 Comprehensive Risk Register 
The first process in this section is to ensure that the organisation has included all risks relevant 

to its risk landscape.  Whilst all sections of ISO 27001, the information security standard (British 

Standards Institution 2017), have been included, it was noted that each point had not been 

considered broadly enough; this could result in a failure to identify and capture all risks 

associated with each section.  This could, therefore, leave the organisation exposed to risks 

that, if not assessed in line with the scoring system, would require appropriate mitigation 

strategies to be implemented.  This leaves the organisation potentially vulnerable and unable 

to confirm that it is operating within its defined information security risk tolerance; this process 

was, therefore, defined to have a risk maturity level of ‘risk naïve’.  
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The second process in this section relates to ensuring that all risks have been collated into one 

register no matter how they were identified.  It was noted that there were two master 

registers, one specifically capturing information security risks, and the other for operational 

risks.  It is understood that business units also have locally held and managed risk registers, 

and, although these registers are reviewed, there is no requirement for them to be collated 

into one register of risks.  Having a number of formally- and informally-held risk registers shows 

that there is no clear understanding of the total risk exposure of the organisation, which could 

result in the organisation exceeding its information security risk tolerance.  This would support 

a risk maturity level of ‘risk aware’.  

 

8.2.4 Assessment of the Risk Register 
To ensure that all risks defined in the risk register have been assessed using the documented 

scoring system and to determine if the approach to the risks has been consistently applied and 

demonstrate that risks of a similar nature had similar scores, the sample audit test was applied 

to a sample of six risks.  The sample of six risks, were chosen at random from a purposive 

population of twenty-six risks documented in the register that is used, which all had a reliance 

on human interaction or human compliance with defined controls (Bell et al. 2019).    

 

 Among the six risks sampled, four, the Teleworking Policy, Management of Removable Media, 

Clear Desk and Clear Screen policy and Labelling of Information, had a high pre-mitigation 

criticality, whereas IS training and awareness and use of secret authentication information 

were assessed to have medium pre-mitigation criticality.  

 

From this, there appears to be inconsistency of approach.  For example, two risk areas with 

policies, ‘Use of Secret Authentication’ and ‘Clear Desk and Clear Screen’, are similar in that 

they could both enable unauthorised access to potentially sensitive information. yet the first 

is rated ‘medium’ for pre-mitigation criticality, and the second is rated ‘high’.  The risk around 

the ‘Use of secret authentication information’ is defined as the unauthorised access to IT 

infrastructure, which is caused by passwords being either shared or written down.  The risk 

that can arise from ‘Clear Desk and Clear Screen policy’, is expressed as the risk of assets being 

used or read in an insecure manner, with both physical and electronic data is at risk.   

 

The inconsistency in the scoring of these two risks lies in the risk of knowing a password and 

then being able to use it at will, to gain access, which would increase both the impact and 

likelihood risk vectors.  But it has been rated lower than the opportunistic threat of being 
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unseen in using another’s computer or removing documents from their desk, where primarily 

it is the impact that is increased.  Ensuring consistency highlights how the perception of risk 

can affect the outcome of the assessment process, with the potential to result in an 

inconsistent risk rating and to affect the mitigation strategy, both of which will affect the 

information security risk tolerance; based on this, the risk maturity level was set to risk aware. 

 

8.2.5 Implementing the Mitigation Method 

Two of the high risks from the sample of six, (‘Clear Desk and Clear Screen policy’ and ‘Labelling 

of Information’) were reviewed to understand the mitigation methods that had been put in 

place.  With regard to the former, the mitigation method adopted was stated to be ‘risk 

avoidance’, with controls stated to be documented within the Information Security Policy, the 

Clear Desk Policy and also within the Staff Handbook.  Two points were noted with this risk. 

Firstly, the mitigation method of risk avoidance would indicate that measures would be taken 

to avoid the risk, for example for the organisation to decide not to use a particular supplier or 

technology solution.  And in this case, it is inappropriate, because the organisation has 

employees with access to confidential information, and they have computers so will need to 

ensure that they lock the screen.  Secondly, the mitigation method details the information 

security policy as a point of reference for relevant controls, but these could not be located in 

the policy, and also the staff handbook made no mention of the clear screen controls.  This 

suggests that the information security policy is not used consistently to capture the stated 

mitigation methods and therefore that the policy does not reflect the organisation’s 

information security risk tolerance.  

 

With regard to the risk relating to the Labelling of information, using the classification scheme 

as defined by the organisation to form the basis for the labelling:  , analysis highlighted two 

points. The classification scheme was outlined in the information security policy and also 

referred to in the IT Security Presentation, but different terminology for presumably the same 

classification of information was used.  Furthermore, none of the organisation documentation 

that was reviewed had been labelled in accordance with the classification scheme.   

 

The remaining four risks in the sample were found to have the mitigating controls 

implemented within the relevant documentation.  Noting that processes were in place, but 

with inconsistency noted in the implementation of the two high risks, there is opportunity for 

the risk appetite of the organisation to be greater than that declared in the risk register and 

approved by senior management. This discrepancy leads to the status ‘risk defined’.  
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8.2.6 Monitoring of Risk Controls 
As a requirement of the ISO 27001 certification process, all aspects of the system should be 

audited, which should be followed by management review of any findings and corrective 

actions plans, in order to understand the effectiveness of the internal audit process.  To 

facilitate analysis of this stage, the sample of six risks was reviewed against the internal audit 

schedule.  In reviewing the audit schedule for the past year, it was observed that one of the 

two medium risks and two of the four high risks had been audited, with the focus of the audits 

being on the factory location; there was limited inclusion of the head office facility, where a 

large percentage of the employees are based.  It was noted that, whilst the process is in place 

and includes all ISO standards for which the organisation holds accreditation, there is limited 

coverage of information security risks, and once again there is opportunity for the risk appetite 

of the organisation to be exceeded due to non-compliance with the required controls. A status 

of ‘risk defined’ was, therefore, set for this risk. 

 

8.2.7 Review of the Risk Register 
In order to determine the extent to which the risk register reflects the risk environment of the 

organisation, it is important that the risks that make up the register are regularly reviewed, to 

confirm that they are still appropriate, and, furthermore, to confirm that the risk mitigations 

are still in line with the organisation’s risk appetite.  From review of the Information Security 

Working Group minutes and the Risk Register, it was noted that the risk register was signed off 

in July 2017 by the Quality Manager and in August 2018 by the Services Director, HR Director 

and the CEO.  However, minutes of the meeting reflect that review of the risk register had been 

raised on the 6 September, 2018, and again in December 2018, and that a review had not been 

conducted since 2016.  There is, therefore, scope for the risk environment not to be accurately 

reflected in the register and, therefore, for the risk register to not appropriately reflect the 

organisation’s risk appetite, and for the latter to be exceeded. The ‘risk aware’ status was, 

therefore, identified for this risk.  

 

8.2.8 Reporting of the Risk Register 
As has already been noted, the risk register has not been formally reviewed since 2016, with 

the last signoff being in July 2017, with two of the four reviewers being board members.   

Ensuring that the board is formally notified of any risks that exceed the organisation’s risk 

appetite cannot, therefore, be assured, resulting in the possibility of the organisation being 

exposed to a higher level of risk than its strategic objectives can withstand.  Given the out of 

date and informal process, the risk status was determined to be ‘risk aware’.  
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8.2.9 Application of Risk Maturity Model in Order to Analyse Risk Appetite: 

Conclusion  

The results of the first of three distinct pieces of analysis are presented in Figure 8.1. The 

overall risk maturity status of the organisation is that of ‘risk aware’.   

 

 
Figure 8-1 Maturity Level by Organisational Risk Process 

 
It is clearly demonstrated that the organisation does not have either a consciously derived or 

formal process for establishing its risk appetite.  Whilst there are various controls in place to 

assess and manage risk, in particular information security risk, the lack of consistency in 

application would suggest that the organisation’s risk appetite does not actively support the 

strategic objectives, and, therefore, that the information security risk tolerance would not be 

able to fully support the organisation’s strategic aims. 

 

These conclusions drawn from the analysis of the risk maturity model exercise are further 

supported by the Institute of Internal Auditor’s timeline (Figure 8.2), which indicates that an 

organisation will have a defined risk appetite only once it achieves a risk maturity at the status 

of ‘risk-defined’.   
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 Figure 8-2 Risk Management Maturity Timeline (Institute of Internal Auditors n.d.) 

8.2.9.1 Risk Maturity Model - Summary 

 

Application of a risk maturity model to the organisation has highlighted a number of points 

about the organisation and its management of risk, notably that, whilst there are processes 

established, there are inconsistencies in the way that they are applied.  Commencing with the 

scoring system that is used: there appear to be inconsistencies in approaches between the 

centrally and locally held registers; additionally, it is unclear as to how the levels used within 

the scoring systems are applied to ensure alignment with the organisation’s strategic 

objectives.  As noted, there are both centrally and locally held registers, but, without senior 

management having visibility of and being assured of consistency in the approach, it leaves the 

organisation open to risks being inappropriately managed; furthermore, this could also result 

in risks not being identified and captured in the registers.  

  

Inconsistency was also noted when observing how risks are, identified, assessed and risk 

ratings applied, which could enable an incomplete assessment of the organisation’s threat 

landscape.  Also, when defining and communicating the control to be implemented, this has 

resulted in defined controls not always being documented within the information security 

policy.  The monitoring and reporting of controls also lacked consistency and effectiveness, 

with extended periods of time being noted between both internal audits and management 

review of the risk register.  Applying the risk maturity model to the organisation has resulted 

in it being categorised only as ‘risk aware’ and this is consistent with where the organisation is 

on the maturity timeline.  
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8.3 Thematic Analysis 
 
The thematic analysis (Braun and Clarke, 2006) drew on semi-structured interviews (initial and 

follow up) and also observations, and is supplemented by secondary organisational data.  

 

Following a period of detailed familiarisation with the data, NVivo was the tool used as both 

the repository and enabler to code the data, and by doing so, all data elements were coded 

following Braun and Clarke’s (2006) phases of thematic analysis, as previously described in 

section 6.16.2 in the research methodology chapter, which enabled the data to be analysed by 

following a structured process in order to identify themes.  The analysis resulted in four themes 

being identified: Governance, Managing Risk, Taking Risk and Corporate Values.   

 

8.3.1 Governance 

The theme of governance captures and considers the core elements, the frameworks and 

processes that constitute the management of the organisation, which, in this case, are strategy 

and objectives, the ISO standards and the information security policy.  

 

8.3.1.1 Corporate Strategy  

The organisation’s objectives and strategy are published in the staff handbook, which all new 

members of staff are given to read and sign before they start. On an ongoing basis, the senior 

management team hold’s quarterly briefings that are open to all staff, but it is unclear what 

reference to the organisation’s strategic objectives is made during these briefings.  It was 

noted that the organisation’s strategic objectives are not widely communicated throughout 

the organisation, beyond the broad statements that are included in the staff handbook, and as 

noted by respondent 10, “I just don’t think as a business we are setting very well communicated 

strategies and goals …. I think we could be stronger at that.”  

 

However, each of the Senior Management Team, Business Unit Heads and Directors has a one-

page strategic plan that outlines objectives that are relevant to themselves and their business 

area; these are reviewed and assessed quarterly.  Very broadly, the organisation’s strategic 

objective is expressed by Respondent 4, in that it is going to “grow and we are going to get 

more profitable”, but it was observed that how this is going to be achieved is not overtly 

communicated.  Growth in double figures is mentioned, as noted by Respondent 11: “we’re a 

business that is going after big 20% growth every year”, and there are various points noted as 

areas that need to be addressed in order to support the business with this ambition. One is to 

ensure the scalability of the organisation so that it has the resources in place prior to building 
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the growth, another is a note that operational and cultural changes will need to happen to 

enable decisions to be made at appropriate points throughout the organisation. 

 

There are fears too that the organisation is too ‘comfortable’ with the position it currently has, 

which is noted by Respondent 6, and that, with this level of comfort, there might be reluctance 

to change to enable growth to happen.  But if organisational change to enable growth is to 

happen, the organisation will need to ensure that it articulates appropriately its strategic 

objectives, to ensure that any risks are managed in line with its defined appetite, and to ensure 

that its risk appetite supports the organisation and its objectives (Martens & Rittenberg, 2020; 

The Institute of Risk Management, 2018).  But, as has been demonstrated from the risk 

maturity model rating ‘risk aware’, the organisation has demonstrated an approach that is 

consistent with a “scattered silo based approach to risk management” (Institute of Internal 

Auditors, p. 1, n.d.).  It will need, therefore, to develop its approach to risk in order to enhance 

its maturity, to a maturity level of ‘defined’, in order that it is able to support a risk appetite, 

which, in turn, will support the organisation in achieving its objectives.  

 

8.3.1.2 The ISO Standards 

A phrase that was frequently encountered during the course of the fieldwork was that ‘we 

have the ISOs’ and it was from this notion that the relationship that the organisation has with 

the various ISO standards for which it is accredited was considered.  The organisation sought, 

and in 1993 gained, accreditation to the quality standard ISO 9001 (International Organization 

for Standardization 2015), and has been continuously accredited for the last twenty-six years.   

Since that first accreditation, the organisation has worked for and achieved accreditation for a 

total of eight different ISO standards across the organisation, gaining ISO27001 (British 

Standards Institution 2017) and the Information Security standard in 2008.  Communication 

about their importance to the organisation is initially achieved through induction training, 

which includes a detailed session on the quality management system, providing an overview 

of all of the standards that the organisation holds accreditations for, including information 

security.    

 

The relationship between the organisation (and its various ISO accreditations) and its strategic 

objectives is highlighted by a comment made by Respondent 9 who reflected “So, to my mind 

we are quite particular about everything we’re doing around our ISO accreditations because 

that’s a significant part of our business. We can’t afford not to have those ISO accreditations 

which therefore means that we can’t go out and be in the frameworks. It’s probably about 60-

70% of our business at the moment.” This comment reflects the true value of having these 
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accreditations in enabling a large portion of the business to exist. This is further supported by 

a statement about having ISO 27001 certification: “Certification gives a public and independent 

statement of our capability which may help when responding to tenders,” as noted in the 

organisation’s Quality and Business Management Systems Notebook. Both of these 

statements suggest that at least some of the managers in the organisation believe that ISO 

accreditations are essential to the business.   

 

The impression is that a fundamental strategic objective of the organisation is to maintain the 

accreditations, and this is further highlighted by Respondent 10 who comments that “We 

wouldn’t do something that put our ISO accreditations at risk” and Respondent 1 who notes 

that “we have ISO’s, we have accreditations that are very important to us.”  With the 

relationship that the organisation has with the various ISO standards, they offer something 

that is more than just being an enabler to participate and benefit from valuable tenders: they 

appear to provide a governance framework for the organisation, and, as such, they are 

theoretically very much a strategic endeavour.  Which, as Respondent 10 noted about the 

organisation, “well, we are governed by ISO”, leads us to consider the role of the standards, 

and the role that they play within the organisation, in being a core element of its strategy and 

in guiding and supporting its growth.  But, as has been observed by Respondent 4, cultural 

changes will be needed for the organisation to grow and this cultural shift reflects the 

challenges, as reflected on by Respondent 11, of diversifying into areas that are not so bound 

the requirements of the ISO Standards and the need to build flexibility into not just the 

procedures, but the culture of the organisation.  This reflects Yap Kiew Heong and Teng's 

(2018) observation that an SME will need to acknowledge how it manages risk and the 

decisions it makes in order for it to achieve its strategic objectives.  Additionally, and 

specifically with regard to information security risk, it will need to ensure that it is fully 

informed about the threats, to ensure that it accurately perceives its threat landscape 

(Dojkovski Lichtenstein, and Warren, 2007).  Enabling organisational change will depend on an 

organisation that is ‘at one’ with its current and future risk environment and able not just to 

articulate, but also demonstrate a common understanding of how risks are perceived and 

captured in its risk appetite.  

 

8.3.1.3 The Information Security Policy 

Asked to comment on the role of the information security policy, some respondents 

referenced the ISO standards; for example, when asking about how the policy was originally 

drafted, the response from Respondent 5 was that the policy was “based on 27001”, and from 

Respondent 6 that “we have some very thorough policies derived backwards from adherence 
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to the standards”, and from Respondent 10 who noted  “I guess it was governed by ISO maybe”.   

Whilst these responses reflect the relationship that the policy has with the standards, they also 

imply that respondents conceptualise the policy as having been created solely to ensure that 

the organisation meets the requirements of the ISO 27001 Standard.  Drafting the information 

security policy so that it ensures all aspects of the standard are addressed is logical, but, more 

importantly, it implies that the standard governs the way that the policy is documented and, 

in doing so, suggests that the policy perhaps fails to support the organisation by not 

incorporating its information security risk appetite.   

 

In exploring the role of the information security policy, again there is an initial requirement to 

confirm, by signing off, that the policy has been read, but it was noted by Respondent 6, that, 

“the practical understanding of the information security policy. I doubt how well that's 

understood at a desk level”; another, Respondent 10, commented that “I don’t think I’ve seen 

the policy”.  One respondent did advise that, periodically, they were invited to sign a 

conformance to the policy, although the frequency of such signoffs was unclear, as was the 

purpose; indeed Respondent 6 felt it was a “box-ticking exercise as opposed to anything else”.  

This suggests that the information security policy has little day-to-day engagement with or 

relevance to employees, and that it is solely a vehicle for attaining and maintaining the 

ISO27001 standard – or at least that it is perceived as such. 

 

Indeed, when trying to understand how changes to the information security policy are 

managed and communicated, it was evident that any updates were in response to external 

changes, either in regulation (such as GDPR) or updates to the ISO 27001 standard, and not as 

a result of internal aspects that needed to be reflected in the policy.  With management of any 

revisions being handled by the Information Security Manager, and limited, if any, input from 

the business, an exception to this being noted the organisation was rolling out a new security 

tool and feedback was solicited from the group piloting the product.    

 

It was noted that amendments and updates to the information security policy are often 

communicated via email circulated throughout the organisation; a potential problem, 

however, with communicating in this way is that, dependant on the recipient’s work load or 

volume of emails received, such messages can often be overlooked.  This was mentioned by 

Respondent 8: emails can easily fall into the category of “Fire and forget emails”, in which case 

the sender has no way of knowing if they have been read, let alone understood and acted 

upon.  The use of email is noted by Hampel (2006) as running the same risk as other one-way 
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communication mechanisms: the sender can only assume that the recipient has understood 

the message as was intended by the sender.  

 

The establishment, amendment and communication of the information security policy are 

important interaction points between the policy and the organisation’s employees; failure at 

any of these points could result in employee disengagement with the information policy.  This 

is echoed by Renaud and Goucher (2012) who claim that, to encourage organisational 

engagement with the information security policy, it should be written in a way that is easily 

understood by all employees.  The survey that the organisation’s employees participated in 

draws out and highlights some relevant points with regard to the language used, and also the 

structure and organisation of the information security policy; these are discussed in the survey 

section of this chapter.  

  

8.3.1.4 The Governance Summary 

This theme encompassed Corporate Strategy, the ISO Standards and the Information Security 

Policy.  Communication of the corporate strategic objectives was noted as being inconsistent 

across the organisation, but a vital aspect of ensuring that any risks are managed appropriately 

in support of it achieving its objectives.  Maintaining accreditation to the ISO standards, 

including ISO 27001, has been identified as an ‘unwritten’ strategic objective of the 

organisation, and, therefore, ensuring that they have an information security policy in place is 

understood, at least by some, to be a requirement to support and maintain compliance with 

ISO 27001.  A noted aim of the organisation is to grow, and this will challenge the organisational 

culture because it will require a flexible approach, and, as an organisation, it will need to be 

able to articulate its risk perception and communicate fully its approach to risk in support of 

its information security risk tolerance.  

 

Accreditation to ISO 27001 has been identified as being of strategic importance to the 

organisation, and this seems to have resulted in focusing the organisation towards compliance 

with the ISO standards and away from ensuring that the policy and procedures are in place and 

support the organisation.  The relationship that the organisation, and specifically the 

employees, has with the information security policy has been suggested to be lacking and 

highlights the need for consistently applied communication mechanisms, to ensure that the 

policy is effective in capturing and communicating the organisation’s information security risk 

tolerance.  
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8.3.2 Managing Risk  
The theme of managing risk captures considers risk elements of the organisation, which in this 

case are risk management, the risk register, incident management and risk communication and 

training.  

 

8.3.2.1 Risk Management – The Risk Register 

Ensuring that risk is managed is a premise for any successful organisation; without it, they 

would not endure. Risk management is defined within the Quality Handbook as being 

“essential for reducing the likelihood that corporate objectives are jeopardised by unforeseen 

events” (Quality and Business Management Systems Notebook); the same source goes on to 

define risk management strategy objectives.  Risk management is further defined as the 

“process by which significant risks are identified, evaluated and controlled” (Corporate Risk 

Management Strategy), with the process of operational risk identification observed as 

requiring improvement. Respondent 6 said “I don't think we have a huge appetite for risk, but 

I do think sometimes we accept risk accidentally”, reflecting a possible lack of rigour around 

the identification stage of the risk management process.  But it was noted by Respondent 4, 

that, “risk management around information security, I think that's very well honed”, and it is 

observed that there is a defined and centrally held information security risk register. 

 

The primary tool that is in place to evaluate risk is the risk register; there are two centrally held 

risk registers, encompassing information security and operational risk; additionally, there are 

departmental risk registers that are held by some of the Business Unit Heads.  Risks that have 

been logged in either of the central registers are scored using a defined scoring system, with 

mitigation actions taken as appropriate.  However, the process for evaluating any risks that are 

being tracked in the local registers is unclear, with the term ‘crude’ being used by Respondent 

6 during the face-to-face interviews, to describe their use.  These local registers, however, are 

reviewed on a regular basis, but, whilst there is no process to consolidate them into one overall 

business risk register, there is a process to escalate and elevate, as required.  This very much 

reflects the risk maturity level, which was calculated to be ‘aware’ in the application of risk 

maturity analysis section of this chapter, and this inconsistency of approach in capturing and 

scoring of risks could pose a very real threat to the overall understanding of the organisation’s 

risk exposure. 

 

This is further supported by the observation that, in the Corporate Risk Management Strategy, 

it states that, “there is no common corporate framework to facilitate a consistent and logical 

approach”; if there were such a framework, it would enable a more consistent and 

consolidated approach that would support the organisation’s risk appetite.  
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8.3.2.2 Incident Management 

In considering how incidents are managed, there is a lack of clarity about the process for 

reporting incidents, with reference being made to logging in an information technology tool, 

or reporting directly to the information security manager, or to a line manager in the first 

instance.  This lack of clarity alone highlights a fundamental communication problem, because, 

once an employee has identified an incident, there is no clarity as to who it should be reported 

to.  This lack of clarity is supported by the Cyber Security Brief, which fails to explicitly state as 

to whom any incidents should be reported.  Detailed below is a sample of the responses and 

statements on the subject, which highlight the varying ways that information security incidents 

are dealt with.  

“I think, again, there's an implicit, unrecorded or cultural awareness that if there is an IT 

issue, which sort of encompasses phishing or malicious email activity, it should get logged 

with the service desk.” Respondent 2. 

“If you have suspicious emails, if it's spam and suchlike, don't click on links. Highlight that, 

either go and speak to the security advisor …. or go and speak to the service desk and 

highlight it to them.” Respondent 8 

“we would always contact the service desk so the call is logged.” Respondent 9 

“If it’s identified most people should first notify their line manager and we’ll take it to the 

services, then security.” Respondent 1 

“Always report any suspicious activity to IT. If something goes wrong, the faster we know 

about it, the faster we can deal with it.” (Welcome to the Cyber Security Brief) 

 

Another area for concern is that reporting seems to be a largely manual process and, therefore, 

it does not happen. Respondent 2 noted that “aspirationally, we should be sitting down and 

doing it monthly or quarterly, looking through those and reviewing those.  We are limited by 

the ITSM tool we have, which doesn't allow very easy reporting.” 

 

Ensuring that all incidents are captured, tracked and managed in a consistent manner is a vital 

stage, which should be able to feed into the risk register, in the overall risk management 

process.  As has been observed, the relationship that executive managers have with 

information security risks is in how they perceive the risk (Dojkovski Lichtenstein, and Warren, 

2007) and, with the incident tracking system not being able to provide detailed reporting, 

management may perceive a potentially lower threat.  

 

Clarity around the process of issue logging would allow for analysis to be conducted that would 
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highlight trends, new threats or vulnerabilities to be identified; accurate and detailed reporting 

would ensure that the organisation’s leadership is aligned with the overall threat landscape of 

the organisation.  This would allow for potential deficiencies in risk mitigation strategies to be 

identified and corrective actions implemented in support of the organisation’s risk appetite 

and its strategic objectives.   

 

These identified process deficiencies reflect very clearly Reason's (2000) work that identified 

‘resident pathogens’, with the poor process and tooling that has been noted.  When the 

incident tracking system was implemented, it was considered to meet the needs of the 

organisation, but only recently has it been identified as not being able to report fully on 

identified issues, which would indicate a latent condition.  This, coupled with the poor 

communication and training around how incidents should be reported and to who, typifies an 

active failure.  Both of these adverse effects denote resident pathogens that arguably prevent 

the organisation being able to fully understand and dimension its risk environment.  

 

8.3.2.3 Risk Communication and Training  

The communication of risk and the way in which risk is perceived have already been noted as 

being a highly subjective topic in section 2.2.1, which highlights the importance in ensuring 

that there is consistency of understanding in order to minimise its subjectivity; this is most 

likely to be achieved by training.  Training, whether that be formal or informal, is an activity 

that is undertaken within an organisation, to promote consistency of activity and / or 

understanding.   It was noted that, outside of the organisation’s induction programme, there 

is little formal training or awareness on either the overarching subject ‘risk’ or more specifically 

on information security:  

“What we are good at, we have an induction programme so every joiner gets an induction. 

It's comprehensive. Then, when we're doing things like GDPR, we then run another set of 

training, development and workshops where we bring everyone in and they understand 

what the changes are in the GDPR policy.” Respondent 4 

With regard to ongoing training or awareness, there were a number of responses that 

comment on the current approach, all of which indicate that there is no formal, ongoing 

information security training or awareness programme.  

“They would be ad hoc depending on when needed.” Respondent 5 

 

“We used to do call through reminders, sharing of best practice. That's just stopped in the 

last few quarters.” Respondent 6 

“There's definitely not an update on the monthly newsletter.” Respondent 7 
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“You get the induction, you only have to come and see me, this is where I live, this is where 

I work, just come and ask me any questions. Subsequent follow-on training, I'm not aware 

of any.” Respondent 8 

“We do have it, it just more sporadic I think.” Respondent 1 
 
on the subject of broader risk management training, the response seems consistently to 

indicate that there is no risk management training: 
 

“I haven't had any risk management training within …, and I don't believe there is explicit 

risk management training.” Respondent 2 

“I've never received any, other than what I already know. I've never seen any workshops 

with relation to risk management training and how to identify it.” Respondent 3 

“I think if you ask someone generally around the company, how do we address risk, a lot 

of people will just shrug their shoulders and go, I don't really know.” Respondent 3 

 

Whilst the foundation is laid with all staff attending induction that incorporates information 

security, it has been identified that there is no consistent ongoing information security risk 

management training, or indeed any risk management training. Without either, the 

organisation is likely to find it difficult to ensure consistency of approach, be that in capturing 

a risk for inclusion in the risk register, or in identifying an incident.  Having a common 

understanding and language that is used to describe risk is, therefore, a fundamental 

requirement of any risk management programme and assists in mitigating the subjective 

nature of risk.  

 

8.3.2.4 Managing Risk Summary 

This theme encompassed Risk Management, The Risk Register, Incident Management and Risk 

Communication and Training and the overarching theme of observations here is consistency.   

The research highlighted that there are different risk registers in use in the organisation, each 

with its own scope and objective; this notable inconsistency in approach was exemplified with 

the term ‘crude’ being applied to the use of the local registers.  The management of incidents 

was also noted to lack clarity and consistency, with a reported lack of understanding of the 

process for reporting incidents.  Deficiencies with the software tool that is used to capture 

incidents was noted to be a largely manual process, and this has contributed to the 

organisation appearing to lack the ability to perform or report on analysis of captured 

incidents.  Having an accurate understanding of the risk landscape will ensure that the 

leadership’s perception of risk is aligned, and will support the overall risk assessment process, 
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providing valuable input into the management of risks within the risk register. 

 

Whilst there is a comprehensive induction training programme that is extended to all 

employees, ongoing information security training is reported as being ad-hoc, with a seemingly 

complete lack of risk management training at any level of the organisation, but specifically for 

senior managers who have responsibility for the departmental risk registers.  And, given senior 

management responsibility for identifying and capturing risk within the risk registers, lack of 

risk training could well result in diverse perceptions of risk, and diverse understanding and 

language, where prior research suggests consistency and commonality are required to support 

effective risk management and information security.  Failure to be consistent could result in 

risks not being identified or managed appropriately, and could ultimately threaten 

organisational objectives.  

 

8.3.3 Taking Risk 

The taking risk theme captures and considers risk taking elements of the organisation, which 

are, in this case, risk appetite and decision-making. 

 

8.3.3.1 Risk Appetite 

The risk appetite of an organisation is acknowledged as being an overriding risk management 

aim, and risk should only be accepted where it supports the furtherance of organisational 

goals.  The organisation’s risk management policy states that “both positive and negative risks 

will be recognised within formalising Company strategy and objectives, by monitoring key risk 

indicators to ensure risks remain within pre-defined risk tolerance levels.”  However, as has 

been observed, there is nothing documented to guide senior management that could support 

them when making risky decisions; they are left trying to second guess what they think the 

organisation’s risk appetite is.  This results in individual perceptions of risk affecting 

understanding of the organisation’s appetite for risk, as demonstrated in the sample of 

interview comments below:  

“It’s very entrepreneurial, ……. so, they naturally accept risk” and “but they do tolerate a higher 

risk than most people would.” Respondent 3 

“On the information security side, because we're supplying services into MOD, we probably 

have a very low tolerance for risk.” Respondent 4 

“I don't think we have a huge appetite for risk.” Respondent 6 

“We have a very, I would suggest, a very loose appetite for risk.” Respondent 7 
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“So, I would say that we have a very risk averse attitude and we try to mitigate any risk, 
by our processes.” Respondent 1 

 

The organisation’s ‘silence’ about its risk appetite results in individuals having to fill the void 

with what they believe it to be, and this in itself can create situations where inappropriate 

decisions can be taken, based on belief.  When considering the risks that are taken and how 

this is managed, it is noted by Respondent 7 that it results in a business that “works on the 

basis that it's easier to ask forgiveness than permission” and, therefore, opportunities might 

be taken where little risk is perceived and then approval is sought retrospectively.  When taking 

risks like these where there is no guidance from a risk appetite statement, there is opportunity 

for the business to be exposed to greater risks, and ones that do not support but, rather, 

undermine the organisation’s strategic objectives.  

 

8.3.3.2 Decision-Making 

Linked closely to the process of risk taking is decision-making, and how it manifests itself in an 

organisation that seemingly prides itself on being one that is able to make informed decisions 

quickly.  This is evident in the following comments, firstly from Respondent 4: "the strength of 

the business is, people are only a conversation away from getting a decision. That level of agility 

is important in the business we conduct, because it gives us the advantage of time", and 

Respondent 5: "strengths I’d probably say because we’re still quite a smallish company so 

decisions are quicker than if it was a larger corporate."  However, is what is perceived by these 

respondents as a strength ‘actually’ that, or could it also be construed a weakness as it has 

become the way that the organisation overcomes deficiencies in its organisational governance, 

and, as a result, it has become an expected norm that only its executive management will make 

all of its strategic decisions.  

“Decisions are made at a lower level but anything strategic definitely goes right to the very 

top.” Respondent 10 

 

This lack of empowerment seems to be keenly felt by some and   was remarked upon by a 

number of the organisation’s senior management team, as highlighted by these comments: 

“I don't have any authority to do that, I've always got to ask somebody.” Respondent 6 

“I take decisions that I'm not actually empowered to do if I have to, in the moment, and 

then I'll brief them back as soon as I can.” Respondent 6 

“Certain things require more empowerment to individuals.” Respondent 11 

“I think it's probably evident in our devolved responsibilities, which are frankly zero.” 

Respondent 6 
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“I've got less empowerment in this role than maybe I had before.” Respondent 8 

“I have no delegated authority to sign things.” Respondent 7 

 

Lack of empowerment is an aspect of management that seems to be widely understood and 

accepted by the organisation, and so, whilst the management team seems prepared to step 

over the line and make decisions, and to then seek approval, behaviours such as these are not 

accepted at all levels of the organisation, and, as such, they are not risks that employees are 

prepared to take, because they know they will be held personally accountable for making a 

decision not to adhering to procedures; no matter how low in value the item is, the process is 

the same and this has resulted in not being able to fulfil a customer order.  Having carefully-

articulated and well-understood risk appetite levels in place would potentially liberate (or at 

least redistribute) decision-making whilst diminishing risk, enabling the business to operate 

fully in the absence of its executive management.   

 

One of the interviewees, Respondent 8, noted that “sometimes our processes and procedures 

are so rigid, because of lack of empowerment, that we as a collective will circumvent them”;  

this leaves the organisation in a vulnerable position, where, due to a lack of tolerance within 

the procedure, non-compliance is considered and effected.   

 

As has been noted, the organisation’s risk decision-making seems to have become reactive 

rather than proactive and resulted in an organisation where responsibility for risk is 

dynamically assessed and sits principally with the leadership team.  This lack of devolved 

authority to take risk mirrors the organisation’s lack of organisational risk appetite and, in turn, 

its information security risk tolerance, which could give the organisation ‘controlled flexibility’.   

This situation is noted as not being ideal, as acknowledged by Respondent 4 in that “as we 

grow as an organisation, I think we'll end up having to embed more of that culture into our 

business, along with a wider corporate governance type culture that we're going to start 

bringing in. Keep retaining the agility whilst having that structure in place.”  

 

8.3.3.3 Taking Risk Summary 

This section of the analysis covered two areas, risk appetite and decision-making.  With regard 

to risk appetite, with the absence of any guidance from defined risk appetite or a risk appetite 

statement, there is opportunity for the business to be exposed to greater risks, and ones that 

do not support, but, rather, undermine the organisation’s strategic objectives.  With decisions 

are made that involve taking risk, it is clear that this seems often to be done on a reactive 

rather than proactive basis, with senior management having to decide whether it fits with the 
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organisation’s (undefined) risk appetite.  The apparent centralisation of the decision-making 

process leaves the organisation potentially vulnerable to excessive risk taking.  This lack of 

empowerment of the senior management team, coupled with the void created by the lack of 

a defined and communicated risk appetite, leaves the organisation vulnerable to risk taking 

that exceeds the amount of risk that the organisation is able to accept.  As noted, this lack of 

devolved authority to take risks reflects the organisation’s lack of risk appetite, but, if the 

organisation is to fulfil its growth potential, implementation of a risk appetite framework could 

provide the required level of controlled flexibility. 

 

8.3.4 Corporate Values 

The theme of corporate values, encompasses both its core values and its organisational 

culture. 

 

8.3.4.1 Core Values 

The organisation recently completed a process, initiated by the CEO, to define its core values, 

and a representative sample of employees was invited to participate in the working group.  The 

values that were arrived at were then communicated to the organisation by the working group; 

the process itself was observed by Respondent 6, as being very effective, both in bringing the 

working group together and also in engaging with the wider organisation:   

“There was lots of communication about the project that sort of pulled them together, 

which was very public” and “Not all of our projects are hugely successful but for this one 

it’s hard to see it could have been any better.” Respondent 6 

So, the process was perceived by at least one participant as a success, but what of the values? 

Whilst the general view was that, in the main, they were standard organisational values and 

that they fitted with the organisation, there was one that stood out as being an ‘aspirational’ 

value, with that word being used by a number of respondents to describe the core value of 

‘courage’.  The difficulty with using ‘courage’ is noted by an interviewee:  

“things like courage is one of the values here. It can be difficult for new employees that 

see big characters in the business, for them to have the courage to question. From what I 

see if you, do you have the courage, and obviously you do it in the right manner, you’re  

professional and you’re courteous with your approach to certain individuals.” Respondent 

11 

This challenge inherent in ‘courageous’ employee behaviour was also noted by Respondent 6: 
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“I think we have a very clear idea about what the right thing to do is, but it takes an 

enormous amount of courage sometimes for someone to actually act in that manner, more 

courage than might normally be the case.” 

As has been observed, there is resistance to making decisions that challenge the documented 

processes, as complying with them is a belief that is instilled in the organisation, relating 

perhaps to a need to maintain accreditation to the various ISO Standards.  To embrace the 

corporate value of courage and make decisions that challenge the established status quo could 

initially be very difficult.  But the inclusion by the organisation of ‘courage’ in its published 

values indicates that the business is ready to embrace change, but   only when its leadership 

openly displays its support for the organisation’s values will it lead to courageous decisions 

being made.  

 

For the organisation to succeed, it will need a cultural change, as observed by Respondent 4, 

in order that employees believe that they will be supported when making decisions that are in 

line with the organisation’s core values.  There is also opinion from Respondent 4 that, when 

this happens, the organisation will be better placed to take advantage and progress, and, in 

order to support this, boundaries will need to be established that define the organisation’s 

appetite for risk and that support organisational flexibility and enable courageous decision-

making. 

 

8.3.4.2 Organisational Culture  

As has already been indicated, the organisation was established a number of years ago by an 

entrepreneur, its owner manager, and he is still very much engaged in the day-to-day 

operation of the organisation.  It is evident from the way that the organisation’s owner 

manager is referred to that the organisational culture stems from him and that his presence 

has created a culture that is deeply imbedded in the organisation, which is supported by 

comments such as “those cultural roots are so deep” by Respondent 6 and Respondent 8 

reflecting that “this business without him would be a very different business”. 

 

The relationship between the organisation’s culture and its leadership is also observed in the 

comment by Respondent 10 that, “there’s an interesting culture here whereby I think a lot of 

people feel as if they won’t take risks because they don’t want to go against the very strong 

leadership.”  This not only highlights the relationship between the organisation’s culture and 

its leader, but suggests why there might be difficulty in taking risky decisions.  As has been 

noted earlier, there is a reluctance to make and to take decisions, and, if the perception of the 

respondent quoted above does reflect a wider truth, it would suggest that this such reluctance 
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may be due to the organisational culture where there is an inability to devolve risk taking, to 

allow others to take risks, even if those risks are within defined parameters. “I think there's a 

cultural reluctance to give a tolerance to somebody”, noted Respondent 6, offering more 

insight into the organisation’s culture and its relationships with regard to risk management, 

specifically its reluctance to define its risk appetite and allow risk taking to be devolved.  

So, the organisation is shown on the one hand to have a culture that is very strong and single-

mindedly focused on ensuring it adheres to policy, and, thereby, maintaining its accreditations 

to the various ISO standards.  This is also reflected in the behaviours that were reported in the 

survey completed by a sample of the organisation’s employees.  However, on the other hand, 

a softer side to the culture of the organisation was also observed, in the various social events 

that are run for the employees, the relaxed and friendly feel of the events that are held in the 

head office’s open area and in general in the ‘friendly family’ feel of the organisation.  This was 

noted by two interviewees, Respondents 6 and 11, respectively, when speaking about the 

organisation as “very family-orientated … puts people first” and also mentioning “this family 

atmosphere, that you all help each other”.  The supportive nature of the organisation would 

suggest that they are all working towards a common goal, but, with it being observed that the 

organisation’s strategic objectives are not openly communicated, there are, however, 

organisational objectives that are understood throughout the organisation.  This strength of 

the organisation’s culture is also displayed in its adherence to procedures, in knowing what is 

required, despite the lack of consistency in information security training and awareness.  

 

8.3.4.3 Corporate Values Summary 

This theme encompassed the organisation’s core values and its organisational culture, taking 

account of the fact that the process to establish and formalise the organisation’s core values 

was undertaken only recently.  It was noted that there was one core value that was considered 

‘aspirational’, courage, but its inclusion by the organisation’s leadership subtly indicated that 

there is a desire to change and become more courageous.   

 

One aspect of the strength of the organisational culture is apparent in the way that procedures 

are adhered to, that there is a reluctance to make a decision that could impact the ISO 

accreditations or the leadership, despite the explicit core value ‘courage’.  It is notable that 

adherence is achieved without the support of a consistent training and awareness programme, 

and appears to be solely reliant on demonstrated support that is provided by the organisation’s 

leadership.   

 

 



 
167 

 

8.3.5 Thematic Analysis Summary  
 

To summarise, the thematic analysis conducted to produce each of the four themes 

(Governance, Taking Risk, Managing Risk and Corporate Values) highlighted notable aspects 

about the organisation, as shown in Figure 8.7.    

 

Figure 8-3 Four Themes 

 
In the Governance theme it was noted that the organisation was inconsistent in 

communicating its strategic objectives and ensuring that all employees understood the 

organisation’s aims.  One point that came across clearly was the importance of maintaining its 

ISO accreditations, clear in the extent that they were referred to, as not just underpinning the 

organisation’s governance framework, but a requirement to support its strategic objectives.   

The strong focus on the ISO standards, specifically ISO 27001, the information security 

standard, has resulted in the information security policy being reduced in importance; it is 

viewed, at least by some, as a document that is required to ensure accreditation with ISO 

27001.  The role that the information security policy plays is, therefore, reduced to being a 

vehicle that ensures compliance with the standards and suggests that the policy fails to support 

the organisation.   

 

Regarding the second theme, Managing Risk: the fundamental tools available to the 

organisation to assess and manage risk, in the form of the incident tracking system and the risk 

registers, were noted to be lacking in consistency, with training and awareness being identified 

as the vehicle needed to provide consistency.  The organisation places a considerable amount 

of reliance on its induction training programme, but ongoing information security training was 

considered to be ad hoc and overall risk management training non-existent.  This has resulted 

in inconsistency in the way that risk is perceived and in understanding how it should be 
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managed, and this lack of consistency could result in the organisation being exposed to risks 

greater than it is willing to accept, which, in turn, will threaten is strategic objectives. 

 

Moving on to the third theme, Taking Risk: it was identified that, without the framework of a 

defined risk appetite or statement document to guide the organisation in its decision-making 

(and specifically its risk taking), it is potentially exposed to risks that it is unable to support, and 

that have the potential to undermine its strategic objectives.  The organisation’s decision-

making process can result in unapproved decisions needing to be made, mainly due to the lack 

of devolved responsibilities, which results in decisions being made for which approval is sought 

retrospectively.  The outcome of which is that decisions are being taken without the guidance 

of the organisation’s risk appetite, and they are based on what the employee perceives not 

only the risk to be, but as to whether it will be acceptable to the organisation.  

 

Evidence gathered under the final theme of Corporate Values identified one seeming desire to 

change on the part of the organisation: to be more courageous in its approach, by including 

‘courage’ as a core value.  The strength of the organisation’s culture is demonstrated by its 

behaviours, its focus on maintaining ISO accreditations and complying with procedures, 

despite a lack of consistent training and awareness programmes to support; with its cultural 

strength being derived from its leadership.  

 

8.4 Survey  
 

A survey was circulated to all employees of the organisation using a gatekeeper within the 

organisation, with the link to the survey contained in an email which outlined   its purpose, 

along with full contact details.  The primary objective of the survey was to seek the input of 

the wider employee community, in order to provide a balanced view of information security, 

training and the policy.  

 

The survey was analysed and presented using the tools available within the survey application, 

Smart Survey and Excel. It encompassed three key areas: information security training and 

awareness, the information security policy, and information security behaviours.  It gathered 

primarily quantitative data, but these were supplemented with respondent comments, which 

were qualitative and provided insights into specific areas of the organisation. The only 

elements of respondent data it gathered related to length of service and the department 

within the organisation that the respondent worked in.  The latter allowed for respondents 

that were directly engaged with the information security programme to be filtered out of the 

data to be analysed, enhancing the reliability of the data, given the survey’s aim. There were 
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nineteen fully completed and eight partial responses, which were discounted; the nineteen 

fully completed responses represent about 10% of the organisation’s employee population.   

Given the low response rate to the survey, the findings are exploratory only and have to be 

interpreted cautiously. Limitations are acknowledged and reflected upon in section 10.5 of this 

research.   

 

As outlined, the survey covered three key areas. Questions about information security training 

and awareness aimed to elicit insight into the level to which information security was 

communicated throughout the organisation.  The second area covered by the survey related 

directly to the information security policy, and the objective of this group of questions was to 

understand employees’ relationships with the policy, the way in which employees interacted 

with it, and the extent to which they found it easy to navigate and use.  Finally, there were 

questions aimed at uncovering employees’ interaction with information security and, indeed, 

how the organisation’s information security culture influenced their behaviours.  Together, 

these three aspects of the survey revealed key factors affecting how and how well the 

information security policy and, therefore, the risk tolerance is effectively communicated 

throughout the organisation  

 

In addition to analysing the survey data in the three key areas, the questions were formed in 

such a way that the data could be considered in order to be able to understand the employees’ 

knowledge, attitude and behaviour towards information security.  

 

8.4.1 Information Security Training and Awareness 

All respondents confirmed that they had had induction training, which supports the assertion 

that this form of initial training is in place for all staff.  Moving on to consider other forms of 

information security training, over half of respondents indicated that they had attended other 

in-person training or awareness sessions.  

 

When asked about the methods used to deliver information security training and awareness, 

there was a variety of training communication methods recalled, with 63% of respondents 

noting email, 36% recalled the use of posters, 26% the use of on-line sessions and 10% leaflets. 

When asked about the key message of the last training or awareness session, over 78% of 

respondents noted a wide range of key messages, from data handling, to email awareness, 

clear desk and general awareness.  This highlights the difficulties in communication and that 

either the message originally transmitted was received in a different way and, therefore, 

different key messages of the training or awareness were taken on board, or that the various 
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training methods were being used to communicate a wide range of information security 

messages.  The vast majority, 94% of respondents, indicated that the training was either 

informative or very informative, which is encouraging despite the variation in message that 

was taken on board from the training session or awareness information.  

 

8.4.2 Information Security Policy – Accessibility 
The next section of questions sought to gain an understanding of the employees’ relationships 

with the information security policy.  The initial questions were about locating the information 

security policy, and, whilst 84% of respondents knew where to locate, from the comments 

made the remainder did not know where to find it, indicating that they had either   never read 

it or needed to refer to it. 

 

Moving on to understand if respondents thought it was easy to find, 21% indicated that it was 

not easy (for them) to find and additionally 26% responded ‘Don’t know’, which perhaps 

indicates that they had not looked or needed to look for the policy.  This also suggests that the 

responses to the question about locating the information security policy could have been a 

guess as to its location.  In a subsequent question, respondents were asked if locating the policy 

could be improved, 26% indicating that yes it could.  In considering these responses further, it 

suggests that the remaining 21% had little interest in changing or improving access to the 

information security policy. 

 

In order to explore further the extent to which respondents had engaged with the information 

security policy, they were asked to select an option that best described how the policy was 

structured.  They were presented with the correct response (one main document with 

individual topic specific policies or work instructions), and three others including being able to 

select ‘don’t know’ as a response; the spread of responses indicates that there is a lack of 

knowledge of how the policy documents were structured, which is further supported by 31% 

who confirmed that they did not know how the policy was structured. 

 

The two following questions were aimed at understanding whether the respondent’s role 

required them to refer to the information security policy, and how easy they found it to locate 

the relevant section of the policy.  This indicated that 63% of respondents either needed to 

access it very occasionally or that they did not need to; of those, however, 50% indicated that 

they hadn’t needed to refer to it.   
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When asking for comment on what could be done to improve the presentation or format of 

the information security policy, 26% of respondents made suggestions, including improving 

the structure, restructuring the information security policy to make it easier to access, and 

making the document more interesting, with a further 10% suggesting that communication or 

awareness strategies would assist in familiarisation with the policy.  

 

Taking this further to understand the impression of the language used in the information 

security policy, encouragingly 73% of respondents indicated that the language used was just 

right or easy to understand; however, it should be noted that 43% of those responses had 

previously indicated that they ‘hadn’t needed to refer to it’.  A further 26% of all respondents 

noted that the language used was fairly complicated, with those respondents suggesting that 

the document could be simplified. 

 

8.4.3 Information Security Policy – Change Management  

Responding to the question about who is responsible for the information security policy, only 

10% were unable to articulate who was; the positive responses included those who considered 

that everyone plays a part in taking responsibility for the policy.  A notably low percentage of 

respondents had been involved in making changes to the policy or wanting to make changes, 

with just 10% having been asked for their input into the information security policy, while 32% 

of respondents knew of an employee that was asked to contribute to the policy.   

 

When asked how any changes were communicated throughout the organisation, 63% replied 

that email was used to inform employees about any changes to the policy, with only 21% being 

unaware of how any changes were communicated, which probably also indicates that these 

respondents were not aware of any changes or how they might affect them.  

 

8.4.4 Information Security - Behaviours 
To conclude the survey, four questions were asked to gauge respondents’ information security 

behaviours and their compliance with the information security policy.  When asked what they 

would do when leaving their desk, 89% said that they would lock their screens, with only 10% 

relying on the password protected screensaver to protect their computer. When asked how 

they would deal with an attachment or link that was attached to an email, it was clear from 

the responses that emails would be assessed, with 57% indicating that they would probably 

not open the email, and the remainder indicating they would evaluate the email. 
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The responses to the question that related to password security displayed similarly positive 

behaviours, with 78% confirming that they had not been asked for their password, which 

indicates that there are appropriate processes and supporting behaviours in place such that 

users’ passwords are not needed by anyone else; 15% advised that they had been asked for 

their password but had refused to divulge it, with only one person in the sample being asked 

for and providing their password.  

 

The last question in this group, was seeking to understand the respondent’s opinion on the 

information that they have access to or hold on their work computer, and to understand 

whether they believe it to have any value.  With regard to this information, an encouraging 

83% disagreed with the statement that ‘there is nothing on my work computer that would be 

of value to others’, which indicated that they understood its value of the organisation’s 

information.  

 

8.4.5 Information Security - Knowledge, Attitude and Behaviour 
The way that questions in the survey were framed also allowed for them to be further analysed 

in respect to the respondent’s knowledge, their attitude and their behaviour towards 

information security and indeed the information security policy.   

 

8.4.5.1 Information Security Knowledge 

Information security knowledge is, as noted by Kruger and Kearney (2006), what an individual 

knows about information security.  As has been observed, the organisation has an induction 

programme that provides all staff with a grounding in the information security programme and 

the requirements as they relate to employees.  This is then further supported by training and 

awareness through various mechanisms, but the knowledge communicated through these 

mechanisms appears to be varied, with a wide range of key messages being recalled, which 

would seem to indicate that the communication was either too broad for the mechanism used, 

or that the recipient took on board what they thought was the key element of information 

security knowledge being communicated (Kruger and Kearney, 2006)  Either way, information 

security communication either requires clearer framing and consistency or to be made using a 

two-way communication method which would allow for the presenter to verify that the correct 

message had been received (Hampel 2006). 

 

Employees’ knowledge about the location and the structure of the information security policy 

is highlighted by the fact that, as the questions became more probing, it resulted in over 30% 

confirming that they did not know how it was structured, and, by extension, this indicated that 



 
173 

 

they probably hadn’t seen it, recently at least.  This inconsistency in knowledge about the 

information security policy possibly suggests either that communication in this area had not 

been as diligent as it might have been, or that the importance of the policy had not been 

highlighted.  As noted by da Veiga, (2016), an information security policy can only be effective 

if employees are aware of it and understand what it means to them.  Employee engagement 

or awareness of the information security policy also reflects the reduced role, as noted in the 

thematic analysis, that the information security policy plays in being a vehicle to ensure 

compliance with the information security standards. 

 

Whilst a large percentage of employees knew who was responsible for the policy, only 10% of 

employees had been actively involved in contributing to any changes or updates to the 

document, and, as noted by Flowerday and Tuyikeze (2016), ensuring employee involvement 

with the information security policy and its development has been shown to support its active 

use.   

 

8.4.5.2 Information Security Attitude 

Information security attitude (Kruger and Kearney, 2006 p. 291) is intended to capture 

something about the attitude of employees towards information security, or “how they feel 

about the topic”; their responses to a second group of questions highlight aspects of their 

attitude.  Responses to the opening survey question indicated that all respondents perceived 

that the organisation has a strong belief in information security, with all respondents 

confirming that it was an important part of their role, with 37% indicating that they ‘strongly 

agreed’ and the remainder indicating that they ‘agreed’ that this was the case.  This is 

supported by a vast majority of respondents who confirmed that they considered the 

information security training and awareness sessions that they had received to be at the least 

‘informative’.  Which would suggest a positive attitude towards information security.  

 

However, when asked about how the information security policy was presented and its format, 

47% indicated that they either did not know where to find the policy or that it was not easy to 

locate, with 26% suggesting that locating the policy could be improved.  In asking what could 

be done to improve its presentation or format, 26% of respondents made suggestions, from 

making it easier to navigate and making it more interesting, with a further 10% suggesting 

communication strategies that could improve navigating the policy.  Alongside this, 26% of 

respondents remarked that the language used within the policy was fairly complicated.   

However, when the respondents were asked about making changes to or updating the 

information security policy, none of the respondents, indicated that they had ever wanted to, 
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which would indicate that they did not feel strongly enough about the information security 

policy to change it.  To put these responses into context, it should be noted that 52% of 

respondents advised that they had needed to refer to the policy.  

 

8.4.5.3 Information Security Behaviour 

From the responses to all of the behavioural questions, it was demonstrated that the 

employees reported that they were adopting appropriate information security behaviours.  

These included locking their computer when leaving their desk and handling suspicious emails 

appropriately by giving them due consideration prior to opening.  Only one respondent was 

found as having handed over their password when asked for it and with  a very encouraging 

83% of employees recognising the value of the information that they had access to via their 

computers, responses to all of the behaviour questions indicate that, if the sample is at all 

representative, employees not only understand the importance of the organisation’s 

information, but display the kind of behaviours to ensure that it is being managed 

appropriately.  These behaviours speak directly to the strength of organisational culture, as 

noted previously in the thematic analysis, that, despite the perhaps inconsistent information 

security training and awareness programme, the behaviours support a strong information 

security culture.  These behaviours speak directly to the influence of the organisation’s 

leadership (Chang and Lin, 2007;  Hu et al., 2012) and the role that they play in communicating 

the need to maintain accreditation to ISO 27001, the information security standard.  

 

8.4.6 The Survey – Summary 
The survey was circulated to all of the organisation’s employees, with only nineteen taking the 

opportunity to participate and complete the survey, and this represented about 10% of the 

overall employee population.  The survey was constructed to cover three key areas: 

Information Security Training and Awareness, Information Security Policy and Information 

Security Behaviours; additionally, the way that the questions were formed allowed for the 

complete question set to be grouped further, so as to also determine the respondents’ 

knowledge and attitude towards information security.  

 

8.4.6.1 Information Security Training and Awareness  

The grounding that all staff are given in information security from the induction training that 

everyone receives establishes a baseline of understanding for the whole organisation, with 

further training or awareness messages being noted by a large percentage of employees.   

Moving on, there are a number of methods used to communicate information security 

awareness and, from the responses, a wide range of topics are covered; outside of the in-

person induction the methods used primarily rely on one-way communication, in the form of 
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email, posters or leaflets; this supports the challenges observed by Hampel (2006) in using one-

way communication and ensuring that the message  intended to be communicated is actually 

that which is received by the organisation’s employees. 

 

8.4.6.2 Information Security Policy, Accessibility  

The aim of this group of questions was to uncover the relationship of the organisation’s 

employees with the information security policy.  A series of questions was asked to discover if 

they knew where to find the policy, how easy it was to find (and if this could be improved) and 

how they understood the structure.  A large majority knew where to find the policy, but slightly 

fewer thought it easy to find.  Asked how the policy was structured, over 31% said that they 

did not know.  When employees were asked about finding the policy and if access could be 

improved, 26% felt that it could, but 21% of respondents demonstrated a level of indifference 

about the policy as they declined to suggest that accessibility could be improved, despite not 

being able to locate it.  Over a quarter of respondents noted that the language used was fairly 

complicated.  All of this suggests that, whilst there is a general understanding of the policy’s 

location, and a majority think the language in the policy is adequately clear or better, there are 

barriers for a minority, either with locating or understanding it that might negatively influence 

its use to support day-to-day activity.  

 

In this group of questions, it was noted that a large majority knew where to find the 

information security policy; however, questions designed to drill into this area revealed a more 

nuanced pattern of awareness and engagement, with regard to how it was structured and if 

these aspects could be improved.  Responses to questions about improving it revealed a level 

of indifference with the policy.  Additionally, over one quarter of respondents indicated that 

the wording used in the policy was overly complicated.  

 

8.4.6.3 Information Security Policy, Change Management 

Whilst it seems well-known who is responsible for the information security policy and making 

any changes to it, employees, if the sample surveyed here is at all typical of the population, 

seem rarely to be engaged with contributing or making changes to the policy.  While a majority 

of respondents were aware of changes to the policy, a number were unaware, which would 

suggest that they were unaware of the direct impact any change might have to their way of 

working.  

 

8.4.6.4 Information Security Knowledge, Attitude and Behaviour 

Information security knowledge has a sound foundation in the information security induction 

programme, also being supported by various elements of training and awareness that use a 
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variety of methods and result in various key elements of information security knowledge being 

taken on board.  

 

The majority of respondents displayed a working knowledge of where to locate the 

information security policy, with a large majority being clear as to who was responsible for 

maintaining it and effectively knowing who they should speak to if they had any information 

security queries.  There was only a small number, some 10%, who had been involved in 

contributing to any changes or updates. 

 

The participants’ attitude, or how they feel about information security, was noted in response 

to the opening question, where all felt that information security was an important element of 

their role. When asked about how to make the policy easier to locate, 20% gave no response, 

suggesting that they felt there was either nothing that could or needed to be done, or that 

they were unconcerned; over one-quarter of respondents felt that the language used in the 

policy was overly complicated.  These points reflect the employee indifference specifically with 

the information security policy.  

 

However, the participants’ positive behaviour in respect of information security was noted as 

being a particular strength for the organisation, and perhaps reflects more on the culture of 

the organisation, in particular its leadership, rather than its information security training and 

awareness programme.  

 

8.4.7 Chapter Summary 

This chapter analyses the data obtained from the case study organisation and uses three 

distinct methods in order to generate insightful analysis and to enable responses to the 

research questions.  Firstly the Institute of Internal Auditors' (n.d.-a) risk maturity model was 

applied and used to understand the organisation’s level of risk maturity; its application 

highlighted that there were a number of inconsistencies in the application of the information 

security risk register, which resulted in a maturity level of ‘risk aware’.  Further analysis of the 

process elements allowed for the conclusion to be drawn that the organisation did not have 

either a formal or consciously derived information security risk tolerance; this conclusion was 

further supported by the risk maturity timeline (Institute of Internal Auditors n.d.). 

 

The second method to be applied was thematic analysis of semi-structured interviews (initial 

and follow up), observations, and supplemented by secondary organisational data.  It 

identified four themes: Governance, Managing Risk, Taking Risk and Corporate Values.    
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Governance captured the importance that the organisation places on the ISO standards and 

managing risk noted the lack of consistency that is applied to both the risk registers and the 

incident tracking system.  Taking risk highlighted that, without the guidance of a risk 

framework or risk appetite, there is little to guide and support the organisation when making 

decisions; finally, corporate values identified that the organisation’s cultural strength, as 

demonstrated by its information security behaviour, is primarily derived from its leadership.  

 

The final method that was applied to this case study was an employee survey, which sought to 

understand employee relationships with both information security and with the policy 

specifically, and it identified a level of indifference with the information security policy, but 

behaviours that supported of the importance of ‘doing the right thing’ when it came to 

information security.   

 

By using three distinct methods to analyse all of the data obtained from the organisation, 

methodological triangulation has enabled this case study research to provide a robust and 

rigorous foundation, that will be drawn on to respond to the research questions.  
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 Discussion and Analysis 
 

In this chapter, the findings of the case study are discussed and analysed within the context of 

the research questions.  As outlined in Chapter 1, the aim of this research was to understand 

the key mechanisms that are in place to support the organisation in being able to determine 

its risk appetite and, therefore, its information security risk tolerance, and for this to be 

captured and reflected in the information security policy.  An important contribution of this 

doctoral research is the conceptual framework, and its development has provided a key 

contribution to theory, and it is this that captures the organisation’s relationship with 

information security risk tolerance.  The development of the conceptual framework has 

enabled the key themes and their relationships within this research to be captured. In doing 

so, it has enabled the gap in risk appetite theory to be highlighted and its relationship with risk 

perception captured, which will provide an initial step for researchers wishing to develop a risk 

appetite theory.   Development of the conceptual framework and its instruments, throughout 

the course of this research has revealed its generalisability and in doing so, the responses to 

these research questions, can be applied to a wider context.  

 

9.1 Responding to the Research Questions  
 

9.1.1 Research Question 1:  What mechanisms are used to determine an 

organisation’s information security risk appetite? 
 

When considering the mechanisms or processes that the organisation has in place to 

understand and manage risk, the risk register has been identified as a core mechanism that is 

used to capture, assess and manage information security risk.  However, from detailed analysis 

of the risk register processes, using both the application of the risk maturity model and the 

thematic analysis, it was identified in Chapter 8 sections 8.1, 8.2.1, 8.2.2, 8.2.3 and 8.3.2.1, that 

the process used to identify and capture the organisation’s risk could have failed to identify 

and capture all risks, due to the approach taken and in using ISO 27001 (British Standards 

Institution 2017), to provide the foundation for the formation of the risk register.  The use of 

standards to provide a framework or ‘implementation roadmap’ is noted by Al-ahmad and 

Mohammad (2013 p. 32), but their use is not without its critics as, in particular, the ISO 

standards have been noted as not enabling a full understanding of the organisation or ability 

to reflect the businesses strategic objectives (Renaud and Goucher, 2012).  And it is in the 

prescriptive use of ISO 27001 by the organisation that gaps have been identified in its 

application, allowing it to be vulnerable to unidentified risks.   
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Nevertheless, the use of the ISO Information security standard does provide a framework for 

the initial development of the risk register, as it affords a level of assurance that, at a level of 

information security risk, had been identified and incorporated within the risk register.   

However, as observed, it failed to consider the wider context of the organisation and to include 

all aspects of information security risk that the organisation is exposed to, and, therefore, 

prevent the organisation’s complete threat landscape from being incorporated in the risk 

register.  This failure to capture the full extent of the organisation’s threat landscape and the 

risks that it could be exposed to  suggests a failure of the organisation to fully perceive the risks 

facing it and, as a result, prevent the organisation from fully expressing its risk appetite, 

thereby suggesting a ‘latent condition’ (Reason, 2000).    

 

The role of the risk register is to assess the identified risks using a structured scoring system to 

evaluate each risk, assign a value, and to allow a mitigation strategy to be determined for each 

risk.  However, the process to establish the scoring system so that it captured the 

organisation’s risk appetite and enabled the information security risk tolerance to be defined, 

and then to ensure that the same scoring system was utilised across all risk registers, could not 

be demonstrated.  Considering the vital role of the scoring system to assess the likelihood and 

impact of identified risks and to enable the threat value of the risk to be expressed (COSO 

2012)., the organisation’s inability to be able to demonstrate how the scoring system was 

derived and used consistently across all risk registers  demonstrates the difficulties for the 

organisation to express not only its risk appetite, but its ability to establish its information 

security risk tolerance, leaving the organisation potentially vulnerable to risks that pose a 

threat to its strategic objectives.  

 

Additionally, it was noted that there was a lack of visibility and review of all identified 

information security risks by the leadership team, both those held formally and informally.  

This, coupled with not being able to demonstrate how the scoring system had been derived, 

inconsistency in its use and without clear visibility or understanding of the organisation’s entire 

information security risk landscape,  does not support the leadership team in making informed 

decisions  that would support the organisation in achieving its strategic objectives (Rittenberg 

and  Martens, 2012).  Ensuring that risk management processes such as the risk register are 

consistently applied is fundamental for the organisation to be able to use it to capture its 

information security risk environment, and to establish its risk tolerance    
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A second important process that the organisation has, and that would support a greater 

understanding of the threat landscape and its risk exposure, is the incident tracking system.  

As this research has identified, in Chapter 8, section 8.3.2.2, the lack of clarity about the issue 

tracking system and the process to be applied to ensure all issues are captured, coupled with 

fact that the system was unable to provide detailed reporting, has resulted in the organisation 

not being able to fully understand its threat landscape.  The organisation is, therefore, unable 

to dimension the risks that it is facing; being able to do so would support the organisation in 

understanding its threat landscape and support a greater understanding of the organisation’s 

risk exposure, as it relates to its information security risk tolerance.  Indeed, the organisation’s 

relationship with the management of risk brings Adams' (1995), work to mind and the 

balancing act that has to be performed if it is to be able to demonstrate that how the 

organisation perceives risk can be consistently managed in support of its risk appetite and 

enable it to achieve its strategic objectives. 

 

The process deficiencies that have been noted with the risk register and the issue tracking 

system reflect Reason's (2000) work on ‘resident pathogens’, which identified that ‘latent 

conditions’ could be introduced or built into a system by a ‘resident pathogen’.  ‘Resident 

pathogens’ and ‘latent conditions’, create environments that appear to meet the needs of the 

organisation, but have inherent flaws and vulnerabilities built in, that manifest themselves 

over time to a point where they can be exploited. These include defining the scoring system, 

creation of the risk register, using the ISO information security standard (British Standards 

Institution 2017), which, as previously noted, created a false sense of security that the 

complete threat landscape had been captured in the risk register, and conducting reviews of 

the register.  These would be clear examples of latent conditions (Reason 2000), that. if 

allowed to continue, would allow for risks to the organisation and its strategic objectives to go 

untreated.  

 

Also, it was found limitations with the issue tracking system to firstly capture all incidents, due 

to either lack of understanding or poor procedures, and its inability to be interrogated 

sufficiently so as to enable detailed reporting.  These are both examples of latent conditions 

that have been built into the existing issue tracking system, from its initial selection and 

implementation, such that, if they were to go unchecked, would fail to provide a complete 

understanding of it risk environment (Reason 2000). 

 

This research has also identified, in Chapter 8 section 8.3.2.3, that the lack of risk management 

training has resulted in differing perceptions of the organisation’s appetite for risk, which, in 
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turn, has manifested itself in the inconsistencies that have been identified in the management 

of risk.  The lack of consistency around risk communication, and the lack of guidance and 

support that a defined information security risk tolerance would afford the organisation, is 

further highlighted by the organisation’s observed challenges with decision-making, which are 

noted in Chapter 8 section 8.3.3.2.  As a consequence, this lack of guidance for its senior 

managers bring into question their ability to make informed decisions, which could affect the 

organisation’s overall risk appetite, and, ultimately, achievement of the organisation’s 

strategic objectives.  This inability of the organisation to communicate and articulate its 

appetite for risk is fostering inconsistencies in risk management, and, until the organisation 

improves its risk communication, it will not be able to develop its risk maturity, which is needed 

to support its information security risk tolerance.   

 

Inconsistency in the terms used to articulate the amount of risk that an organisation can 

support is noted by Gifford (2013), who observes that there are number of different terms, 

such as appetite and capacity, and that they are often used interchangeably.  In the absence 

of clear guidance on this, it is important that organisations establish their own internal 

language to be adopted and used consistently, to communicate risk throughout the 

organisation.  This is a key point to note for all organisations: ensuring consistency in the way 

that risk is both managed and communicated is important for organisations to espouse, if they 

are to cultivate a risk environment that supports their strategic objectives.    

 

This research and subsequent analysis, from both the application of the risk maturity model 

and from the thematic analysis of the data, have been able to identify that the organisation 

does not have either a consciously derived or formal process for establishing its information 

security risk tolerance.  It has, however, provided valuable insights on the processes that are 

available to organisations, in both the risk register and incident tracking system, that, if 

consistently applied, would enable an information security risk tolerance to be established.   

 

The difficulties that the case study has identified have emphasised the important role that both 

the risk register and the incident tracking system play in enabling an organisation’s information 

security risk tolerance to be identified.  The comprehensive use of a risk register will enable 

organisations to capture their threat landscape, quantify the risk and apply appropriate 

mitigating strategies that support the organisation’s information security risk tolerance.  Use 

of an incident tracking system will act as a both a warning system to indicate a change in threat 

landscape and an indicator as to the robustness of its mitigation strategies.  The mutual use of 
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these tools will promote an organisation’s ability to define an information security risk 

tolerance that supports its strategic objectives.   

 

9.1.2 Research Question 2:  How is the organisation’s risk appetite reflected in the 

information security policy? 
 

When reflecting on this question, it was important to firstly consider the role of the 

information security policy within the case study organisation.  The findings highlight the 

regard with which the ISO standards and ISO 27001 (British Standards Institution 2017) the 

information security standard, in particular, is held.  Chapter 8, sections 8.3.1.2 and 8.3.1.3, 

capture both the relationship between the information policy and standards, and that the 

employees have with them.  The findings suggest that the information security policy is just a 

vehicle to ensure compliance with ISO 27001 (information security standard) and that the 

strategic importance of maintaining accreditation to ISO 27001, overshadows the role of the 

information security policy in capturing the organisation’s risk tolerance.  This is further 

supported by the inconstancies and inaccuracies demonstrated in the information captured in 

security policy, as noted in section 8.2.5.   

 

Fundamental to this question was in identifying how the organisation established its risk 

appetite, but, as noted in section 8.2.2, there was no evidence of the process used to define 

the organisation’s risk appetite prior to it defining the scoring system to be used in the risk 

register.  This could suggest that the organisation’s risk appetite is not consciously or formally 

established, and, therefore, that the information security risk tolerance is not aligned with the 

organisation’s strategic objectives.  

 

Acknowledging the organisation’s failure to define an organisational risk appetite, Chapter 8, 

sections 8.1, 8.2.2., 8.2.3 and 8.2.5, outline the role of the risk register to identify and assess 

risks and then to apply appropriate mitigation strategies according to the scoring system. It is 

the risk register that has been identified as a fundamental process for an organisation to be 

able to define and establish its information security risk tolerance.  If, as a result of completing 

this process, the mitigation strategy was defined as controls, either technical or procedural (for 

example encryption of laptops or procedure for managing visitors), then it is these controls 

that can be captured and documented within the information security policy. 

 

However, as this research has identified, through both the thematic analysis and the 

application of the risk maturity model, there are inconsistencies with the application of the 
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scoring system, as identified in Chapter 8, sections, 8.1, 8.2.4 and 8.2.5, with the development 

and implementation of information security mitigation strategies.   It was observed that the 

mitigation strategies, were being both inconsistently and inaccurately applied, resulting in 

variances in the controls being implemented.  It was also noted that the controls identified 

were not always documented within the information security policy as had been advised, 

resulting in the controls not being implemented.   

  

The inconsistencies in application of mitigation strategies also reflect the differing risk 

perceptions of its senior management team and the organisation’s understanding of risk, 

which reflects the lack of risk management training, as noted in Chapter 8, section 8.3.2.3.   So, 

whilst the process to identify and implement control-based mitigation strategies would enable 

the organisation’s information security risk tolerance to be reflected in the policy, the 

identified inconsistencies within the process result in the information security policy not 

capturing the organisation’s risk tolerance.  

 

The organisation has oversight processes in place in the form of internal audits and the security 

working group whose role is to monitor and provide validation of its information security 

management programme, specifically to identify inconsistencies and inaccuracies in the 

implementation of mitigation strategies and to conduct reviews of the risk register.  However, 

from the application of the risk maturity model, both of these processes were also noted as 

failing to be as thorough as they should be, in sections 8.2.6 and 8.2.7, providing opportunity 

for the organisation’s information security management system to be incomplete and not fully 

support its strategic objectives.  These failures in the organisation’s oversight processes  would 

also indicate active failures, which, as noted by Reason (2000), if left unchecked could result in 

a major incident requiring remedial action.   

 

9.1.3 Research Question 3:  What are the key factors that enable the information 

security policy and therefore the risk appetite to be effectively 

communicated, throughout an organisation?  

 

The research, as noted in Chapter 8 section 8.3.1.2, has clearly indicated that the 

organisation’s relationship with information security is primarily at the ISO standards 

level compliance with and accreditation to ISO 27001 (British Standards Institution 

2017); the information security standard was identified as being an unspoken strategic 

objective.  This has resulted in the information security policy being reduced to a 
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vehicle that facilitates accreditation to ISO27001, and, as such, the relationship 

between the policy and employees demonstrates limited user engagement.   

 

For any organisation, a primary method of communication with its employees is 

through its training programmes and associated documentation.  This research has 

identified, both from the thematic analysis and the employee survey, that use of the 

training and awareness methods has resulted in a lack of clarity of the message being 

conveyed.  Whilst the organisation had established a thorough induction training 

programme, subsequent information security training was varied and lacked the 

cohesiveness of a formal training programme that could enable consistency of 

message. While the ongoing information security awareness was noted in Chapter 8, 

in section 8.4.1, to rely on a variety of delivery mechanisms, the thematic analysis 

highlighted, in Chapter 8, section 8.3.2.3, that there was no formal, ongoing 

information security training or awareness programme.  

 

The lack of formal, ongoing information security training and awareness programme 

has left the organisation to rely on the observed employee behaviours, which the 

survey noted in Chapter 8, sections 8.4.4 and 8.4.6.4 as being appropriate to support 

a secure information security environment.  But placing reliance on observed 

behaviours that support a good information security culture cannot be assumed, given 

the absence of a formal ongoing information security training programme, which is 

widely acknowledged in being a key contributor in the development of information 

security culture, the other key contributor being its leadership (Da Veiga and Martins, 

2015).   

 

From the survey and the thematic analysis of the interviews and documentation, this 

research has also found that employees have an indifferent relationship with the 

information security policy, which is primarily being perceived as being just a vehicle 

for ISO accreditation, as noted in Chapter 8 section 8.3.1.3, the response to questions 

about the information security policy were responded to in terms of the ISO standards, 

and not as an important document in its own right.  Chapter 8, sections 8.4.1, 8.4.2 and 

8.4.3 also indicate that it has limited use as a communication tool, with relatively small 
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number needing to refer to the information security policy and it was also noted that 

there is very limited employee engagement with the development of the policy. 

 

This has demonstrated that, to be able to use the information security policy to 

effectively communicate its information security risk tolerance, the organisation needs 

to have a better relationship with the information security policy, one that will enable 

its employees to relate to and engage with it.    
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9.2 Analysis of the Conceptual Framework  
 

Based on the research findings, the conceptual framework is now able to be developed further, 

as shown in Figure. 9.1, and it now captures these findings and proposes the Conceptual 

Framework v3.   
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Figure 9-1 Conceptual Framework - Organisational Risk Appetite v3 

 
This development reflects the impact of the research analysis and findings, which noted the 

importance of the risk register and the issue tracking system in being core mechanisms 

required to capture, assess and manage risk.  And that, whilst the organisation had 

implemented both mechanisms, it had not been able to define and establish an information 

security risk tolerance.  Failure to effectively implement the risk register and issue tracking 

systems was largely due to both active failures and latent conditions, resulting from what 

Reason (2000) would define as a ‘resident pathogen’ and only be the eradication of these 

conditions would enable the development of a mature risk environment to support the 

organisation’s risk appetite.  Identification of these processes supports the research and 

enables it to respond to its first research question, in determining the mechanisms that it has 

in place to determine its information security risk tolerance.   It has further identified that it 

needs to have a mature risk environment that will support their implementation and 

management of risk and, as such, the inability of these two key systems to be effective and 

consistently applied has resulted in a void being created at the centre of the framework.   

 

Using a void in the conceptual framework enabled the absence of consistency to be 

characterised, and it is this lack of consistency that has prevented the organisation from 
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developing the mature risk environment that would need to support its risk appetite. This lack 

of consistency has resulted in differing risk perceptions as to what the organisation’s tolerance 

level is. 

 

The IS Governance Framework has been revised to reflect the organisation’s use of the 

information security standard, whose adoption and implementation by the organisation has 

been noted as a strategic objective and, as such, the information security standard has been 

moved closer to align with the organisation’s strategy and objectives.  In doing so, it has also 

enabled the observed distance between the information security standard and policy to be 

filled with the void of risk perception, which, between them, captures the observed 

inconsistencies noted with the information security policy being able to fully express the 

organisation’s risk environment and mitigation strategies.  This captures the second research 

question, which sought to understand how the organisation’s risk appetite was reflected in the 

information security policy; firstly, it was identified that the organisation had not been able to 

determine its organisational risk appetite and capture this in the scoring system used in the 

risk register to assess risks, secondly that the mitigation strategies that were determined as a 

result of assessment were not consistently implemented within the information security 

policy.   This indicates that, whilst some risk mitigation strategies or controls were captured in 

the policy, the information security policy did not reflect the organisation’s risk appetite, which 

contributed to the differing perceptions of organisational risk appetite.  

 

Finally, the void captures the differences in the way in which risk is perceived and, as noted, 

this is exacerbated by the lack of risk management training, organisational risk communication 

and the limited information security training and awareness training.  This is reflected on the 

framework by the dotted lines and use of a paler shade to indicate the reduced training and 

awareness and communication that have been identified.   When considering the final research 

question, understanding what the key factors are that enable the information security policy 

and, therefore, the risk tolerance being effectively communicated throughout the 

organisation, the research has noted that a number of factors prevent this from happening.   

They include the organisation’s relationship with the information security standard, in 

reducing the effectiveness of the information security policy, the inconsistencies that led to 

the policy not fully capturing the information security risk tolerance and also the gaps in both 

risk management and information security training and awareness, that have culminated in 

there being differing perceptions of risk. Which has further highlighted the importance of risk 

management training, in order to develop a common risk language that would enable the 

alignment of risk perceptions and, therefore, its information security risk tolerance. 
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This research has identified that, if an organisation intends to nurture a risk environment that 

is mature enough to support the determination of an information security risk tolerance, it will 

need to establish consistently applied risk management mechanisms.  The key mechanism is 

risk management training that establishes and adopts an organisation-wide language, enabling 

risk to be articulated and communicated throughout the organisation; this will facilitate the 

establishment of a common understanding of risk.  The use of the risk register was identified 

as being a key mechanism in managing risk, because of its role in capturing and reflecting the 

threat landscape, quantifying risk and applying appropriate mitigating strategies, and, when 

used in conjunction with an incident tracking system, it will enable the robustness of the risk 

register to be maintained.  A robust risk register will enable an organisation’s information 

security risk tolerance to be determined, with mitigating controls captured within the 

information security policy and communicated throughout the organisation.    

 

It was through the omission of risk management training at the case study organisation that 

its importance has been established, and that, in order to support an environment that has a 

shared understanding of risk, it needs to be able to foster alignment of its perception of risk.  

In doing so, it will aid the organisation in developing consistent risk communication 

mechanisms, which will support and nurture an information security culture that values its 

information security policy.  Having a solid Information Security Risk Governance framework 

that incorporates the information security standard and risk management practices, that will 

enable a risk maturity environment to be developed, is the paradigm shift that this research 

has prompted and it is in identifying these core elements that it has enabled the findings of 

this research to be presented in Conceptual Framework v4 (Figure 9.2). 

 

  

Figure 9-2 Conceptual Framework - Organisational Risk Appetite v4 
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 Conclusions 
 

10.1 Introduction 
This chapter reflects on the conclusions drawn from the research findings and discuss them in 

the context of the case study organisation.  It will highlight the contributions to theory that 

this research has achieved and discuss the conceptual framework which has enabled the 

importance of understanding the relationship of risk perception to be captured and the role 

that it plays in being able to express organisational risk appetite.  Following on from this are its 

contributions to practice; it will expound on how and to what extent the findings can be 

generalised and discuss the limitations of this research and propose areas for further research. 

 

10.2 The Case Study Organisation 
This research has identified that the case study organisation’s long-standing certification to ISO 

27001, and its need to retain its accreditation to the information security standard (ISO 

27001)(British Standards Institution 2017), have fostered a level of confidence within the 

organisation.  However this sense of security has not motivated the organisation to fully 

embrace risk management strategies that are required to support change and growth (The 

Institute of Risk Management, 2018; Marsh and University of Nottingham, 2009; Financial 

Stability Board, 2013). 

 

This sense of security has been established and developed over a number of years, and the 

organisation has been able to retain its accreditation with the standard, resulting in it 

‘knowing’ that its information security risk management processes meet the needs of the 

standards and, therefore, nothing needs to be changed.  This lack of need for change, or indeed 

the motivation to change, has resulted in a risk maturity that remains at being ‘risk aware’ and 

is not being developed further (the results of the application of the maturity model are shown 

here again in Figure 10.1).  The organisation’s risk maturity could be achieved by the adoption 

and implementation of risk management training to support the development of a consistent 

risk management framework. 
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Figure 10-1 Maturity Level by Organisational Risk Process 

 
The organisation’s lack of motivation to enhance its risk management processes would suggest 

that certification to ISO 27001, or at least the case study organisation’s engagement with the 

standard, does not actively encourage organisations to develop their risk maturity.  The case 

study organisation’s motivation for maintaining its accreditation to ISO 27001 has been clearly 

expressed: it enables them the opportunity to tender for work with the UK Government, and 

the Ministry of Defence in particular.  It is the organisation’s relationship with the information 

security standards that has prompted the suggestion that a paradigm shift is required from the 

organisation’s perspective to enable it to recognise that the adoption of ISO Standards alone 

are insufficient to establish a mature risk environment.  It indicates that a comprehensive risk 

management framework needs to be implemented, one that includes the key elements of a 

comprehensive and consistently applied risk register and issue tracking system, as identified 

by this research.      

 

This lack of development of risk management was observed in the key processes that the 

organisation has established, such as the risk registers which are managed both formally, using 

defined scoring, and informally using the locally, with a best guess or ‘crude’ approach being 

used, as noted by Respondent 6 when describing the approach adopted to one of the locally 

held risk registers.  The incident tracking system, which is the process used to capture all 

incidents and information security issues, suffers from a general lack of understanding of the 

mechanism or process to be used to ensure all issues are captured and analysed; furthermore, 

it was shown that the system does not support interrogation or detailed reporting of 

information security incidents.  In omitting to ensure that the risk management processes (that 

support both the risk register and the incident tracking system) are robust and consistently 

applied, the organisation has inadvertently highlighted the vital role that they play in defining 

an organisation’s information security risk tolerance. 
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This research has also highlighted the importance of risk management training.  Its absence at 

the case study organisation has enabled, by omission, to highlight the vital role that risk 

management training plays, as being an enabler to support a level of consistency in the way 

that risk is perceived and communicated.  Acknowledgment of the need to articulate risk, to 

ensure that it is consistently communicated throughout the organisation, would be an initial 

step towards developing an organisational perception of risk, and only by establishing this 

would it be possible to establish and communicate the organisation’s information security risk 

tolerance.  Furthermore, this research has highlighted that, due to the lack of a defined 

information security risk tolerance, the organisation has not been able to establish a risk 

environment that supports decision-making, which would provide the guidance required on 

the risks that employees of the organisation are able to take.  

 

The observed relationship that the organisation has with the ISO standards, specifically the 

information security standard, has led employees to understand that the ISO standard is of 

primary importance; this has left the information security policy as little more than a vehicle 

for compliance to ISO27001.  This view is initiated by the induction training, which focused on 

the ISO standard rather than the information security policy and a lack of specific information 

security and awareness training, which highlights the importance and relevance of the 

information security policy; this has resulted in the employees demonstrating a lack of 

engagement with the policy.  In order to resolve these noted vulnerabilities with the 

information security policy, and its application and dissemination, it is suggested that the role 

of the policy and how it is used within the organisation is reconsidered, and that it is reframed 

so that is reflects the organisation, in both language and character, rather than that of the ISO 

Standards.  Such a bespoke document might encourage greater consultation and engagement, 

which will ultimately support the organisation’s mitigation strategies and, therefore, its 

information security risk tolerance. This would enable the information security policy to reflect 

the organisation’s individual circumstances, with the aim to promote greater employee 

engagement with the policy and awareness of its information security risk tolerance.  

 

The organisation’s information security behaviour was highlighted as supporting a strong 

information security culture, despite a lack of formal ongoing information security training 

and, as such, is reliant on informal awareness messages.  Any assumption that this strong 

information security culture will continue, given that it is primarily derived from its leadership, 

must be carefully considered; ’secondary’ support from an ongoing formal strategy can only 
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enhance the organisation’s information security culture, and make it less susceptible to 

leadership changes 

 

10.3 Contributions to Knowledge 
 

This research has identified that there are gaps in existing research, notably the limited amount 

on the subject of risk appetite, outside of the domain of financial risk.  As a result, this research 

has been able to identify the relationship between risk perception and risk appetite; this stems 

from a lack of risk appetite theory or any theoretical understanding of risk appetite or of its 

relationship with other risk theories, which was first observed in Figure 2.2 (and which is shown 

here again for ease of reference in Figure 10.2).  The relationship between risk appetite and 

risk perception is highlighted by the importance of aligning differing perceptions of risk, in 

order to be able to support an organisation in defining and establishing its appetite for risk.  

And it is this relationship between risk perception and risk appetite that indicates the 

foundational relationship that is required in order to develop a theory of risk appetite.   

Furthermore, the relationship between risk perception and risk appetite is captured by the 

Conceptual Framework v3 in Figure 9.1, which demonstrates that the lack of alignment of 

organisational perception created a void, and the inability to develop a risk management 

system that was mature enough to support the defining of a risk appetite.  With the 

significance of the conceptual framework being further demonstrated in the way that it was 

used to support fieldwork, and the design of both the interview and survey instruments. 

 

With the relationship between risk appetite and risk perception, first observed in the 

theoretical framework, and then subsequently highlighted and developed by the conceptual 

framework, it supports the importance of the conceptual framework and its contribution to 

knowledge.   

 



 
193 

 

 

Figure 10-2 Theoretical Framework 

 
This research also noted that the relationship between risk management practices and 

governance frameworks suggested the need for a paradigm shift; if organisations are to    

develop a mature risk environment, one that is mature enough to support the articulation of 

its risk appetite, it will need more than just adherence to an ISO Standard.  This idea of a 

paradigm shift is also noted in Figure 10.2, which captures the lack of clear relationship 

between the adoption of a risk maturity model and governance frameworks.   

 

This observed absence of risk appetite theory supports the difficulties that have been noted 

with the organisation being able to determine and express its organisational risk appetite.  The 

lack of theoretical understanding of risk appetite, and its relationship with other risk theories 

such as risk communication and risk culture, and perhaps most keenly observed is its 

relationship with the theoretical understanding of risk perception, is also highlighted in Figure 

10.2, which captures the relationships between risk theories.  Being able to establish a risk 

appetite theory and establish its theoretical relationship with the other aspects of risk will 
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enable a greater understanding of the fundamental requirements that need to be 

acknowledged if organisational risk appetite is to be expressed.   

 

The theoretical contributions of this research are two-fold, in identifying the need for a 

paradigm shift, which acknowledges that ISO accreditation does not ensure a risk maturity that 

is able to support the articulation of risk appetite. and that further research is required to 

understand the relationship between risk perception and risk appetite in order to develop a 

risk appetite theory.   In doing so, it will enable the creation of a theoretical foundation that is 

able to nurture and support practice.  

 

10.4 Contributions to Practice 
 

This research has made an initial step into exploring the role that the information security 

policy plays in capturing an organisation’s risk tolerance; in doing so, it has identified that the 

risk register and the incident tracking system provide a foundation for being able to define an 

organisation’s information security risk tolerance.  However, to be able to take full advantage 

of this foundation, organisations will need to have a risk maturity level of at least ‘managed’, 

when applying the Institute of Internal Auditors, (n.d.-b) risk maturity model as used in this 

case, in order to be able establish and support such an information security risk tolerance 

threshold.   

 

It has also identified the value of organisations in being able to both establish and 

communicate their information security risk tolerance, and demonstrated its role in supporting 

the risk decision-making process, providing the parameters that are required to guide the 

organisation in determining is information security risk tolerance.  There is need for 

organisations to establish how they use the various risk management terms, so that they are 

able to consistently articulate their approach to risk management, such that it maximises 

clarity of risk communication and the alignment of the organisation’s perception of risk.  This 

will support organisations in being able to develop a mature risk environment that is able to 

support them in establishing both an overall organisational risk appetite and information 

security risk tolerance.  

 

The gap that has been identified in risk theory is reflected in practice where there is the need 

to establish an organisational risk appetite and in understanding how this might be achieved, 

which is addressed by this research.  To be able to achieve this, organisations will need to 

ensure that they have embraced risk management sufficiently such that it will enable them to 
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implement a governance framework, which will allow them to establish a mature risk 

environment, an environment that will support them in articulating its risk appetite.   

 

This research has identified the role that the risk register plays in being fundamental to 

establishing and providing a framework from which the threat landscape can be assessed, 

according to a defined scoring system.  Also, that the use of an assessment process will allow 

a monetary value to be attributed to the threat landscape, which, in doing so, will enable 

executive management to define the level of information security risk that it is able to tolerate, 

which aligns with and supports the organisation’s risk appetite, in order to define the most 

appropriate risk mitigation strategy for each identified threat.  This will enable the information 

security policy to capture and reflect the controls as defined by the risk mitigation strategy.  

 

Additionally, the implementation of an issue tracking system would further support the risk 

management framework and the role that it plays in capturing all incidents and issues as 

identified by the organisation and its employees.  The issue tracking system would provide 

feedback on both the organisation’s threat landscape and mitigation strategies, and alert 

executive management if adjustments to the risk register and its information security risk 

tolerance are required.  

 

The contributions to practice that this research has made are again two-fold, and propose that 

organisations will need to recognise the limitations of the ISO standards and to ensure that 

they embrace a risk governance framework that supports the development of a mature risk 

environment, which will enable it to determine its risk appetite.  And that a mature 

environment will support the implementation of consistently implemented risk register and 

issue tracking systems, which will facilitate the assessment of the threat landscape, and enable 

the risk mitigation strategies to be determined that reflect the organisation’s risk appetite.   In 

doing so, organisations will be assured that their risk management governance structure 

supports them in achieving their strategic objectives.  

 

10.5 Limitations of this Research  
 

This research is formed of an initial exploratory case study, from which potentially valuable 

insights have been obtained by focusing on one organisation. The opportunity is thus afforded 

to consider the aspects that may have limited this research.  
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The survey conducted in Chapter 6 resulted in a relatively small number of responses.  A larger 

respondent sample would have provided greater reliability and validity to the survey element 

of the case study.  Use of advance notice and timely follow-ups (either verbally or by email) 

stressing the value to both the researcher and the organisation of the survey’s completion are 

noted as being ways to increase survey response rates (Levine, Kaplowitz, and Hadlock, 2004). 

 

The interviews, both initial and follow up, as detailed in Chapter 6, did not include senior 

management from the factory facility due to a change in management and, due to the demise 

of the operations director, it was not deemed appropriate by the organisation to visit this 

location and conduct interviews.   The inclusion of senior managers at the factory, which is 

located some distance from the head office, may have provided a different perspective on 

managing risk and specifically on information security.   

 

10.6 Generalisability of the Findings 
 

An important contribution of this research is the development a conceptual framework, which 

has been evaluated using data collection instruments, and it is this framework and instruments 

that underpins the generalisability of this research.  That they can be adopted to gain an 

understanding of an organisation’s relationship with its risk environment, how risk is perceived 

and communicated, but importantly in understanding an organisations risk maturity.   

 

This research has focused on one case study organisation, an SME within the manufacturing 

sector and the findings that have been identified relate not only to the research context, but 

to all organisations that have implemented standards and frameworks from which to manage 

risk. It has highlighted the need for organisations to reflect on their own Information Security 

and ISO accreditations, and to consider their own level of risk maturity.  Indeed, organisations 

need to consider their own motivations for not just securing the information of which they are 

the custodians, but managing the risk of information security.  The information security 

standards have an important role to play in providing the framework within which information 

security can be managed, but, as has been identified from this research, achieving 

accreditation to an information security standard (in this case ISO 27001) does not necessarily 

foster risk maturity.  Concluding that accreditation to the information security standards is (in 

itself) insufficient, is central to this research, and this potentially signifies something of a 

paradigm shift, because, until now, accreditation of such standards has been widely (though 

not universally) held to be equivalent to excellence in information security.  The conceptual 

framework and instruments have highlighted that, if organisations are to develop a level of risk 
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maturity that supports not just the establishment of an information security risk tolerance, but 

one that enables communication and management throughout the organisation, they will 

need to adopt a risk framework that supports them in their development, in order to mitigate 

the constraining effects of ISO 27001 accreditation.  

 

It is due to the case study organisation’s omission of any risk management training that this 

research has also clearly been able to demonstrate its value, as a mechanism not only to 

communicate and align an organisation’s risk position, but to establish an environment that 

has a common understanding of risk.  The case study has also demonstrated the importance 

of creating a solid risk foundation with the implementation of a risk register that is able to 

capture the threat landscape, and that is consistently applied to all risks across the 

organisation.  The risk foundation should also be supported by the use of an incident tracking 

system (which the case study organisation had, although with inconsistent usage and limited 

reporting) that is able to capture and report on all identified information security issues and 

incidents for the organisation.  Not only could the tracking system provide feedback on 

mitigation strategies that have been implemented, it will also provide information on the 

changing threat landscape and enable these updates to be reflected in the constantly evolving 

risk register. 

 

Furthermore, the establishment and promotion of a common risk understanding could enable 

an organisation to implement a consistently managed risk register and associated processes.  

In doing so, it should be able to determine, using the scoring system, a monetary value for all 

of the risks to which the organisation is exposed.  This should enable a value for the overall risk 

landscape to be determined, which could enable the organisation’s leadership to define what 

is an acceptable information security risk tolerance.  They should then be able to determine 

the most appropriate mitigation strategy for each risk, which will result in what is acceptable 

to the organisation and to support it in achieving its strategic objectives.  

 

This research, although focusing on information security risk, could just as effectively be 

applied to other aspects of risk management, such as health and safety, environmental or 

project risk in order to establish risk tolerance levels utilising the same processes.  It is 

important in nurturing a risk management framework that supports the development of a 

mature environment, that will enable organisations to determine its risk appetite, so that it 

can be communicated as risk tolerance levels within all of the organisation’s risk domains.   

Thus, demonstrating generalisability of this research’s findings, not just in applying to other 

organisations, but their application to all risk domains.  
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10.7 Future Research 
 

Conducting this research and its findings has raised further questions and highlighted areas 

that could be addressed by additional research.  As this research was constructed to be an 

initial exploratory piece of research, it has highlighted that areas for further research could 

extend to a wider sample of organisations, in order to research the Information Security 

Standard, ISO 27001 and the ways it relates to organisational risk maturity, in order to test the 

theory that a paradigm shift is required to support organisations in defining an information 

security risk tolerance.  Another aspect of risk maturity would be to further understand what 

the barriers are for an organisation achieving a mature risk environment and to conduct 

research to identify the motivators that are required for an organisation to develop its risk 

maturity.  

 

Understanding the relationship between organisational risk appetite and information security 

risk tolerance is another area of research that has been identified, and the need to understand 

the relationship between the organisation’s risk appetite and the risk tolerances of the 

underlying domains.  A greater understanding of this relationship would enable a framework 

to be proposed, one that would ensure that the overall risk appetite is able to support the 

organisation’s strategic objectives.   

 

An important element of establishing a risk appetite is in being able to support informed 

decision-making and this suggests another area of research that would further a greater 

understanding of risk appetite.   Having a greater understanding the relationship between risk 

appetite and decision-making would further promote the organisational relevance of risk 

appetite and support the need for effective communication to support decision-making.  For 

an organisation to be able to make informed decisions, that are within the parameters of its 

risk appetite, it will need to be able to communicate what its risk appetite is and, in doing so, 

this would empower management to make decisions that support the strategic objectives.  

 

Finally, in order to further the key contribution to knowledge that this research makes, 

research should be undertaken to explore the relationship between risk perception and risk 

appetite in order to develop risk appetite theory.  Developing a risk appetite theory would 

underpin the importance of determining risk appetite and support organisations in 

establishing their own risk appetite.  
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Appendix A: Ethics Documentation 

 

Application for Ethics Review – Staff and Postgraduate Students 

1. Study Title and Key Dates 

1.1 Title 

Exploring the role of the information security policy 

1.2 Key Dates 

Date of original submission: 9 June 2018 

Version Number: 1.4   

Ethics Committee Reference Number: BAL/2018/E508/BUTTRISS 

Intended Start Date of Data Collection: 30 July 2018  

Expected Finish Date of Data Collection:  31 March 2019 

 

Applicant Details 

2.1 Principal Investigator  

Name: Kathryn Buttriss                     Title /Role /Course of study:

 PhD      

Department:   SEI                                              Faculty:  Faculty of Business and Law 

Telephone: 07801 441998                     Email: Kathryn.buttriss@myport.ac.uk 

Has the principal investigator attended the graduate school (for students) or 

researcher development programme (for staff) research ethics training 

session? 

Yes 

2.2 Supervisor (if Principal Investigator is a student)  

Name:  Dr Sara Hadleigh-Dunn                      Title /Role: Curriculum Director  

Department:     SEI                                            Faculty:  Portsmouth Business School 

Telephone:   02392844822                              Email:  sara.hadleigh-dunn@port.ac.uk 

Names and email of any other supervisors: 

Andreas Hoecht   (andr.hoecht@port.ac.uk) 

 

Has the supervisor attended the researcher development programme 

research ethics training session? 

Yes 

2.3 Others involved in the work/research including students and/or external 

collaborators (name, organisation/course, role in the project) 

None 

 

Details of Peer Review 

Faculty peer review process – reviewed by Sara Hadleigh-Dunn 

 

Funding Details 

None 



 
212 

 

 

Sites/Locations 

At host organisation locations, these will be office buildings that are located in busy 

areas and would not be considered in any way hazardous sites or locations 

 

Insurance/indemnity Arrangements 

Falls within normal research and educational activities, no additional or special 

insurance required. 

 

Aims and Objectives/Hypothesis 

 

7.1 Aims 

 

The research aims to explore the role of the Information Security Policy, in order to 

understand any formal or informal mechanisms that the organisation might have, to 

both capture and express its risk tolerance and the benefits that they might have.   

7.2 Primary Objective 

 

To gain an understanding of the role that the information security policy plays in 

capturing and communicating the information security risk tolerance.   

7.3 Secondary Objective(s) 

 

The research will enable the development of a methodology or framework, which will 

aid organisations in reflecting the overall risk appetite into an information security 

tolerance, which can then be used when developing the information security policy.  

 

 

Study Summary  

8.1 Justification/Summary of Study (no more than one side) 

In today’s increasingly inter-connected world, defining and understanding the 

importance of the information that businesses use and are responsible for, has not only 

become even more relevant and also more complicated.  As the way that businesses 

communicate and conduct business has evolved, so too have the risks that threaten the 

very existence of the organisation (Perrow, 1999).  

The need therefore to create a framework within which the risks associated with 

information can be assessed, controls developed and implemented, a number of 

information security standards have been developed, with one of the key standards 

being ISO 27002 (ISO, 2013).  This standard mandates the creation of an information 

security policy whose role it is, is to capture management’s strategic objectives in 

relation to information security and then enable the information security requirements 

to be communicated throughout the organisation (ISO, 2013). Whitman and Mattord 

(2016) support this and highlight the importance of well-constructed policy 

documents in ensuring every aspect of information security are controlled, but fall 

short in describing the role that it should play in communicating these requirements.  

For an organisation to be able to create an information security policy that supports 

the organisation and its strategic objectives, it will need to determine the amount of 

risk that it is able to support.  Establishing the organisations risk appetite is a 

requirement that is supported and advocated by both the Committee of sponsoring 

organizations of the Treadway commission, (COSO) and the Institute of Risk 

Management (IRM), and both of these organisations outline methods (COSO, 2012) 
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(The IRM, 2011) for achieving this, it should be noted that they only provide very 

high level guidance for achieving this.    

Capturing the organisations information security risk tolerance falls to the information 

security policy to express and communicate throughout the organisation to ensure that 

not only the strategic objectives are met but that the organisations overall risk appetite 

is not exceeded.  A relatively small number of researchers explicitly outline this 

information security policy role (Da Viega 2016), (Thomson & von Solms, 2005), 

(Flowerday & Tuyikeze, 2016), but fall short in providing any insight as to how this 

might be achieved. 

When observing employee’s interaction with the information security policy care has 

to be take in the language used in the communication of the policy, so as not to 

alienate the employees from the objectives of the policy.  Da Viega observes that an 

information security policy should only be considered effective if it is shown that 

employees are not only aware of the policy, but that they understand what it means to 

them and therefore the way in which it influences their behaviour towards information 

assets (da Viega, 2016).  It is should also be noted that senior management are also 

reluctant to engage with Information security as the language used is often technical 

and that this must also be overcome if all employees are to overcome this perception 

and engage fully with the information security policy and indeed the information 

security program.   Research by Renaud and Goucher supports this and propose that 

this needs to be overcome using language that is both readable and easily understood, 

to enable all employees to be fully engaged with the requirements of the information 

security policy. (Renaud & Goucher, 2012)   

 

Research into the information security policy and the pivotal role that is has to play in 

capturing the organisations risk strategy and its tolerance of risk, but also in then in 

reflecting and communicating the requirements of the policy, in controls that are 

readily understandable and therefore engages with employees to nurture behaviours 

that ultimately will support the organizational strategy. Research to date has proposed 

what needs to be done and this research aims to fill the identified gaps and will start to 

understanding how the information security policy is being used to achieve these 

objectives.    

 

 

8.2 Anticipated Ethical Issues 

The research being undertaken will be carried out at the host organisations and there 

are none foreseen given the locations. All respondents will be fully informed of the 

nature of either the interview or the survey, prior to it being conducted, consent will 

be sought and freely given (informed consent).   

Due to the nature of the questions there are no ethical issues anticipated with the 

either the interviews or the survey. Sample questions and topic list for both the 

interview and survey are attached.  

Additionally, the transcripts of all interviews will be obfuscated and the responses to 

the survey will be made anonymously.   

8.3 Anticipated other Risks or Concerns 

Risks to participants: None 

Risks to researchers/ university staff/students: Risk of lone working at host 

organisation location, risk of travelling to the agreed location, this will be mitigated 

by ensuring that the meetings occur during normal working hours and that my 

supervisor will be made aware of dates, times and location of all meetings in advance 

and I will contact my supervisor on conclusion of the meeting.    
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Reputational risks: None 

Security risks: None 

Other: None 

8.4 Medical Cover (if applicable) 

N/A 

 

 

 

Description of Method/ Protocol 

The research will be based on the analysis of case studies as outlined by Eisenhardt 

(1989), which will comprise a number of data elements; 

Online resources – website (internal and external)  

Published materials – Information Security Policy, Annual Report, Risk Appetite 

Statement, any other document that captures and expresses the organisations risk 

appetite.  Information security training and awareness materials, training courses, 

presentations etc.  

Additionally, data will be collected directly from participants from the host 

organisation, which will involve both individual interviews and surveys.  The 

participant information sheet gives the participants the opportunity to withdraw from 

the study as any time before the data is analysed in March 2019 and provides 

participants with appropriate assurances about their anonymity being respected.  

 

Individual semi-structured interviews - of about 45 minutes in duration to be carried 

out with participants made up of information senior managers, risk managers & 

information security managers, the interview will be semi-structured and use an 

inductive interpretative approach to the data.   All participants will have provided 

informed consent and the interview will be used to gather information on the informal 

or formal process to derive the organisations risk appetite, how this information is 

used to determine the information security risk tolerance and formulate the 

information security policy.  Additionally, any information on how the information 

security policy is communicated to employees, such as training and awareness 

materials or presentations.  The interviews will be audio recorded and transcribed, to 

ensure completeness and accuracy of data to be used in analysis.  

An outline of the topic areas to be covered is attached. 

 

Survey – with participants from the host organisation.  A questionnaire will be 

circulated throughout the host organisation, with a manager from the host 

organisation acting as gatekeeper, to confirm that it is a bona fide request. The email 

will provide full details of the research being undertaken and as such any respondents 

will be considered to have provided informed consent. The survey will be 

administered via Google Surveys; an online link to the survey will be included in the 

Survey Invitation email, with all responses being made and collected online via the 

platform. 

A draft of the survey is attached.  

 

Observation, due to the nature of the documentation to be reviewed, which is in the 

main classified as confidential, the case study organisation xxxxx have invited the 

researcher to attend their offices to review and make notes on this classified 

documentation.  It is therefore intended that whilst at their location to make 

observational notes on three aspects of the organisation, its building and facilities, 
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events and training courses.  Permission will be sought and obtained from the Chief 

Executive Officer, to enable observations to be made, should the note taking result in 

queries by the organisation’s employees being raised. 

 

As the researcher will be there in a formally invited capacity, the observations that are 

made will as a balanced participant (Savin-Baden & Howell Major, 2013), as the 

researcher will attend the offices one day a week and occupy a desk within the office 

area, she will become a familiar face within the environment, but remain at a 

professional distance from the organisation’s employees.    

The use of case studies to conduct this research, will enable various documents from 

the host organisation to be utilised which will be supplemented by interview and 

survey data to provide a rounded understanding of the organisation, also it will 

provide an opportunity to analyse what they state that they do as documented in the 

various publications to what they say that they do as recorded in the interviews.  This 

will be supplemented by organisational observations, which enable information to be 

gathered that further supports the underlying organisational culture.  This concept 

supports data triangulation within the single research strategy as highlighted by 

Bryman (2016), but also allows for the data to be analysed as various levels, to enable 

the organisation’s implementation of the information security policy to be fully 

explored.  

The case studies will be formed of organisations from a population of small and 

medium sized enterprises, Eisenhardt(1989) discusses the importance of case 

selection and the aim will be enable the case studies to be built around organisations 

with the same or similar core elements, which in turn will allow the analysis to 

explore the organisation and to form hypothesis.  These host organisations will form 

the population for the survey’s, which will be completed on a volunteer basis.  

 

Compliance With Codes, Guidance, Policies and Procedures 

The researcher has carefully read the University’s publication on Research Integrity, 

Ethics Policy, also the RCUK policy and Guidelines on governance of Good Research 

Conduct and feel that precautions taken to produce ethical research are encouraged by 

the guidance on this form, have been adopted.  Additionally in respect to the 

organisational observations being made the ESRC Ethics Guidebook’s section on 

observations, has also been adopted.  The researcher has also attended various 

workshops at the UoP graduate school on research and ethics.  The researcher is 

aware that misrepresenting data is unacceptable. 

 

 

Recruitment of Participants 

11.1 Who are the Research/ Participant Population? 

The participant population will be made up from Information Security Professionals 

(CISO’s), risk managers, senior managers and employees of the host organisations. 

Those that respond to the invitation to take part will be fully informed of the nature 

and requirements of the research.    

11.2 Inclusion/Exclusion Criteria 

As outlined in section 9, the case studies will be built around small and medium sized 

enterprises, the rational is this will be a comprise a larger initial population.  

Recruitment of the participant organisations which the case studies will be compiled 

around, will be made by personal invitation, following requests for assistance which 

will made via LinkedIn groups and professional associations such as The IRM, ISF, 

ISACA and ISC2. 
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As the focus of the research is on the information security policy, this will naturally 

exclude those organisations that have not implemented an IS Program.  

 

11.3 Number of participants (include rationale for sample size) 

As outlined in Section 9, a maximum of four organisations will be recruited to build 

case studies around, in order to analyse the resultant data and form hypotheses.  

Within the host organisation interviews will be conducted of senior managers, risk 

managers and information security managers, number of semi-structured interviews 

will be dependent on the size of the organisation and its structure.  At a minimum it 

will be the Managing Director and the manager who has day-to-day responsibility for 

information security. This will enable me to understand the relationship between these 

roles and how the policy is developed and implemented throughout the organisation.   

The survey of the host organisation employees will be formed of participants that 

respond to requests made for the survey to be completed and therefore the sample will 

be formed by self-selection, Saunders, Lewis & Thornhill (2012).     

 

 

 

11.4 Recruitment Strategy (including details of any anticipated use of a gatekeeper in 

host organizations to arrange/distribute participant invitations) 

There will be two phases to the recruitment process, firstly to recruit organisations to 

create the case studies around, by directly contacting senior managers, via LinkedIn 

professional interest groups or via professional organisations such as The Institute of 

Risk Management or ISACA.  As described in 11.1. 

Initial approaches via LinkedIn etc. will be made easier due to my previous 

professional position, which was for a major financial institution, where I was a 

Senior Vice President, within the Global Information Security Team for over 20 

years.  Any bias that this might create will be mitigated by the fact that there has been 

a four-year period where I have not been active in the profession, due to an extended 

leave of absence. 

From the host organisations, a manager will act as gatekeeper to circulate the survey 

throughout the organisation to enlist the help of participants to complete the survey, 

as described in 9.  I am aware that the use of gatekeepers can increase the survey 

respondent’s bias towards completing the survey, but this will be mitigated by the 

survey being confidential.  The role of the gatekeeper will only to send out the survey 

initially and therefore confirm to the respondent’s that the survey has been sanctioned 

by the host organisation.  

11.5 Payments, rewards, reimbursements or compensation to participants 

No payments, rewards, reimbursements or compensation will be made to the 

participants, save the sharing of the results of the final dissertation, should it be 

requested by the host organisations.    

11.6 What is the process for gaining consent from participants? 

The participants will be advised in writing of the nature and full details of the research 

and details provided of their contribution to the project.    The attached forms of 

consent will be used, one for the interviews and one for the survey. 
With regard to the interviews, prior to the interviews taking place written consent, to 

use the material, as described in the information email will be reconfirmed. Consent 

will be evidenced by participant signature on the information email and be obtained in 

person prior to the interview-taking place.  The consent includes permission for the 

interview to be recorded.  The participants will have a minimum of 24 hours to review 
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11.10 Outline details of re-consent or debrief (if applicable)? 

N/A 

 

Data Management 

 

12.1 Description of data analysis 

All elements of the data collected, interview transcripts, survey results and 

documentation will be analysed, using NVIVO11.  The analysis will start with an initial 

review of the different data elements in order to become very familiar with it and to be 

able to determine the initial coding elements. This will allow the initial phase of open 

coding, followed by subsequent iterations of thematic coding, to enable patterns and 

relationships to be explored.  

 

12.2 Where and how will data be stored? 

 

The digital recordings, the digital transcription and the final data files will be stored 

securely electronically on the university N drive (password protected) in anonymous 

format for at least 10 years post-publication.  No physical papers will be kept.  

 

12.3 Destruction, Retention and Reuse of Data 

and reflect on the nature of the research, in particular the interview, prior to the 

interview being scheduled.   The participants will have opportunity prior to the 

interview-taking place to ask further questions, either by telephone, email or in person.  

The information email will advise that on completion of the research, the full 

dissertation will be available and requests for this information should be made directly 

to the researcher, who will ensure that the reports are disseminated.  

11.7 Has or will consent be gained from other organisations involved (if applicable)? 

All organisations agreeing to participate in the case studies were internal (non public) 

data will be provided for analysis, will need to provide confirmation that the 

organisation has complied with its internal process and that any consents are provided, 

if required.  With regard to any observations being made, permission will be sought 

and obtained from the Chief Executive Officer, of the organisation to enable them to be 

recorded. 

11.8 Arrangements for translation of any documentation into another language (if 

applicable)? 

N/A  

11.9 Outline how participants can withdraw (if applicable), and how data collected up 

to this point will be handled.  Also stop criteria for specific tests (if applicable)? 

It is made clear on the participant information sheet that the participants can withdraw 

from the study at any time during the interview or after the interview up until the date 

when the data will be analysed for publication, without prejudice.   Details of how 

participant can withdraw from the research is outlined in the information sheet, along 

with the researchers contact details.  
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In accordance with University of Portsmouth Data Retention policy for research data, 

all data including consent forms will be retained for a period of 10 years.  Paper records 

may be scanned and originals confidentially destroyed, using the UoP process for 

secure destruction.  

 

University of Portsmouth Library - Research data: Life cycle and archiving: 

 

www.port.ac.uk/library/help/research/researchdata/ 

 

 

 

 

12.4 Personal Data – How will confidentiality be ensured (for instance will 

anonymisation be used)? 

 

 

All responses will be anonymised, with respect to data relating to the interviews, all 

participant’s names and company details will be removed and replaced with a unique 

numerical identifier.   

 

A table will be created and stored separately, with the details of unique identifier, name 

and company details, which will enable identification should it be required.  The look 

up table, which will be held under password control on the university’s N Drive, will be 

accessible by the researcher and her supervisor only. 

 

 

12.5 How will organisational data (publically unavailable data) be handled (if 

applicable)? 

All data will be handled in the same way, whether it relates to an organisation or to an 

individual and treated as confidential.  

Any softcopy materials will be stored securely on the university N drive (password 

protected) and all hardcopy materials will be held securely in a locked filing cabinet.    

At the conclusion of the research all organisational data will be confidentially destroyed 

employing the UoP process for secure destruction. 

12.6 How will security sensitive data be handled (if applicable)? 

The research will not entail security sensitive data.  

 

 

Publication / Impact / Dissemination Plans 

The research will be published within the thesis. In addition, it is intended that journal 

articles will be written during the course of the doctoral research 

The research will also be used as the basis for conference presentations.  
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Appendices  

 

Put N/A in version Number column if necessary 

Document  Date Version No. 

Application Form 3 July 2018 V1.4 

Invitation Letter 3 July 2018 V1.4 

Participant Information Sheet(s) (list if 

necessary) 

3 July 2018 V1.4 

Consent Form(s) (list if necessary) 3 July 2018 V1.4 

Advertisement   

Peer / Independent Review   

Supervisor Email Confirming Application   

Evidence From External Organisation Showing 

Support 

  

Terms of Reference for Steering / Advisory 

Group 

  

Survey Instrument    

Interview Questions / Topic List 3 July 2018 V1.4 

Focus Group Questions / Topic List   

Focus Group Ground Rules   

Script for Oral Consent   

Questionnaire / Topic List 3 July 2018 V1.4 

Observational Data Collection Form   

Risk Assessment Form(s)   

Other – please describe    
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12. Declaration by Principal Investigator and Supervisor (if applicable) 

1. The information in this form is accurate to the best of my/our knowledge and belief and 

I/we take full responsibility for it. 

2. I/we undertake to conduct the research/ work in compliance with the University of 

Portsmouth Ethics Policy, UUK Concordat to Support Research Integrity, the UKRIO Code of 

Practice and any other guidance I/we have referred to in this application. 

3. If the research/ work is given a favourable opinion I/we undertake to adhere to the study 

protocol, the terms of the full application as approved and any conditions set out by the 

Ethics Committee in giving its favourable opinion. 

4. I/we undertake to notify the Ethics Committee of substantial amendments to the protocol 

or the terms of the approved application, and to seek a favourable opinion before 

implementing the amendment. 

5. I/we undertake to submit annual progress reports (if the study is of more than a year’s 

duration) setting out the progress of the research/ work, as required by the Ethics 

Committee. 

6. I/we undertake to inform the Ethics Committee when the study is complete and provide a 

declaration accordingly. 

7. I/we am/are aware of my/our responsibility to be up to date and comply with the 

requirements of the law and relevant guidelines relating to security and confidentiality of 

personal data, including the need to register, when necessary, with the appropriate Data 

Protection Officer. I/we understand that I/we am/are not permitted to disclose identifiable 

data to third parties unless the disclosure has the consent of the data subject. 

8. I/we undertake to comply with the University of Portsmouth Data Management Policy.  

9. I /we understand that records/data may be subject to inspection by internal and external 

bodies for audit purposes if required. 

10. I/we understand that any personal data in this application will be held by the Ethics 

Committee, its Administrator and its operational managers and that this will be managed 

according to the principles established in the Data Protection Act 1998. 

11. I understand that the information contained in this application, any supporting 

documentation and all correspondence with the Ethics Committee and its Administrator 

relating to the application: 

• Will be held by the Ethics Committee until at least 30 years after the end of the 

study 

• Will be subject to the provisions of the Freedom of Information Acts and may be 

disclosed in response to requests made under the Acts except where statutory 

exemptions apply. 

• May be sent by email or other electronic distribution to Ethics Committee members. 

 

11. I/we understand that the favourable opinion of an ethics committee does not grant 

permission or approval to undertake the research/ work.  Management permission or 

approval must be obtained from any host organisation, including the University of 

Portsmouth or supervisor, prior to the start of the study. 
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Principal Investigator…………………………………………………    Date   16 July 2018 

 

Supervisor (if applicable    Date  16 July 2018 
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Invitation Letter     

   

        

 

 

Dear Potential Participant 

I am currently engaged in PhD research study which is looking at how we can 

increase our understanding of the role that the information security policy plays as 

a vehicle to capture, express and communicate risk tolerance throughout the 

organisation. Prior to embarking on this course of study, I was a Senior Vice 

President for a major financial institution where I worked for over 20 years within 

their Global Information Security Program, as an Initiative Lead on various global 

projects. 

The study will involve the compilation and analysis of a case study that has three 

key elements, interviews with senior managers, various information security 

documentation and employee survey results.   

As a senior manager you are in an ideal position to be able to assist with this 

research, which will initially involve a 45-minute interview, where you will be able 

to share your thoughts, on the role of the information security policy.  All 

information will be anonymised and treated as confidential.   Enclosed is an 

information sheet and consent form which provide more detailed information on 

the research study.  

If you are able to participate or would like to find out more about this study, please 

contact me on kathryn.buttriss@myport.ac.uk.  I would like to stress that your 

participation is voluntary and that withdrawal from the research is easily facilitated, 

up to the point where the data is analysed.    

Thank you for your time in reading this letter.  

Kind regards 

 

 

Kate Buttriss 

 

  

mailto:kathryn.buttriss@myport.ac.uk
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Participant Information Sheet 

 

Study Title: Exploring the role of the Information Security Policy  

REC Ref No:  .................................................................... 

 

I would like to invite you to take part in our research study. Before you decide I would like you 

to understand why the research is being done and what it would involve for you. Talk to 

others about the study if you wish. Ask me if there is anything that is not clear  

What is the purpose of the study?  

This research study has three key elements  

• To find out what processes, formal or informal, are used to determine an 

organisations information security risk tolerance. 

• To establish how the organisations risk tolerance is reflected in its information 

security policy. 

• What are the key factors that enable the information security policy and therefore 

the risk tolerance being effectively communicated, throughout the organisation? 

 

Why have I been invited?  

As a senior manager, with your experience and expertise you have been identified as being 
able to assist with this research into the role of the information security policy and how the 
organisations risk appetite is expressed within it. The study will involve interviewing between 

5 and 10 information security, risk and senior managers.  
 
 

Do I have to take part?  
Participation with the research is entirely voluntary and it is up to you to decide to join the 

study, the study will be described in this information sheet and if you agree to take part, I will 

then ask you to sign a consent form. 

 
What will happen to me if I take part?  

If you agree to participate in this study, you will be required to make yourself available to be 
interviewed, with the interview taking approximately 45 minutes. Your interview will be 
audio recorded and the information used as part of the wider organisational case study 

research, which will also include the gathering of a number of information security 
documents. The case study will also include a survey which I would like to circulate with your 

assistance to employees of your organisation. The research study will ensure that all 
information provided is treated as confidential and use of any quotes will be anonymised.   
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What will I have to do?  
 

To participate in a confidential 45-minute interview, which will be retained anonymously, to 
assist with the circulation of the email requesting participation in a survey and to help with 
the sourcing of relevant information security documentation. 

 
 

What are the possible disadvantages and risks of taking part?  
 
None, save giving up 45 minutes of your time to be interviewed and assistance with the case 

study. 
 

 
What are the possible benefits of taking part?  
 

As a result of participating in the exercise it may result in a better understanding of the 
process to establish an information security risk tolerance and in its communication.  
 

 
Will my taking part in the study be kept confidential?  

 
Participation in this study will respect and ensure both the employees and organisational 
confidentiality 

 
If you join the study, it is possible that some of the data collected will be looked at by 

authorised persons from the University of Portsmouth.  Data may also be looked at by 
authorised people to check that the study is being carried out correctly. All will have a duty of 
confidentiality to you as a research participant  

 
All electronic data collected as part of the study, interview notes, recordings and surveys will 
be stored securely, under password control.  All hard copy documents will be retained in a 

locked cabinet within the University of Portsmouth Faculty of Business and Law Upon 
conclusion of the research study all hard copy documents will be confidentially destroyed.  

All electronic data will be retained for a period of 10 years and managed in accordance with 
the University of Portsmouth’s Schedule for Research Data.  
 

Access to view identifiable data will be limited to authorised persons; the researcher and 
supervisor, also R&D audit (for monitoring of the quality of the research) 
 

Participants have the right to check the accuracy of data held about them and correct any 
errors. 
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What will happen if I don’t want to carry on with the study?  
 

Should you wish to withdraw your personal contribution from the study, this may be done at 
any time, by contacting Kate Buttriss on Kathryn.buttriss@myport.ac.uk, up to the point 
when the data has been analysed.   The researcher will retain the original consent forms 

securely for 30 years from the completion of the study.  The research data will be retained 
for 10 years in accordance with the University of Portsmouth Schedule for Research Data.  
 

 
What if there is a problem? 
If you have a concern about any aspect of this study, you should ask to speak to the 

researcher or their supervisor, who will do their best to answer your questions, in the first 
instant contact them via email on Kathryn.buttriss@myport.ac.uk or Sara.hadleigh-
dunn@port.ac.uk.  If you remain unhappy and wish to complain formally, you can do so to 

the Information Disclosure and Complaints Manager is Samantha.hill@port.ac.uk  

 
What will happen to the results of the research study? 
The results of the study will form part of the Researcher’s doctoral thesis and may be used in 
an academic journal paper, in anonymised format, if agreed. 

 
 

Who is organising and funding the research?  
This project is being undertaken by Kathryn Buttriss who is a PhD research student, who is in 
receipt of a bursary from the University of Portsmouth.  

 
 
Who has reviewed the study? 

Research in the University of Portsmouth is looked at by independent group of people, called 

a Research Ethics Committee, to protect your interests. This study has been reviewed and 

given a favourable opinion by the Faculty of Business and Law Research Ethics Committee. 

 
 
Further information and contact details  
For further information about this research project, please contact Kate Buttriss on 07801 

441998 or on Kathryn.buttriss@myport.ac.uk 

 

Concluding statement 

 
Thank you for taking the time to read this information sheet, should you decide to participate 

you will be given a copy of the information sheet to keep and your consent will be sought.  

 

  

mailto:Kathryn.buttriss@myport.ac.uk
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Study Title:  Exploring the role of the Information Security Policy   

 

REC Ref No:  BAL/2018/E508/BUTTRISS 

Name of Researcher: Kathryn Buttriss        Please 

initial box  

 

1. I confirm that I have read and understand the information sheet dated  

20 July 2018 (version 1.4) for the above study. I have had the opportunity 
to consider the information, ask questions and have had these answered 
satisfactorily.  

 
2. I understand that my participation is voluntary and that I am free to 

withdraw at any time without giving any reason, up to the point when the data 
is analysed. 
 

3. I understand that data collected during the study, may be looked at by  

individuals from University of Portsmouth or from regulatory authorities.  
I give permission for these individuals to have access to my data 

 
 
4. I agree to my interview being audio recorded.  

 
 

5. I agree to being quoted verbatim, any quotes will be anonymised 

 

 
6.  I agree to take part in the above study.  
 

 

 

 

Name of Participant:   Date:    Signature: 

 

 

 

Name of Person taking consent:  Date:   Signature: 

 

When completed: 1 for participant; 1 for researcher ‘s file;  
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Study Title: Exploring the role of the information security policy 

Name of researcher and supervisor (if applicable): Kathryn Buttriss, & Sara Hadleigh-Dunn 

(Supervisor) 

Contact details: kathryn.buttriss@myport.ac.uk 

Invitation 

Thank you for reading this. I would like to invite you to take part in my research study by 

completing this questionnaire, which will take approximately 10-15minutes to complete and 

it is entirely up to you whether you participate but your responses would be valued.  You 

have been identified as a potential respondent by Enter name & job title of Host Organisation 

Gatekeeper.   

My study is aimed at understanding how the information security policy is used to 

communicate the organisations information security requirements, the survey will be used to 

understand how effective the IS Policy and associated training & awareness is in achieving 

this. I need neither your name nor any identifying details; the questionnaire is to be 

completed anonymously and all reasonable steps will be taken to ensure confidentiality.  

Responses from completed questionnaires will be collated for analysis; once this is complete 

the original questionnaires will be stored in accordance with the University of Portsmouth 

Data Retention policy.  The results of the study will form part of the Researcher’s doctoral 

thesis and may be used in an academic journal paper. 

The questionnaire can be found at the link below, which will take you to an online survey 
tool, please follow the online instructions.  

 
 
 
 

 
 

Thank you for completing the questionnaire.  Completing and submitting the survey online 
will be taken as the respondent’s informed consent to participate in the survey.  If you have 
any concerns regarding this research please contact me or my supervisor Sara Hadleigh-Dunn 

at sara.hadleigh-dunn@port.ac.uk in the first instance.  If you are not entirely happy with a 
response please contact the Information Disclosure and Complaints Manager is 
Samantha.hill@port.ac.uk  

 
 

  

Survey Questionnaire 

Hyperlink to online Survey 
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Exploring the role of the Information Security Policy 

Semi-Structured Interview – Topic List with sample questions 

 

Organisational Risk Appetite  

Is risk appetite formally or informally considered within your organisation?  

How is the organisation’s risk appetite arrived at? 

Does your organisation have a risk appetite statement? 

 

Information Security Risk Tolerance 

Is the amount of information security risk that the organisation is prepared to accept 

considered or calculated in any way? 

Is there a formal or informal process for defining the IS risk tolerance? 

Is the IS risk tolerance documented? 

How is the IS policy arrived at? 

Is the IS risk tolerance reflected in the IS Policy?  How is this achieved? 

 

Information Security Policy  

Who is responsible for the information security policy?  

How are updates and or changes to the policy managed?  

Who is responsible for making changes to the IS policy? 

Are any end users involved in the change management process? 

What is the process for approving the policy for use, following changes / updates? 

Describe the process for circulating the IS policy follow changes / updates? 

How are any material changes / updates to the IS policy communicated to end-users? 

Are any training and or awareness sessions run, to educate end users on material changes, to 

the IS policy? 
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Exploring the role of the Information Security Policy 

 

Draft Survey 

 

 

General  

 

How long have you worked for the organisation?  

 

 <6mths, 7mths – 2 years, 2 – 5 years, >5years 

 

What department of the organisation do you work in?  

 

 Finance, Administration, Risk & Controls, Audit, Operations, Management, 

Technology  

 

Information Security Policy  

 

Does your organisation have an information security policy? 

 

 Yes / No/ Don’t Know 

 

How is the information security policy structured? 

 

 One overall policy document, covering all aspects of information security 

 One main document with individual topic specific documents 

A number of different documents covering different areas of information security. 

 Other …… 

 

Note: For ease of reference from now on the questionnaire will refer to the information 

security policy in the singular, but the questions will relate to all information security policy 

documents.  
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Where is the information security policy to be found? 

 

Internal web site, Information Security Office, Departmental Copy, Risk Office 

 

In your opinion is the information security policy easy to find? 

 

 Yes / No / Don’t Know 

 

Could finding the information security policy be improved? 

 

 Open 

 

Do you or does your role require you, to refer to the information security policy? 

 

 Very Often 

 Often 

 Occasionally 

 Very Occasionally  

 Never 

 

 

How easy is the information security policy to navigate through to find what you are looking 

for? 

 

 Very easy 

 Fairly easy 

 OK 

 Fairly difficult 

 Very difficult 

 

Thinking about the language used in the information security policy, how would you describe 

the language used? 
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 Overly Technical 

 Fairly Technical 

 Just Right 

 Easy to understand 

 Very easy to understand 

 

Are you able to easily understand the information security policy? 

 

 Yes / No / Mostly  

 

Is there anything that could be done to improve the language or presentation of the 

information security policy? 

 

 Open 

 

 

Change Management 

 

Who is responsible for the information security policy?  

 

 Open 

 

Are you ever asked for your input or to comment on the information security policy? 

 

 Yes / No 

 

If yes, please describe in what capacity that was? 

 

Have you ever been involved in the process to update / change the information security 

policy? 

 

 Yes / No 
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If yes, please describe in what capacity that was? 

 

 

Do you know if any end users involved in the process to update / change the information 

security policy? 

 

 Yes / No / Don’t Know 

 

Are you aware what the process for approving the information security policy following 

changes / updates, is? 

 

Yes / No / Don’t Know 

 

 If yes, please describe 

 

How are any material changes / updates to the IS policy communicated throughout the 

organisation? 

 

 Open 

 

Training and Awareness 

 

Are any training and or awareness sessions run, to advise employees about the changes to 

the information security policy? 

 

 Yes/ No / Sometimes / Don’t Know 

 

How useful are these training / awareness sessions? 

 

 Very Informative 

 Informative 

 OK 

 Not Informative 
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How is any information security training / awareness delivered? 

 

In person presentation / training session 

On line presentation / training session 

Email 

Posters 

Leaflets 

Other …  

 

 

If there is information security training or awareness, is this extended to all employees? 

 

Yes / No / Don’t Know 
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Appendix B: Letter from the Ethics Committee confirming the favourable 

opinion 

 
 
FAVOURABLE ETHICAL OPINION 

Study Title: Exploring the role of the information security policy 

Reference Number: BAL/2018/E508/BUTTRISS 

Date Resubmitted: 03/06/2019 

 

Thank you for resubmitting your application to the Faculty Ethics Committee and for making the requested changes/ 

clarifications. 

 

I am pleased to inform you that the Faculty Ethics Committee was content to grant a favourable ethical opinion of the 

above research on the basis described in the submitted documents listed at Annex A, subject to standard general conditions 

(See Annex B). 

 

Please note that the favourable opinion of the Faculty Ethics Committee does not grant permission or approval to undertake 

the research/ work. Management permission or approval must be obtained from any host organisation, including the 

University of Portsmouth or supervisor, prior to the start of the study. 

Wishing you every success in your research 

 
 
 

 

 

Peter Scott, Chair of the Faculty of Business and 

Law Ethics Committee 

Annexes 

A - 

Documents 

reviewed B - 

After ethical 

review 

 
ANNEX A Documents reviewed 

 

The documents ethically reviewed for this application 
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Document Version Date 

Application form 1 19/06/2018 

Application form 2 16/07/2018 

Application form 3 09/04/2019 

Application form 4 03/06/2019 

Invitation Letter 1 19/06/2018 

Invitation Letter 2 16/07/2018 

Invitation Letter 3 09/04/2019 

Invitation Letter 4 03/06/2019 

Participant Information Sheet(s) (list if necessary) 1 19/06/2018 

Participant Information Sheet(s) (list if necessary) 2 16/07/2018 

Participant Information Sheet(s) (list if necessary) 3 09/04/2019 

Participant Information Sheet(s) (list if necessary) 4 03/06/2019 

Consent Form(s) (list if necessary) 1 19/06/2018 

Consent Form(s) (list if necessary) 2 16/07/2018 

Consent Form(s) (list if necessary) 3 09/04/2019 

Consent Form(s) (list if necessary) 4 03/06/2019 

Interview Questions / Topic List 1 19/06/2018 

Interview Questions / Topic List 2 16/07/2018 

Interview Questions / Topic List 3 09/04/2019 

Interview Questions / Topic List 4 03/06/2019 

Questionnaire / Topic List 1 19/06/2018 

Questionnaire / Topic List 2 16/07/2018 

Questionnaire / Topic List 3 09/04/2019 

Questionnaire / Topic List 4 03/06/2019 

 

 

ANNEX B - After ethical review 

 

1. This Annex sets out important guidance for those with a favourable opinion from a University 

of Portsmouth Ethics Committee. Please read the guidance carefully. A failure to follow the 

guidance could lead to the committee reviewing and possibly revoking its opinion on the 

research. 
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2. It is assumed that the work will commence within 1 year of the date of the favourable 

ethical opinion or the start date stated in the application, whichever is the latest. 

3. The work must not commence until the researcher has obtained any necessary 

management permissions or approvals – this is particularly pertinent in cases of research 

hosted by external organisations. The appropriate head of department should be aware of 

a member of staff’s plans. 

4. If it is proposed to extend the duration of the study beyond that stated in the 

application, the Ethics Committee must be informed. 

5. Any proposed substantial amendments must be submitted to the Ethics Committee for 

review. A substantial amendment is any amendment to the terms of the application for 

ethical review, or to the protocol or other supporting documentation approved by the 

Committee that is likely to affect to a significant degree: 

(a) the safety or physical or mental integrity of participants 

(b) the scientific value of the study 

(c) the conduct or management of the study. 

 
5.1 A substantial amendment should not be implemented until a favourable ethical opinion has been given by the 

Committee. 

6. At the end of the work a final report should be submitted to the ethics committee. A 

template for this can be found on the University Ethics webpage. 

7. Researchers are reminded of the University’s commitments as stated in the 

Concordat to Support Research Integrity viz: 

• maintaining the highest standards of rigour and integrity in all aspects of research 

• ensuring that research is conducted according to appropriate ethical, legal and 
professional frameworks, obligations and standards 

• supporting a research environment that is underpinned by a culture of integrity 

and based on good governance, best practice and support for the development of  

researchers 

• using transparent, robust and fair processes to deal with allegations of research 

misconduct should they arise 

• working together to strengthen the integrity of research and to reviewing progress 
regularly and openly. 

 

8. In ensuring that it meets these commitments the University has adopted the UKRIO Code of 

Practice for Research. Any breach of this code may be considered as misconduct and may be 

investigated following the University Procedure for the Investigation of Allegations of 

Misconduct in Research. Researchers are advised to use the UKRIO checklist as a simple 

guide to integrity.

http://www.universitiesuk.ac.uk/highereducation/Documents/2012/TheConcordatToSupportResearchIntegrity.pdf
http://www.universitiesuk.ac.uk/highereducation/Documents/2012/TheConcordatToSupportResearchIntegrity.pdf
http://www.ukrio.org/publications/code-of-practice-for-research/
http://www.ukrio.org/publications/code-of-practice-for-research/
http://www.ukrio.org/publications/code-of-practice-for-research/
http://www.ukrio.org/publications/code-of-practice-for-research/
http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload%2C180225%2Cen.pdf
http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload%2C180225%2Cen.pdf
http://www.port.ac.uk/accesstoinformation/policies/researchandknowledgetransferservices/filetodownload%2C180225%2Cen.pdf
http://www.ukrio.org/wp-content/uploads/UKRIO-Recommended-Checklist-for-Researchers.pdf
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Appendix C: Form UPR16 declaring the ethical conduct of the research 
 

FORM UPR16 
Research Ethics Review Checklist 
 

Please include this completed form as an appendix to your thesis (see the 
Research Degrees Operational Handbook for more information 
 

 

 

Postgraduate Research Student (PGRS) Information 
 

 

Student ID: 
 

UP633860 
 

PGRS Name: 
 

 

Kathryn Buttriss 
 

Department: 
 

 

BAL 
 

First Supervisor: 
 

Dr Sara Hadleigh-Dunn 
 

Start Date:  
(or progression date for Prof Doc students) 
 

 

1 February 2017 

 

Study Mode and Route: 
 

Part-time 
 

Full-time 
  

 

 
 

 

 

MPhil  
 

PhD 
 

 

 
 

 
 

 

MD 
 

Professional Doctorate 

 

 
 

 
 

 
 

Title of Thesis: 
 

 

Exploring the Role of the Information Security Policy  
 
 

 

Thesis Word Count:  
(excluding ancillary data) 
 

 

66797 
 

 
 

If you are unsure about any of the following, please contact the local representative on your Faculty Ethics Committee 
for advice.  Please note that it is your responsibility to follow the University’s Ethics Policy and any relevant University, 
academic or professional guidelines in the conduct of your study 

Although the Ethics Committee may have given your study a favourable opinion, the final responsibility for the ethical 
conduct of this work lies with the researcher(s). 
 

 
 

UKRIO Finished Research Checklist: 
(If you would like to know more about the checklist, please see your Faculty or Departmental Ethics Committee rep or see the online 
version of the full checklist at: http://www.ukrio.org/what-we-do/code-of-practice-for-research/) 
 

 

a) Have all of your research and findings been reported accurately, honestly and 
within a reasonable time frame? 

 

 

YES 
NO    

 

 
 

 

 

b) Have all contributions to knowledge been acknowledged? 
 

 

YES 
NO    

 

 
 

 

 

c) Have you complied with all agreements relating to intellectual property, publication 
and authorship? 

 

YES 
NO    

 

 
 

 

 

d) Has your research data been retained in a secure and accessible form and will it 
remain so for the required duration?  

 

YES 
NO    

 

 
 

 

 

e) Does your research comply with all legal, ethical, and contractual requirements? 

 

 

YES 
NO    

 

 
 

 

      
 

Candidate Statement: 
 

 

I have considered the ethical dimensions of the above named research project, and have successfully 
obtained the necessary ethical approval(s) 
 

 

Ethical review number(s) from Faculty Ethics Committee (or from 
NRES/SCREC): 
 

 

BAL/2018/E508/BUTTRISS 

 

If you have not submitted your work for ethical review, and/or you have answered ‘No’ to one or more of 
questions a) to e), please explain below why this is so: 
 

 

      
 
 

Signed (PGRS): 
 

 

 
 

 

Date: 16 October 2020 
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Appendix D: Second Round of Interviews Themes / Questions 
 

Core Values 

What is your understanding of xxxxx 5 core values?   

How were you made aware of them? 

What do they mean to you? 

Do they feel like they've fit, from any feedback you've got?  

 

 

Culture  

How would you describe xxxxxx culture? 

What would you say are the key drivers of xxxxxx culture? 

What do you think xxxxxxx strengths and weaknesses are?  

When you think about working at xxxxxxxx, what words best describe how it makes you 

feel? 

How would you describe the relationship between the Chairman and CEO? 

 

 

Risk Management 

Risk management training 

How is risk management reflected in job descriptions? 

Is risk management addressed in the appraisal process? 

 

 

Risk Registers 

Management of risk registers   

Overall review and consolidation process 

Responsibility for identification and logging of new risks 

 

Incident reporting 

What is the process to capture / report any incidents or issues? 

Management and review of incident 
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Appendix E: Organisation Chart 
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Appendix F: Organisation Timeline 

01 January 1980 01 July 2019
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Appendix G: Employee survey with mapping to Knowledge, Attitude and 

Behaviour 
 

Exploring the role of the Information Security Policy 

 

Information Security Awareness & Training 

 

1. Information Security is an important part of my work? (Attitude) 

Strongly Agree / Agree / Disagree / Strongly Disagree 

 

2. Have you attended an information security induction session? (Knowledge) 

Yes / No 

 

3. Aside from Induction Training, have you attended any in person information 

security training or awareness sessions? (Knowledge) 

 Yes / No 

4. In general, how is any information security training / awareness delivered? (Tick all 

that apply) (Knowledge) 

In person presentation / awareness session 

On line presentation / training session 

Email,  

Posters 

Leaflets 

None 

Other (Please Specify) 

 

5. Thinking about the last session that you attended, please outline the key 

message(s) of the training? (Knowledge) 

 Open 

 

6. How useful are these training / awareness sessions? (Attitude) 

 Very Informative / Informative / Not Informative / Not Applicable 
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Information Security Policy  

7. Where is the information security policy to be found? (Knowledge) 

Internal web site, BMS Office, Departmental Copy, Other …. 

 

8. In your opinion, is the information security policy easy to find? (Attitude) 

 Yes / No / Don’t Know 

 Additional Comments 

 

9. Could finding the information security policy be improved? (Attitude) 

Yes / No  

If yes please comment on how it could be improved 

 

10. How is the information security policy structured? (Knowledge) 

 One overall policy document, covering all aspects of information security 

 One main document with individual topic specific policies or work instructions 

A number of different documents covering different areas of information security.  

Don’t know 

 Other …… 

  

 

Note: For ease of reference from now on the questionnaire will refer to the information 

security policy in the singular, but the questions will relate to all information security 

policy documents.  

 

11. Do you or does your role require you, to refer to the information security policy? 

(Knowledge) 

 Very Often 

 Often 

 Occasionally 

 Very Occasionally  

 Don’t need to 

  

 

12. Thinking about the last time you referred to the Information Security Policy, how 

easy was it to find the section that you were looking for? (Attitude) 
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 Very easy / Fairly easy / OK / Fairly difficult / Very difficult 

Additional Comments:  

 Open 

 

13. Thinking about the language used in the information security policy, how would you 

describe the language used? (Attitude) 

 Overly complicated 

 Fairly complicated 

 Just Right 

 Easy to understand 

 Very easy to understand 

 

14. Thinking about the language used in the information security policy, how would you 

describe the language used? (Attitude) 

 

Open 

 

15. Is there anything that could be done to improve the presentation or format of the 

information security policy? (Attitude) 

 Open 
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Change Management 

 

16. Who is responsible for the information security policy? (Knowledge) 

 Open 

 

17. Have you ever wanted to change or update the content Information Security policy? 

(Attitude) 

 Yes / No 

 

18. Have you ever made a suggestion for a change the IS policy? (Knowledge) 

 Yes / No 

 

19. Have you ever been asked for your input or to comment on the information security 

policy? (Knowledge) 

 Yes / No 

If yes, please describe in what capacity that was? 

 Open 

 

20. Do you know if any employees, except the Information Security team, are involved 

in the process to update / change the information security policy? (Knowledge) 

 Yes / No / Don’t Know 

 

21. How are any updates to the Information Security policy communicated throughout 

the organisation? (Knowledge) 

 Open 
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Information Security Behaviours 

 

22. When leaving your desk, how do you secure your computer? (Behaviour) 

I turn off my monitor, I log off, I lock the computer, I have a password protected screen 

saver, None of the above.  

 

23. If some emails you an attachment / link that is not work related, how likely are you 

to open it? (Behaviour) 

 Not likely, possibly depending on what is being sent, Very Likely, Always 

 Other …. 

 

24. Has anyone you know at work asked for your password? (Behaviour) 

 Yes, and I provided it / Yes and I refused to provide it / No 

 

25. There is nothing on my work computer on in my immediate workspace that would 

be of value to others? (Behaviour) 

 Strongly Agree, Agree, Disagree, Strongly Disagree 

 

 

General  

 

26. How long have you worked for the organisation?  

 

 <6mths, 7mths – 2 years, 2 – 5 years, >5years 10years + 

 

27. What department of the organisation do you work in?  

Open 
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Exploring the role of the Information Security Policy 
Appendix H: Thematic Code Book from Nvivo 

Nodes\\Phase 2 - Generating Initial Codes 

Coding of all semi-structured interviews 

Name Description Files References 

Access Physical access and access to confidential data 4 10 

Adam Adam Continuity 4 5 

Agile A term often used to describe the organisation, highlighting its flexibility and its 

ability to react to situations - positive term - reactive 

8 12 

Appraisal Process Refers to the internal process to assess employees 5 8 

Audit Process for checking, what is documented as being the case, agrees with what is in 

practise 

1 1 

BOXX Trade name that the organisation uses for specific computers 1 1 

Breach Reporting External Responsibility for reporting a breach externally 1 1 

Calculated Risk Process that an individual would use to make a decision 3 4 

CEO Role, responsibilities and general observations on the CEO - 6 9 
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Name Description Files References 

CEO Chairman Relationship Comments on the relationship between the relationship between the CEO and the 

Chairman 

6 14 

Chairman Observations on the chairman 17 29 

    

Clear Desk The policy requirement to have a clear desk, management of confidential data 3 7 

Communicating Business Strategies The communication of the organisations business strategies 4 4 

Communication General comments on the communication within the organisation 2 3 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

10 32 

Corporate Governance Organisational Governance 6 17 

Corporate Social Responsibility Corporate Social Responsibility as a value of the organisation. 1 5 

Creation of IS Policy How is the IS Policy arrived at? 1 1 

Customer Confidentiality Maintaining confidentiality of clients and client data. 3 3 

Data Classification Classification structure used to group and manage organisational data / 

information 

3 9 

Decision Making - core values Using the core values to support decision making 6 14 
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Name Description Files References 

Defence An important sector / client, part of public 5 5 

Empowerment Cascading of power, roles and responsibilities, ability to act, 8 21 

Entrepreneurial Term used to describe an organisation, that is innovative and headed up by the 

owner 

13 19 

Events Commentary on the social events organised by the company 2 2 

Family Description of the organisation, 7 14 

Fear Emotion expressed 1 1 

Friendly Atmosphere Feeling noted about the organisation 3 6 

GDPR Risk of data Security, Regulatory requirement 3 4 

Goal Statements Goal statements 1 1 

Group Company The organisation as a group of companies 0 0 

Growth The growth of the organisation 1 1 

Handling & Access to confidential information Access to and the handling of confidential information 2 4 

Information Technology Both the IT as used by the organisation and comments on the service / IT provided 

by the organisation 

11 17 
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Name Description Files References 

Innovation Description of the organisation 1 1 

IS and GDPR The relationship between IS and GDPR 4 6 

IS Breach Process for handling an IS breach 12 23 

IS Breach Communication Comments on communicating about IS breaches 6 8 

IS Culture Managing user behaviours 4 8 

IS Human Aspects Human vulnerabilities, mistakes, errors etc associated with IS 1 1 

IS Policy Information Security Policy 13 39 

IS Policy Communication How any changes are communicated 16 28 

IS Policy Creation How was the information security policy created? 7 8 

IS Policy Creation (2) How was the information security policy created? 1 1 

IS Policy Enforcement Enforcing the IS Policy 3 4 

IS Policy Responsibility Responsibilities to the information security policy 7 13 

IS Policy Updates Process for updating users on changes etc to the policy 14 38 

IS Relationship Interviewees relationship with Information Security 2 2 
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Name Description Files References 

IS Risk Management The tools available for capturing and managing risk 13 47 

IS Risk Tolerance The amount of information security risk that the organisation is able to tolerate 15 57 

IS Training Ongoing IS training courses / updates 17 34 

IS Training - Induction Information security training - that is given in the first three months to new 

employees 

17 27 

ISO's The various ISO Standards 37 87 

Issue Management Comments on managing issues / reporting / tracking 7 10 

Organisational Culture Observations, feelings, comments on the culture of the organisation 23 76 

Organisational Responsibilities Responsibilities within the organisation 4 6 

Organisational Risk All risks to the organisation 5 7 

Passwords Token, or combination of letters, number special characters that are made up, and 

kept secret to authorise access 

2 4 

Perception of Risk How risk is perceived 1 1 

Phishing Term used to describe a method employed to gain access to an organisation - 

illegally 

1 1 

Private Sector Sector of the business that deals with private organisations 4 4 
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Name Description Files References 

Public Sector Sector of the business that deals with public organisations 7 8 

QMS 9001 The quality management system 3 9 

Reputation Reputation of the organisation 3 3 

Responsibilities Employee responsibilities 2 2 

Risk Appetite How risk appetite is formally or informally captured 27 109 

Risk Assessment How risk is assessed 1 1 

Risk Communication How risk is communicated 2 5 

Risk Incidents Incidents that pose a risk to the business 4 5 

Risk Management Organisational Risk Management 23 92 

Risk Management Review Review of risk registers etc. 7 9 

Risk management training Specific management training that focus' on risk as it relates to an organisation 9 13 

Risk Mitigation The various tools used to assess / mitigate for risk 2 7 

Risk Registers Inventory of identified risks 15 36 

Risk Taking Companies Appetite for taking risk 11 22 
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Name Description Files References 

Role Role of the organisation 2 7 

SAMCraft Brand name 1 1 

Senior Management Layer of management that contains all of the business unit heads 4 8 

Senior Management Approval Senior management approval for risk decisions 4 7 

Services As a way of adding value 3 4 

Silos As noted about the organisation, way of operating in distinct groups 7 8 

Social Engineering Gathering of information 1 1 

Strategies and Objectives Organisational strategies and objectives 14 40 

Strengths Organisational or senior management strengths 10 20 

Understanding and managing information Views on understanding and managing information 0 0 

View on Risk Appetite Statement Opinion on risk appetite statement 1 5 

Weaknesses As opposed to strengths, organisational or of senior management 6 16 

YOYOTech A subsidiary company 1 1 
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Nodes\\Phase 3 - Searching For Themes 

Initial themes developed 

Name Description Files References 

Agility Ability to be agile 8 12 

Agile A term often used to describe the organisation, highlighting its flexibility and its 

ability to react to situations - positive term 

8 12 

Appraisal Process Refers to the internal process to assess employees 10 14 

Goal Statements Goal statements 1 1 

Responsibilities Employee responsibilities 3 3 

Role Role within the organisation 1 2 

Communication General comments on the communication within the organisation 22 39 

IS Policy Communication How any changes are communicated 16 28 

Risk Communication How risk is communicated 6 9 

Communicating Business Strategies The communication of the organisations business strategies 4 4 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

11 37 
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Name Description Files References 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

11 37 

Corporate Social Responsibility Corporate Social Responsibility as a value of the organisation. 1 5 

Decision Making Decision Making 6 14 

Decision Making - core values Using the core values to support decision making 6 14 

Empowerment Cascading of power, roles and responsibilities, ability to act, 12 28 

Senior Management Approval Senior management approval for risk decisions 4 7 

Entrepreneurial Term used to describe an organisation, that is innovative and headed up by the 

owner 

14 20 

Entrepreneurial Term used to describe an organisation, that is innovative and headed up by the 

owner 

14 20 

Innovation Description of the organisation 1 1 

Group Company The organisation as a group of companies 5 8 

Adam Adam Continuity 4 5 

BOXX Trade name that the organisation uses for specific computers 1 1 

SAMCraft Brand name 1 1 
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Name Description Files References 

YOYOTech A subsidiary company 1 1 

Information Technology Both the IT as used by xxxxxx and comments on the service / IT provided by xxxxxx 11 17 

IS and GDPR The relationship between IS and GDPR 6 10 

GDPR Risk of data Security, Regulatory requirement 3 4 

IS Policy Information Security Policy 26 128 

Access Physical access and access to confidential data 4 10 

Clear Desk The policy requirement to have a clear desk, management of confidential data 3 7 

IS Policy Creation How was the information security policy created? 9 12 

Creation of IS Policy How is the IS Policy arrived at? 1 1 

IS Policy Creation (2) How was the information security policy created? 1 1 

IS Policy Enforcement Enforcing the IS Policy 3 4 

IS Policy Responsibility Responsibilities to the information security policy 7 13 

IS Policy Updates Process for updating users on changes etc to the policy 14 38 

Passwords Token, or combination of letters, number special characters that are made up, and 

kept secret to authorise access 

2 4 
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Name Description Files References 

IS Relationship Interviewees relationship with Information Security 2 2 

IS Risk Management The tools available for capturing and managing risk 13 48 

ISO's The various ISO Standards 38 97 

QMS 9001 The quality management system 3 9 

Organisational Culture Observations, feelings, comments on the culture of the organisation 41 172 

CEO Chairman Relationship Comments on the relationship between the relationship between the CEO and the 

Chairman 

21 55 

CEO Role, responsibilities and general observations on the CEO - 7 10 

Chairman Observations on the chairman 17 29 

Family Description of the organisation 11 22 

Events Commentary on the social events organised by the company 2 2 

Friendly Atmosphere Feeling noted about the organisation 3 6 

Fear Emotion expressed 1 1 

IS Culture Managing user behaviours 4 8 

IS Human Aspects Human vulnerabilities, mistakes, errors etc associated with IS 1 1 
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Name Description Files References 

Senior Management Layer of management that contains all of the business unit heads 5 9 

Organisational Responsibilities Responsibilities within the organisation 20 36 

Growth The growth of the organisation 1 1 

Private Sector Sector of the business that deals with private organisations 4 4 

Public Sector Sector of the business that deals with public organisations 12 13 

Defence An important sector / client, part of public 5 5 

Reputation Reputation of the organisation 3 3 

Services Add value 3 4 

Organisational Risk All risks to the organisation 5 7 

Perception of Risk How risk is perceived 1 1 

Risk Appetite How risk appetite is formally or informally captured 36 197 

Calculated Risk Process that an individual would use to make a decision 3 4 

IS Risk Tolerance The amount of information security risk that the organisation is able to tolerate 15 57 

Risk Taking Companies Appetite for taking risk 11 22 
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Name Description Files References 

View on Risk Appetite Statement Opinion on risk appetite statement 1 5 

Risk Incidents Incidents that pose a risk to the business 21 51 

Breach Reporting External Responsibility for reporting a breach externally 1 1 

IS Breach Process for handling an IS breach 21 45 

IS Breach Communication Comments on communicating about IS Breaches 6 8 

Issue Management Comments on managing issues / reporting / tracking 9 12 

Phishing Term used to describe a method employed to gain access to an organisation - 

illegally 

1 1 

Social Engineering Gathering of information 1 1 

Risk Management Organisational Risk Management 24 102 

Audit Process for checking, what is documented as being the case, agrees with what is in 

practise 

1 1 

Risk Management Review Review of risk registers etc. 7 9 

Risk Registers Inventory of identified risks 16 47 

Risk Assessment How risk is assessed 3 8 
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Name Description Files References 

Risk Mitigation The various tools used to assess / mitigate for risk 2 7 

Strategies and Objectives Organisational strategies and objectives 16 58 

Corporate Governance Organisational Governance 6 17 

Strengths and Weaknesses Organisational or management strengths and weaknesses 15 44 

Strengths Organisational or senior management strengths 10 20 

Weaknesses As opposed to strengths, organisational or of senior management 11 24 

Silos As noted about the organisation, way of operating in distinct groups 7 8 

Training  28 74 

IS Training Ongoing IS training courses / updates 24 61 

IS Training - Induction Information security training - that is given in the first three months to new 

employees 

17 27 

Risk management training Specific management training that focus' on risk as it relates to an organisation 9 13 

Understanding and managing information Views on understanding and managing information 9 22 

Customer Confidentiality Maintaining confidentiality of clients and client data. 4 4 
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Name Description Files References 

Data Classification Classification structure used to group and manage organisational data / 

information 

3 9 

Handling & Access to confidential information Access to and the handling of confidential information 4 9 

Nodes\\Phase 4 - Reviewing Themes 

 

Name Description Files References 

T1 - Risk Governance This theme brings together the relationship between the corporate strategy, the 

fundamental role that the ISO's play in the governance structure of the 

organisation.  In turn how the 'ISO's' support the organisations strategic objectives 

and the role of risk management in ensuring accreditation is maintained.  Finally, 

the role of information security management and the information security policy, 

and the role that it plays. 

61 485 

T1.1 - Corporate Strategy  35 187 

Organisational Responsibilities Responsibilities within the organisation, the key business areas of Public sector, 

including defence and the private sector. 

26 69 

Growth The growth of the organisation 12 22 

Private Sector Sector of the business that deals with private organisations 4 4 

Public Sector Sector of the business that deals with public organisations 13 23 
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Name Description Files References 

Defence An important sector / client, part of public 7 9 

Reputation Reputation of the organisation 3 3 

Services Add value 3 4 

Strategies and Objectives Organisational strategies and objectives  23 98 

Communicating Business Strategies The communication of the organisations business strategies 5 7 

Corporate Governance Organisational Governance 9 28 

Board Approval Board Approval 4 7 

T1.2 - ISO IS Standards The role and use of the Information Security Standards 36 101 

ISO's The various ISO Standards 36 101 

QMS 9001 The quality management system 4 10 

T1.3 - Information Security Management  30 196 

IS and GDPR The relationship between IS and GDPR 6 12 

GDPR Risk of data Security, Regulatory requirement 4 6 

IS Policy Information Security Policy 30 183 
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Name Description Files References 

Access Physical access and access to confidential data 4 10 

Clear Desk The policy requirement to have a clear desk, management of confidential data 4 8 

IS Governance  7 9 

IS Policy Compliance Complying with IS Policy 5 8 

IS Policy Creation How was the information security policy created? 9 12 

Creation of IS Policy How is the IS Policy arrived at? 1 1 

IS Policy Creation (2) How was the Information Security Policy created 1 1 

IS Policy Enforcement Enforcing the IS Policy 3 5 

IS Policy Responsibility Responsibilities to the information security policy 7 15 

IS Policy Updates Process for updating users on changes etc to the policy 13 42 

Passwords Token, or combination of letters, number special characters that are made up, and 

kept secret to authorise access 

2 4 

Understanding and managing information Views on understanding and managing information 11 29 

Customer Confidentiality Maintaining confidentiality of clients and client data. 5 5 
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Name Description Files References 

Data Classification Classification structure used to group and manage organisational data / 

information 

3 9 

Handling & Access to confidential information Access to and the handling of confidential information 4 9 

T2 - Risk Taking This theme ca captures and considers risk taking elements of the organisation, 

which in this case are risk appetite and decision making 

43 403 

T2.1 - Risk Appetite Encompasses attitude and approach to risk, 34 257 

Risk Appetite How risk appetite is formally or informally captured 34 248 

Calculated Risk Process that an individual would use to make a decision 3 4 

IS Risk Tolerance The amount of information security risk that the organisation is able to tolerate 16 62 

Personal view of risk Appetite Individuals view of risk, whether they are prepared to take risks and individual 

view of the organisations risk appetite. 

7 11 

Risk Taking Companies Appetite for taking risk 14 49 

View on Risk Appetite Statement Opinion on risk appetite statement 1 6 

T2.2 - Decision Making Conversation away from a decision 22 73 

Decision Making Using the core values to support decision making 21 61 

T2.3 - Agility & Flexibility  13 29 
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Name Description Files References 

Agile A term often used to describe the organisation, highlighting its flexibility and its 

ability to react to situations - positive term 

9 17 

T2.4 - Empowerment or lack of ! 16 42 

Empowerment Cascading of power, roles and responsibilities, ability to act, 16 42 

Senior Management Approval Senior management approval for risk decisions 6 11 

T3 - Managing Risk Including Weaknesses 44 394 

T3.1 - Risk Management  31 176 

IS Risk Management The tools available for capturing and managing risk 13 49 

Organisational Risk All risks to the organisation 8 12 

Perception of Risk How risk is perceived 1 1 

Risk Management Organisational Risk Management 25 110 

Audit Process for checking, what is documented as being the case, agrees with what is in 

practise 

1 1 

Risk Management Review Review of risk registers etc. 7 9 

T3.2 - The Risk Register  18 62 
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Name Description Files References 

Risk Assessment How risk is assessed 7 14 

Risk Mitigation The various tools used to assess / mitigate for risk 6 11 

The Risk Register  17 41 

T3.3 - Incident Management  20 50 

Risk Incidents Incidents that pose a risk to the business 20 50 

Breach Reporting External Responsibility for reporting a breach externally 1 1 

IS Breach Process for handling an IS breach 20 44 

Issue Management Comments on managing issues / reporting / tracking 13 18 

Phishing Term used to describe a method employed to gain access to an organisation - 

illegally 

1 1 

Social Engineering Gathering of information 1 1 

T3.4 - Risk Communication  22 55 

Communication General comments on the communication within the organisation 22 45 

IS Policy Communication How any changes are communicated 15 27 

Risk Communication How risk is communicated 5 8 
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Name Description Files References 

IS Breach Communication Comments on communicating about IS breach’s 7 9 

T3.5 - Risk Training  22 51 

Training  22 50 

IS Training Ongoing IS training courses / updates 17 34 

IS Training - Induction Information security training – that is given in the first three months to new 

employees 

17 27 

Risk management training Specific management training that focus’ on risk as it relates to an organisation 8 12 

T4 - Corporate Values  56 374 

T4.1 - Core Values  13 44 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

13 43 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

13 41 

Corporate Social Responsibility Corporate Social Responsibility as a value of the organisation. 1 5 

T4.2 - Organisational Culture Observations, feelings, comments on the culture of the organisation 43 243 

Organisational Culture Observations, feelings, comments on the culture of the organisation 43 242 
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Name Description Files References 

CEO Chairman Relationship Comments on the relationship between the relationship between the CEO and the 

Chairman 

28 105 

CEO Role, responsibilities and general observations on the CEO - Jeremy Nash 13 29 

Chairman Observations on the chairman Rafi Razzak 23 50 

Family Description of the organisation, 10 20 

Events Commentary on the social events organised by the company 2 2 

Friendly Atmosphere Feeling noted about the organisation 3 6 

Fear Emotion expressed 2 2 

IS Culture Managing user behaviours 4 8 

IS Human Aspects Human vulnerabilities, mistakes, errors etc associated with IS 2 2 

Senior Management Layer of management that contains all of the business unit heads 5 9 

T4.3 - Entrepreneurial  15 29 

Entrepreneurial Term used to describe an organisation, that is innovative and headed up by the 

owner 

15 29 

Innovation Description of the organisation 1 1 
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Name Description Files References 

T4.4 - Strengths & Weaknesses  18 58 

Strengths and Weaknesses Organisational or management strengths and weaknesses 18 58 

Strengths Organisational or senior management strengths 13 26 

Weaknesses As opposed to strengths, organisational or of senior management 16 32 

Silos As noted about the organisation, way of operating in distinct groups 7 9 

Nodes\\Phase 5 - Defining and Naming Themes 

 

Name Description Files References 

T1 - Governance The theme of governance, captures and considers the core elements, the 

frameworks and processes that manage the organisation, which in this case are, 

strategy and objectives, the ISO standards and the information security policy.   

61 486 

T1.1 - Corporate Strategy  35 188 

Organisational Responsibilities Responsibilities within the organisation, the key business areas of Public sector, 

including defence and the private sector. 

26 69 

Growth The growth of the organisation 12 22 
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Name Description Files References 

Private Sector Sector of the business that deals with private organisations 4 4 

Public Sector Sector of the business that deals with public organisations 13 23 

Defence An important sector / client, part of public 7 9 

Reputation Reputation of the organisation 3 3 

Services Add value 3 4 

Strategies and Objectives Organisational strategies and objectives 23 98 

Communicating Business Strategies The communication of the organisations business strategies 5 7 

Corporate Governance Organisational Governance 9 28 

Board Approval Board Approval 4 7 

T1.2 - ISO Standards The role and use of the Information Security Standards 36 101 

ISO's The various ISO Standards 36 101 

QMS 9001 The quality management system 4 10 

T1.3 - Information Security Policy  30 196 

IS Policy Information Security Policy 30 195 
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Name Description Files References 

Access Physical access and access to confidential data 4 10 

Clear Desk The policy requirement to have a clear desk, management of confidential data 4 8 

IS and GDPR The relationship between IS and GDPR 6 12 

GDPR Risk of data Security, Regulatory requirement 4 6 

IS Governance  7 9 

IS Policy Compliance Complying with IS Policy 5 8 

IS Policy Creation How was the information security policy created? 9 12 

Creation of IS Policy How is the IS Policy arrived at? 1 1 

IS Policy Creation (2) How was the information security policy created? 1 1 

IS Policy Enforcement Enforcing the IS Policy 3 5 

IS Policy Responsibility Responsibilities to the information security policy 7 15 

IS Policy Updates Process for updating users on changes etc to the policy 13 42 

Passwords Token, or combination of letters, number special characters that are made up, and 

kept secret to authorise access 

2 4 

Understanding and managing information Views on understanding and managing information 11 29 
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Name Description Files References 

Customer Confidentiality Maintaining confidentiality of clients and client data. 5 5 

Data Classification Classification structure used to group and manage organisational data / 

information 

3 9 

Handling & Access to confidential information Access to and the handling of confidential information 4 9 

T2 - Managing Risk The theme of managing risk captures, and it considers risk elements of the 

organisation, which in this case are risk management, the risk register, incident 

management, risk communication and risk training.  

43 394 

T2.1 - Risk Management - The Risk Register  34 238 

IS Risk Management The tools available for capturing and managing risk 13 49 

Organisational Risk All risks to the organisation 8 12 

Perception of Risk How risk is perceived 1 1 

Risk Management Organisational Risk Management 25 110 

Audit Process for checking, what is documented as being the case, agrees with what is in 
practise 

1 1 

Risk Management Review Review of risk registers etc. 7 9 

The Risk Register  18 62 
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Name Description Files References 

Risk Assessment How risk is assessed 7 14 

Risk Mitigation The various tools used to assess / mitigate for risk 6 11 

Risk Registers Inventory of identified risks 17 41 

T2.2 - Incident Management  20 50 

Risk Incidents Incidents that pose a risk to the business 20 50 

Breach Reporting External Responsibility for reporting a breach externally 1 1 

IS Breach Process for handling an IS breach 20 44 

Issue Management Comments on managing issues / reporting / tracking 13 18 

Phishing Term used to describe a method employed to gain access to an organisation - 

illegally 

1 1 

Social Engineering Gathering of information 1 1 

T2.3 - Risk Communication & Training  27 106 

Communication General comments on the communication within the organisation 22 45 

IS Policy Communication How any changes are communicated 15 27 

Risk Communication How risk is communicated 5 8 
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Name Description Files References 

IS Breach Communication Comments on communicating about IS breaches 7 9 

Training  21 50 

IS Training Ongoing IS training courses / updates 17 34 

IS Training - Induction Information security training - that is given in the first three months to new 

employees 

17 27 

Risk management training Specific management training that focus' on risk as it relates to an organisation 8 12 

T3 - Taking Risk The theme of taking risk theme, captures and considers risk taking elements of the 

organisation, which in this case are risk appetite and decision making. 

42 403 

T3.1 - Risk Appetite Encompasses attitude and approach to risk, 34 257 

Risk Appetite How risk appetite is formally or informally captured 34 248 

Calculated Risk Process that an individual would use to make a decision 3 4 

IS Risk Tolerance The amount of information security risk that the organisation is able to tolerate 16 62 

Personal view of risk Appetite Individuals view of risk, whether they are prepared to take risks and individual 

view of the organisations risk appetite. 

7 11 

Risk Taking Companies Appetite for taking risk 14 49 
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Name Description Files References 

View on Risk Appetite Statement Opinion on risk appetite statement 1 6 

T3.2 - Decision Making Conversation away from a decision 23 144 

Agile A term often used to describe the organisation, highlighting its flexibility and its 

ability to react to situations - positive term 

9 17 

Decision Making Using the core values to support decision making 21 61 

Empowerment Cascading of power, roles and responsibilities, ability to act, 15 42 

Senior Management Approval Senior management approval for risk decisions 6 11 

T4 - Corporate Values The theme of corporate values, encompasses both its core values and its 

organisational culture. 

54 375 

T4.1 - Core Values  24 102 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

13 43 

Core Values Comments, observations, etc. on the organisations Core values and the process 

that was used to develop them 

13 41 

Corporate Social Responsibility Corporate Social Responsibility as a value of the organisation. 1 5 

Strengths and Weaknesses Organisational or management strengths and weaknesses 18 58 
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Name Description Files References 

Strengths Organisational or senior management strengths 13 26 

Weaknesses As opposed to strengths, organisational or of senior management 16 32 

Silos As noted about the organisation, way of operating in distinct groups 7 9 

T4.2 - Organisational Culture Observations, feelings, comments on the culture of the organisation 46 273 

Entrepreneurial Term used to describe an organisation, that is innovative and headed up by the 

owner 

15 29 

Innovation Description of the organisation 1 1 

Organisational Culture Observations, feelings, comments on the culture of the organisation 42 242 

CEO Chairman Relationship Comments on the relationship between the relationship between the CEO and the 

Chairman 

27 105 

CEO Role, responsibilities and general observations on the CEO  13 29 

Chairman Observations on the chairman  23 50 

Family Description of the organisation 10 20 

Events Commentary on the social events organised by the company 2 2 

Friendly Atmosphere Feeling noted about the organisation 3 6 



 
277 

 

Name Description Files References 

Fear Emotion expressed 2 2 

IS Culture Managing user behaviours 4 8 

IS Human Aspects Human vulnerabilities, mistakes, errors etc associated with IS 2 2 

Senior Management Layer of management that contains all of the business unit heads 5 9 
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Appendix I: Risk Maturity Model – Evidence Mapping 
 

 

ID Item Description  

001 HR Meeting Notes - 7th March 2019 

002  Information security Risk Register Scoring system & Excerpt - Field Notes 

003 Corporate Risk Management Strategy 

004 Induction Training Presentation – QMS Overview 

005 Induction Training Presentation – Welcome to the Cyber Security Brief  

006 Induction Training Handouts – QM Handbook 

007 Induction Training Session – Field Notes 

008 Information Security Guide v5 

009 Master Blank Job Description Template FY1819 

010 ISO Documentation Overview – Field Notes 

011 Analysis of 6 key risks in Risk Register to Implemented Controls – Field Notes 

012 Risk Register Sample Risk with Audit Dates 

013 Information Security Working Group Review Meetings 

  

 

 


