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Abstract— With the rise of multifaceted devices and 
advancements in wireless communication, the reputation of 
mobile ad hoc network (MANET) is growing with the rising 
number of  widespread applications such as digital healthcare. 
The interaction between digital healthcare and MANET 
presents several challenges. Providing security to such networks 
is challenging. This paper will investigate how collaborative 
attacks constitute a security threat. The collaborative attacks 
that will be investigated are gray hole and wormhole attacks. In 
addition, the investigation will cover the categories of 
collaborative attacks. Experiments were simulated for the 
different categories of the collaborative wormhole and gray hole 
attacks. To understand the severity of the attacks, experiments 
were conducted using ad hoc on-demand distance vector 
(AODV) routing protocol under various ad-hoc network 
conditions such as: packet delivery; routing overhead and end-
to-end delay routing. The network conditions were analyzed at 
each node level, using their node identity (ID) to indicate the 
presence of an attack within a network, and finally, some 
suggestions were made about what might be done to defend 
against the attack  
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I. INTRODUCTION  

       Wireless networks use radio signals for data transmission and 
have become highly vital since radio systems. Wireless network 
communication has grown to be the most exciting area in digital 
communication and networking. In recent years, the world has 
become interconnected under this technological revolution. In these 
years, the advancement of wireless technology and the rapid demand 
for wireless devices have made mobile ad hoc networks (MANET) 
prevalent [1]. Digital healthcare system enables remote wireless 
health monitoring as it is challenging to support constant 
communication in remote rural places and hilly areas. These places 
are regularly in shortage of standard health care facilities and 
medical practitioners. Therefore, a patient’s health status can be 
monitored, and vital health signs can be transmitted over wireless 
technology [2]. However, in the absence of fixed infrastructures for 
wireless technology in remote rural places such as the internet, 
global system for mobiles (GSM) etc., due to costs, unreliability, 
and low equipment protection, the mobile ad hoc network can be 
used because of its infrastructure-less characteristics [3]. 

MANET is an infrastructure-less network with wireless mobile 
nodes. MANET is a self-organized and self-configuring temporary 
network of independent mobile nodes connected by wireless links. 
There is no centralized administration in this type of network [4]. 
Thus, MANET ensures minimum user intervention during its 
application in healthcare. In ad hoc networks, mobile nodes can 
move, join and leave the network dynamically, and routes need to 
be updated frequently due to their dynamic nature. The nodes in 
MANETs act both as a host and a router during communication [5]. 

Packets are forwarded to the correct node in a network after route 
establishment to transfer their information to other nodes. However, 
certain features of MANET make it vulnerable to security attacks. 
These features include a lack of central monitoring and 
management, dynamic topology and cooperative algorithm. Due to 
the growing influence of wireless communications in healthcare, 
businesses endeavour to enhance patient safety and reduce care 
expenses [1]. Consequently, security threats have also increased in 
recent years. MANETs are more vulnerable to malicious attacks 
than wired networks due to their open mediums and continuously 
changing network topologies. Thus, malicious attackers can learn 
ways of changing the information of a particular data packet. In such 
cases, it is important to have an efficient intrusion detection system 
(IDS) in place to protect MANETs from attacks and enhance their 
security levels [4].  

Much existing research work concerning MANETs dealt with 
prevention and detection approaches to combat single network 
attacks. In this regard, the effectiveness of these approaches can 
become weak when multiple malicious nodes collude together to 
initiate a collaborative attack, which may result in more devastating 
damage to the network. A MANET can be vulnerable to different 
types of attacks simultaneously [5]. There is currently a gap in our 
understanding of collaborative attacks and the security threats this 
form of attack presents. This paper presents the effect of 
collaborative gray hole and wormhole attacks. In addition, the 
behaviour of these attacks at each node in the network is examined. 

II. AD HOC ON-DEMAND DISTANCE VECTOR 
AODV routing protocol plays a role in identifying and 

transmitting packets from a source node to a destination node 
through intermediate nodes. AODV requests a route when it needs 
to send a packet from a source node to its destination node as seen 
in Fig. 1. AODV includes three messages: route request (RREQ), 
route reply (RREP) and route error. [6]. In AODV, each node has its 
own sequence number, this number increases a change in links; 
where a high sequence indicates the latest route. For example, when 
a source node wishes to route a packet to a destination node, the 
source node initiates route discovery, a source node broadcasts an 
RREQ message with the sequence number. Each of the intermediate 
nodes checks if it has fresh route to the destination node. The 
respective intermediate nodes compare the sequence numbers with 
the sequence number in the RREQ packet. If the sequence number 
of the receiving node is greater than the sequence number in the 
RREQ message, it will generate a unicast RREP message to the 
source node. However, if the sequence number of the receiving node 
is less than the sequence number in the RREQ message, it will 
further broadcast the RREQ to other nodes. Eventually, the source 
nodes will get RREP packets from multiple nodes and accept the 
path with a higher sequence number, because a high sequence 
number is seen as an updated path [7]. Every mobile node maintains 
a routing table that consists of route directions to the destination. 



The AODV keeps information about routing tables but only recent 
routes. If an entry is not used, it eventually discards it [8].  

 

III. NETWORK ATTACKS ON MANET 
MANETs are vulnerable to Denial of Service (DoS) attacks on 

the network layer. These attacks can be classified into three types: 
Routing disruption, Forwarding disruption and Resource 
consumption attacks. Routing disruption is caused by wormhole 
attack, black hole attack and gray hole attack. Also, Jellyfish, 
directional antenna abusing are forward disruption attacks, while 
control packets flood and packet injection attacks are resource 
consumption attacks [9]. However, the focus of this paper is on 
routing disruption attacks. 

A. Blackhole Attack 
In Black hole attacks, a malicious node exploits the 

vulnerabilities of the route discovery procedure of AODV by 
advertising the wrong paths as good paths to the source node. The 
malicious node sends a RREP with a destination sequence number 
larger than the sequence number in the RREQ message, thus 
indicating that it has a fresh route to the destination. The source node 
then selects this route and the malicious node captures all data 
forwarded on that route and creates a hole in the network. The 
malicious node completely discards the traffic [7]. In the presence 
of a black hole attack, no traffic along that route is delivered. 

B. Wormhole Attack 
In wormhole attacks, a malicious node captures data at one point 

in a network and sends them through a tunnel to another malicious 
node as seen in Fig. 3. The tunnel creates an illusion to the source 
node that the two malicious nodes are one hop away and hence 
provides the shortest path to the destination. The creation of the 
tunnel increases their chances of being selected as part of the route 
and they then attempt to drop all incoming and outgoing packets, 
causing a denial of service in the network [8]. A tunnel can be 
established by either an In-Band Channel or Out-Band Channel. In 
an Out-Band Channel the colluding malicious nodes establish a 
direct link between the two colluding nodes by long range wireless 
transmission or by a private high-speed network. On the other hand, 
In an In-band channel it uses encapsulation to develop a covert 
overlay tunnel over the existing wireless medium. Wormhole attack 
is possible even if all communications provide authenticity and 
confidentiality [10]. The wormhole attack can be launched 
individually or collaboratively. In wormhole attacks, the return trip 
time (RTT) of packets appear shorter and rate of packet delivery is 
faster than usual. Not every wormhole is malicious, therefore in the 
presence of malicious activity, packets can be dropped between the 
two wormhole nodes, thereby degrading the performance of the 
network [11]. 

 

C. Gray Hole Attack 
Gray hole attacks (sometimes referred to as selective 

forwarding) consist of two phases. In the first phase the malicious 
node exploits the vulnerabilities of the route discovery process of 
the routing protocol by advertising itself as having a valid route to 
destination while in the second phase, the malicious node drops the 
intercepted packets with a certain probability. For instance, the 
attacker may drop packets coming from specific nodes while 
forwarding all the packets for other nodes or it may drop packets for 
some time and behave normally for the rest of the time. Gray hole 
attack detection is difficult [12]. In a gray hole attack, the malicious 
node can simply drop packets coming to it from some specific nodes, 
while it forwards the others. Also, gray hole could happen for 
particular time duration, where packets are transmitted at a 
particular period of time and dropped for a certain duration. Finally, 
gray hole attack could drop packets randomly while forwarding the 

remaining packets. Gray hole attack is a variation of black hole 
attack and is more difficult to detect [13]. 

IV. COLLABORATIVE NETWORK ATTACKS 
 There have been several attempts to detect multiple attacks 
working individually or collaboratively in MANET and other 
network types. This section considers combined attacks under any 
network type.  

A. Blackhole and Gray hole attacks 
Woungang [13]proposed a cooperative bait detection system 

(CBDS) approach to detect collaborative black hole or gray hole 
attacks. This approach was implemented using AODV routing 
protocol in order to reduce routing overhead associated with CBDS 
using Dynamic Source Routing (DSR) protocol. The results show 
that CBDS using DSR performs better than the standard DSR 
protocol. Likewise, simulation results show that CBDS using 
AODV performs better than CBDS using DSR in terms of 
throughput and packet delivery ratio. 

An improved bait detection system (IBDS) approach over 
AODV routing protocol was proposed to detect network attacks 
[14]. The IBDS combines proactive and reactive schemes to save 
resources. The results show reductions in energy consumption and 
routing overhead as well as an increase in packet delivery ratio. This 
approach could also be used to detect other attacks such as 
wormhole attack and denial of service. 

Rana [15] proposed an enhanced, modified AODV for detecting 
and preventing malicious nodes in MANETs in the presence of 
single individual attacks or collaborative black hole and gray hole 
attacks. The simulation results show that this method performs 
better than the standard AODV routing protocol in detecting 
individual and collaborative attacks. The network metrics used were 
routing overhead, packet delivery ratio and throughput. The 
proposed approach was not efficient in a large network as its routing 
overhead increased with increase in network size. The attack 
cooperation was between nodes of black hole attack.  

Singh Bindra et al [16] proposed a modified AODV routing 
protocol using a data routing information (DRI). The DRI is used at 
each node and a cross-checking method was performed to detect 
cooperative black hole nodes and gray hole attacks in the network. 
The protocol could also discover secure paths from the source to the 
destination node. This method could only work when the malicious 
nodes were consecutive while operating in cooperation. Thus, non-
consecutive cooperating nodes could not be detected. 

In [17] an approach was proposed to defend against a black hole 
attack and selective forwarding attack in a wireless sensor network. 
The proposed technique used an updated active trust scheme and 
data routing scheme along with data type checking during routing. 
The Elliptic-Curve Cryptography (ECC) algorithm was also used to 
enhance the privacy of data by encrypting it before the routing 
started. The method could only defend against these attacks 
individually and not when in collaboration with each other. 

In [12], a method was proposed to detect and prevent black, gray 
and cooperative black hole attacks in MANET over AODV routing 
protocols. The technique used a multi-level mobile backbone 
network. The technique also involved the trust value of mobile 
nodes as well as their location and power. The proposed technique 
performed better than standard AODV, intrusion detection system 
techniques and hash-function techniques. Furthermore, the 
technique could only tackle cooperation between similar attacks and 
not different attacks. 

B. Blackhole and Wormhole attacks 
In [18], a trusted secure AODV routing protocol was proposed 

to alleviate the effects of unified attacks such as black hole, worm 
hole and collaborative black hole attacks in MANET. The attacks 
were simulated simultaneously on a network. The results obtained 
showed better performances using network metrics like packet 



delivery ratio, end to end delay and throughput as compared to 
standard AODV protocol. 

Mehta [19] demonstrated the performances of MANETs using 
network parameters such as throughput and packet delay against 
black hole attack and wormhole attack. However, the focus of the 
paper was on the individual impacts of these attacks. The routing 
protocol AODV was implemented, and the results show how data 
loss confirmed the presence of these attacks as well as the impact on 
network connectivity. Kaur [7] proposed a technique to defend black 
hole and wormhole attack in a wireless sensor network as well as 
helping to increase network lifetime. This is different from the 
traditional way of proposing one single approach to mainly 
defending from one type of attack. However, the author did not 
provide any simulation or results to support the proposed 
algorithms. 

Patidar [20] proposed a protocol based on the concept of a 
specification-based detection system to detect black hole attack and 
a hop count analysis approach to detect wormhole attack in a 
MANET. The results show that increasing the number of nodes does 
not affect the performance of these strategies. Rather it is the 
mobility of the nodes that affect the routing protocols most. The 
proposed protocols showed superior performance as throughput and 
packet delivery ratio increases. However, these protocols led to an 
increase in the average end to end delay 

C. Wormhole and Gray hole attacks 
In [21], a lightweight trust mechanism for securing Routing Protocol 
for Low Power Lossy network (RPL) against wormhole and gray 
hole attacks was proposed. The proposed method used direct trust 
which was computed based on node properties and Indirect Trust 
which is based on opinion of the neighbouring nodes. However, it 
could not detect collaborative wormhole and gray hole attacks. 

V. CATEGORY OF COLLABORATIVE ATTACK 
        Since MANET is a group of nodes that form a self-organising 
and self-configuring network, the nodes communicate with each 
other based on trust [21] [22]. This characteristic leads to MANET 
being more susceptible to attacks taking place inside the network 
than other networks [23]. Essentially, MANET could be struck by a 
single attack or collaborative attacks.  
As earlier mentioned, the collaborative attack considered involves 
gray hole and wormhole attacks. Collaboration can be parallel or 
concurrent. In a concurrent collaboratively attack, one node exhibits 
gray hole attack and wormhole attack. The experiment conducted 
implemented a collaborative attack in the network using two nodes. 
In this case, one of the two wormhole nodes also exhibits a gray hole 
attack. In addition, the parallel collaborative attack involves the 
implementation of collaborative gray hole and wormhole attacks by 
different nodes in the network operating at the same simulation time. 
The algorithms below illustrate the method of implementation of 
concurrent and parallel collaborative gray hole and wormhole 
attacks. 

A. ALGORITHM FOR CONCURRENT ATTACK 
Default AODV: 

AODVdef (S, D, Y) 
Send (S, D, data) 

End case 
Scenario A: Concurrent Attack 

S_Route_Bcast(S, M, D, Y)  
While MI  in Y && MI != D do 
If Mi == Mg&w   
MI Þ forward routing packets to Mi+1 
Mi+1  Ü  receive routing from MI 
Mi+1 _RREP  Ü   Mi+1   send RREP to S via MI 
Send(S, MI, data)  
If MI  == forwards then 
 Mi+1   Ü receives from MI 

 Mi+1  Ü Captures data and selectively drops 
 C  Ü Wormhole 
End if 
End do 
Stop 

B. ALGORITHM FOR PARALLEL ATTACK 
Default AODV: 

AODVdef (S, D, Y) 
Send (S, D, data) 

End case 
 
Scenario B: Parallel Attack 

S_Route_Bcast(S, M, D, Y)  
While Mi || Mj in Y && Mi || Mj != D do 
Mj || MiÜ Generate-higher Seq No. 
generate the seq No.  
Mj Þ  RREP to S  
Mi Þ forward routing packets to Mi+1 
Mi+1  Ü  receive routing from MI 
Mi+1 _RREP  Ü   Mi+1   send RREP to S via MI 
Send(S, MI, data)  
If MI  == forwards && If C != Np then 
 Mi+1   Ü receives from MI 

 Mi+1  Ü Captures data and selectively drops 
 Mj Ü drop data packets 
 C Ü Gray hole attack 
End if 
End do 
Stop 

 
N: Set of number of J nodes  
ni: A single Node; i=1,2,3…..j 
S: Source nodes є N  
D: Destination nodes є N  
M: Intermediate nodes є N 
A: Malicious nodes  
MS: Intermediate Malicious nodes  
Mi, Mi+1 Wormhole tunnel nodes pair  
Tn: Message suspicious nodes not forwarding data 
(In blackhole) Wormhole  
C: Symptoms  
Y: Radio Range in Meters  
Idle: Not participating in routing  
Type 
AODVdef: Normal routing of AODV 
 

VI. PROPOSED COUNTERMEASURE 
The concept of RTT and packet forwarding ratio is used to 

notice the occurrence of these attacks. If a source node requires a 
route to a destination node, it initiates a route discovery and sends 
the packet through a designated route. The source node collects the 
round trip time (RTT) of each intermediate node the packets goes 
through and computes the RTT values of two successive nodes. 
These RTT values should be the same or similar. A wormhole 
attack will result in an unusual pattern of such pairs of RTT values. 
Possible collaborated attacks will cause significant increases 
between the pairs of RTTs. Initial experiments have shown these 
symptoms, however further investigations and developments will 
be needed. These experiments are analysed elsewhere.  

In addition, every node in the network is set as a monitoring 
node. Every such node estimates the packet forwarding ratio (PFR) 
of its neighbouring nodes. If PFR of any node exceeds the 
threshold, the monitoring node sends an alarm to the source node. 
The source node adds these malicious nodes to the blacklist and 



informs other nodes to remove them from their respective routing 
table and neighbour nodes. 

 

VII. CONCLUSION 
       The benefits of a mobile ad hoc network include ease of 
deployment, flexibility, and cost-effectiveness, making it suitable 
for digital healthcare.  However, this integration introduces security 
threats that need to be addressed. In this paper, collaborative 
wormhole and gray hole attacks have been discussed. These attacks 
could happen individually or in a collaborative manner. In the initial 
study of this work, it is concluded that the two most likely 
combinations of collaborative attacks are between blackhole and 
gray hole attacks, and black hole and wormhole attacks. An initial 
investigation confirmed that there is no research in the literature to 
tackle collaborative wormhole and gray hole attacks in MANET. 
The implementation of these attacks was carried out using the 
AODV routing protocol. The results show the severity level of the 
two forms of collaborative attacks. Furthermore, initial ideas for 
detecting collaborative wormhole and gray hole attacks have been 
proposed, investigated and experimented. The proposed method 
considered RTT and PFR. This method does not require 
synchronized clocks or any specialised hardware. In future, the 
mitigating technique will be implemented. 
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