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ABSTRACT
Recommender systems can effectively improve user experience, but they are vulnerable to shilling at-
tacks due to their open nature. Attackers inject fake user profiles to destroy the security and reliability
of the recommender systems. Therefore, it is crucial to detect shilling attacks effectively. The primi-
tive detection models are feasible but costly because of the dependence on plenty of hand-engineered
explicit features based on statistical measures. Even though the upgraded models based on learning
embeddings of the implicit features are more general, they fail to take some distinct features in distin-
guishing fake users into consideration. Moreover, these primitive and upgraded models are difficult
to capture the high order relationships between users and items as the models usually learn the em-
bedding from the first-order interactions. The representation and similarity information learned from
the first-order interactions are not comprehensive enough, limiting the detection task. To this end, we
propose a novel shilling attack detection model by fusing hypergraph spectral features (SpDetector).
The proposed model combines the explicit and implicit features to balance the effectiveness and gen-
erality and deal with the high order relationships by hypergraphs-based embedding. From the implicit
perspective, SpDetector constructs user hypergraphs and item hypergraphs for the high-order relation-
ships hidden in the interaction and extracts spectral features from hypergraphs to capture high-order
similarity for users and items, respectively. From the explicit perspective, it extracts two kinds of ex-
plicit features: item similarity offsets (ISO) based on item spectral features and rating prediction errors
(RPE), for all users as their distinct capability of distinguishing fake users. Finally, the SpDetector
learns to distinguish fake users by training a deep neural network with those features. Experiments
conducted on MovieLens and Amazon datasets show that SpDetector outperforms state-of-the-art
detection models.

1. Introduction
With the development of Internet information, informa-

tion overload is becoming more and more serious. Recom-
mender systems can help users screen out the items they are
interested in frommassive information. High-quality recom-
mendation content improves user experience and user sticki-
ness, but due to the openness of recommender systems, they
are vulnerable to shilling attacks [13, 14, 32]. In shilling
attacks, the attackers inject fake user profiles to influence
the recommendation results, which seriously affects the sys-
tem’s reliability and the user experience of recommenda-
tion [2]. Shilling attacks seriously threaten the recommender
system’s security and bring great harm to consumers, busi-
nesses, and platforms. Therefore, it is urgent to study the
shilling attack and its detection methods to improve the rec-
ommender system’s security and reliability [1, 9].

With the development of online e-commerce platforms,
people have become accustomed to purchasing and review-
ing items on the Internet. Through these purchasing records
and reviews, other people can easily obtain the quality infor-
mation of these items and make choices based on their pref-
erences [41]. However, the attackers inject fake purchase
records and reviews to influence the property of the items,
thus affecting people’s choices and judgment [10, 15]. The
injection of these fake user profiles has its specific mode,

∗Corresponding author
gaomin@cqu.edu.cn (M. Gao)

ORCID(s):

which is different from real users in some aspects. Thus,
how to effectively use this difference and detect attackers has
always been the focus of shilling attack detection.

To defend against recent shilling attack proposals, many
methods have been proposed to detect various shilling at-
tacks. Most algorithms are designed in statistical-based
manners to detect attackers [4, 19, 23]. These methods are
feasible when detecting known types of attacks but are costly
since extracting plenty of effective statistics-based explicit
features requires expert labor. After that, researchers lever-
age user-item interactions from the bipartite graph to obtain
the users’ rating preference and structure information to im-
prove the detection accuracy [12, 30]. Even though the up-
graded models based on learning embeddings of the implicit
features are more general, they fail to take some statistical-
based features in distinguishing fake users into considera-
tion. Moreover, most of these methods merely focus on the
first-order interactions between users and items and pay little
attention to the users’ higher-order interactions. The high-
order user-item interactions contain richer topology infor-
mation of users [33], which will help to improve the perfor-
mance of shilling attack detections.

In recent years, to strengthen the detection performance
of the models, many features are proposed for shilling at-
tack detection, such as degree of similarity with top neigh-
bors [8], popularity patterns based on items analysis [19],
diversity of interest preference [5]. However, the extraction
of these features is costly and often requires expert labor. At-
tackers can also camouflage themselves by using these fea-
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tures to avoid detection. There are also some features are
incorporated for additional information, such as textual fea-
tures from review data [36] and time-series information [17].
These features are not always available and we need extra ef-
forts to process them. To address these gaps, we introduce
spectral features extracted from the hypergraphs to shilling
attack detection. Compared with the simple graph, the dif-
ference of hypergraphs lies in that one hyperedge can con-
nectmultiple vertices, and higher-order information between
the vertices can be obtained through the connection. Such a
structure can better reflect the topological relations between
users, items, and their interactions in recommender systems.

To this end, we propose a detection model, SpDetector,
that extracts features from both implicit and explicit perspec-
tives. From the implicit perspective, we first construct hy-
pergraphs for users and items, respectively. Then we extract
the spectral feature that is the front K eigenvectors of a hyper-
graph’s Laplacian matrix, which contains abundant similar-
ity information. From the explicit perspective, we hold the
view that genuine users tend to give close ratings to similar
items. When generating attack profiles, attackers often dis-
guise themselves by choosing random items and assigning
them with random ratings, which may lead to similar items
in the generated profile being assigned with vastly different
ratings. If a user gives two very similar items a large dif-
ference in ratings, the user is more likely to be a fake user.
Thus, we propose a new feature item similarity offset (ISO).
We extract the ISO by computing the product of the spectral
features of each user’s highest-rated items and lowest-rated
items. The larger the product is, the more similar the two
items are, and the user is more likely to be a fake user. Note
that users may rate several items with their highest and low-
est ratings, so we choose the highest product to represent the
ISO feature. We also adopt another feature: rating prediction
error (RPE) [36]. From the Cognitive Psychology perspec-
tive, a normal user’s preference should be predictable [25].
If a user’s predicted rating deviates greatly from the real rat-
ing, then the user is likely to be a fake user. We combine
these two kinds of features with the user’s spectral features
and input them into a neural network for training [33]. The
experimental results show that our method has a good per-
formance and generalization capacity and significantly out-
performs state-of-the-art methods in real scenarios.

The main contributions of this paper are as follows:
• We propose a novel model named SpDetector to de-

tect the shilling attacks, in which hypergraphs are in-
troduced to model the implicit high-order information
and statistic features are extracted to capture the ex-
plicit information.

• We propose a feature Item Similarity Offset (ISO) to
show the similarity difference between items users
like and dislike, which is combined with Rating Pre-
diction Error (RPE) and User Spectral Features to
train a fake user detection network.

• We evaluate the proposed SpDetector on Movie-
Lens and Amazon datasets. The experimental re-

sults demonstrate that SpDetector outperforms state-
of-the-art detection models. Ablation experiments
also explain why the extracted features can improve
the performance of detection.

The rest of the paper is organized as follows. Section 2
introduces the common shilling attack models, shilling at-
tack confusion methods, and shilling attack detection meth-
ods. Section 3 shows the structure of the proposed SpDetec-
tor. Section 4 reports the experiment results and analysis. In
the last section, we conclude our work and discuss our future
work.

2. Related Work
2.1. Shilling Attack Models

To avoid detection, malicious users will disguise them-
selves as genuine users. They use attack models to gener-
ate attacker profiles based on knowledge of recommender
systems. Based on whether it is improving or reducing the
recommended ranking of target items, shilling attacks can
be divided into two categories: Push Attack and Nuke At-
tack [39]. Different attack models adopt different strategies
to build attack profiles, simulate user ratings, and generate
social relationships to pretend to be normal users. The gen-
eral profile of an attacker can be divided into four segments:
IT : the target items set, which is usually set with the high-
est rating (for a push attack) or the lowest rating (for a nuke
attack).
IS : the selected items set, which is selected by attackers for
specific needs.
IF : the filler items set, which is used to disguise attackers.
IN : the unrated items set, in which items are all rated empty.

In the recommendation of rating prediction, the basic
attack models [16, 18] include random attack, average at-
tack, bandwagon attack, segment attack, average over popu-
lar items, and love/hate attack, etc. These kinds of attacks
rely on the items’ historical ratings, the popularity of the
items, and similar items to generate fake rating records.

• Random attack: Filler items are randomly chosen
and are assigned with random ratings (the normal dis-
tribution of system item ratings determines the as-
signed rating ratings).

• Average attack: Filler items are randomly chosen and
are assigned with the average ratings of items.

• Bandwagon attack: Selected items are the most pop-
ular items and are assigned with the maximum rat-
ing. Filler items are randomly chosen and are assigned
with random ratings.

• Segment attack: Selected items are very similar to
the target item and are assigned with the maximum
rating. Filler items are randomly chosen and are as-
signed with random ratings.

• Average over popular items (AoP): Filler items are
the most popular items and are assigned with the av-
erage ratings of items.
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Table 1: The features of attack models mentioned in this paper.

Attack model IS(Selected Item) IF (Filler Item) IT (Target Item)
items ratings items ratings

Random attack - - Random choose rrandom rmax or rmin
Average attack - - Random choose raverage rmax or rmin

Bandwagon attack Popular items rmax Random choose rrandom rmax or rmin
Segment attack Similar items to IT rmax Random choose rrandom rmax or rmin

Average over popular items - - The most popular items rrandom rmax or rmin
Love/Hate attack - - Random choose rmax or rmin rmin or rmax

• Love/Hate attack: Filler items are randomly chosen
and are assigned with the maximum/minimum rat-
ing, while the target item is assigned with the mini-
mum/maximum rating.

2.2. Shilling Attack Confusion Methods
The attackers select several filler items and assign the

items with well-designed ratings to disguise themselves.
However, only using filler items is often not a good dis-
guise strategy, so attackers often use some confusion meth-
ods [18, 26] to be better disguised.

• Noise injection: To mask the characteristics of com-
mon attackmodels, random ratings generated by a par-
ticular distribution, such as a Gaussian, are added to
each rating in a set of attack profiles.

• Target offset: Attackers assign the target item with
the highest rating, or the lowest rating is easy to attract
the detector’s attention. The target offset is to change
the target item’s rating to the second-highest rating or
the second-lowest rating.

• User offset: The attacker selects a subset of the rated
items to reduce the similarity between the attackers.

• Popular filling The filler items are chosen from the
top x% popular items with the same probability. The
popularity of an item can be measured by the counts
of the ratings on the item.

2.3. Shilling Attack Detection Methods
2.3.1. General Detection Methods

According to whether training labels are needed, shilling
detection methods can be divided into three categories [22].

Supervised detection models: Such models require
user labels for training. Extracted features and classifiers
based on machine learning can be exploited for detection
with labeled data. Yang et al. [30] proposed a method that
utilizes matrix factorization and user embedding to construct
the implicit features and applies latent label information gen-
erated by the Bayesian model to update the implicit features
for detecting. However, this method only uses first-order in-
teraction, which leads to low detection performance. Zeynep
et al. [3] proposed amethod that generated additional model-
specific properties with generic properties from user profiles
to handle the fake user profiles. However, the model-specific

attributes proposed in this method are only applicable to
specific attack models and are hard to be specified for the
segment and love-hate attacks. Zhou et al. [43] designed a
model based on deep learning, which can learn directly from
the user ratings without extracting the hand-designed fea-
tures. However, the network used to extract features in this
method is too basic, limiting the performance of the model.

Semi-supervised detectionmodels: Suchmodels lever-
age a large amount of unlabeled data and a small amount of
labeled data [28]. Cao et al. [7] proposed a semi-supervised
learning method that first trains a classifier with naive Bayes
on some labeled user-profiles and then incorporates unla-
beled user profiles for EM-� to improve the Bayes classifier.
Wu et al. [27] proposed a spammer detection model based
on a semi-supervised hybrid PU-learning, which builds a
spammer classifier from both user features and user rela-
tions. These methods often do not perform well because of
the uneven distribution of training data.

Unsupervised detection models: Such models do not
rely on user labels. The classifiers of these methods are built
on statistic-based features, which need certain prior knowl-
edge and are biased by human experience. Cai et al. [5] ana-
lyze the user rating behavior and calculate the suspicious de-
gree and spot attack users in the set of suspicious users. Liu
et al. [17] improved the LSTM model of the LSTM network
and used modeling for behavioral time series to identify ab-
normal behaviors. Zheng et al. [40] utilized the one-class
adversarial nets for spammers detection. They first used an
LSTM-Autoencoder to learn the implicit user features and
then trained a discriminator with a complementary Genera-
tive Adversarial Network from the genuine users. Then they
used the discriminator to distinguish spammers from gen-
uine users. Cai et al. [6] proposed an approach based on
item relationships. They designed an algorithm to calculate
the probability of being a target item for each item and iden-
tify the target items and attackers in the set of suspicious
users. These methods are feasible when detecting known
types of attacks but are costly since extracting plenty of ef-
fective statistics-based explicit features requires expert labor.
2.3.2. Graph-based Detection Methods

Graph-based methods often show good performance.
Such methods extract abundant structure and similarity in-
formation from the graph. Zhang et al. [38] formulate the
shilling attack detection problem as finding a maximum sub-
matrix in the similarity matrix and constructing a graph on
it to solve the problem. Zhang et al. [34] first use the graph
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embedding method to obtain the low-dimensional feature
representation of nodes, then use the K-means++ clustering
algorithm to generate candidate groups. Finally, they use
the hierarchical clustering algorithm to cluster the candidate
groups and identify the attack groups. Zhang et al. [36] pro-
posed a GCN-based user representation learning framework
to perform fraudster detection. This method used prediction
error outputted in the recommendation component to enrich
the feature in fraudster detection.

These methods ignore the higher-order interactions on
graphs or fail to consider statistics-based features, thus
showing limitations in shilling attack detection. To extract
higher-order information from user-item interactions and re-
duce the error raised by the statistical feature-based classi-
fier, we propose a supervised method that builds a neural
networkwith features extracted from hypergraphical and sta-
tistical perspectives as the detector.

3. Proposed Detection Model
In this section, we elaborate on our proposed SpDe-

tector for shilling attack detection. The SpDetector frame-
work is shown in Fig. 1, which consists of three crucial fea-
tures extraction components and a deep neural network for
shilling attack detection: (1) The user spectral features com-
ponent extracts the user spectral features from the user hy-
pergraph. (2) The item similarity offsets component cap-
tures the similarity offset between the user’s highest-rated
items and lowest-rated items for each user. This feature is
represented as the product of the item spectral features ex-
tracted from the item hypergraph. (3) The rating prediction
errors component computes the mean square error between
real ratings and predicted ratings for each user and takes it as
a crucial feature for shilling attack detection. (4) The deep
neural network takes the three features as input and outputs
the probability of a user being classified as a genuine user.
Such probability is also taken as a weight to control the con-
tribution of this user’s predicted rating.
3.1. Hypergraph Spectral Feature

Compared with the simple binary graph, a hypergraph
can capture the high-order correlations between users and
items and better represent their similarities. Thus, we intro-
duce hypergraphs for shilling attack detection.

For a traditional hypergraph G = (V ,E,W ), which can
be represented with the incident matrixH ∈ |V |×|E| (V is
the vertex set, E is the hyperedges set, W is the hyperedge
weight matrix), |V | = n denotes the number of vertices and
|E| = m denotes the number of hyperedges. The informa-
tion of the incident matrix is only concentrated on whether
the hyperedge contains the vertices. The kernel used in the
traditional hypergraph can be regarded as a flat kernel. The
flat kernel KF is defined as:

KF (v, e) =
{1, v is connected witℎ e
0, otℎerwise

(1)
To obtain more information between vertices and hyper-

edges, we adopt the weighted incident matrixHw [31]. The

difference between the weighted incident matrix and the nor-
mal one is for each nonzero entry ℎ(v, e), a positive value is
set to measure the distance between v and e. We adopt the
Gaussian Kernel KG to measure the distance between the
vertex v and the hyperedge e.

KG(v, e) =

⎧

⎪

⎨

⎪

⎩

1

�
√

2�
e
d(v,e)2
� , v is connected witℎ e

0 , otℎerwise
(2)

In this section, we define a user hypergraphGu and a itemhypergraph Gi to depict the high-order correlations betweenusers and items. For user hypergraph Gu = (Vu, Eu,Wu), Vuis the vertex set containing all n users, Eu is the hyperedgeset containing allm items, andWu ∈ m×m is the hyperedge
weight matrix. We adopt the Gaussian Kernal to form the
incidencematrixHu ∈ n×m, which is defined as: if the user
u has interacted with the item i, then ℎw(u, i) = KG(u, i) and
ℎw(u, i) = 0 otherwise. d(u, i) = r(u, i) denotes the rating
that u gives to i. For item hypergraph, Gi = (Vi, Ei,Wi), Viis the vertex set containing all m items, Ei is the hyperedgesset containing all n users and Wi ∈ n×n is the hyperedge
weight matrix. The incidence matrixHi = HT

u .The Laplacian matrix of the a hypergraph can be defined
as [42],

L = D−
1
2HwW Δ−1HTD−

1
2 , (3)

whereD ∈ n×n denotes the diagonal matrix containing the
degrees of vertices,W ∈ m×m denotes the diagonal matrix
containing the weights of hyperedges, Δ ∈ m×m denotes
the diagonal matrix containing the degrees of hyperedges.
In such manner, we can build the user hypergraph Laplacian
matrix Lu ∈ n×n and the item hypergraph Laplacian ma-
trix Li ∈ m×m .

We factorize the user hypergraph Laplacian matrix Luwith eigen-decomposition: Lu = ΦΛΦT , where Φ ∈ n×n

is the eigenvector matrix, each row of Φ is an eigenvector,
we take the first K eigenvectors to form the spectral fea-
ture matrix: E = Φ∗,1∶K , thus Ei can be represented as
the spectral feature of vertex i. The spectral features contain
abundant similarity information between vertices. We can
calculate EiEj to obtain the similarity information between
vertex i and j. For similar vertices i and j, EiEj is high.The properties of spectral features can be used for classifica-
tion tasks [24]. Λ denotes the diagonal matrix containingN
eigenvalues, and all eigenvalues are in ascending order. Sim-
ilarly, we can factorize the item hypergraph Laplacianmatrix
Li with eigen-decomposition and obtain the item spectral
feature F .
3.2. Statistics-Based Features

Hand-engineered explicit features based on statistical
measures are also effective in shilling attack detection [8,
35]. To extract user features from the item aspect, we pro-
pose a new feature, Item Similarity Offset (ISO), to cap-
ture similarity offset between the user’s highest-rated items
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Figure 1: Illustration of SpDetector, which consists of three crucial features extraction components: user spectral features
component, item similarity offsets component, and rating prediction errors component. The deep neural network takes the
features extracted by the three components for detection.

and lowest-rated items for each user. Another feature, Rat-
ing Prediction Error (RPE), represented the error between
the real ratings and the predicted ratings for each user is
also adopted due to its good performance in fake user de-
tection [36].
3.2.1. Item Similarity Offset

Considering that strongly connected users/items shall
have similar preferences/properties, we assume that users
tend to give close ratings to similar items. If a user gives
two very similar items a large difference in ratings, the user
is more likely to be an attacker. We choose the items that
the user assigned the highest rating and the lowest rating and
calculate the inner product of the corresponding items’ spec-
tral features for each user. The more similar the two items,
the larger the spectral features product. Thus, we can use
the similarity information between the two types of items to
capture this feature uiso:

uiso = FmaxrFminr (4)
where Fmaxr denotes the spectral feature of the item which
the user gives the highest rating and Fminr the lowest rating,respectively. If user u gives item s the highest rating and t the
lowest rating, FsFt can express the similarity between item s
and item t. If s and t are two very similar items, then FsFt ishigh. Note that if a user has several highest ratings or lowest
ratings, we will compute all the possibilities for the user and
take the maximum uiso as the feature. Fig. 2 shows the ISO
distribution of the attackers and genuine users on different
datasets. For the three injected MovieLens datasets, we set
the attack size to 10% and filler size to 15%. Fig. 3 shows

the average value of uiso of attackers and genuine users dif-
ferent datasets. It is obvious that the two kinds of users differ
greatly in this feature.
3.2.2. Rating Prediction Error

We adopt the idea that genuine users’ preferences are
easier to predict than those of attackers. When predicting
ratings for all users, if the predicted rating of user u on item
i differs too much from the real rating, then user u is likely to
be an attacker [25]. This feature can provide a strong signal
of whether this user is normal.

To capture this feature, we use matrix factorization to
predict ratings for all users. We incorporate the user’s au-
thenticity into the loss function to make the prediction more
inclined to predict genuine users’ ratings. Suppose the au-
thenticity of a user is low. In that case, the framework will
reduce this user’s contribution to the rating predicting task
as this user is more likely to give unfair ratings. We calcu-
late the mean square of all RPEs on the interacted items to
get this feature urpe:

Lrating = fraudu
∑

u,i
(rui − r̂ui)2, (5)

r̂ui = pTu qi, (6)
urpe =

∑

i
(rui − r̂ui)2, (7)

where rui is the real rating of user u on item i; pu is the latentvector of user u; qi is the latent vector of item i; fraudu isthe authenticity of user u, which is initialized to 1 and will
be updated on the attacker detection component.
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(a) MovieLens(average) (b) MovieLens(random) (c) MovieLens(bandwagon) (d) Amazon

Figure 2: ISO distribution of attackers and genuine users. The red and blue lines represent the attackers and the genuine users,
respectively. Obviously, the distribution of the two types of users is quite different.

Figure 3: Item similarity offsets of attackers and genuine users.

3.3. Fake User Detection
We connect urpe, uiso, with the spectral characteristics ofusers:
eu = Esp ⊕ urpe ⊕ uiso (8)

where ⊕ denotes the concatenation of the features; Esp is
the spectral feature of user u. Then we put eu into the three-layer neural network for predicting due to the effectiveness of
neural networks in classification work. We adopt the cross-
entropy as the loss function.

e1 = �(W1eu + b1), (9)
e2 = �(W2e1 + b2), (10)
fraudu = �(W3e2 + b3), (11)
Lfraud = −

1
N

∑

i
[yi log(fraudu) (12)

+ (1 − yi) log(1 − fraudu)]

where yi = 1 if the user u is a genuine user and yi = 0 other-wise,W1,W2 andW3 are the weight terms; b1, b2 and b3 arethe bias terms; �(⋅) is the activation function, and N is the
number of training users. Instead of training these two tasks
separately, we combine their losses and jointly minimize the
following loss function,

L = Lfraud + �Lrating , (13)

where L is the total loss of the framework and � is a hyper-
parameter to balance the effect of the two parts. The detailed
procedure of SpDetector is shown in Algorithm 1.
Algorithm 1 SpDetector.
Input: Use-item rating matrix R; User labels for training.
Output: User labels in the testing set.
1: Construct Laplacianmatrices of user hypergraphLu anditem hypergraph Li from R;
2: Decompose the Laplacian matrices to get the user spec-

tral feature E and item spectral feature F ;
3: Calculate uiso for each user;
4: for item = 1 to maxiter do
5: Decompose the user-item rating matrix R;
6: Calculate urpe for each user;
7: Concatenate eu = Esp ⊕ urpe ⊕ uiso for each user;
8: Put feature eu into a three-layer neural network to

calculate fraudu for each user;
9: end for
10: Use eu to predict user labels (for user u, if fraudu > 0.5,then user u is a genuine user)

4. Experiments
We conduct extensive experiments on two public

datasets to evaluate the performance of SpDetector on
shilling attack detection.Particularly, our goal is to answer
the following research questions (RQs):

• RQ1: How does SpDetector perform when detecting
attackers compared with the baseline methods in the
real-world condition?

• RQ2: How does SpDetector perform when the attack
size is small?

• RQ3: How does SpDetector perform under different
attack sizes and filler sizes?

• RQ4: How do the three extracted features affect the
shilling attack detection performance?

• RQ5: How does the hyper-parameter K affect the per-
formance of SpDetector?
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• RQ6: How do the features extracted by SpDetector
distributed in low-dimensional space?

4.1. Datasets and Evaluation Metrix
We use the Amazon and MovieLens datasets to evaluate

the proposed model. Amazon dataset [29] contains 60,000
ratings rated by 4,902 users on 21,394 items, and Movie-
Lens dataset contains 100,000 ratings rated by 943 users on
1,682 movies. The Amazon dataset contains 1937 malicious
users and 2965 genuine users. MovieLens dataset does not
contain attackers. Without loss of generality, the fake pro-
files generated by attack models are injected according to
the research [19, 20]. We leverage the target offset confu-
sion method during the injection that assigns the target item
with the second-highest rating or the second-lowest rating
for concealment. The shilling attack detection can be seen
as a binary classification task, thus we use precision Eq. (14),
recall Eq. (15), and F1-score Eq. (16) to measure the perfor-
mance. LetN be the number of attackers detected by the al-
gorithms; Na is the number of attackers detected correctly;
N t is the total number of attackers to be detected.

Precision = Na

N
, (14)

Recall = Na

N t , (15)
F1 = 2 × Precision × Recall

P recision + Recall
(16)

4.2. Implementation Details
We adopt the random attack model, average attack

model, and bandwagon attack model in the MovieLens
dataset with a 15% attack size and 10% filler size to imitate
the real-world dataset. We set the dimension of user spec-
tral feature E to 50, item spectral feature F to 50, user latent
vector p to 10, and item latent vector q to 10. The hyper-
parameter �, which controls the effect of the rating loss and
detection loss, is set to 0.05. The number of neurons in the
first layer, the second layer, and the output layer is set to 100,
200, and 1, respectively. The activation function of the two
hidden layers is set to ReLU and sigmoid for the output layer.
All modules are optimized with Adam optimizer, and the
learning rate is set to 0.0002.
4.3. Overall Performance Comparison (RQ1)

To further analyze the detection effect of SpDetec-
tor, we use two datasets mentioned above for experi-
ments. We also compare it with other state-of-the-art meth-
ods such as FAP [37], SemiSAD [7], BayesDetector [30],
GraphRFI [36], and DL-DRA [43].

• FAP: An unsupervised method based on explicit fea-
ture that propagates the degree that a user promotes or
degrades a target item.

• SemiSAD: A semi-supervised learning method that
first trains a classifier with naïve Bayes on some la-
beled user-profiles and then incorporates unlabeled
user profiles for EM-� to improve the Bayes classifier.

• BayesDetector: A supervised method utilizes matrix
factorization and user embeddings to construct im-
plicit features for each user and then use the Bayesian
model to generate latent label information to update
the implicit features for detection.

• GraphRFI: A supervised method that uses the graph
convolution network and neural random forest to per-
form robust recommendation and fraudster detection.

• DL-DRA: A supervised method that uses the bicu-
bic interpolation algorithm to reduce the sparsity of
the rating matrix and uses the structured deep learn-
ing network for detection.

The experimental results are shown in Table 2. The
bolded data in the table means the best results.

As can be seen from Table 2, all these methods have a
good detecting performance on the MovieLens dataset, in
which the evaluation metrics can reach above 90%. Com-
pared with the first two statistical-based methods, the latter
four methods that leverage the fine-grained interaction be-
tween users and items to detect shilling attacks have better
performance. This phenomenon suggests that the latter four
methods can better capture users’ preferences and detect at-
tackers more effectively.

As for the experiment results on the Amazon dataset,
which is under complex attack, the latter four methods de-
tect attackers more effectively than the former two methods.
When the first two statistical-based methods are used to de-
tect shilling attacks on a real-world dataset, the results can
be unsatisfactory because there are limitations when using
statistical features to describe a user. SpDetector performs
better than BayesDetector and DL-DRA, indicating higher-
order interactions along with explicit features can better dis-
tinguish attackers from genuine users. As for GraphRFI, its
extracted features focus more on performing robust recom-
mendations, showing limitations in shilling attack detection.
4.4. Comparison Experiments Under Different

Attack Sizes (RQ2)
It is often hard to distinguish attackers from genuine

users when the attack size is small. To show the robustness
of our SpDetector under different attack sizes, we conduct
comparison experiments among three supervised detection
methods on the MovieLens dataset under small and different
attack sizes. We set the filler size to 3%, which is moderate
for the small attack sizes. Note that we do not compare with
the unsupervised and semi-supervised methods because of
their low performance. Fig. 4(a) shows that under random
attack, when the attack size is set to 1%, BayesDetector fails
to distinguish attackers from genuine users. The DL-DRA
method achieves high precision, but the recall value is only
0.6, which means that only 60% of the attackers have been
detected successfully. However, our SpDetector effectively
improves the detection performance with over 0.9 precision,
recall, and F1. As the attack size increases to 3% and 5%,
both DL-DRA and SpDetector can detect the attackers ef-
fectively.
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(a) Comparison experiments under random attack with different attack sizes on the MovieLens dataset
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(b) Comparison experiments under bandwagon attack with different attack sizes on the MovieLens dataset
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(c) Comparison experiments under average attack with different attack sizes on the MovieLens dataset
Figure 4: Comparison Experiment Results Under Different Attack Sizes

Table 2: The experiment results on MovieLens with different attack models and Amazon

Method FAP SemiSAD BayesDetector GraphRFI DL-DRA SpDetector

MovieLens (random)
Precision 0.9631 0.9415 0.9706 0.9845 0.9951 0.9920
Recall 0.9539 0.9181 1.0000 0.9920 0.9985 1.0000
F1 0.9654 0.9255 0.9851 0.9882 0.9968 0.9960

MovieLens (average)
Precision 0.9820 0.9750 0.9500 0.9831 0.9960 1.0000
Recall 0.9899 0.9636 1.0000 1.0000 1.0000 1.0000
F1 0.9860 0.9693 0.9744 0.9915 0.9980 1.0000

MovieLens (bandwagon)
Precision 0.9680 0.9577 0.9618 0.9713 0.9950 0.9889
Recall 0.9805 0.9870 0.9611 0.9862 0.9940 0.9950
F1 0.9742 0.9721 0.9615 0.9787 0.9945 0.9919

Amazon
Precision 0.8943 0.6035 0.8957 0.8892 0.9108 0.9515
Recall 0.7320 0.6208 0.9313 0.9197 0.9097 0.9515
F1 0.8050 0.6120 0.9130 0.9042 0.9087 0.9515
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Table 3: The results of SpDetector under different attack sizes and filler sizes.

AttackSize
F illerSize

3% 5% 7% 10% 15%

random

1%
Precision 1.0000 0.9000 0.9333 0.9000 1.0000
Recall 0.9000 0.9500 0.8500 0.9000 1.0000
F1 0.9474 0.9243 0.8897 0.9000 1.0000

3%
Precision 1.0000 0.9800 0.9667 0.9667 1.0000
Recall 1.0000 1.0000 0.9800 0.9800 1.0000
F1 1.0000 0.9899 0.9733 0.9733 1.0000

5%
Precision 0.9778 1.0000 0.9818 1.0000 1.0000
Recall 0.9778 0.9532 0.9511 0.9800 1.0000
F1 0.9778 0.9761 0.9662 0.9899 1.0000

7%
Precision 0.9867 0.9857 0.9857 1.0000 0.9818
Recall 1.0000 1.0000 1.0000 0.9846 0.9611
F1 0.9933 0.9928 0.9928 0.9923 0.9714

average

1%
Precision 0.7334 0.8000 0.9000 0.9333 0.9000
Recall 0.8000 0.8000 1.0000 1.0000 0.9000
F1 0.7653 0.8000 0.9474 0.9655 0.9000

3%
Precision 1.0000 0.9714 1.0000 0.9778 0.9667
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 1.0000 0.9855 1.0000 0.9888 0.9830

5%
Precision 1.0000 1.0000 1.0000 0.9636 0.9833
Recall 1.0000 0.9423 1.0000 0.9428 1.0000
F1 1.0000 0.9706 1.0000 0.9531 0.9916

7%
Precision 1.0000 0.9800 0.9846 1.0000 0.9857
Recall 0.9818 1.0000 1.0000 0.9875 1.0000
F1 0.9908 0.9899 0.9923 0.9937 0.9928

bandwagon

1%
Precision 0.8000 0.8095 0.8333 0.9167 0.9375
Recall 1.0000 1.0000 1.0000 1.0000 1.0000
F1 0.8889 0.8947 0.9091 0.9565 0.9677

3%
Precision 0.9250 1.0000 0.9750 1.0000 0.9524
Recall 0.9762 0.9381 1.0000 1.0000 1.0000
F1 0.9499 0.9681 0.9873 1.0000 0.9756

5%
Precision 0.9833 1.0000 0.9870 0.9288 0.9137
Recall 1.0000 1.0000 0.9841 0.9612 0.9861
F1 0.9916 1.0000 0.9856 0.9447 0.9485

7%
Precision 0.9857 0.9848 0.9985 1.0000 0.9985
Recall 1.0000 1.0000 1.0000 1.0000 0.9800
F1 0.9928 0.9923 0.9992 1.0000 0.9892

Fig. 4(b) and Fig. 4(c) show that under average and band-
wagon attack, both BayesDetector and DL-DRA fail to dis-
tinguish attackers from genuine users with 1% attack size,
while SpDetector can still detect 73.3% attackers. As the
attack size increases, the three methods’ performance also
increases, and we can still see the overwhelming superiority
of SpDetector.
4.5. The performance of SpDetector under

different attacks (RQ3)
To evaluate the performance of SpDetector under dif-

ferent attack models with different attack sizes and filler
sizes, we conduct a simulation experiment on the Movie-
Lens dataset. We take the random attack, average attack,
and bandwagon attack as the attack models because the three
models need rare details about the target recommender sys-
tems. The attack size is set to 1%, 3%, 5% and 7% respec-
tively, and the filler size takes 1%, 3%, 5%, 7% 10% and 15%.
We assume all the users in the original MovieLens dataset

are genuine.
As shown in Table 3, SpDetector has high performance

at different attack sizes and filler sizes under the three at-
tack models. The evaluation metrics are almost over 95%,
except with a 1% attack size. The effect of shilling attacks
with only a 1% attack size is usually weak. Thus, the re-
sults are acceptable. When the attack size is only 1%, SpDe-
tector performs extremely well (90% on average), indicating
the robustness of our model [11]. With the increase of the
attack size, the performance of the SpDetector is getting bet-
ter. This is due to the increase of the attackers in the training
set makes the features of the attackers better learned for the
classification task. With the rise of the filler size, the de-
tection performance first decreases and then increases. The
performance first decreases because the attackers can better
disguise themselves with the help of the filler items but then
increases because the high number of filler items reduces the
similarity between normal users and attackers, which makes
the attackers easier to be detected.
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Table 4: Comparison experiment results between SpDetector and its variants.

Method
MovieLens (random) MovieLens (average) MovieLens (bandwagon) Amazon

Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1
SpDetector-I 0.9905 1.0000 0.9950 1.0000 0.9985 0.9952 0.9861 0.9926 0.9893 0.9358 0.9338 0.9348

SpDetector-R 0.9860 1.0000 0.9930 1.0000 1.0000 1.0000 0.9889 0.9950 0.9919 0.9462 0.9438 0.9450

SpDetector-U 0.5714 0.5000 0.5334 0.6667 0.6000 0.6316 0.7000 0.5385 0.6087 0.7254 0.7231 0.7240

SpDetector-IR 0.9840 1.0000 0.9920 1.0000 0.9985 0.9952 0.9885 0.9920 0.9902 0.9225 0.9313 0.9269

SpDetector-IU 0.4218 0.5120 0.4625 0.5880 0.5293 0.5571 0.5946 0.5223 0.5561 0.6124 0.6232 0.6178

SpDetector-RU 0.5625 0.5000 0.5294 0.5848 0.5520 0.5679 0.6220 0.5143 0.5630 0.6880 0.7023 0.6951

SpDetector 0.9920 1.0000 0.9960 1.0000 1.0000 1.0000 0.9889 0.9950 0.9919 0.9515 0.9515 0.9515

Figure 5: Impact of parameter K.

4.6. Ablation Studies (RQ4)
To study the effectiveness of the three features, we per-

form six variant experiments to show that all these fea-
tures make contribute to shilling attack detection. For x ∈
{I, R, U, IR, IU,RU}, SpDetector-x denotes SpDetector
without component x where I , R and U denotes the ISO,
the RPE, and the user spectral feature, respectively. Table
4 shows the experimental results on the MovieLens dataset
(15% attack size and 10%filler size) and the Amazon dataset.

As shown in Table 4, user spectral features play a ma-
jor role in the detection tasks, and the other two statistical-
based features show poor performance when applied for de-
tection separately. However, it is effective to combine the
two statistics-based features with the user spectral features to
detect attackers, and the ISO is slightly superior to the RPE.
The improvement is not obvious on the injected MovieLens
dataset, while on the Amazon dataset, the two statistical-
based features are effective, showing their contribution to
the complex real-world dataset.
4.7. Parameter Settings (RQ5)

In this part, we investigate the impact of the dimension
of the spectral feature K. The rest of the parameters are set
the same as in section 4.2. Then we study the influence of K
from 10 to 100. Fig. 5 shows the performance of our model
under different K values. From the figure, we can see that
the performance curve first increases and then decreases,
and SpDetector obtains the best performance when K=50.

When K changes from 10 to 50, the performance becomes
better, which indicates that the first 50 eigenvectors are of
great significance for shilling attack detection. When K is
greater than 50, the performance becomes worse and finally
tends to be stable, which indicates that the eigenvectors af-
ter 50 have little effect on the detection and will bring noise,
thus reducing the detection performance. However, results
on other K values are also acceptable, which validates the
stability of our model.
4.8. Analysis of Extracted Features (RQ6)

The experiments also show that SpDetector is more
effective than BayesDetector, which is the state-of-the-art
method using implicit features for shilling attack detection.
To explore this reason, we adopt data visualization to ana-
lyze the characteristics of the features. The enriched spectral
features of the hypergraph obtain the users’ higher-order in-
teractions, which contains richer topological information of
the users.

Data visualization helps to intuitively understand the dis-
tribution of original user features and discover patterns be-
tween genuine users and attackers. We perform data visual-
ization of the features extracted by BayesDetector and SpDe-
tector on the Amazon dataset, which is under complex attack
and is more in tune with real-world attacks. We use the T-
SNE proposed by Hinton [21] to visualize the extracted fea-
tures. The experiment results are shown in Fig. 6.

Fig. 6(a) and Fig. 6(b) show that the features of the sim-
ilar users are distributed more closely, and the boundary of
the two kinds of users is more clear in Fig. 6(b) compared
with Fig. 6(a) Moreover, the number of users overlapping in
the clusters is relatively small in Fig. 6(b) Therefore the fea-
tures extracted by SpDetector are more effective in detecting
attackers in real-world datasets.

5. Conclusion and Future Work
In this paper, we propose a shilling attack detection

method named SpDetector, which combines the implicit and
explicit features to balance the effectiveness and generality.
From the implicit perspective, this method constructs user
hypergraphs and item hypergraphs to capture the high-order
relationships hidden in the user-item interactions. From the
explicit perspective, this method extracts the item similarity
offsets and the rating prediction errors to distinguish attack-
ers. A deep neural network is trained to detect shilling at-
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(a) Features extracted by BayesDetector (b) Features extracted by SpDetector
Figure 6: Data visualization of features extracted by BayesDetector and SpDetector. The red and blue points represent attackers
and genuine users, respectively. Obviously, the number of users overlapping in the clusters is relatively small in the SpDetector.

tacks with these features. The experiments show that the fea-
tures captured by our model outperform several state-of-the-
art models significantly, and the ablation studies also prove
the effectiveness of all these extracted features in the shilling
attack detection task.

Attackers will utilize the social network to disguise
themselves, so that combining spectral features and social
information to detect spammers effectively will be our fu-
ture work. Note that a simple three-layer neural network is
used in our SpDetector; since more complex deep neural net-
works may have better performance, we will also try to build
a more advanced classifier for future work.
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