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ABSTRACT 

Data center is disposed to failures due to the large number of devices used for the 

interconnections and communications. To recover from common failures with maintained 

adequate performance means that the design of the network must be firm; so, as the switches 

and links failure rates increase, such network is expected to exhibit fault tolerance and graceful 

performance degradation. This means that to achieve fault tolerant, and reliable performance, 

there must be provisions that will tolerate failures of devices. In the quest to measure-up with 

challenges in data center networks, several influential network architectures were designed, for 

example Fat Tree (FT), DCell and BCube. Meanwhile, Fat Tree, which is said to be widely 

used in data center network design because of its inherent fault tolerant capability, has not been 

able to resolve completely the fault tolerance issues in cloud data center network.  

In line with this, we proposed an improved version of Fat Tree topology that is made up of the 

combination of a variant of Fat Tree topology called Ƶ-FT and its reversed form. We simply 

call this Hybrid or a Reversed Hybrid Fat Tree (𝐻ℎ,𝑚). With this type of design, we were able 

to harness the full potentials of Fat Tree topology that gave it edge over other network 

architectures for the construction of cloud data center network. Our proposed Hybrid FT 

(Hh,m), because of its unique design that eliminates the deterministic routing (from root switch 

to the server) as seen in other variants of Fat Tree, was able to outperform the Single FT 

architectures that were compared with it.  

Several simulations were carried out in Riverbed simulation tool and evaluated using NS-3 

simulation tool, based on different packet sizes and traffic patterns. The results of these 

simulations show that our proposed Hybrid FTs with less links, still perform better than the 

Single FTs using the same number switches and servers. With our proposed design, we 

achieved greater percentage of received packets, minimum delay, graceful performance 

degradation, less percentage of packet loss, congestion control and fault tolerant. 
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CHAPTER ONE: INTRODUCTION 

1.1: Background and Motivation 

For a network to maintain a good level of operation during faults shows that such network is 

fault tolerant. Therefore, the need for fault tolerance in cloud data center network can never be 

overemphasized, especially nowadays that the advent of big data traffic, internet of things and 

other on-demand internet applications are on the increase. The rate at which these data are 

transferred across the internet is worrisome, and a thing of concern to the data center 

developers. The emergence of ubiquitous computing has also aided to the increase in traffic 

across the internet because computing occurs more now by use of any device, in any location, 

and in any format. These issues have compounded the management of Cloud Data Center used 

for storage, transfer, and analysis of data across the cloud; as a result, the data center network 

devices become prone to failures, which automatically impacts on its performance. 

Nevertheless, several researchers have come up with solutions [Niranjan et al., 2009; Al-Fares, 

Loukissas and Vahdat 2008; Guo et al., 2008; Abu-Libdeh, 2010; Greenberg et al., 2009; Kim, 

Caesar and Rexford 2008] though not sufficient to mitigate these issues. Researchers have 

acknowledged that for reliability and availability to increase in data center, fault tolerance is 

an essential and inevitable requirement [Joshi, and Sivalingam, 2013]. In line with this, 

[Figueiredo et al., 2011; Bradonji, Lab and Mill, 2014] asserted that availability and reliability 

have been in the forefront of dependability in data centers due to much dependence on internet-

based services by organisations and individuals. Therefore, the need for a suitable fault tolerant 

design that improves network performance so that such a cloud data center network will not 

fail completely even with faulty components, rather will result to graceful performance 

degradation. 

In relation to network performance, graceful degradation amidst increase in the failure of 

network devices expects a reduction in performance in a way that a dramatic fall in throughput 

will not be noticed [Guo et al., 2009]. To achieve a relevant graceful performance degradation 

especially in a cloud data center networks means the design must be fault tolerant [Emesowum, 

Paraskelidis and Adda 2017]. A fault tolerant data center network should be able to provide 

alternative paths from source to destination during failures so that there will not be abrupt fall 

in performance. Contrarily, nowadays, more focus is on the use of redundant components to 

achieve fault tolerance, but we should not forget that with redundancy, new devices are added 

to the original ones; which automatically increase the total cost acquisition [Figueiredo et al., 
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2011]. Therefore, on our part, having realised that architectural design of data center network 

is the bedrock of having a fault tolerant, reliable, robust, congestion free and cost-effective 

network; we opted for Fat-tree (FT) interconnections because it has been the most popular 

architecture used in data center due to its path diversities and good fault tolerance 

characteristics. Therefore, we designed and implemented a symmetrical opposite Hybrid Fat-

tree architecture (alias Reversed Hybrid FT). This was compared and evaluated using same 

number of resources against an existing variant of Fat Tree called Ƶ-FT. Of course, Ƶ-FT was 

used as the basis of our comparison because of its notable design characteristics as detailed in 

chapters two and three. 

1.2: Research Method 

The main research question is “How can fault tolerance be improved in Cloud Data Center 

Network so that there will be graceful performance degradation amidst links and switches 

failure”. Regarding this research question, and as a deductive science-based research, the first 

stage of methods to be used in carrying out this research so that the aims and objectives are 

achieved is using exploratory method. With Exploratory method, it is possible to find out the 

key features of the research question and get proper understanding of the effect of fault 

tolerance in cloud data center network. The second stage is Modelling and Simulation method, 

which involved using two different computer-based modelling and simulation tools - Riverbed 

and NS-3 to implement the proposed research question, so that the performance of the design 

can be ascertained and evaluated.  The final stage of the method is ‘Problem Solving’, which 

will involve the Data Center industry for the implementation of the simulated result in real life. 
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                                                  Figure 1. 1 Breakdown of Research Method 

                                                           

1.3: Research Design Approach 

Our choice of specific methods of data collection and analysis are in Figure 1.2, which is the 

approach used to design, simulate, analyse and compare the performance of Single Fat Tree 

against our proposed Hybrid Fat Tree design. The presented set of steps is a group of activities 

that aims mainly at obtaining a set of results for both architectures, which are further explained 

in detail in Chapters three, four and five. 
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Figure 1. 2 Research Design Approach                                                       

1.4: Research Benefits and Contributions to Knowledge 

❖ Improved Fat-tree architecture to have equal and opposite multi-links so that the limitations 

caused by downward deterministic routing will be eliminated. This is the key to our 

designed architecture, as no existing variant of Fat Tree has this characteristic. All other 

variants of FT use adaptive and deterministic routings for upward and downward packet 

forwarding respectively. But with our designed architecture communications between 

source and destination use adaptive routing in both ways, bringing about hitch-free data 

delivery with less congestion, improved fault tolerance and a reliable network.  

 

❖ Encourages graceful performance degradation during faults/failures. This is so because the 

ability of a cloud data center network to avoid rapid drop in performance due to system 

faults is minimized. In fact, with the Hybrid FT, graceful performance degradation is 

inherent because there is less congestion and packet loss due to delay is reduced 

guaranteeing reasonable throughput.  
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❖ Reduces most of the problems in cloud data center networks e.g. fault tolerance, packet 

loss, delays, throughput, and inbound and outbound traffic congestion. This assertion is 

confirmed based on the simulation results analysed in chapter five.  

 

❖ It improves the transmission capacity of the network – bandwidth. The number of upward 

transmission links is equal to the number of the downward links. Accordingly, both equal 

and opposite links have the same capacity, so there is a balance in total amount of network 

bandwidth. 

 

❖ It is cost-effective because it is a better alternative to redundancy. Most literatures e.g. 

[Figueiredo et al., 2011], established that adding more redundant hardware to networks 

does not really give the anticipated performance as compared to its total cost acquisition. 

In the case of our Hybrid FT with 192 cables, it outperformed a Ƶ-FT with 296 cables, 

which shows that it is cost effective in all ramifications. Other examples are detailed in 

chapter 5. 

 

❖ It helps fill the gap in knowledge in network performance management, and acts as a guide 

to future researchers. Obviously, this research contribution has filled a gap in knowledge 

in cloud data center network; and at the same time opened several doors to future research 

insight as enumerated in chapter 7. 

1.5: Research Aim 

The aim of the research is to improve the performance Cloud Data Center Networks, with the 

use of a Hybrid Fat Tree design. The focus is on fault tolerance, packet loss, delay, graceful 

performance degradation, inbound and outbound traffic congestion centred on client to server 

communications. 

1.6: Research Objectives 

❖ To investigate and compare factors of different Data Center Network topologies that 

might influence the fault tolerance, congestion control and graceful performance 

degradation. 

❖ To analyse the different types of traffic flow in and out of the data center and ascertain 

the criticality of packet transmission.  
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❖ To provide suitable multiple paths architecture for the outbound and inbound 

transmission that will bring a desirable deliverable.  

❖ To carry out simulation to evaluate the proposed contribution 

1.7 : Description of subsequent chapters 

❖ In chapter two, is discussion on the background and the related works in the context 

of our proposed network architecture for data center. It addresses the main issues in 

the area such as Fault tolerance, Congestion control, Scalability, Network 

bandwidth, consumption power, and other related communication challenges posed 

by the increase in big data traffic, internet of things and other on-demand internet 

applications. So, in this chapter, new trends of data center network designs proposed 

to improve data center are also discussed - their benefits and shortfalls.  

❖ In chapter three, an overview of the architectural design is discussed. We show the 

mathematical relations of how the switch connectivity and port mapping were 

achieved successfully.  

❖ Chapter four analyses in detail the implementation process to actualize presented 

work. In-dept discussion on the simulators used, and the practicality involved.   

❖ Chapter five illustrates the results obtained using two distinct simulation tools 

(Riverbed and NS-3). In this chapter, the results of our proposed Hybrid Fat-tree 

architecture and that of the Single Fat-tree architecture were compared on different 

scenarios of traffic conditions and failed links, and it proved that our Hybrid Fat-

tree can tolerate fault and degrade performance gracefully better than the Single FT.  

❖ In Chapter six, we discuss our proposed packaging techniques, which is not limited 

to our design but can be usable to all Fat-tree topologies. One of the importance of 

the packaging techniques discussed in this chapter is that it helps in the 

simplification of cluster management that allow for the data center network 

incremental deployment. 

❖ Chapter seven concludes the work of performance improvement in cloud data center 

networks, by evaluating the findings along with providing possible improvement 

suggestions for future work and further research. 
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1.8: Summary of Chapter One 

In this chapter, we have been able to discuss what motivated the contribution to knowledge in 

the field of cloud data center. The Research Methods and Design Approach show how the 

research is conducted from inception to the concluding stage. The step by step objectives to 

achieve the research aim have also been succintly dicsussed. Finally, we have clearly expressed 

what we considered as the research benefits and contribution to knowledge; and listed what 

should be expected from the susbsequent chapters.  

Therefore, in the next chapter (two), we will be reviewing the literatures that are related to the 

performance improvement in data center network. Meanwhile before that, we will firstly 

discuss the origin of data center network, what characterize faults and failures in a network or 

system; how these faults can be mitigated and so on. Finally, detailed review of few related 

works will be presented to assess their benefits and their flaws as regard to performance 

improvement in cloud data center network.  
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CHAPTER TWO: LITERATURE REVIEW 

2.1: Origin of Data Center  

The concept of a data centre is related to industrial IT utilization. The beginning of data centre 

development is firmly involved with mainframe computer maintenance. The first industrially 

manufactured computers and the first data centres had accumulated previous experience in 

mechanical data processing with different tabulators, adding machine and other devices. Early 

computer systems were room-sized machines and required a lot of space. The complexity of 

operating and maintaining these machines also led to the practice of secluding them in 

dedicated rooms [Balodis and Opmane, 2012]. However, the boom of data centers came during 

the dot-com bubble of 1997–2000. When Companies needed fast Internet connectivity and 

non-stop operation to deploy systems and to establish a presence on the Internet [Geier, 2015]. 

But since it was not a viable thing for many medium sized companies to install such equipment, 

other larger companies seized the opportunity and started building very large facilities, called 

Internet Data Centers (IDCs), which provide commercial clients with a range of solutions for 

systems deployment and operation.  

2.1.1: Data Center Network 

As a central repository for storing, managing, and disseminating data and information; data 

center can be classified based on the following facility types: End user owned, 

scientific/modelling and On-demand or cloud computing. These types of facilities are quite 

different from one another based on their function, and business requirements, in terms of fault 

tolerance, reliability, latency, efficiency, disaster recovery, communication bandwidth, and 

environmental controls etc [Hayes, 2009].  

This research is focused on the cloud computing data center network that has the capability to 

leverage third party computing capability over the network so that there will be improved 

performance, agility, costs reduction and fault tolerance. With cloud data center, business 

applications are delivered via online, as these are accessed by clients from their web browsers. 

Some of these applications accessible online are: Web Services, Platform as a Service (PaaS), 

Managed Service Providers (MSP), Service Commerce, Software as a Service (SaaS) and so 

on. But building a resilient and fault tolerant cloud data center network that will give operators 

the operational efficacy they needed to deliver abovementioned services is a difficult problem 

to solve. This is in line with the assertion by [Liu, Muppala, and Veeraraghavan, 2014], that 
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there are some typical research concerns that are associated to data center networks they 

include:  

 

❖ During multiple failures, how can system availability and data integrity be guaranteed 

- performance issues.  

 

❖ In what ways can throughput be maximised with minimum cost.  

 

❖ The maintenance of scalability for future demand.  

 

❖ The enhancement of power efficiency for environment and cost benefits. 

 

As also identified by [Liu and Muppala, 2013], one of the undoubtable features of data center 

is that they are prone to failures, which is because of many switches, servers, and links used to 

build up the network architecture. In the same vein, [Barroso and Holzle, 2007] said that the 

inevitability of failures in the infrastructure of a data center is proportional to its size. Therefore, 

the network design must be in such a way that any common failure that occurs must be 

recovered from immediately; while adequate performance must also be maintained amidst such 

failures [Fathollah and Jahanshahi, 2015]. Furthermore, in line with the need for 

communication growth and traffic increase in cloud data center networks, befitting 

architectures need to be designed too. And because these architectures contribute majorly in 

data center design - as a backbone, it is therefore needful to be very careful in the design 

consideration [Bilal et al., 2013]. It is also worthwhile never to underplay the fact that for 

performance, reliability and availability to increase in data center network; fault tolerance is an 

essential and unavoidable requirement; so that even during switch or link failure there will still 

be available paths for packet transfer [Joshi and Sivalingam, 2013]. 

2.2: Fault Tolerance and its Challenges  

In this section, we discuss the challenges of fault tolerance in networks, what characterize fault, 

and some remedying techniques to employ during fault or when it has resulted to failure. 

Meanwhile, fault tolerance could be defined as a system’s ability to continue performing a 

specified task at a reasonable level of acceptance after fault occurrence [Townsend, Abraham 

and Swartzlander, 2003]. 

2.2.1: Characteristics of Faults 

Under the characteristics of faults, we will be discussing three factors, which are: causes of 

fault, nature of fault and duration of fault. 
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2.2.1.1 Causes of Fault 

Fault occurs in a system if error is not identified and corrected, which leads to failure. In a 

system, errors occur through poor design, poor component selection, and software coding error. 

However, components failure (e.g. links, switches, and servers in data center network) may 

also result to system fault, which eventually develops to system failure [Schroeder and Gibson, 

2007].  

2.2.1.2 Nature of Fault 

Fault could be a software or a hardware fault. It could also be an analog or digital circuitry 

fault. For instance, data transfer and power supply failures are both considered as analog 

hardware faults. Whereas oxide breakdown and processing faults are examples of digital faults 

[Gill, Nain and Nagappan, 2011]. Meanwhile, in terms of downtime, the hardware faults are 

more pronounced, because software tasks such as patching, software upgrade, power cycling 

help to alleviate the error encountered by software, which take less time to complete. Whereas, 

the hardware might warrant replacement therefore causing the repair time longer [Gill, Nain 

and Nagappan, 2011]. In the same vein, Schroeder and Gibson’s analysis of the root causes of 

faults in a large system shows that hardware is the most source of dominant both in breakdowns 

and downtimes [Gill, Nain and Nagappan, 2011; Schroeder and Gibson, 2007]. 

2.2.1.3: Duration of Faults 

A fault that indefinitely remains in existence if not addressed is said to be a permanent fault. 

While the one that is not definite but keep appearing and disappearing within a space of time 

is regarded as transient fault. Therefore, system fault in cloud data center network as a result 

of link and switch failures is regarded as a permanent fault. This is so because as soon as either 

a link or a switch fails, the system is considered faulty and it will continue unless the component 

fault is addressed [Townsend, Abraham and Swartzlander, 2003]. 

2.2.2: Techniques to tackle Faults and Failures 

For the system’s normal performance to be improved, the following techniques are needed 

[Johnson,1984; Townsend, Abraham and Swartzlander, 2003] 

2.2.2.1: Fault Detection 

This is a technique that enable a system to recognize the occurrence of a fault, which happens 

before implementing any other recovery mechanism. 
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2.2.2.2: Fault Location  

This is the ability of a system to identify the location of an occurred fault for proper use of a 

recovery mechanism. 

2.2.2.3: Fault Containment  

This is the isolation of a fault so that the spreading of its effect throughout the system can be 

prevented [Johnson,1984; Townsend, Abraham and Swartzlander, 2003]. 

2.2.2.4: Fault Avoidance 

This talks about measures that help prevent faults, e.g. testing, component screening, and 

design review 

2.2.2.5: Fault Masking 

This helps to stop system faults from propagating into the system data e.g. redundancy 

[Townsend, Abraham and Swartzlander, 2003]. 

2.3 Types of Data Center Network 

In this section, we discuss the fault tolerance capabilities of two distinct data center network 

architectures – traditional/legacy network architecture and software defined network 

architecture. Although our work is based on traditional/legacy network, which is commonly 

used in construction of data center; however, there has been new idea of relocating network 

control functionality to a centralized controller and managed by a software. Nevertheless, this 

section investigated in detail, the roles and shortfalls of these networks in mitigating faults; and 

some proposed ways to improve fault tolerance. 

2.3.1: Software Defined Network  

2.3.1.1 Background of Software Defined Network 

Software Defined Networking (SDN) has emerged as one of the most innovative network 

management paradigms. The sole aims of SDN is to provide a flexible and simplified network 

management by separating control plane from data or infrastructure plane. What SDN does is 

to aid the moving of control functionality to a logical centralized controller, while the network 

devices still retained the forwarding capabilities. At the controller, the northbound interface, 

and the southbound interface are two interfaces existing. The former is used for the constructing 

network applications management, whereas the latter is for the network devices management 
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using a non-vendor dependent protocol. Using SDN’s logically centralized control and 

programmable interfaces gives a global network view of the entire network and possibility to 

locate faults [Kozat, Liang and KÃ˝ukten 2014; Lee et al., 2015].  

Big data transmission, cloud computing networks with heavy virtualization, data centers, and 

other network technologies that are struggling with fault management; are working towards the 

use of SDN to resolve the fault management issues through centralization control and 

programmable interfaces. In recent years, the heightened complexities and poor performance 

in network technologies had called for the need for networks to meet some performance 

requirements to be efficient and respond promptly to network updates, requests, and other 

functional requirements [Desai and Nandagopal, 2010]. The commonest requirements are the 

fault tolerance, reliability, and resiliency to failures. In traditional networking, its distributed 

nature aids with the network scalability and resiliency to failures. However, the complexity of 

the networked environment because of the large number of network devices and policies; tends 

to limit the smooth management of faults [Berde et al., 2014; Paulo and Edjard, 2017; Izard, 

2018]. 

2.3.1.2 Fault tolerance issues in Software Defined Network SDN 

To discuss the fault tolerance in SDN, a bottom-up approach is used from the infrastructure 

layer to the application layer as shown in Figure 2.1. The decoupling between the control and 

data planes may give rise to faults on different layers and network entities [Paulo and Edjard 

2017]. Therefore, we will briefly look at the different layers in SDN and their fault tolerance 

issues. 
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Figure 2. 1 Simplified SDN Architecture [IEEE et al., 2015] 

 

2.3.1.3: Infrastructure Layer 

In this layer, the associated fault tolerance issues identified are the same as that of the traditional 

networks, both are link and node failures. However, the SDN centralized management and 

programmability introduced some enabling strategies to leverage these issues, though it also 

brought about new challenges. In a traditional network, fault detection and location are 

performed in a distributed manner, which eventually results to a single failure triggering 

multiple alarms, and taking longer time for the stabilising of the network device state [Basu 

and Riecke, 2001]; whereas with SDN, its centralized network viewing makes the controller 

identify the affected switches by the precise failure, and notify only those switches, when 

carefully designed to avoid impacting the communication time [Guo et al., 2009]. In terms of 

network failure recovery in the infrastructure layer, SDN supports the coexistence of protocols 

and mechanisms coordinating among themselves for the improvement of failure recovery, 

unlike the traditional network where they are protection and restoration approaches of recovery. 

Because the network view in SDN can be used to support traffic engineering, congestion-aware 

routing, and QoS capabilities; therefore, its centralized control will enable procedures for the 

network recovery [Paulo and Edjard, 2017; Berde et al., 2014; Izard, 2018]. 

2.3.1.4: Control/Infrastructure interface 

The interface connecting the controller and the infrastructure is called the Open southbound 

application programming interface (API). In this plane, the controller-switch-communication, 
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issues experienced in legacy networks – inability to communicate the link failure event and 

failure to authenticate services when a new device is connected, are escalated in SDN.  Since 

communication between a centralized controller and network devices is critical, it results to 

full network event lost when there is controller failover [Paulo and Edjard, 2017]. Meanwhile, 

SDN supports hierarchical and non-hierarchical modes of controller to devices connection 

management. The former is where the switch sends request to a primary controller and, upon 

the failure of the primary controller, the switch connects to a pre-configured backup controller; 

while with the latter, there is a simultaneous connection of the switch to multiple controllers, 

sending its request to all the controllers for the handling of redundant requests and responses.  

Furthermore, in SDN, the placement of controller for optimum performance is very important. 

Controller is assigned to a set of network devices it controls, and the problem of the quantity 

that will be enough, and their positioning in a topology are part of the issues confronting SDN. 

According [Heller, Sherwood and McKeown, 2012], the position of controllers in a network 

topology affects its performance, and in the same manner, under-provisioning controller causes 

network downtime because of the exhaustion of the overloaded controllers, and likewise, 

overprovisioning results to resource wastage due to underutilization [Paulo and Edjard, 2017]. 

In SDN network management, the interconnectivity between the controller and devices is very 

vital to the extent that a non-optimal controller and placement might cause most devices to lose 

control channel connectivity if a minority link fails. 

2.3.1.5 Control Layer 

Most issues observed in control layer are mostly caused by or directly affect other layers – 

application and infrastructure layers; this is because the control layer is in-between these layers 

(see Figure 2.1). Multiple controllers are used for the avoidance of single point of failure [Gude 

et al., 2008], its leveraged solutions are in two folds: centralized controller replicated in 

different controllers, and distributed controllers coordinating to provide network services in 

addition to increasing resiliency [Koponen et al., 2010]. The sharing of consistent global 

network view is the basis for keeping a logical centralization of control, therefore, with 

controller inconsistency, some problems may emanate from passive replication and inactive 

replication. For a guaranteed controller consistency, the enforcement of event delivery is vital; 

while in a passive replication, both the controller backups and the primary controller must be 

in the same state to avoid incorrect assumptions by the replica/backup that became the new 

primary controller, if the primary controller fails [Levin et al., 2012].  
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2.3.1.6 Application/Control interface 

On this interface, application failure isolation and control plane state fault tolerance are the two 

issues identified; the former relates to the runtime, while the latter is about the storage. Because 

in most of the SDN controllers, the network operating system (OS) and applications are tightly 

coupled in the same execution space [Gude et al., 2008; Berde et al., 2014; Izard, 2018], leading 

to fate-sharing connection, which can result to failure of the controller affecting the 

applications. Furthermore, the inability of the controller to monitor application resource 

consumption leads to controller failure caused by faulty applications exhausting shared 

resources.   

For control plane state fault tolerance, because in principle, SDN is based on centralization of 

control for leveraging network management complexity and network heterogeneity. So, to 

achieve this, physically distributed control (more flexibility, allowing clustering techniques and 

resilience, but control plane coordination capabilities are needed) and physically centralized 

control (less complex, but known for scalability and resiliency issues, due to single point of 

failure) approaches are used. 

2.3.1.7: Application Layer 

Issues identified in the application plane are not far-fetched from being the development of 

reliable network applications for its guaranteed correctness, during application design. Since 

SDN applications are of a specific knowledge domain, therefore, only domain-specific features 

can be used in providing fault tolerance and abstractions; which includes handling of the 

applications’ deadlocks, points of failure, fault management policies, and so on. Also, through 

comprehensive testing routine, an intended behaviour of an application is ensured. The design 

of the Application layer must take into consideration deadlocks and race conditions hazards 

that could bring about failures. The degree of this Application failures is that it automatically 

affects the Control and Infrastructure layers. The effect on the Control layer occurs if the 

application execution space is not isolated from the controller space; whereas on that of the 

Infrastructure layer occurs if the failed application was data forwarding-related and network 

devices having no alternative forwarding options [Basu and Riecke, 2001]. 

2.3.2 Legacy/traditional Network  

The traditional data center network architecture can be flexible or fixed. Flexible architecture 

can be reconfigurable after deployment, while fixed architectures are not reconfigurable after 
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deployment [Akella et al., 2015]. However, we will focus our discussion here on the commonly 

used ones, which are the fixed architectures - Tree-based and Recursive architectures. Example 

of the Tree-based architectures is Fat Tree; while that of Recursive architectures is DCell [Liu, 

Muppala, and Veeraraghavan, 2014], as shown in Figure 2.2. The authors in [Niranjan et al., 

2009; Abu-Libdeh, et al., 2010; Al-Fares, Loukissas and Vahdat, 2008] classified traffic routing 

in traditional data center network into switch centric and server centric models. The former 

involves putting all the interconnection intelligence on the switch, in a switch organized 

structure e.g. Fat-tree; while the server centric involves making the servers the base for 

interconnection intelligence, and the switches only act as crossbars e.g. DCell. 

 

 

Figure 2. 2 A taxonomy of data center network topologies [Liu, Muppala, and Veeraraghavan, 2014] 

2.3.2.1: Fault-tolerant issues in server centric model - DCell 

The recursive topologies are also built in levels as seen in the Tree topologies. A server centric 

network, such as DCell proposed by Microsoft Research Asia (MSRA) in [Sun et al., 2014] 

uses servers with multiple network ports and mini-switches for the construction of its recursive 

data center network architecture. Their processing nodes connect to other processing nodes and 

or to switches at different levels (Figure 2.3). In other words, lower level structures (cells) are 

used in building the higher-level structures. In describing recursive topologies, the word 

‘graph’ is best used rather than multi-rooted tree due to the multi-ports on processing node. 

DCell can support extra-large-scale networks with more than 100 thousand of servers. 

However, one of its weakness is the existence of low bisection bandwidth, leading to network 

traffic deadlock [Sun et al., 2014]. 
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Figure 2. 3 DCell network composed of 5 DCell0 networks. [Guo et al., 2008] 

 

 

 

Figure 2. 4 Fault tolerant routing in DCell [Guo et al., 2008] 

In DCell, the routing for fault tolerance is handled by distributed fault-tolerant routing protocol 

(DFR) using DCellRouting and DCellBroadcast as building blocks. The DFR uses three 
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techniques of jump-up, local reroute, and local link-state to bypass the rack failures, link 

failures and server failures, as shown in (Figure 2.4), and explained in [Liu, Muppala, 

Veeraraghavan, 2014; Guo et al., 2008]. 

DCellRouting: The problem of rerouting back to a failed node experienced using the reroute 

technique, is put to rest using DCellRouting. Upon receiving a packet, the receiver node uses 

DCellRouting to calculate the route to the destination node. 

DCellBroadcast: A broadcast from source to destination in a straightforward manner is not 

fault tolerant because it minimises the number of forwarding messages; therefore, vulnerable 

to failure. There is a problem for the sub-tree under a failed node to receive the broadcast 

message. So, with DCellBroadcast, the broadcast packet is delivered to all the sender's 

neighbour in a DCell. Upon receiving the packet, the receiver checks whether the packet has 

been received before and drops a duplicate packet then broadcast the new packet to its other 

links. 

Rack failure: In a process whereby, the whole rack in DCell fail because of switch or power 

outage, the jump-up technique is deployed to address the failure. Originally in local link-state, 

a packet is continuously rerouted in a circle in the DCell when there is a whole rack failure; 

now, every packet is embedded with a time-to-live field to prevent from continuous rerouting 

since the failed node is unreachable.    

Link failure: This is a basic type of failure because all the other failures revolve around it. 

With the use of local reroute, link failure is bypassed based on the local decision, and carried 

out in either end of the failed link. However, it’s only a failed link that the local reroute can 

bypass; not possible for a failed node.   

Server failure: In the process where there is a server failure, the local reroute cannot address 

the issue; rather the DFR employs the services of local link-state to bypass the failure.  
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2.3.2.2 Fault-tolerant issues in Fat-tree 

 

 

Figure 2. 5 A typical Fat Tree Topology [Al-Fares, Loukissas and Vahdat, 2008] 

Tree topologies achieve scalability by inserting more switch levels to the already existing levels 

and the number of switch ports limits the number of processing nodes. Some of the many 

advantages of Fat-tree that made it the most promising architecture are: (i) its support for a 

large-scale network switches and servers that as big as 2,880 and 27,648 respectively; (ii) its 

flexibility and support for the rearrangeable non-blocking routing as its bandwidth 

oversubscription ratio amongst  other levels can reach 1:1; (iii) the simplicity of its topology 

that is similar to the conventional multi-root tree structure, making it much easier for upgrade 

of traditional switches to support its architecture [Sun et al., 2014; Guo et al., 2013; Sun et al., 

2016]. In Fat tree architecture, failures of links are in different categories: link failure between 

the edge switches and the aggregation switches located in the interface between edge switches 

and aggregation switches; and the link between the aggregation switches and the core switches 

located between aggregation switches and the core switches.  

Interface between Edge Switches and Aggregation Switches: Firstly, Figure 2.5 is Fat Tree 

architecture composed of k pods. A pod represents a container/subtree for grouping of servers, 

edge switches and aggregate switches. In this type of FT topology, the maximum number of 

pods is equal to the number of ports in each switch. Therefore, in the topology, each pod 

contains, (k/2)2 servers, k/2 edge switches, and k/2 aggregate switches. Within a pod, an 

outgoing traffic has its origin from a server connected to the edge switch. The edge switch acts 

as a detector for any link failure between the edge switches and the aggregation switches, and 

as such a different link is chosen for transmission. However, the traffic existing across the 

intra-pod depends on the aggregation switches to detect any link failure. This aggregation 
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switch, which is also an intermediary switch broadcasts the failure to other edge switches, so 

that they could avoid the link during transmission. Therefore, the ability to avoid a failed link 

and choose another for transmission, help the architecture to tolerate fault [Zarza, et al., 2010; 

Lin et al., 2004]. 

Interface between Aggregation Switches and the Core Switches: In this interface exist links 

connecting the Core switch and the Aggregation switch for transmission of both the outgoing 

inter-pod traffic and incoming inter-pod traffic. For the former, the aggregation switch also 

functions as the failure detector; then set the failed link as unavailable and uses another link to 

reach another Core switch. For the latter, (Incoming inter-pod traffic), it is the duty of the Core 

switch to detect the failure in this case. The core switch sends broadcast message to all 

aggregation switches that are connected to it regarding the link failure and its inability to send 

forward traffic to the affected pod. On receiving the information about the affected link, the 

aggregation switches will avoid using the core switch for sending traffic [Liu, Muppala, and 

Veeraraghavan, 2014]. 

2.4 Variants of Fat Tree Topology 

The fat-tree topology also known as folded-clos network, was first proposed by Leiserson. The 

Fat Tree topology originates from the fixed topology used in designing data center networks, 

which is a subset of the tree-based topology [Liu, Muppala, and Veeraraghavan, 2014; Sem-

Jacobsen et al., 2011]. The tree-based topologies, which comprises Basic tree, Fat-tree and Clos 

network, and other variants are commonly used in the design of data center networks [Al-Fares, 

Loukissas and Vahdat 2008; Niranjan et al., 2009; Al-Fares et al., 2010]. The Fat-tree 

architecture as proposed by Al-fares et al is considered by several other authors as the most 

effective data center network architecture because of its cost effectiveness with the use of 

commodity switches for end-to-end bandwidth provisions. Though needs to be modified in its 

switch forwarding functionality. Fat Tree has undergone through different developmental 

stages since its inception, which is because of its unavoidable contribution in the design of data 

center network. According to [Minkenberg, Luijten and Rodriguez, 2011; Sun et al., 2014], the 

conventional Fat Tree has a switch port rates that is unmanageably high towards the root of the 

topology, with a single point of failure, and it also lacks scalability (Figure 2.6). The authors 

of [Peratikou and Adda, 2014; Mahaptra 2013] established that at later stage of the 

developmental stage, generalized fat-tree (GFT) evolved, which is made up of switches of the 
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same radix and same speed port in all the network levels, but with limited paths from source to 

destination (Figure 2.7). 

 

Figure 2. 6 Conventional Fat Tree [Minkenberg, Luijten and Rodriguez, 2011] 

 

Figure 2. 7 Generalized Fat-Tree [Mahaptra, 2013] 

To achieve flexible performance requirements, the extended generalised fat tree (XGFT) was 

introduced by Ohring et al., in [Zahavi, 2010] for more routing capacity, performance 

requirement and maximal fault-tolerance, and allowing variable number of switch ports to be 

used at different levels of the XGFT network [Loukissas and Vahdat 2008; Al-Fares et al., 

2010; Bilal et al., 2013; Gómez et al., 2007] - Figure 2.8. The Z-node FT (Figure 2.9) is also a 

variant of fat-tree introduced by [Peratikou, 2014], hierarchical in nature, with routing elements 

on each different level and can have different number of ports. It provides more degrees of 

connectivity, with the routing switches having available ports to accommodate additional zones 

(for scalability); this resolves the weak scalability of k-ary n-tree networks.  
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Figure 2. 8 Extended generalized Fat Tree (XGFT) [Adda and Peratikou, 2017] 

 

Figure 2. 9 Znode Fat-Tree [Peratikou, 2014] 

Although, XGFT can help achieve scalability [Kariniemi and Nurmi, 2004 cited in Peratikou, 

2014], but this will result to increasing the number of switches at all levels. Z-node architecture 

is the bedrock of this research work, which is being driven by its benefits in designing a cloud 

data center network to meet its increasingly demand, with improved fault tolerance and 

performance reliability. Z-nodes FT permits having different number of links per switching 

node at different levels. E.g. having 8 links per switch at level2 while 16 at level3 switching 

node. This helps some of the applications that exhibit higher traffic at certain level radix to be 

effective both in delay reduction and throughput maximization [Peratikou, 2014].  
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2.5 Switching Networks  

2.5.1 Review of Switch-based Networks  

Communication latency is an important metric use in measuring network performance [Singh, 

Dinesh and Vikram 2012]. This is known to be all the possible delays encountered by a packet 

during its lifetime from source to destination. There are several reasons why delays are 

encountered, which includes queuing delay in the source due to many packets to be transmitted 

by the source; delay caused by link (buffer) contention due to channels becoming too busy or 

full; and the other delay is cause by the output contention due to the delivery of multiple packets 

to the same output.  All these delays and many more bring about dynamic behaviour of network 

especially during traffic peak period.  

That being said, communication latency is also dependent on the type of switching technique 

used [Cisco, 2017]. Therefore, we will be reviewing switching based on flow control methods, 

which include: Circuit switching, Wormhole (Flit based), Store and forward (Packet based) 

and Cut Through (Packet based).  

Circuit switching is a dominant technique used to build a communications network with end-

to-end dedicated circuits between clients/devices, which is often used in telephony industry. It 

is a transparent service with no storage requirement providing constant-rate data to the 

connected stations once the connection is established [Alberto and Indra, 2004]. So, upon 

establishing the switched path, the time delay in delivering the data is as small as the speed-of-

light delays compared to kind delays encountered in buffer. This allows real-time 

communication between stations [Pablo and McKeown, 2002]. However, one of the drawbacks 

that makes it less desirable for certain applications that all resources must be available and 

dedicated through the network between terminals before the communication takes place; else, 

there will be a blockage of communication request [ Brahim, 2018; Alberto and Indra, 2004]. 

In order to reduce buffer requirement and offer low communication latency, Wormhole 

switching has been deployed in communication switching method used in multiprocessor 

systems. Wormhole switching is known for its flow control digits whereby each packet is 

serialized into sequence of flits. The flit which stays at the head of a packet is responsible for 

the direct the route, so that whenever the header encounters a busy channel, the following flits 

waits behind. Because of this, wormhole switching is vulnerable to deadlock [Byungjae et al., 

1998]. 
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Ethernet switching is another type of network technique that became popular in the 1980s 

(because of its ability to limit collision domain) when enterprises started experiencing slower 

performance on their networks [cisco, 2017]. Ethernet switching uses two paradigms to 

perform packet forwarding. They are: store-and-forward and cut-through.  

 

Figure 2. 10 Store-and-Forward Ethernet Switching [cisco, 2017] 

In store-and-forward switch as shown in Figure 2.10, an Ethernet frame in its entirety is 

received. At the end of that frame, the switch its own Frame Check Sequence (FCS) 

calculations to compare against the last field of the datagram, to ensure the packet is free of 

errors before performing the forwarding process. Therefore, store-and-forward switch does not 

forward invalid packets like cut-through switch (as shown in Figure 2.11). 

 

 

Figure 2. 11 Cut-Through Ethernet Switching [cisco 2017] 
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Figure 2.11 is a cut-through Ethernet switching technique that flags but does not get a chance 

to drop invalid packets. Packets with physical or data-link-layer errors will get forwarded to 

other segments of the network. Then, at the receiving end, the host invalidates the FCS of the 

packet and drops the packet. In theory, to make a forwarding decision, a cut-through switch 

does not have to wait for the rest of the packet to arrive, but it does that as soon as it has looked 

up the DMAC address of the data packet. However, in reality, cut-through Ethernet switching 

allows a handful of more bytes to arrive before forwarding begins. One benefit of cut-through 

switch is that regardless of the packet size, the amount of time the switch takes to start 

forwarding the packet (switch's latency) is on the order of a few microseconds unlike the store-

and-forward switch that first stores the whole packets in a buffer before forwarding [Cisco, 

2017]. 

In conclusion, today's data centers often include applications that can benefit from the lower 

latencies of cut-through switching, and other applications will benefit from consistent delivery 

of packets that is independent of packet size. 

2.5.2 Choice of Switch - Unidirectional and Bidirectional  

Multistage Interconnection Networks (MINs) are popular for switch-based network 

architecture [Rajkumar and Kumar, 2015]. Based on switches used in the construction of the 

network, there are two classifications: unidirectional and bidirectional. While the former is a 

traditional switch with input ports and output ports with each port having a single unidirectional 

communication channel; the latter has switch port each associated with a pair of opposite 

unidirectional channels, implying that two packets can be transmitted simultaneously from a 

port in opposite directions among switches [Lionel, Yadong and Moore, 1997]. The Figures 

2.12 and 2.13 are unidirectional and bidirectional 4x4 switches respectively. 

 

 

Figure 2. 12 Unidirectional 4x4 switch [Lionel, Yadong and Moore 1997] 
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Figure 2. 13 Unidirectional 4x4 switch [Lionel, Yadong and Moore 1997] 

Therefore, according to Admantini 2014 citing [Kariniemi and Nurmi, 2004]; Fat Tree are 

interconnection networks with bidirectional multistage properties, for the purpose of scalability 

and to accommodate different system requirements. For this reason, switches in various stages 

of the network have different number of bi-directional ports so that there is interconnection 

using bi-directional links. In line with this, since our proposal is about improving the fault 

tolerance in cloud data center network using Fat Tree, bidirectional switches are essential for 

use to achieve desired performance. 

2.6: Review of Related Works for performance improvement in Cloud Data Centre 

2.6.1 Study on big data center traffic management based on the separation of large-scale data 

stream  

In a bid to improve the performance of data center network, the authors in [Park et al., 2013] 

came up with traffic separation techniques. With this mechanism, they separated large-scale 

data traffic from that of other data traffic because they believed that big data traffic severely 

affects data center network. With this traffic separation, there is a guarantee that no coexistence 

of different traffics on the same path so that transfer of the big data will be short and effective; 

thereby improving the traffic congestion in data center network. According to the authors, the 

administrator of the legacy data center constructed the network policy so that users’ access to 

data center resources are equal. By such network policy construction, the administrators of data 

center managed the traffic with the assumption that traffic has same characteristics and sizes. 

The key problem identified by the authors is that traffic management in legacy data center 

allowed the coexistence of various kind of traffic (Figure 2.14), resulting to problems in this 

new era of big data.  

They further insisted that the existing data center will suffer network problem for a long time 

during big data transfer for analysis, which will also impact on the performance and quality of 

service of the legacy data center. 
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Figure 2. 14 The legacy approach for traffic management in tiered network [Park et al., 2013] 

To actualize their proposal, they first classified all the traffics existing in big data center into 

three different categories, namely real time traffic; large-scale traffic; and other traffic for user 

access and job control. The network architecture was also designed to consist the three 

mentioned categories. Also, to prevent traffics from coexisting on the same path, dual 

interconnections between each part is added using front end networking and back end 

networking. These dual interconnections eliminate the traffic's unnecessary criss-cross beyond 

local network. The Figure 2.15 show the traffic separation proposal and figure 2.16, shows the 

implementation of the separated traffic management designed architecture based on grouping 

of resources with similar traffic. 

 

Figure 2. 15 The traffic separation proposal [Park et al., 2013] 
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Figure 2. 16 The implementation example of the separation [Park et al., 2013] 

According to the authors’ claim, the utilization enhancement of network devices of their 

proposed contribution will bring a reduction to budget of the network operation. This is because 

with the utilization enhancement, resulting from localizing both the big data traffic and other 

existing traffics with legacy network devices increase the local traffic. This results to having 

different capacity of traffic at each tier or level of the network (Figure 2.17). The capacity of 

top tier is relatively low while the capacity of network device at ground tier is more; therefore, 

the performance increase of big data center can be attained by raising the utilization of network 

devices at low end tier. 

 

Figure 2. 17 Comparison of total traffic capability of network devices in each tier [Park et al., 2013] 

In terms of traffic management, the authors [Park et al., 2013] only considered separation of 

traffic to be transmitted on a unique path so that congestion among other traffic could be 
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avoided. However, they did not consider the fact that even on a unique path, when there is 

heavy traffic, without having alternative path, collision will still be experienced. Although the 

concept of traffic separation based on same resources is good, they failed to realize that fault 

tolerance is the bedrock for reliability and availability in data center [Emesowum, Paraskelidis 

and Adda, 2017]. So, what happens when there is fault or complete breakdown of a link or 

switch, it will be disastrous because the essence of the traffic separation management will be 

defeated as the path dedicated for a specific traffic will be down. It is presumed that the authors 

used deterministic routing to transmit the different traffics since the traffics are following 

dedicated path. Although, deterministic routing has a specific and unique route (typically the 

shortest route) for each message regardless of the network conditions and specified by the 

receiver and sender. This results to network failure when packets are transmitted over a 

congested network because the routing did not consider the network conditions. Therefore, 

according to [Kumar, Nkata and Prasad, 2011], deterministic routing is not fault tolerant 

because of the unique path from source to destination. Meanwhile, adaptive routing algorithm 

outperforms a deterministic one because it uses network state information that is not available 

for deterministic routing [Gomez et al., 2007].  

Therefore, with our robust designed reversed Hybrid FT architecture that encourages adaptive 

routing for both upward and downward traffic forwarding, fault tolerance, congestion control, 

load balancing, and graceful performance degradation are achievable. 

2.6.2 Data center virtualization based on server failure  

In recognition of the fact that fault tolerance is an unavoidable necessity for reliability and 

availability to be achieved in data center network; [Joshi and Sivalingam, 2013] proposed data 

center virtualization based on server failure to actualize fault tolerance. Based on the awareness 

that data center resource reliability and availability is of paramount importance, the authors 

resort to make their proposed Virtual Data Center (VDC) design fault tolerant by relocating 

Virtual Machines (VMs) hosted on the failed servers to healthy servers to achieve a higher 

server utilization. However, for efficiency, the new location of the VM should be as close as 

possible to the location of the other VMs in the same VDC, and existing paths via the failed 

server must be re- established.  

To implement fault tolerance, and for a faster VDC allocation, an algorithm called Hopcroft-

Karp bipartite marching algorithm is used, as detailed in [Hopcroft and Karp 1971 cited in 

Thomas et al., 2009]. When there is a reported failure event, the requests with the routing path 
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that traverses through the failed server is identified, after which the affected VMs are 

reallocated to the healthy server in the same cluster where the VDC is hosted. To achieve this, 

firstly the bandwidths from the paths that connect the failed server to the other servers are de-

allocated; then the routing path for source-destination pairs is allocated. 

The authors [Joshi and Sivalingam, 2013] claimed that the SecondNet architecture proposed 

by [Guo et al., 2010] did not evaluate the impact of server failures because VMs need to be 

relocated to another server. Therefore, to reduce the impact of server failure in data center, the 

authors allocated Virtual Data Center (VDC) across the physical data center network using 

clustering to balance the network load. This load balancing heuristic spreads the VDC 

allocations evenly across the entire data center network when applied during process of 

allocation of the VDC, thereby causing a minimized impact on the server failures on the hosted 

VDCs; and reduce the loads on affected region of the data center. According to the authors, the 

concept of virtualization is an enabling technology to realize cloud computing, whereby they 

created several virtual machines (VMs) on a physical server. So that each of the created VM 

can run different operating system and application, and the clients can equally share the 

network resources (links, switches, and routers) simultaneously. When clustering the network 

for load balancing, the authors made sure that two things are addressed to ascertain the validity 

of the cluster, they are: 

 

❖ Making sure that the cluster is equal to or greater than the number of VMs in the current 

VDC. 

 

❖ That the aggregate ingress and egress bandwidths of the cluster must be greater than 

the VDC’s required bandwidths. 

Notwithstanding, this work is only aimed at providing fault tolerance only on server failure. 

Secondly, the relocation of data from failed servers to healthy ones can introduce much delay 

that will eventually hinder the reliability and performance sought for in the data center. Also, 

considering our proposed design, which improves fault tolerance capability in real-time, is 

mainly on the failure of communication links, which is one of the commonest failure regions 

in data center network [Gill, Nain and Nagappan, 2011]. 
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2.6.3 Network Architecture for Joint Failure Recovery and Traffic Engineering 

Suchara, et al., 2011, proposed a “Traffic engineering and failure recovery mechanisms to help 

the even distribution of traffic, failure recovery, enable reliable data delivery in the presence of 

link failures and reduce operational costs of data centers. According to them, nowadays, 

networks typically handle failure recovery and traffic engineering independently, leading to 

more complex routers and less efficient paths after failures. But on the contrary, they argued 

that traffic engineering and failure recovery can be achieved under same underlying 

approach—dynamically rebalancing traffic across diverse end-to-end paths in response to 

individual failure events. This approach reduces the complexity of the routers by moving most 

functionality to the management system - an algorithm run by the network operator. This 

architecture comprises: a precomputed multipath routing that ensures continuous connectivity 

in the event of failure; path-level failure detection that detects and recovers failures is 

performed by the ingress router, though it does not learn a failed link only a path failure; and 

local adaptation to path failures for traffic rebalancing on the healthy paths upon path failure 

detection on the network [Suchara et al., 2011].  

The network-management system computes multiple diverse paths between each pair of edge 

routers; and tells each ingress router how to split traffic over these paths under a range of failure 

scenarios. The management system calculates a fixed set of paths and splitting ratios, based on 

the topology, traffic demands, and potential failures. The ingress router learns about path 

failures and splits traffic over the remaining paths, based on pre- configured splitting ratios 

(Figure 2.18).  

 

 

Figure 2. 18 Path calculation for splitting ratios [Suchara et al., 2011] 
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However, the shortcomings of this proposal gave our work an edge over it; such as the inability 

to proactively detect a faulty device, even as the path detection is after failure has occurred. 

This will cause tremendous delay when transferring from the failed path to the pre-computed 

alternate paths, which may cause traffic disruptions in a data center. On the other hand, our 

hybrid designs are cost effective because we used same amount of resources of Single topology 

for our hybrid topology and in some cases with fewer links, which helps reduce network 

complexity. The traffic disruption encountered in this proposal caused by delay in transferring 

traffic from failed to healthy path is another downtime that our topologies do not experience, 

therefore making our work fault tolerant with a graceful performance degradation for data 

center communications. 

2.6.4 Optical Interconnection Networks in Data Centers using wavelength division multiplex 

links 

There are other interesting new trends in designing data center network with the use of optical 

interconnection based on wavelength division multiplex links [Kachris, Kanonakis and Tomkos, 

2013]; an example is the Disk Operating System (DOS) architecture proposed by [Ye et al., 

2010]. This is based on arrayed waveguide grating router that allows different input to get to 

same output at the same time via different wavelengths; resulting to low latency even at high 

input loads. Another typical example of optical interconnection-based data center is called the 

Helios architecture [Farrington et al., 2010]. It is a 2-layer hybrid circuit-based data center 

network that uses optical and commodity switches (Figure 2.19).  

 

 

Figure 2. 19 A 2-level multi-rooted Helios Architecture 
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The core consists of both traditional electrical packet switches and Micro-Electromechanical 

Systems (MEMS)-based optical circuit switches, while the Top of the Rack (ToR) switches 

are typical packet switches. For high bandwidth and long-lived communications, the optical 

circuit switches are used between the ToR switches, whereas the electrical packet switches are 

used for fast all-to-all communication between pod switches. However, [Pizzonia and 

Rimondini, 2008] identified that although optical interconnection provides low latency, 

reduced power, and high capacity data center networks; then scalability, cost-effectiveness, and 

fault tolerance are its greatest challenges. Therefore, with these pros and cons of the optical 

interconnects, our Hybrid FT-based data center architecture is something to reckon with 

because it can be scaled efficiently, it is cost effective, mitigates congestion, and fault tolerant.  

In a nutshell, to the best of our knowledge, our proposed designs meet the three properties that 

make fat-tree a dominant choice in high performance interconnect, as stipulated in [Bogdanski, 

2014], are:  

 

❖ deadlock freedom that makes it possible to route packets without using virtual channels; 

 

❖  inherent fault-tolerance for easily handling of faults with the existence of multiple 

paths from source to destination; and  

 

❖ full bisection bandwidth, where network sustains full speed communication between its 

two halves.  

And with our reversed Hybrid FT that has an exact replica of the number of upward paths in 

the downward direction, full bisection, deadlock freedom, and fault tolerance are all 

achievable. 

2.7 Summary of Chapter Two 

In this chapter, we have been able to discuss the origin and types of Data Center network 

architecture and what characteristze each type. Some research concerns were also identified, 

but in-depth review was on our main focus, which is inprovement of fault tolerance. In line 

with this, several challenges attributable to achieving a fault tolrant cloud data center have been 

discussed including techniques to tackle these challenges. The  review of other related works 

shows that none of these works could mitigate the fault tolerance challenges in cloud data 

center network. To actualize our research objectives, Fat Tree architecture has been chosen 
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because of its obvious contribution to the design of data center network; because of its inherent 

fault tolerance capbility and ability to offer a realizable performance requirement. 

In the next chapter (three), which is the Model Description, we will be discussing the design 

of the variants of Fat Tree (FT) - Hybrid FT and the Single FT topologies used for the proposed 

improvement of fault tolerance in cloud data center network. We shall have a clear 

understanding of how these architectures are derived through mathematical formula based on 

switch level relationship, switch connectivity and port mapping. At the end of the design 

description, the cost-effectiveness of both Fat Trees is compared, to give a clearer difference 

between both architectures. 
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CHAPTER 3: MODEL STRUCTURE AND DESCRIPTION 

3.1: Introduction 

In a traditional tree, the link bandwidth is fixed no matter how high the tree is. This will cause 

traffic congestion problems occurring at root switch. But in a Fat Tree (FT), the link bandwidth 

increases upward from leaves to root thereby relieving the root congestion problem. However, 

when there is downward traffic flow (from roots to leaves switches) the link bandwidth 

decreases, also there is congestion and single point of failure because data transfer from client 

to server will follow a specific route which is deterministic in nature. To work around this, and 

to give Fat Tree a good facelift within the interconnection networks of cluster systems; we 

proposed a reversed Hybrid Fat Tree topology. To actualize this, we drew inspiration from Ƶ -

node architecture, which provides more degrees of connectivity, with the routing switches 

having available ports to accommodate additional zones (for scalability); this resolves the weak 

scalability in k-ary n-tree networks. And unlike the XGFT that can help achieve scalability but 

leading to increase in the number of switches at all levels [Kariniemi, 2006], our proposed 

Hybrid Fat Tree is capable of achieving scalability, congestion control, fault tolerance without 

an increase in the number of switches. 

3.2: Model Design 

Generally, Fat Trees (FTs) can be defined in several ways, in [Ohring, et al, citied in Mahapatra, 

Yuan, and Nienaber, 2012; Bradonji et al., 2009] it was succinctly defined with the notation  

FT (h; m1, m2 ..., mh; w1,w2...,wh). Where: 

h represents the number of switch levels.  

ml, m2 .... mh represent the number of children/nodes connected to each switch at any level;  

wl, w2...... wh represent the number of parent-switches at any level.  

However, in our work, as stated in [Emesowum, Paraskelidis and Adda, 2017] in constructing 

our Hybrid FT used to compare Ƶ-FT for fault tolerance capability of cloud data center, it is 

appropriate to look at how we derived the mathematical equations for the following basics of 

the design.  

 

❖ switch level relationship, 

 

❖  switch connectivity and  

 

❖  port mapping.  
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By default, we used full connectivity to connect the servers at level0 to level1 switches for each 

subzone/subtree; the numbering of switches and its ports at every level are from left to right 

starting from zero. For the switch to switch connection, where there are no extra links used in 

the topology, the switch to switch connection is done by connecting each lower level switch to 

the upper level switches (for the left-hand topology – equation 3.1) and connecting each upper 

level switch to the lower level switches (for the right-hand topology – equation 3.2); using the 

following mathematical relations: 

Rn+1

𝒈𝒄𝒅(Rn+1, Rn)
                                                                                                                                            Equation 3.1 

Rn

𝒈𝒄𝒅(Rn, Rn+1)
                                                                                                                  Equation 3.2  

Where:  

Rn+1 represents number of switches in each subzone at the upper level n+1; 

Rn represents number of switches in each subzone at the lower level n;  

gcd is the greatest common divisor of Rn+1 and Rn. 

For example, if Rn+1= 12 and Rn = 3; therefore, gcd of Rn+1 and Rn will be 3. 

To know the exact number of upper level switches (for the left-hand topology) to be connect: 

Rn+1

𝒈𝒄𝒅(Rn+1, Rn)
 = 

12

𝟑
 = 4 upper level switches. 

Therefore, the quotient of this division is the exact number of switches at the upper level that 

each lower level switch will connect and vice versa (see 3.5.1: Hybrid Fat-Tree switch 

connectivity for more detailed explanation). 

Furthermore, where extra links are used in the connection, we introduced the pattern used by 

the authors of Ƶ -Fat Tree architecture [Adda and Peratikou, 2017]. This describes the number 

of root nodes per subzone/subtree in a zone and adds a degree of connectivity; with the notation: 

Ƶ (h; Z1, Z2, …, Zh; Rn, Rn+1…, Rh; gn, gn+1 …, gh). Where h refers to height of switch levels; 

Z1, Z2, …, Zh represent the number of subzones at level1 .... level h; R1, R2…, Rh is the 

number of root nodes within each of the subzones/subtrees; and gn, gn+1 …, gh specifies the 

degree of connectivity at each level. By degree of connectivity we mean the extent to which 

link connections exist in that level.  

 

3.3 Mathematical Relations for Designing the Topologies 

3.3.1: Switch Level Relationship 
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A 2-level or 2-tier architecture is widely known for its use in client to server communications. 

Because this type of architecture does not have access layer (intermediary layer) which makes 

it faster as there is a direct communication between the client and the server. Another advantage 

is that it is easy to maintain, though does not scale much like the 3-tier architecture.  

Here, we explain how the number of switches in each subzone/subtree at all levels are derived 

so that there will be clarity in connectivity. 

Rn+1= Rn+ Δ(h-1)                                                                                                     Equation 3.3 

Rn+1 represents number of switches at the upper level.  

Rn represents the number of switches at the first level, which must be equal/greater than 2, to 

make sure that there is no single point of failure. 

Δ represents common difference between any two levels.  

h represents height of the topology. 

3.3.2: Switch Connectivity 

This is the interconnection of lower level switches to the upper level switches and vice versa. 

In this type of connection, there is orderliness so that each switch connects to the exact number 

of switch(es) it is meant to be connected to, to avoid connection error and poor performance. 

This is where greatest common division (gcd) becomes very important. Another thing to note 

is that numbering of switches is done from 0, 1, 2, …. etc. - upwards and in left to right 

approach. The equation 3.4 and its implementation gives a clearer understanding of the switch 

connectivity (see section 3.4.1) for Single Ƶ -FT topology; while equation 3.5 for Hybrid FT 

on the reversed side. 

Xn+1 = (R
n+1 

∗  ⌊
(

Xn+1
Rn+1

)

𝑍2

⌋ + (X
n
𝑚𝑜𝑑Rn) ∗

Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
+ 𝑘)  𝑚𝑜𝑑 Rn+1                     Equation 3.4  

[Adda and Peratikou, 2017] 

where k represents ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
 -1}.  

For right-hand-side of the Hybrid FT: 

Xn = (R
n

∗  ⌊
(

Xn+1
Rn+1

)

𝑍1

⌋ + (X
n+1

𝑚𝑜𝑑Rn+1) ∗
Rn

𝑔𝑐𝑑(Rn, Rn+1)
+ 𝑘) 𝑚𝑜𝑑 Rn                            Equation 3.5  

[Emesowum, Paraskelidis and Adda, 2017] 

Where: k represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1}. This shows that k is an element in the set of 

numbers shown and determines the number of switches to be connected. 
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Xn+1 is switch sought after at the upper level2. 

Rn+1 is the total number of switches at the upper level2. 

Xn is level1 switch connecting to upper level2 switch at Xn+1. 

Rn is the total number of switches on level n connecting to upper level switches at Rn+1. 

Z1 is the number of subtrees/zones from level2 connected to a switch at level1. 

Z2 is the number of subtrees/zones from level1 connected to a switch at level2. 

gcd is an acronym for greatest common divisor used to get the exact number of Rn+1 switch that 

Xn will connect to. 

⌊𝑥⌋ 𝑖𝑠 𝑐𝑎𝑙𝑙𝑒𝑑 ′floor function’ defined as the greatest integer that is less than or equal to x  

mod is called modulus, which finds the remainder after division of one number by another 

3.3.3: Port Mapping 

After the switches’ interconnections, the next thing to do is to make sure there is no conflict in 

connecting each cable/link of a switch to the appropriate ports. So, port mapping is the term 

we use to match every switch port to its corresponding ports in the upper or lower level. The 

equation 3.6 and its implementation gives a clearer understanding of the switch port mapping 

(see section 3.4.3 for examples Single FT), while equation 3.7 for Hybrid FT on the reversed 

side (see section 3.5.2 for examples). 

 

Xp+1 =  ⌊ 
Xn+1

Rn+1
 ⌋ 𝑚𝑜𝑑 Z2 ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
+ 𝑝                                                               Equation 3. 6 

 [Adda and Peratikou, 2017] 

where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} 

Xp+1 represents switch ports to be mapped at upper level, i.e. set of R
n+1 

switch ports to be 

mapped with X
n 

For the Hybrid FT port mapping (right-hand side): 

Xp = ⌊ 
Xn+1

Rn+1
 ⌋  mod Z1) ∗

Rn+1

gcd(Rn+1, Rn)
+ 𝑝                                                                 Equation 3.7 

Where p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
 -1} 

Xp  represents switch ports to be mapped at lower level, i.e. set of R
n 
switch ports to be 

mapped with X
n+1.   
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3.4: Single Ƶ -Fat Tree (FT)  

3.4.1: Single Ƶ -FT Switch Connectivity 

 

 

Figure 3.1: Ƶ (2;4,6;4,8;1,1) 

The diagram Figure 3.1 is Single FT, which is an example of Ƶ-FT having a total number of 

32 switches, 24 servers and 156 links. The labelling called “Client” in the diagram is an 

ethernet workstation used to model the behaviour of a user, and acts as traffic source. The 

workstation represents the users over the internet retrieving information from the servers 

(cloud).  

For this Single FT topology, from the notation: Ƶ (h; Z1, Z2, ..., Zh; Rn, Rn+1…Rh; gn, gn+1…, 

gh), it is represented as Ƶ (2;4,6;4,8,1,1) for a 2-switch level topology. Z1 is the number of 

subtrees/zones from level2 connected to a switch at level1. Z2 is the number of subtrees/zones 

from level1 connected to a switch at level2. R0=4 refers to the number of servers inside each 

subzone/subtree in zone (Z0). Rn = 4 refers to the number of leaf nodes inside each 

subzone/subtree in zone (Z1). Rn+1 = 8 refers to the number of root nodes inside subzone/subtree 

in (Z2). The sequence g1=1 is the degree of connectivity which indicates that there are no extra 

connections from server to switch except the full connectivity used by default. g2=1, also the 

degree of connectivity showing that there are no extra connections for the connections between 

level1 and level2 switches. So, the number of links when g2=1 is calculated using equation 3.1 
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Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
, which gives ( 

8

4
 ) = 2. 

With 2 links for the second degree of connectivity implies that each level1 switch will have to 

connect to only 2 switches at level2 from left to right order.  

 

 

Figure 3. 2 Ƶ (2;4,6;4,8;1,2) 

The diagram Figure 3.2 is Single FT, which is also an example of Ƶ -FT having a total number 

of 32 switches, 24 servers and 200 links. This Single FT topology, based on the notation  

Ƶ (h; Z1, Z2, ..., Zh; Rn, Rn+1…Rh; gn, gn+1 …, gh), is represented as Ƶ (2;4,6;4,8,1,2). The 

sequences are as defined in Figure 3.1 

Also, the sequence g1=1 is the degree of connectivity which indicates that there are no extra 

connections from server to switch except the full connectivity used by default. But for g2=2, 

shows that there are extra 2 links for the connections between level1 and level2 switches. So, 

the number of links when g2=2 is calculated using equation 3.1, then multiply by 2: 

2*(
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
), which gives 2*( 

8

4
 ) = 4. 

With 4 links for the second degree of connectivity implies that each level1 switch will have to 

connect to only 4 switches at level2 from left to right order.  
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Figure 3. 3: Ƶ (2;4,6;4,8;1,4) 

Figure 3.3 is also Single FT, an example of Ƶ -FT with a total of 32 switches, 24 servers and 

296 links. As shown in the diagram, the same notations and descriptions discussed in Figures 

3.1 and 3.2 are applicable to Figure 3.2. The only difference is the degree of connectivity where 

g2=4. This indicates that there are extra 4 links for the connections between level1 and level2 

switches. So, the number of links when g2=4 is calculated using equation 3.1, then multiply by 

4: 

4*(
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
), which gives 4*( 

8

4
 ) = 8 links. 

With 8 links for the second degree of connectivity implies that each level1 switch will have to 

connect to all the 8 switches at level2.  

3.4.2 Calculations for Single Ƶ -FT Switch Connectivity  

The  following examples show how the first subtree switches at level1 are connected to their 

corresponding level2 switches in Figure 3.1. Note that for convenience and simplicity in 

calculation, in our equations, r1 and r2 are replaced with Rn and Rn+1 respectively. 

Example 1: Connecting switch0 of level1 to level2 switches using equation 3.4: 

Xn+1 = (R
n+1 

∗ ⌊ 

Xn+1
Rn+1

𝑍2
 ⌋ + (X

n
𝑚𝑜𝑑Rn) ∗

Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
+ 𝑘)  𝑚𝑜𝑑 Rn+1 
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where k represents ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)  
 -1}. 

Xn+1= (8 * ⌊
0

4

6
⌋ + (0 mod 4)*2+k) mod 8 

Xn+1= (8 * ⌊0 ⌋  + (0 mod 4)*2+k) mod 8 

Xn+1   = (0 + (0*2)+k) mod 8 

Xn+1   = (0+k) mod 8 

where k ϵ {0, 1, 2…, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
)-1}= (

8

4
)-1=1 

so that k = 0,1. 

Therefore, switch0 of level1 is connected to the following level2 switches: 

If k = 0, it implies that (0+ k(0)) mod 8                                                                                                                                                                  

Xn+1   = 0 mod 8 = 0 

Also, if k= 1, it implies that (0+ k(1)) mod 8 

Xn+1   =1 mod 8 = 1 

 

Example 2: Connecting switch1 of level1 to level2 switches 

Xn+1 = (R
n+1 

∗ ⌊ 

Xn+1
Rn+1

𝑍2
 ⌋ +(X

n
𝑚𝑜𝑑Rn) ∗

Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
+ 𝑘)  𝑚𝑜𝑑 Rn+1  

where k represents ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)  
 -1}. 

Xn+1 = (8 * ⌊
1

4

6
⌋ + (1 mod 4) * 2+k) mod 8 

Xn+1 = (8 * ⌊0.041⌋ + (1 mod 4) * 2+k) mod 8 

Xn+1   = (0 + (1*2)+k) mod 8 

Xn+1   = (2+k) mod 8. 

where k ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
-1}= ( 

8

4
 )-1=1 

so that k = 0,1. 

Therefore, switch1 of level1is connected to the following level2 switches: 
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If k=0, it implies that (2+ k(0)) mod 8 

Xn+1   = 2 mod 8 = 2 

Also, if k = 1, it implies that (2+ k(1)) mod 8 

Xn+1   = 3 mod 8 = 3 

 

Example 3: Connecting switch2 of level1to level2 switches 

Xn+1 = (R
n+1 *

 ⌊ 

Xn+1

Rn+1

𝑍2
 ⌋ + (X

n
𝑚𝑜𝑑Rn) ∗

Rn+1

𝑔𝑐𝑑(Rn+1, Rn)

+ 𝑘)  𝑚𝑜𝑑 Rn+1 

where k represents ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)  
 -1}. 

Xn+1= (8 * ⌊
(

2

4
)

6
⌋ + (2 mod 4) * 2+k) mod 8 

Xn+1= (8 * ⌊0.083⌋ + (2 mod 4) * 2+k) mod 8 

Xn+1   = (0+ (2*2)+k) mod 8 

Xn+1   = (4+k) mod 8. 

where k ϵ {0, 1, …,  
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
-1}= ( 

8

4
 ) -1=1 

so that k = 0,1. 

Therefore, switch2 of level1 is connected to the following level2 switches: 

If k=0, it implies that (4+ k(0)) %8 

Xn+1   = 4 mod 8 = 4 

Also, if k=1, it implies that (4+ k(1)) %8 

Xn+1   = 5 mod 8 = 5. 

 

Example 4: Connecting switch3 of level1 to level2 switches 

Xn+1 = (R
n+1 *

 ⌊ 

Xn+1

Rn+1

𝑍2
 ⌋ + (X

n
𝑚𝑜𝑑Rn) ∗

Rn+1

𝑔𝑐𝑑(Rn+1, Rn)

+ 𝑘)  𝑚𝑜𝑑 Rn+1 
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where k represents ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)  
 -1}. 

Xn+1= (8 * ⌊
(

3

4
)

6
⌋ + (3 mod 4)*2+k) mod 8 

Xn+1= (8 * ⌊ 0.125 ⌋ + (3 mod 4) * 2+k) mod 8 

Xn+1   = (0 + (3*2)+k) mod 8 

Xn+1   = (6+k) mod 8. 

where k ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn+1, Rn)
 -1}= ( 

8

4
 ) -1=1 

so that k = 0,1. 

Therefore, switch3 of level1 is connected to the following level2 switches: 

If k = 0, it implies that (6+ k(0)) mod 8 

Xn+1   = 6 mod 8 = 6 

Also, if k=1; it implies that (6+ k(1)) mod 8 

Xn+1   = 7 mod 8 = 7.  

3.4.3: Single Ƶ -FT Port Mapping 

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
+ 𝑝                                                                                    𝐸quation 3.6 

Where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
−1}i.e. set of R

n+1 
switch ports to be mapped with X

n 

Using the above equation 3.5 for the following examples, we mapped every first switch of each 

subzone/subtree of level1 to its corresponding level2 switch ports. The notation Z
n+1 

represents 

number of subtrees from upper level R
n+1

; so that level1 Figure 3.1 has 6 subtrees in total, this 

means that each level2 switch has 6 different ports for the 6 subtrees to be mapped. 

Example 1: Mapping level1 switch0 subtree0 to level2 switches is thus: 

 

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 
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Where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
-1} 

Xp+1 = ( ⌊ 
0

4
 ⌋  𝑚𝑜𝑑 6) * 

4

4
  + p 

Xp+1= (0 mod 6) * 1+ p 

Xp+1= 0+p 

And p ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

4

4
)-1 =0 

If p=0, it implies that Xp+1= 0. 

Hence, level1 switch0 is mapped to all ports 0 of level2 switches where it is connected to. 

Example 2: Mapping level1 switch4 subtree1 to level2 switches is thus:  

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 

Where p represents ϵ {0, 1, …, 
Rn

𝒈𝒄𝒅(Rn, Rn+1)
− 1 } 

Therefore, Xp+1= ( ⌊ 
4

4
 ⌋  𝑚𝑜𝑑 6) * 

4

4
  + p 

Xp+1 = (1 mod 6) * 1+ p 

Xp+1 = 1+p 

And p ϵ {0, 1, …, 
Rn

𝒈𝒄𝒅(Rn, Rn+1)
− 1 }= (

4

4
)-1 =0 

If p=0, it implies that Xp+1= 1+0 = 1. 

Hence, level1 switch4 is mapped to all ports 1 of level2 switches where it is connected to. 

Example 3: Mapping level1 switch8 subtree2 to level2 switches is thus: 

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 

Where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} 

Therefore, Xp+1= ( ⌊ 
8

4
 ⌋  mod 6) * (

4

4
 ) + p 

Xp+1= (2 mod 6) * 1+ p 
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Xp+1= 2+p 

And p ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

4

4
)-1 =0 

Xp+1= 2+0 = 2. 

Hence, level1 switch 8 is mapped to all ports 2 of level2 switches where it is connected to. 

Example 4: mapping level1 switch12 subtree3 to level2 switches is thus: 

Xp+1 = (⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 

Where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} 

Therefore, Xp+1 =  ( ⌊ 
12

4
 ⌋  𝑚𝑜𝑑 6) * 

4

4
  + p 

Xp+1= (3 %6) * 1+ p 

Xp+1= 3+p 

And p ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

4

4
)-1 =0 

Xp+1= 3+0 = 3. 

Hence, level1 switch12 is mapped to all ports 3 of level2 switches where it is connected to. 

Example 5: Mapping level1 switch16 subtree4 to level2 switches is thus: 

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 

Where p represents ϵ {0, 1, …, 
Rn

𝒈𝒄𝒅(Rn, Rn+1)
− 1} 

Therefore, Xp+1=  ( ⌊ 
16

4
 ⌋  𝑚𝑜𝑑 6) * 

4

4
  + p 

= (4 mod 6) * 1+ p 

Xp+1= 4+p 

And p ϵ {0, 1, …, 
Rn

𝒈𝒄𝒅(Rn, Rn+1)
− 1 } = (

4

4
)-1 =0 
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Xp+1= 4+0 = 4. 

Hence, level1 switch16 is mapped to all ports 4 of level2 switches where it is connected to. 

Example 6: Mapping level1 switch20 subtree5 to level2 switches is thus: 

Xp+1 = ( ⌊ 
Xn

Rn
 ⌋  𝑚𝑜𝑑 Z2) ∗

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝 

Where p represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
− 1} 

Therefore, Xp+1 =  ( ⌊ 
20

4
 ⌋  𝑚𝑜𝑑 6) * 

4

4
  + p 

Xp+1= (5 mod 6) * 1+ p 

Xp+1= 5+p 

And p ϵ {0, 1, …, 
Rn

𝒈𝒄𝒅(Rn, Rn+1)
− 1 }= (⌊ 

4

4
 ⌋)-1 =0.  

Xp+1 = 5+0 = 5. 

Hence, level1 switch20 is mapped to all ports 5 of level2 switches where it is connected to. 

 

3.5: Hybrid Fat Tree (FT) 

3.5.1: Hybrid FT Switch Connectivity 

For the Hybrid Fat Tree (𝐻ℎ,𝑚), the same Ƶ -Fat-Tree notation: Ƶ (h; Z1, Z2, ..., Zh; Rn, 

Rn+1…Rh; gn, gn+1 …, gh), still holds, but the topology is divided into two parts. The left-hand-

side is an exact replica of the right-hand-side in a reversed form (from level1 to level2). Where 

h refers to the number of switch levels; Z1, Z2, …, Zh represent the number of zones at level h; 

Rn, Rn+1…, Rh is the number of root nodes within each of the subzones/subtrees; and gn, gn+1 

… gh specifies the degree of connectivity at each level. 

Note that connecting level1 switches to level2 switches for the left-hand-side of the Hybrid 

topology (bottom-up), is the same procedure as that of Single Ƶ-FT as demonstrated above. 

Therefore, we will only show the connection of the reversed side of the Hybrid FT topology 

(top-down) using Equation 3.5 for a top-down approach. 

Xn = (R
n

∗  ⌊
(

Xn+1
Rn+1

)

𝑍1

⌋ + (X
n+1 

𝑚𝑜𝑑 Rn+1) ∗
Rn

𝑔𝑐𝑑(Rn, Rn+1)
+ 𝑘) 𝑚𝑜𝑑 Rn                       Equation 3.5 
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where k represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 -1}. Description of all notation are the same used for 

the equation 3.4. 

 

Figure 3. 4: Hh,m(2; 4,6; 4,8; 1, 1) m=0 

Figure 3.4 is a Hybrid-FT with total of 32 switches, 24 servers and 176 links. This topology is 

also based on the notation Ƶ (h; Z1, Z2, ..., Zh; Rn, Rn+1…Rh; g1, g2 …, gh), and represented as 

𝐻ℎ,𝑚(2; 4,6; 4,8; 1, 1) from level 1. Based on the left-hand side of the topology, from level0,  

R0 = 6 refers to the number of servers inside each subzone/subtree in zone (Z0) at level0; Rn = 

2 refers to the number of leaf nodes inside each subzone/subtree in zone (Z1) at level1; and Rn+1 

= 8 refers to the number of root nodes inside subzone/subtree in (Z2) at level2. 

The sequence g1=1 is the degree of connectivity which indicates that there are no extra 

connections from server to switch except the full connectivity used by default. g2=1, also the 

degree of connectivity showing that there are no extra connections for the connections between 

level1 and level2 switches. So, the number of links when g2=1 is calculated using equation 3.1  

Rn

𝑔𝑐𝑑(Rn, Rn+1)
 , which gives 

8

2
 = 4. 
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With 4 links for the second degree of connectivity implies that each level1 switch will have to 

connect to only 4 switches at level2 from left to right order.  

From the notation (𝑯𝒉,𝒎), the subscript h stands for height of the Hybrid FT, while m could 

either be zero (0) or one (1). When m is zero, it means that there is no interconnection between 

the left-hand-side and right-hand side of the Hybrid (Figures 3.4 & 3.5). Nevertheless, when m 

is 1 (see Figure 3.6), it means that there is interconnection – for extra bandwidth and fault 

tolerance. 

 

Figure 3. 5: Hh,m(2; 4,6; 4,8; 1, 2) m=0 

Figure 3.5 is also Hybrid FT with total of 32 switches, 24 servers and 240 links, represented 

as  𝐻ℎ,𝑚(2; 4,6; 4,8; 1, 2) m=0. 

Although in this Hybrid FT, m=0 but the only difference is the degree of connectivity where 

g2=2. This indicates that there are extra 2 links for the connections between level1 and level2 

switches. So, the number of links when g2=2 is calculated using equation 3.1(for left-hand 

side), then multiply by 2: 

2 * 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
, which gives 2 * (

8

2
) = 8 links. 
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And equation 3.2 (for the reversed side), then multiply by 2: 

2 * 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 , which gives 2 * (

8

2
) = 8 links. 

With 8 links for the second degree of connectivity implies that each level1 switch will have to 

connect to all the 8 switches at level2, which is applicable to both sides of the Hybrid FT.  

 

 

Figure 3. 6: Hh,m (2;4,6;4,8;1,1) m=1 

Figure 3.6 is a Hybrid-FT with 32 switches, 24 servers and 192 links. This topology is 

represented as 𝐻ℎ,𝑚(2; 4,6; 4,8; 1, 1). Apart from the number of links, the first difference 

between this topology and Figure 3.5 is that the labelling for Figure 3.6 is on the right-hand 

side of the topology, which is the reversed side. Therefore, the sequence R0, Rn and Rn+1 is 

describe thus:  

R0 = 6 refers to the number of servers inside each subzone/subtree in zone (Z0) at level0;  

Rn = 8 refers to the number of leaf nodes inside subzone/subtree in zone (Z1) at level1; 

and Rn+1 = 2 refers to the number of root nodes inside each subzone/subtree in zone (Z2) at 

level2. 

The second difference between Hybrid topologies in Figures 3.4, 3.5 and 3.6 is in the notation 
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Figure 3.4: Hh,m(2; 4,6; 4,8; 1, 1) m=0; Figure 3.5: Hh,m(2; 4,6; 4,8; 1, 2) m=0; and Figure 3.6: 

Hh,m(2; 4,6; 4,8; 1, 1) m=1 shows that there are interconnections between the 2 topologies that 

form the Hybrid – for extra bandwidth and fault tolerance. Also, based on the degree of 

connectivity, the sequence g1=1 and g2=1 show that there are no extra connections between 

level1 and level2 switches. So, the number of links when g2=1 is calculated using a different 

equation (equation 3.2 for the right-hand side) because connectivity is done in reversed 

approach. So, with equation 3.2: 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
  

Where: Rn represents number of switches in each subzone at the lower level1; gcd is the greatest 

common divisor of Rn+1 and Rn. and Rn+1 represents number of switches in each subzone at the 

upper level2. 

Therefore, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)
, gives (

8

2
) = 4. 

With 4 links for second the degree of connectivity implies that each level2 switch will have to 

connect to only 4 switches at level1 from left to right order.  

3.5.2 Calculations for Hybrid Fat Tree (FT) Switch Connectivity  

The calculation for Hybrid FT switch connectivity will be for the Hybrid with interconnection 

represented in Figure 3.6: Hh,m(2; 4,6; 4,8; 1, 1) m=1. Here, we choose the first two switches 

of level2 on the right-hand side of the topology and show how they can be connected to level1 

switches; including the interconnecting switches (of level1) on the left-hand-side of the 

topology when m = 1. Using Equation 3.5 

Xn = (Rn * ⌊
(

Xn+1
Rn+1

)

𝑍1

⌋ + (Xn+1 mod Rn +1) *  
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 +k) mod Rn                                              Equation 3.5 

where k represents ϵ {0, 1, …, 
Rn

𝑔𝑐𝑑(Rn, Rn+1)  
 -1}. 

 

Example 1: Connecting switch0 of level2 to level1 switches (right-hand side).  

Xn = (Rn  * ⌊
(

Xn+1
Rn+1

)

𝑍1

⌋ + (Xn+1 mod Rn +1) *  
Rn

𝑔𝑐𝑑(Rn, Rn+1)
 +k) mod Rn                             Equation 3.5 

where k represents ϵ {0, 1, …, 
Rn

gcd(Rn, Rn+1)
−1}. 
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Xn = (8 * ⌊
(

0

2
)

4
⌋ + (0 mod 2) * 4+k) mod 8 

= (0+0+k) mod 8 

where k ϵ {0, 1, …, 
Rn

gcd(Rn, Rn+1)
 -1} = (

8

2
) -1 = 3 

So that k = 0,1,2,3. 

Therefore, switch0 of level2 is connected to the following level1 switches: 

If k= 0, it implies that (0+ k (0)) mod 8; so that Xn = 0 mod 8 = 0; 

If k= 1, it implies that (0+ k(1)) mod 8; so that Xn =1 mod 8 = 1; 

If k= 2, it implies that (0+ k(2)) mod 8; so that Xn = 2 mod 8 = 2; 

and If k= 3, it implies that (0+ k(3)) mod 8; so that Xn = 3 mod 8 = 3. 

Also, switch0 level2 on the reversed side of the topology will inter-connect to the left-hand-

side (as m=1): 

Xn = (2∗  ⌊
(

0

2
)

4
⌋ + (0 mod 2) *1+k) mod 2 

= (0+0+k) %2 

where k ϵ {0, 1, …, 
Rn

gcd(Rn, Rn+1)
 -1} = (

2

2
) -1 = 0 

So that k = 0. 

Therefore, if k = 0, it implies (0+ k(0)) mod 2  = 0. 

Therefore, switch0 at level2 connects to the following 0,1,2,3 switches of level1 on the right-

hand side; and switch0 level1 on the left-hand-side. 

 

Example 2: Connecting switch1 of level2 to level1 switches (right-hand side) 

Xn = (8 * ⌊
(

1

2
)

4
⌋ + (1 mod 2) *4+k) mod 8 

Xn = (1+4+k) mod 8 

where k ϵ {0, 1, …, 
Rn

gcd(Rn, Rn+1)
 -1} = (

2

2
) -1= 3 
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So that k = 0,1,2,3. 

Therefore, switch1 of level2 is connected to the following level1 switches: 

If k = 0, it implies that (4+ k (0)) mod 8; so that Xn = 4 mod 8 = 4. 

If k = 1, it implies that (4+ k(1)) mod 8; so that Xn = 5 mod 8 = 5. 

If k = 2, it implies that (4+ k(2)) mod 8; so that Xn = 6 mod 8 = 6. 

and if k = 3, it implies that (4+ k(3)) mod 8; so that Xn = 7 mod 8 = 7. 

Also, the switch1 inter-connecting the left-hand-side (when m=1): 

Xn = (2 * ⌊
(

1

2
)

4
⌋ + (1 mod 2) *4+k) mod 2 

Xn = (0+1+k) mod 2 

where k ϵ {0, 1, …, 
Rn

gcd(Rn, Rn+1)
 -1} = (

2

2
) -1 =0 

So that k = 0. 

Therefore, if k= 0, it implies (1+ k(0)) mod 2 

Xn = 1 mod 2 = 1. 

Therefore, switch1 of level2 will connects to the following 4,5,6,7 switches of level1 on the 

right-hand-side; and switch1 of level1 on the left-hand side. In fact, it is worthy to note that 

because the number of switches on the top right of the Hybrid are the same to the number of 

switches on the bottom left side of the Hybrid topology, the interconnection will be mapped 

one-to-one. The same procedure is applicable when interconnecting the top left switches to 

the bottom right switches.  

3.5.3: Hybrid Fat Tree  Port Mapping 

Note also that mapping switch ports of level1 to level2 switches for the left-hand-side of the 

Hybrid topology (bottom-up) is the same procedure as that of Single Fat-tree as demonstrated 

in (3.4.3: Single Fat-tree Port Mapping). Therefore, we will only demonstrate the mapping of 

the reversed side of the Hybrid topology (top-down). We choose to map every first switch of 
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each subzone/subtree (in Z2) of level2 to its corresponding level1 switch ports. The Equation 

3.7 is for this approach:  

Xp = ( ⌊ 
Xn+1

Rn+1
 ⌋  𝑚𝑜𝑑 Z1) ∗

Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 + 𝑝                                                                           Equation 3.7 

Where p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 -1}. 

Example 1: Mapping switch0 from subtree0 at level2 to level1 switches 

Therefore, Xp    = (⌊ 
0

2
 ⌋ mod 4) * (

2

2
 ) + p 

Xp  = (0 mod 4) * 1+ p 

Xp  = 0+p 

And p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

2

2
) -1 =0 

Xp  = 0+0 =0 

Hence, level2 switch0 is mapped to port 0 of all level1 switches where it is connected to. 

 

Example 2: Mapping switch2 from subtree1 at level2 to level1 switches 

Therefore, Xp    = (⌊ 
2

2
 ⌋ mod 4) * (

2

2
 ) + p 

Xp   = (1 mod 4) * 1+ p 

Xp  = 1+p 

And p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 -1}= (

2

2
) -1 =0 

Xp   = 1+0 =1 

Hence, level2 switch2 is mapped to port 1 of all level2 switches where it is connected to. 

 

Example 3: Mapping switch4 from subtree2 at level2 to level1 switches 

Therefore, Xp    = (⌊ 
4

2
 ⌋ mod 4) * (

2

2
 ) + p  

Xp   = (2 mod 4) * 1+ p 



55 
 

 
 

Xp   = 2+p 

And p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

2

2
 ) -1 =0 

Xp    = 2+0 =2 

Hence, level2 switch4 is mapped to port 2 of all level1 switches where it is connected to. 

 

Example 4: Mapping switch6 from subtree3 at level2 to level1 switches 

Therefore, Xp    = (⌊ 
6

2
 ⌋ mod 4) * (

2

2
 ) + p 

Xp    = (3 mod 4) * 1+ p 

Xp    = 3+p. And p ϵ {0, 1, …, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 -1} = (

2

2
 ) -1 = 0 

Xp     = 3+0 =3 

Hence, level2 switch6 is mapped to port 3 of all level1 switches where it is connected to. 

3.6: Servers, Switches and Links for Single and Hybrid FTs 

To calculate the total number of servers, switches and links in both the Single and Hybrid Fat 

Tree architectures, the following mathematical relationships are to be adhered to. 

3.6.1 Number of Servers in the Single FT Architecture 

To calculate the number of servers used in the Single FT, the following equation is useful.  

SEtotal  = (R0 * number of subzones in level0)                                                        Equation 3.8 

Where: 

 SEtotal is total number of servers 

R0 represents the number of servers on each subzone/subtree of level0 

Therefore, SEtotal = 4*6= 24 servers 

3.6.2 Number of Switches in the Single FT Architecture 

To calculate the total number of switches in Single FT, we use equation 3.9 

= (Rn * no of subzones in level1) + (Rn+1 * number of subzones in level2)    Equation 3.9 
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Recall that these notations Rn and Rn+1 represent the leaf nodes and root nodes on level1 and 

level2 respectively; with Rn= 4 and Rn+1 = 8 (see Figure 3.1, Figure 3.2 and Figure 3.3). 

Therefore, for Single Ƶ-FT, the total number of switches are: 

= (Rn * number of subzones in level 1) + (Rn+1 * number of subzones in level 2) 

= (4*6) + (8*1) = 24+8=32 switches 

3.6.3 Number of Links in Single FT Architectures 

To calculate the number of links in Single Ƶ-FT architectures, we sum up llinks0, llinks1 and llinks2. 

Where llinks0 is the connections between servers/level0 and level1 switches; llinks1 is the 

connections between level1 switches and level2 switches; and llinks2 is the connections between 

level2 switches and the client(s). Therefore, this implies that: 

Total Links = llinks0, + llinks1 + llinks2                                                                           Equation 3.10 

For level0 to level1 connections (full connectivity):  

llinks0 = R0 * Rn * number of subzones in level0                                                     Equation 3.11                                                                                               

For level1 to level2 connections:  

llinks1 = 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
* Rn * number of subzones in level1                                        Equation 3.12                                                                                           

For level2 to client connections:  

llinks2 = Rn+1 * number of clients                                                                             Equation 3.13 

So that the total links for Figure 3.1: 

Total Links = llinks0, + llinks1 + llinks2 

Total Links = (4*4*6) + ((
8

4
) * 4 * 6) + (8*1) 

Total Links = 96 + 48 + 8= 152 links. 

If the degree of connectivity increases, for example from g2 =1 to g2 =2, to calculate the number 

of links is by multiplying number of links connecting level1 and level2 by value of g2, i.e. 2. 

From equation 3.12, 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 * (Rn) * (number of subzones in level1) 

= (
8

4
) * 4 * 6 * 2 = 96. Therefore, total new links:  96 + 96 + 8= 200 links (see Figure 3.2) 

3.6.4: Number of Servers in the Hybrid FT Architecture 

To calculate the number of servers in Hybrid FTs, equation 3.8 is also used:  

= (R0 * no of subzones in level 0)                                                                Equation 3.8 
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Where SEtotal is total number of servers 

R0 represents the number of servers on each subzone/subtree of level0 = 6 

No of subzones in level0 is 4  

Therefore, SEtotal = 6*4= 24 servers 

3.6.5 Number of Switches in the Hybrid FT Architecture  

Also, for the Hybrid FT (Hh, m), we calculate the left-hand-side of the topology and multiply by 

2, bearing in mind that the two sides are symmetrically opposite; thus:  

SWtotal = 2 * ((Rn * no of subzones in level1) + (Rn+1 * no of subzones in level2)) 

= 2*((2*4) + (8*1)) = 2 * (8+8) = 32 switches. 

3.6.6 Number of Links for Hybrid Fat-tree Architecture 

To do this, we calculate the left-hand-side of the topology with the same equations used in 

section 3.6.3 for Single Fat-tree (as given below), then multiply by 2 since both left-hand and 

right-hand sides of the Hybrid architecture are symmetrically opposite.  

Total Links = llinks0, + llinks1 + llinks2                                                                            Equation 3.10 

For level0 to level1 connections (full connectivity):  

llinks0 = R0 * Rn * number of subzones in level0                                                     Equation 3.11                                                                                                         

For level1 to level2 connections:  

llinks1 = 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 * Rn * number of subzones in level1                                          Equation 3.12 

For level2 to client connections:  

llinks0 = Rn+1 * number of clients                                                                             Equation 3.13 

So that the total links for Figure 3.4  

= (6*2*4) + ((
8

2
) * 2 * 4)) + (8*1) 

= 2* (48 + 32 + 8) = 176 links. 

Also, If the degree of connectivity increases, for example from g2 =1 to g2 =2, calculating the 

number of links is by multiplying number of links connecting level1 and level2 with the value 

of g2.  

From equation 3.12,  

Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
  * (Rn) * (no of subzones in level2) 

= ((
8

2
) * 2 * 4)) *2 = 64. 
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Therefore, the total new links:  2 *(48 + 64 + 8) = 240 links. 

For total link calculation when both sides of the Hybrid are interconnected i.e. m=1; with g1 =1 

and g2 =1. Here, left to right hand side interconnection is calculated and added to the calculated 

right to left hand side interconnection. 

To calculate left to right interconnecting links:  

= 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
* (Rn) * (no of subzones in level1) = (

2

2
) * 2 * 4 = 8 

To calculate right to left interconnecting links 

= 
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 * (Rn) * no of subzones in level1 = (

8

8
) * 8 * 1 = 8 

Therefore, total interconnecting links:  

(
Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
 * Rn * no of subzones in level1) + (

Rn+1

𝑔𝑐𝑑(Rn, Rn+1)
* Rn * no of subzones in level1)  

= 8+8 = 16. 

So, the total links in the Hybrid architecture with interconnection when the degree of 

interconnectivity are g2 =1, g2 = 1 and m = 1 is thus:  

Number of links when m=0, which is 176 links as calculated above using:  

(Total Links = llinks0, + llinks1 + llinks2) + number of both sides interconnecting links 

= 176 +16 =192 links. 

3.7: Cost-Effectiveness  

According to Lancaster [Tom, 2018], designing a cost-effective network is nothing short of an 

art requiring foresight and technical savvy; which involves considering the capital and labour/ 

complexity costs. The capital cost is the cost of purchasing the switches, servers, cables and so 

on; while the complexity cost talks more about other support costs that include implementation, 

maintenance, monitoring and management. So, for a network design to be cost effective, it 

must also ensure reasonable and continuous data transmission even at the midst of device 

failures in the network [Tie, Yang, Bu and Huang 2013]. Therefore, a network design that is 

said to be cost effective must deliver greater performance, scalability and redundancy; which 

are always trade-offs for cost because it cost more money to have more of any of them. 

Nevertheless, getting appropriate network performance in the face of looming faults, warrants 

focusing on the design rather than on the hardware [Tom, 2018].   
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Furthermore, to efficiently design a communication network is a paramount task because the 

network designer finds a way of maximizing the network transmission capacity and at the same 

time try to lower its cost. These are two different important but contradicting objectives that 

affects each other [Zhang 2010]. Similarly, it is in line with this assertion by Zhang 2010 that 

we used as yardstick to measure and compare the cost-effectiveness of our proposed Hybrid 

FT with that of the Ƶ -FT on their ability not only to encourage performance in the midst of 

failures but also at an achievable lower total cost acquisition.   

As mentioned in our research contribution (section 1.4) that achieving a desired performance 

does not really involve adding more redundant hardware to networks. We designed the 

individual topologies with 32 switches and 24 servers, while the number of cables differ 

depending on the degree of connectivity used. For example, in comparing, we used Hybrid FT 

with 192 links against Single FT with 296 links (with a difference of 104 cables) etc. But the 

results in the Performance Analysis section, confirmed that with our Hybrid FT, the two 

contradicting objectives that determine the effectiveness of the design of communication 

networks were achieved.   

3.8 Summary of  Chapter Three 

In this chapter, we defined the general notation of FT and that of the Ƶ-FT which our work 

(Hybrid FT) is based on. The degree of connectivity that differentiates Ƶ-FT from other variants 

of FTs was also clearly analysed. In line with this, we discussed in details the mathematical 

equations used for the design of our proposed Hybrid FT: switch level relationship, switch 

connectivity and port mapping; which aided the perfect switch connections and suitable 

mapping of each switch to the corresponding switch ports it connects to. The Single FT and 

the Hybrid FT designs show that both architectures have the same number of  switches (32) 

and servers (24) but different number of links; of which both architectures can be used for 

client to server and server to server communications respectively; although our focus is on 

client to server communication.  

We also came up with a mathematical relations that can calculate the number of switches, 

servers, and links in any related FT topology that has the same semantic representation as ours. 

The cost-effectiveness of each architecture was discussed in relation to how desired 

performance can be achieved at lower cost – (hardware cost and complexity cost).  

Furthermore, for scalabilty, we also showed how our Hybrid FT can scale by proposing a 

Layered Hybrid FT(Hh,m
n  = nHh,m) as shown in appendix 19. 
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The next chaper is the Implementation chapter where our dicussions will be solely on how our 

designs are implemented using Riverbed and NS-3 simulation tools.  
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CHAPTER FOUR: IMPLEMENTATION  

4.1: Introduction  

This chapter gives an overview and explanations of the general implementation process of the 

Single FT and Hybrid FT architectures, but our focus will be mainly on the Hybrid FT. To 

achieve the design and implementation of these architectures, Riverbed and NS-3 simulation 

tools were used. Although, OMNeT++ (Objective Modular Network Testbed in C++) was 

initially used but later dropped due to its inability to simulate a network according to one’s 

desire.  

In this implementation chapter, we identified some key hardware and software elements that 

enabled the implementation of various algorithms and protocols in the Hybrid Fat-tree 

architecture on the mentioned simulation tools. Also, issues that might be encountered during 

the implementation are identified and discussed. The connections that produced the proposed 

Hybrid FT Architecture was achieved using the mathematical equations discussed in Chapter 

3, which are: switch level relationship, switch connectivity and port mapping. 

4.2: Implementation of Adaptive Routing through Design 

By the structure of Fat-tree topology, traffic transmission is done using adaptive routing from 

the leaf to the root switches. This is because as the packets are transmitted upwardly from the 

server via the leaf switch to the root switch towards the client, there are several communication 

links depending on the design semantic. However, the reverse is the case when sending packets 

from the root to the servers, therefore giving room for deterministic routing. According to 

[Mahapatra et al., 2012; Mahaptra, 2013], the routing of packets in Fat-tree architectures uses 

a single path from the Nearest Common Ancestor (NCA) down to the destination (Figure 4.1)  

This means that packets will not get to the destination node safely if a particular edge switch 

or link through which it is being transmitted is affected, as illustrated with the thick lines in 

Figure 4.1 below (from NCAsd to d); which also results to single point of failure.  
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Figure 4. 1 Unique Path Routing (Mahaptra, 2013) 

Having understood that deterministic routing is not fault tolerant, we proposed and 

implemented a design that will aid receiving and sending of packets using multipaths 

simultaneously; which results to a symmetrically opposite Hybrid topology. We implemented 

this using Equations 3.4 and 3.5 so that both sides of the topology will be equal and opposite 

and having the capacity to route packets to and from the clients and servers using multiple 

paths. This lessen traffic congestion, increases bandwidth, and makes the topology fault 

tolerant with the interconnecting links between level1 and level2 switches and vice versa i.e. 

by making m=1 from the notation 𝐻ℎ,𝑚 because when m=0, there is no interconnection and 

when m=1, there is interconnection. This was explained in detail in chapter three. 

Furthermore, in our design, between servers and level1 switches, our implemented design 

encourages transfer of packets to the servers. The level1 switches from both left and right sides 

of the Hybrid are connected downwardly to the same subzone/subtree of the servers, which 
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prevent single point of failure and to encourage congestion control. As shown below in Figure 

4.2. 

 

 

Figure 4. 2 An extract of hybrid connection for fault tolerance 

4.3: Application and Profile Definitions configuration 

In Riverbed, the implementation process involved the selection of the links, switches, 

client/workstation and servers. Across the architecture, a 100BaseT duplex link was used, 

which represents an Ethernet connection operating at 100 Mbps. It can connect any 

combination of the following nodes: Station, Hub, Bridge, Switch, and LAN nodes except Hub-

to-Hub. So, in our case it was used to interconnect station (client), switches and servers by drag 

and drop from the object pallet to the workplace. We used Layer 4 ethernet switches, which 

implements Spanning Tree algorithm (prevents network loops that generates broadcast storms 

that floods the network) to ensure a loop free network topology [Marco et al., 2005]. The 

switches communicate with one another by sending Bridge Protocol Units (BPDU’s), and the 

receiving and processing of packets by the switches are based on the configuration of the layer-

4 redirection of information and the spanning tree. The ethernet server used represents a node 

with server application running over TCP/IP and UDP/IP whose operational speed is 

determined by the connected link’s data rate. The server supports an underlying ethernet 

connection at 10Mbps, 100Mbps, or 1Gbps.  The ethernet workstation (represents client) is a 

client-server application that runs over TCP/IP and UDP/IP, which also supports an underlying 

ethernet connection at 10Mbps, 100Mbps, or 1Gbps. It requires a fixed time to route each 

packet as determined by the IP Forwarding Rate attribute of the node. Meanwhile packets are 
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routed on the first-come-first-serve basis, although queue may be encountered at the lower 

protocol layers but depends on the transmission rate. Some of the attributes of ethernet 

workstations that allow for traffic generation according to [Riverbed, 2017] are:  

❖ client custom application,  

❖ client email,  

❖ client http, etc.  

In Riverbed, there are two configuration utilities that enable the effective implementation and 

collection of results, they are: Application definition and Profile definition [Riverbed, 2017]. 

In the Application definition the usage parameters like time, duration and repeatability are 

specified. You can specify a name and the corresponding description in the process of creating 

new applications as shown in the Figure 4.3 for EMAIL and Figure 4.4 for HTTP applications 

respectively was configured. 

 

 

Figure 4. 3 Application Definition Config for EMAIL 
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Figure 4. 4 Application Definition Config for HTTP 

4.4: Profile Definition 

The Profile definition is for describing the activity pattern of a user of the application over a 

period, which is deployed in the workstation for modelling the behaviour of a user and acts as 

traffic source [Riverbed, 2017). The "Profile Config" node can be used to create user profiles. 

These user profiles can then be specified on different nodes in the network to generate 

application layer traffic. However, the application to be created in the object must have been 

configured in the Application Config profiles; example is shown in Figures 4.5 and 4.6 for 

EMAIL and HTTP respectively. 
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Figure 4. 5 Profile Definition Config for EMAIL 

 

 

Figure 4. 6  Profile Definition Config for HTTP 

The collection of results means that firstly the individual statistics profile needs to be 

configured at the global statistics profile as shown in Figure 4.7.  
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Figure 4. 7 Individual Statistics Profile 

In this profile, individual application statistics are collected e.g. email. You must check the 

corresponding box depending on the type of result one is looking at collecting. For example:  

Traffic Sent (packets/sec): which includes the average number of packets per second submitted 

to the transport layers by email all applications in the network. 

Traffic Received (packets/sec): which is the average number of packets per second forwarded 

to all email applications by the transport layers in the network. 

Percentage of Packet Lost: which is the percentage of packets that are said to been lost due to 

their inability to reach their destination as they travel across the network. 

4.5: Implementation of the Hybrid FT using NS-3 simulation tool 

One of the challenges faced in the study of data center designs is the realization of the proposed 

and existing designs for comparison, though this can easily be achieved using emulation for 

their performance analysis [Nascimento et al., 2010; Sarkar, et al., 2011; Pizzonia and 

Rimondini, 2008]. Therefore, after implementing the Single and Hybrid FT designs using 

Riverbed simulator, we also deemed it worthwhile to realize and evaluate their performances 

under different network traffic and load conditions using another network simulator.  To 

achieve this, we chose a Linux based discrete event network simulator called NS-3, which is 

an open-source simulator that succeeded NS-2 because of its number of deficiencies. The NS-

3 network simulator provides greater flexibility, modularity, evolvability and also support for 
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heterogeneity including wired and wireless models. It is designed as a set of libraries that can 

be combined with other external software libraries, which means several external animators 

and data analysis and visualization tools can be used with NS-3. Although, NS-3 provides both 

simulation engine to conduct experiments, and models of how packet data networks work and 

perform; However, it is based only on command line run by C++ and/or Python languages (but 

we chose to use C++ for this project). It has an existing built-in traffic generator such as 

BulkSendApplication for bulk data transfer and OnOff Application for Constant Bit Rate (CBR) 

and Variable Bit Rate (VBR) applications [NS-3, 2018].  

4.6: Steps to actualize the implementation of both Fat Tree topologies on NS-3 simulator 

For convenience, we have provided the screenshots of the vital steps followed to implement 

our Hybrid FT in the Appendixes. These screenshots include some codes, animations graph 

etc. 

Step 1: To include the libraries to be used in the code. These libraries describe the functionality 

of the components, so must be referenced by the simulator to ensure proper simulation                                        

Step 2: Connection and defining of log information: As seen in the library list, our connection 

type is point to point. To declare this type of connection, we use PointToPointHelper class to 

create the object for the connection. Then with this object we specify the channel attributes to 

use on connection - DateRate and Delay. There are 2 different P2P connections used, they are: 

Node to Switch (NodeToSW) and Switch to Switch (SWToSW). See appendix 1. 

Step 3: The next step is to create nodes which are client, server, and switch. Here, the client is 

represented as the core, the servers are grouped in pods; which are all declared in the 

NodeContainer. After this, we install internet stack on the created nodes to make them useable. 

See appendix 2. 

Step 4: The next step is to connect the switches, servers and client we created. To do this, a 

NetDeviceContainer needs to be created where these connections can be installed. Here, we 

have shown how the two different FTs that made up our proposed Hybrid FT are 

interconnected: interconnection from right to left and interconnection from left to right. See 

appendix 3 

Step 4: Then assignment of IP addresses to the interfaces of the devices created in the 

NetDeviceContainer by the help of IPv4AddressHelper and IPv4InterfaceContainer classes. 

Shown in appendix 4 
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Step 5: This step involves differentiating the created nodes by declaring which is Client and 

which are Servers. In defining the Client, an echoClient is created from UdpEechoClientHelper 

class, so that the client’s attributes can be installed. Shown in appendix 5 

Step 6: To declare a node as a server, echoServer is installed on the nodes to be used as servers, 

which become serverApps, so that their attributes will be installed on them. See in appendix 6. 

Step 7: In this step, we need to set a conventional rule for communication between the network 

devices, which is the Protocol. This also help devices to identify and make connections with 

each other. So, Transmission Controlled Protocol (TCP) is used between client and servers. 

This is implemented on the created Source (Client) and Sink (Server). Shown in appendix 7. 

Step 8: Links Failures: This is implemented by manually setting down an interface. Here you 

select an array of links to fail after declaring the IPv4InterfaceContainer as an array. Example 

of this is shown in appendix 9. 

Step 9: Result Collections: At the end of simulation, summary of statistics collected for each 

scenario based on the performance metrics needed to evaluate the results. Using NS-3, 

Percentage of Received packet, Percentage of packet lost ratio, and Delay are all collected and 

analysed for both Single FT and Hybrid FT. See appendix 10. 

4.7: Summary of Chapter Four 

Conclusively, we have been able to discuss the detailed steps taken to implement the Fat Tree 

architectures designed for cloud data center networks for the improvement of fault tolerance. 

As clearly seen, with our design, we have been able to improve Fat Tree topology that is known 

for using adaptive routing for upward forwarding and deterministic routing for downward 

routing. With this improvement, both upward and downward forwarding of packets can now 

follow any route adaptively, which will reduce congestion and improve fault tolerance. The 

steps followed in designing the Fat Tree topologies are also highlighted here, with detailed 

explanation and screenshots shown in the Appendix section. 

In the next chapter, we will be discussing the performance of these Fat Tree architectures under 

different traffic patterns and loads. In all, we will analyse the results of the simulations carried 

out with Riverbed and NS-3 simulation tools using some basic performance metrics like 

percentage of received packet, percentage of lost packet ratio and round trip delay, to evaluate 

the fault tolerance capability of each  FT architectures.  
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CHAPTER 5: PERFORMANCE ANALYSIS 

In this chapter, our focus is to present and analyse the results we got from the simulation of 

Single (Ƶ) and Hybrid (Hh, m) Fat Tree-based cloud data center networks. The results were 

evaluated using two different simulation tools – Riverbed and NS-3. Detailed explanation of 

these tools can be found in the previous chapter - Implementation Chapter. The first phase of 

the result analysis is based on the simulations carried out using Riverbed, while the second 

phase is based on the simulations carried out using NS-3. The reason for repeating the 

simulations using NS-3 is to validate the results obtained from Riverbed. In comparing Single 

and Hybrid Fat Tree (FT) designs, we made sure they are both constructed and simulated using 

some common parameters; though there are some discrepancies such as the number of the total 

links used in each simulation. Examples of the design and simulation parameters are the 

number of servers, switches, percentage of links failed, inter arrival times, constant packet sizes 

and random packet sizes. With these similar parameters used, the any result obtained from each 

compared scenario becomes justified. 

5.2: Phase One - Simulation with Riverbed Tool 

In this phase, simulations were carried out using the Riverbed tool to compare the Single FT 

(200 links), Single FT (296 links) against Hybrid FT (192 links) configurations, all having one 

client, 32 switches and 24 servers each. Recall that in Chapter Three where the topologies were 

designed, the Single FT with the schemantic Ƶ(2; 4,6; 4,8; 1, 2) shows the degree of 

connectivity g2 =2, which resulted to 200 links based on the calculation as discussed in section 

3.6.3. Then, the number of links was increased to Single FT (296 links) Ƶ(2; 4,6; 4,8; 1, 4) with 

degree of connectivity g2 = 4. Therefore, the different scenarios carried out in this first phase 

are based on the of: 

 

❖ constant packet size (50,000 bytes) and at constant inter-arrival time of 0.05 seconds 

❖ constant packet size (500,000 bytes) and at constant inter-arrival time of 0.05 seconds  

❖ constant packet size (20,000000 bytes) and different inter-arrival times. 

5.2.1: Part One of the Result Analysis 

The simulation results of both Single FT topologies were compared against our proposed 

Hybrid FT (192 links) [Hh,m(2; 4,6; 4,8; 1, 1) m=1] to assess their fault tolerance capabilities 

based on percentage of received packets. To do this, HTTP application was simulated on each 

of the topologies with same parameter as shown in Table 5.1. The simulation was run multiple 
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times, and the average results of percentage of received packets were collected as summarized 

in Table 5.2. In each topology using HTTP application, the simulation was run for 900 seconds 

and repeated multiple times to get an accurate average result. For instance, in the first scenario 

with packet size of 50, 000 bytes (for 20% of links failed), before taking the average, the 

minimum and maximum percentages of delivered packet for  the Single FT (200 links) are 

47.8% and 53.5% respectively; the Single FT (296 links) having minimum and maximum of 

58.7% and 65.9% delivery respectively; while for the Single FT (192 links) 68.3% and 79.4% 

respectively are the minimum and maximum percentages of packet delivered. 

 Furthermore, in the first scenario, packet size of 50,000 bytes at constant inter-arrival time of 

0.05 seconds was used; while in another setup (also detailed in Table 5.1 and 5.2), packet size 

of 500,000 bytes at constant inter-arrival time of 0.05 seconds was used. The reason behind 

using different packet sizes is to assess the performance of the architectures at different traffic 

load conditions. 

Table 5. 1 Summary of Parameters used for simulation of HTTP application using Riverbed 

 

 

Table 5. 2 Summary of Results of HTTP application based on percentage of failed links using Riverbed 

 



72 
 

 
 

 

 

Figure 5. 1 Graph of Part One: Scenario One 

Figure 5.1 represents a graph of average percentage of received HTTP packets simulated 

against the percentage of failed links for the different the Fat Tree topologies specified in the 

graph. The HTTP application was run in each of the topologies at different scenario of 

percentage of failed links for 900 seconds with packet size of 50,000 bytes and at constant 

inter-arrival times of 0.05 seconds. The results in this graph (figure 5.2) is also summarized in 

Table 5.2 based on average multiple simulations run for each percentage of failed links. For a 

healthy topology, i.e. when there is 0% of links failed, the average percentage of HTTP packet 

received per second is 100% for all the three designs. But as the percentage of links failed 

increase from 0% to 20%, there is a noticeable difference in decline of the average percentage 

of received packet. Our proposed Hybrid FT performed better than the other Fat Trees, e.g. at 

20% of links failed it had an average of 72.2% delivery rate, while the Single FT design 

(296links) achieved 61.1%, and the Single FT (200links) links achieved 51.7% delivery rate; 

this demonstrates how fault tolerant our Hybrid FT can be during link failures. 
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Figure 5. 2 Graph of Part One: Scenario Two 

In figure 5.2, the size of HTTP packet was increased to from 50,000 to 500,000 bytes and the 

simulation run for each of the topologies at different scenario of percentage of failed links for 

900 seconds at constant inter-arrival time of 0.05 seconds. The results shown in this graph and 

as also summarized in Table 5.2 is based on average of multiple simulations run for each 

percentage of failed links. Here also, at 0% of links failed, the average percentage of HTTP 

packet received is 100% for all the three designs. But as the percentage of failed links increase 

from 0% to 20%, there is a clear difference in the average percentage of received packet 

between our proposed Hybrid FT and the other Single FTs. So that at 20% of links failed our 

Hybrid (192links) achieved an average of 68.3% delivery rate, while the Single FT design 

(296links) achieved 56.7%, and the Single FT (200links) had 50.6% delivery rate; which 

validates our earlier result in figure 5.1 (where our proposed Hybrid outperformed the other 

Single FTs based on the use of 50,000 bytes packet size) and shows the capability of our Hybrid 

FT to exhibit fault tolerance during link failures at different traffic loads. 

 

5.2.2: Part Two of the Result Analysis 

This part is also divided into two scenarios – failing of 5 switches in the first scenario, and 

failing of 5 switches and 6 links in the second scenario. Here, 5 switches were failed at the 

level1 of the topology to stress the network, which helps to diagnose potential bottlenecks of 
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the networks. Also, to further stress the networks, in scenario two, we failed another 6 links. 

This was achieved by making sure that non of the 6links failed are connected to the already 

failed switches.   

We compare the Single FT (304 links) with Hybrid FT (208 links) both having two clients each 

(see table 5.3). An Email application with a constant packet size of 20,000000 bytes, at different 

inter-arrival times of 0.195, 0.39, 0.78, 1.56, 3.12, 6.25, 12.5 and 25.0 milliseconds are used to 

simulate each of the topologies for 900 seconds. We decide to use two clients in an attempt to 

increase the load condition, which will help assess the robustness and reliability of these 

topologies during traffic upsurges. As the inter-arrival time is reduced, more packets are 

generated.  

In the previous simulations with HTTP applications, only links were failed based on 

percentage; but here, we deem it necessary to fail same number of links and switches in both 

designs to further prove the uniqueness of our Hybrid FT design. Results of average received 

packets were collected after several simulations. Summary of the results are shown in Table 

5.4, and Figures 5.3 and 5.4 are the different graphs based on failed links and switches. 

 

Table 5. 3: Summary of Simulation Parameters for Topologies with two Clients for Email Application 
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Table 5. 4: Summary of the Simulation Results of Received Email Packets with failed switches and links 

 

 

 

Figure 5.3: Graph of Part Two: Scenario One 

Figure 5.3 shows the graphical representation of the average results obtained from simulating 

an Email application where each Fat Tree topology is designed with two Clients instead of one. 

The number of Clients was increased from one to two to encourage higher volume of packets 

transmission, so that the capability of the topologies to withstand the high traffic flow can be 

observed. In this case, only 5 switches were failed - 12 links connected to each switch for Single 

FT (304links) and 10 links connected to each switch for Hybrid FT (208links). This was kept 

constant at varying number of inter-arrival times as shown in Figure 5.3 and Table 5.4. 

Therefore, with the same parameters used, based on the average number of received packets, 

the Hybrid FT (208links) performed better than the Single FT (304links; e.g. at 25.0 
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milliseconds and 0.195 milliseconds, Hybrid FT received 68.77 pkt/s and 8821.02 pkt/s 

respectively. While the Single FT (304links) at the same inter-arrival times received 64.62 pkt/s 

and 8091.22 pkt/s respectively. This result confirms the previous results that our Hybrid FT 

even with less interconnection links is able to accommodate failure better than the Single FT. 

 

 

Figure 5.4: Graph of Part Two: Scenario Two 

Figure 5.4 shows the graph of the average results obtained from simulating an Email 

application where 6 links and 5 switches were failed, as detailed in Table 5.4. This is to further 

prove that our Hybrid FT performs better than the Single FT design. Remember that in Figure 

5.3, we had to fail only 5 switches, but this time we have to fail extra 6 links in each topology 

making it a total of 5 switches and 6 links failed to further assess their fault tolerant ability. 

Also, with the same parameters used, after taking the average of the received packets, the 

Hybrid FT with 208 links outperformed the Single FT with 304 links; e.g. at inter arrival times 

of 25.0 milliseconds and 0.195 milliseconds Hybrid FT received 63.13 pkt/s and 8064.89 pkt/s 

respectively. While the Single FT at the same inter-arrival times received 52.85 pkt/s and 

6799.44 pkt/s respectively. An interesting thing to note in this result is the good margin with 

which our Hybrid FT outperformed the Single FT. Take for instance when the inter arrival time 

is 0.195, the difference between the average received packets for Hybrid FT and Single FT is 
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1265.46 pkt/s. This undoubtedly attests to the claim that the Hybrid FT exhibits better Fault 

tolerance compared to the Single FT. 

In summary, different traffic and load conditions have been run on Riverbed based on HTTP 

and Email applications using different traffic, load and failure conditions that are expected in 

real life scenarios. In each of the scenarios, our Hybrid FTs performed better than the Single 

FTs. The different results from each scenario confirms that with our bespoke Hybrid FT design, 

fault tolerance, congestion control, graceful performance degradation etc are assured. 

 

5.3: Phase Two - Simulation using NS-3 Tool 

This is the second phase of result analysis, comprising three different parts using NS-3 

simulation tool to carry out the experiment. Across all the scenarios in this phase, 32 switches, 

24 servers and one client were used to design the Single and Hybrid FTs; though the number 

of links differ due to connectivity pattern. The Single FT is designed with the degree of 

connectivity g2 = 2, i.e. 200 links, while the Hybrid FT is designed with the degree of 

connectivity g2 = 1 and m = 1 which gives 192 links. Recall that when m=0, it means there is 

no interconnections between the 2 Single FTs that made up the Hybrid FT (𝐻ℎ,𝑚 (2;6,4;1,4;1,1)); 

however, when m=1, it means there are interconnections between the two Fat Trees that made 

up the hybrid. It is worth mentioning here that across all scenarios, the number of failed links 

are based on percentages. This gives a fairer comparison of the performance of each topology, 

whereby each topology is subjected to same type of network stress considering its size/number 

of links. 

Therefore, the 3 different scenarios carried out in this second phase are: 

 

❖ Use of random packet sizes (1,000 - 50,000 bytes) at constant inter-arrival time of 0.05 

seconds 

❖ Use of constant packet size (50,000 bytes) and at constant inter-arrival time of 0.05 

seconds 

❖ Based on the use of constant packet size (500,000 bytes) and at constant inter-arrival 

time of 0.05 seconds  

Also, something to be noted is that there is no specific type of application used as was the case 

in the previous analysis based on Riverbed where Email and HTTP applications were used. 

Furthermore, in this phase, apart from the percentage of received packet, another network 

performance metric (delay) was measured during the simulation. 
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5.3.1: Part Three of the Result Analysis 

In this part, simulations were carried out using NS-3 at Random Packet sizes ranging from 

1,000 to 50,000 bytes. The purpose of this part is to run a simulation that is close to real life 

situations where most data transmissions occur in various load and traffic sizes conditions 

respectively. This randomness of packet sizes will help investigate how each of these 

topologies reacts to fault tolerance in real time which is common in cloud data centers. In doing 

this, we compared the Single FT with 200 links and Hybrid FT with 192 links. Each of the 

topologies was simulated for 900 seconds at constant inter-arrival times of 0.05 seconds. The 

simulations for each scenario was run multiple times and the averages of the successfully 

received packets, and packet delay were all collected during the simulation (see Tables 5.5, 5.6 

and Figures 5.5, 5.6). 

 

Table 5.5: Summary of Network Devices and Parameters used with Random Packet Sizes 

 

 

Table 5. 6: Summary of Average Results of Simulation using a Random Packet Size 
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Figure 5. 1 Graph of percentage of Received Packets for Random Packet Sizes 

Figure 5.5 represents a graph of average percentage of received packets simulated using NS-3 

tool for the two different Fat Tree topologies as specified on the graph.  

As seen in this graph, the Hybrid FT (192 links) has a higher percentage of successfully 

received packet than Single FT (200 links) as the percentage of failed links increase (see Table 

5.6 for detailed result). For instance, at 0% failed links (healthy topology), the Single FT and 

Hybrid FT almost got same percentage of received packet: 99.77% and 100% respectively. But 

down the line with more percentage of link failures, the Hybrid FT outperformed the Single 

design e.g. at 20% of links failed, the Hybrid FT achieved 80.08% delivery rate against 58.86% 

delivery rate of the Single FT. This shows that our Hybrid performed better than the Single 

topology with an average of 21.22% of received packets. 
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Figure 5. 6: Graph of Packets Delay for Random Packet Sizes 

This is a graph of packet delay based on random packet size for transmission for both Single 

and Hybrid FTs as summarized in Table 5.5 and Table 5.6. As seen in the graph, the delay in 

this scenario is in favour of the Hybrid topology. For instance, at healthy topology (0% links 

failed), the Single FT had a delay of 1.21 microseconds to achieve a 99.76% of packet delivery; 

while the Hybrid FT has a delay of 1.02 microseconds to achieve a 100% of packet delivery. 

Furthermore, as the percentage of links failed increases, there is reduction in the percentage of 

packet delivered; which brings about faster delivery because packet lost increases as being 

transmitted from source to the destination. So that at 20% links failed, the Hybrid FT with 

88.08% percentage of received packet has delay of 0.38 microseconds, and Single FT with 

58.86% percentage of received packet has delay of 0.50 microseconds. 

5.3.2: Part Four of the Result Analysis 

In this part, simulations were carried out using NS-3 with a Constant Packet Size of 50,000 

bytes. We compare the Single FT (200 links) and Hybrid FT (192 links) based on the simulation 

time of 900 seconds with a constant inter-arrival time of 0.05 seconds. The simulation of each 

scenario was run for multiple times and the average produced was calculated. The Results of 

average percentage of received packet and delay times were collected after the simulation, with 

the summary shown in Tables 5.7 and 5.8, then Figures 5.7 and 5.8 are the graphs of the 

simulations. This part is a repetition of phase one: scenario one (using Riverbed), to ascertain 
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and evaluate the fault tolerance capabilities of the Single FT and the Hybrid FT using different 

simulation tools. 

Table 5.7: Summary of Network Devices and Parameters used with Constant Packet Sizes – 50,000 bytes 

 

 

Table 5. 8: Summary of Average Results of Simulation using a Constant Packet Size of 50,000 bytes 
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Figure 5.7: Graph of Average Percentage of Received Packets at Constant Packet Sizes of 50,000 bytes 

This graph represents the average percentage of received packets simulated using NS-3 for 

Single FT (200 links) and Hybrid FT (192 links). The results shown in this graph and as 

summarized in Table 5.8, describes how the simulation was run at different percentage of links 

failed, which include: 0%, 5%, 10%, 15% and 20%. Looking at the summary of the result in 

Table 5.8, it is clear that the Hybrid design performed excellently better than the Single FT. At 

0% of links failed (healthy network), the result shows that both topologies have almost same 

average percentage of received packet per second (100% and 99.80%). However, as the 

percentage of links failed increases the difference in performance emerges e.g. at 20% of links 

failed, our proposed Hybrid FT achieved an average of 87.10% of successful delivery; while 

the Single FT achieved 68.60% of successful delivery. This shows that our proposed Hybrid 

FT performs better than the Single FT when 20% of links failed. Based on this result, one could 

confidently say that the Hybrid truly displayed a better fault tolerance capability as seen in the 

previous experiments. 
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Figure 5.8: Graph of Packet Delay for Constant Packet Size of 50,000 bytes 

Figure 5.8 is a graph of packet delay measured in microsecond simulated with constant packet 

sizes of 50,000 bytes for data transmission on the two different topologies summarized in 

Tables 5.7 and 5.8. As seen in this graph, the Hybrid FT has a very low delay of approximately 

0.37 microseconds from 0% to 20% of links failed as against the Single FT that has delay of 

1.26 microseconds when 0% links failed, and 1.14 microseconds when 20% links failed. The 

delay for the Hybrid FT at healthy network was very good (0.38 microseconds), this did not 

change significantly as the percentage of links failed increases because of the connectivity 

pattern. When these delays are compared against their corresponding percentage of received 

packet e.g. at 20% links failed, one could agree that the Hybrid FT performed far better. 

Because at this percentage of links failed, Hybrid FT has an average percentage of received 

packet of 87.10% at 0.37 microseconds delay; while Single FT has an average percentage of 

received packet of 68.60% at 1.14 microseconds delay. 

5.3.3: Part Five of the Result Analysis 

In this part, we compare the Single FT with 200 links and our proposed Hybrid FT with 192 

links. But using a constant packet size of 500,000 bytes to simulate each of the topologies for 

900 seconds at constant inter-arrival time of 0.05 seconds. As in the previous experiments, we 

decide to increase the load from 50,000 bytes to 500,000 bytes to ascertain how different load 

conditions can impact the performance based on the same percentage of failed links and inter 

arrival time. Also, another reason behind using variety of load and traffic conditions is to identify 
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any network underlying regularities and irregularities, as stated in our Research Method 

Breakdown (Figure 1.1). The summary of network parameters, results of average percentage 

of received packet and delay times are as shown in Tables 5.9 and 5.10, then Figures 5.9 and 

5.10 respectively. 

 

Table 5.9: Summary of Network Devices and Parameters used with Constant Packet Sizes – 500,000 bytes 

 

 

Table 5. 10: Summary of Average Results of Simulation using a Constant Packet Size of 500,000 bytes 
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Figure 5.9: Graph of Average Percentage of Received Packets Constant Packet Sizes of 500,000 bytes 

 

Figure 5.9 shows the average percentage of received packets for Single FT (200 links) and 

Hybrid FT (192 links) as detailed in Table 5.8, based on percentage of links failed, which 

include: 0%, 5%, 10%, 15% and 20%.  From the graph, the Hybrid FT also performs better 

than the Single FT even at an increased transmitted load of 500,000 bytes. At 0% of failed links 

(healthy network), both topologies have almost same average percentage of successful delivery 

(99.99% and 99.60%). Nevertheless, as the percentage of links failed increases, the fault 

tolerance capability of our proposed Hybrid FT becomes more pronounced. This is because the 

Hybrid FT was able to withstand the failures thereby deliver higher percentage of packet as 

compared against the Single FT. For instance, it achieved an average of 83.10% delivery at 

20% of link failure; while the Single FT achieved 66.50% delivery rate. With a difference of 

16.6% of average received packet. Based on this result, it is justifiable to say that fault tolerance 

and graceful performance degradation are inherent in our proposed Hybrid FT design giving it 

an edge over the Single FT design. 
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Figure 5.10: Graph of Packet Delay for Constant Packet Size of 500,000 bytes 

 

Figure 5.10 is a graph of packet delay measured in microsecond simulated with constant packet 

sizes of 500,000 bytes for data transmission on Single FT and Hybrid FT designs as 

summarized in Tables 5.9 and 5.10. The graph shows that from 0% to 20% of links failed 

scenarios, the Hybrid FT has a very low delay that goes down from 0.40 microseconds to 0.39 

microseconds as against the Single FT that has delay of 1.29 microseconds at 0% links failed 

and 1.17 microseconds at 20% links failed. Therefore, increasing the packet size from 50,000 

bytes (as seen in figure 5.9) to 500,000 bytes (as seen in figure 10) still does not affect the 

ability of our proposed design (because of its connectivity pattern) to maintain a congestion 

free network as it shows better packet delay than the Single design across every scenario of 

failed links. Although, with the increase in packet size (from 50,000 bytes to 500,000 bytes), 

there is a slight delay as seen on the graphs. 

5.4: General Result Analysis based on Received Packet 

5.4.1: Failed Links and Switches 

One of the factors that determines the robustness of a network is its ability to handle failure. It 

is on this note that we conducted our research by failing links and switches in our network to 

ascertain how it will affect its performance. Before introducing failures to the networks, we 

had to run simulation of the healthy networks i.e. without any link or switch failure. Across all 

the networks scenarios we conducted, it can be observed that there is no much difference in the 
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percentage of received packet for both the Single FT and Hybrid FT when the network is 

healthy. However, as soon as failures of either links or switches are introduced, the difference 

in the amount of the received packet starts to evolve. As the failures are increasing, the 

differences in performance increase too. Especially, the results obtained from the scenarios 

where the Single FT (296 links and 308 links) and the Hybrid FT (192 links and 208 links) 

were compared, also show that Hybrid FTs performed better even with a far lesser number of 

links, confirming our assertion that fault tolerance cannot only be achieved by adding more 

links or redundant devices, rather a bespoke design plays a greater role. In line with this, our 

proposed Hybrid FT was able to tolerate link and switch failures more effectively than the 

Single FT because of the uniqueness of the design and connectivity pattern.  

5.4.2: Inter-Arrival Time 

Inter arrival time is said to be the time between the arrival of each packet and the next. This is 

to say that the smaller the interarrival time, the more packets are generated and vice versa. This 

determines how fault tolerant and reliable a network is in handling huge traffic amidst failures. 

Therefore, we used this as a metric to compare the effectiveness of the Single FT and the Hybrid 

FT in handling traffic upsurges, and to determine the amount of packet each topology is able 

to receive as the inter arrival time tends towards zero. For example, in 5.2.2 the amount of links 

and switches failed are kept constant, while the inter arrival time is reduced in each simulation 

carried out (see Tables 5.3 and 5.4; Figures 5.3 and 5.4). But because more traffics are injected 

as the inter arrival time decreases, the network became more congested so that the ability of 

each topology to mitigate the traffic congestion gives it an edge over the other. The results 

received confirmed that our Hybrid FT is the best bet if a fault tolerant network is needed within 

a cloud data center where traffic upsurge can be unpredictable. 

5.4.3: General Result Analysis based on Packet Delay 

The type of delay measured here is the Round-Trip Delay time (RTD), which is the length of 

time it takes for the client to send a request for information to the server plus the length of time 

it takes for the requested information to be received by the client. Although, the delays for both 

designs are measured in microseconds; however, on the overall, our proposed Hybrid FT 

outperformed the Single FT because the delay it exhibits across every scenario of simulated 

failed links are low and almost constant (see Figure 5.8 and Figure 5.10). A good way to 

measure the outcome of this delay is to correlate it with the average percentage of packet 

delivered at any scenario of failed links.  For example, in Figure 5.8, at 20% of links failed, the 
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Hybrid FT has an average delay of 0.37 microseconds with average percentage of receive 

packet of 87.10%; while the Single FT with delay of 1.14 microseconds, has a lower average 

percentage of received packet of 68.60% at same 20% links failed. Therefore, our proposed 

Hybrid FT is able to achieve a faster delivery because of the uniqueness of its connectivity 

pattern. 

5.4.4: General Result Analysis based on Increased Network Load 

Increasing the load of a network is also a yardstick to measure the performance and resilience 

of such network even during failures. Taking a critical look at the results obtained from 

simulations in Riverbed and NS-3 tools where transmitted packets sizes are increased from 

50,000 bytes to 500,000 bytes; one could see that for each scenario of failed links, the 

percentage of received packets for 50,000 bytes is higher than that of the 500,000 bytes in both 

simulation tools. This yardstick also serves as a common performance similarity existing 

between the two simulation tools because they both were able to maintain the same trend of 

performance as the packet sizes are increased. However, the difference in each performance 

output is as a result of using HTTP application in the Riverbed, which is a Blackbox tool; while 

the NS-3 is an open source simulation tool where the packet size used is not an application-

based. The good news is that individually, both simulation tools proved that our proposed 

Hybrid Fat Tree design is far better than the Single Fat FT design. 

5.4.5: General Result Analysis based on Complexity Cost 

Although, both topologies are built with same number of servers and switches, but the cost of 

building the Single FT network is higher than the cost of building the Hybrid FT network 

especially the Single FT (296 links) as compare with the Hybrid FT (192 links). This is so 

because comparing the cost of 192 links for the Hybrid FT to that of the Single FT with 296 

cables, one would concur to the difference in the cost of building both topologies. In fact, it is 

even a known fact nowadays that complexity costs are likely the biggest single determinant of 

every network cost-competitiveness, because as the network grows, so does the cost too 

[Stephen, 2009]. Apart from the cost of building these topologies, the cost of maintenance and 

implementation is another factor to be considered. So, because the Single FT (296 links) has 

more links than the Hybrid FT with 192 links, it is therefore indisputable that the Single FT 

has higher complexity cost. Therefore, based on this assessment of both topologies, our 

proposed Hybrid FT design is something to reckon with because of its ability to provide cost-

effectiveness and ease of maintenance if used in a real-life cloud data center. 
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5.5: Summary of Chapter Five 

In summary, in this chapter, we presented and analysed the simulation results and performances 

of Single FT architectures against our proposed Hybrid FT architecture. Different loads and 

traffic conditions were used during the simulations on two different simulation tools. The 

outcome of the results regarding the performance metrics used, which are Average Percentage 

of Received Packets and Delay show that our Hybrid FT is better for the improvement of fault 

tolerance and other desired network performance requirements needed in cloud data center 

networks. 
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CHAPTER SIX: PACKAGING OF FAT TREE ARCHITECTURES 

6.1: Background Introduction 

In cluster interconnection networks such as Fat Tree topology, the amount of cabling used in 

the interconnection of all machines is quite large. Based on this, researchers resort to 

performing switch aggregation. For instance, to have a reduction in the number of cables 

required to transfer the same amount of bandwidth up the hierarchy, an aggregation of 10GigE 

switches will give a reduction of 10 number of cables [Al-Fares, Loukissas and Vahdat, 2008].  

However, for Fat Tree topology where commodity switches are used for cost effectiveness, and 

the need for multiple switches at every layer to encourage its scalability characteristics; 

aggregation of switches is out of scope. But we acknowledged that one inherent drawback of 

Fat Tree topology is this increased wiring overhead. For this reason, we came up with a 

packaging technique to reduce wiring complexity in Fat Tree topologies. Ordinarily, packaging 

is the process of orderly arranging products into containers so that they can be marketable and 

easily moved to elsewhere. Then, because we are dealing with Fat Trees that have multiple 

connections with such cabling complexity, unorganized and thus difficult to properly connect 

and maintain; we considered it vital to embark on implementing a packaging design technique 

that will help simplify Fat Tree architectures. With our proposed packaging techniques, the 

following are the perceived benefits:  

❖ Simplification of cluster management: It is obvious that managing of multi-stage cluster 

networks like Fat Tree is tedious job due to its wiring complexity. Therefore, with our designed 

packaging technique, it breaks down the overall architectural complexity while still 

maintaining the same amount (and types) of devices and cabling; so that fault locations can be 

easily traced.  

 

❖ Incredible overhead cost reduction: Because the cost of maintaining unorganized and complex 

cabling networks is not cost-effective, thus, the packaging will help reduce the would-be 

incurred total acquisition cost as a result of the network complexity. 

 

❖ Allowing for the data center network incremental deployment: In fact, with the packaging 

whereby the network is arranged in Racks, the deployment can be in stages and with ease.  
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6.2 Packaging for fault tolerance and extra bandwidth 

Aside packaging for the reduction of wiring complexity, and other benefits enumerated above, 

we also introduced a packaging for fault tolerance and extra bandwidth at the higher cost of 

extra connections between the layers. With this development, one is left with the choice of 

either going for simple packaging or an extended packaging for fault tolerance and extra 

bandwidth that has more inherent benefit, though with trade-offs. For convenience, we assume 

that at the servers/processors level0 (𝒁𝟎) no extra external connections are required 𝑐1 = 0.  

The values of 𝑐𝑖 are bounded by the number of racks, each connection between two Racks is 

symmetric and bidirectional. The symmetric exists in both ways, 0≤ 𝑐𝑖 ≤⌊ 
n

2
 ⌋ being the lower 

integer; where n = number of Racks; which must be a common factor of the values of 

(𝑅𝑛 , 𝑅𝑛+1 … 𝑅ℎ). For 𝑐𝑖 = 0 we are aiming for simple packaging (without fault tolerance and 

extra bandwidth), for 𝑐𝑖 ≠ 0 which is an extended packaging, means we are aiming for fault 

tolerance and extra bandwidth at the higher cost of extra connections between the Racks.  

Therefore, the decomposition of a 𝒁𝒉 into smaller Racks for packaging is thus: 

𝑍ℎ = (𝑍1, 𝑍2,  … 𝑍ℎ; 𝑅𝑛 , 𝑅𝑛+1 … 𝑅ℎ; 𝑔𝑛 , 𝑔𝑛+1 … 𝑔ℎ)  ≡ 

(𝑍0; (𝑧1, 𝑧2, … 𝑧ℎ;
𝑅𝑛

𝑛
,

𝑅𝑛+1

𝑛
, … ,

𝑅ℎ

𝑛
;  (𝑐𝑖 ∗  𝑔𝑛) , (𝑐𝑖 ∗ 𝑔𝑛+1) … … . (𝑐𝑖 ∗ 𝑔ℎ) 

Therefore, when packaging into 2 racks with 𝑐𝑖 = 0, the value is 1. Then the new degree of 

connectivity =1*(𝑔𝑛 , 𝑔𝑛+1 … 𝑔ℎ). Also, if we are packaging with 𝑐𝑖 = 1, the value is 2. Here, 

the new degree of connectivity = 2*(𝑔𝑛 , 𝑔𝑛+1 … 𝑔ℎ). 

6.3: Description of Designs for Packaging Technique 

In this section, we will be showing the whole or undecomposed Fat Tree architectures and how 

they are decomposed and packaged using the mathematical relations derived above. we will be 

packaging different variants of Fat Trees, which include Ƶ-Fat Tree, Reversed Hybrid Fat Tree 

and K-Ary Fat Tree. 
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6.3.1: Example 1: Ƶ-Fat Tree 

 

 

Figure 6. 1: Ƶ (2;4,6;4,8;1,1). A complete undecomposed Single Ƶ-Fat-Tree  

 

Figure 6.1 shows an undecomposed Ƶ-FT, which can be decomposed and packaged into 

different number of Racks depending on the value of n. Recall that n is said to be the number 

of Racks, which must be a common factor of the values of (Rn and Rn+1), i. e. 4 𝑎𝑛𝑑 8 from 

Figure 6.1. See Figures 6.2 and 6.3 for the simple and extended (fault tolerance and extra 

bandwidth) packaging respectively. 
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Figure 6. 2 Simple Packaged Ƶ-FT where n=2 and c=0 

This is the packaged form of Ƶ- FT into two Racks, without inter Rack connections. We arrived 

at this by decomposing the parent topology (Figure 6.1) into 2 Racks (n). From 0≤ 𝑐𝑖 ≤ ⌊ 
n

2
 ⌋, c 

will be integers ranging from 0 to 1; and if we take c = 0, it shows we are aiming at a simple 

packaging without the need for fault tolerance and extra bandwidth. Note also that there is no 

change in connectivity because every switch and server is still connected to the original node 

it was connected to before the packaging. 

 

 

Figure 6. 3: Extended Packaged Ƶ-FT where n=2 and c=1, for fault tolerance and extra bandwidth 
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Figure 6.3 is also packaged into two Racks with inter Rack connections because c is equal to 

1. We arrived at this by decomposing the parent topology (Figure 6.1) into 2 Racks. Also, based 

on the relation 0≤ 𝑐𝑖 ≤ ⌊ 
2

2
 ⌋, c is equal to 1. This approach can be used for fault tolerance and 

extra bandwidth at higher cost as trade-off.  

 

6.4.2: Example 2: Ƶ-Fat Tree where n = 3 
 

 

Figure 6. 4: Ƶ (2;4,6;6,12;1,1). A complete Undecomposed Single Ƶ-Fat-Tree for n=3. 

Figure 6.4 is an example of undecomposed Ƶ-FT that can be packaged into 3 Racks since n=3 

is a common factor of the values of (𝑅𝑛 𝑎𝑛𝑑 𝑅𝑛+1) i.e. 6 and 12 in Figure 6.4. 
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Figure 6. 5: Simple Packaged Ƶ-FT where n=3 and c=0. 

Figure 6.5 is simply an isolated packaging decomposed into n=3 Racks with no inter Rack 

connections except at the servers. 

 

 

Figure 6. 6: Extended Packaged Ƶ-FT where n=3 and c=1, for fault tolerance and extra bandwidth 

 Meanwhile in Figure 6.6, which is an extended packaging form, there are inter Rack 

connections between the 3 different Racks (Rack A, Rack B and Rack C). Each Rack connects 

to 2 other ones with 24 links, so that the total number of extra links for all interconnections is 
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24 links * 3 = 72 links. This is the cost of fault tolerance and extra bandwidth, though it is 

optional. 

 
6.4.3: Hybrid Fat Tree (𝐻ℎ,𝑚)  

This is the sum of two Ƶ-trees with upward and downward directions. 

Hh,m= (Z1, Z2,  … Zh; Rn, Rn+1 … Rh; gn, gn+1 … gh + Z1, Z2,  … Zh; Rh, Rn+1 … Rn; gn, gn+1 … gh) 

The same rules that apply to 𝒁𝒉 in the packaging also apply to 𝑯𝒉,𝒎 with both forward and 

reversed Ƶ-Fat Tree. 

The semantic of Hh,m = (Z1, Z2,  … Zh; Rn, Rn+1 … Rh; gn, gn+1 … gh). Where, when m=0, it 

means that there is no connection internally between forward and reversed Ƶ-Fat Trees except 

at the processor level (𝒁𝟎). However, when m=1, it means that there is internal connection 

between the forward and reversed Ƶ-Fat Trees.   

 

Figure 6. 7: Hh,m (2;6,4;1,4;1,1). A complete undecomposed Hybrid FT where m= 0, and a total of 176 

connections. 
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Figure 6. 8:  Hh,m (2;6,4;1,4;1,1). A complete undecomposed Hybrid FT where m= 1, and a total of 192 

connections. 

 Figures 6.7 and 6.8 are undecomposed Hybrid FTs with interconnections and without 

interconnections respectively. In Figure 6.7, based on 𝐻ℎ,𝑚, m=0 for no internal 

interconnection between the upward and reversed Fat Trees. But in Figure 6.8, because m=1, 

there is an internal interconnection between the two Fat Trees. Therefore, these Hybrid FTs are 

packaged in different ways using four different combinations of notations. For instance, for a 

simple packaging and an extended packaging based on the relation 0≤ 𝑐𝑖 ≤ ⌊ 
𝑛

2
 ⌋, where c equal 

to 0 and c equal to 1 respectively. Therefore, our Hybrid FT packaging will be based on where 

m=0 and c=0; m=1 and c=0; m=0 and c=1, and m=1 and c=1. 

 

 

Figure 6. 9: Hh,m (2;6,4;1,4;1,1). Packaging showing Isolated layers and Racks; where m= 0, and c=0. Inter 

connection only at the servers. A total of 176 connections. 

Figure 6.9 is a packaging with the combination of m=0 and c=0. This is a type of isolated 

packaging both internally and externally, whereby the internal i.e. the two different layers (left-
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hand and right-hand sides of the Hybrid) and the external i.e. the Racks are not interconnected 

respectively. This is a form a simple packaging, where fault tolerance and extra bandwidth is 

not the target.  

 

Figure 6. 10: 𝐻ℎ,𝑚 (2;6,4;1,4;1,1) Packaging showing connected internal layers but isolated Racks; where m= 1, 

and c=0. Inter connection only at the servers. A total of 192 connections. 

In the case of Figure 6.10, we use the combination of m=1 and c=0. Recall that when m=1, 

there is internal interconnection; and when c=0, there is no external interconnections between 

Racks for realising fault tolerance and extra bandwidth. 

 

Figure 6. 11: 𝐻ℎ,𝑚 (2;6,4;1,4;1,1). For increase in fault tolerance & bandwidth based on Isolated layers and 

connected Racks; where m= 0, and c=1. A total of 192 connections. 
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For the packaging in Figure 6.11, a combination of m=0 and c=1 is used. This is an approach 

where there are only external interconnections between Racks, and none internally - between 

Hybrid layers (left-hand and right-hand sides of the topology).  

 

 

Figure 6. 12: Hh,m (2;6,4;1,4;1,1).  For maximum fault tolerance & bandwidth based on connected layers & 

Racks; where m= 1, and c=1.  A total of 208 connections. 

When the target is for maximum fault tolerance and increased bandwidth, as seen in Figure 

6.12, we use the combination of m=1 and c=1. So that there are interconnections both internally 

(between layers) and externally (between Racks). As earlier stated, this type of packaging has 

a trade-off of higher cost of extra cabling. 

 

6.4.4: Example 4: Packaging for K-ARY Fat Tree  

In this example, we demonstrate that our proposed packaging techniques can be used in other 

Fat Tree topologies too. By so doing, we use k-ary Fat Tree as an example to illustrate the 

packaging. A k-ary Fat Tree is variant of Fat Tree built with constant arity switches (fixed 

number of ports) interconnected in a regular topology. 
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Figure 6. 13: (3; 2,2,4;2,2,4;1,1,1), A complete Undecomposed k-ary Fat Tree 

Figure 6.13 is a k-ary Fat Tree topology with 3 levels, which can be described with the 

following semantics (3; 2,2,4; 2,2,4; 1,1,1); 3 stands for three levels; 2,2,4 stand for two servers 

at level0 connected to one switch, two sets of servers connected to one subtree, and 4 stands  

for different subtrees that made up the topology. Also, Rn, Rn+1, Rn+2 (2,2,4) stands for the 

number of switches in each level of the topology, which are: 2, 2 and 4 respectively from 

bottom to top. The values of gn, gn+1, gn+2 (1,1,1) in the semantic show the degree of 

connectivity from servers to level1 switches, from level1 switches to level2 switches, and from 

level2 switches to level3 switches respectively. 

Note that the colour coding is to differentiate the switches so that it can easily be identified 

during and after packaging into Racks, as shown in Figures 6.14, 6.15 and 6.16. 

 

 

Figure 6. 14: (3; 2,2,4; 2,2,4; 1,1,1), A Simple Packaging for k-ary Fat Tree 
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Meanwhile, Figure 6.14 is a simple packaging of k-ary into two Racks without interconnection 

i.e. c=0. With the degree of connectivity gn, gn+1, gn+2 still remains 1,1,1 at all levels. 

6.5: Summary of Chapter Six 

In this chapter, we have introduced a technique for packaging Fat Tree topology to simplify 

the cluster management, reduce total acquisition cost and for incremental deployment of data 

center network. Apart from implementing this design technique in the proposed Hybrid FT, we 

also showed its applicability in other variants of Fat Tree E.g. Ƶ-FT and k-ary FT. The 

packaging design can either be a simple one or an extended one. With the simple packaging, 

there is no aim for fault tolerance and extra bandwidth, but it maintained the same amount of 

cabling (the undecomposed topology and packaged topology). However, as an optional case 

we extended the packaging for fault tolerance and extra bandwidth but with higher cost as 

trade-off. 

Obviously, it could be argued that more cabling/links is being used in some of the packaging 

but let us not forget that using more cabling is optional and only needed when aiming for fault 

tolerance and increased bandwidth.  

The next chapter (seven) summarizes the whole contents of the thesis from chapter one to 

chapter six. In this chapter we succinctly discuss our work in a top-down approach starting 

from chapter one to the last. Moreover, new research areas that result during carrying out our 

work are also discussed for future direction.  
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CHAPTER SEVEN: CONCLUSION AND FUTURE DIRECTION 

 

7.1: Conclusion 

In actualizing our research aim, we have carried out the research objectives orderly. So that we 

can realize the research benefits and contribution to knowledge enumerated in chapter one, 

using two different simulation tools. 

Based on the reviewed literatures, we have had an insight into those challenges that prevent 

actualizing fault tolerance in a cloud data center network. We also evaluated several research 

contributions that are geared towards mitigating the issues of poor performance in data center 

networks. Therefore, based on the aforesaid, we understood that data center networks suffer 

from the ability to gracefully degrade performance during device failures (particularly the 

commonest failure region- links and switches), especially for cloud data center network due to 

huge traffic and the rate at which data transmissions occur. After reviewing several literatures, 

it was observed that none tackled the issue of fault tolerance without great impact on trade-

offs. To make a difference, we deemed it necessary to actualize our desired robust network 

topology for cloud data center network by using Fat Tree architecture because of its ability to 

handle congestion and traffic control, although to some extent. Therefore, having improved on 

these Fat Tree inefficiencies, we came up with a design that can stand the taste of time in all 

ramifications. 

Furthermore, our reversed hybrid FT design shows that fault tolerance cannot only be achieved 

by adding more links and redundant devices, rather a bespoke design plays a greater role. The 

uniqueness of this design is that it has a replica of alternative paths for upward traffic 

forwarding to the client, and the downward traffic forwarding to the servers for the achievement 

of full bisection, deadlock freedom and fault tolerance. Conversely, since inception, Fat Tree 

has been known for its multi-links when ascending from the server to the root switch, therefore 

uses adaptive routing as it sends data upwards. However, from the root switch downwards or 

common nearest ancestor (for server to server communication), it uses deterministic routing 

(which is not fault tolerant) because of its limited paths to the server. So, we identified this 

loophole, and therefore designed an architecture that has the same number paths upward and 

downward that uses adaptive routing in both forwarding and receiving of data. This gives a 

guaranteed fault tolerance and also helps eliminate the challenges of ‘nearest common ancestor 

switch’ that is common in Fat Trees that made it prone to single point of failure. Therefore, 

with all these qualities found in our reversed Hybrid FT, it proves that it is a better topology 
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for cloud data center amongst other cloud data center networks if fault tolerance is the prime 

target. 

The simulation results gathered for the Single FTs with 200 links, 296 links and 304 links; and 

their counterpart - Hybrid FTs with 176 links, 192 links and 208 show that fault tolerance, 

congestion control, graceful performance degradation and complexity cost realized with our 

Hybrid FT are because of our customized design. Based on some number of performance 

metrics (percentage of received packets, and delay) used to assess the performance of these 

topologies under different traffic and load conditions, show how our reversed Hybrid FTs were 

able to exhibit better performances. 

We are aware of the importance of cost effectiveness in building network infrastructures, and 

not ignorant of the huge number of cables that interconnect all devices in Fat Tree architecture. 

On that note, we deemed it necessary to propose a packaging for Fat Tree architectures that 

will help minimize wiring complexity, reduce total acquisition cost, simplify the cluster 

management, and ease deployment. Therefore, with our distinctive design and packaging 

technique that includes packaging for fault tolerance and extra bandwidth, the rise in the big 

data and internet of things that bring about performance challenges in cloud data center network 

can be accommodated with ease. 

Finally, as the backbone infrastructure for future information technology, cloud data center 

networks are meant to be designed in such a way that it could serve diverse computing needs; 

especially in this era of big data and everyday computing. To this end, we focused on achieving 

fault tolerant network believing that it is the bedrock for effective network performance. So, 

with the fault tolerance capability exhibited by our proposed reversed Hybrid FTs as detailed 

in the performance analysis chapter, we conclude that faults in cloud data center networks could 

be managed in real time through bespoke design, till repair becomes available. Unlike some of 

the contributions as reviewed in the related works whereby data are being transferred from 

failed devices to healthy devices, consuming more unnecessary time and causing much delay. 

7.2: Future Direction 

After carrying out an extensive work in this research by designing and implementing reversed 

Hybrid FT for the improvement of fault tolerance in a cloud data center network; we have also 

discovered another research area that can serve as future direction. This is the separation of 

upward and downward traffic. 
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Recall that our design is made up of Ƶ-FT at the left-hand side and another reversed Ƶ-FT at the 

right-hand side of the topology so that the number of links going up is equal to the number of 

links coming down. Therefore, we are suggesting traffic separation to be implemented in such 

a way that the left-hand side of the hybrid will be for forwarding upwards traffic from the 

servers to the clients, while the right-hand side be used for downward forwarding of traffic 

from the clients to the servers. When this is implemented, we believe that it will support greater 

fault tolerance and congestion control in cloud data center networks. 

 

Figure 7. 1 Reversed Hybrid FT  (𝐻ℎ,𝑚) for Traffic Separation 

Therefore, for future work, the alphabetical labelling of this hybrid topology helps to describe 

the separation of traffic flow from client to server and vice versa. This is decribed as follows:  

On the left-hand-side, upward traffic from the server to the client is forwarded through the 

group of switches labelled A, then passes through the group of switches labelled C to get to the 

clients. This is called upward traffic forwarding. Also, from the right-hand-side (the reversed 

side of the Hybrid), the downward traffic from the client to the server passes from the group of 

switches labelled D, then to the from the group of switches labelled B to the get to the servers. 

This is known as the downward traffic forwarding. Meanwhile the crisscrossed 

interconnections will serve as maximum congestion control and increased fault tolerance. 
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APPENDICES 

 

Appendix 1: Creation of PointToPoint Connection 

Using PointToPointHelper class to create the object for the connection (using NS-3). 

 

Appendix 2: Creation of Nodes 

The next step is to create nodes which are client, server, and switch. Here, the client is 

represented as the core, the servers are grouped in pods; which are all declared in the 

NodeContainer. After this, we install internet stack on the created nodes to make them useable.  

 

 

Appendix 3: Interconnection in Hybrid FT 

The next step is to connect the switches, servers and client we created. To do this, a 

NetDeviceContainer needs to be created where these connections can be installed. Here, we 
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have shown how the two different FTs that made up our proposed Hybrid FT are 

interconnected: interconnection from right to left and interconnection from left to right. 

 

 

 

Appendix 4: Assignment of IP Addresses 

The next step is assigning IP address to the nodes’ interfaces using Ipv4AddressHelper and 

Ipv4InterfaceContainer classes. This is an extract of how pod0 is assigned IP addresses. 

 

 

Appendix 5: Defining Node as a Client 

The next step is to define the node to be used as a client. Recall, that only one client was used 

in our simulation (using NS-3) To declare node as client, echoClient’s constructor as an 
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interface parameter is needed.  Also, after defining echoClient, we have to set some attributes 

as shown. 

 

 

Appendix 6: Defining Node as Server 

The next step is to define the node that are our servers. To declare node a server, echoServer 

and serverApps are needed to be installed on these nodes to be used as servers.  

 

 

Appendix 7: Implementation of Transmission Controlled Protocol (TCP) 

The next step is to implement Transmission Controlled Protocol (TCP) that defines rules and 

conventions for communication between our network devices. We create sink to be the servers 

and source to be our client. 



117 
 

 
 

 

 

Appendix 8: Demonstration of Link Failure in NS-3 

This step shows how links are failed. Here, 8 links are set down.  

 

 

Appendix 9: Result Statistics Display 

This is how all result statistics are printed at the end of the simulation  
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Appendix 11: Packet Transmissions in Single FT during simulation 

This is a screenshot of the Single Fat Tree during simulation in NS-3 tool. The green arrows 

show the data transmissions to and from the client and servers. 

 

 

 

Appendix 12: Packet Transmissions in Hybrid FT during simulation 

This screenshot is for the Hybrid Fat tree Fat Tree (without interconnections) during simulation 

in NS-3 tool. The green arrows show the data transmissions to and from the client and servers. 
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Appendix 13: Layered Hybrid FT (𝑯𝒉,𝒎
𝒏  = n𝑯𝒉,𝒎) 

Where n= number of layers required, h=height of the topology and m could either be =0  

without interconnections or m=1 with interconnection for fault tolerance and extra bandwidth. 

However, appendix 13 is a Layered Hybrid where m=0, made up of a combination of two 

reversed Hybrid Fat Tree topology that has interconnections at the servers – the level1 switches 

of both Hybrids are connected to the same set of servers at level0. Also, the level2 switches of 

both Hybrids terminate at the same clients or router as the case may be. 
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