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Conference programme

We are delighted to welcome you to the Centre for Research and Evidence on Security Threats’ 
(CREST) second international conference on Behavioural and Social Sciences in Security (BASS22). 

BASS22 brings together expertise from around the globe to enhance our understanding of the 
psychological and social drivers of threats to national security, the skills and technologies that 
enable its effective investigation, and the protective security measures that help counter the 
threat in the first place. These areas of understanding are delivered through three themes: 

• Risk and risk management, with papers considering the actors involved in security threats. 
Papers address actors’ backgrounds, beliefs, values and motivations; and assessments of the 
risks they pose and what measures can be taken to mitigate these risks. 

• Eliciting and assessing information, with papers which aim to enhance understanding about 
the gathering and curating of intelligence about individuals, relationships, groups and 
organisational processes. 

• Deterrence and disruption, with papers addressing the ways in which hostile actors’ actions 
can be disrupted and the methods to disengage them from crime and violence.  

The papers represent a diverse approach to security. They showcase innovative methods, 
new technologies, and provide an opportunity to hear about emerging areas of interest that 
our community of researchers are focusing on. We are delighted to have many early career 
researchers join us; for some this is their first time at an international conference. A warm 
welcome from CREST.   

BASS22, as with our work at CREST, brings together academics and practitioners to discuss 
security. The conference offers an ideal opportunity to do this in ways that we may not achieve 
online. We hope you benefit from the time we have built in to the sessions for discussion, and the 
opportunities over refreshments and our conference meal to network.  

We’re keen to make sure that the conversation about this important area of research doesn’t stop 
here. So, please let us know how you found the conference, sign-up to our newsletter to hear 
about new events and come and speak to us at the conference!  

With warm regards, 

Pofessor Stacey Conchie
Director, CREST

Dr Matthew Francis
BASS22 Conference Chair

3

http://please let us know how you found the conference
http://sign-up to our newsletter
https://crestresearch.ac.uk/bass22/


Social events

4

Social  events

BASS Conference Dinner,  
Tuesday 19 July, 19:00-22:30

Lancaster Brewery, 
Lancaster Leisure Park, 
Wyresdale Rd, 
Lancaster, 
LA1 3LA

A conference bus will take delegates from Lancaster University to The Brewery 
at 18:30 (we will be at the George Fox main hall to direct people to the buses 
from 18:15). There will also be a return bus for those who wish to go back to 
campus at 22:00, which will stop on route at the city centre for those staying in 
the city. Follow this link for directions if making your own way: https://g.page/
lancasterbrewery?share

The dinner will be an informal social event, serving up a Greek BBQ buffet, with 
no formal seating plan or dress code. Some alcoholic and soft drinks will be 
provided at the start of the event. Additional drinks can be purchased. Please 
note all pre-advised dietary requirements will be catered for at our buffet, 
with food clearly marked. If you have any questions, please ask at the BASS 
reception desk.

Keynote & Drinks reception 
Wednesday 20 July, 17:30-19:30
Sponsored by Security Lancaster
George Fox, Atrium

A drinks reception with canapes will commence at 17:30 with the keynote 
reception starting at 18:30. There will be a presentation for the winner of the 
poster competition during the reception.

After 19:30, delegates are free to explore Lancaster city and make their own 
dinner arrangements with colleagues. Coaches will be provided for drop off 
in the city centre, departing campus at 19:45. Conference staff will be able to 
direct you to the coaches, but please note there will be no return coach service 
back to campus.

https://g.page/lancasterbrewery?share
https://g.page/lancasterbrewery?share
https://crestresearch.ac.uk/bass22/
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Campus & Lancaster City

George Fox

The conference takes place in the George Fox lecture complex, located on the 
South Spine on campus, see the map online here.

Services on campus 

There is a NatWest ATM and local pharmacy on campus, situated in Alexandra 
Square. 

Alexandra Square also includes a number of coffee and food outlets, including 
Costa, Subway and a neighbouring food court.

The nearest shop is the Central supermarket opposite George Fox, and a 
couple of places to eat; Wibbly  Wobbly Burger Bar located towards Pendle 
College and a Chinese Restaurant inside George Fox. There are a few more 
food shops along the south spine (the main north-south thoroughfare across the 
campus). 

A Barclays ATM is available in South-West Campus near Cartmel College. 

Places to eat

We strongly recommend booking in advance somewhere to eat for after the 
keynote, as restaurants will be unusually busy due to graduation happening the 
same week, and Lancaster is a very small city!

Note there are limited places on campus, so we advise booking something in 
the city centre. Here is a selection of places within Lancaster: 
https://visitlancaster.org.uk/eat-and-drink/

Taxis

https://www.lancaster.ac.uk/sustainability/action/travel/taxi-travel/

https://use.mazemap.com/#v=1&config=lancaster&zlevel=1&center=-2.784674,54.007460&zoom=18&sharepoitype=poi&sharepoi=986347&campusid=341
https://www.lancaster.ac.uk/sustainability/action/travel/taxi-travel/
https://visitlancaster.org.uk/eat-and-drink/
https://crestresearch.ac.uk/bass22/
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More information

No photos and recording

Please do not take any photos or recordings during conference events. If you want pictures of a 
presentation, for example, please ask the speaker to email this to you.

Quiet Room

We have provided a quiet room for all BASS delegates in the Charles Carter building. The room is 
based on the ground floor, and will be signposted. The quiet room is a place to work, think, and 
relax. You are welcome to use headphones, computers, and phones so long as they have their 
sound muted and you don’t have a voice conversation through them. If you and someone else in 
the quiet room want to chat, there is additional seating and tables situated just outside the room in 
the open space area.

Meeting Room

We are also providing a private meeting room for delegates to use throughout the conference. 
This is based in Charles Carter building close to the Quiet Room which will be signposted. We will 
provide a sign to put on the door ‘meeting room is in use’ for when you wish to use the room. The 
key will be held at reception. 

Luggage Room

We will provide a lockable luggage room for the first and last day of the conference. This will be 
based in the Charles Carter building, close to the Quiet Room, and will be signposted. You will be 
able to drop luggage off after registration on Tuesday, and drop luggage off Thursday morning 
after check out, to pick up after lunch at the end of the conference.

Accessibility assistance

Kat Gibbs (crest@lancaster.ac.uk) is our designated accessibility assistant, available throughout the 
conference as someone you can go to in order to share your concerns and ask for assistance. 

Safety on campus

For emergencies during the conference, please alert the BASS reception desk. For emergencies on 
campus (but outside of the conference hours) please dial 444 from any internal university telephone 
line (or from any mobile call 01524 594541.) This will connect the caller direct to on-campus 
security reception, staffed 24 hours a day. 

Covid precautions

We have deliberately booked large rooms for our sessions to allow attendees to space out, and 
which have windows and doors that can be opened for additional ventilation. 

https://use.mazemap.com/#v=1&config=lancaster&zlevel=1&center=-2.784674,54.007460&zoom=18&sharepoitype=poi&sharepoi=1000463034&campusid=341
https://use.mazemap.com/#v=1&config=lancaster&zlevel=1&center=-2.784674,54.007460&zoom=18&sharepoitype=poi&sharepoi=1000463034&campusid=341
http://www.lancaster.ac.uk/facilities/security/emergency-contact/
http://www.lancaster.ac.uk/facilities/security/emergency-contact/
https://crestresearch.ac.uk/bass22/
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Conference t imetable

12-13:30 Registration and lunch (George Fox, Main hall)

13:30 –  
15:00 Welcome and Keynote (LT1) - Alastair O

15:00 – 
15:30 Refreshments

Theme 1 
Risk & risk management

Theme 2  
Eliciting & assessing information

Theme 3 
Deterrence & disruption

Room LT1 LT5 LT2

15:30 – 
17:30 

Panel 1: 
Incels/ gender-informed violence

Chair: Joel Busher

Panel 2: 
Developments in interviewing techniques

Chair: Simon Wells

Panel 3: 
Offline, online and digital disruptions

Chair: Iain Reid

Involuntary celibates (incels), violence and 
mental disorder: a narrative review with 
recommendations for best practice in risk 

assessment and clinical intervention 
- Josephine Broyd

Behavioural indicators of accurate recall: 
Harnessing meta-memory processes during 

police interviews during rape investigations to 
gauge accuracy 

- Heather Flowe & Madeleine Ingham

Future Threats from Disinformation: Risks and 
Challenges

- Neil Verrall

Domestic abuse and violent extremism: 
Unpacking the relationship 

- Paul Gill

Enhancing deception detection in insurance 
claims settings: examining the effectiveness of 

variant Reality Interviews
- Adam Charles Harvey

Harnessing and Disrupting Group Processes 
Online 

- Laura GE Smith

Trauma, Adversity and Violent Extremism: A 
Life Course Approach

- James Lewis

Examining a new interview technique to gather 
information and elicit cues to deceit: The 

Ghostwriter Method
- Jennifer Burkhardt

Digital Roles and the Performance of Extremists
- Clara Braun

The Con.Cel project: Exploring the online spread 
of Incel ideology.

- Lewys Brace

Assessing the credibility of the Asymmetric 
Information Management (AIM) technique

- Cody Normitta Porter

Disrupting offline groups: methods and 
measures of effectiveness

- Paul Taylor

19:30 
onwards 

Conference Dinner 
18:30 coach service to Brewery. Meet 18:15 at George Fox main hall to walk over to coaches.

TUESDAY

Risk and risk management Social Bias in Computational Social Science 

Eliciting and assessing information Keynotes / Lightning talks / posters / panels

Deterrence and disruptionK
EY
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Conference timetable

08:30 – 
09:00 Refreshments (George Fox, main hall)

LT1 LT 5 LT 2

09:00 – 
11:00 

Panel 4: Constraints & protections
Chair: Paul Grasby

Panel 5: Eliciting information: Online, offline, 
and quickly

Chair:  Feni Kontogianni

Panel 6: Online-offline movements & 
subcultures

Chair: Rachel Monaghan

Case managed interventions countering 
radicalisation to violence: Strengths-based 

approaches 
- James Lewis & Sarah Marsden

Getting information quickly: Development of 
the Time-Critical Questioning framework 

 - Lorraine Hope

Terror, Politics, or Fun: Siege (Sub)Culture in 
the UK 

- Ben Lee

Conceptualising protective factors and 
constraints on violence: A strengths-based 

approach 
- Sarah Marsden

Strategic evidence disclosure for interviewing 
suspects: Training U.S. investigators in 

research-informed tactics 
- Marika Madfors

Right-wing extremism in online spaces - can we 
use digital data to predict offline action? 

- Olivia Brown

Meta-analysis of Risk and Protective Factors for 
Conspiracy Beliefs 

- Bettina Rottweiler

Eliciting information in online interactions: 
Development of a rapport-based protocol for 

security contexts 
- Lorraine Hope

Digital traces of offline mobilization
- Lukasz Piwek

The escalation and inhibition of violence during 
waves of far right or anti-minority protests: An 

analysis of key relational mechanisms 
- Joel Busher

Online counter-interrogation tactics by  
reluctant mock sources

- Alejandra De La Fuente Vilar

How opposing ideological groups use the 
content and function of online interactions to 

mobilise collective action 
- Olivia Brown

11:00 - 
12:30

Poster session (Lunch served from 1200) 
George Fox, main hall

WEDNESDAY MORNING

Risk and risk management Social Bias in Computational Social Science 

Eliciting and assessing information Keynotes / Lightning talks / posters / panels

Deterrence and disruptionK
EY
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Conference timetable

LT1 LT2 LT5

12:30 - 
14:00

Lightning Talks #1
Chair: Paul Taylor

Lightning Talks #2
Chair: Stacey Conchie

WORKSHOP 1:

Addressing bias in computational social 
science: What can we learn from social 

science theory?

Chair: Sophie Nightingale

Speaker: Adam Joinson

A Biosocial Criminology approach to White 
Collar Crime, biological interactions and 

consequences in the Law
- Domenico Galimi

Exploring the impact of Autism Spectrum 
Disorder on deceptive communication and 

deception detection 
- Tiegan Blackhurst

Rebel loyalties 
- James Hewitt

Visualizing the membership of organized 
criminal syndicates: A field evaluation of the 
Reporting Information about Networks and 

Groups (RING) task
- Feni Kontogianni

An Automated Assessment of Hybrid Identities 
in Online Extremist Communities 

- Shengnan Liu

What we can learn from Father Ted about 
National Security

- David McIlhatton & Paul Martin

From terrorist groups to organised crime gangs: 
the (de)securitisation of violent non-state 

political actors in Northern Ireland 
- Rachel Monaghan

Securing the code: Software developers 
perceptions' of security in their work 

- Iain Reid

Discursive practices of perpetrators of 
misogynistic violence 
- Anne Peterscheck

Counter-terrorism strategic communication and 
the situational impacts on the ordering of risks 

and reality 
- Charis Rice

A Systematic Review of Neurodiversity, 
Vulnerability, and Risk in the Context of Violent 

Extremism 
- Nadine Salman

Communication behaviours in military 
investigative interviews

- Mattias Sjoberg

What factors influence differential treatment 
of defendants in the criminal justice system? 

The impact of gender stereotypes on the 
prosecution of terrorists in England

- Chloe Squires

Security research through space and time: 
cultural differences and changes

- Lara Warmelink

Bringing objective cyber risk assessments to 
software development teams 

- Charles Weir

14:00 - 
14:30 Refreshments - George fox, main hall

LT1 LT 5 LT 2

14:30 - 
16:30

Panel 7: Risk assessment
Chair: Bettina Rottweiler

Panel 8: Assessing information in the digital 
world

Chair: Christina Winters

Panel 9: Practitioner perspectives
Chair: Olivia Brown

Individual Differences in Violent Extremism Risk 
Assessment 

- Nadine Salman

Policing and Social Media Screening
- Mark Rouncefield

A new scenario-based measurement to 
identify insider threat through the lens of the 

psychological contract 
- Nadine Michaelides

RADAR-rechts: Development of a Risk 
Assessment Tool for the German State 

Protection Structure 
- Lutz Heil & Friederike Sadowski

Who Are You? Exploring the Threat of 
Automated User Mimicry in Deceiving Online 

Social-Media Analysis 
- Keenan Jones

Stress, health and performance in undercover 
policing: A systematic review and mixed 

research synthesis
- Nathan Smith

The Individual Case Analysis for the German 
State Protection Structure 

- Karl Hans Muellen

CANCELLED:  Talk to the Machines: 
Using Chatbots to Enhance Sensitive 

Disclosure- Oli Buckley

Exploring adaptability in a covert police context 
- Simon Oleszkiewicz

The Extremism Risk Guidance (ERG22+) factors 
in terrorism and extremism research: A Rapid 

Evidence Assessment 
- Andrew Silke

Does expertise moderate the use of digital trust 
signals and symbols when assessing online 

information? 
- Rob Huw Peace

How do we Talk about Autism and ADHD when 
Assessing Extremism Risk 

- Zainab & Cyrus Al-Attar & Abbasian

17:30 - 
18:15 Drinks reception - George fox, main hall

18:15 - 
18:30 Prizegiving – George fox, main hall

18:30 - 
19:30 Keynote: GINA LIGON – LT1

WEDNESDAY AFTERNOON
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Conference timetable

08:30 – 
09:00 

Refreshments George fox, main hall

LT1 LT 5 LT 2

09:00 – 
11:00 

Panel 10: 
Online dynamics

Chair: Ben Lee

Panel 11: 
Detecting deception & suspicious behaviour

Chair: Heather Flowe

Panel 12: 
Deterring actors

Chair: David McIlhatton

Exploring the Role of the Internet in 
Radicalisation and Offending of Convicted 

Extremists in England and Wales
 - Jonathan Kenyon & Jens Binder

Do referee-reports increase self-disclosure in 
vetting interviews? 
- Christina Winters

Deterring and disrupting non-rational actors
 - Bianca Slocombe

Investigating the Cross-Platform Behaviours 
of Online Hate Groups 

- Fatima Zahrah

Strategies used to detect suspicious behaviours 
in public places 

- Urszula Matthews

Bystander Reporting and Intervention Critical 
to Countering Violent Extremists

 - Kristy Campbell

Understanding Online Hacktivist Groups: A 
Case Study on the Anonymous Collective 

- Keenan Jones

Actions speak louder than words: The Devil’s 
Advocate questioning protocol in opinions 

about protester actions 
- Aldert Vrij

The Phoenix Model of Disengagement and 
Deradicalisation 
- John Morrison

Ideological radicalisation and tactical 
escalation during a wave of far right protest: A 

relational perspective
- Joel Busher

Verbal Cues to Deceit when Lying through 
Omitting Information: Examining the Effect of 

a Model Statement Interview Protocol 
- Aldert Vrij

Trauma as a Risk Factor in Violent Extremist 
Mobilisation: Evidence from Central Asia 

- Noah Tucker

11:00 – 
11:30 

Refreshments George fox, main hall

LT1 LT5

11:30 – 
12:30 PANEL DISCUSSION: 

Research to practice

Chair: Anna Leslie

WORKSHOP 2: 
Addressing bias in computational social 

science: Explanation rather than prediction?

Chair: Sophie Nightingale
Speaker: Paul Taylor

12:30 – 
13:30 

Lunch for delegates - George fox, main hall 

Meet at BASS reception desk at 13:30 to walk over to coach to station.

THURSDAY

Risk and risk management Social Bias in Computational Social Science 

Eliciting and assessing information Keynotes / Lightning talks / posters / panels

Deterrence and disruptionK
EY
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Keynotes

GINA LIGON, DIRECTOR, NCITE
20 YEARS OF GOVERNMENT QUESTIONS TO AN ORGANIZATIONAL PSYCHOLOGIST 
ABOUT TERRORISM: WHAT THEY HAVE ASKED (AND WHAT THEY HAVEN’T)

A common call to government is to collaborate with academics such as initiatives like the National 
Counterterrorism Innovation, Technology, and Education (NCITE) Center and CREST to augment analytic 
capabilities to examine the nature of violent ideological extremist threats to our security. However, given 
changes in the threat landscape, questions and lead organizations asking the questions have shifted as well. 

Starting after 9/11/2001, the aim to connect researchers with policymakers and practitioners steadily increased 
in the United States and the West in general. Given the lack of an established academic field dedicated to the 
study of terrorism, government partners fanned out to scholars of political science, criminology, psychology, 
and more to draw on resources from diverse academic disciplines. One such discipline was mine – industrial 
and organizational psychology, or the study of how individuals and groups organize to accomplish both 
productive and destructive goals. 

This presentation aims to show how the questions asked of IO Psychologists have shifted alongside the threats 
posed by violent extremists over the past 20 years. 

Much of my story is about helping government partners understand how leaders attract, select, and influence 
toward malign innovation in these groups. For example, in 2002, the focus was on how to identify and 
dismantle the “top management team” of what was then al Qaida. In the decade following, it shifted to 
understanding how leaders abroad inspired homegrown violent extremism from those growing up in the West. 
Finally, since 2020, the focus in the US has been on how anti-government, anti-authority violent extremists 
(AGAAVE) and racially motivated violent extremists (REMVE) have organized to thwart democracy both in the 
US and abroad.   

I will share what questions different government partners have posed about the organizational psychology of 
violence, and I will also highlight what questions went (and still go) un-asked. In this, I will lay out an agenda of 
how academics can partner with government to understand not only the current threat, but also anticipate the 
next one. 

-------------------------------------------------------------------------------------------------------------------------------------------------------

BIO

Gina is Director of the National Counterterrorism Innovation, Technology, and Education 
(NCITE) Center, which is the United States’ Department of Homeland Security, Office of 
University Programs Center of Excellence in the Science and Technology Directorate, with the 
focus on Terrorism Prevention and Counterterrorism Research.

Keynotes
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Keynotes

ALASTAIR O, HM GOVERNMENT
THE ROLE OF BEHAVIOURAL AND SOCIAL SCIENCE IN CYBER

Behavioural and social science play a key role in understanding and predicting the ways in which people interact, 
and must therefore inform the technical and procedural approaches applied to threats and opportunities. 

From understanding the varied cultural factors that characterise communities, to supporting a more reliable 
prediction of individuals’ responses to a particular stimulus, this is key to increasing the effectiveness of national 
security interventions. 

By helping to determine the most effective points for influence, deterrence and disruption, behavioural research 
contributes to real-world effectiveness. 

Drawing on past experience, I will highlight the challenges of bringing leading behavioural research through to 
practical application.

-------------------------------------------------------------------------------------------------------------------------------------------------------

BIO

Alastair joined the national security community immediately after graduating from university. 
He has remained in government employment ever since, filling a number of roles spanning 
operational delivery, capability management and strategic planning. He has spent the last 
five years working to develop the UK’s effectiveness in cyberspace, with a particular focus 
on improved collaboration across government. He is now focused on enhancing collaboration 
between government, academia, industry and communities in order to develop the thriving 
cyber ecosystem that is key to the long term security of the UK.

14
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Abstracts:  L ightning talks

Risk and Risk Management

Domenico Galimi
Lecturer | University of Bath Spa

A Biosocial Criminology approach to White Collar Crime, biological interactions and 
consequences in the Law
Session: Lightning Talks #1 – LT1

Biosocial Criminology is enjoying a small, but significant, resurgence in popularity. The mapping of the Human 
Genome has allowed humanity to understand aspects of our nature that wouldn’t be possible to understand 
before. White Collar Crime has been examined by academia, research and legislators since Edwin Sutherland 
firstly defined it. Results have been inconsistent: inadequate research and even less adequate criminal sanctions 
against it. Biosocial criminology unavoidably accepts that human behaviour is the product of a complex inter-
action of environmental and biological influences. But at the same time, it also aims to enlighten researchers 
on biological influences in a way that doesn’t refuse evidence on the basis of Political Correctness taken to the 
extreme.

This paper wants to tackle the above issue from a critical, theoretical point of view, as a foundation for future 
research. It aims to challenge the traditional view held by most editors, that biology, law and criminology do not 
fit together. Specifically, it aims to examine the neuro-psychological interactions in white collar criminals. Espe-
cially the statement often made “I couldn’t stop”. Is this true on a biological level? And if true, should it influ-
ence lawmakers, juries and magistracy? Is leniency an inevitable consequence of better understanding?

James Hewitt
PhD | University of St Andrews

Rebel loyalties
Session: Lightning Talks #1 – LT1

This research focuses on the concept of loyalty in the context of non-state armed actors. It explores how 
loyalties are developed, reinforced, interpreted and demonstrated by those involved in militant organisations. 

Furthermore, this research uncovers what may influence an individual’s loyalties at different stages of their 
involvement. This includes not only internal organisational practices and experiences but also considers factors 
external to the organisation that may impact loyalties, such as the presence or absence of rival organisations. 
By placing loyalty at the centre of analysis, this research provides conceptual and theoretical insights on a topic 
that has up to now received very little scholarly attention. 

While many studies seek to explain what drives individuals to engage in or disengage from political violence, 
the research presented here offers a more nuanced understanding of who or what individuals are loyal to and 
what causes those loyalties to develop and change. Through analysis of Kurdish militant groups in Turkey, 
Iraq and Syria as case studies, this research should be of interest to academics and practitioners interested in 
organisational dynamics of non-state armed actors involved in insurgency, guerrilla warfare or terrorism.

https://crestresearch.ac.uk/bass22/
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Shengnan Liu
Postdoctoral Researcher | Lancaster University

An Automated Assessment of Hybrid Identities in Online Extremist Communities
Session: Lightning Talks #1 – LT1

The recent rise in online influence of hybrid communities - communities characterised by ideological mutations 
- necessitates a different approach to investigate their influence. The proposed study investigates the dynamic 
nature of hybrid eco-fascist identities and elucidates their influence in naturalistic settings. Driven by the social 
identity approach, this study trains and validates a model based on the Automated Social Identity Assessment 
toolkit (ASIA, Koschate et al., 2021), which leverages machine learning and natural language processing, to 
automatically assess which identity (eco or fascist) is situationally salient. This allows us to examine the dynamic 
interplay of these identities over time, and the role that linguistic style plays in the expression of the ecological 
and the fascist identities in eco-fascist movements. 

To train the model, the study used Reddit data form environmental and far-right forums that were publicly avail-
able for the period 2016-2020. Once trained, ASIA was applied to public data from Reddit eco-fascist forums. 
The results suggest prototypical linguistic patterns of both identities and interesting patterns of influence asso-
ciated with switching between the two identities. Findings highlight that naturally occurring data provide new 
insights into the emergence of hybrid groups, and the way these groups engineer social influence.

Co-authors:  Anastasia Kordoni, Mark Levine, Lancaster University; Miriam Koschate-Reis, University of Exeter.

Rachel Monaghan
Professor | CTPSR, Coventry University

From terrorist groups to organised crime gangs: the (de)securitisation of violent non-
state political actors in Northern Ireland
Session: Lightning Talks #1 – LT1

Throughout the course of the ‘Troubles’ in Northern Ireland, a number of political actors including the state 
were engaged in a conflict lasting some 30 years, which saw more than 3,600 lives lost. The signing of the Bel-
fast/Good Friday Agreement in April 1998 and its endorsement by voters north and south of the Irish border 
appears on the surface at least to signal a political solution to Northern Ireland’s ‘Troubles’. However, violent 
non-state political actors still exist in Northern Ireland and yet they are largely not considered in the same vein 
as their pre-peace process manifestations and counterparts. 

Through the lens of the Copenhagen School of Security Studies’ theories on securitisation and (de)securitisa-
tion, and utilising a qualitative methodology, namely discourse analysis the emerging research is concerned 
with the perceived security issues arising from violent non-state political actors and the process through which 
these security issues have been (de)securitised in post-conflict Northern Ireland. In doing so, the emerging re-
search examines primary sources to understand the process of moving a previously securitised issue of violent 
non-state political actors (e.g. terrorist groups) to an issue (e.g. organised crime gangs) outside of the security 
sphere.

Co-authors:  Dr Gabrielle Nugent-Stephens, Coventry University
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Anne Peterscheck
PhD | St. Andrews University

Discursive practices of perpetrators of misogynistic violence
Session: Lightning Talks #1 – LT1

This research explores the discursive practices leveraged by the proponents and perpetrators of misogynistic 
violence to justify their actions. More specifically, this research takes a case study approach with a comparative 
analysis between two manifestations of misogynistic violence: incel violence and intimate partner violence (IPV). 

This comparative analysis is rooted in the recognition of the patriarchal context in which incel violence and IPV 
take place, regardless of whether these forms of violence take place in public or behind closed doors. The data 
collection is a virtual ethnography, supplemented with interviews. The data analysis takes the form of a feminist 
critical discourse analysis.  

Aside from gaining a more nuanced understanding of incel violence, this research allows us to suggest the con-
cept of the patriarchy as a useful lens to understand gendered violence within terrorism studies and gain a bet-
ter understanding of how misogyny operates in society. This research also considers what lessons can be learnt 
for policy and interventions for misogynistic violence.

Nadine Salman
Senior Research Associate | Lancaster University

A Systematic Review of Neurodiversity, Vulnerability, and Risk in the Context of Violent 
Extremism
Session: Lightning Talks #1 – LT1

There is currently no evidence that neurodevelopmental disorders are directly related to engagement in crimi-
nality or violent extremism. However, just as they exist in the general population, neurodiverse individuals also 
exist in criminal and violent extremist populations. Within these individuals, specific symptoms of neurodevel-
opmental disorders such as autism spectrum disorder (ASD) and attention-deficit/hyperactivity disorder (ADHD) 
may contextualise vulnerability to such engagement.

This systematic review aims to synthesise existing knowledge on the functional role of ASD and ADHD in the 
context of vulnerability to violent extremism, radicalisation, and resilience. By synthesising what is known from 
a variety of different fields and publication sources, this review aims to provide the best available evidence to 
help to inform practice and future research in the field. 

The findings from this review will have important implications for how neurodevelopmental disorders, particu-
larly ASD, are understood in the context of vulnerability to violent extremism, and how practitioners can best 
support and manage risk for those with neurodevelopmental needs. Finally, it will provide recommendations for 
future avenues of research.

Co-authors:  Zainab Al-Attar, University of Central Lancashire
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Chloe Squires
PhD | University of St Andrews

What factors influence differential treatment of defendants in the criminal justice 
system? The impact of gender stereotypes on the prosecution of terrorists in England. 
Session: Lightning Talks #1 – LT1

In the face of well documented rising participation of women in terrorism, anecdotal evidence suggests that 
women are not prosecuted at the same rate as men. What are the reasons for this? This talk will offer an initial 
interpretation of the preliminary findings of this doctoral research which suggests that there are factors - beyond 
the fact that fewer women engage in terrorism – that explain differential treatment of male and female defend-
ants. Through an interdisciplinary approach, drawing on substantive, conceptual and theoretical perspectives 
from law and international relations, the study examines processes of agency attribution to explore why men 
and women might be treated differently by the courts. 

The research takes account of men and women’s experiences by analysing the outcomes of terrorism trials 
and the discourses present in court proceedings, alongside interviews with legal practitioners, and examining 
government data. The project therefore explores patterns of prosecution and the implicit biases which may 
influence how the criminal justice system treats terrorism offenders. In conjunction with mounting evidence sug-
gesting that terrorist organisations use gendered assumptions to their advantage, this research has important 
scholarly and real-world implications.

   Risk and Risk Management
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Eliciting and assessing information

Tiegan Blackhurst
Postgraduate Researcher | Lancaster University

Exploring the impact of Autism Spectrum Disorder on deceptive communication and 
deception detection.
Session: Lightning Talks #2 – LT2

Within society, there is a stereotypical belief that gaze aversion, unusual body language, and atypical speech 
patterns are cues to deception. However, gaze aversion, unusual body language, and atypical speech are also 
characteristic behaviours of Autism Spectrum Disorder (ASD). This may result in autistic adults being perceived 
as deceptive, even when telling the truth. Moreover, due to the emotional and cognitive impairments associat-
ed with ASD, autistic adults may exhibit a reduced capability to detect deception. Consequently, autistic adults 
may be uniquely vulnerable to negative contact within the Criminal Justice System (CJS); they may be viewed 
as erroneously deceptive, or face an increased risk of falling victim to fraud due to potential impairments in their 
deception detection abilities. The purpose of this talk is to present a brief overview of my research which will 
investigate whether autistic adults differ from neurotypical adults in their ability to deceive and to detect decep-
tion. I will also discuss why this emerging research is crucial for the protection of autistic adults’ future interests.

Co-authors:  Dr Lara Warmelink, Dr Calum Hartley

Feni Kontogianni
Lecturer | University of Winchester

Visualizing the membership of organized criminal syndicates: A field evaluation of the 
Reporting Information about Networks and Groups (RING) task
Session: Lightning Talks #2 – LT2

Obtaining detailed information about the structure of criminal and terrorist networks, and the relationships 
between the individuals involved, is a challenging task for investigators. Capitalising on associative memory 
theory and the dynamic nature of retrieval cuing, we developed the Reporting of Information about Networks 
and Groups (RING) task; an information elicitation task which uses a visual format to represent the individuals 
associated with a specific group. We will provide an overview of a proof-of-concept field test of the RING task 
in partnership with the Las Vegas Metropolitan Police Department (USA). This project comprises: i) a training 
phase; ii) in-field testing; and iii) focus group discussions. Investigators will conduct interviews using a pen-and-
paper or an electronic version of the RING task. This project will collect data on the use of the RING task includ-
ing investigators’ perceptions of the usability and utility of the RING in gaining information. Focus groups with 
both investigators and crime analysts will be conducted to evaluate the contribution of the RING task in extend-
ing actionable intelligence. The project outcomes will allow further development of the RING according to the 
needs of source handlers in HUMINT contexts, with additional implications for training and scalability.

Co-authors: Christopher E. Kelly, Joseph’s University (USA); Lorraine Hope, University of Portsmouth (UK); 
Michael McClary, Las Vegas Metropolitan Police Department (Ret.), (USA); Wayne Thomas, University of Ports-
mouth (UK); Kristoffer Geyer, North of England Commissioning Support Unit, NHS (UK).
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Mattias Sjoberg
PhD | Lancaster University

Communication behaviours in military investigative interviews
Session: Lightning Talks #2 – LT2

Previous research suggests that a cylinder model (Taylor, 2002; 2004) can adequately describe communication 
behaviours within crisis negotiations, with speakers displaying one of three motivational frames across three ori-
entations toward the interaction. 

Attempting to better understand the structure of communication behaviours in a sample of military investigative 
interviews, and whether a similar cylinder structure might be observed, 24 military interviews were coded on 
an utterance-by-utterance unit level of analysis (13 interviews were second coded; Cohen’s k = .73). In total, 54 
different communication behaviours were identified and submitted to a proximity coefficient analysis and then a 
smallest space analysis. 

Preliminary findings suggested some similarities to the cylinder structure with cooperative, avoidant, and com-
petitive communication behaviours, and instrumental, relational, and identity motivations often clustering to-
gether. Potential deviations from the model were discussed and interpreted in light of the possible differences 
between crisis negotiations and military investigative interviews. 

Co-authors:  Professors Paul Taylor & Stacey Conchie, Lancaster University

Lara Warmelink
Senior Lecturer | Lancaster University

Security research through space and time: cultural differences and changes
Session: Lightning Talks #2 – LT2

Research on information elicitation, deception detection and criminal behaviour show that effects observed in 
one country do not necessarily generalise to other countries. Cultural differences, including differences in indi-
vidualism-collectivism and risk aversion, explain some of these differences. As cross-cultural research in security 
has increased, a new question arises: how constant are cultural differences? Pieterse (1996) laid out three possi-
ble ways cultural differences might respond to globalisation: 

1) the differences might be erased, 

2) they may remain constant or even harden and 

3) the cultures might ‘hybridise’: creating new cultural differences that may have different localisations and char-
acteristics than the old cultural differences. 

Since 1996, substantial evidence for cultural hybridisation has emerged in social and economic contexts. This 
lightning talk will discuss how security research could be at the forefront of tracking changes in cultural differ-
ences and what benefits this would have for security research.
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Deterrence and Disruption

David McIlhatton
Professor and Institute Director | Coventry University

What we can learn from Father Ted about National Security
Session: Lightning Talks #2 – LT2

In 1995, Father Ted was first aired on UK and Ireland television stations and followed the misadventures of three 
priests who live on the fictional Craggy Island, located off the west coast of Ireland. 

This lightning talk will explore the different storylines that are fundamental considerations for national security 
with particular emphasis on protecting people in public life, countering and mitigating VBIEDs, radicalisation in 
remote locations, financial crime, emergency evacuation procedures, mis/dis-information and protest.

Co-authors:  Professor Paul Martin, Coventry University

Iain Reid
Lecturer | University of Portsmouth

Securing the code: Software developers perceptions’ of security in their work
Session: Lightning Talks #2 – LT2

Software development is required to be agile and responsive to changing environments. Subsequently, organ-
isations are turning towards DevOps to bring development and operations teams together to develop and 
integrate code. Including security in this process leads to DevSecOps, but folding security into DevOps is not 
straightforward. Developers often perceive security as an inhibitor to the creativity, speed and agility required 
in DevOps practices. If developers bypass tools and processes that support secure code then organisations are 
exposed to increased risk. To address this requires understanding how software developers perceive security 
and risk in their work. To explore this, semi-structured interviews with 35 software developers was conducted. 
Exploratory thematic analysis generated themes related to security, including varying perceptions of secure 
software development.  While developers generally felt that everyone held a degree of responsibility for secu-
rity they also felt that security experts should support them in practical, realistic and accorded ways reflecting 
their working practices. By understanding DevOps and DevSecOps as a source of potential insider risk our 
findings enable us to make recommendations for how to address this risk and weave security into the culture of 
DevSecOps teams and processes. We conclude with making recommendations for further research.

Co-authors: Dr Gail Ollis, University of Portsmouth; Professor Debi Ashenden, University of Portsmouth/Uni-
versity of Adelaide
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Charis Rice
Assistant Professor | Coventry University

Counter-terrorism strategic communication and the situational impacts on the ordering 
of risks and reality
Session: Lightning Talks #2 – LT2

This paper investigates the construction and communication of counter-terrorism public information. Although 
strategic communication campaigns are variously intended to leverage risk prevention, trigger public reassur-
ance and offender deterrence, the actual meanings they take on are situationally influenced. Contextual factors 
such as whether there have been recent terrorist attacks, local experiences and collective memories of extrem-
ism, relational networks, and socio-political backgrounds, both individually and collectively, transform threat and 
risk perceptions (Goffman, 1971; Innes, 2014). It is only by attending to these complex interacting influences 
that we can understand how and why official counter-terrorism messaging plays a role in shaping the social or-
dering of reality. 

Emerging empirical data is derived from the ‘Situational Threat and Response Signals’ (STARS) project, com-
prising: 1) An inter-disciplinary literature review; 2) A three-way comparative case study of recent UK campaigns 
(‘See it, Say it, Sorted’; ‘Action Counters Terrorism (ACT); and ‘Security On Your Side’) that spans: a) different 
threat and risk signals; b) different UK contexts – Northern Ireland, England, Wales. Our case studies involve 
a frame analysis (Entman, 1993) of campaign materials that attends to how assets aesthetically configure and 
frame particular modalities of threat, as well as elite interviews, public focus groups, and social media analysis.

Co-authors: Professor Martin Innes, Cardiff University; Ms Jenny Ratcliffe, Coventry University

Charles Weir
Research Fellow | Lancaster University

Bringing objective cyber risk assessments to software development teams
Session: Lightning Talks #2 – LT2

This lightening talk explores one way we can develop and improve the evidence base for existing and new 
forms of deterrence. It introduces our HIPSTER project (https://lancaster.ac.uk/hipster), which helps Health IoT 
software developers to improve their cybersecurity, especially in the absence of security professionals.  To do 
this requires us to create objective risk assessments of the Health IoT threat landscape and find ways to commu-
nicate them to software developers and product managers. 

The talk will explore the ways to do this, ranging from Monte Carlo-based analysis of the publicly-available 
MITRE ATT&CK data; through use of commercial intelligence, and private commercial knowledge; to ways to 
harness anecdotal threat evidence from experts. It will suggest ways to present such knowledge in develop-
er-friendly form, both in graphical presentations and directly in card-based games.

Such techniques will be scalable for use in almost any other domain and with many other kinds of stakeholder, 
and offer an important area of research for the future.
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Risk and Risk Management

Zainab Al-Attar & Cyrus Abbasian 
Senior Lecturer | University of Central Lancashire 
Honorary Senior Lecturer | St George’s, University of London

How do we Talk about Autism and ADHD when Assessing Extremism Risk
Session: Panel 9: Practitioner perspectives (LT2)

Autism and ADHD are not risk factors for extremism in the general population and instead are neurodiverse 
conditions that generate positive strengths. However, when an individual posing extremism risk has a diagnosis 
of autism or ADHD, the way in which such neurodivergence shapes their risk and resilience needs to be under-
stood by risk assessors and managers. A nuanced synthesis of specialist clinical expertise in autism and ADHD 
and forensic psychological knowledge of extremism risk is needed to inform this area of work. The authors, a 
forensic psychologist and psychiatrist, will provide a broad theoretical framework to structure our understanding 
of the nuanced role which different facets of autism and ADHD may play in shaping push and pull factors for 
extremism, with reference to the FARAS and FARAH frameworks. The need to inform formulations of risk and 
protection with clinical knowledge of high functioning autism and ADHD presentations is highlighted, with em-
phasis on how a lack of knowledge of these presentations hinders not only diagnosis but also an understanding 
of their role in vulnerability and resilience. Emphasis is placed on preventing stigma of neurodivergence and 
focussing on the many strengths that arise from it, in order to prevent and mitigate risk.

Lewys Brace
Lecturer | University of Exeter

The Con.Cel project: Exploring the online spread of Incel ideology
Session: Panel 1: Incels/ gender-informed violence (LT1)

The work presented here will be drawn from the Con.Cel project, which focuses on the InCel (short for “invol-
untary celibate”) ideology, a misogynistic world-view whose proponents blame women for their lack of sexual 
activity, and the “Incelosphere”, a loose conglomerate of online InCel communities spread across various digital 
platforms. Specifically, it will present the results of an ongoing effort to use both interpretive examination of tex-
tual content and advanced computational methods to both map out the Incelosphere and to track its dynamics 
of contagion along four key axes:

1. Extremist contagion: The dynamics through which the most extreme ideas gain (or lose) traction within the 
InCel subculture.

2. Online contagion: To determine how the InCel ideology spreads across different digital platforms, such as 
Reddit, 4chan, YouTube, and dedicated InCel forums.

3. Ideological contagion: The pathways by which InCel subcultural practices have contributed to - but also 
drawn from - other extremist ideologies to create a “cross-pollination” of ideas, chiefly with aspects of the on-
line far-right.

4. Geographical contagion: Developing an understanding of the geographical contagion of the InCel move-
ment, with the aim of evaluating its prominence in the UK and the Republic of Ireland.

Co-authors: Dr. Stephane Baele, University of Exeter; Dr. Debbie Ging, Dublin City University
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Olivia Brown
Assistant Professor | University of Bath

Right-wing extremism in online spaces - can we use digital data to predict offline action?
Session: Panel 6: Online-offline movements & subcultures (LT2)

The Internet is playing a key role in the growth of right-wing terrorism, with online forums and social networking 
sites providing on opportunity for individuals to acquire ideology, recruit new members and plan attacks. While 
right-wing extremist content online is increasing, questions remain as to whether there are specific markers of 
online behaviour that can be used to infer risk. The current study addresses this question, by comparing the 
online postings of individuals who have been convicted of a terrorism offence and those who have not. We 
obtained a sample of publicly available online postings and meta-data that could be matched to individuals 
from their online aliases. Our sample includes 200,000 posts across three far-right forums from 26 convicted 
and 54 non-convicted individuals. In step one of our analysis, we conducted a qualitative content analysis on a 
sub-sample of the postings and identified significant differences in the content of posts according to conviction 
status. In step two of our analysis, we have utilised computational methods to predict conviction status based 
on the textual content of messages. Findings offer important insight into the link between online behaviour and 
offline extremist action and will be used to help inform effective prioritisation strategies in the monitoring of 
online material.

Co-authors: Professor Adam Joinson, Dr Laura Smith, Dr Brit Davidson

Olivia Brown
Assistant Professor | University of Bath

How opposing ideological groups use the content and function of online interactions to 
mobilise collective action
Session: Panel 6: Online-offline movements & subcultures (LT2)

The purpose of this pre-registered study was to investigate how different ideological groups justified and mobi-
lised collective action online. We collected 6,878 posts from the social media accounts of pro Black Lives Matter 
(n = 13) and anti-Black Lives Matter (n = 9) groups who promoted collective action in the month after George 
Floyd’s murder and the Black Lives Matter (BLM) protests and counter-protests. We used content analysis and 
natural language processing to analyse the content and psychological function of the posts. We found that both 
groups perceived their action as “system-challenging”, with pro-BLM accounts focused more (than anti-BLM 
accounts) on outgroup actions to mobilise collective action, and anti-BLM accounts focused more on ingroup 
identity. The reverse pattern occurred when the accounts were attempting to justify action. The implications are 
that groups’ ideology and socio-structural position should be considered to understand differences in how and 
why groups mobilise through online interactions.

Co-authors: Dr Laura G. E. Smith
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Josephine Broyd
Research Assistant | Broadmoor Hospital

Involuntary celibates (incels), violence and mental disorder: a narrative review with 
recommendations for best practice in risk assessment and clinical intervention
Session: Panel 1: Incels/ gender-informed violence (LT1) 

In recent years, mass violence associated with men who identify as involuntary celibates (incels) has been of 
increasing concern. Incels engage in an online community where misogyny and incitements to violence against 
women are prevalent, often due to the belief that women are denying them a ‘right’ to sex. Indeed, inceldom 
can be considered a form of extremism. To date, there has been little research into the mental health of incels 
and how, in some, this contributes to violence. This article considers the associations between mental disorder 
and inceldom, including the risk factors for incel-related violence. Information released about the perpetrators 
of incel-associated violence consistently suggests that mental disorder is a contributory factor, with depression, 
autism, and personality disorder being of particular relevance. In addition, hopelessness and suicidality in incels 
are key risk factors for violence when combined with fixations on lack of sexual experience, cognitive distor-
tions, and misattributing blame to women for their problems. Some of the difficulties associated with autism 
may increase an individual’s vulnerability to engaging with the incel community. More research is required on 
the contribution of personality disorder and psychosis. Recommendations for best practice for risk assessment 
and clinical intervention are made.

Co-authors: Lauren Boniface, Cardiff University; Dr Damon Parsons, Dr David Murphy, Dr Jonathan Hafferty, 
Broadmoor

Joel Busher
Professor | Centre for Trust, Peace and Social Relations | Coventry University

The escalation and inhibition of violence during waves of far right or anti-minority 
protests: An analysis of key relational mechanisms
Session: Panel 4: Constraints & protections (LT1)

While many far right or anti-minority protest events result in relatively little, or only low level, physical violence, 
in recent years, several countries across Europe and North America have seen protests by far right or anti-mi-
nority groups that have resulted in extensive violence – causing significant security and public order concerns. 
So why do we see physical violence escalate well beyond ‘normal’ levels during some waves of far right or 
anti-minority protest and not others, and what can policymakers, practitioners and other stakeholders do to 
help inhibit instances of violent escalation? This paper reports on a recent project that set out to address these 
questions. The project traced the pathways towards and away from violence during four periods of intense far 
right or anti-minority activism – Dover, UK (September 2014 – April 2016), Sunderland, UK (September 2016 
– December 2018), Chemnitz, Germany (August – December 2018) and Charlottesville, USA (February – July 
2017). Using within- and across-case comparison, the project then identified relational mechanisms that appear 
to have led towards or away from violent escalation. This paper will summarise key findings and discuss their 
possible implications for academic and policy-practitioner communities.

Co-authors: Gareth Harris, Independent Researcher; Julie Ebner, Institute for Strategic Dialogue; Zsófia 
Hacsek and Graham Macklin, Oslo University
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Joel Busher
Professor | Centre for Trust, Peace and Social Relations | Coventry University

Ideological radicalisation and tactical escalation during a wave of far right protest: A 
relational perspective
Session: Panel 10: Online dynamics (LT1)

The relationship between beliefs and action, or between ideology and behaviours, has been a focus of ongo-
ing debate within the literature on radicalisation and political violence, with the literature often sharply divided 
between those who have emphasised the link, or even taken it for granted, and those who have downplayed 
it. Recently however there have been a number of attempts to reconcile these positions. This has entailed look-
ing more closely at and seeking to specify the causal mechanisms through which ideological radicalisation can 
contribute to a move towards the use of (greater) violence. This paper contributes to these efforts. It does so by 
tracing how the rapid ideological radicalisation of the UK’s anti-minority protest scene around 2014-15 – with 
the collapse of the relatively ‘moderate’ English Defence League and the surge to prominence of groups that 
openly embraced white racial nationalism – shaped the dynamics of a wave of protests during 2014-16 that was 
characterised by increasingly violent confrontations between far right and anti-fascist activists, reaching their ze-
nith in January 2016 in the port town of Dover.

Co-authors: Graham Macklin, Oslo University

Paul Gill
Professor | University College London

Domestic abuse and violent extremism: Unpacking the relationship
Session: Panel 1: Incels/ gender-informed violence (LT1)

Recent case studies suggest there may be a link between domestic abuse and terrorism. However, prevention 
and management policy and practice require robust evidence to scientifically establish if there is a relationship 
between domestic abuse and terrorism, what the nature of that relationship is, and how domestic abuse im-
pacts upon terrorism risk. We present preliminary exploratory evidence which begins to unpack the nature of 
the relationship between domestic abuse and terrorism.

Co-authors: Haydar Muntadhar and Seray Mehmet, Croydon Local Authority

26

   Risk and Risk Management

https://crestresearch.ac.uk/bass22/


Abstracts: Papers

Lutz Heil & Friederike Sadowski
Researcher | German Federal Criminal Police Office (BKA)

RADAR-rechts: Development of a Risk Assessment Tool for the German State Protection 
Structure
Session: Panel 7: Risk assessment (LT1)

In the prevention and countering of far-right violent extremism, the German police is facing an increasing 
number of individuals to be assessed in terms of their risk for committing politically motivated life-threatening 
violence, thereby posing a threat to national security. Against this backdrop, a combination of an actuarial risk 
assessment approach (RADAR-rechts) as prioritization tool and an in-depth individual case analysis has been 
installed in order to ensure most effective threat management. RADAR-rechts is aiming at differentiating the 
group of far-right extremists into individuals that pose a higher risk and therefore need to be individually as-
sessed with priority and into individuals who exhibit merely moderate risk levels. Drawing from a systematic 
literature review and expert input (semi-structured interviews, Delphi method of expert ratings), the assessment 
tool consisting of 38 items has been developed for the use by state police officers. Besides the developmental 
process, we present the validation on a representative sample (n = 121) as well as the implementation within 
state police agencies. Not only does RADAR-rechts serve as a scientifically sound tool to prioritize potential 
far-right terrorists, it also enables nationwide systematisation and improves case overview, handling, and assess-
ment practices at the state police level.

Co-authors: Anne Brodführer, Lisanne Breiling, Jonas Knäble and Professor Martin Rettenberger, Centre for 
Criminology, Germany

Keenan Jones
PhD | University of Kent

Understanding Online Hacktivist Groups: A Case Study on the Anonymous Collective
Session: Panel 10: Online dynamics (LT1)

The hacktivist group Anonymous is unusual in its public-facing nature. Unlike other cybercriminal groups, which 
rely on secrecy for protection, Anonymous is active on social media. Our research aims to analyse the pres-
ence of Twitter accounts affiliated with Anonymous, leveraging machine learning to identify a network of more 
than 33,000 Anonymous-affiliated accounts. We then conduct a series of computational analyses to assess the 
manner in which the group operates on Twitter, including social network analysis to examine the distribution of 
influence within this network – identifying a small group of highly influential accounts which runs counter to the 
group’s claims of leaderlessness. Our work also identifies a fragmentation within the network after the arrests of 
prominent members in 2011-2013, as well a massive resurgence in activity during the Black Lives Matter pro-
tests that occurred after the murder of George Floyd. We analyse this resurgence using bot-detection methods, 
finding indications of considerable bot-like behaviour from Anonymous accounts. In turn, our work provides an 
examination of the manner in which this prominent hacktivist group utilises social media, offering insights into 
their social structures and providing evidence indicating that bot-activity is leveraged to exaggerate the degree 
of support that the group garners.

Co-authors: Jason R. C. Nurse, University of Kent; Shujun Li, University of Kent
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Jonathan Kenyon & Jens Binder
National Specialist Lead | HMPPS Interventions Services Counter Terrorism Team 
Senior Lecturer | Nottingham Trent University

Exploring the Role of the Internet in Radicalisation and Offending of Convicted Extremists 
in England and Wales
Session: Panel 10: Online dynamics (LT1)

This study sets out to explore the role of the Internet in radicalisation pathways and risk levels of individuals 
convicted of extremist offences in England and Wales. A comprehensive database of 269 convicted extremists 
was developed by reviewing and coding content of specialist assessment reports by professionals with access 
to a range of restricted information sources and direct contact with those concerned. Cases were grouped 
based on whether they primarily radicalised online, offline or subject to influence in both domains. Central are-
as of investigation include whether the Internet plays a prominent role in radicalisation for convicted extremists, 
if those taking various radicalisation pathways utilise the Internet in different ways, if offender demographics 
and offence-type variables differ when pathways are compared, and whether pathway taken impacts on as-
sessed levels of engagement with an extremist group or cause, along with assessed levels of intent and capabil-
ity to perpetrate violent extremist acts. Findings suggest the Internet is playing an increasingly prominent role 
in radicalisation, with changes in use over time, along with variations in online activities depending on pathway 
taken. General profile and vulnerability factors differed between pathway groups, along with assessed levels of 
engagement, intent and capability to commit violent extremist acts.  

Co-authors: Dr Christopher Baker-Beall, Bournemouth University

Ben Lee
Senior Research Associate | University of St Andrew

Terror, Politics, or Fun: Siege (Sub)Culture in the UK
Session: Panel 6: Online-offline movements & subcultures (LT2)

Subcultures are parallel cultures that exist outside mainstream norms and values. They have been interpreted 
as being criminogenic spaces, sites of working-class resistance, and apolitical venues for entertainment and 
self-expression. Terrorism research has explored subcultural theory as an explanation for individual radicalisa-
tion, and to a lesser extent to explain some of the wider appeal of extremist subcultures. Nevertheless, terror-
ism and extremism are usually viewed through a security lens rather than a cultural one; the entertainment and 
aesthetic value of extremist subcultures are overlooked in favour of ideological and strategic factors. 

This paper offers a different perspective, applying taste-based models of subculture to a case study of Siege 
Culture, an extreme manifestation of fascism, in the UK. Taking this perspective demonstrates that Siege Cul-
ture offers protagonists far more than revolutionary violence and includes examples of fiction, art, music, norms 
and values that cater to those that believe themselves completely outside mainstream culture. The breadth of 
this appeal, combined with an overall low level of violence, suggests that Siege Culture in the UK was as much 
a subcultural phenomenon as a terrorist one. These findings suggest that the future management of extremism 
will require an understanding of the subcultural dynamics of different subcultures.

Co-authors: Sarah Marsden, University of St Andrews
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James Lewis
Research Fellow | CSTPV | University of St Andrews

Trauma, Adversity and Violent Extremism: A Life Course Approach
Session: Panel 1: Incels/ gender-informed violence (LT1)

In recent years, there has been a notable increase in research exploring the relationships that might exist be-
tween trauma, adversity and violent extremism. This includes research which has examined whether, and under 
what circumstances, trauma and adversity might be implicated in radicalisation pathways; the extent to which 
engagement in violent extremism might be a source of trauma; how engagement-related trauma might con-
tribute to disengagement processes, and whether the process of disengagement might itself be a traumatising 
experience; and how the effects of engagement-related traumas might persist into, and be exacerbated by ex-
periences during, the post-disengagement period.  

This paper discusses emerging findings from an ongoing systematic review into the relationships between 
trauma, adversity and violent extremism. It introduces the conceptual framework underpinning the review, and 
outlines the importance of adopting a life-course perspective when examining trauma and adversity in this con-
text. Drawing on empirical evidence identified through the systematic review, the paper illustrates how traumas 
experienced at and across different stages of life and different stages of engagement might intersect, and dis-
cusses the implications of these processes for research and practice.

Co-authors: Sarah Marsden, University of St Andrews

James Lewis & Sarah Marsden
Research Fellow | CSTPV | University of St Andrews

Case managed interventions countering radicalisation to violence: Strengths-based 
approaches
Session: Panel 4: Constraints & protections (LT1)

The field of countering violent extremism (CVE) has long been dominated by interventions that focus on assess-
ing and managing risk. However, in recent years, there has been growing interest in the potential applicability 
of strengths-based interventions to work in this space. In contrast to approaches that are more orientated to-
wards identifying and mitigating risk factors, strengths-based approaches focus on an individual’s abilities, and 
work towards developing individual, social and ecological protective factors as a mechanism for promoting 
desistance.This paper presents the conceptual framework that informs a systematic review of tools and ap-
proaches used to counter radicalisation to violence. It draws on the principles of case management to address 
a number of key challenges in the field including a lack of systematic research looking across different stages of 
interventions; a largely atheoretical and uneven evidence base that focuses on some areas (e.g. risk assessment) 
and neglects others (e.g. case planning); and difficulties identifying the underlying logic of case managed inter-
ventions and the extent to which they adhere to risk- or strengths-based approaches. By looking in more detail 
at strengths-oriented approaches, the paper argues that significant gains are possible by interrogating the un-
derlying logic of interventions and examining the extent to which they are able to support positive outcomes in 
the context of broader case-management processes.

Co-authors: Anne Peterscheck, University of St Andrews
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Sarah Marsden
Senior Lecturer | University of St Andrews

Conceptualising protective factors and constraints on violence: A strengths-based 
approach
Session: Panel 4: Constraints & protections (LT1)

Drawing together approaches from criminology, subcultural theory, and terrorism studies, this paper presents a 
conceptual framework for interpreting the constraints and protections which limit the potential for violence. Ef-
forts to interpret what reduces the likelihood of someone engaging in political violence are only now coming to 
the fore. Of the limited research carried out to date, attention has largely focused on individual-level protective 
factors. However, there is a lack of consensus over how protective factors should be conceptualised. Equally, 
with a few notable exceptions, the subcultural factors which may constrain violence have not been considered 
in detail. Informed by strengths-based approaches, this paper presents a framework that offers a more system-
atic way of interpreting constraints and protections and locating the sites where they are at work. These include 
promotive factors, or individual capacities and features of someone’s social-ecological context which enable 
them to fulfil needs and achieve goals normatively; within extremist subcultures by affording protections from 
challenging experiences or contexts; through the opportunities they provide to pursue intrinsically rewarding 
goals in ways which do not necessitate violence or illegality; and through constraints informed by the structure 
of subcultural capital that may prioritise counter-normative but legal practices over violence or law-breaking.

Co-authors: Benjamin Lee, University of St Andrews

Nadine Michaelides
PhD | University College London

A new scenario-based measurement to identify insider threat through the lens of the 
psychological contract
Session: Panel 9: Practitioner perspectives (LT2)

The ‘psychological contract’ is an unwritten contract that refers to a set of beliefs about reciprocal obligations 
between an employee and an employer (Rousseau, 1989). When the psychological contract is breached it can 
impact on employee commitment towards their organisations, compromise on trust, encourage organisational 
misbehaviour and increase turnover intentions of employees. Insider threat’ is a term used when employees are 
at risk of intentionally or unintentionally committing information or cyber-related crimes against the organisa-
tion and can provoke serious cybersecurity incidents that threaten the core infrastructure of that organisation. 
Current methods do not exist to identify whether psychological contract breaches have occurred and how they 
interact with cybersecurity behaviour, specifically Insider Threat.  

By adopting a mixed methods approach, this study proposes an appropriate measurement tool using Situation-
al Judgement Tests (SJTs), as well as Story Completion to identify human factors that may result in heightened 
cyber and information security threat within organisations.  A team of subject matter experts were recruited to 
evaluate and review the surveys, to support the creation of a reliable measurement of the psychological con-
tract in the context of information and cybersecurity, in preparation for a subsequent empirical study. 
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Karl-Hans Müllen
Police Officer | German Federal Criminal Police Office (BKA)

The Individual Case Analysis for the German State Protection Structure
Session: Panel 7: Risk assessment (LT1)

In the prevention and countering of far right violent extremism, the German police is facing an increasing 
number of individuals to be assessed in terms of their risk for committing politically motivated life-threatening 
violence, thereby posing a threat to national security. Against this backdrop, a combination of an actuarial risk 
assessment approach (RADAR-rechts) as prioritization tool and an in-depth individual case analysis has been in-
stalled in order to ensure most effective threat management. 

This case analysis is carried out within the framework of a biographical analysis, which is based on a criminal 
police approach to behavioural analysis. Important methodological principles of the analysis are a team ap-
proach (as heterogeneous as possible, usually criminal investigators), a sequential-chronological procedure of 
hypotheses testing and the elaboration of behavioural patterns. At the end of the analysis, based on the current 
situation of the person to be assessed, the probabilities of occurrence of different scenarios, including the per-
petration of a right-wing motivated life-threatening violence, are compared. 

The results of the individual case analysis serve as a basis for the planning of individual risk reducing measures 
in meetings of the National Counterterrorism Center.

Simon Oleszkiewicz
Research Associate | Vrije Universiteit Amsterdam

Exploring adaptability in a covert police context
Session: Panel 9: Practitioner perspectives (LT2)

Adaptability refers to cognitive, behavioural and emotional adjustments that assist in effectively responding to 
novel and uncertain situations. The importance of adaptability for social interactions has been highlighted in 
several fields, but remains understudied in the context of covert police work. To examine adaptive behavior, 
we developed a new experimental set-up inspired by observations of real undercover training. In Experiment 
1, students (n = 30) took the role of an ‘agent’ that had to complete three ‘undercover missions’. Adaptive be-
havior was elicited by controlling three features: (1) the agent has a specific goal to accomplish, (2) the agent 
has some form of expectation of the upcoming situation, and (3) that there is a violation of that expectation. In 
Experiment 2 a sample of practitioners experienced with covert policing (n = 22) watched a number of videos 
from Experiment 1 and assessed the agents’ adaptive responses. The findings showed that our experimental 
set-up successfully elicited adaptive behaviour. Practitioners’ ratings of adaptability were strongly related to 
their ratings of trustworthiness, rapport, but not with actual mission success. The results highlight the potential 
importance of adaptability for law enforcement contexts. The experimental set-up will be discussed.

Co-authors: Lynn Weiher, University of Twente; Erik Mac Giolla, University of Gothenburg
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Lukasz Piwek
Senior Lecturer in Data Science | University of Bath

Digital traces of offline mobilization
Session: Panel 6: Online-offline movements & subcultures (LT2)

It is unclear when, how, and why online activity is related to the mobilization of offline action. Across two stud-
ies, we used digital traces of online behavior and data science techniques to model people’s online and offline 
behavior around a mass protest event. In Study 1, we used Twitter behavior posted on the day of the protest by 
attendees or non-attendees (759 users; 7,592 tweets) to train and test a classifier that predicted, with 80% ac-
curacy, who participated in offline action. Attendees tended to be co-present online and offline, and used their 
mobile devices to broadcast their offline presence and plan logistics. 

In Study 2, using the longitudinal Twitter data and metadata of a subset of users from Study 1 (209 users; 
277,556 tweets), we found that participation in the offline event was positively associated with the relative mag-
nitude of an individual’s online polarization over the year prior to the event, and their online social connected-
ness. These studies provide an empirical demonstration of the features of online interactions that predict offline 
action; new methodological approaches that connect online behavior with offline action, including a novel 
equation that indexes online polarization, and two algorithms that could inform emergency responses. 

Using these new methods, we explain how studying online behavior enables novel conceptual insights into 
how, why, and when people mobilize to take offline action.

Co-authors: Dr. Laura Smith, Dr. Joanne Hinds, Dr. Olivia Brown, Professor Adam Joinson, University of Bath

Bettina Rottweiler 
Postdoctoral researcher | University College London

Meta-analysis of risk and protective factors for conspiracy beliefs
Session: Panel 4: Constraints & protections (LT1)

COVID-19 conspiracy theories and conspiracy theories related to other areas, such as Anti-Semitism, right-wing 
extremism, anti-Government sentiments as well as more generic conspiracy theories have shown to exert ad-
verse effects for individuals and society alike. Conspiracy beliefs have shown to negatively impact individuals’ 
mental health and well-being on a large scale but also pose a threat to liberal democracies.

To synthesise the evidence base of the antecedents of conspiracy beliefs, we are conducting a meta-analysis on 
the psychological, cognitive and personality correlates of belief in conspiracy theories. We provide insights into 
the most pertinent risk and protective factors for conspiracy beliefs and more specifically, we examine which 
factors are particularly strong predictors for different conspiracy theories, e.g., COVID-19 conspiracy theories, 
groups-specific or more generic conspiracy theories.

We aim to answer the following research questions:
• What are the psychological, cognitive and personality correlates of conspiracy beliefs?
• Are there any differences in risk and protective factors when examining specific types of conspiracy 

theories? 
• Are there any differences in risk and protective factors when it comes to COVID-19 vs non-COVID-19 

conspiracy theories?

Co-authors: Professor Paul Gill, University College London
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Nadine Salman
PhD | University College London

Individual Differences in Violent Extremism Risk Assessment
Session: Panel 7: Risk assessment (LT1)

Risk assessment processes relying on professional judgment are widely used to prioritise and manage individu-
als at risk of engaging in violent extremism. Several factors within these processes may influence decision-mak-
ing, including training, experience, and individual differences between assessors. This study examines how in-
dividual differences, specifically personality characteristics, can affect different aspects of the violent extremism 
risk assessment process.

This study adopted a quasi-experimental approach in which 458 lay participants evaluated a vignette describing 
a known violent extremist with the aid of 22 indicators adapted from a risk assessment framework. Participants 
provided summary risk ratings for the vignette subject’s vulnerability, radicalisation, and violence, as well as 
measures of confidence, conformity, and adherence to the guidelines provided. Personality scales were subse-
quently measured using the HEXACO-100 personality inventory.

The findings indicate that personality factors may impact several aspects of the violent extremism risk assess-
ment process, including risk ratings, conformity to other assessors’ judgments, adherence to the instrument 
used, and inter-rater reliability. This suggests that characteristics of the assessors themselves may introduce a 
degree of subjectivity and therefore affect the reliability of risk assessment processes, particularly among less 
experienced assessors.

Co-authors: Professor Paul Gill and Adam Harris, University College London

Andrew Silke
Professor | Cranfield University

The Extremism Risk Guidance (ERG22+) factors in terrorism and extremism research: A 
Rapid Evidence Assessment
Session: Panel 7: Risk assessment (LT1)

A rapid evidence assessment (RAE) was undertaken to examine the research literature on the Extremism Risk 
Guidance (ERG 22+) factors. The ERG22+ was introduced in 2011 and is the primary risk assessment frame-
work used with terrorist offenders in England and Wales. The aim of the RAE was to (1) evaluate the extent to 
which existing ERG factors feature in the research literature since 2012, and (2) to identify any significant new 
and emerging knowledge which may identify additional relevant factors for inclusion in the ERG framework. 
The REA found that most of the ERG factors have been the focus of substantial research activity between 2012-
2020, though some factors received very little research attention. The disregarded factors can be roughly divid-
ed into two groups: (1) factors which did receive some notable research attention prior to 2012 but which ap-
pear to have declined since; and (2) factors which have never attracted much research attention.  The REA also 
identified ten research themes with the potential to either form new factors or which could play a significant 
role in the updating or revision of existing factors. 
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Nathan Smith
Associate Professor | Coventry University

Stress, health and performance in undercover policing: A systematic review and mixed 
research synthesis
Session: Panel 9: Practitioner perspectives (LT2)

Undercover policing exposes personnel to numerous stressful demands. Understanding the impact of these 
demands and what can be done to mitigate their effects is important for the health and wellbeing, and safe, ef-
fective and ethical function of personnel. Despite the personal and operational security barriers associated with 
studying undercover officers, there is an existing evidence-base focused on stress, health and performance in 
these settings. Prior empirical research and practitioner case studies of undercover policing have, for instance, 
examined issues related to personnel selection, types of stressor exposure, and experiences of post-deploy-
ment reintegration. The aim of the present research was to systematically review and synthesise findings from 
this work. After database searching, and backward and forward searches of retrieved literature, a total of 40 
articles were retained and included in the review. A mixed research synthesis was used to interpret findings and 
generate themes. Themes identified include (1) stressors encountered in undercover roles, (2) impact of stress-
ors on officer function (health and performance), (3) protective and vulnerability factors (individual factors and 
organizational practices), and (4) support and management of undercover officers. The quality and generalisa-
bility of existing research and the implications of findings for future studies and applied practice are discussed.

Co-authors: Professor Emma Barrett, University of Manchester; Dr Jo Billings, University College London

Fatima Zahrah 
PhD |  Un ivers i ty  o f  Oxford

Investigating the Cross-Platform Behaviours of Online Hate Groups
Session: Panel 10: Online dynamics (LT1)

Online hate thrives globally through self-organized, scalable clusters that interconnect to form robust networks 
spread across multiple social-media platforms, countries and languages. Despite efforts from law-enforcement 
agencies and platform developers to limit such content, online hate is still being linked to several crimes around 
the world. 

Previous research has generally focussed around one particular platform, even though there is sufficient evi-
dence showing that hate groups often strategize the usage of different platforms in order to circumvent moni-
toring efforts. 

This research aims to bridge this gap by investigating how online hate groups make use of multiple platforms to 
propagate hateful content. More specifically, it involves a cross-platform analysis of the behaviours of such hate 
groups in order to better understand networks of organised hate. This includes utilising various Natural Lan-
guage Processing (NLP) techniques to computationally analyse hateful content from platforms like Reddit and 
4chan, using several case studies including the 2020 US Presidential Elections. 

Through this, we provide comparison into the platform-specific behaviours of online hate, and how different 
platforms can serve specific purposes. The findings from this research will be used to inform more efficient hate 
analysis frameworks.

Co-authors: Dr. Jason R. C. Nurse, University of Kent, Professor Michael Goldsmith, University of Oxford
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Eliciting and Assessing Information

Oli Buckley CANCELLED
Associate Professor | University of East Anglia

Talk to the Machines: Using Chatbots to Enhance Sensitive Disclosures
Session: Panel 8: Assessing information in the digital world (LT5)

The way in which individuals interact with technology is rapidly evolving, as users increasingly expect fast, relia-
ble and accurate information. In order to deliver systems capable of meeting these expectations both business-
es and government departments alike are turning to conversational agents (or chatbots). These conversational 
agents are capable of interacting and engaging with users, answering user queries and even providing advice 
and guidance as required. This research considered how this technology can be optimised to provide a more 
effective method of communication, while also focusing on the implicit trust that a user has with a conversa-
tional agent. This research investigated the nature of sensitive information and how its context can play a role 
in its perceived sensitivity. This used a range of experiments to better understand the public’s perceptions of 
personal information, and how those perceptions relate to the classification of the information. In order to fully 
understand the use of conversational agents it is essential to properly understand the nature of personal, sensi-
tive information and also their perceived trustworthiness. We examined the different facets of a conversational 
agent’s humanness, personality and appearance and the effect on an individual’s perceptions and trust.

Co-authors: Duncan Hodges, Cranfield University; Jason Nurse, University of Kent; Helen Dawes, University of 
Exeter; Natalie Wyer, UEA

Jennifer Burkhardt
PhD | University of Portsmouth

Examining a new interview technique to gather information and elicit cues to deceit: The 
Ghostwriter Method
Session: Panel 2: Developments in interviewing techniques (LT5)

This is the second experiment ever conducted to examine a new lie detection tool: the Ghostwriter (GW) Meth-
od. We examined its effect on eliciting information, cues to deceit and the technique’s working mechanisms.160 
participants were asked to either tell the truth or construct a false story regarding a recent trip. They were allo-
cated to a Control condition, a GW condition (in which they were asked to imagine talking to a ghostwriter) and 
a GW-enhanced condition (in which the GW concept was explained in greater detail). The dependent variables 
were details, complications, common knowledge details, self-handicapping strategies, proportion of complica-
tions, plausibility, verifiable sources and unstructured production.

Participants in the GW-enhanced condition provided more information and cues to deceit than participants in 
the other two conditions. Overall, statements of truth-tellers sounded more plausible and included more details 
and complications than lie tellers’ statements. The Ghostwriter method seems to be a promising tool for obtain-
ing more information and cues to deceit.

Co-authors: Professor Aldert Vrij, Dr Sharon Leal and Dr Zarah Vernahm, University of Portsmouth

Abstracts:  Papers

35

https://crestresearch.ac.uk/bass22/


Abstracts: Papers

Heather Flowe / Madeleine Ingham 
Professor | University of Birmingham 
Postgraduate | University of Birmingham

Behavioural indicators of accurate recall: Harnessing meta-memory processes during 
police interviews during rape investigations to gauge accuracy
Session: Panel 2: Developments in interviewing techniques (LT5)

We examined victim meta-memory processes (MMPs) over the course of a phased police interview, wherein po-
lice ask the victim to provide a free recall account during the first phase of the interview and then follow-up with 
focused questions in the next phase. MMPs encompass self-awareness about how well one remembers differ-
ent parts of the crime (i.e., assessments of memory strength for particular details), and strategies that one uses 
to enhance memory performance. Theoretically, details that are strongly rather than weakly remembered are 
associated with substantial source information, recalled early, more likely to be accurate, and are recalled with 
greater certainty. To test this, research participants encoded an interactive rape scenario and were interviewed 
about it a week later using a simulated police interview. Interviews were coded for accuracy and the presence of 
MMPs (e.g., pauses and filler words), which are indicative of uncertainty. MMPs were present more often in the 
free recall phase of the interview wherein the participant controlled their memory reporting compared to the 
question phase. Further, details were more likely to be inaccurately recalled if they were preceded by an MMP, 
and the size of this effect was large. The implications for security contexts will be discussed.

Co-authors: Melissa Colloff and Brittany Gibbs, University of Birmingham

Adam Charles Harvey 
Lecturer | University of the West of England

Enhancing deception detection in insurance claims settings: examining the effectiveness 
of variant Reality Interviews
Session: Panel 2: Developments in interviewing techniques (LT5)

The Reality Interview ‘RI’ is a proactive interviewing protocol designed to aid credibility assessment in po-
lice-suspect interviewing contexts. The full RI is time-intensive and is not well-suited as a screening tool. Our 
study investigates the effectiveness of four shortened RI variants to distinguish genuine and fabricated state-
ments in an insurance claim setting. For each variant, we removed components of the original RI and experi-
mentally manipulated providing either a Free-Recall, Reverse Order, Change Perspective, or Guided Peripheral 
Focus instruction (a mnemonic encouraging interviewee to transfer focus from retrieval of central elements to 
the recall of peripheral ones) at the third and final recall attempt. Participants (n = 201) either provided a gen-
uine (n =100) or fabricated (n = 101) statement when interviewed. Truth-tellers provided a statement regarding 
an item that had been lost or stolen in the previous three years’ worth between £100 and £1,000. In contrast, 
lie-tellers pretended to have lost an item of equivalent value within the previous three years. Truth-tellers and 
lie-tellers were randomly assigned to each interview condition. We examined the effectiveness of overall report-
ed detail and the effectiveness of distinguishing between core and peripheral details as dependent measures. 
Key findings will be discussed.

Co-authors: Professor Kevin Colwell, Southern Connecticut State University; Dr Rachel Taylor, University of
South Wales; Dr Cody Porter, University of the West of England
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Lorraine Hope
Professor | University of Portsmouth

Getting information quickly: Development of the Time-Critical Questioning framework
Session: Panel 5: Eliciting information: Online, offline, and quickly (LT5)

In many operational contexts, obtaining accurate and targeted information in a time-critical manner is vital to 
(i) assess and neutralise immediate threats, (ii) inform critical decision-making and operational response, or (iii) 
expedite transmission of intelligence information under hostile conditions. Direct questioning approaches in-
volving a sequence of direct and closed questions do not align with evidence-based questioning practices, and 
are likely to result in significant omissions. Research to date has entirely neglected this sharp-end questioning 
context. The current project developed a Time-Critical Questioning (TCQ) framework that i) quickly establishes 
rapport, and aligns the roles and goals between interviewer-interviewee; ii) draws on effective questioning prac-
tices; and iii) promotes reporting of target information. Following a laboratory-based proof of concept study (N 
= 111), we used a novel immersive methodology to assess the TCQ framework. In a pre-registered experiment, 
participants (N = 142) completed an Escape Room activity in small teams. Participants were then interviewed 
individually for 10 minutes using the TCQ framework, a Funnel Questioning approach, or the Direct approach. 
Participants interviewed using the Time-Critical Questioning framework reported significantly more correct in-
formation of tactical value (i.e., how to escape) relative to participants interviewed with the Direct approach.

Co-authors: Feni Kontogianni, University of Winchester; Alejandra De La Fuente Vilar and Wayne Thomas, 
University of Portsmouth

Lorraine Hope
Professor | University of Portsmouth

Eliciting information in online interactions: Development of a rapport-based protocol for 
security contexts    
Session: Panel 5: Eliciting information: Online, offline, and quickly (LT5)

Online interactions with the goal of eliciting intelligence or investigative information are, increasingly, a core 
activity in security contexts. To date, however, research has not assessed the extent to which information elicita-
tion strategies designed for face-to-face interactions are effective in online contexts. The current research test-
ed a rapport-based information elicitation approach for use with human intelligence (HUMINT) sources online. 
Following the development of a novel online methodology and extensive associated piloting, two versions of 
a rapport-based interviewing protocol were tested for respective use in situations where some key information 
is known to the interviewer or not. These protocols incorporated evidence-based interviewing practices for 
eliciting information in face-to-face interviews, including rapport-building, transfer of control, open prompts, 
confirmatory claims, and elements of motivational interviewing. In a pre-registered experiment, participants 
(N = 202) engaged as HUMINT mock-sources in an immersive online scenario that placed them in an informa-
tion management dilemma in a subsequent online chat interview (i.e., text-based communication only). Rap-
port-based interviewing approaches produced significantly more units of information and were perceived more 
positively by participants (cf. participants interviewed using a direct approach). These results are promising and 
relevant for practitioners tasked with eliciting critical intelligence in online contexts from potentially reluctant 
sources.

Co-authors: Alejandra De La Fuente Vilar, University of Portsmouth; Feni Kontogianni, University of Winches-
ter; Simon Oleszkiewicz, Vrije Universiteit Amsterdam
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Keenan Jones
PhD | University of Kent

Who Are You? Exploring the Threat of Automated User Mimicry in Deceiving Online Social-
Media Analysis
Session: Panel 8: Assessing information in the digital world (LT5)

Recently, there has been rapid growth in the development of powerful computational systems capable of fluent 
text generation. These text generators have shown capabilities towards a variety of applications including lan-
guage translation, question answering, and story writing. However, fears have risen concerning these systems 
and their potential for abuse – with convincing text generation by automated systems leading to enhanced 
capabilities towards generating propaganda, fake news, and other forms of misinformation. Our research exam-
ines a previously unexplored threat that these text generators may pose: the ability to mimic the writing style of 
a given social-media user. This capability could allow for malicious agents to generate new texts that appear to 
be from a targeted user (e.g., a politician or activist), an act which could harm the user’s reputation and deceive 
others. Through a series of data-driven experiments, we find that automated text generators can mimic a user’s 
writing style on both Twitter and blogs sufficiently to deceive machine learning-based social-media analysis 
systems. Our talk will outline this research and highlight a newfound threat to online investigations, the analysis 
of social-media data, and the establishment of trust online - emphasising the need for approaches capable of 
combating these new forms of cyber-deception.

Co-authors: Jason R. C. Nurse and Shujun Li, University of Kent

Marika Madfors
Researcher | Vrije Universiteit Amsterdam

Strategic evidence disclosure for interviewing suspects: Training U.S. investigators in 
research-informed tactics
Session: Panel 5: Eliciting information: Online, offline, and quickly (LT5)

This project translated experimental literature on evidence disclosure techniques into a training program that 
provides an operational purpose with suspect interview. The training focused on how to substantiate the re-
liability of available evidence and enhance the integrity of the investigation. U.S. investigators were given a 
2-day training in the research-informed evidence disclosure tactics. To validate the training, investigators (n=56) 
interviewed guilty mock-suspects (n=112) before and after the training in a within-subject design. Trained in-
vestigators withheld the evidence more frequently, used more evidence slicing tactics, and reduced their use 
of unproductive questions and deceptive uses of evidence. The investigators thus adhered to the training, 
which resulted in more statement-evidence inconsistencies (p-.04) and less contaminated admissions (p=.01) 
and statement-evidence inconsistencies (p=.01). Moreover, investigators felt more open-minded and less con-
fession-focused after the training, which was agreed upon by the suspects. The findings show that the training 
made investigators (a) more inclined to explore plausible explanations to the available evidence, and (b) less in-
clined to contaminate the subject’s admissions and statement-evidence inconsistencies, thereby improving the 
outcome of the interview. This study shows that considering real-life challenges of investigators and offering ev-
idence-based alternatives to problematic tactics is important for reducing problematic interviewing behaviours.

Co-authors: Simon Oleszkiewicz, Vrije Universiteit Amsterdam; Matt Jones, Det (ret), Evocavi LLC
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Urszula Matthews
PhD | University of Nottingham

Strategies used to detect suspicious behaviours in public places
Session: Panel 11: Detecting deception and suspicious behaviour (LT5)

The detection of suspicious public behaviour is recognised as an important task in surveillance but, an under-
standing of the strategies and skills that underpin it remains elusive. This may be remiss, as such information 
would be critical in supporting the development of training and assistive technologies. We examined the use 
of strategy and expertise using Cognitive Task Analysis techniques that elicit a fine-grained account of the cues 
and judgements used to detect behaviour. We contrasted professionals across four security-related contexts 
with a balanced sample of novices to explore the contributions of expertise to task performance. We found that 
both novices and experts utilised strategies that shared a recognisable and common structure. However, we 
observed two distinct approaches in decision making shaped by the level of familiarity with the type of event. 
When faced with an unfamiliar, novel situation, both experts and novices went through multiple cycles of hy-
pothesis development and testing. However, in situations featuring a familiar context, participants generated 
singular hypotheses early and referred to those hypotheses throughout the period of observation. This suggests 
that the analysis of suspicious behaviour is based primarily on understanding of familiar context. We discuss the 
consequences of this for training and technology development.

Co-authors: Dr Brendan Ryan and Dr Robert Houghton, University of Nottingham

Rob Huw Peace
PhD | University of Bath

Does expertise moderate the use of digital trust signals and symbols when assessing 
online information?
Session: Panel 8: Assessing information in the digital world (LT5)

Incorrectly assessing digital information has many repercussions for users: from downloading malicious code 
in open-source software repositories, to becoming a victim of misinformation. Study 1 was a systematic review 
(N = 63 studies) of the digital symbols and signals that communicate trust when assessing digital information. 
The results suggested trust signals and symbols were grouped into three themes of social proof, verification to 
reduce variance of risk, and expectancy violation theory. Study 2 (N = 20 participants) was a thematic analysis 
exploring whether expertise moderates the use of trust signals and symbols in open-source software libraries. 
Results indicated that differences exist between expert and lay users when utilising trust cues to assess digital 
information. The implications for these studies are that ways in which people use trust cues create vulnerabili-
ties for malicious actors to exploit through a range of possibilities. Researching which digital trust signals and 
symbols are utilised by users (when assessing the trustworthiness of digital information) may help to inform how 
to mitigate said vulnerabilities.

Co-authors: Dr. Laura G.E. Smith and Professor Adam Joinson, University of Bath
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Cody Normitta Porter 
Senior Lecturer | UWE Bristol

Assessing the credibility of the Asymmetric Information Management (AIM) technique
Session: Panel 2: Developments in interviewing techniques (LT2)

The Asymmetric Information Management (AIM) technique is new protocol designed to create an information 
management dilemma for truth tellers and liars. When presented with the instructions truth tellers typically 
provide more informative statements, compared to a control condition. In lie-detection research the control 
condition usually refers to administering a report everything instruction adapted from the Cognitive Interview. 
Liars in contrast, often use different strategies to avoid detection. In some AIM research liars adapt a 
withholding strategy, and in other studies they become no more or less detailed than a control condition. 

Overall detail is determined by how much spatial, perceptual, temporal, and action information is provided 
within a statement. Credibility is then assessed by how much overall detail truth tellers and liars provide. The 
assumption is that truth tellers will be more detail than liars, making lie-detection possible. In this study, we 
assess the effectiveness of the AIM instructions on credibility using human raters. Specifically, we examined 
whether the AIM instructions elicit veracity-based differences within their general statements. To further assess 
this, we provided half of our participants with a series of credibility scales and asked the other half to make 
dichotomous judgements. Key findings will be discussed. 

Co-authors: Adam Harvey, University of the West of England (UWE) Bristol, Iain Reid, University of Portsmouth

Mark Rouncefield
Reader in Social Informatics | Lancaster University

Policing and Social Media Screening
Session: Panel 8: Assessing information in the digital world (LT5)

The Internet brings many people together, including those with an agenda that includes forms of deviance and 
criminality. Social media platforms are instrumental in enabling the connection of people with intentions to harm 
others in various ways. This paper reports initial findings of a small empirical project concerned with police 
approaches to eliciting and assessing information from social media for information-gathering, the detection of 
crime and the development of criminal intelligence.  The paper will scope the relationship between criminality 
and social media use within one police force, report on current practices in dealing with social media and crim-
inality and assess whether there is potential for improvement – both technological and through training and 
education. The focus is on the social media use of offenders, in order to identify whether early indications of 
offending might be indicated. Using qualitative ethnographic methods of observation and interview the paper 
assesses the effectiveness of current social media screening practices by the police: identifying popular online 
platforms for criminal activity; evaluating the current tools used to screen social media; investigating how social 
media data can be/is collected, scraped and searched; and identifying opportunities to improve upon social 
media screening “activities conducted by the police.

Co-authors: Rob Ewin, Sam Maesschalck and Corinne May-Chahal
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Alejandra De La Fuente Vilar
Senior Research Associate | University of Portsmouth

Online counter-interrogation tactics by reluctant mock-sources
Session: Panel 5: Eliciting information: Online, offline, and quickly (LT5)

The analysis of human intelligence (HUMINT) interviews has allowed for the conceptualisation and categorisa-
tion of counter-interrogation tactics (CITs) used by reluctant interviewees. Interviewees’ verbal and non-verbal 
responses across an interview often oscillate along a cooperativeness-uncooperativeness continuum, and the 
use of CITs reflect the interviewee’s unwillingness to report information. To date, CITs have been examined only 
in face-to-face interactions; as such little is known about the form they take in online interactions. In a pre-regis-
tered experiment investigating a rapport-based interviewing approach, we examined the CITs used by HUMINT 
mock-sources (N = 202) in an online chat interview (i.e., text-based communication only). Findings indicate that 
interviewees strategically disclosed and withheld information, and that their pattern of reluctant reporting was 
characterised by the use of CITs similar to those present in real face-to-face HUMINT interviews. Moreover, this 
corpus of interviews provided the opportunity to identify specific verbal CITs present in the online context. To 
undermine information elicitation, interviewees commonly chose to provide: incomplete information; some in-
criminatory information about a different target than the one in question; and justifications for their claims that 
they lack relevant knowledge. These findings are particularly relevant for security practitioners eliciting intelli-
gence and critical information in online contexts.

Co-authors: Lorraine Hope, University of Portsmouth; Feni Kontogianni, University of Winchester; Simon 
Oleszkiewicz, Vrije Universiteit Amsterdam

Aldert Vrij
Professor | University of Portsmouth

Actions speak louder than words: The Devil’s Advocate questioning protocol in opinions 
about protester actions
Session: Panel 11: Detecting deception and suspicious behaviour (LT5)

The Devil’s Advocate protocol has been developed to assist making veracity assessments when someone dis-
cusses their opinion (Leal et al., 2010. The present experiment focused on protester actions rather than contro-
versial issues (Leal et al., 2010) and also included an adapted version of the Verifiability Approach. 

Participants told the truth or lied about protester actions and the participants’ answers to the eliciting opinion 
and Devil’s Advocate questions were compared. The Devil’s Advocate approach predicts the difference in an-
swers (residue scores) to be more pronounced in truth tellers than in lie tellers in terms of quantity of the an-
swers (number of words, details and arguments) and quality of the answers (plausibility, immediacy and clarity). 

The hypothesis was supported but only in terms of quality: Truth tellers’ answers sounded more plausible and 
immediate and somewhat clearer than lie tellers’ answers. Truth tellers also reported more digital verifiable 
sources than lie tellers.

Co-authors: Samantha Mann, Haneen Deeb, Sharon Leal, University of Portsmouth
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Aldert Vrij
Professor | University of Portsmouth

Verbal Cues to Deceit when Lying through Omitting Information: Examining the Effect of a 
Model Statement Interview Protocol
Session: Panel 11: Detecting deception and suspicious behaviour (LT5)

Practitioners frequently inform us that lying through omitting information is relevant to them, yet this topic has 
been largely ignored by verbal lie detection researchers. In the present experiment participants watched a vid-
eotape of a secret meeting between three people. Truth tellers were instructed to recall the meeting truthfully, 
and lie tellers were instructed to pretend that one particular person was not there. Participants were or were not 
exposed to a Model Statement during the interview. The dependent variables were ‘total details’ and ‘compli-
cations’. Truth tellers reported more complications than lie tellers but lie tellers reported more details than truth 
tellers. The Model Statement resulted in more complications and details being reported. In terms of self-report-
ed strategies, the main veracity difference was that truth tellers were more inclined to ‘be detailed” than lie tell-
ers. We discuss the atypical finding (most details reported by lie tellers) and ideas for future research.

Co-authors: Sharon Leal, Jennifer Burkhardt, Haneen Deeb, Oliwia Dabrowna and Ronald P Fisher, Florida 
Internationasl University

Christina Winters
Postdoctoral Researcher | Tilburg University

Do referee-reports increase self-disclosure in vetting interviews?
Session: Panel 11: Detecting deception and suspicious behaviour (LT5)

Pre-employment security vetting often requires candidates to self-disclose risk-relevant information during an 
interview and provide character references. Recent research has demonstrated that the ‘illusion of knowing it all’ 
can be effectively applied via interviewer feedback of an interviewee’s self-generated report (i.e., alleged emer-
gent psychographic ‘profiling’), resulting in increased self-disclosure in interviewees who receive this feedback. 
This study sought to determine whether similar effects can be found for applying the illusion using referee-gen-
erated report. Prior to interviewing, all interviewees (N = 76) responded to a web-based pre-screening ques-
tionnaire composed of questions analogous to the interview questions. Half the sample were randomly selected 
to nominate a close person (‘referee’; N = 38) to submit a personality assessment on their behalf. Prior to the 
virtual interview, the interviewer provided referee personality feedback to the nominator interviewees. Nomina-
tor interviewees perceived the interviewer to be more familiar with them (d = 0.53) and more knowledgeable 
about them (d = 0.70) compared to controls. The manipulation failed to contribute to increased self-disclosure 
in the nominator group, however nominators endorsed questions with greater inconsistency (d = 0.66) com-
pared to controls, suggesting an effect of the anticipated use of their information. Relationship closeness and 
type (e.g., parent, partner) did not significantly influence the quantity of self-disclosure for nominators.

Co-authors: Professor Paul J. Taylor, Lancaster University; Dr Kirk Luther, Carelton University
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Deterrence and Disruption

Clara Braun
Junior Research Associate | NCITE | University of Nebraska at Omaha

Digital Roles and the Performance of Extremists
Session: Panel 3: Offline, online and digital disruptions (LT2)

The online access to extremist materials and recruitment networking has become a widespread and collective 
concern in the last decade. Extremists worldwide can search for content that fits their expressed ideological nar-
rative through various digital formats or through social media interactions with like-minded individuals. These 
digital interactions vary in method and breadth. While some extremists are interested in watching violent and 
graphic videos, others are producing their own propaganda in support of extremist groups like The Base, the 
Islamic State of Iraq and the Levant (ISIL), and the Oath Keepers. We provide a comparison of international and 
domestic extremists’ online behaviors across a spectrum increasing in both ideological devotion and compu-
tational skill. Our research will present case studies of individuals who engaged in collection behaviors (for the 
purposes of sharing congregated extremist content with others), those who posted on social media and shared 
extremist content on both public and private platforms, and those who created extremist content in the form 
of videos, instruction manuals, and manifestos. We will conclude by discussing implications for the future of na-
tional security both within the United States and internationally.

Co-authors: Gina Ligon and Elizabeth Bender, NCITE

Kristy Campbell
Analyst | National Counterterrorism Center

Bystander Reporting and Intervention Critical to Countering Violent Extremists
Session: Panel 12: Deterring actors (LT2)

Third parties usually witness activities or behaviors by homegrown violent extremists (HVEs) that could trigger 
early intervention by community members or law enforcement, yet less than half of these witnesses report their 
observations, according to a review of case studies of HVEs. The majority of bystander observations relate to 
radicalization, such as awareness that an individual is sympathetic to violent ideology or is emotionally unstable, 
probably in part because HVEs increase their operational security in the months leading up to a planned attack.

Family members and peers--who are best positioned to witness unusual behaviors--are the most resistant to 
share their concerns with authorities. Peers are the most likely to learn about ongoing plotting, often because 
HVEs want to boast, seek approval, or recruit them. Bystanders fail to report concerning behavior for a variety 
of reasons, including to avoid appearing alarmist, slandering a potentially innocent person, or causing authori-
ties to overreact.

These findings are based on empirical and statistical analysis of data from cases of Islamic violent extremists 
in the US. The study is an ongoing joint effort to examine thought processes and identifiable behaviors that 
precede HVEs’ decisions to support or carry out acts of violence.

Co-authors: Andrea Fancher, FBI; Lauren Eason, NCTC; Amanda Schell, NCTC
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John Morrison
Senior Lecturer | Royal Holloway

The Phoenix Model of Disengagement and Deradicalisation
Session: Panel 12: Deterring actors (LT2)

Improving our understanding of how disengagement and deradicalisation from terrorism and violent extremism 
occurs has critical real-world implications. A systematic review of the recent literature in this area was conducted 
in order to develop a more refined and empirically-derived model of the processes involved. 

After screening more than 83,000 documents, we found 29 research reports which met the minimum quality 
thresholds. Thematic analysis identified key factors associated with disengagement and deradicalisation pro-
cesses. Assessing the interactions of these factors produced the Phoenix Model of Disengagement and Deradi-
calisation which is described in this paper. 

Also examined are some of the potential policy and practice implications of the Phoenix Model, as are avenues 
for future research in this area.

Co-authors: Professor Andrew Silke, Heidi Miberg, Rebecca Stewart and Chloe Slaya, Royal Holloway

Bianca Slocombe
Assistant Professor | CTPSR

Deterring and disrupting non-rational actors
Session: Panel 12: Deterring actors (LT2)

In deterring hostile actors, we might assume the efficacy of particular strategies based on logic and common 
sense. But people are inherently non-rational, and those acting in the name of sacred values demonstrate cog-
nitive, behavioural, and perceptual characteristics that are impenetrable to external influence and logical calcu-
lation. In testing and modelling strategies for the deterrence and disruption of hostile actors, methods that are 
effective against a general population may be ineffective against, or even exacerbate the motivations of, hos-
tile actors motivated by sacred values. How do we test the efficacy of strategies for deterrence and disruption 
against this type of complex actor?
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Laura G. E. Smith
Reader in Psychology | University of Bath

Harnessing and Disrupting Group Processes Online
Session: Panel 3: Offline, online and digital disruptions (LT2)

We outline a model of online group behaviour that explains how and why online interactions influence group-
based threats. Leveraging two systematic reviews, we integrate two knowledge bases — empirical research into 
online group-based behaviour and the breadth of theoretical perspectives in social psychology. They bring into 
sharp relief the social psychological reality of online behaviour and the utility of existing theoretical frameworks 
(and methods) to explain that reality. This integration enables us to provide a conceptual and methodological 
map to facilitate the harnessing and disruption of group processes online. In Study 1, we synthesise the re-
sults of 144 studies that drew upon 85 psychological theories to explain online group behaviour (N = 25,026; 
including 863,105 digital observations). Social identity approaches were cited most frequently. In Study 2, we 
synthesise the results of 311 studies that tested social identity propositions (N = 114,282; including 22,651,255 
digital observations). Results indicated that social identities affect online behaviour both when those pre-exist-
ing identities are salient, and when online interactions lead to the development of new group identifications. 
We highlight entry points for interventions that could harness and disrupt online group processes, and suggest 
a research agenda and best-practice guidelines.

Co-authors: Brittany I. Davidson, Eric J. Manalastas, Daniella Hult Khazaie, Catherine Lowery

Paul Taylor
Professor | Lancaster University

Disrupting groups: Methods and Measures of Effectiveness
Session: Panel 3: Offline, online and digital disruptions (LT2)

In 2012, we laid out hypotheses for how individual, group, and organisation-level intervention could shape 
the instrumental, relational and identity dynamics of a terrorist group, and thus affect their functioning. In this 
presentation we update our knowledge base against these hypotheses, drawing on experimental, simulation, 
and field-based studies conducted in the interim. Collectively these studies provide insights into not only the 
input (e.g., team constitution) and output (e.g., team performance) correlations, but also the mechanisms that 
mediate the effects of interventions.  We find: (1) process interventions such as introducing misinformation 
or creating friction in relationships has a greater impact on performance than structural interventions such as 
removing a leader; (2) individual psychology has no significant bearing on group performance and response, 
with expertise being a more important factor; (3) established relationships recover from interventions in a more 
robust way compared to newly formed teams; and (4) language metrics provide a useful though weak signal 
by which to judge risk. We conclude by discussing the importance of finding a paradigm that embraces the 
longitudinal nature of group formation and growth, and the value these data have in informing practice.

Co-authors: Professor Stacey Conchie, Dr Charlotte McClelland (Lancaster), and Dr David Ellis 
(Bath)
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Noah Tucker
PhD | University of St Andrews | Senior Nonresident Fellow, Atlantic Council (Washington DC)

Trauma as a Risk Factor in Violent Extremist Mobilisation: Evidence from Central Asia
Session: Panel 12: Deterring actors (LT2)

Since 2012, Central Asia has played a critical role in supplying volunteers to violent extremist organizations in 
the Middle East. Although they share no cultural or linguistic ties to Syria or Iraq, estimates indicate that up to 
16,000 Central Asians emigrated to the conflict zones, many with their entire families. More than a thousand 
have now returned to their home countries in state-supported repatriation programs, but several thousand 
more remain in internment camps or as undocumented refugees in third countries. Drawing on semi-structured 
group and individual interviews with demobilized men in Turkey and women in camps and in repatriation pro-
grams, this paper will focus on the under-explored role that trauma and pre-conflict violence played in the life 
pathways of adults and children from Central Asia who became enmeshed in the conflict. 

The paper will examine the complex role that prior trauma can play as a risk factor in mobilisation pathways, 
creating vulnerability in some that diminishes their agency, while pulling others into conflict as they seek to 
construct positive meaning in response to life-altering events. Finally, the paper will discuss the potential for the 
inclusion of trauma as a risk factor in violent extremist mobilisation to improve both preventions.

Neil Verrall
Senior Principal Psychologist | DSTL

Future Threats from Disinformation: Risks and Challenges
Session: Panel 3: Offline, online and digital disruptions (LT2)

The presentation will describe some of the potential ways in which disinformation will evolve in the future – 
as a function of changes in technology and society. Fifteen threat trends are identified, which will have the 
potential to either help or hinder both threat actors and governments, i.e. what works for me, works against 
my opponent. Therefore, the risk is how, and indeed ‘if’, future governments decide to address the impact of 
predicted changes in society and technology, and whether to, and how to, mitigate the potential applications 
of these by a range of threat actors.

The future of disinformation is set against the backdrop of what is soon to become human history’s first 
‘information civilization’, which will be influenced by two major factors: (1) global issues such as population 
growth, migration and the environment; and (2) a post-digital society, concerning issues such as connectivity, 
digitalisation, digital human rights, digital economies and digital governance.

The future of disinformation is important to understand because of its enduring role within a future information 
civilization and the increased potential for information confrontation and information disorder among future 
generations; thereby leading to increased national and global security threats.
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Amanda Brockinton
PhD | Bournemouth University

Exploring Online eye-tracking and its ability to inform decision-making in virtual space
Poster: Eliciting and assessing information
Co-authors: Sam Hirst, Durham University

Erika Brady
Lecturer, Canterbury Christ Church University

Measuring Counter-Terrorism Strategies: A Model to Better Understand CONTEST in the UK
Poster: Deterrence and Disruption

Clara Braun
Junior Research Associate | NCITE | University of Nebraska at Omaha

Digital Roles and the Performance of Extremists
Poster: Deterrence and Disruption
Co-authors: Gina Ligon and Elizabeth Bender, NCITE

Celine Brouillard
PhD | Goldsmiths, University of London

Assessing professional rapport: The development and validation of a new measure of 
rapport
Poster: Eliciting and assessing information
Co-authors: Professor Fiona Gabbert and Dr. Adrian J. Scott, Goldsmiths, University of London

Calvin Burns
Senior Lecturer | University of Greenwich

The effect of different online mediums and variable formats on information disclosure in 
vetting interviews
Poster: Eliciting and assessing information
Co-authors: Lorraine Falvey, University of Greenwich; Christina Winters, Tilburg University
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Omolola Fagbule 
PhD | Bournemouth University

SME Cyber security training: How does effective cyber training mitigate risk through 
employee behaviour?
Poster: Deterrence and Disruption
Co-authors:  Dr John McAlaney, Dr Shamal Faily, Dr Sarah Hodge and Dr Jacqui Taylor

Niklas Henderson
PhD | University of East Anglia

Comparing the Decay of Physical and Digital Inoculation Against Misinformation
Poster: Eliciting and assessing information
Co-authors: Dr Oliver Buckley, University of East Anglia

Jessie Hamill-Stewart
PhD | University of Bath and University of Bristol

The astropolitics of cyber attacks against global navigation satellite systems
Poster: Deterrence and Disruption

Rumandeep Hayre | Madeleine Ingham
Postdoctoral Research Fellow | University of Birmingham 
Postgraduate | University of Birmingham

Confidence judgments and gestures are informative for determining the accuracy of 
child testimony
Poster: Eliciting and assessing information
Co-authors: Dr Melissa Colloff, University of Birmingham

Lina Hillner
PhD | University of Portsmouth

The role of trust in mitigating reluctance to take risks in online environments
Poster: Deterrence and Disruption
Co-authors: Lorraine Hope (University of Portsmouth), Feni Kontogianni (University of Winchester), Stacey 
Conchie (Lancaster University)
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Catherine Ives-Keeler
PhD | University of East Anglia

The shouting minds whisper: Using Natural Language Processing to understand troll 
perceptions
Poster: Risk and Risk Management
Co-authors: Dr Oliver Buckley, University of East Anglia

Aleksandras Izotovas
Postdoctoral researcher | Mykolas Romeris University

Eliciting information and cooperation through building and maintaining rapport in 
investigative interviews with suspects
Poster: Deterrence and Disruption
Co-authors: Professor Dave Walsh, De Montfort University, Leicester

Grace McKenzie
PhD | Lancaster University

Hiding in Plain Sight: A Turing Test on Fake Persona Spotting
Poster: Deterrence and Disruption
Co-authors: Professor Paul Taylor and Professor Stacey Conchie, Lancaster University

Emma Nicol
Lecturer | University of Strathclyde

A Preliminary Study on Evaluating Cumulative Revelations in Online Personal Data: A 
persona-based cyber safety tool for evaluating awareness of online risks and harms
Poster: Risk and Risk Management
Co-authors: L Azzopardi, W Moncur, University of Strathclyde; J Briggs, C Nash, MDuheric, Northumbria 
University; B Schafer, University of Edinburgh

Isabella Orpen
Research Associate | Cardiff University

How do we integrate computer and social science methods to analyse social media data 
on conspiracy and extremist groups?
Poster: Deterrence and Disruption
Co-authors: David Tuxworth, Cardiff University
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Cody Normitta Porter 
Senior Lecturer | UWE Bristol

Developing an ‘Asymmetric Information Management’ (AIM) technique’
Poster: Eliciting and assessing information

Co-authors: Adam Harvey, UWE Bristol; Rachel Taylor, University of South Wales; Alistair Harvey, University of
Portsmouth; Ed Morrison, University of Portsmouth

Andreea-Antonia Raducu
PhD | Lancaster University

A Theoretical Stage Model of the Lifecycle of the Informant-Source Handler Relationship
Poster: Deterrence and Disruption
Co-authors: Professor Stacey Conchie and Professor Paul Taylor, Lancaster University; Professor Lorraine
Hope, University of Portsmouth

Debbie Taylor
Tutor, University of East Anglia

Chatbot: Human or Not? Users Perceptions and Preferences for Gaining Trust
Poster: Deterrence and Disruption

Charles Weir
Research Fellow | Lancaster University

Exploring Professional Cybersecurity in Health Innovation
Poster: Deterrence and Disruption
Co-authors: Anna Dyson and Daniel Prince, Lancaster University

Danielle Wilson
PhD student | University of Portsmouth

Evaluating sketching for gathering information and detecting deception in investigative 
interviews
Poster: Deterrence and Disruption
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Addressing bias in computational social science

SPEAKER: ADAM JOINSON
What can we learn from social science theory?
WEDNESDAY
12:30 - 14:00 
George Fox LT5

The aim of this workshop is to bring together individuals across a range of fields for conversations relating to 
common problems of social bias in computational social science (CSS) and exploring ways to mitigate these 
biases. This event will have an information-gathering focus in which we will encourage open conversations. 

To begin, Professor Adam Joinson will give a short talk about his research team’s work using a CSS approach. 
In doing so, he will highlight some of the problems with social bias and outline some possible ways to address 
these biases. We will then have an opportunity to break into small groups for an in-depth discussion of social 
bias in CSS in which we’d be interested to hear about your own experience of dealing with such challenges and 
suggested solutions. Finally, we will invite each group to summarise their discussion to report back to the room. 

We hope that attending this session will offer new perspectives on your own work and provide support with any 
relevant challenges you are facing. Furthermore, we aim to use this event to begin to build a network which will 
continue to provide insight and support relating to the issue of bias in CSS.

SPEAKER: PAUL TAYLOR
Explanation rather than prediction?
THURSDAY
11:30 - 12:30
George Fox LT5

The aim of this workshop is to bring together individuals across a range of fields for conversations relating 
to the challenges of using computational social science (CSS) to explain and predict human and social 
phenomena. Traditionally, social scientists have focused on finding explanations with an emphasis on 
determining causal mechanisms, yet CSS is adding to a growing interest in prediction. 

To begin the session, Professor Paul Taylor will discuss the challenges and possibilities of making inferences 
about individuals based on aggregated data. We will then have an opportunity to break into small groups for an 
in-depth discussion of this topic, including your experiences and views on prediction and explanation. Finally, 
we will invite each group to summarise their discussion to report back to the room. 

We hope that attending this session will offer new perspectives on your own work and provide support with any 
relevant challenges you are facing. Furthermore, we aim to use this event to begin to build a network which will 
continue to provide insight and support relating to challenges, such as bias, in CSS.
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BASS22 has been organised by the Centre for Research and Evidence on Security Threats 
(CREST). The Centre for Research and Evidence on Security Threats (CREST), is funded by the 
UK’s Home Office and security and intelligence agencies to identify and produce social science 
that enhances their understanding of security threats and capacity to counter them. CREST also 
receives funding from its core partners (the universities of Bath, Lancaster and Portsmouth). 
Its funding is administered by the Economic and Social Research Council (ESRC Award ES/
V002775/1), one of seven UK Research Councils, which direct taxpayers’ money towards academic 
research and training. The ESRC ensures the academic independence and rigour of CREST’s work. 

CREST has established a growing international network of over 220 researchers, commissioned 
research in priority areas, and is tackling some of the field’s most pressing questions.

WITH GRATEFUL SUPPORT FROM SECURITY LANCASTER

SUBSCRIBE TO OUR NEWSLETTER: HTTP://BIT.LY/2ZRLVQR

For more information on CREST and its work visit its website at 

www.crestresearch.ac.uk

and follow CREST on social media. 

https://www.flickr.com/photos/crestresearch/
https://www.instagram.com/crest.research/
https://www.linkedin.com/company/crest_research/
https://twitter.com/crest_research
https://www.facebook.com/CRESTresearch/
https://t.co/7T5VhO5Mc5
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