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Abstract 

This commentary, based on seven publications, is a qualitative study into how 

policing authorities respond to economic crime and secrecy. Each publication 

emphasises secrecy as a key enabler of economic crime and examines the hidden 

methods that criminals use, including concealing beneficial ownership through 

offshore jurisdictions. The publications advance prior scholarship by illuminating the 

myriad of legal, moral, and practical dilemmas that policing authorities face in 

combating economic crime and secrecy. In doing so, they critically examine the legal 

and practical countermeasures that policing authorities employ, and further debate 

into the ways in which economic crime should be addressed. The publications 

address the issue of secrecy through distinctive philosophical and methodological 

approaches that transcend constructivist and critical theory paradigms. They 

demonstrate a breadth of research methods that have ensured comprehensive 

insights into economic crime phenomena to evidence the candidate’s significant and 

original contribution of knowledge. The candidate’s research and subsequent 

progression through academia is supported by twenty years of practitioner 

experience in policing. This experience has allowed the candidate to add practical 

insights into the field of economic crime towards advancing scholarly discourse, while 

contributing to a more contextualised multidisciplinary outlook to economic crime 

research. The publications demonstrate that the policing response to economic crime 

must adapt to the emerging nature of economic crime types and methods. Such 

change is achieved through transforming outdated political agendas, updating 

knowledge surrounding economic crime phenomena, strengthening legal measures, 

and embracing fresh technological solutions. 
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1. Introduction 

This submission provides insights into the secretive nature of economic 

crime through three main objectives: (1) illuminating how secrecy is used to 

enable economic crimes (for example, the hidden fraudulent methods that 

criminal use, including using anonymous corporate structures, concealing 

beneficial ownership, and offshore jurisdictions); (2) examining the challenges 

facing policing authorities in combating economic crime (including secrecy, 

but also covering broader socio-legal issues); and (3) critically examining the 

legislative, investigative and technological countermeasures that policing 

authorities employ in addressing such challenges. This submission also 

embodies my journey from experienced policing practitioner to an academic 

specialising in economic crime, secrecy, and illicit offshore finance (see 

section 1.2.).  

It is important for the seven submitted publications (Gilmour 2019a, 

2020, 2021a, 2022a, 2022b, 2022c, 2022d) to address economic crime and 

secrecy through these three objectives as they represent closely 

interconnected themes in which the issue of secrecy should be approached. 

At the very core of economic crime phenomena is secrecy. Secrecy (or the 

lack of transparency as suitably termed when discussing the issue of 

beneficial ownership, see Gilmour 2020, 2022a, 2022b, 2022c) allows 

criminals to exploit and control financial markets through disguise and deceit. 

Secrecy helps to complicate and obscure the methods criminals use so they 

can avoid detection and frustrate the efforts of policing authorities. The 

secretive nature of economic crime makes it very difficult for policing 

authorities to combat economic crimes, like fraud, money laundering and tax 
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evasion. Although much has been written about economic crime generally, 

the concept of secrecy is largely under researched (Cobham et al., 2015; 

Thomas-James, 2021). Policing authorities cannot effectively combat 

economic crime without overcoming the challenges that secrecy present and 

understanding new and innovative countermeasures – legal, technological, 

and practical – allows policing authorities to do so, while keeping abreast of 

contemporary and emerging trends.  

1.1. Studying Secrecy as a Phenomenon of Economic Crime 

The study of economic crime has evolved substantially since the 

theoretical underpinnings provided by early scholars during the 1930s and 

‘40s. Although the likes of Sutherland (1949) were influential in promoting a 

more systemic approach to professional deviancy and ‘white-collar crime’ (see 

Berghoff & Spiekermann, 2018; Croall, 2001; Huisman & Vande Walle, 2010), 

it remains important to underline that many economic crimes are often 

clandestine in nature: not all cases of economic crimes are reported, let alone 

detected by law enforcement. Although various scholars have highlighted 

problems in combating economic crimes, such as the failure of government 

and policing agendas to prioritising fraud (e.g., Cross & Blackshaw, 2014; 

Doig & Levi, 2013; Skidmore et al., 2020), or the ineffectiveness of AML 

regimes (see Huang et al., 2014; Zavoli & King, 2021), little research to date 

has addressed the challenges facing policing authorities in combating the 

secretive nature of economic crime, nor has done so from the unique 

practitioner perspective presented within this PhD submission.  

According to Tupman (2015a, p. 6) economic crime, is somewhat of a 

misnomer and loosely defined. Economic crime, as a discipline, is constantly 
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evolving with numerous characteristics. Button et al. (2022, p. 6) offer the 

term, ‘economic criminology’, as a prevailing concept that focuses on the key 

characteristics of an economic crime (rather than those of an offender’s) and 

assert that economic crimes involve deceit and are driven by profit. 

Scholarship has also provided some understanding into the emerging 

typologies of economic crime (Gottschalk, 2010; He, 2010), while highlighting 

how criminals employ more sophisticated methods to avoid detection. 

Therefore, it is vital that policing authorities adapt their response to meet 

increasing demands that these emerging crimes pose upon resourcing and in 

meeting victims’ needs and societal expectations. 

It should also be noted that a more globalised society affects policing 

authorities’ ability to combat economic crime. Early studies, like Giddens 

(1990), Harvey (1990), Held (2000), along with O' Rourke and Williamson 

(2002) have helped the research community to appreciate the role of 

globalisation in enabling economic crimes. However, only recently have 

scholars focused on the challenges that secrecy presents to policing 

authorities (e.g., Christensen, 2012; Young, 2013; Yeoh, 2018a, 2018b; see 

also Thomas-James, 2021). For example, recent works from the Tax Justice 

Network (see Knobel 2020, 2022) attempts to discuss complex ownership 

chains, their risks for transparency and tax abuse, and the potential for 

regulation, which highlight the current gaps in research surrounding beneficial 

ownership and the methods to tackle complex ownership structures. Similarly, 

Harari et al. (2020) claim that more research is needed on the challenges of 

implementing beneficial ownership registration, the issues relating to legal 
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ownership, and the scope of legal vehicles and actors subject to beneficial 

ownership registration. 

Works from Benson (2020), Levi (2020) and Lord et al. (2019), along 

with Gilmour (2020, pp. 723-724) have further shown how professionals (e.g., 

lawyers, accountants, and bankers) are recruited and exploited to help 

conceal criminality through their knowledge on legal systems, corporate 

structures and by authenticating criminal activities. Gilmour (2022d) further 

encapsulates these issues. Therefore, better appreciation of how globalisation 

facilitates the legal and corporate spaces in which economic criminals operate 

is crucial to combating economic crime.  

Recent research has also begun to highlight the challenges that 

economic crime presents to policing authorities (Button et al., 2015a, 2015b; 

Doig & Levi, 2013; King & Doig, 2016). While research attempts to examine 

official responses to economic crime (see Bossler et al., 2020; Cross & 

Blackshaw, 2014; Cross, 2018; Skidmore et al., 2020) it also seeks to explore 

new ways to overcome reported shortcomings in official responses (see 

Button, 2021; Button & Whittaker, 2021). Such research demonstrates how 

vital it is for policing authorities to appreciate emerging trends in economic 

crime and the challenges they present. 

1.2. Towards Research-Informed Policing Practice 

My 20 years’ policing experience has allowed me to gain a detailed 

appreciation of the many complex challenges facing law enforcement. For 

example, I am able to draw upon my policing experience to formulate 

innovative ways (e.g., using technologies) to approach investigations through 
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research-informed evidence. This demonstrates that my skills as a former 

detective having managed serious crime scenes, contribute new 

understanding from fraud investigation (Gilmour 2019a, 2021a) to legal 

discourse (Gilmour 2020, 2022a, 2022d). Throughout my policing career, I 

have also managed money-laundering cases involving cryptocurrencies, and 

other complex cyber-crime enquiries. Gilmour (2022c) demonstrates the gains 

of such practice by delving into the potential of blockchain technology in 

underpinning a trusted and transparent beneficial ownership regime. 

Furthermore, I can translate knowledge of an application of law in 

investigating and prosecuting economic crime cases towards scholarly 

discourse on legal reform (see Gilmour, 2020, 2022a, 2022b, 2022c, 2022d). 

My research also reflects an acknowledgment of the growing public scrutiny 

surrounding how policing authorities respond to economic crime (see, in 

particular, Gilmour 2019a, 2020, 2021a). As Cross (2018) argues, there is a 

need for greater research on how policing authorities respond to economic 

crime and its victims (see also Bossler et al., 2020). While Sproat (2018) 

asserts that new research demands consideration on issues of resources, 

training, and expertise within law enforcement (see Gilmour 2021a). Indeed, 

modern policing agencies now face increased social, political, financial, and 

technological demands than ever before (see Gilmour, 2019a, 2021a). These 

challenges are demonstrated within all my publications. 

Nonetheless, I strive to obtain an in-depth understanding of the 

phenomena and processes that shape society and demand a critical 

approach towards scholarship. Much of my policing career and academic 

success originates from my astute, methodological, and determined approach 
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to learning and working. My personal interest in technology (e.g., photography 

and computing) and the analytical sciences have influenced much of my 

scholarly endeavours. Notably, Gilmour (2019a) represents the beginnings of 

my journey towards the grounded academic that I am today. This study has 

embraced my interest in photographic science and has acted as a conduit for 

familiarising research processes through exploring gaps in prior knowledge 

and addressing new research questions (e.g., how modern imaging 

techniques might be used to investigate and detect fraud). 

However, my later works (notably Gilmour, 2020) have solidified my 

confidence and expertise, further refining my research towards the issue of 

secrecy. Applying my personal and professional qualities to research has 

enabled me to smoothly transition from the professional policing arena into 

academia. However, it is my doctoral trajectory that has broadened my 

understanding of scholarship and defined the research framework that has 

enabled me to identify important research questions, and coordinate and 

concentrate my research efforts. As I have progressed in my scholarly journey 

of discovery, I have also become, perhaps, more pragmatic towards my 

outlook to scholarship, recognising that there is no single, accepted way of 

carrying out qualitative research (Ormston et al., 2014). Such an approach 

enables me to remain cautious and self-conscious about my research 

endeavours whilst still incorporating broader elements related to social, 

economic, political or policy contexts (Ormston et al., 2014, p. 20). While the 

submitted publications recognise the significance of translating scholarship 

into practice to combat economic crime effectively - which remains of great 
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value for policing authorities - the works highlight my considerable skill and 

experience within the fields of policing and economic crime. 

1.3. Structure of PhD Commentary 

 Therefore, this commentary positions my research publications 

uniquely within the field of economic crime and provides the context and 

evidence to demonstrate my suitability for the award of PhD. The commentary 

is structured and detailed to ensure it adheres to the requirements outlined in 

the regulations for higher degree by publication (see University of Portsmouth, 

2020). All submitted publications have been ordered appropriately by 

publication date. Although they are recently published works, they have been 

conceptualised and developed over a period of five years (2017-2022). 

Gilmour (2019a) demonstrates a broad exploratory approach to 

understanding the analytical concepts of research from personal perspectives 

and professional experiences of investigating fraud. It is also the first 

submitted publication to consider innovative countermeasures to combating 

economic crime. Gilmour (2020) demonstrates further scholarly progress 

through a more systematic and refined qualitative treatment of the particulars 

of economic crime and secrecy. Whereas Gilmour (2020) establishes new 

ground on the challenges facing policing authorities, Gilmour (2021a) is the 

first publication that provides a unique insight from the professional 

perspective of investigators. Secrecy as a core theme of my research 

continues to run through all subsequent publications (Gilmour 2022a, 2022b, 

2022c, 2022d) with added nuance and detailed legal analysis as the research 

progresses. 
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The submitted publications represent a sustained development of the 

skills associated with writing scholarly at doctoral level, which continues to 

contribute substantially to the development of new techniques, ideas, or 

approaches (O’Keeffe, 2020; QAA, 2014). Furthermore, they demonstrate a 

high standard of productivity and competitive publishing track record (Grant, 

2011; Jackson, 2013). For Robins and Kanowski (2008) publication success 

is, perhaps, the best indicator of a researcher’s subsequent productivity. 

Through such success, I have represented an efficient strategy towards 

ensuring immediate policy impact and scientific relevance. It should also be 

acknowledged that my scholarly progression has benefited from 20 years of 

practitioner insight into policing economic crime. Therefore, I bring an 

important multi-disciplinary perspective to academia, through which I can 

foster networks and enable industry-university collaborations with great 

impact on ‘real world’ research (Dickinson et al., 2022, p. 300; Magnusson, 

2020, p. 453). These skills ensure my future contributions to higher education 

remain contextual, insightful, and of topical importance.  

The submitted publications have met the rigours of peer review and 

editor approvals and have been managed through various manuscript drafts 

across differing periods. For instance, the concept for Gilmour (2019a) 

developed as early as 2017, whilst preparing for my Associate distinction 

award with The Royal Photographic Society. The time scales for developing 

and publishing each article are outlined in Figure 1. 
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Figure 1 

Time Scales of Development for Submitted Publications 

 

 

Note. The dark blue line represents the start of the development of the 

manuscript to its publication. Gilmour (2019a) was initially published online 9 

April, but not published in volume until December 2019. Likewise, others 

(Gilmour, 2020, 2021a, 2022b, 2022d) were initially published online as early 

citable publications and allocated a volume at a later date. 
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The following chapter highlights the publications’ broad contributions to 

the field of economic crime. This is against the backdrop of emerging 

scholarship that seeks to address the key challenges to policing economic 

crime. The next chapter then explains the research paradigms and 

methodologies that have been adopted, and details where, how, and under 

what conditions the scholarly activities have been undertaken (Bogna et al., 

2020; University of Portsmouth, 2020). This is succeeded by a discussion of 

the publications’ contributions and why each publication has been included for 

the award of PhD by publication. The commentary is then concluded, and 

supplemented with appendices, further evidencing the significance and wider 

impact of my research. 

2. Wider Contributions to Economic Crime Scholarship 

The submitted publications represent my journey through critical 

scholarship, in which a specialist field of inquiry has been developed. They 

highlight my ability to conceptualise and critically analyse new and complex 

ideas, and power to communicate with peers and contribute dialogue within a 

broad area of expertise (QAA, 2014; see also Inouye & McAlpine, 2019, pp. 2-

3). The publications show that I can effectively engage in scholarly writing and 

forge my own research identity as an independent and emerging scholar. For 

Kamler and Thomson (2014) these are key skills at doctoral level. Such works 

demonstrate my wider contributions to economic crime scholarship. 

2.1. Secrecy as an Enabler of Economic Crime 

While each publication provides unique insight into the challenges in 

combating economic crime, several address the issue that secrecy presents 
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more specifically (see Gilmour 2020, 2022a, 2022b, 2022c, 2022d). For 

instance, Gilmour (2020) highlights the moral, legal, and practical dilemmas to 

imposing AML control, through beneficial ownership regimes. Gilmour (2022b) 

illuminates the role of freeports in enabling illicit offshore finance along with 

the challenges such secretive spaces pose for policing authorities seeking to 

tackle money laundering and tax evasion. Such scholarship helps to 

contextualise the contemporary battle against economic crime in which 

globalisation has, not only, enabled the movement of goods and services, 

people, and information across borders, but also, has lessened regulatory 

barriers and eased cross-border trade through the liberalisation of global 

financial markets (Otusanya & Lauwo, 2012; Schroeder, 2001). 

Globalisation has provided criminals better opportunities to organise 

themselves and to shift illicit money quicker; thus, frustrating the ability of 

policing authorities to detect illicit activities (Vozza & Coluccello, 2021). In 

Gilmour (2019a), I reveal how economic crime has become more organised 

and increasingly cyber-enabled and is often committed across borders of law-

enforcement jurisdictions. Gilmour (2021a) notes that online fraud, for 

example, is now one of most frequently reported types of economic crime, as 

offenders target more victims simultaneously over the world compared with 

traditional crimes, like cheque or document frauds (see also Bossler et al., 

2020). The characteristic transnational and cross-border nature of economic 

crime also means that policing authorities may find it more difficult to trace 

funds laundered overseas (Gilmour, 2020). Significantly, many of my own 

contributions (see Gilmour, 2020, 2022a, 2022b, 2022c, 2022d) have 

advanced understandings into the secretive world of offshore finance, 
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underlining how globalisation has allowed multiple criminal actors across the 

world to conspire and orchestrate highly organised and secretive illicit 

schemes and, thus, thwart law-enforcement efforts.  

Furthermore, in support of such research, Gilmour (2021a) and (2021b) 

have reaffirmed that economic crimes are often misunderstood, under 

investigated and undetected by law enforcement. My works (Gilmour, 2019a, 

2020, 2021a, 2022b, 2022c, 2022d) have demonstrated the need to further 

debate over shortcomings to official responses (Bossler et al., 2020; Button et 

al., 2015a, 2015b, 2021; Button & Whittaker, 2021; Cross & Blackshaw, 2014; 

Cross, 2018; Doig & Levi, 2013; King & Doig, 2016; Skidmore et al., 2020). 

2.2. Countermeasures to Economic Crime and Secrecy 

Furthermore, the works critically examine the countermeasures (e.g., 

the legal frameworks, policy approaches and investigative tools) that 

authorities employ towards combating economic crime. Many scholars (see 

Brown, 2016; Cassella, 2018; Naheem, 2015a, 2015b) have discussed how 

criminals frequently refine their operations to disguise the origins of their 

criminal profits. The advent of more digital and automatic commercial tools, 

absent of any human interaction, have enabled criminals by widening their 

reach across cultural limits and to many sectors of society (Dolliver & Love, 

2015; Hasham et al., 2019). Emerging technologies, such as prepaid access 

cards, peer-to-peer payment systems and other digital transactions provide 

for faster payment and convenience and provide perceived anonymity for 

criminals to better exploit financial systems (He, 2010; Simser, 2013). As 

Tupman and Zabyelina (2015) assert, the rise of computer crime has 

increased possibilities for various economic crimes. Therefore, it is vital that 
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scholarly discourse analyses the legal and practical countermeasures 

implemented by policing authorities in their efforts to combat the global 

problem of economic crime.  

Gilmour (2021a) contributes to the wider discussion on 

countermeasures by analysing official agendas, investigative capabilities of 

policing authorities, and approaches to victim care, to provide fresh insights 

into how the policing response to economic crime within England and Wales 

might be improved. Gilmour (2021a) draws upon valuable perspectives of 

policing practitioners entrusted to investigate, prosecute criminals, and 

enforce economic crime agendas. Though, the lengthy time taken for 

governments to progress new laws and evolve enforcement actions often 

result in criminals discovering new ways to operate to frustrate policing 

authorities (Turner, 2011).  

Gilmour (2020) illuminates how governmental efforts can be thwarted 

by complicated legal due process, deficient intergovernmental cooperation, 

and lack of political will, which hinder the timely implementation of new 

regimes. Gilmour (2020) highlights how policing authorities struggle with 

fragmented and sometimes obstructive AML laws within overseas 

jurisdictions, worsened by complicated and lengthy legal or corporate 

processes (see also Gelemerova, 2011). Meanwhile, Gilmour (2020, p. 726) 

discovers that overseas jurisdictions may have no legal obligation to assist 

foreign law-enforcement authorities to investigate economic crimes, like 

money laundering or tax evasion, unless bound by international treaties or 

other mutual legal arrangements. Foreign states may be reluctant or even 

deliberately obstructive to safeguard their own investment and commercial 
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interests. These issues can be especially problematic for government policies 

seeking to enhance transparency because they depend on institutions 

proactively disclosing information (see Dávid-Barrett & Okamura, 2016, p. 

227). A failure to cooperate in sharing information means that law 

enforcement may lack the vital access to data or intelligence on financial 

criminals needed to trace and recover lost proceeds, and to prosecute 

offenders. 

Much scholarship has also focused on illicit offshore trade practices 

indicative of money laundering and tax evasion. In contribution to this 

emerging field, Gilmour (2020), (2022a), and (2022b) study various AML 

measures that policing authorities utilise towards addressing illicit trade 

through offshore jurisdictions. They advance scholarship around the 

concealment of beneficial ownership and reveal important shortcomings in 

official approaches. Gilmour (2022b) helps to position the regulatory ‘offshore’ 

space in which freeports operate and identifies flaws in extant legal measures 

aiming to regulate trade through such zones. Gilmour (2022d) takes a more 

conceptual approach by reexamining the money laundering phenomenon. It 

argues that global AML efforts have often relied upon rigid legal definitions 

and flawed ideals, which fail to address the money-laundering problem.  

My research has also sought to consider potential new technological 

tools and other innovative means for policing authorities to better combat 

economic crimes. Gilmour (2019a) explores the use of alternative light 

sources to detect evidence otherwise invisible to the naked eye. 

Consequently, Gilmour (2019a) acknowledges the benefits for forensic and 

policing practitioners in employing modern technology, such as hyperspectral 
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imaging, and Light Detection and Ranging (LiDAR) systems, to address 

emerging fraud types. Gilmour (2020) alludes to the future of blockchain 

technology in implementing registers of beneficial owners. Gilmour (2022c) 

adds to this research by offering an in-depth study into blockchain’s 

application within innovative e-government systems and proposes blockchain 

as a future tool that should support a more trusted and transparent beneficial 

ownership regime. 

This commentary satisfies the requirements outlined in the descriptor 

for higher education level-8 doctoral study (see QAA, 2014, p. 30) because it 

demonstrates a critical understanding of new knowledge and perspectives 

within economic crime and advances both scholarship and professional 

practice. All papers have been thoroughly examined through rigorous peer 

review and accepted by leading publishers within the field. Collectively, the 

submitted publications represent a coherent, significant, and original 

contribution to knowledge. 

3. Research Philosophy and Methodologies 

My research paradigm represents a collection of fundamental beliefs 

and inferences formed concerning the ontological, epistemological, and 

methodological approach taken to understand and address any given 

research problem (Bogna et al., 2020, p. 463; Johannesson & Perjons, 2014). 

It constitutes a formulation of key principles reflecting my particular stance 

upon which the world is understood and perceived. Where, the philosophy of 

ontology concerns the nature of being and seeks to question what reality is, 

epistemology explores the nature of knowledge and how that knowledge is 

created (Stainton-Rogers, 2006, p. 79; Wakefield, 2011, p. 80). The question 
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of methodology, meanwhile, addresses how a researcher might explore their 

study through a combination of procedures or techniques (Guba & Lincoln, 

1994). For Guba and Lincoln (1994, p. 107) formulating a research paradigm 

is vital to helping guide the researcher in their field of study and logic of 

inquiry.  

3.1. Addressing Secrecy and its Challenges Through a Multiparadigm 

Approach 

From an ontological perspective, my approach to research transcends 

both constructivist and critical viewpoints. Much like some other scholars 

seeking to address economic crime and its many socio-legal challenges (Le 

Nguyen, 2018; Lord et al., 2019; Young, 2013; Zavoli & King, 2021, p. 746), 

my research seeks to understand the nature of economic crime, its place 

within the world, what components exist within it, and how they relate 

(Stainton-Rogers, 2006). Through a constructivist lens, I position economic 

crime as a socially constructed phenomenon and assume that the truth about 

the world in which economic crime is understood is dependent upon the 

context in which it is situated (see Gilmour, 2021b, 2022d). I firmly believe that 

studying context and experiences is an important aspect to scholarly 

understanding and that I am integral to the knowledge-building process. 

Equally, my submitted publications are value-mediated appraisals. As 

such, they aim to explore and critique the inherent mechanisms, social and 

institutional structures, conditions, and power relationships contributing to 

economic crime phenomena (see Gilmour, 2020, 2021a, 2022a, 2022b, 

2022d; see also Lincoln & Guba 1998, p. 110). They consider socio-historical 

particulars of knowledge (e.g., Gilmour, 2020, 2022b, 2022d) to illuminate 
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how knowledge reproduces structural relations and, therefore, also draws 

upon critical theory and interpretivism (Lincoln & Guba 1998; Ormston et al., 

2014). My research appreciates that much knowledge is generated through 

an exploratory process that seeks to interpret socio-legal norms and identify 

the many challenges in combating economic crime as a multifaceted social 

science (Bogna et al., 2020, p. 468). Through a qualitative methodological 

approach rooted in transformative inquiry (detailed in Table 1), all publications 

(Gilmour, 2019a, 2020, 2021a, 2022a, 2022b, 2022c, 2022d) represent an 

aim to transform knowledge, legal and political discourse, and economic crime 

policy. 

The publications employ a breadth of different methodologies, 

highlighting my flexibility to employ various approaches to understanding 

complex issues. Gilmour (2019a) employs a narrative literature review to 

comprehensively explore new and emerging imaging techniques to transform 

fraud investigation practices. Similarly, Gilmour’s (2022b) all-encompassing 

literature review advances the debate on freeports as secretive offshore 

spaces and enables an original and topical insight into the challenges they 

present to policing authorities. The systematic review utilised in Gilmour 

(2020) brings beneficial ownership transparency to the forefront of 

criminological research and allows a more focused discourse on the 

challenges to implementing registers of beneficial ownership. Meanwhile, 

Gilmour’s (2021a) empirical study ensures the unique perspectives of 

investigators are addressed, which offers a fresh and personalised outlook on 

the modern issues in policing economic crime. Although the submitted 

publications analyse the underlining legal frameworks to controlling economic 
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crime, it is through Gilmour (2022a) and Gilmour’s (2022d) detailed legal 

discourses that allow contemporary scholarship to better appreciate the 

social-legal aspects of economic crime within their specific fields. Adopting a 

multi-paradigm and methodological approach in these ways has helped to 

enrich current research into economic crime. 

Moreover, Crotty (1998) argues that the research paradigm can be 

shaped to help position the researcher at the core of the research process. 

For Kuhn (1970) shifting paradigm is a progressive fine-tuning of knowledge 

and permits discovery of emerging and unsuspected phenomena. Whereas, 

Bogna et al. (2020) demonstrate the clear benefits of adopting a 

multiparadigm model to enable a deeper insight into social phenomena and 

their causes. Therefore, all publications for which this PhD is based illustrate 

careful, balanced, and informed judgements on complex issues within the 

specialist field of economic crime. 

Table 1 

Summary of the Methods Used for Each Study 

Publication Methods used 

Gilmour (2019a) Literature review 

This study critically reviews the literature to provide an 

important contemporary and collective narrative on the 

application of photography to fraud investigations. The 

publication draws upon academic literature on 

criminology, imaging science and historical forensic 

photography and benefits through my extensive 

photographic skill and experience within law 

enforcement. The publication is vital for specialists and 
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non specialists in the field, while being highly relevant to 

modern and future policing practice (QAA, 2014, p. 30). 

The study imparts fresh insight into advancements in 

photography and offers an original mastery on the 

application of novel imaging-science techniques to 

modern fraud investigations. 

Gilmour (2020) Systematic literature review 

This study benefits from a rigorous systematic review of 

the literature, which although common within the health 

and medical fields, has been an undervalued method for 

criminological studies.1 A systematic search identifies 

241 relevant papers and employs strict inclusion and 

exclusion criteria to identify key scholarly papers relevant 

to examining beneficial ownership transparency. The 

study is significant in that it recognises impetus in 

discourse surrounding beneficial ownership transparency 

following the ‘Panama Papers’ revelations and reflects 

upon the introduction of the UK’s registers of beneficial 

owners, while acknowledging prior scholarship 

discerning the need for such registers. 

Gilmour (2021a) Empirical paper 

This publication draws upon empirical research through 

218 surveys and five semi-structured interviews with 

investigators to better understand their challenges in 

policing economic crimes. Although most mainstream 

police investigators will likely associate their experiences 

of economic crime investigations with fraud (see 

Gottschalk, 2010; Middleton et al., 2019) the research 

was designed to acknowledge the breadth of acquisitive 

crime types that the police in England and Wales are 

entrusted to investigate and prosecute. The data were 

 
1 Cochrane Systematic Reviews are used in developing evidence-informed healthcare and 
medical practices. Similarly, The Campbell Collaboration advocates for policy-relevant 
synthesis through the use of systematic reviews within the social sciences. 
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then coded and thematically analysed using NVivo 

software to determine key themes by detecting, 

examining, and reporting patterns within the data. 

Gilmour (2022a) Critical commentary 

This short commentary critically analyses the latest legal 

reforms introduced through the US Corporate 

Transparency Act. As this is the first scholarly article that 

reviews these legal reforms, the paper endeavours to 

highlight key aspects of the new legislation. Therefore, it 

offers a detailed briefing comment that is relevant to 

scholars and practitioners within the law, business, and 

financial sectors (QAA, 2014). The paper underscores 

the US government's apparent lack of progress in 

promoting corporate transparency to date and 

demonstrates that there is still some way to go towards 

introducing a truly transparent beneficial ownership 

regime within the United States. 

Gilmour (2022b) Literature review 

This study critically reviews the literature surrounding 

freeports and offers an up-to-date narrative of their 

potential money-laundering and tax-evasion activities. 

The paper draws on key secondary data from published 

sources relating to freeports, offshore finance and anti-

money laundering control, to provide a critical overview 

of freeports’ trading operations. The paper considers 

freeports’ potential to enable money laundering and tax 

evasion. Importantly, it underpins and advances the 

notion that conceptualises freeports as manifestations of 

offshore capitalism, which have been advocated 

throughout an increasingly globalised society. 

Gilmour (2022c) Literature review 

This peer-reviewed book chapter explores how emerging 

blockchain technology might support a trusted and 
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transparent beneficial ownership regime. It considers the 

application of blockchain in decentralised and distributed 

digital ledger systems. It examines blockchain’s role in 

maintaining an accurate, verifiable, and transparent 

record of beneficial ownership information in support of 

global AML efforts. Much research in this area has 

focused on bitcoin, however, alternative blockchain 

environments are becoming widely supported for other 

initiatives, where its technical infrastructure helps to 

provide trust and transparency in various private and 

public sector systems (see Yli-Huumo et al., 2016). This 

article fills an evident gap in research scholarship. 

Gilmour (2022d) Legal analysis/discourse 

This paper re-examines the anti-money laundering 

framework and provides a legal critique and study into its 

contemporary trends. It explores how criminal actors 

collude in organised money-laundering schemes to 

circumvent laws and frustrate the efforts of officials, 

while advancing the regulatory-spatial paradigms of how 

organised money launderers operate. In doing so, it 

reframes the debate towards the ‘who’ and ‘where’ of 

money laundering. It establishes several shortcomings of 

the current approach to conceptualising money 

laundering. It argues that global AML efforts to deal with 

money laundering focus heavily upon an outdated 

understanding of the money-laundering process and 

rigid legal frameworks, which have failed to adapt to 

emerging trends in money laundering and organised 

crime. 
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4. The Seven Publications: Justifying the Award of PhD 

4.1. Rationale for Inclusion and Contributions to Knowledge 

All publications have been included in this submission because they 

collectively represent a coherent body of work that advances scholarly debate 

in the field of economic crime. Specifically, they all contribute key 

recommendations towards reforming policy, both at a governmental and 

organisational level. They are all related in that they critique concepts and 

processes, while situating the academic insights that they provide within a law 

enforcement and practitioner context. Therefore, the works exemplify key 

insights into the challenges prominent to combating economic crime. They 

also importantly represent my progression from practitioner to academic and, 

in doing so, highlight how I have evolved as an academic through developing 

research expertise and refining research interests.  

Central to all publications is the issue of secrecy, though, several 

explore this concept in greater depth (see Gilmour 2020, 2022b). The 

challenges facing policing authorities is the predominant theme for Gilmour 

(2020) and (2021a) while others examine technological countermeasures to 

economic crime (e.g., Gilmour 2019a, Gilmour 2022c). Publications also 

analyse legal countermeasures (Gilmour 2020 and 2022a in the case of 

beneficial ownership, Gilmour 2022b concerning regulation of freeports, and 

Gilmour 2022d on AML frameworks). Gilmour (2020) and (2022a) are related 

as they discuss beneficial ownership requirements in the United Kingdom and 

United States respectively. Whereas, Gilmour (2019a) and (2021a) coherently 

provide insight on fraud investigation and related policing practice. Figure 2 

represents how the submitted publications connect to the three core themes 
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of this research (secrecy, challenges, and countermeasures) and how they 

relate to each other. 

Figure 2 

The Connected Publications 

 

The following section details the rationale for including each publication 

within this submission for the award of PhD and highlights the publications’ 

key contributions to original knowledge, as summarised in Table 2.  

Publication 1 

Gilmour, P. M. (2019a). The application of photography in investigating fraud, 

The Imaging Science Journal, 67(4), 215-223. 

https://doi.org/10.1080/13682199.2019.1600254   

This publication was derived from a study on emerging crime written for 

The Royal Photographic Society (RPS), an internationally renowned learned 

society, based in Bristol, UK, and led to a distinction award within the 
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Society’s ‘Research, Education and Application of Photography’ (REAP; now 

‘Research’) category. Gilmour (2019a) critically reviews how imaging science 

and related photographic techniques are used in the investigation of fraud. It 

is important to include this publication for several reasons. First, it recognises 

the advances in technology (see Custers, 2012) and the evolving, yet growing 

demands facing fraud investigators (Bossler et al., 2020; Button et al., 2015a, 

2015b). Second, little prior research has illuminated how advances in imaging 

science and photography might aid policing practitioners’ understanding of 

emerging types of crime, such as fraud, or be adapted to meet new fraud 

trends and investigation methods.2 Therefore, the paper encapsulates new 

thinking about photography, photographic theory, and its application in 

combating economic crime. As such, the paper positions itself firmly within the 

primary theme and agenda of this PhD and provides an important entry point 

for debate on the challenges of policing emerging economic crime and the 

tools available to investigators. 

Publication 2 

Gilmour, P. M. (2020). Lifting the veil on beneficial ownership: Challenges of 

implementing the UK’s registers of beneficial owners, Journal of Money 

Laundering Control, 23(4), 717-734. https://doi.org/10.1108/JMLC-02-2020-

0014  

This paper is topical and of real significance to international agendas 

and efforts to combat economic crimes. The publication comes amidst 

 
2 Some limited studies include de Leuue et al. (2014) on using remote sensing in insurance 
fraud; and a historical paper by Tahtouh et al. (2005) relating to enhancing latent fingermarks 
through infrared chemical imaging with some reference to polymer banknotes. 
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increased concern surrounding the secretive world of offshore banking. It 

follows high-profile public scandals, such as 2016’s ‘Panama Papers’ and 

2017’s ‘Paradise Papers’, which have exposed the shady offshore corporate 

dealings of the wealthy and political elite (Radon & Achuthan, 2017). The 

publication remains highly relevant in context of the topical ‘Pandora Papers’ 

and Economic Crime (Transparency and Enforcement) Act 2022. This paper 

analyses the UK’s approach to enhancing corporate transparency by 

exploring the challenges facing the UK in implementing registers of beneficial 

owners - a measure mandated through the EU’s 4th AML directive. The paper 

highlights the role of beneficial ownership in offshore money laundering and 

identifies key moral, legal, and practical dilemmas to enhancing beneficial 

ownership transparency. As such, it examines issues of bank secrecy, 

ineffective legal frameworks, concerns over data privacy, and lack of 

intergovernmental cooperation (Gilmour, 2020). The recent ‘Pandora Papers’ 

leak has reaffirmed the importance for policing authorities to overcome such 

challenges to improve corporate transparency, and curb money laundering 

and tax evasion through offshore jurisdictions (Bhuiyan, 2022; Mănescu, 

2022; Zagaris, 2021). This paper cements my research interest and focus 

towards illicit offshore finance, beneficial ownership transparency and the 

issue of secrecy.  

Publication 3 

Gilmour, P. M. (2021a). Exploring the barriers to policing financial crime. 

Policing: A Journal of Policy and Practice, 15(2), 1507-1521. 

https://doi.org/10.1093/police/paaa081 
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This publication draws on empirical research undertaken when I was 

still serving in Sussex Police. The publication is significant as it identifies 

economic crime to be an often misunderstood, under investigated and 

undetected crime (see also Gilmour, 2021b) and contributes to similar prior 

research (e.g., Bossler et al., 2020; Button et al., 2015a; Her Majesty’s 

Inspectorate of Constabulary and Fire & Rescue Services [HMICFRS], 2019; 

Skidmore et al., 2018, 2020). However, Gilmour (2021a) offers an important, 

alternative perspective because it is the first known study of its kind to explore 

the barriers to policing economic crimes from the viewpoints of investigators. 

It also benefits from being underpinned by years of investigation and policing 

experience. The publication also stimulates debate on the plight of victims of 

fraud and highlights the challenges for victims in seeking justice. It helps to 

advance professional agendas towards improving the policing response to 

economic crimes, enhancing the services delivered to victims, and prioritising 

economic crime. Moreover, Gilmour (2021a) is helping to forge links between 

academia and industry. The Victims’ Commissioner office is consulting the 

publication’s findings to inform future important research victims of fraud (see 

Appendix D). The publication of a related article (see Gilmour, 2021b) within 

Policing Insight should also be noted. Although Gilmour (2021b) is not 

submitted for this PhD award, such research comes during a period of 

increased public scrutiny around how the police respond to economic crime 

and its victims, so further demonstrates the impact and relevance of my 

submitted paper. 
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Publication 4 

Gilmour, P. M. (2022a). The US Corporate Transparency Act: Critiquing 

beneficial ownership disclosure requirements in the United States, The 

Company Lawyer, 43(1), 16-17. 

This publication is included in this submission because it expands upon 

the legal analysis of previous work (Gilmour, 2020) concerning the challenges 

in implementing the UK registers of beneficial owners. Gilmour (2022a) 

broadens the scope of related scholarship on legal measures to enhance 

beneficial ownership transparency, by providing critique of the latest beneficial 

ownership reforms within the United States. Therefore, Gilmour (2022a) 

locates my growing research profile pertaining to the study of beneficial 

ownership transparency within a more global audience. It furthers topical 

debate on implications of beneficial ownership reforms, for AML policy and 

company law relevant to the United States. Furthermore, this is the first 

known scholarly article that critiques the latest reforms introduced through the 

US Corporate Transparency Act. The publication confirms that although the 

introduction of central registers of beneficial owners in the United States 

seems promising for enhancing corporate transparency, its lax rules 

concerning beneficial ownership disclosure means that the United States will 

continue to attract corrupt individuals wishing to conceal their illicit assets. 

Publication 5 

Gilmour, P. M. (2022b). Freeports: Innovative trading hubs or centres for 

money laundering and tax evasion? Journal of Money Laundering Control, 

25(1), 63-71. https://doi.org/10.1108/JMLC-01-2021-0002 
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This publication is included as it represents an important and timely 

response to the under-researched topic of freeports as special economic 

zones. It is significant in light of international agendas seeking to stimulate 

economic growth and prosperity through innovative trading hubs, like 

freeports. The paper is timely because the UK government has recently 

established eight new onshore freeports towards boosting post-Brexit trade 

(Her Majesty’s Government, 2020). The publication is an important study 

considering increasing concerns surrounding freeports’ regulatory frameworks 

and potential illicit trading activities. The article highlights several overriding 

criminal methods that are enabled within freeports’ offshore space benefited 

through regulatory concessions. It argues that, although freeports offer 

attractive trading advantages, the secretive offshore space in which freeports 

operate helps to obscure beneficial ownership and illicit trade-based 

practices, which challenges authorities seeking to trace laundered monies and 

recover government taxes. The publication reaffirms that stronger regulation 

may be needed to prevent freeports from being abused for money-laundering 

and tax-evasion purposes. This paper advances the scope in which offshore 

dealings are judged. 

Publication 6 

Gilmour, P. M. (2022c). Decentralized blockchain technology: Towards a 

trusted and transparent beneficial ownership regime, In D. Goldbarsht, & L. de 

Koker (Eds.), Financial technology and the law: Combating financial crime, 

Vol. 47. Law, governance and technology, (pp. 185-209). Springer. 

https://doi.org/10.1007/978-3-030-88036-1 
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This publication represents my first peer-reviewed book chapter, and 

an important step for me as an independent scholar because it demonstrates 

my breadth of research and ability to write for alternative outlets and 

audiences. The article underlines that implementing public registers on 

beneficial owners alone is insufficient (see also Gilmour, 2020). There is also 

a need for relevant verification infrastructure to check beneficial ownership 

data accordingly. It demonstrates how blockchain technology offers a 

potential solution to the legal, moral, and practical challenges revealed in 

Gilmour (2020). Blockchain helps to streamline customer due diligence 

compliance processes, lower costs and preserve the integrity of beneficial 

ownership data (Gilmour, 2022c). The publication is the first scholarly 

publication that perceives blockchain technology to be an effective tool in 

addressing verification, trust and transparency concerns inherent within many 

beneficial ownership regimes. The article, therefore, offers novel insight into 

alternative applications for blockchain as an emerging technology and 

advances the rising scholarship surrounding innovative e-government 

systems. 

Publication 7 

Gilmour, P. M. (2022d). Reexamining the anti-money laundering framework: A 

legal critique and new approach to combating money laundering. Journal of 

Financial Crime. Advance online publication. https://doi.org/10.1108/JFC-02-

2022-0041  

This publication argues for a change in how policing authorities 

fundamentally conceive and address the money-laundering concept and is 

grounded in critical theory. It asserts that knowledge surrounding the money-
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laundering phenomenon is largely political. In other words, AML frameworks 

originate from historical agendas (e.g., ‘War of Drugs’) of powerful Western 

governments and the ‘Global North’ that aim to exert control over organised 

crime proceeds and illicit markets. It could be argued that such agendas 

remain today considering the West’s continuing rhetoric on ‘serious and 

organised crime’, its need to sanction against corrupt wealth arising from 

developing economies, and other global efforts to confiscate dirty money (see 

Aluko & Bagheri, 2012; Jensen & Png 2011; Levi & Soudijin, 2020; Mugarura, 

2017). For Tupman (2015b) much can be learned from reflecting upon 

historical developments of organised crime and its links to past political 

structures.  

Indeed, it is standard to address criminal problems through criminal law 

to define criminal conduct and determine an offender’s appropriate sanction 

(Faraldo Cabana, 2014). However, this paper argues that policing authorities’ 

efforts to combat money laundering relies on rigid legal definitions and flawed 

ideals that fail to address the money-laundering problem and adapt to 

emerging trends in organised crime. It proposes a new approach to combating 

money laundering that better incorporates the actors involved in money 

laundering and the space in which it occurs. Therefore, the publication is 

crucial to ongoing discourse surrounding AML because it sheds new light on 

the fundamental concept of money laundering towards transforming AML 

frameworks. 

4.2. Summary 

This commentary demonstrates that this PhD submission is supported 

by seven publications that collectively contribute to economic crime 
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scholarship, yet each publication also justifiably offers its own unique 

signature to scholarly understanding. As Dowling et al. (2012, p. 303) note, 

researchers should explore new concepts, ideas, fields of inquiry and 

avenues of investigation. Therefore, to clearly articulate each publication’s 

constituent understanding of knowledge, their key contributions are 

summarised in Table 2.  

Table 2 

Summary of the Publications’ Key Contributions to Knowledge 

Publication Key contributions to knowledge 

Gilmour (2019a) ★ Recognises the need for forensic and policing 

practitioners to utilise modern technology to 

address emerging fraud types. 

★ First study of its kind to study the value of applying 

new advanced imaging-science techniques to fraud 

investigation towards ensuring photography 

remains relevant to modern policing and forensic 

practice. 

★ Promotes new thinking and innovative techniques 

in investigating and detecting fraud. 

Gilmour (2020) ★ Only study to explore the challenges facing the UK 

in implementing registers of beneficial owners. 

★ Provides novel insight into the moral, legal and 

practical dilemmas to imposing AML control. 

★ Informs policymakers and other professionals 

implementing the UK’s registers of beneficial 

owners towards better combating offshore money 

laundering. 

★ Contributes towards improving governments’ AML 

strategies. 
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Gilmour (2021a) ★ Offers a unique understanding of the barriers to 

policing economic crime. 

★ First in-depth academic study that provides 

important insights from the perspective of 

investigators.   

★ Reaffirms the practical issues (e.g., lack of training, 

support, and resources) in policing economic crime, 

and the cultural problems (poor perceptions of 

victims, lack of priority) existing within the police 

service, which hinder the response to such crimes.  

★ Advances the professional agenda towards 

improving the policing response to economic 

crimes, enhancing victim services, and prioritising 

economic crime. 

Gilmour (2022a) ★ Advances the critical debate surrounding measures 

introduced by governments in enhancing beneficial 

ownership transparency. 

★ First academic paper to critique the new Corporate 

Transparency Act introduced in the United States 

and its impact on corporate transparency. 

★ Provides an important concise commentary on the 

latest beneficial ownership requirements in the 

United States that is both topical and useful for 

authorities. 

★ Further questions the political will of governments 

to truly strengthen corporate transparency. 

Gilmour (2022b) ★ Provides an important topical debate into the 

money-laundering and tax-evasion risks presented 

by freeports - significant considering the UK’s post-

Brexit trade agenda and introduction of eight new 

freeports. 
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★ Underlines how freeports can enable illicit activities 

through the concealment of beneficial ownership 

and other secretive trade-based practices. 

★ Identifies flaws in extant legal measures aiming to 

regulate freeports.  

★ Highlights how the regulatory space occupied by 

freeports act to restrict capital flows, contrary to the 

free-market capitalist agenda envisaged by the 

West. 

★ Advances contemporary scholarship on illicit 

activities occurring through offshore jurisdictions. 

Gilmour (2022c) ★ Offers original insight into the application of 

blockchain as an emerging technology. 

★ First scholarly article to explore how blockchain, as 

a technological tool, might be used to support a 

trusted and transparent beneficial ownership 

system. 

★ Addresses the many shortcomings in existing 

beneficial ownership systems, such as trust, 

privacy, and verification issues.  

★ Therefore, adds to the existing scholarly literature 

on innovative e-government systems and the future 

of beneficial ownership registers. 

Gilmour (2022d) ★ Reexamines the money-laundering phenomenon 

and legal underpinnings from a more analytical, yet 

broader conceptual perspective than any other prior 

scholarship. 

★ Highlights that global AML efforts often rely on rigid 

legal definitions and flawed ideals that fail to 

address the money-laundering problem. 

★ Proposes a fresh approach to combating money 

laundering by arguing that AML frameworks should 
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incorporate a better appreciation of the actors 

involved in money laundering and the spaces in 

which it occurs.  

★ Contributes a better understanding of the money-

laundering phenomenon and advances scholarship 

on AML control.  

 

5. Research Significance and Impact 

Research impact goes beyond mere knowledge creation within 

academia (see Chandler, 2014, p. 3). According to the Research Excellence 

Framework (2011, p. 48) research should influence or benefit “… economy, 

society, culture, public policy or services, health, the environment, or quality of 

life” to be considered impactful. Similarly, for Chandler (2014): 

Impact … is about making a difference, so there is action or activity 

which leads to change, but that change needs to be seen within a 

context which may be global, local or even individual. … the nature of 

the change needs to be considered, whether it is related to people, 

systems, environment, knowledge, understanding or policy. (p. 2) 

The significance and impact of the submitted works can be 

demonstrated through several measures, which collectively help to evidence 

the works’ contributions to original knowledge (see Table 2, 3, and Appendix 

A to F). It is important to note that the significance and impact of scholarly 

work can be assessed through many means. Traditional metrics, such as the 

research journal’s impact factor, citation rates, peer reviews, and h-index have 

been widely used as a measure of the quality of published research (Aksnes 



44 

et al., 2019; Onodera & Yoshikane, 2015; Zohreh et al., 2014; Xue-Li et al., 

2018).  

Within a relatively short period my publications have already amassed 

meaningful citations in refereed journal articles and grey literature reports. For 

example, Sun et al. (2020, p. 27) positively cited Gilmour (2019a) in 

demonstrating how forensic imagery can confirm the veracity of fraudulent 

insurance claims. Gilmour (2019a, cited in Telyatitskaya, 2020, p. 70) has 

progressed knowledge on how the characteristics of digital photographs can 

help to investigate fraud cases. Similarly, Ceccato (2022, p. 138) has 

acknowledged the cross-disciplinary value of Gilmour (2019a) in revealing the 

benefits of photography for investigating different fraud types, environmental 

and wildlife crimes, and to the broader study of rural criminology.  

Despite only being published very recently, Gilmour (2020) has already 

amassed nine citations (not including self-citations). This publication has 

advanced scholarship on how money laundering occurs through dominant 

shareholders (Cardao-Pito, 2021; Cruz, 2020, p. 143; see also Hock, 2021, p. 

25) and how shell companies help to obscure illegal activity through offshore 

jurisdictions (Konovalova et al., 2022, p. 3; Ofoeda et al., 2022, p. 5). Gilmour 

(2020) has also questioned the effectiveness of AML frameworks that have 

mandated for registers of beneficial owners (see Zigo, 2020, p. 47) while 

illuminating the uncertainty surrounding how beneficial ownership is defined in 

various countries (Cruz, 2020, p. 151; Konovalova, 2022, p. 13). 

It should be noted that Gilmour (2021a) has been cited four times 

within the one year since it has been published. The paper has explained the 

context around the criticisms over the policing response to economic crime 
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(see Gottschalk, 2021a, 2021b, 2022) and informed scholarship on how 

inadequate knowledge, training and poor attitudes surrounding these crimes 

are the primary barriers to effective response (Honess et al., 2022, p. 2). 

Meanwhile, Gilmour (2022b) has featured in Hock (2021, p. 20; an expert 

policy report on tax crime) when discussing freeports’ money-laundering and 

tax-evasion risks. It has further advanced scholarship by showing that 

organised criminals use freeports’ lack of regulatory supervision to manipulate 

trade invoices (see van Santvoord & van Ruitenburg, 2022, p. 13). 

However, it is also important to note that traditional publication metrics, 

such as citation rates, have their limitations. For example, citation rates may 

not be a true measure of ‘scientific impact’ (Aksnes et al., 2019; Zohreh et al., 

2014). They can disregard the impact of researchers lacking highly cited 

papers who are, nonetheless, highly influential in their field. Citations can also 

lack context to measure research quality properly and robustly (Aksnes et al., 

2019). For instance, citations have several different meanings other than 

merely documenting and supporting a researcher’s claim, including being 

used to simply cite, refute, or apply others’ ideas (Aksnes et al., 2019, p. 4). 

Citations rates can also be influenced by external factors, unrelated to the 

publication’s content or research quality, such as the number of authors, 

subject field, and type of article (Onodera & Yoshikane, 2015, p. 739). 

Likewise, the h-index (which only accounts for the number of articles 

produced by the researcher and rate of those articles’ citations) fails to 

consider the researcher’s career length and so tends to disfavour early-career 

researchers (Aksnes et al., 2019, p. 3). 
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Therefore, no single measure used in isolation can enable a complete 

appreciation of a paper’s significance (Bollen et al., 2009; Zohreh et al., 2014; 

see also Moed 2005, 2007). Alternative metrics, such levels of media interest, 

online posts, journal downloads, reference managers, and other interest, 

which may arise following publication, can also be valid and useful indicators 

of research impact (Aksnes et al., 2019; Malone & Burke, 2016; Onodera & 

Yoshikane, 2015). For Zahedi et al. (2014, pp. 1-2) these alternative 

measures allow for a fresher, broader and quicker insight into the impact of a 

researcher’s scholarship.  

The journals in which the publications have been submitted were 

chosen for their reputation, scope, fit, and potential audience reach. Gilmour 

(2019a) was submitted to the Imaging Science Journal, a technical journal 

published on behalf on the Royal Photographic Society, to enlighten the 

imaging and scientific community about fraud investigation and policing. The 

Journal of Money Laundering Control and its sister, Journal of Financial 

Crime, were chosen because the publications (i.e., Gilmour 2020, 2022b, 

2022d) submitted here provide detailed analysis on the latest issues in 

financial crime, AML and related policy. Similarly, The Company Lawyer 

focuses on reforms in company law, and topical issues as they might impact 

the business world, which fits Gilmour’s (2022a) shorter commentary piece. 

Policing: a Journal of Policy and Practice is a “leading policy and practice 

publication aimed at connecting law enforcement leaders, police researchers, 

analysts, and policy makers” (Oxford University Press, 2022, para. 1.). This 

was the appropriate journal to report on the challenges surrounding the 

policing of economic crime from the perspective of policing practitioners 
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(Gilmour, 2021a). Finally, the peer-reviewed book chapter (Gilmour 2022c) 

was accepted by Springer – as part of Dr Doron Goldbarsht and Professor 

Louis De Koker’s edited Financial technology and the law: Combating 

financial crime – and aligns with emerging scholarship on financial technology 

(FinTech), decentralised finance (DeFi) and related financial regulation (see 

Zetzsche et al., 2020). 

Following the publication of Gilmour (2019a) I have been invited by the 

Imaging Science group of The Royal Photographic Society to speak as 

keynote at the ‘Good Picture’ symposium in London (an event originally 

postponed due to the Covid-19 pandemic; see Appendix A) and 

recommended to be the new Chief-Editor of The Imaging Science Journal 

(see Appendix B). I also presented the ‘Application of Photography in 

Investigating Fraud’ at the 2021 Counter Fraud and Forensic Accounting 

conference, hosted by the University of Portsmouth. Meanwhile, Gilmour 

(2020) has since received over 1,130 reads via social media platform, 

‘ResearchGate’; over 952 journal downloads through the Emerald publisher 

website; 31 reads through reference manager, Mendeley (see Appendix C); 

and resulted in my invitation to speak at the 2021 Socio-Legal Studies 

Association (SLSA) conference (see Appendix E). My subsequent 

publications (Gilmour, 2021a, 2022a, 2022b, 2022c, 2022d) have also 

attracted a varying amount of similar interest as shown in Table 3.  

Gilmour (2021a) has led to a new publication on the Policing Insight 

website (see Gilmour 2021b) and numerous discussions on social media, 

including LinkedIn, about policing economic crime (see also Appendices C 

and E). Consequently, I have been invited to contribute to phase two of 
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research with the Victims’ Commissioner about victims of fraud (see Appendix 

D). Gilmour (2022b) has also featured in various online blogs and news 

outlets, including in the local Portsmouth News (see Appendix E). Additionally, 

Gilmour (2022c) has attracted much attention, with over 50 downloads from 

the Springer Nature website in the first month of release and numerous 

ResearchGate reads and shares across social media. Meanwhile, Gilmour 

(2022d) has initiated encouraging signs of interest from scholars and 

journalists since publication, including prominent newsworthy coverage in 

various media outlets (see Appendices C, E and F).  

However, this is not all. My profound research profile demonstrates far 

wider significance and international impact (see also ResearchGate profile, 

Appendix F). I have provided expert comment on the issues surrounding 

policing economic crime for the British Broadcasting Corporation on both 

national radio (Gilmour, 2019b) and local radio (Gilmour, 2022e), and for 

national television (Gilmour, 2021c). Moreover, my work concerning Gilmour 

(2020) and (2022a) have been pivotal towards contributing to the Financial 

Action Task Force’s recent public consultation on amendments to 

recommendation 24 on the transparency and beneficial ownership of legal 

persons. As a result of my scholarly activities, I am now a regular contributor 

and editorial panel member of The Company Lawyer journal. I am also due to 

speak across several plenary sessions at the internationally renowned, 

Economic Crime Symposium, at the University of Cambridge. I routinely peer 

review for several refereed international journals, including, amongst others, 

Journal of Money Laundering Control; Journal of Financial Crime; Global 

Crime; Journal of Accounting and Taxation; Studies in Economics and 
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Finance; Policing: An International Journal; and The Police Journal: Theory, 

Practice and Principles. This further demonstrates my commitment to the 

ongoing peer-review process, scholarly development, and support for the 

wider research community. 

Table 3 

Research Significance and Impact of Submitted Publications 

Publication 

Number of 

ResearchGate 

‘reads’ 

Journal 

downloads or 

views 

Citations 

Gilmour (2019a) 317 207 3 

Gilmour (2020) 1,130 952 9 

Gilmour (2021a) 364 494 4 

Gilmour (2022a) 35 44 0 

Gilmour (2022b) 277 331 4 

Gilmour (2022c) 184 213 0 

Gilmour (2022d) 165 184 3 

 

Note. These metrics are correct as of the submission date of this commentary 

and will likely increase with time. They do not include self-citations. 

 

6. Conclusion 

This commentary demonstrates the strength and impact of my 

research portfolio. It embodies my transition from experienced policing 

practitioner to an emerging scholar with a unique and distinct research identity 

within the field of economic crime. Importantly, my works advance economic 

crime scholarship in several ways. First, they illuminate how secrecy operates 

as a key enabler of economic crime and showcase the many and varied 
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secretive practices that allow economic crimes, like fraud, money laundering, 

and tax evasion to flourish (Gilmour, 2019a, 2020, 2021a, 2022a, 2022b, 

2022c, 2022d). Second, they recognise the specific challenges facing policing 

authorities in combating economic crime, such as the problems inherent 

within extant legal frameworks (Gilmour, 2020, 2022a, 2022b, 2022c, 2022d), 

and the technological and practical issues in policing economic crimes 

(Gilmour, 2019a, 2020, 2022c, 2022d). Third, they critically examine the 

policies, and legal and practical countermeasures that policing authorities 

employ in addressing such challenges (see Gilmour, 2019a, 2020, 2021a, 

2022a, 2022b, 2022c, 2022d). In doing so, the publications advance and 

transform scholarly discourse. Notably, they address the study of economic 

crime through distinctive philosophical and methodological approaches that 

transcend constructivist and critical paradigms. 

Moreover, this commentary evidences how the seven publications 

submitted for the award of PhD provides a significant and original contribution 

of knowledge, and meets the requirements set out in the descriptor for higher 

education level-8 doctoral study (QAA, 2014). The accompanying works have, 

not only, been scrutinised by fellow scholars through a rigorous editorial 

process, but also, accepted for publication in varying media outlets, including 

journal and book publishers. The publications have attracted international 

attention and have been highly impactful upon scholarly discourse. They have 

been read and shared by multiple audiences (including academics, 

journalists, professionals) and cited in academic papers numerous times by 

international authors (see Appendices A, C, E, D and F). This is despite being 

recently published. Indeed, the success and research momentum attained 
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through the submitted publications will likely enhance in years to come, 

especially considering their topical significance to economic crime discourses. 
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RESEARCH REVIEW

The application of photography in investigating fraud
Paul Michael Gilmour

The Royal Photographic Society, Arnos Vale, Bristol, UK

ABSTRACT
The impact of fraud on the world economy is significant. As fraud has evolved it has become
more organized and increasingly cyber-enabled and committed across borders of law
enforcement jurisdictions. The technological demands facing fraud investigators are
increasing. Yet, little attention has been given to how forensic photography can help tackle
emerging crime types, like fraud. This study reviews literature surrounding forensic
photography and provides an up to date and collective narrative. This article focuses on the
advancements in photography and how imaging-science techniques can apply to a fraud
investigation. Photographic practice plays a key role in many crime investigations but must
embrace continual change to ensure that it remains relevant to modern policing. Fresh
approaches are essential and practitioners must fully utilize new technologies and adapt to
tackle the increasingly demanding scope of fraud types.
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Introduction

Photography is key in criminal investigations: from
showing the devastation that road crashes can cause
to corroborating the injuries sustained by a domestic
violence victim, a photograph paints a thousand
words. Photographs help show a clearer picture of
how a crime was committed and places the physical
evidence left at the scene into context with its sur-
roundings. Photographs also aid in the presentation
of evidence in investigations and to a jury during
court proceedings.

Photography is widely acknowledged to be an accu-
rate and reliable source of documentary evidence in
many criminal prosecutions [1]. In the 1870s those
within criminal justice realized how influential photo-
graphs could be on a defendant, by persuading them
to admit their guilt, or on the courts when deciding
how valuable a photograph is to a prosecution. As
German-Swiss criminologist, Rodolphe Archibald
Reiss, once wrote: ‘A good photograph will often
advantageously replace the longest of prosecution
speeches’ (Oct 20, 2015, posting by Di Giovanna, to
R. M. Exhibition: Burden of Proof: The Construction of
Visual Evidence; unreferenced, see ‘Notes’). It was
soon recognized that a photograph allowed an endur-
ing reconstruction of any crime scene for the court’s
examination [2]. Following the establishment of pho-
tography as a tool in crime investigations, other
visual representations, such as maps and drawings
were considered valuable as evidence; this provided
extra substance to lawyers’ legal debate during court
cases. However, more often now, the judiciary is

required to apply legal reasoning to new develop-
ments in technology [3]. Therefore, as criminal investi-
gations continue to rely more on advances in
photography, the courts will continue to scrutinize in
greater detail its worth as a form of documentary evi-
dence. A photograph must represent the scene accu-
rately and fairly to be admissible as evidence in court
[4]. With criminals becoming more sophisticated and
crime types, like fraud, becoming more complex,
there is a need for photography to evolve to remain
relevant.

Yet, limited research has been undertaken on how
photography could aid investigators tackle an emer-
ging crime type, such as fraud, and how photography
could be adapted in meeting new fraud patterns and
investigation methods. The demands that fraud
places on investigators are continually changing and
increasingly difficult to overcome.

The emerging threat of fraud

The cost of serious and organized crime to the UK is
assessed as being in excess of £24 billion [5,6]. Over
234,000 frauds were reported to Action Fraud in 2015
alone, totalling a loss of nearly £1.5 billion [7]. Fraud,
like many other crime types, has become far more
organized in nature, is commonly cyber-enabled and
is increasingly committed across borders of law enfor-
cement jurisdictions. New types of fraud are emerging
which require new methods of investigation.

There are several emerging types of fraud which are
now law-enforcement priorities. These include intellec-
tual property crime (counterfeit goods and contraband
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that has an impact on public safety); document fraud,
such as forgery; organized cross-border and inter-
national crime, including the trafficking of cultural
property (importation of historical artefacts and art);
environmental fraud (illicit waste trafficking and the
trade in endangered species); and money laundering
[8]. With the emergence of new types of fraud and
increasingly sophisticated techniques used by crim-
inals, the way photography is applied has also
needed to evolve. Because fraud is creating new chal-
lenges for police investigations, innovative thinking
and change must be embraced to meet those
challenges.

Methods

This study explores the literature pertaining to the
application of forensic photography. The paper was
referenced from a variety of resources, including aca-
demic papers on criminology, imaging science and
the history of forensic photography. The researcher
draws upon his photographic skill and extensive
experience within law enforcement of fraud investi-
gations. This article provides a narrative of the available
literature and aims to be useful for specialists and non-
specialists in the field, while also being relevant to
modern and future policing. The paper starts by explor-
ing the use of ultraviolet (UV) and infrared (IR) pho-
tography in forensic examinations and considers its
benefit in investigating fraud.

Results

UV/IR Photography

By 1920, American physicist, Professor Robert Wood,
invented a filter for ultraviolet transmission, which
excluded all visible light and established ultraviolet
photography, infrared photography and ultraviolet
fluorescence photography [9]. By the 1930s, Kodak
developed emulsions sensitive to infrared light, which
allowed infrared film to become commercially accessi-
ble. By 1937, over 30 forms of black-and-white infrared
film were available on the retail market [10]. As the
understanding of science and technology developed,
so did forensic photography, and applications of pho-
tography were being explored. During the Second
World War, aerial photographs of bombing operations
and air reconnaissance missions were made using
infrared photography [11]. Infrared film was used by
many experimental press photographers and police
photographers at the time, who realized the benefits
of using them. Infrared has the ability to reveal evi-
dence such as injuries, fingerprints and bodily fluids
not normally visible to the naked eye. Meanwhile,
many photographers were also able to experiment
with the artistic side of photography. The use of both

infrared and standard high-contrast black and white
film allowed photography to show the stark and
gritty realism of urban life, crime, injury and death.
For Bell [12], black & white photography as an alterna-
tive light source, evoked mystery and individualism
to the increasingly contemporary nature of documen-
tary art.

An alternative light source is still used effectively to
detect evidence that is difficult for the naked eye to
see; thus, its use remains an important tool for investi-
gators today [13]. Depending on the wavelength of
light used, and with the aid of barrier filtration, which
adds contrast, the illumination of trace evidence is
revealed by the occurrence of fluorescence, phosphor-
escence, absorption and reflection. Barrier filters allow
more of the longer wavelengths of light to be trans-
mitted, while blocking shorter wavelengths [14]. This
technique can be used on a wide range of evidence,
such as hair, glass fragments, fingerprints, gunshot
residue and bodily fluids [15].

The wavelength of visible light in the electromag-
netic spectrum ranges from about 380 nanometres
(nm) to 750 nm. Alternative light sources, like ultra-
violet or infrared spectra, are utilized in instances
where visible spectrum has proven unsuccessful in
revealing trace evidence [16]. Lamps emitting ultra-
violet light in the longer UV 210–400 nm range are
used for documenting injuries, including bite marks
that have since faded; injuries can be photographed
using ultraviolet light because it can penetrate more
layers of the human skin [17]. UV photography is a
useful technique as it can reveal injuries many weeks
old, including those not obvious or fully developed at
the time of the assault, such as bite marks [18]. For
instance, three-dimensional orthodontic impressions
made by a forensic dentist can be compared later to
the photographs of injuries. However, as Gunn [19,
p. 107] argues, two-dimensional photographs are
often used to compare a bite mark to dental features.
Bleeding, bruising and swelling as a result of a victim
pulling away as the bite is inflicted can also alter the
bite area. Nonetheless, using an electronic image-
capture software to produce three-dimensional
images can reduce these difficulties [19].

The application of UV and IR goes beyond simply
photographing assault victims. Any wound, whether
it is relatively fresh or much older and therefore less
obvious, can be photographed to aid in a range of
criminal investigations. For example, assaults can
often occur alongside cases of human trafficking,
which can lead to human slavery and child sexual
exploitation [20]. False identity documents are often
used by human traffickers to facilitate illegal immigra-
tion into a country [21]. While the commission of
fraud and money-laundering offences also supplies
organized crime groups with the funding necessary
to facilitate their criminality.
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Alternative light photography has been used for
many years in the investigation of fraud, counterfeiting
and forgery offences, in particular the examination of
documents which purport to be something they are
not [22]. According to Braz et al. [23, p. 206], a ‘ques-
tioned document’ is defined as any document having
a disputed origin. Broadly speaking, they include
cheques, identity cards, invoices and other handwritten
forms that may have been altered, falsified or copied to
enable a deception [24].

By removing visible light by utilizing filters, such as a
Hoya R72 or Tiffen (Wratten) 89B, photographers are
able to record images that the unaided human eye
could not otherwise detect [25,26]. This reveals altera-
tions in documents, such as overwriting and the use
of erasers and different inks (see Figures 1 and 2).
These filters effectively absorb most of the visible spec-
trum but allow the transmission of infrared light to the
digital sensor or film [26]. Using infrared-sensitive black
and white film enables this technique to be applied in
cases where a specialist UV/IR digital camera is not
available. The techniques used are largely the same
whether a black and white film or a digital sensor is
used [26]. Where the film is used, it must be infrared
sensitive because conventional black and white films
are sensitized to a practical limit of 680 nm [25].
Using a less oblique filter (such as a red one) enables

the photographer to focus initially, before replacing it
with the infrared filter when taking the image. Further-
more, an aperture of f/11 or smaller improves the
depth of field and somewhat compensates for any
focusing errors [27].

Fraud and forgery offences often rely on evidence to
show how the false documents were altered, in order
to reveal the dishonesty involved in making that docu-
ment, and in this regard the use of UV/IR photography
can help. Still, as Hilton [28, p. 124] claims, there cannot
be one single test, stating, ‘All potential tests for
showing how a document was altered must be con-
ducted’. Regardless of how a document is altered, all
evidence contained within the document itself must
be revealed [28]. UV/IR photography provides useful
evidence towards securing a conviction and remains
an important and accessible tool in tackling fraud.

Raman spectroscopy

In fraud investigation, the technique of Raman spec-
troscopy is used in the examination of the chemical
composition of ink used on questioned documents
[23]. The chemical composition of the ink can be ident-
ified by detecting the inelastic or ‘Raman’ scattering of
monochromatic light, coming from a visible, near infra-
red or near ultraviolet laser. The interaction between

Figure 1. Cheque photographed using visual light.
Note: This image appears to show the payee as ‘Cash for John Smith’ and the amount drawn as $9,000.00 (photography courtesy of Marie Durina).

Figure 2. Cheque photographed using infrared light.
Note: Here, it can be seen that the questioned cheque has been altered to inflate the amount on the cheque during the commission of a fraud (photography
courtesy of Marie Durina).
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the light from the laser and the pulsations of the ink
molecules results in an energy change. A lens is then
used to collect the resulting electromagnetic radiation
energy, which is then delivered through an optical
device called a monochromator [23,29].

A monochromator allows the user to manually input
either a short wavelength band of light or a wider
wavelength band of light. The elastic scattering, or Ray-
leigh scattering, of the light that is reflected
unchanged, on the other hand, is filtered out, while
the remainder of the radiation is dispersed through a
charge-coupled device (CCD) camera sensor that acts
as a detector [23]. The resulting data can then be
plotted on a graph, revealing a unique fingerprint
that can be compared with a reference sample.

Raman spectroscopy is not a new technique. Raman
scattering was originally discovered by Indian physicist
Sir Chandrasekhara Raman, which led to the Noble
Prize award in 1930. The development of the technol-
ogy, including the advancement of CCD sensors, has
allowed the technique to be used in a variety of appli-
cations, from the food industry to forensic toxicology
and, in recent years, in fraud investigation. It is increas-
ingly used in many other areas as the technique is
developed [23].

In the field of fraud, Raman spectroscopy has been
developed to be a highly accurate tool that can dis-
tinguish between many commercially available ink
pens [30]. Furthermore, Claybourn and Ansell [30]
developed a sequencing technique of intersecting
ink through confocal Raman microscopy. A Raman
microscope attached to a Raman spectrometer and
an optical microscope allows a sample to be
viewed with a laser point at a high degree of mag-
nification [30].

Traditionally, scanning electron and optical
microscopy have been the two most effective
methods used for ink analysis; however, being able
to reduce errors in ink analysis, especially sequencing
of intersecting ink, has proven to be a significant
advancement. Raman spectroscopy is now the pre-
ferred method over other, more traditional methods
for reducing errors in the analysis of ink. Raman spec-
troscopy is a non-intrusive and easy method. It is also
less time-consuming compared to other methods of
ink analysis, such as thin-layer chromatography
(TLC) [31].

The added benefit of Raman spectroscopy, unlike
thin-layer chromatography, is that Raman spectroscopy
does not damage the document being examined
[29,31]. This enables Raman spectroscopy to be used
in the examination of historic documents. Raman spec-
troscopy was first applied for identifying pigments in
art pieces. The analysis was undertaken of seven
copies of the Bible, printed by Johann Gutenberg in
Germany between 1452 and 1455, which were
located in various academic institutions and libraries.

This analysis was carried out to determine the palettes
of pigments used in the illuminated copies of the Bible.
It established whether the palettes used in one part of
Europe differed from those used in another in relation
to determining the preferences in pigment use and
resources used in book art; consequently, it was able
to distinguish between the more precious copies and
those subject to recent restoration work or contami-
nation [32]. Raman spectroscopy is non-invasive and
the camera detection technology used can be portable,
meaning it can also be used to examine evidence
found in situ, such as wallpaper and rock art, without
removing it and risking damaging it. Even so, as Bru-
netti et al. [33, p. 7] emphasize, there are drawbacks.
First, Raman spectroscopes exhibit reduced spectra
and resolution that results from a lower optical path,
compared with laboratory-based instruments. Second,
they lack the available daylight shields or correction
systems found in portable systems.

Raman spectroscopy has become established in the
study of archaeology. It is used by historians and on-
site archaeologists in the analysis of manuscripts, med-
iaeval cantorials, and Egyptian artefacts [34]. Raman
spectroscopy has useful applications in detecting
fraud, in particular investigations involving trafficking
in cultural property, the illegal importation of historical
artefacts, art and related forgery, and counterfeiting
offences.

Hyperspectral Imaging (HSI)

Another technique used in fraud detection is hyper-
spectral imaging. This technique consists of techniques
typical to digital imaging and methods common to
spectroscopy, including Near-IR, Visible and Flor-
escence imaging. It is highly sensitive and can discrimi-
nate between samples, compared to traditional
imaging and detection methods. Like Raman spec-
troscopy, it does not compromise the integrity of the
sample and allows for repeated examinations [35].

An optical filter called a liquid crystal tunable filter
(LCTF), allows the transmission of either a selected
wavelength of light to the exclusion of others, or the
transmission of wide spectra from 400 nm to the
current limit of 2450 nm. The images are coupled
with a hypercube of data: a multidimensional array of
data and a set of algorithms; to produce a detailed
and accurate set of data and images, which can with-
stand repeated imaging and ultimately the legal scru-
tiny of the provenance of that data set.

Hyperspectral imaging has many applications
already. In the field of medicine it can transform the
early detection and treatment of many life-threatening
medical conditions. In forensic dentistry, it is applied in
detecting tooth decay without the need to drill
through the sample and use X-rays [36]. The technique
allows the UK Government’s Department of Health to
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assess the quality of food products and for customs
officials to detect counterfeit goods. Meanwhile, hyper-
spectral imaging can detect blood samples and be
used to age blood and to study bruising of skin [37].
The non-destructive and non-contact nature of the
technology makes non-invasive procedures possible.

Furthermore, the technique is applied in the detec-
tion of latent fingerprints. Tahtouh et al. [38] showed
how useful the technique is in detecting latent marks
on challenging surfaces, such as Australian polymer
banknotes. Arguably, this technique will become
more important with the adoption of polymer bank
notes by other banks throughout the world.1 Hyper-
spectral imaging has potential in detecting transna-
tional organized financial crime where identifying
counterfeit notes, tracing their origin and proving
links to organized criminality are paramount. Hyper-
spectral imaging is also valuable in aerial applications
to detect fraud, such as remote sensing.

Remote sensing is used to help farmers monitor a
crop’s health. Hyperspectral data allows farmers to
monitor crop vigour and treat disease, in real time, to
improve a crop’s worth. Distinct areas highlighted by
the hyperspectral image can show improved biomass
of crops after applying a fungicide [39]. Its use can
detect crop insurance fraud (see Figure 3) because
aerial photographs using hyperspectral imaging
allows the veracity of such insurance claims to be exam-
ined. For instance, in 2002, the technique was used in
the prosecution of Joseph Bowden, a farmer from
North Devon in the UK, whowas convicted of numerous
counts of insurance fraud. The intention of The Arable
Area Payments system, which was the main Common

Agricultural Policy system in operation in the UK at the
time, was to enable farmers to make benefit payments
for growing linseeds, proteins, oilseeds and cereals.
However, it was vulnerable to fraud and did not have
sufficient audit and control checks in place. Between
2001 and 2002, the system organized the payments of
almost £900 million worth of benefits to 40,000
farmers. Mr Bowden managed to make false claims
totalling £40,000 in only one year [40].

Similarly, the U.S. Department of Agriculture
reported that insurance payments on crop losses in
the United States during the growing season reached
nearly $3.7 billion by 2010 [41]. The crop insurance
industry is an area that would greatly benefit from
remote sensing, but many crop insurance companies
do not fully understand the value of this type of analysis
(February 13, 2017 email fromVStern; unreferenced, see
‘Notes’). Similarly, De Leuuw et al. [42, p. 10889–10906]
adduce, insurance companies do not tend to initiate
the use of remote sensing as a tool in detecting insur-
ance fraud, whereas, government agencies do. Further-
more, due to a lack of shared understanding between
remote sensing professionals and insurance companies,
remote sensing is not been well implemented through-
out the insurance industry. Evidentially, there is a need
for better collaboration in this regard [42].

Another issue concerns the calibration of equipment
used in the technique. AsHarris [44, p. 25] demonstrates,
it can prove difficult to accurately calibrate instruments
when hyperspectral imaging techniques are combined
with remote sensing. To calibrate a hyperspectral instru-
ment, a measurement of what the instrument outputs
(as reflectance) is determined and then compared
with its input (as electromagnetic radiation). Remote
sensing creates difficulty in calibrating because of
several factors. Such factors include, for example, atmos-
pheric interference, sensor noise and changes in the
angle of incidence of the sun’s rays to the ground
level, relative to where the subject is being photo-
graphed. These challenges make it difficult to create
an accurate background for the hyperspectral image.
Additionally, the problem of optical aberrations in
hyperspectral cameras is even more pronounced
because optical aberrations are wavelength dependent
[45]. Further, complicated algorithms and predictions
are needed in order to calibrate hyperspectral images
correctly because of the huge data files involved
[44,46]. In contrast, calibrating a ground-level hyper-
spectral imaging instrument does not have the pro-
blems outlined here that remote sensing creates [44].

Landsat

The Landsat programme is a well-established initiative
for acquiring satellite images of Earth. Landsat enables
changes to the landscape over time to be tracked in an
impartial manner. This tracking is achieved by Landsat

Figure 3. Hyperspectral aerial image of crops.
Note: Remote sensing can aid in agricultural fraud by tracking changes in
crop vigour. This ortho-mosaic image,2 composed of nearly 600 different
images of an area of about 1 square kilometre, was taken using a hyper-
spectral sensor mounted on a remotely-piloted aircraft, flying at approxi-
mately 80 metres above the ground. The image was post-processed to
show a specific vegetation index. The areas of the image shown in
purple have no vegetation; the areas of red indicate a healthy crop,
areas of blue indicate low crop vigour, and green areas indicate signs of
crop stress. Tracking these changes can confirm the veracity of insurance
claims and help to reduce fraud (photography courtesy of Ekofastba S. L.,
www.ekofastba.com).
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satellites mapping the same location on Earth between
regular intervals of 8–16 days. Each of the satellite’s
sensors is able to receive infrared light, which allows
technicians to detect when crops are stressed or
healthy to the naked eye. Similarly, technicians are
also able to detect in an insurance claim case initiated
by a farmer, whether the specific crop had actually
been planted or harvested [47].

One such case involved Landsat data analysis by, an
agricultural private investigator, Dr Brown who used
this technology from his home office in Columbia, Mis-
souri, U.S.A. He studied eight images obtained from the
Landsat 5 and 7 programme showing agricultural fields
in Texas, in May 2000. He was able to show that crop
insurance fraud was committed between May and
August of 1999. The defendant claimed that both a
cotton and a grain sorghum crop failed during this
time. However, using Landsat data, Brown was able
to show that the allegedly failed crops were never
planted [48]. Landsat data analysis continues to be
used today in combating insurance fraud worldwide.

Furthermore, remote sensing is applicable in several
other areas of crime investigation. Azaria et al. [49]
found they were able to differentiate cannabis plants
from surrounding shrubbery through the use of hyper-
spectral imaging. They also found that such differen-
tiation can be achieved at differing distances, and that
cannabis plants display unique spectral signatures ident-
ified in narrow spectral bands, compared to other
species of vegetation [49]. In 1999, the NSW Police
Force effectively used the National Parks and Wildlife
helicopter in rural in New South Wales, Australia, to
detect cannabis plantations with Landsat 5 [50]. This
understanding will no doubt continue to aid law enfor-
cement in the surveying of large areas of agricultural
fields, forestry and coastline, particularly in remote
areas such as outback Australia and other locations vul-
nerable to large-scale and organized illicit drug pro-
duction. Rickards [51, p. 84] highlights that Australia is
an attractive and lucrative market because of its geo-
graphic isolation. Such isolation means that Australia
relies on the bulk importing of lawful sea and air
freight, which can provide concealment for the import-
ing of illicit commodities. The use of light aircraft and
small boats, aids in the importing of counterfeit goods,
a problem which is compounded by Australia’s exten-
sive and vulnerable coastline [51].

Light Detection and Ranging (LIDAR)

Light detection and ranging (LIDAR) imaging uses
lasers to measure how high structures are from the
ground in expanses of landscape. The technique is fre-
quently used for environmental mapping. Remote
sensing by LIDAR is implemented in this way for terres-
trial mapping using pulses of lasers with a wavelength
in the near-infrared spectrum from 1040 to 1060 nm.

The distance from the instrument and the feature on
the ground being surveyed (termed as the ‘range dis-
tance’ [Dd]) can be calculated by measuring the time
taken for a laser pulse to be sent from the instrument,
reach the feature in the landscape and then return [52].

The ground elevation of the feature being surveyed
can be determined as follows:

Dd = t × c
2

where t = the interval between sending and receiving
the laser pulse (ns) and c = speed of light (299792458
ms−1 or 3 × 108 ms−1).

Ground elevation (m) = altitude

− range distance (Dd)

The known x, y, and z coordinates recorded using a
GPS receiver at the time that the laser pulses are sent
and received during the aerial survey are then used
to determine a complete map of the ground [52]. The
use of processing software is then utilized to produce
highly accurate data models and images [53].

LIDAR is not without its problems. Its inability to
penetrate very dense canopy can result in elevation
model errors. Additionally, very large data sets are
difficult to interpret and process, and yet there are no
standard international protocols for data processing
(Nov 3, 2016 posting by J Mahto to LiDAR: Light Detec-
tion and Ranging Blog; unreferenced, see ‘Notes’).
However, despite the processing difficulties, LIDAR is
a powerful imaging and surveying tool. It can show
information previously unavailable, apart from
through labour-intensive techniques such as field
surveys or photogrammetry [54]. By tracking changes
to the landscape and habitat, LIDAR allows archaeolo-
gists to distinguish and record features in the land-
scape that was otherwise difficult to detect.

LIDAR can detect disturbances in the ground and
has a range of applications, from environmental con-
servation and planning to archaeological surveying
and crime investigation. When it is used, three-dimen-
sional maps can be drawn with a very high degree of
resolution, even down to below a metre from the
ground level. This can enable an accurate represen-
tation of the landscape to be built (Figure 4).

LIDAR, coupled with satellite imagery, is likely to be
of great assistance in identifying disturbed ground. It
could provide evidence for new types of environmental
fraud, such as the illicit exploitation of wild fauna and
flora, illicit trade and disposal of waste and hazardous
substances, and in the detection of carbon trade and
water management crime [55]. Aerial photography pro-
vides law enforcement with new avenues through
which to gather evidence and new ways to present evi-
dence. Remote sensing is an innovative way to incor-
porate advanced technological tools such as LIDAR

220 P. M. GILMOUR



and hyperspectral imaging. Despite the shortcomings
in the technology, the methods available continue to
be valuable in detecting fraud.

Conclusions

Photography plays an important role in crime investi-
gation as it shows how a crime was committed and
places evidence at the scene into context with its sur-
roundings. The use of UV/IR, Raman spectroscopy and
hyperspectral imaging opens up further opportunities
for investigators, particularly where the evidence rep-
resented in an image is not obvious. Modern imaging
science technology widens the usefulness of alterna-
tive light techniques, especially when coupled with
data and software applications, as demonstrated with
Landsat and LIDAR. Hyperspectral imaging is a versatile
tool, particularly in remote sensing. Its non-destructive
and non-invasive nature allows it to be a powerful tool
in tackling insurance fraud. However, due to a lack of
understanding over the use of hyperspectral imaging,
it is necessary that remote sensing professionals and
insurance companies collaborate better. There are
also concerns over problems of calibration. Neverthe-
less, the application of hyperspectral imaging remains
an important tool in tackling fraud.

The development of technology and photographic
processing has enabled the creation of new methods
for investigating and solving crimes. The progression
of scientific understanding and development in
relation to technology has had a significant impact
on the ways in which photography is applied to crim-
inal investigations. These developments greatly assist
the fight against emerging fraud types.

However, new thinking is key to ensuring that pho-
tography remains relevant as crime continues to be

more and more challenging to combat. Fresh
approaches to how photography is applied will be
essential in years to come. For photography to be an
effective aid for law enforcement in tackling emerging
crime, practitioners must embrace and incorporate the
virtues of technology and imaging science. Less con-
ventional techniques must be deployed to fight less
conventional crime types and techniques used by
increasingly sophisticated and organized criminals.

Notes

1. Many nations issue polymer notes. For example, Austra-
lia (which introduced polymer notes in 1988), Mexico,
New Zealand, Canada, Fiji and Singapore; the UK has
recently introduced polymer-printed £5 and £10 notes.

2. An ortho-mosaic image is a type of orthophoto. Ortho-
photos are aerial photographs that have been cor-
rected by software so that the georeferences and
scale are uniform. An ortho-mosaic image is a series
of individual orthophotos which are joined together
using computer software so that they form a new,
larger composite image, consisting of all the individual
orthophotos [43].
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Abstract
Purpose – This paper aims to critically explore the challenges facing the UK in implementing registers of
beneficial owners, a measure mandated by the EU’s anti-money laundering (AML) directive to enhance
beneficial ownership transparency.

Design/methodology/approach – This study systematically reviews the literature surrounding
beneficial ownership transparency to critically analyse the extent to which challenges facing the UK, impact
upon its ability to successfully implement registers of beneficial owners.

Findings – This study demonstrates that a lack of beneficial ownership transparency facilitates money
laundering by concealing corrupt wealth and frustrating authorities’ efforts to trace illicit finance. It
demonstrates that implementing registers of beneficial owners may be a superficial approach to tackling the
multifaceted problem of money laundering. Better intergovernmental cooperation is required to improve
beneficial ownership transparency and to ensure measures to curb offshore money laundering are successful.

Research limitations/implications – This research focuses on one aspect of AML control from the
UK’s perspective. Further work is needed to investigate the concerns from the perspective of offshore
jurisdictions and how global AML rule affects developing economies.

Practical implications – The study informs policymakers and other professionals implementing the
UK’s registers of beneficial owners to enhance future strategies and better combat offshore money laundering.

Originality/value – This is the only study to explore the challenges facing the UK in implementing
registers of beneficial owners, thus providing novel insight into the moral, legal and practical dilemmas to
imposing AML control.

Keywords Money laundering, AML directive, Banking secrecy, Beneficial ownership transparency,
Offshore banking, Tax haven

Paper type Research paper

1. Introduction
The secretive world of offshore banking has come under increasing scrutiny since the leaked
“Panama Papers” and “Paradise Papers” (Radon and Achuthan, 2017). In 2015, the Panama
Papers, revealed the business activities of over 300,000 offshore clients detailed within 11
million papers from Panama-based law firm, Mossack Fonseca (Harding, 2016; Yeoh,
2018b). Comparable revelations were made through the Paradise Papers in 2017, involving
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the Bermudan law firm, Appleby (Lord, 2017). These papers have served to expose the
widespread involvement of the rich and famous, and political elite in questionable offshore
dealings. Much controversy has also focussed on the use of complex corporate structures
and anonymous shell companies incorporated through offshore financial centres (OFCs).
Nonetheless, despite the complexities of offshore business, there is always a natural person
who ultimately controls company assets or activities (Riccardi and Savona, 2013, p. 18). This
person is known as the “beneficial owner” (Financial Action Task Force, 2014).

Henceforth, governments are under increasing pressure to strengthen the transparency
of offshore banking. It seems that governments’ preferred step towards better corporate
transparency is through implementing registers of beneficial owners. The European Union
recently updated and expanded the scope of their anti-money laundering directives (AMLD)
to require Member States to register beneficial ownership information (Campbell, 2018). In
response, the UK Government introduced the “Persons of Significant Control” (PSC) register
covering UK-based companies in 2016 and plans to adopt a “Register of Overseas Entities”
by 2021 (Campbell, 2018). Yet, how worthwhile these registers are, is debateable. According
to data analysed by campaign organisation, Global Witness, registration requirements
appear not to have been met (Lord et al., 2018, p. 12).

This article systematically reviews literature surrounding beneficial ownership
transparency to critically explore the challenges facing the UK in implementing such
registers. It reveals several themes which seem to defy beneficial ownership transparency,
including the moral, legal, and practical dilemmas facing governments seeking to execute
AML policy. This article argues that while implementing beneficial ownership registers
appears to be a positive step towards strengthening corporate transparency, it is not the
only solution; better intergovernmental cooperation is required to ensure measures to curb
offshore money laundering are successful.

2. The role of beneficial ownership in offshore money laundering
The Financial Action Task Force (FATF) is an intergovernmental organisation that creates
globally recognised AML standards to be met by governments in curbing money laundering.
FATF has been instrumental in supporting cross-government cooperation to identify
susceptibilities at domestic level despite countries’ hesitance to accept money laundering as a
growing problem, indicated by many countries’ slow adoption of domestic AML laws
(Alldridge, 2008; FATF, 2012; Nance, 2018). Importantly, FATF promotes beneficial ownership
transparency by urging banks, Trust and Company Service Providers (TCSPs), and other
professional intermediaries (like accountants, lawyers and tax advisors), to verify customers’
identification and financial transactions, and to ensure reporting requirements are met, through
the “Customer Due Diligence” (CDD) process (Le Nguyen, 2018).

FATF defines a “beneficial owner” as:

[. . .] the natural person(s) who ultimately owns or controls a customer and/or the natural person
on whose behalf a transaction is being conducted. It also includes those persons who exercise
ultimate effective control over a legal person or arrangement (FATF, 2014, p. 8).

The EU further stipulates that the beneficial owner is one who holds more than 25 per cent
of the shares or voting rights in a legal entity. Exceeding this threshold, therefore, requires
such a person to be disclosed as a company’s beneficial owner on a centrally held register.
Furthermore, the beneficial owner is not necessarily the registered or legal owner of assets,
so identifying the real beneficial owner can prove difficult (Hook, 2018).

A lack of beneficial ownership transparency is problematic as it helps to conceal corrupt
wealth by hindering authorities’ ability to trace the real person behind corporate vehicles
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used to launder money (Transparency International UK, 2017). Companies can be used as
vehicles to unlawfully circumvent tax or for other illicit reasons. Many government officials,
therefore, argue that money laundering can be effectively controlled through the increased
transparency of the financial system. Implementing registers, whereby information held on
beneficial owners is publicly accessible, seems to be a positive step towards controlling
money laundering, but also, preventing criminals exploiting jurisdictions like OFCs.

OFCs are jurisdictions specialising in financial services for non-residents. They provide a
safer, more reassuring and private environment for multi-national businesses and wealthy
individuals to conduct business, due to having lax banking regulation and little or no
taxation compared to where the client resides (International Monetary Fund, 2000; Yeoh,
2018a). OFCs afford a “safe haven” for businesses to legitimately hide their activities away
from competitors but can also help clients evade tax obligations of their home country
(Unger, 2017).

Perhaps one of the most prolific OFCs has traditionally been Switzerland, which
currently dominates around 5 per cent of the international financial market and manages
over $3.1tn worth of assets originating from abroad (Tax Justice Network, 2018, p. 1).
Despite this, Switzerland’s reputation as a dominate OFC has diminished in recent years
because of increasing international pressure to tighten its AML law (Botis�, 2014, p. 182;
Le Nguyen, 2018, p. 55). Swiss banks are now compelled to disclose the names of customers
sending money overseas (Le Nguyen, 2018, p. 55). The Swiss government has also recently
agreed with The Organisation for Economic Co-operation and Development (OECD) to share
Swiss financial data with sixty other nations (Yeoh, 2018a, 2018b, p. 39).

The incorporation of “shell companies” – private corporations having no tangible
existence apart from a registered address, and produces little, or no monetary worth – has
also raised concerns (Le Nguyen, 2018, p. 55). Although shell companies do provide a
legitimate purpose (such as stock holding, supporting company mergers, or for shifting
assets and currency across jurisdictions), they can also help hide beneficial ownership and
illicit finance, through being created anonymously (Le Nguyen, 2018, p. 55). All misconduct
concerning OFCs, whether it be tax evasion, fraud or corruption, is linked to money
laundering (Yeoh, 2018a).

The purpose of money laundering is to legitimise and hide illicit funds (Zali and
Maulidi, 2018, p. 44). The money laundering process, is characterised by a three-stage
model, which is easily understood by authorities and applies in many cases of money
laundering:

(1) “placing” illicit funds into the economy, for example, crediting cash into a bank
account;

(2) “layering”, whereby proceeds are then redirected and covered to conceal their
origin, for example, placing trivial cash amounts into numerous bank accounts, or
mixing illicit funds with legal funds to obscure the money trail; and

(3) “Integrating” the funds back into the economy by converting them into seemingly
legitimate earnings, such as real estate and luxury possessions, or other
investments (Cassella, 2018; Naheem, 2015).

However, Cassella (2018, p. 495) claims this model is insufficient in scope to address the
problem that money laundering poses because it concentrates only on the money-laundering
methods; does not assist authorities to recognise why money laundering occurs, or help
trace the people involved in the money-laundering process. Money launderers have
developed more sophisticated and varied means by which to mask the origins of their illicit
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money and have adapted to governments’ strengthening AML regulation (Naheem, 2015,
p. 439; also see Brown, 2016; Cassella, 2018). Moreover, money laundering is an international
problem and criminals often find new methods to launder money quicker than governments
can progress new AML laws (Turner, 2011). It is paramount, therefore, that money
laundering is controlled effectively through the increased transparency of the financial
system.

The following section will explore the EU’s AML framework, and how it is adopted by
the UK in an aim to strengthen beneficial ownership transparency.

3. Strengthening beneficial ownership transparency through anti-money
laundering control
3.1 The EU anti-money laundering directives
EU’s AML regime has evolved through successive AMLDs according with FATF’s
guidance, to acknowledge the growing money-laundering threat (Borlini and Montanaro,
2017; FATF, 2014; Simser, 2013). The Directives’ primary goal is to safeguard the financial
system by preventing, detecting and investigating terrorist financing and money
laundering; thus, protecting the EU internal market (Council Directive 2015/849/EU, 2015,
p. 82). The Treaty of the European Union (TEU), Article 5, considers that individual Member
States may be unable to sufficiently safeguard their financial systems through domestic
policy alone, so stipulates that the EU may adopt proportionate safeguards at EU level,
according with its principle of subsidiarity (Bux, 2018). Accordingly, the AMLDs are
adopted as a seemingly valid and reliable AML framework.

The 4th AMLD(4AMLD) introduced for the first time, an obligation on Member States to
establish registers of beneficial owners as one of several measures intended to strengthen
beneficial ownership transparency (Jourová, 2017; Unger, 2017). The 4AMLD also requires
EU Member States to make information on beneficial owners available to those with a
“legitimate interest”. The 5AMLD widens the scope of who can access information on
beneficial owners concerning companies, stipulating that Member States make such
information available to all EU citizens, irrespective of whether they have a legitimate
interest (Zagaris, 2018). However, this stipulation only applies to registers of beneficial
owners of companies – not trusts – which can only currently be accessed by those
demonstrating a legitimate interest to that information.

Many officials have also been critical of the EU’s risk-based approach towards customer
due diligence (CDD), arguing the process is costly to the financial sector, and induces
formulaic reporting via its bureaucratic requirements (Naheem, 2015, pp. 441-442).
Moreover, each Member State has predominant economic and political priorities, which
encourages Member States to apply the AMLDs’ discretionary rules in different ways
(Canestri, 2015). Unlike an EU Regulation, for example, which must be exclusively adopted
and is binding on all EU Member States simultaneously, an EU Directive is not binding, so
affords flexibility (European Parliament, 2018, para. 12). Therefore, the risk-based approach
allows obliged entities to subjectively determine to what degree CDD is carried out. In
practice, this means obliged entities are left to decide for themselves whether basic checks
(“simplified CDD”) are required (meaning limited customer information is obtained and less
rigorous verification is made) – or whether more stringent (“enhanced CDD”) checks are
necessary (resulting in more verification surrounding beneficial owners’ source of wealth),
which may be appropriate in cases of a perceived higher money-laundering risk (Campbell,
2018). Yet, neither the FATF Recommendations, nor AMLDs offer any advice to
professionals carrying out CDD in how to assess risk, leading to inconsistent CDD
compliance (Campbell, 2018, p. 5; de Koker, 2014, p. 290). Such issues may hinder
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governments’ willingness to implement beneficial ownership registers according to EU
rules.

3.2 The UK’s beneficial ownership regime
The UK is a relatively simple and inexpensive place to establish a company, and welcomes
overseas investment – which coupled with a questionably ineffectual legal framework to
effectively curb money laundering, has prompted some authors to proclaim London, as “The
Money Laundering Capital of theWorld” (Raphael, 2016; TI UK, 2017).

The UK’s “Persons of Significant Control” (PSC) register, held by Companies House, is
open to public scrutiny (Mor, 2018; Raphael, 2016). The data held on the PSC register is
publicly available and is free of charge to obtain; it includes a PSC’s full name, date of birth,
nationality, country and region of abode, service address, residential address, the date they
became a PSC, and the nature of their control over the company (Department for Business,
Energy and Industrial Strategy, 2017). Though, such information is restricted in cases where
exposing beneficial ownership information may pose a safety risk to the person concerned
and is a logical measure to protect sensitive data and reduce potential risk to personal
safety.

3.3 The trusts registration service
However, the UK’s register of trusts, which is held by Her Majesty’s Revenue and Customs
(HMRC) through its Trusts Registration Service, is not publicly available – despite research
to suggest that trusts, especially overseas trusts, are widely misused to obscure company
ownership and facilitate money laundering (Global Witness, 2018, p. 32; Campbell, 2018,
p. 10; Mor, 2018). Additionally, HMRC’s primary duty is to collect UK taxes, and the Trusts
Registration Service’s remit is concerned only with trustees who are liable to pay tax in the
UK (Mor, 2018; Mourant, 2017, p. 1). Thus, an overseas trust without any such liability does
not have to feature on The Trusts Registration Service register, even if the overseas trust
owns UK property (for example via an underlying company) because that underlying
company then becomes liable for UK tax, not the trustee. This is a clear method by which
the misuse of trustees can thwart the UK in its bid to enhance corporate transparency. The
UK Government intends to address this concern by implementing a separate register for
overseas corporates that own property in the UK.

3.4 The register of overseas entities
The Register of Overseas Entities, due to be introduced in 2021, shall contain information
about who owns and controls foreign entities owning property in the UK. Like, the PSC
register, Companies House will be responsible in managing the Register of Overseas Entities
and it will also be made public (DBEIS, 2018). The aim is to improve transparency and
confidence in the UK property market, and to support the investigations of law-enforcement
agencies (DBEIS, 2018).

However, Mor (2018, p. 8) foresees technical challenges in implementing the Register of
Overseas Entities, like the potential difficulty integrating land ownership records held by
Her Majesty’s Land Registry into the future system held by Companies House, and ensuring
enough time is given to investors to understand and to embed the necessary changes
contained within the legal framework. It is important that the UK applies robust, yet, fair
measures to ensure compliance with its future register and ensure potential challenges
facing its implementation are considered.

Lifting the veil
on beneficial
ownership

721



4. Methodology
The author conducted a systematic literature review incorporating peer-reviewed journals
and the grey literature, which identified a vast collection of literature available on beneficial
ownership. For example, a search on the WorldCat.org database using the term, “beneficial
ownership transparency”, returned 546 articles for the year 2015 to 2016 alone. Thus, strict
inclusion and exclusion criteria were employed. The author considered the most relevant
articles were those published following the Panama Papers’ revelations, and 4AMLD’s
subsequent introduction mandating for registers of beneficial owners. Discourse
surrounding beneficial ownership transparency has developed remarkably since this period;
however, earlier studies were still considered useful in providing insight into the need for
such registers. Thus, pre-2013 studies were not included in the review (Table I).

A systematic search identified 241 papers (n = 241), of which 206 were irrelevant, 2
duplicates, 2 published in Chinese and 2 were inaccessible. A total of 30 papers met the
inclusion criteria. When deciding the final selection of papers, the researcher considered how
systematic the authors were, the breath of their recommendations and conclusions, and
whether they applied sound logic throughout the study. Six articles were selected for
inclusion and their key findings are summarised (Table II).

5. Findings
5.1 Concealment of beneficial ownership
Many authorities do not fully understand the methods through which beneficial
ownership is concealed (FATF, 2018). Campbell (2018, p. 8) claims that offshore entities
are commonly established specifically to conceal beneficial ownership. FATF (2018, p. 1)
reports that beneficial ownership is obscured through using trust arrangements; multiple
legal persons; anonymous bearer shares; nominee shareholders; professional
intermediaries and company formation agents; and complex corporate structures FATF
(2018, p. 25). According to Yeoh (2018a, pp. 41-42), law-enforcement officials seeking to

Table I.
Systematic literature
review’s inclusion/
exclusion criteria

Criterion Inclusion criteria Exclusion criteria

Date of
publication

� 2013 onwards 8 Studies published before 2013

Language � English languages 8 Non-English publications
Study type � Quantitative and

qualitative studies
8 No restrictions

Source � Peer-reviewed journals
within disciplines of:
Criminology
AML control
Criminal law

� ‘Grey’ literature including
papers concerning:
UK or EU policy
Criminal law
Beneficial ownership
transparency

8 Internet blogs and conventional newspapers because of
potential political bias and quality concerns.
8 Commentaries written to express opinion or which lack
any research element.
8 Sources discussing tax compliance lacking reference to
beneficial ownership registers

Notes: This table details the included and excluded studies. Strict criteria were adopted so that pertinent
studies were included, but irrelevant material was excluded
Source: Adopted from Hatton and Duff (2016, p. 290)
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identify beneficial owners and professional intermediaries entrusted to comply with
regulation, do not grasp in enough depth, the complexity of beneficial ownership in
offshore banking. He concludes that such ignorance serves to obscure beneficial
ownership’s role in offshore money laundering. Lord et al. (2018, p. 13) goes further to
argue that more attention should be given to tackling professional intermediaries’
potential involvement in offshore money laundering.

5.2 Professional intermediaries’ role in concealing beneficial ownership
Lord et al. (2019) explore ways in which professional intermediaries, wittingly or otherwise,
conceal the true beneficial owner behind company structures. Their study analysed data
from two case studies pertaining to corporate misconduct to better understand how andwhy
corporate offenders misuse otherwise legal corporates. Although corrupt professional
intermediaries play an important role in exploiting corporate vehicles for money-laundering
purposes, it is not the financial markets, actors or services that are inherently criminal,
rather the underlying finances and actors they serve (Lord et al., 2019, p. 17). Moreover, the
misuse of corporate vehicles occurs at a juncture at which legal activity becomes illegal
activity, which blurs understanding about professional intermediaries’ responsibilities (Lord
et al., 2019, p. 1).

Using a professional intermediary also offers legitimacy to company formation (FATF,
2018, p. 46). According to FATF (2018, p. 48), professional intermediaries are negligent,
where they complete isolated transactions, ask no questions as to the reasons behind
company formation, and fail to report suspicious activity. Lord et al. (2018, p. 13) advance
this notion by theorising that multiple actors with professional connections overseas,
collude to circumvent regulation and frustrate the efforts of government officials. Yet, there
is a shortage of literature that explains how intermediaries are enlisted, and to what extent
they are involved in money laundering. FATF (2018, p. 28) explains that many actors
operate in different ways across multiple levels to affect how each corporate structure is

Table II.
List of papers

identified through
systematic literature

review

Paper Key findings

Campbell (2018) Due to internal legal inconsistencies, current EU and UK AML frameworks fail to realise
their aims. There is a conflict between strong economic policy which promotes market
freedoms and AML regulation which seeks restrict them

Global Witness
(2018)

There are significant flaws in the UK’s beneficial ownership regime. This is
demonstrated by the lack of quality information being held on the PSC register, which
arises from to poor disclosure compliance and the incompetence of Companies House to
verify that information

Le Nguyen (2018) Measures that aim to prevent money laundering are becoming increasingly imposing
over fundamental rights to financial privacy. A fair balance should be struck between
financial privacy and the needs to enforce such preventative measures

Lord et al. (2019) Professional intermediaries play a key role in misusing corporate vehicles for money
laundering purposes. In such cases, it is not the financial markets, actors or services that
are inherently criminal, rather the underlying finances and actors they serve; this can
confuse the point at which legal activity becomes illegal

Yeoh (2018b) The widespread use of OFCs for tax evasion and money laundering persists because
efforts to tackle the problem among competing OFCs and financial professionals are
merely superficial. Stronger transparency is needed

Young (2013) The exploitation of OFCs for money laundering purposes is fuelled by an affiliation
between OFCs and the West. OFCs and Western nations lack enough willpower to adopt
stronger AML control because of the benefits that OFCs provide to Western economies
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controlled to determine its ultimate beneficial owner. OFCs are also used to distance the
beneficial owner (FATF, 2018).

The use of trust arrangements also concerns authorities attempting to trace beneficial
owners, due to their comparative freedom and absence of regulation compared to other
incorporations (Campbell, 2018, p. 10). Trusts arrangements can be used to hide beneficial
owners with relative ease, whilst providing benefits over other arrangements by enabling
maximum profit and improving financial flows (Campbell, 2018, p. 10). However, more
research is needed to better learn how trusts are used; such unfamiliarity surrounding this
issue is perhaps not helped by trusts’ secretive nature (Campbell, 2018, p. 10).

5.3 Banking secrecy
Moreover, banking secrecy emerges from the literature as a dominant theme (Balakina et al.,
2017; Le Nguyen, 2018; Yeoh, 2018a). Le Nguyen (2018, p. 53) explains, banking secrecy
originates from a long-held recognition that clients’ financial information should be
protected from other concerned parties, including clients’ rivals, merchants and consumers.
He argues that financial information can reveal a person’s commercial status and personal
affairs, which potentially exposes a person to a risk of commercial or personal harm.
Furthermore, keeping financial information confidential is crucial to how business is
conducted in competitive markets (Young, 2013, p. 199, by citing Blum et al., 1998). Forstater
(2017) and Noseda (2017) assert that banking secrecy is important to maintaining reliable
bank-to-client relationships and ensuring viable economies, so underpins the financial
system and should not be compromised.

Banks often have a legal obligation to withhold financial information from third-party
interference (Le Nguyen, 2018, p. 53). Since Switzerland introduced the first banking secrecy
law in the 1930s, other nations have introduced secrecy laws. Yet, bank secrecy is not
enshrined in international law, rather it is left to states to impose their own domestic laws;
and furthermore, clients’ presumed right to confidentiality is not widely acknowledged as
being integral to people’s civil freedoms (Le Nguyen, 2018). Client confidentiality is a
contractual right in common-law countries (like the UK); therefore, any disclosure of
financial information contrary to client-confidentiality rules violates contractual law in these
countries, rather than criminal law (Chaikin, 2017, pp. 237-243). In contrast, countries
adopting a civil-law system (including many continental-European countries) do criminalise
breaches of client confidentiality (Chaikin, 2017, p. 244).

5.4 Intergovernmental cooperation
It is also important to consider how the globalised context in which beneficial ownership
functions affects intergovernmental cooperation. Yeoh (2018b) examines the illicit tax
practices of OFCs and argues that imposing strict banking secrecy law is deliberate: it is
intended to benefit non-residents and hinder foreign authorities’ rule of law (Yeoh, 2018b,
p. 779). Similarly, many OFCs which frequently enforce strict secrecy laws, remain reluctant
to relax such laws because they believe their economy depends on them to encourage foreign
tax investments – despite higher-tax jurisdictions often enjoying strong economic and social
growth results, compared with low-tax OFCs (Yeoh, 2018b, p. 789; Young, 2013).

According to Young (2013), OFCs and Western states may be partly responsible for
insufficient progress on AML controls because of the financial benefits that OFCs provide to
Western economies. OFCs remain dominant contributors to the economic growth ofWestern
nations (Yeoh, 2018b). A study by Unger (2017, p. 27) found that Western countries were
largely linked to the activities of OFCs and that the wealth destined for OFCs, mainly
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originates from Europe. Interestingly, the Panama Papers revealed that UK assets were held
by nearly 18,000 offshore entities (Unger, 2017, p. 27).

Concerns surrounding intergovernmental cooperation are further accentuated by the
UK’s recent exit from the EU’s membership. Although political discourse has progressed
regarding this, it remains to be seen how the UK will relate with the EU, in legal terms, and
in respect of intergovernmental affairs. According to Campbell (2018, pp. 2-3), the UK will
likely continue to adopt future EU AMLDs to ensure compliance with FATF’s strategic
aims. Certainly, the UK’s reputation as a global leader of compliance in this field may be at
risk should the UK were to deviate from FATF’s Recommendations (Campbell, 2018, p. 3).
Campbell (2018, p. 3) concludes that irrespective of EU membership, the UK’s priority is to
ensure its global reputation in this regard is maintained.

5.5 Legal professional privilege
Legal Professional Privilege (LPP) seems to be a further reason for authorities to withhold
beneficial ownership information from interested parties. Zagaris (2019) notes concerns
surrounding the apparent abuse of LPP and highlights several cases within the Panama
Papers to demonstrate how LPP has proven to be a barrier to authorities seeking beneficial
ownership information (Zagaris, 2019, p. 7). LPP originates from everyone’s essential right
to be legally represented and to receive a fair trial, as enshrined in the Universal Declaration
of Human Rights (Zagaris, 2019, p. 7).

Hastings (2017, para. 1) argues, authorities’ requests for information on beneficial
owners, may conflict with these essential rights. Such conflict has manifested in the case of
The UK’s Law Society and HMRC, whereby both organisations disagree in how to interpret
the LPP concept. HMRC contends that requests for information on beneficial owners relates
to beneficial owners’ transactions and not their legal advice, so should not be subject to LPP
(Hastings, 2017, para. 8). The Law Society has an opposing view, relying on a 2004 House of
Lords decision, which states that all communications between a lawyer and his client
relating to a transaction will be privileged, provided the communications directly relates to
the lawyer’s professional obligation in giving legal advice (Hastings, 2017, para. 8). Still, LPP
has limited usage because in many countries LPP does not apply to purely commercial, non-
legal advice. In any case, LPP does not apply where advice has been provided for the
purpose of furthering criminal activity (Zagaris, 2019, p. 7).

5.6 Concerns over data privacy
Existing data privacy concerns also hinder the exchange of information on beneficial
owners (Böszörmenyi and Scheighofer, 2015; Noseda, 2017). The UK territories of Jersey and
Bermuda, for example, have already shown unwillingness to make registers freely available
because of fears over data privacy (Yeoh, 2018a). The latest ruling of The European Data
Protection Supervisor (EDPS) emphasises that a public register (like the UK’s PSC register)
may be unjustified, considering people’s essential privacy rights and the need to protect
personal information (Noseda, 2017, p. 498). Similarly, Campbell (2018, p. 11) cites a recent
French case, in which a public trust register holding details concerning French residents
who were either settlor or beneficiary of assets in France, was ruled unconstitutional in
French law. This was because it was deemed that the extent of the information held impeded
upon the right to respect private life, protected under Article 8 of the European Convention
on Human Rights. Nonetheless, Campbell (2018, p. 11) believes that the UK’s PSC register is
a proportional measure to enhancing beneficial ownership transparency, and unlikely to be
subject of similar legal scrutiny.
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Forstater (2017, p. 19) doubts whether the need to make beneficial ownership information
public is proportionate, despite the potential public interest in doing so. In many situations,
making such information public can harm commercial confidentiality (Forstater, 2017,
p. 19). Subashi (2014, p. 5) argues, there is a fair commercial reason for withholding identity:
publishing beneficial ownership can risk legitimate investment opportunities, damage
competitiveness of financial markets and even threaten personal security. Still, a report
published by the European Parliament PANA Committee of Inquiry into Money
Laundering, Tax Avoidance and Tax Evasion (2017) maintains that data-protection laws
should not hinder efforts to counter illegal conduct.

5.7 Ineffective legal framework
Additionally, Campbell (2018) argues, beneficial ownership registers are ineffectual because
of inconsistencies in its legal framework. For instance, EU invites Member States to use
discretion in transposing the AMLD, so that it is implemented proportionally and
successfully; however, offers little direction in how it should be applied (Campbell, 2018).
Although discretion can benefit businesses and governments (like, promoting investment)
when fulfilling the EU Directive, the risk that discretion presents should also be appreciated.
Businesses and governments can abuse the financial system by favourable interpretation of
EU rules (Campbell, 2018, p. 3). According to Maybin (2015), the risk assessment
determining the appropriate due diligence carried out by obliged entities is variable and
open to interpretation. This leads to irregularities in quality of data held on beneficial
ownership registers across the EU, and limits how useful such information is to the EU’s
efforts towards a more transparent beneficial ownership framework.

A report by Global Witness (2018) report analysed data within the PSC register and
found inherent irregularities. It argues that the existing 25 per cent threshold determining
whether a person is required to be disclosed as a company’s beneficial owner is a
fundamentally flawed concept because this requirement can be bypassed by structuring
company ownership to ensure no person holds more than 25 per cent of shares or voting
rights in a company (Global Witness, 2018, p. 32). Knobel (2019) explains that if four people
equally owned shares in a company, no beneficial owner would be disclosed on the register
because the 25 per cent threshold would not be exceeded. Knobel (2019, p. 19) cites the case
of ex-Kazakh minister, and former chair of BTA Bank, Mukhtar Ablyazov, who is alleged to
have laundered US$6bn from BTA Bank. Mukhtar Ablyazov used multiple entities to
ensure he held just under 10 per cent of shares in BTA bank through any one entity – 10 per
cent was the disclosure threshold in Kazakhstan at the time. Consequently, he was able to
withhold that he was the bank’s beneficial owner (Knobel, 2019).

How the EU and the UK define beneficial owners of trusts also differ (Global Witness,
2018, p. 32). Article 31, 4AMLD broadly defines the beneficial owner of trusts to include the
settlor, the trustee(s), the protector, and anyone else having effective control over the trust
(Council Directive 2015/849/EU, 2015, p. 97). However, in cases where a trust controls a UK
company, the UK PSC register only demands that trustees and anyone else having effective
control over the trust are incorporated in the register – neither the settlor, nor the protector
need be registered (Global Witness, 2018). Additionally, despite the trusts’ register
demanding for beneficial owner of trusts – including the trustee, settlor, and protector of a
trust – to be registered, it remains inaccessible to the public (HMRC, 2018, para. 13).

5.8 The practical challenges
Implementing beneficial ownership registers also presents practical challenges. Companies
House is responsible for nearly half of all UK incorporations, yet is not considered a

JMLC
23,4

726



company service provider according to the UK 2017 MLR (Global Witness, 2018, p. 7). It acts
only as a registrar – to merely accept information from companies and add details to the
register; and is not required to conduct any CDD; check whether information provided is
accurate; or ensure that data held on the PSC register is current (Maybin, 2015). According to
data published by Global Witness (2018, p. 21), over 200,000 companies listed on the PSC
register have a mailbox address; nearly 400 companies have a politician listed as the PSC;
and over 380,000 companies have declared that they have no PSC. For Yeoh (2018b, p. 791),
the significant number of companies declaring that they have no PSC is most likely because
no one personmeets the 25 per cent threshold to warrant disclosure.

Verifying data is also costly (Forstater, 2017). The British Banks’ Association suggests
that over £890mn is spent on financial crime compliance each year and it would be unfair
for the private sector to bear such costs of compliance alone (de Long et al., 2017, p. 3).
Companies House and HMRC lack human resources and technological infrastructure to
effectively verify data held on their registers (Forstater, 2017; Global Witness, 2018; Knobel,
2019). Notably, Lord et al. (2018, p. 12) believes that regulation is vital to strengthening
transparency because of the prohibitive cost to officials involved in investigating the misuse
of the financial system; however, they fail to propose a solution to the costs of such
regulation.

Lemieux (2016) suggests technological advances may address the shortcomings of
beneficial ownership registers. De Long et al. (2017), suggests the solution may involve a
decentralised block-chain system, relied upon by multiple participants taking an active role
in verifying inherent data. Here, no sole party maintains control over the system or its data,
and company records can be updated instantaneously and tracked to highlight misuse of
disclosure requirements; thus, providing better transparency and overall trust in the system
(de Long et al., 2017). Unger (2017, p. 47) states, data being encrypted within such a system
means control over the sharing of data is not compromised. Incorporating block-chain
technology into registers of beneficial owners could lower ongoing costs of compliance,
provide each entry in the register with a unique identifier, and improve global collaborative
efforts concerning sharing of data (GlobalWitness, 2018; Lemieux, 2016; PANA, 2017).

6. Discussion
The national challenges facing beneficial ownership transparency have not been previously
well perceived (Campbell, 2018, p. 3; Unger, 2017, p. 45; also see Forstater, 2017, p. 30). As
Forstater (2017) asserts, better discourse is key in identifying challenges facing nations in
combatting offshore money laundering. This article demonstrates beneficial ownership
obscurity helps to conceal corrupt wealth and frustrate authorities’ efforts in tracing the real
person behind company assets (Yeoh, 2018a; Young, 2013). Although, implementing
beneficial ownership registers seems a logical step towards to clarifying beneficial
ownership, this paper has identified a myriad of challenges facing the UK in achieving this.

Authorities’ understanding surrounding the methods used to conceal beneficial
ownership is not understood in the depth that it perhaps should be, which will only
complicate matters as the scope of those subject to CDD widens by successive AMLDs
(Campbell, 2018; Lord et al., 2018; Yeoh, 2018a, 2018b). Such issues may be compounded by
an outdated view of the money-laundering process, which is too simple to account for
today’s complex methods of offending (Cassella, 2018). It is apparent that such lack of
expertise only serves to disguise beneficial ownership’s function in offshore banking (Yeoh,
2018a, pp. 41-42).

This article advances previous literature about the market dynamics of OFCs, argued by
Otusanya and Lauwo (2012), and helps to better understand money laundering’s scope of
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offending. Importantly, no actor is immune to being exploited in the money-laundering
process, so identifying illicit finance and the people involved in money laundering may
help prevent otherwise innocent financial markets and actors being exploited for criminal
purposes. Moreover, the EU’s ineffectual risk-based approach to CDD may indicate that
professional intermediaries lack accountability to act lawfully and ethically, due to an
unclear understanding surrounding their CDD obligations. It is incumbent on governments
to, therefore, address potential misunderstandings through clearer guidance.

This article has highlighted that complex corporate structures incorporated through
OFCs creates obscurity and distances the beneficial owner from potential criminality.
However, trusts arrangements present unique concern for authorities because they are less
regulated and obscure beneficial owners easier than other corporate entities; although,
trusts’ secretive nature may explain the apparent confusion surrounding their criminal
misuse (Campbell, 2018). Still, if authorities updated their understanding about the varied
money laundering methods, it may help to clarify the intricacy of corporate structures.

Banking secrecy poses perhaps a more remarkable challenge. Banking secrecy may be
the primary reason for overseas jurisdictions not sharing their clients’ beneficial ownership
information with other authorities (Balakina et al., 2017; Le Nguyen, 2018; Yeoh, 2018a;
Young, 2013). The need to protect clients’ financial information from potential commercial or
personal harm appears to be a valid concern of overseas jurisdictions, which justifies why
strict banking secrecy laws persist (Le Nguyen, 2018; Young, 2013). The prevalence of strict
bank secrecy laws preventing disclosure of clients’ financial records, may also suggest that
domestic laws of many overseas governments may be at odds with Western governments’
attempts to strengthen beneficial ownership transparency.

Although legal professional privilege (LPP) protects rights to a fair trial, withholding
beneficial ownership in cases where it is disproportionate to do so is not warranted (Zagaris,
2019). Zagaris (2019) makes a valid point that legal advice provided to further criminal
conduct, is not subject to LPP. Considering Lord et al.’s (2019) research though, it is difficult
to infer whether the apparent abuse of LPP arises because of criminal behaviour, or whether
it is due to misunderstandings over CDD guidance. Further research is needed to explore
why the apparent abuse of LPP exists.

Furthermore, overseas governments’ unwillingness to share beneficial ownership
information encourages overseas investments by promoting a more favourable environment
in which to conduct business (Young, 2013). OFCs may disregard any legal obligation to
cooperate with foreign governments because by cooperating, OFCs are disadvantaged
compared to other competing economies. This article supports Young’s (2013) claim that
governments lack political will to strengthen financial transparency because of the
continuing lure of overseas investment.

Concerns surrounding data privacy may exist because there has not been any clear
information on the mechanism by which beneficial ownership information is stored, or how
sensitive data is safeguarded from potential abuse. Nonetheless, data-protection laws should
not hinder efforts to counter illegal conduct, so a balance should be struck between the need
to protect personal data and the need for the EU Directive to fulfil its objectives of
investigating and prosecuting crime (PANA, 2017).

The criticism surrounding the EU’s AML framework seems justified. It is important to
note, though, that an EU Directive cannot dictate how Member States implement the
AMLDs: the EU’s ability to impose a stricter regime is limited to a framework that is agreed
by all Member States (Campbell, 2018; European Parliament, 2018; Hock, 2019). This may
explain why the UK has implemented a beneficial ownership regime which is not fully
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aligned with the EU’s, despite the EU’s efforts to account for each Member State’s best
interests, priorities and domestic legislative requirements.

Yet, the UK has transposed the EU AMLD in a manner that provides a clear opportunity,
through the misuse of trustees, to conceal beneficial ownership. The difference between how
the UK and the EU defines beneficial owners of trusts, coupled with the UK’s trusts register
being publicly inaccessible, suggest the UK lacks commitment to true corporate
transparency, especially considering evidence that trusts pose a risk of being misused for
criminal means. Others would argue, however, disclosing information on beneficial owners
of trusts only to those with a legitimate interest, is a proportional and reasonable
compromise.

Nonetheless, this article demonstrates that the 25 per cent threshold, which determines
the point at which a company’s beneficial owner should be disclosed is meaningless
(Campbell, 2018; Global Witness, 2018; Knobel, 2019). Even if this threshold were to be
lowered, it would not prevent criminals concealing beneficial ownership by layering
company ownership. Therefore, every person involved in company ownership, irrespective
of the extent of their ownership or control, should be registered.

Another concern is Companies House’s inability to ensure that data held on the PSC
register is verifiable. Companies House’s lack of legal mandate to validate information
added to the PSC register seems to be at odds with its role, especially considering the
organisation is responsible for a significant number of UK incorporations (Global Witness,
2018). Beneficial ownership information provided to Companies House is simply accepted at
face value, and not scrutinised as it clearly should be (Maybin, 2015). This issue signifies a
major flaw in the PSC regime.

If the UK Government was truly committed to beneficial ownership transparency, it
would provide enough funding, resourcing and infrastructure to better effect its beneficial
ownership regime. Using technological advances, such as a block-chain system may help
lower compliance costs, allow changes in data to be tracked, and help improve how data is
shared (Global Witness, 2018; Lemieux, 2016; PANA, 2017). It could help verify data held on
registers and provide better transparency and trust in the regime (de Long et al., 2017;
Lemieux, 2016). Technological advances should support a more robust and trusted
beneficial ownership system and foster international collaboration.

Further work is needed to investigate the concerns from the perspective of OFCs, and
how global AML rule affects developing economies. A deeper understanding of how the
nations’ economies evolve to become globally dominant OFCs is also needed. Future studies
should also investigate ways to improve global cooperation in sharing intelligence on money
launderers and exploring money laundering preventative measures to reduce the need to
impose further regulation. A better understanding on how trusts are used in money
laundering schemes is crucial, as apparent concern surrounding trusts’ use to conceal
beneficial ownership is not fully evidenced by current literature. As Global Witness (2018)
reports, the scale of trusts’ misuse is currently underreported, and the reasons why remain
unknown.

The UK’s departure from EU membership presents an ideal opportunity to overhaul the
UK’s beneficial ownership regime, considering the challenges discussed in this article. It
remains to be seen how the UK’s exit from the EU will affect diplomacy regarding the UK’s
implementation of its beneficial ownership regime (Mugarura, 2018). Moreover, while the
UKmay continue to adopt future AMLDs, further research is needed to understand how this
may impact on beneficial ownership transparency, considering the continuing global efforts
against money laundering.
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7. Conclusion
This article demonstrates the many challenges facing the UK in implementing registers of
beneficial ownership. Although the EU acknowledges the growing money-laundering
threat, they lack adequate understanding surrounding methods used to conceal beneficial
ownership and the potential role that professional intermediaries play in facilitating money
laundering (FATF, 2018; Lord et al., 2019). The intricacy of corporate structures, and the use
of trusts arrangements to further obscure beneficial ownership only compounds this issue.

Despite the EU’s AMLD requirements that intend to improve beneficial ownership
transparency, its inconsistent regulatory framework limits the ability to effectively
implement its requirements. The EU does not provide enough guidance concerning
Members States’ CDD compliance duties, which leads to conflict in how its rules are applied
(Campbell, 2018). The UK defines beneficial owner of trusts differently to that of the EU,
which invites concealment of beneficial ownership through the trusts’ misuse. The UK’s
trusts’ register also remains publicly unavailable, which suggests that the UK lacks
commitment to true corporate transparency. Furthermore, the 25 per cent threshold defining
the point at which beneficial ownership is disclosed is meaningless because such a
requirement can be circumvented by layering company ownership (Campbell, 2018; Global
Witness, 2018).

Member States’ may oppose increasing EU AML rule due to an overriding need to
maintain national secrecy laws, protect fundamentals rights, adhere to legal professional
privilege, and because of justifiable concerns over data privacy. Such issues collectively
restrict foreign jurisdictions’ willingness to disclose beneficial ownership information (Le
Nguyen, 2018; Young, 2013). Therefore, this serves to hinder intergovernmental cooperation
regarding the exchange of beneficial ownership information. Nonetheless, governments also
lack political will to strengthen beneficial ownership transparency because of the benefits
OFCs provide to the West’s economic growth (Young, 2013). The UK’s recent exit from the
EUwill only complicate future intergovernmental relations in this field.

Furthermore, Companies House lacks the resources, infrastructure, and legal mandate to
properly maintain and verify data held on registers. The cost involved in CDD compliance is
also overbearing. The UK ought to utilise advanced technology, such as a block-chain
system to resolve the registers’ inherent data privacy and trust issues.

Despite the decision of the UK to leave the EU, the UK remains a key member of FATF
and may continue to adopt their global recommendations (Campbell, 2018). Now is a key
opportunity for the UK to review its AML regime. While implementing registers of
beneficial owners seems to be a sensible step towards enhancing corporate transparency, it
may not be the only solution. Money laundering is a global problem requiring global
solutions. Better intergovernmental cooperation is required to improve beneficial ownership
transparency and to ensure measures to curb offshore money laundering are successful.
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Article

Exploring the Barriers to Policing Financial
Crime in England andWales
Paul Michael Gilmour

Abstract The police service in England and Wales has been subject of much criticism in the past two decades over

the policing response to financial crime. Many studies have reported failures in how the police investigate and pros-

ecute financial crime, which have led to many victims being dissatisfied with the service provided by police. Yet,

there has been little research into the barriers facing police investigators entrusted with tackling financial crime. This

article reports on a study into such barriers, through surveys and interviews with investigators that aimed to better

understand the challenges faced by police forces within England and Wales. It demonstrates several overriding prac-

tical and cultural issues that inhibit the success of investigations. The article concludes that police need a better

appreciation of financial crime, to help improve the service delivered to victims, and to prioritize this often-

undervalued field of policing.

Introduction

The investigation of financial crimes, such as fraud

and money laundering, by police forces in England

and Wales has been subject of much criticism. A

recent study by Her Majesty’s Inspectorate of

Constabulary and Fire & Rescue Services

(HMICFRS) concluded that the policing response

to fraud is ineffective, with victims of fraud often

left dissatisfied with the quality of the police’s in-

vestigation into fraud (HMICFRS, 2019, p. 7). Less

than 3% of fraud reported to police between 2017

and 2018 led to any type of positive outcome, such

as a charge, summons, caution, or community

resolution (Skidmore et al., 2018, p. 3). These sta-

tistics are especially disappointing considering that

fraud and related computer crimes accounted for

almost half of all crime in England and Wales in

the year ending December 2019 (Office for

National Statistics, 2020). Indeed, the Crime

Survey for England and Wales, documented nearly

3.5 million fraud offences by the end of 2018

(Bossler et al., 2020, p. 312). However, this is likely

to be an underestimation of the true figure of the

volume of fraud as not all cases of fraud are

reported, let alone detected; fraud is inherently de-

ceitful, and goes largely unseen (Jones, 2004;

Button and Gee, 2013).

Financial crime investigations encompass a wide

scope of acquisitive crime types. Gottschalk (2010)
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provides a useful overview, defining financial

crime as ‘. . . crime against property belonging to

another to one’s own personal use and benefit’ (p.

441). He explains that financial crime incorpo-

rates, not only, corrupt acts (such as bribery) and

theft of petty cash, art, and intellectual property;

but also, counterfeit currency; tax evasion; money

laundering; cybercrime; and fraud, such as the

misuse of bank cards, deceitful mortgage applica-

tions, and corporate frauds committed internally

by employees and externally against employers

(Gottschalk, 2010, pp. 443–455). Online frauds, in

particular, represent the most commonly reported

financial crime type, possibly because offenders

can target more victims concurrently across the

globe, than traditional fraud types, like cheque

fraud or document forgery (Bossler et al., 2020, p.

311). Although relevant to other acquisitive crime

types, like burglary, robbery, blackmail, and mod-

ern slavery offences, most mainstream police

investigators will likely associate their experiences

of financial crime investigations with fraud

(Gottschalk, 2010; Middleton et al., 2019).

Many financial crime investigations fall under

the responsibility of police personnel within non-

specialist ‘criminal investigation departments’

(CIDs) operating at local level. Yet, not all police

investigators receive specialist training. Most po-

lice personnel tend not to have the specialist cap-

ability or awareness to effectively investigate

financial crime compared to those within dedi-

cated Economic Crime Units (ECUs), whose sub-

specialties may include fraud, asset recovery and

money laundering. Furthermore, police forces no

longer have the luxury of such previously separate

sub-specialisms, as more have been engulfed into

centralized ECUs or even abandoned completely

because of budget cuts and shifting policing prior-

ities (HMICFRS, 2019, p. 11). Staff in public-

facing policing roles, such as response, roads polic-

ing, for example, are unlikely to have received any

bespoke training into financial crime.

Bespoke training, like the Specialist Fraud

Investigator course delivered by the City of

London Police’s Economic Crime Academy; or the

Financial Intelligence Officer’s and Financial

Investigator’s (FI) courses which deal with many

aspects of financial crime and train and accredit

staff in powers under Proceeds and Crime Act

(POCA) tend to only be reserved to staff serving

within dedicated ECUs (Bullock, 2010; Chave,

2017). (Bossler et al., 2020) studied the prepared-

ness of constables and sergeants in dealing with

online fraud and found that those on mainstream

front-line duties felt less prepared to respond to

online fraud than those in specialist teams, which

may explain officers’ unwillingness to investigate

reports and subsequent inexperience in such cases.

This will likely remain problematic as crime

becomes more globalized and criminal evidence

needing security by the police, more digitalized.

Moreover, the sheer volume of fraud cases and

increasing sophisticated methods through which

criminals operate places a growing demand on an

already limited police resource (Button et al.,

2015a). According to Home Office statistics, <1%

of all police officers in England and Wales are cur-

rently dedicated to investigating financial crime

(Shepherd, 2020, p. 1). The police service in

England and Wales has also seen significant gov-

ernment cuts to policing budgets during the last

decade, which has led to many forces having to

prioritize cases involving victims deemed at greater

risk of immediate physical harm over others in an

attempt to protect the most vulnerable (Button et

al., 2015a), p. 130; see also Doig and Levi, 2013,

pp. 149–150). It is evident that police staffs are

now increasingly burdened with greater work-

loads, while less attention is given to investigating

financial crimes. Despite this trend, little is known

about the barriers that police face in investigating

such crimes.

This article will explore the barriers facing po-

lice (warranted officers and non-warranted mem-

bers of staff) in investigating financial crimes,

which should be considered to better understand

what can be done to improve the policing response

to such crimes. It will examine the practical and
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cultural factors inhibiting the success of these

investigations that, consequently, hinder victims

receiving justice. However, it will be useful at this

stage to discuss the background to the investiga-

tion of financial crime within England and Wales.

The policing response to financial
crime

Historically, the approach to policing financial

crime has often been haphazard. In 2005, the UK

government commissioned a large-scale review to-

wards addressing the emerging fraud problem.

This review was driven by the rising cost of fraud

on the national economy and concerns over polic-

ing resources and competing crime priorities

(Doig and Levi, 2013). An interim report pub-

lished in 2006 identified several flaws in the na-

tional approach to tackling fraud. Apart from

recognizing that there was no national fraud strat-

egy, the Fraud Review found that the police were

unlikely to investigate lower-worth corporate

frauds because of diminished police resources. It

also found that fraud intelligence was inadequate,

the investigation of fraud was fragmented, prose-

cutions of fraud were limited and burdensome,

and convicted fraudsters often received little sanc-

tion by the judiciary (Doig and Levi, 2013, p. 146;

see also Doig, 2018, p. 985). Consequently, wide-

spread reforms in policy were launched and such

reforms continue to be developed today.

These reforms involved the City of London

Police force being designated as the ‘National lead

force’ in investigating fraud in an effort to identify

and promote best practice and solidify police

resources and skill dedicated to fraud (Doig and

Levi, 2013). The National Strategic Fraud

Authority, later renamed the National Fraud

Authority, an executive body of the UK’s Home

Office, was also created to measure the national

scale of fraud and devise strategies to protect the

UK’s economy from the increasing threat from

fraud (King and Doig, 2016, p. 904). A national

fraud reporting service (now known as ‘Action

Fraud’) was also set up, solely responsible for

recording victims’ reports of fraud and cybercrime

and disseminating them through the City of

London’s Police’s National Fraud Intelligence

Bureau, before potentially passing to regional and

local forces for investigation (HMICFRS, 2019).

The wide-scale reforms arising from the 2006

Fraud report demonstrated much-needed impetus

to improve the investigation of economic crime

and in standardizing how economic crime is

policed.

However, despite these reforms, concerns sur-

rounding the lack of improvement in how police

tackle fraud remain (Fraud Advisory Panel, 2017).

The charity organization, Fraud Advisory Panel,

highlighted in a recent letter to the UK govern-

ment that police forces across England and Wales,

outside the City of London, are still largely ineffec-

tual at dealing with fraud and vary in approach to

tackling it (Fraud Advisory Panel, 2017). It is well

reported that fraud is not considered by many po-

lice forces to be a priority crime, which may ex-

plain why many police officers view fraud as

outside their responsibility (Frimpong and Baker,

2007; Button et al., 2011; Skidmore et al. 2020).

For Crocker et al. (2017, p. 4), despite the increas-

ingly organized nature of fraud, the policing re-

sponse to fraud falls short of equalling its

occurrence and the harm that it causes to local

communities. Better training may help improve

awareness and perceptions of this frequently mis-

understood field of policing.

Much of the ongoing training that police receive

relies on an e-learning platform known as the

Managed Learning Environment (MLE), provided

by the National Centre for Applied Learning

Technologies (NCALT) as an alternative means to

classroom training. It is widely recognized that po-

lice officers and staff must engage in continual

professional development to meet the increasing

demands of operational policing (Alexandrou and

Davies, 2002; College of Policing, 2018; Honess,

2020). The MLE online platform is flexible in
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terms of content delivery and does not require

face-to-face instruction. It also allows training

packages to be easily distributed in a manner in

line with changing operational demands (Honess,

2020, p. 3). However, Honess (2020) found that

most officers are dissatisfied with their ongoing

training provision and feel that the MLE platform,

which often involves mandatory training packages,

does not fulfil their needs. His study observed that

officers were often unmotivated to complete man-

datory e-learning courses, claiming that its content

is neither useful nor interesting (Honess, 2020, p.

7). It is important that any ongoing police training

is valid, relevant, and engaging.

The literature suggests that neither initial police

recruits nor trainee detectives are trained to any

depth in how to investigate financial crimes. A lat-

est study by Perpetuity Research and the Police

Foundation found that over three-quarters of po-

lice personnel felt they needed more training to

tackle fraud (Miller, 2018, Para. 4). For Chave

(2017, p. 441), accredited FIs’ knowledge tends to

be limited to an understanding of basic money-

laundering offences, as legislated by the POCA

2002. He argues little is known about emerging

criminal methods, for example, the role of crypto-

currencies in fraud and money-laundering

schemes, or about informal banking arrangements,

like Hawala (Chave, 2017, p. 441). Similarly,

Bullock (2010, p. 8) argues, FIs have little know-

ledge of their available powers under POCA to in-

vestigate and recover criminal proceeds. Effective

guidance is vital to the success of cases because

those within the police must understand how to

investigate and detect financial crimes, and to con-

fiscate criminal proceeds.

The plethora of differing investigative models

and initiatives used by police forces also do not

help towards ensuring a consistent approach to

policing fraud. Numerous manuals previously

published by the now defunct Association of Chief

Police Officers (ACPO) of England, Wales and

Northern Ireland covering an assortment of polic-

ing purposes have now been incorporated into

The College of Police’s Authorized Professional

Practice (APP) website (College of Policing, 2020).

However, little APP content appears to deal with

fraud. In the author’s experience, such content is

also not widely publicized to investigative staff.

Bossler et al. (2020) highlight the worth of po-

lice forces establishing, applying, and publicizing

useful strategies and guides for officers to enhance

their response to online fraud. Their study demon-

strates that promoting such guidance, even during

team briefings, contributes towards an increased

awareness of online fraud throughout the work-

force and helps officers feel more prepared to

tackle online fraud and support their victims.

They add that further training is needed in funda-

mental computing, managing computer exhibits,

and online resilience (Bossler et al., 2020, p. 324).

For Skidmore et al. (2020, p. 377), the police ser-

vice has, thus far, failed to adjust to the increasing

demands of crime, especially considering the

growth of online crime. Implementing new train-

ing initiatives towards promoting best practice

within the police service seems imperative so offi-

cers can better deal with evolving crime.

Importantly, the City of London Police, as the

nation’s lead force for fraud, helps to promote best

practice through several initiatives, such as run-

ning the Economic Crime Academy and user

groups and undertaking peer reviews; though,

more action may be needed to ensure such initia-

tives recognize, consider, and share effective pro-

cedure (HMICFRS, 2019, p. 10). The City of

London Police has also devised a Fraud

Investigation Model (FIM) that offers a useful

framework for preventing and investigating fraud,

and in disrupting offenders (Betts et al., 2017).

The FIM further guides how an investigator may

instigate a fraud case and considers what resources

may be required to do so. It also questions the role

of partner agencies in assisting the police’s ap-

proach in such cases. While the FIM is a welcome

addition to the fraud investigators’ repertoire, it

offers guidance only as a simple tool. It does not

provide in-depth procedural support and does not
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seem to be widely utilized by forces outside of the

City of London Police (HMICFRS, 2019).

However, the National Police Chiefs’ Council,

the body which replaced ACPO, does recognize

best practice in identifying and protecting vulner-

able victims of fraud and cybercrime, through

Operation Signature. This campaign, initiated by

Sussex Police with the aim of providing additional

support to vulnerable victims within local com-

munities, establishes a regimented response to vic-

tims who report fraud and cybercrimes either

directly to police or through referral from Action

Fraud. The Operation Signature model has been

successfully rolled out nationally, although, to

varying degrees and forms (HMICFRS, 2019, p.

20; Sussex Police, 2020). Skidmore et al.’s (2018, p.

47) study found that only nine police forces have

an intention to introduce a similar model locally

due to an apparent lack of need and resources.

This sentiment seems to be reflected by

HMICFRS’s (2019) study which concluded further

assessment of Operation Signature and similar

models is required to assist police forces to decide

whether to resource them. A national approach

that oversees victims’ care, like that adopted by the

Economic Crime Victim Care Unit (ECVCU),

may be a better solution to dealing with the

increasing volumes of victim reports and manag-

ing differing victim profiles across England and

Wales (Skidmore et al., 2018). Nonetheless, it

should be noted that ECVCU only currently oper-

ates across three urban police jurisdictions: West

Midlands, Greater Manchester Police, and the

Metropolitan Police Service (Skidmore et al.,

2018).

Furthermore, victims’ experience of fraud may

be worsened by the criminal justice system’s inad-

equate response, and police officers’ poor attitudes

towards fraud offences and victims. According to

Levi et al., (2017, cited in Bossler et al., 2020, p.

312) victims are often directed to initially report

their crimes to Action Fraud, unless it warrants ur-

gent action; victims are often ignored and left feel-

ing at fault for the crime happening. Regardless, of

the crime type, the generalist police service

remains the first point of call for victims (Bossler

et al., 2020, p. 314).

It is also important to note that businesses typ-

ify a significant proportion of those victimized by

fraud. A total of 56% of UK businesses surveyed

by PwC (2020) reported having experienced fraud

losses, which for a fifth of those surveyed

amounted to $5 million. However, many busi-

nesses rely on their local police force to investigate

fraud as the business often does not have the

means to investigate and prosecute fraud them-

selves. Thus, the police frequently act as the only

channel through which corporate victims can ac-

cess justice, a process which is seemingly hindered

by police’s lack of resources and interest (Button

et al., 2015b, p. 164). Such difficulties have inevit-

ably prompted victims to seek their own private

prosecutions (Button et al., 2015b; see also Button

et al., 2018).

Despite developments in the national approach

to how financial crime is tackled, its approach ap-

parently remains fragmented, with differing

responses implemented across England and Wales.

It seems evident that fraud is viewed as a lesser

policing priority by many police forces, so officers

involved in its investigation may perceive it as out-

side their scope of work (Button et al., 2015a;

Skidmore et al., 2018). Yet, most fraud and other

financial crimes are dealt with by officers at a local

force level. It is against this backdrop that this

study was undertaken, to better understand the

barriers facing police in dealing with financial

crimes.

Research methods

Although, it is widely documented that the polic-

ing response to financial crimes is ineffectual, there

is little literature that seeks to understand what

hinders the police’s success in dealing with finan-

cial crimes. Therefore, an online survey was

devised to collect the views of police personnel
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engaged in investigating and prosecuting financial

crimes on a force-wide level. The survey was

designed to incorporate a gamut of financial crime

types as to not limit investigators’ responses solely

around fraud, thus, recognizing the wider scope of

financial crime investigation (see Gottschalk, 2010;

Middleton et al., 2019). Questionnaires can help

gather information from a large sample of individ-

uals relatively inexpensively and simply

(Semmens, 2011, p. 63). The survey was comple-

mented by semi-structured interviews. Staffs were

invited to participate in an interview either face-

to-face or via telephone, which focused on deeper

questioning around the barriers in investigating

and prosecuting financial crimes. As Semmens

(2011) argues, semi-structured interviews allow

respondents to freely discuss their answers and en-

able the researcher to probe for explanations; thus

allowing for deeper insight into the topic. All par-

ticipants were informed that their involvement in

the research was voluntary and that the responses

would be anonymized.

The survey was designed by the author and

implemented through an online link for partici-

pants to visit. The survey collected data about par-

ticipants’ role, level of service, and the level of

training received relating to financial crime inves-

tigation. The survey then asked questions around

their knowledge of specific investigative proce-

dures, including whether they understood how to

conduct investigations into financial crimes, and

where they would seek help if needed. The survey

also questioned the investigative models that par-

ticipants use. The survey then used a 10-point

Likert scale to measure how staff would describe

their knowledge of relevant legislation; for ex-

ample, the Fraud Act 2006, POCA 2002, Bribery

Act 2010, Theft Acts of 1968 and 1978, and lesser

encountered laws, such as the Trademarks Act

1994 and Financial Services and Markets Act 2000.

The survey then questioned the challenges facing

staff in investigating and prosecuting financial

crimes. This section used the 10-point Likert scale

(‘1 out of 10’ being the lowest and ‘10 out of 10’

being the highest rating) to measure whether they

agreed or disagreed with various statements that

aimed to understand their perception of financial

crime, victims of financial crimes, the circumstan-

ces under which such crimes should be investi-

gated and prosecuted, and the common barriers

confronted in doing so. The survey then ques-

tioned participants’ resource and training needs.

The survey link was disseminated to all police

forces within England and Wales through the

College of Police’s ‘POLKA’ online platform and

its new ‘Knowledge Hub’ member forums, and via

email directly to nine forces’ research leads.

Responses were received over a 6-month period

from late September 2019 to early March 2020

with regular prompts, and a total of 218 completed

surveys were returned. The survey responses were

compiled by the author’s police force’s corporate

communications department and forwarded to the

author for analysis. A total of five semi-structured

interviews were also completed by the author: four

face-to-face and one via telephone. These inter-

views focused on questions around the barriers to

investigating and prosecuting financial crime with

more opportunity for participants to freely discuss

these issues. All data were then coded and themat-

ically analysed through NVivo software to identify

key themes by detecting, examining, and reporting

patterns within the data (Vaismoradi et al., 2013,

p. 400). This provides a qualitative narrative

through an impartial and a consistent method

(Vaismoradi et al., 2013, p. 400). As participants

were able to provide free text in the survey

responses, further attention was made to key

themes (such as complex, interest, resources, and

specialist) when interpreting the data. The search

function within NVivo assisted in examining such

patterns.

Findings

The survey was predominantly completed by po-

lice officers (78%). Nearly 40% of all respondents
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stated having had between 13 and 21 years’ service,

while a quarter reported having had at least

6 years’ police service. Almost 60% of all respond-

ents were of constable rank. A total of 30% of all

respondents stated they worked in a generalist

investigations department (such as a CID), 24%

on front-line response, and 26% within a specialist

investigations department (such as an ECU,

Serious Organized Crime Unit, or Safeguarding

Investigations Unit). The remaining participants

reported working in other policing roles, such as

the Missing Persons’ Unit, Roads Policing Unit,

the Dogs Unit, the Police Contact Centre (PCC),

or similar.

Knowledge of investigating
financial crime

The police’s lack of knowledge around relevant le-

gislation and investigative procedures emerged as

a key theme in the research. Only 40% of all

respondents reported understanding the processes

through which frauds are reported to the police,

and half of all respondents did not understand the

role of Action Fraud. This was evident in the fol-

lowing remarks.

There is a case I was involved with

where investigations took their time

in sending the case to Action Fraud

and when they did, it took Action

Fraud 3 weeks to say that it should

not be sent to them and that we need

to make a request to the police force

of where the suspect lives instead. I

do not really see any benefit of send-

ing any jobs to Action Fraud (re-

spondent 11, police community sup-

port officer (PCSO) on a

neighbourhood prevention team).

In addition, in my experience,

reports received from Action Fraud

[. . .] are woefully inadequate and are

quite frankly not worth the paper

they are written on (respondent 52,

trainee detective constable on a CID).

Within the Contact Centre, all call-

ers are referred to Action Fraud un-

less there is a call for service - i.e. lo-

cally named suspect/vulnerability

identified from OP Signature ques-

tioning. To be honest I do not even

know what Action Fraud do with the

reported information. Even where

there may be a line of enquiry, we

are still referring the caller to Action

Fraud, because there is no locally

named suspect. Often victims com-

plain about the lack of response from

Action Fraud, and our hands are

somewhat tied in relation to this. I

have some knowledge around the

Fraud Act, but training is limited and

there are no real refreshers in this

area (respondent 61, member of staff

in the PCC).

Most respondents indicated they knew how to

make requests for information under the Data

Protection Act; however, 44% stated they had no

knowledge on how to complete international

requests. A quarter of respondents stated they had

no knowledge of how to complete court produc-

tion orders for banking evidence. A quarter of

respondents also reported having no knowledge in

dealing with material subject of Legal Professional

Privilege (such as correspondence between a law-

yer and their client). Only 14% of all respondents

claimed to have no knowledge whatsoever on how

to seize financial evidence (e.g. cash). Most

respondents (77%) indicated they would ask their

immediate colleague for advice and 16% stated

they would simply ‘search Google’ for the answer.

One respondent stated,

Fraud is an area of investigation

which the vast majority of police offi-

cers have little or no experience

investigating (respondent 20,
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detective constable, on a specialist

investigations department).

Regarding what investigative model staff

respondents use, less than a quarter reported that

they would employ the FIM to guide their investi-

gations, while 19% stated they did not know what

model they would use. One respondent

commented,

The FIM has been around for several

years yet hardly anyone on [force’s

investigations department] about it

or how it can help direct, prioritise,

or even just do prevention/disruption

in fraud allegations. Big Fail!!!! (re-

spondent 22, detective sergeant on a

CID).

When asked what partner agencies had been ac-

tively involved in their last investigation into fi-

nancial crime, most said that a bank was involved,

while 32% stated that no other body was involved.

Apart from banks, the most frequently consulted

agency was their local authority social services.

Notably, knowledge of relevant legislation also

varied. The participants reported having most

knowledge around the Theft Acts of 1968 and

1978. Only 15% of respondents rated their know-

ledge of the Fraud Act 2006 as ‘eight out of ten’ on

the 10-point Likert scale. Nearly 38% stated they

had no knowledge of the new Bribery Act 2010,

and 15% of all respondents rated their knowledge

of POCA 2002 as only ‘3 out of 10’. Over half of

all respondents (56%) stated that they had no

knowledge in the Financial Services and Markets

Act 2000, Trademarks Act 1994, Insolvency Act

1986, Consumer Protection from Unfair Trading

Regulations 2008, or Companies Act 2006.

Lack of training in how to
investigate financial crime

Inadequate knowledge surrounding investigative

processes and legislation reflects the lack of

training respondents reported as having received.

A total of 29% of respondents reported having

received no training related to investigating finan-

cial crime. Almost 40% of all surveyed stated that

the only training received relating to financial

crime was during their initial police recruitment.

In nearly 40% of respondents, all investigative

training delivered had been via online e-learning

packages. Only 16% reported receiving continuing

professional development (CPD) relating to finan-

cial crime and only 14% had attended a specialist

course. The lack of adequate training is further

evident in the following comments.

As a DC, we have had absolutely no

input from any Department during

my training to become a DC or since,

relating to economic crime (respond-

ent 18, detective constable on a CID).

Absolutely frauds should not be

investigated by front line police offi-

cers. I and much like many of my

colleagues have received no formal

training (respondent 22, detective ser-

geant on a CID).

In my opinion, lack of training

and lack of equipment are the most

significant problems in fraud investi-

gations (respondent 78, detective con-

stable on a CID).

Training in fraud investigations is

lacking. Most of my learning has

been through failing miserably or

ploughing through it (or googling it!)

(respondent 152, police staff investi-

gator on a specialist investigations

department).

Better training how to interpret fi-

nancial evidence and how to trace

money [is needed] (interview 2, de-

tective constable on a CID).

Participants demonstrated hostility towards e-

learning, particularly NCALT, and reported that
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they would rather receive face-to-face training in

the classroom.

No more NCALT, I already have

plenty of mandatory NCALT pack-

ages that I haven’t completed and

struggle to find the time to complete,

so when I do it’s rushed and lacks

value (respondent 29, police constable

on front-line response).

Investigators knowledge of what

help they can get from ECU FIU

needs to be raised - not on an

NCALT package or the intranet. But

with face to face training and a case

study to explain the tools available

(respondent 40, member of staff on a

specialist investigations department).

Training is definitely required, but

in person NOT NCALT or simply in-

formation on the Intranet (respond-

ent 79, detective constable on a CID).

I do not believe that this can or

should be taught via NCALT pack-

ages we need proper training but

trained professionals whether Police

Officers or Lawyers (respondent 157,

detective constable on a specialist

investigations department).

I learn from a classroom base not

NCALT (respondent 166, police ser-

geant on front-line response).

Poor perceptions of fraud and
attitudes towards victims of fraud

Given the lack of training and knowledge around

financial crimes, many respondents reported being

fearful of conducting investigations into such

crimes.

I have personally dealt with very few

financial investigations and therefore

my confidence in dealing with them

and my knowledge is very limited. I

am also rubbish with figures and

therefore financial investigations, if I

am honest, scare me (respondent 82,

member of staff on a specialist inves-

tigations department).

[Officers think] ‘Oh god it’s a

fraud’, [there is] fear of the unknown

(interview 1, police sergeant on a cor-

porate development department).

Production orders are scary (inter-

view 2, detective constable on a CID).

The research also identified that many respond-

ents have experienced financial crime investiga-

tions to be time consuming and complex, and

consider that these crimes should be investigated

by a specialist.

This is a specialist role and to suggest

otherwise is misguided. These crimes

should be dealt with by specialist offi-

cers or CID in order to give the vic-

tim a proper service (respondent 114,

police constable on front-line

response).

Investigating fraud is complex,

highly time consuming (respondent

129, police constable on front-line

response).

Frauds are often lengthy and time-

consuming investigations that often

involve external agencies or private

companies with processes that are

unfamiliar or completely unknown to

police. Speaking entirely for myself I

absolutely dread these investigations

because they often involve a large

amount of third party material and it

is difficult to follow the trail of the

money or property in order to ascer-

tain if an offence has taken place and

then to prove it. There is a complete

lack of training on division in respect

of this crime and often there is a
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reliance on supervisors and colleagues

to help (respondent 148, detective

constable on a specialist investigations

department).

The perception of fraud was overwhelmingly

negative. Many respondents reported that fraud

was not a priority.

I really do not like fraud investiga-

tions, they are complex, and vary

rarely seem to meet an evidential

threshold and often seem to be better

resolved as civil matters (respondent

8, police sergeant on other

department).

Fraud has never interested me, but

that said, it does not seem to interest

many people; and as a result, it is

definitely a poor relation when it

comes to criminal investigation (re-

spondent 118, police sergeant on a

MASH).

Fraud is impossible to investigate

on the [department]. We do not have

enough time and demand is FAR too

high, this will be bottom of the list

(respondent 173, police sergeant on

front-line response).

This negative sentiment extended to fraud vic-

tims. One respondent reported,

They expect us to do everything,

solve all their issues and many times

do not assist well at all, as they be-

lieve we should know it all (respond-

ent 2, police constable on front-line

response).

The perceived lack of support from fraud vic-

tims was also reported as being a barrier.

Many victims have a completely un-

realistic attitude towards what we can

achieve. Their basic standpoint is—I

refuse to accept I could have done

anything to prevent this, I refuse to

accept that I should pay for a proper

accountant to forensically examine

this and I utterly refuse to accept that

my own stupidity is responsible—so

here, have a big bundle of unsorted

documents and call me when you’ve

got my money back. Ridiculous (re-

spondent 34, police sergeant on

front-line response).

Some victims are not aware that

they are victims in some cases there-

fore are unwilling to support (re-

spondent 66, police constable on

front-line response).

Victims often simply wish to re-

cover their losses, and therefore do

not wish to go to court. Yet they will

only raise an issue close to the con-

clusion of the investigation, stating

they will not go to court and give

evidence (respondent 90, detective

constable on a specialist investigations

department).

Resourcing and practice issues
dealing with financial crime

As previously demonstrated, police reported lack-

ing the knowledge and training to effectively inves-

tigate financial crime. Respondents perceived

financial crime negatively, reporting that it is com-

plex and time consuming to investigate. The

results overwhelmingly demonstrate that it is not a

priority. Furthermore, respondents reported that

inadequate available resources hinder their ability

to respond to financial crimes.

Frontline response officers do not

have the resources or time in investi-

gate fraud (respondent 177, police

constable on front-line response).
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I find fraud really interesting as a

crime type, but I just don’t under-

stand it well enough to confidently

execute an investigation, and often it

is so low level if the victim won’t

support with additional information

it’s just not viable to continue with

considering our workloads. We have

3 1/2 DCS. Two of which are TDC

and we should have 7. Staffing is a

massive barrier and prevents further

training too (respondent 201, mem-

ber of staff on a CID).

Respondents also reported a lack of managerial

support.

There is a lack of interest from super-

visors to investigate these offences

and when THRIVE is taken into con-

sideration, fraud appears low (re-

spondent 17, detective constable on a

specialist investigations department).

Senior Managers pay lip service to

the importance of providing resour-

ces to fraud investigations (e.g. dis-

closure officers) but the reality is that

the [department] I work within is

under resourced and I do not believe

that fraud is a priority. On the same

date that our force was championing

the need for effective Disclosure

Management, our Disclosure officer

role within [department] was cut and

Disclosure officers across the force

were also significantly reduced (re-

spondent 59, detective sergeant on a

specialist investigations department).

There is so little support from

management to investigate fraud -

the attitude from them reflects how

little knowledge/experience they have

(respondent 129, detective constable

on a CID).

However, there were other reported barriers to

investigating financial crime. The overly arduous

task of complying with disclosure rules was cited

as being problematic, as was the lengthy action

plans requested from the Crown Prosecution

Service (CPS) which officers were tasked with.

Respondents also experienced problems in receiv-

ing evidence from banks and issues in exhibiting

that evidence. They also reported challenges aris-

ing from recent changes to police bail.

I do not think we have enough

knowledge to investigate most frauds,

the problems are at every level: 1) the

banks do not support us because it

makes them look bad. They refund

the money and then the victims lose

interest. The banks should refund

and then support an investigation.

Who is the loser? The bank or indi-

vidual? 2) Exhibiting financial data is

difficult. How do we take bulk data

and extract the parts we need? 3)

CPS do not like to review cases that

involve bulk data. Just transferring

the evidence to CPS in electronic

form is difficult due to data file sizes

(respondent 144, police constable on

other department).

There seems to be a reluctance to

arrest suspects early on as both a pre-

ventative measure whilst securing evi-

dence; partly exacerbated by the fool-

ish updates to the bail legislation

making it practically more difficult to

bail suspects (respondent 44, member

of police staff on a specialist investi-

gations department).

Discussion

This research has identified several key barriers

facing the police in investigating financial crimes.

The study indicates that police lack the knowledge
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required to successfully investigate and prosecute

financial crimes. There are inadequacies in under-

standing police processes related to financial

crime, including how fraud reports are handled

and the role that Action Fraud plays in this pro-

cedure. The research suggests that staff believe that

Action Fraud is involved in investigating fraud, ra-

ther than simply acting as a fraud reporting centre

(HMICFRS, 2019). Respondents reported sending

fraud cases to Action Fraud, perhaps with expecta-

tions that Action Fraud would investigate, which

may explain delays in investigations and discon-

tent experienced by victims. Such confusion may

lead to conflicts over which investigative body has

primacy over the investigation of fraud. These

findings suggest that despite the existence of

Action Fraud for over a decade, its purpose

remains misunderstood by many staff who deal

with fraud reports, and demonstrates that further

information and training needs to be provided for

staff. Police also lack the knowledge of relevant le-

gislation. It is evident that greater training in fi-

nancial crime is required.

The study supports Honess, (2020) research

that staffs benefit from face-to-face training more

than mandatory e-Learning. Staffs surveyed do not

consider NCALT packages as suitable and lacking

value of interactive classroom provision, especially

considering the demands of financial crime inves-

tigation. The research demonstrates that, not only,

is initial police training inadequate, but also, CPD

opportunities are lacking. These findings support

recent research conducted by Perpetuity Research

and the Police Foundation (see Miller, 2018).

Further training around investigative models

including the FIM may also strengthen police’s

competence and provide much needed direction

to their investigations. However, the police service

should go further to properly prepare the work-

force in dealing with financial crime. This research

reinforces recent studies that advocate for the dis-

semination of training material which enhance the

workforce’s confidence in dealing with financial

crime to support their investigations and victims

(see Bossler et al., 2020). This is key considering

the police’s increasing management of technology

and exposure to online fraud, as the service tries to

adapt to growing demands of modern policing

(Skidmore et al., 2020).

A key issue, however, seems to be staff’s poor

perception of financial crime investigations gener-

ally. This seemed most evident in the respondents

within a front-line response role. Most staff sur-

veyed felt that they are complicated and time con-

suming to undertake. The research also supports

the notion that many within the police do not

view financial crime as a policing priority (Button

et al., 2015a). This may explain unnecessary delays

in investigations, as officers dedicate more time to

other crime that are viewed as simple and worthy

of their attention, resulting in frauds being left at

the ‘bottom of the pile’. Many generalist investiga-

tive officers viewed fraud as a ‘specialist’ crime

required specialist skills, which may justify why

they consider it to be out of their remit (Button et

al., 2015a; Skidmore et al., 2018). This did not

seem the case for investigators within specialist

departments (e.g. ECU) who are more experienced

in and responsible for investigating such crime.

Nonetheless, the lack of police resources dedicated

to investigating fraud likely impacts upon the

police’s ability to prioritize fraud considering their

surmounting work pressures.

However, the negative sentiments towards finan-

cial crime extend to victims of such crimes. Some

of the staff surveyed reported that victims were

themselves a barrier to the investigation of financial

crime. The research suggests that this is because vic-

tims may have unrealistic expectations of the

police’s ability to prosecute their case, or skill to re-

cover their money lost to fraud. Victims may also

not understand what evidence is helpful in a fraud

case. However, it is incumbent on the police to sup-

port victims of financial crime through better train-

ing, knowledge, and investigative skills to tackle this

frequently misunderstood crime. Although, the lit-

erature widely documents the police service’s lim-

ited means to tackle financial crime (e.g. Doig and
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Levi, 2013; Button et al., 2015a; HMICFRS, 2019),

attitudes towards financial crime and its victims

need to change. The findings of this research sup-

port the notion that unless further training is cas-

caded throughout the entire police workforce,

front-line investigators will be ill prepared and un-

willing to respond to victims’ reports of crime

(Button et al., 2015b; Bossler et al., 2020). This will

only further discourage victims from reporting fi-

nancial crimes with the belief that police are not

interested and, consequently, contribute towards its

underreporting. The demonstrated lack of know-

ledge and training seems to be a significant factor in

investigations’ success and, consequently, the ser-

vice provided to victims.

Further barriers facing staff in investigating and

prosecuting financial crimes are evidenced. The

lack of support from police managers, perhaps

exacerbated by managers’ lack of knowledge of

and attention to financial crimes, seems to be an

issue which hinders staff in dealing with their in-

vestigative workload. It is important that staffs re-

ceive the practical and intellectual encouragement

to tackle financial crime. The study further sug-

gests that better collaboration with outside agen-

cies, such as CPS, and banking sector institutions

is required to support and enhance ongoing inves-

tigations into financial crime.

Conclusion

This article demonstrates that police forces in

England and Wales face difficulties in investigating

financial crimes, which may explain why police

forces in England and Wales have been criticized

for failures in cases (HMICFRS, 2019; Office for

National Statistics, 2020). This article has shown

that police personnel do not have enough expertise

to investigate and prosecute financial crimes suc-

cessfully. Greater training is needed in this field to

enhance investigators’ ability to tackle financial

crime. Further initial training and ongoing develop-

ment will, not only, strengthen the police’s

competence in tackling financial crime, but also,

improve the police workforce’s resilience in meeting

growing operational demands (Bossler et al., 2020;

Honess, 2020). Better training will also improve

how this area of policing is perceived. Victims of

fraud and other financial crimes need the full sup-

port of the police, especially considering the

increasing volume of frauds reported to police each

year (Button et al., 2015a). Such training should

focus on ensuring officers know the relevant legisla-

tion, how to conduct investigations, and under-

stand the role of other important bodies, such as

Action Fraud and other investigative or prosecution

agencies. Training materials should be cascaded

throughout the police workforce to support investi-

gators facing increasing policing demands and to

enhance support for victims (Bossler et al., 2020).

Financial crimes also need to be prioritized. All

sectors of the police service have an important role

to play in the success of an investigation. Police

managers and central government also have a duty

to maintain a supporting narrative that financial

crime is important and will be resourced appropri-

ately. It has been recognized that police resources

dedicated to financial crime have struggled to

compete with other crime priorities (Doig and

Levi, 2013). However, through improved training,

investigators will be able to better judge and,

therefore, prioritize those cases that warrant fur-

ther investigation. This article has identified the

challenges in policing financial crime; however,

building stronger working partnerships with the

other important agencies involved in investigating

financial crimes, will only assist the police in tack-

ling the increasing threat of financial crime. It will

also mean that the barriers facing officers in inves-

tigating and prosecuting such crimes, as high-

lighted in this article, will be easier to overcome.

Article overview

This article reports on research undertaken by the

author, whilst serving within the police service,
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exploring the barriers facing practitioners in polic-

ing financial crimes. The study advances upon pre-

vious literature focused on the nature of this often

misunderstood, under investigated, and under-

detected field of policing.
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Critiquing beneficial
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The United States is one of the world’s most significant
providers of secretive shell entities.1 States such as
Delaware, Wyoming and Nevada have operated for
decades as “offshore” tax havens and secrecy jurisdictions
to attract business clients from across the globe wishing
to conceal their assets. Foreign clients have been able to
enjoy state laws that support lower taxation and impose
stricter client confidentiality relative to the clients’ home
jurisdictions.2 However, such offshore jurisdictions have

come under increased scrutiny for supporting anonymous
shell entities and complex corporate structures that
obscure companies’ beneficial owners.3 A lack of
beneficial ownership transparency helps to hide illicit
assets by challenging authorities’ efforts to identify the
real person behind companies used to launder money and
circumvent tax.4Notably, the amount of money laundered
through the United States is estimated to be about US$300
billion per year,5 although, how much of this originates
offshore is unknown.
The United States remains a favoured destination for

many individuals to hide illicit assets due to its lax rules
concerning beneficial ownership disclosure.6 Although
the United States has strengthened AML regulations in
recent decades since the Bank Secrecy Act was enacted,
such regulations have been largely ineffective in
combatting global money laundering.7 Until recently,
there have been nomeans to register beneficial ownership
information to ensure better transparency of corporate
activities, curb the abuse of anonymous shell entities, and
to combat money laundering.
The newly enacted Corporate TransparencyAct (CTA),

part of the National Defense Authorization Act for Fiscal
Year 2021 (H.R. 6395) aims to tighten beneficial
ownership disclosure requirements. It brings the United
States some way towards complying with the Financial
Action Task Force’s Recommendations 24 and 25 with
regards beneficial ownership transparency8, and the AML
standards like those of European Union Member States,
and the United Kingdom. The Act requires beneficial
ownership information of certain corporates to be reported
to the US Treasury Department’s Financial Crimes
Enforcement Network (FinCEN) towards maintaining a
central registry. This allows law-enforcement authorities
to access information on beneficial owners in their fight
against money laundering. According to the CTA, the
beneficial owner of a legal entity is a person who exerts
”substantial control” over the entity, or who directly or
indirectly, owns or controls more than 25 percent of the
ownership interest in it.9 Although, the Act falls short of
clarifying what is meant by ‘substantial control’.

*Lecturer in Criminal Justice and Policing, School of Criminology and Criminal Justice, Faculty of Humanities and Social Sciences, University of Portsmouth, Portsmouth,
UK.
1The United States has often been ranked high on the Tax Justice Network’s Financial Secrecy Index. See Carl Pacini et al., “An Analysis of Money Laundering, Shell
Entities, and No Ownership Transparency That Washes off and on Many Shores: A Building Tidal Wave of Policy Responses” (2020) 30(1) Kan. J.L. & Pub. Pol’y 14.
2 Paul Michael Gilmour, “Lifting the veil on beneficial ownership: challenges of implementing the UK’s registers of beneficial owners” (2020) 23(4) Journal of Money
Laundering Control 719.
3The Financial Action Task Force (FATF) defines a “beneficial owner” as the natural person(s) who ultimately owns or controls a customer and/or the natural person on
whose behalf a transaction is being conducted. It also includes those persons who exercise ultimate effective control over a legal person or arrangement (see FATF, “FATF
Guidance. Transparency and Beneficial Ownership” (fatf.gafi.org, 2014), available at: http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency
-beneficial-ownership.pdf [Accessed 4 November 2021], p.8).
4Transparency International UK, “Hiding in Plain Sight: How UK Companies are Used to Launder Corrupt Wealth” (transparency.org, 2017), available at: https://www
.transparency.org.uk/publications/hiding-in-plain-sight [Accessed 4 November 2021].
5 Scott Rothstein, “They’re Watching You: An Examination of Whether the United States Should Impose Anti-Money Laundering Regulations onto US Lawyers” (2020)
43(5) Fordham Int’l L.J. 1398.
6 Peter D. Hardy, Scott Michel and Fred Murray, “Is the United States Still a Tax Haven? The Government Acts on Tax Compliance and Money Laundering Risks” (2016)
18 J. Tax Prac. & Proc. 49.
7 Scott Rothstein, “They’re Watching You: An Examination of Whether the United States Should Impose Anti-Money Laundering Regulations onto US Lawyers” (2020)
43(5) Fordham Int’l L.J. 1398.
8 http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-transparency-beneficial-ownership.pdf [Accessed 4 November 2021].
9 Scott Greytak, “Explained: The Corporate Transparency Act - What does the landmark anti-corruption measure—passed by U.S. Congress on 1 January—do and does
not do?” (transparency.org, 25 January 2021), available at: https://www.transparency.org/en/blog/explained-the-corporate-transparency-act [Accessed 4 November 2021].
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The information on beneficial owners required to be
disclosed to FinCEN includes beneficial owners’ full
name, date of birth, residential or business address, and
an identification number gained from an official source,
or unique identifier assigned by FinCEN.10However, such
information is deemed sensitive information, so only
authorised governmental authorities can access the
information, and the information must be maintained by
the Secretary of the Treasury “in a secure, nonpublic
database, using information security methods and
techniques that are appropriate to protect non-classified
information systems at the highest security level”.11 This
understandably raises doubts as to whether the new
measures introduced through the CTA are truly
transparent.
Apart from law enforcement, only certain “covered

financial institutions” 12 specified by FinCEN customer
due diligence requirements can access beneficial
ownership information. Furthermore, beneficial ownership
information can only be accessed by covered financial
institutions with their clients’ permission. Financial
institutions do not have open access to the registry.
Additionally, organisations that otherwise fall under
FinCEN’s AMLProgrammeRule, such as money service
businesses, insurance companies, residential mortgage
loan originators, dealers in precious stones and metals,
or casinos, are not covered financial institutions.13Access
to information can also only be gained to enable
compliance with customer due diligence requirements
(under the CDD rule), so would not enable disclosure of
information relating to third-party entities linked to
clients’ own transactions, even if identified through
investigations into suspicious transactions.
There are also many exemptions to disclosure

requirement.14 Companies having over twenty full-time
employees, those publicly listed on the stock exchange,
or having a tangible office within the United States, are

not required to divulge their ownership. Many private
entities and limited liability companies, or any dormant
companies holding no ownership interest in any other
company, or assets, are also exempt.15 These exemptions
are likely to include anonymous shell entities created for
the specific purpose of concealing beneficial ownership.
It should also be noted that the sanctions for violating

the Corporate Transparency Act seem to discourage a
truly transparent regime, in which the sanctions imposed
for illegally disclosing beneficial ownership information
far outweigh those imposed for noncompliance. It is
unlawful for anyone to knowingly disclose or use
beneficial ownership information without authority, and
those found guilty are liable for civil sanctions of US$500
per day and criminal penalties including imprisonment
of up to 10 years and fines of up to US$500,000. It is also
unlawful for any person failing to report complete and
current beneficial ownership information to FinCEN, or
to willfully provide, or attempt to provide, false beneficial
ownership information to FinCEN.Yet, those found guilty
of falsely declaring or not filing at all, are only liable for
civil sanctions limited to US$500 per day and criminal
sanctions of two years’ maximum imprisonment and fines
of up to US$10,000.16

Although the new Corporate Transparency Act seems
a progressive step towards strengthening beneficial
ownership disclosure in the United States, it remains to
be seen to what extent its introduction will effectively
combat money laundering. It seems unlikely the United
States will soon achieve a federal register of beneficial
ownership that is fully public because of privacy concerns
and legal discord within its fragmented state laws. An
effective beneficial ownership regime also requires the
political determination to truly enhance corporate
transparency as opposed to the perfunctory measures that
the new Act currently presents.

10William J. Kambas, David Guin and Eva Farkas-DiNardo, “The Corporate Transparency Act: A New US Federal Reporting Requirement for Beneficial Owners of US
Entities” (withersworldwide.com, 4 January 2021), available at: https://www.withersworldwide.com/en-gb/insight/Corporate-transparency-and-beneficial-owners-The-US
-Bank-Secrecy-Act-expanded-to-create-new-AML-requirements [Accessed 4 November 2021].
11CTA s.6204(6) and (7); see also Andrius R. Kontrimas et al., “Corporate Transparency Act: New Beneficial Ownership Reporting Requirements for all Entities with US
Operations” (nortonrosefulbright.com, January 2021), available at: https://www.nortonrosefulbright.com/en-mh/knowledge/publications/f99c2d40/corporate-transparency
-act [Accessed 4 November 2021].
12Customer Due Diligence Requirements for Financial Institutions (Final Rule 2016). The term “covered financial institution” refers to: (i) Banks; (ii) brokers or dealers
in securities; (iii) mutual funds; and (iv) futures commission merchants and introducing brokers in commodities. (See the Federal Register, Rules and Regulations Volume
81, Number 91 (11 May 2016), available at: https://www.fincen.gov/resources/statutes-and-regulations/cdd-final-rule [Accessed 4 November 2021].
13 See 31 U.S.C s.5318(h) and 31 CFR s.1010.210 for anti-money laundering program requirements.
14Quinlivan (2020) provides a comprehensive list of exemptions. See Steve Quinlivan, “Exceptions to Beneficial Ownership Disclosure of Private Companies in Corporate
Transparency Act” (dodd.frank.com, 15 December 2020), available at: http://dodd-frank.com/2020/12/15/exceptions-to-beneficial-ownership-disclosure-of-private-companies
-in-corporate-transparency-act [Accessed 4 November 2021].
15Quinlivan, “Exceptions to Beneficial Ownership Disclosure of Private Companies in Corporate Transparency Act” (dodd.frank.com, 15 December 2020).
16Robert W. Downes, et al., “The Corporate Transparency Act—Preparing for the Federal Database of Beneficial Ownership Information” (businesslawtoday.org, 16 April
2021), available at: https://businesslawtoday.org/2021/04/corporate-transparency-act-preparing-federal-database-beneficial-ownership-information/#The_Corporate
_Transparency_Act_Included_in_the_NDAA [Accessed 4 November 2021].
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Freeports: Innovative trading
hubs or centres for money
laundering and tax evasion?

Paul Michael Gilmour
Institute of Criminal Justice Studies, University of Portsmouth, Portsmouth, UK

Abstract
Purpose – This study aims to provide a critical overview of freeports’ trading operations and consider to
what extent they may present a money-laundering and tax-evasion risk.
Design/methodology/approach – This study reviews the literature surrounding freeports and offers an
up-to-date narrative of their potential money-laundering and tax-evasion activities. The paper relies on
secondary data from published sources referencing peer-reviewed papers and “grey-literature” material
relating to freeports, offshore finance and anti-money laundering control.
Findings – This study demonstrates the attractive trading advantages offered by freeports to enable
enterprise and innovation. However, the study reveals that the secretive offshore space in which freeports
operate also helps to obscure beneficial ownership and illicit trade-based practices that frustrate authorities’
efforts to trace laundered monies and recover government taxes. Despite freeports’ trade offerings, stronger
regulation is needed to prevent them from being abused for money-laundering and tax-evasion purposes.

Originality/value – This study provides an important insight into the money-laundering and tax-evasion
risks presented by freeports and, in doing so, advances the contemporary debate on illicit activities occurring
through offshore jurisdictions.

Keywords Money laundering, Beneficial ownership, Offshore, Tax haven, Free-trade zone, Freeport

Paper type Research paper

1. Introduction
For many years, there has been an increasing trend for nations to introduce specialised trade
zones within its territory free from economic and commercial restraint to invigorate the local
economy and maintain fiscal dominance (Hakimian, 2011). This strategy has included
establishing onshore zones, known as “freeports”. Freeports are warehouses located within
free-trade zones that lie within a country’s geographical border but are designated by that
country’s government to be outside its normal customs regime (Webb, 2020). Freeports are
typically located at nationally strategic hubs, such as air, rail and seaports, to facilitate trade
through the country. Freeports and the companies based within these zones enjoy several
concessions, such as cheaper import duties, suspended custom obligations and reduced
bureaucratic checks intended to streamline cross-border trade (Moiseienko et al., 2020;
Webb, 2020). Therefore, freeports seem to provide innovative trading advantages over other
jurisdictions bound by stricter customs obligations and, thus, offer a more attractive
environment throughwhich to conduct business.

However, there is concern that economic concessions and reduced regulatory oversight
enjoyed by freeports allow criminals to misuse them for illicit purposes. According to
Korver (2018), the art market, which relies on freeports for warehousing its goods, can be
obscured through nondisclosure of beneficial ownership of assets transiting through
international borders. Such secrecy can hinder authorities’ attempts to trace and recover
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illicit proceeds (Gilmour, 2020). Similarly, self-declaration practices occurring within
freeports lend themselves to fraudulent over- or under-invoicing of goods; thus, enabling
trade-based money laundering (TBML) (Korver, 2018). Therefore, the risks associated with
freeports must be understood to strengthen anti-money laundering (AML) efforts. Yet,
despite freeports’ possible benefits for global trade, little research has addressed how
freeports might enable money laundering and tax evasion (Lavissière and Rodrigue, 2017).

This article considers freeports’ potential to enable money laundering and tax evasion. It
highlights several overriding criminal methods that are enabled within freeports’ offshore
space of regulatory concessions and, therefore, advances the scope in which offshore
dealings are judged. This article argues that though freeports present an innovative
platform through which successful trade can be enabled and maintained, their misuse for
money-laundering and tax-evasion purposes raises justifiable concerns. This article
concludes that further government oversight is needed to curb illegal activity through
freeport zones.

2.What are freeports?
The idea of freeports being hubs relatively free of trading regulation has been long
established: the first modern economic freeports were established at strategic South-East
Asian sea- and airports throughout the late 1960s (Sellick, 2020). Many freeports operate
around the world, though, some of the most prominent now specialise in the storage of fine
art, such as those in Beijing, Switzerland and Monaco (Steiner, 2017, p. 356). As Steiner
(2017, p. 354) has noted, Switzerland’s freeports, home to renowned auction houses, are
instrumental to the success of the art market that is now worth $75bn globally. However,
according to Letzing and Colchester (2015), freeports were originally conceived as temporary
storage spaces free of taxes while goods were in transit to their onshore destination.

Korver (2018) recognised freeports as tactical depots intended as spaces to temporarily
house valuable assets, such as artwork, precious metals and gems, wine collections and
antiques. However, Weeks (2020, p. 4) has stated that many art dealers now commonly
exploit freeports’ beneficial goods-in-transit position to house their assets on a more
permanent basis. This means, as long as the dealers’ goods remain within the freeports’
storage facility, those dealers are unaccountable for any duties (such as value-added taxes or
capital gains taxes) which would normally be applied upon export (Weeks, 2020;
Schwarzkopf and Backsell, 2020, p. 7). It also means those same goods would not be subject
to the cross-border scrutiny of authorities as other exported goods would be. For Weeks
(2020), the exploitation of freeports in this way enables illicit activity, such as money
laundering and tax evasion.

3. Freeports: Indicators of developing global offshore capitalism?
Recent scholarship has conceptualised freeports as manifestations of offshore capitalism
that has evolved throughout an increasingly globalised society (Lavissière and Rodrigue,
2017; Post and Calvão, 2020; Schwarzkopf and Backsell, 2020). Leyshon and Thrift (1997)
argued that an increased mobility of capital across permeable state borders is key to
progressive forms of capitalism. They also highlighted two causes of the global proliferation
of privately held finance: implementation of flawed fiscal regimes of Western governments
that have tried to regulate and control capital; and the globalisation of monetary supplies
and services (Leyshon and Thrift, 1997, p. 74). Post and Calvão (2020, p. 4) argued that
freeports have arisen from the advent of offshore jurisdictions made necessary to spread and
accumulate global wealth “no longer tied to colonial or national spaces”. Ogle (2017, p. 1446)
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similarly viewed the liberation and deregulation of financial markets being pivotal to the
development of offshore capitalism. It is within such context that freeports have flourished.

The offshore nature of freeports means that wealthy business clients of luxury art and
other assets held in freeport zones can avoid the restrictive regimes of their home countries
(Weeks, 2020). For example, Weeks (2020, p. 5) explained how investors managed to avoid
restrictions brought in by Germany’s 2016 Act on the Protection of Cultural Property that
limited trade in antique art valued over e300,000. Consequently, owners of valuable art
chose to shift their assets to freeports in neighbouring Switzerland and Luxembourg before
the law was enacted. The dynamic shifts of global capital strengthened by the flexibility
offered by freeports suggest freeports help to drive a global offshore-capitalist agenda.

However, literature on freeports has also conceptualised the regulatory space occupied
by freeports as being contrary to free-market capitalism. Schwarzkopf and Backsell (2020)
have argued that the offshore regulatory model in which freeports operate discourages
capital mobility. They explain that the growth in freeports is indicative of a retrograde trend
in global capitalism akin to medieval times (Schwarzkopf and Backsell, 2020). This concept
seems plausible considering that freeports’ beneficial goods-in-transit position provides for
assets to remain stored “in transit” indefinitely – yet goods can be sold and purchased
without ever leaving the storage facility and without tax being imposed (Helgad�ottir, 2020;
Post and Calvão, 2020; Weeks, 2020). Therefore, freeports’ legal-spatial paradigm acts to
restrict capital flow. Such state of perpetuity opposes the liberalised economic policies of
manyWestern governments that advocate freeports.

The following section considers to what extent freeports promote free trade and
encourage commercial innovation.

4. Freeports’ benefits for trade and innovation
Governments are constantly seeking new ways to boost foreign investment and support
their nation’s economic prosperity and global trading repute. For instance, a state can
bolster its fiscal and technological capability through foreign direct investment (FDI), a
process whereby an overseas investor establishes an influential interest within that state’s
locality (Nketiah-Amponsah and Sarpong, 2020). State governments can also implement
legal and practical measures, such as tax incentives, and reduced trade barriers, towards
attracting enterprise and overseas investment. Such incentives have propelled many areas,
such as Hong Kong, Singapore and the Seychelles, to specialise in financial services for non-
residents and to become globally dominate offshore financial centres (Chan and Lee, 2007).
Around 11% of the Seychelles’ gross domestic product, for example, derives from overseas
investment protected by its attractive financial services market (Mugarura, 2017).

In early 2020, the UK Government published a consultation into proposals to create
freeports across the UK in an aim to stimulate the economy following Brexit. According to
the publication, the main purpose of freeports is to facilitate trade and promote innovation
and employment (Her Majesty’s Government, 2020, p. 10). Such literature has stated that
freeports can promote imports through reduced tax and administrative costs and controls
(Her Majesty’s Government, 2020). For example, strengthened trade enables manufacturing
companies to save on costs of administration and raw ingredients compared to external
companies (Stojanovic, 2020). Therefore, freeports act as zones that are advantageous for
newly established companies to base their operations as the usual state custom controls,
where the zone is geographically located, do not apply.

Companies registered within a freeport benefit from tax relief which supports their
capital growth. Also, reduced supervision within freeports provides a more private
environment to conduct business and helps companies to better compete internationally
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(Her Majesty’s Government, 2020). A clear example can be seen with the Middle East, where
the Jordanian port of Aqaba, designated a freeport in 1973, became a successful transit hub
for trading, further strengthened at the time, by regional oil reserves. Today, the Jebel Ali
freeport in the United Arabs Emirates accounts for a fifth of the country’s FDI and helps to
support over 160,000 jobs (“The role of freezones”, 2013). Further, Steiner (2017, p. 355) noted
that the area of Geneva in Switzerland has since profited some CHF 10m each year after a
freeport was established there. Such prosperity has helped the area resist the damaging
impact of 2008’s global financial crisis (Steiner, 2017).

Lavissière and Rodrigue (2017) highlighted freeports’ arbitrage advantages. Arbitrage is
the procedure in which investors can profit from concurrently buying and selling goods
across different international markets. Such practices promote market productivity and
maintain freeports’ competitive lead over other jurisdictions. It may also mean that nations
seeking to remodel their trading links with others (such as, post-Brexit UK) can still prosper
through the freeport model because any future trade barriers would potentially further
freeports’ arbitrage advantages (Lavissière and Rodrigue, 2017).

Nonetheless, the UK Trade Policy Observatory recently concluded that freeports offer
little benefit when a country’s trade tariffs are already low (Winters and Holmes, 2020).
Holmes (2019) pointed out that freeports do not free goods completely from tariffs – rather,
they merely delay duty being imposed until the goods arrive at their destination. The
trading benefits of freeports also depend on factors, such as capable labour and access to
passage within the freeports (Stojanovic, 2020). Such questions raise doubt over whether
freeports really do innovate economic growth. For Stojanovic (2020), freeports simply
reroute current initiatives into freeport zones through an allure of tax relief; thus, burdening
the taxpayer because of lost government revenue.

Holmes (2019) has argued that to realise any significant long-term benefits in freeports,
governments must broaden the incentives that freeports offer (akin to “enterprise zones”),
rather than simply providing short-term duty-free access. For instance, designating the Isle
of Dogs in London as an enterprise zone following the demise of the surrounding docks in
1982 provided much needed economic prosperity to the area. The zone gained government
support beyond tax breaks, through relaxed development planning rules and improved
infrastructure, leading to new employment in the area and neighbouring Canary Wharf
(Holmes, 2019). Therefore, expanding freeports’ remit to better incentivise the surrounding
local economy should be considered.

The next section explores the primary money-laundering and tax-evasion risks posed by
freeports and considers the methods through which such illicit activities occur.

5. Money-laundering and tax-evasion risks
5.1 Freeports help to conceal beneficial ownership
Contemporary scholarship has argued that the secretive offshore space in which freeports
operate helps to conceal beneficial ownership and, thus, promote money laundering and tax
evasion (Financial Action Task Force, 2014; Korver, 2018; Moiseienko et al., 2020; Post and
Calvão, 2020). The Financial Action Task Force (2014, p. 8) defined a beneficial owner as,

[. . .] the natural person(s) who ultimately owns or controls a customer and/or the natural person
on whose behalf a transaction is being conducted. It also includes those persons who exercise
ultimate effective control over a legal person or arrangement.

In cases where the true beneficial owner cannot be identified, law-enforcement and tax
authorities can find it difficult, if not impossible, to trace illicit proceeds and recover taxes
connected to those entities or transactions (Transparency International UK [TI UK], 2017).
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This issue is compounded by law-enforcement authorities’ lack of understanding on the
methods criminals use to conceal beneficial ownership using offshore jurisdictions (Gilmour,
2020; Yeoh, 2018; Financial Action Task Force, 2018).

Additionally, anonymous shell companies can be used as vehicles to launder money
(Le Nguyen, 2018). Shell companies typically have no actual presence apart from a
registered address and employ no real people. They create little or no independent financial
worth and carry out no significant regular commercial endeavours (Gilmour, 2020; Pacini
et al., 2019; Pacini and Stowell, 2020). Yet, they can be used to shift assets and substantial
amounts of funds worldwide while offering the apparent legitimacy of a registered and fully
functioning corporation (Pacini et al., 2019). However, the true beneficial owners of assets
tied to those shell companies can remain hidden from interested parties, including the
authorities.

The linking of anonymous shell companies to form complex ownership structures can
further obscure beneficial ownership and the source of assets based within freeports (Post
and Calvão, 2020, p. 9). Pacini and Stowell (2020, p. 374) clarified that shell companies can be
linked to various territories reinforcing the corporate structure’s anonymity and making it
difficult for law-enforcement officials to decipher. This linking of shell companies also
enables the corporates better access to global financial markets and to launder illicit money.

Furthermore, freeports’ offshore environment helps to distance the beneficial owner of
assets from criminality and serves to further complicate illicit corporate structures
(Financial Action Task Force, 2018). Steiner (2017, p. 363) explained that it is possible for
illicit money to be laundered through the sale of goods stored in freeports, such as artwork.
The customer who purchases the art using illicit cash could then store the goods within a
freeport without having to disclose the real owner, by simply listing an agent responsible for
their disposal on the inventory instead. Importers could also simply self-declare on
inventories, providing ample opportunity to falsify invoices and other records to evade taxes
and facilitate TBML (Korver, 2018). Another concern of freeports is the potential they pose
in enabling TBML.

5.2 Trade-based money laundering
The main purpose of money laundering is to legitimise and conceal criminal profit (Naheem,
2015a; Zali and Maulidi, 2018, p. 44). Money-laundering methods are numerous. Illicit trade-
based practices, for example, tend to operate within sophisticated global networks of
transactions, which typically challenges domestic AML authorities to a greater degree,
compared to other types of money laundering (Stack, 2015, p. 81). TBML remains a
significant threat to the stability and integrity of the global financial system. Financial
Action Task Force (2020, p. 7) reported that the volume of global trade increased by 3% in
2018, while the value of global trade reached nearly US$20tn.

The definition of TBML is widely disputed (Naheem, 2015b; Soudijn, 2014; Sullivan and
Smith, 2012). Financial Action Task Force (2006, p. 3) defined it as “the process of disguising
the proceeds of crime and moving value through the use of trade transactions in an attempt to
legitimise their illegal origin or finance their activities”. Naheem (2015b, p. 514) argued that
TMBL centres on the dishonest manipulation of trade invoices and freight information to ship
goods. However, Financial Action Task Force’s (2020, p. 11) recent report clarified that the aim
of TBML is to transfer the money enabled by trading, rather than to move goods. Still, such
schemes typically involve the misrepresentation of the quality, price or quantity of imported
or exported goods. TBML schemes also involve bogus shipments; multiple invoicing of the
same shipment; and other methods to fabricate invoices, transfer funds or to ship illicit goods,
such as drugs and contraband (Financial Action Task Force, 2010; Neale, 2019). Freeports
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pose particular risk from TBML because of the high volume of transactions occurring through
freeports, combinedwith freeports’ reduced regulatory supervision (Moiseienko et al., 2020).

Additionally, Neale (2019, para. 18) and Simser (2013, p. 49) agreed that most
international trade settlements occur through open merchant accounts. Here, the seller ships
the goods and all related business documents to the trusted buyer, who then agrees to pay
the seller’s invoice later. However, the banks completing the transactions on behalf of the
merchants would typically have no awareness of the reasons behind the trade andwould not
have reviewed the underlying business documentation before processing the transaction
(Neale, 2019; Simser, 2013). Arguably, banks are responsible for carrying out customer due
diligence, including detecting and reporting suspicious transactions (as obliged by AML
laws). Therefore, banks should also know the underlying detail of all global trade
transactions that they transact (Neale, 2019).

The European Union’s (EU) Fifth Anti-Money Laundering Directive (AMLD5),
introduced in 2018, amends earlier directives to widen the scope of institutions obliged to
follow its rules and now includes freeports. Freeports are required to conduct customer due
diligence, report suspicious transactions and record beneficial ownership information
(Helgad�ottir, 2020; Korver, 2018; Sellick, 2020). All EU member states were required to
transpose the AMLD’s requirements into national law by 10 January 2020 (Council Directive
2018/843/EU, 2018; Sellick, 2020). Freeports are also covered to some extent under the US
Foreign Account Tax Compliance Act and the Organisation for Economic Co-operation and
Development’s Common Reporting Standards (Korver, 2018).

However, freeports are not classified as “financial institutions” under such regimes and
are only regarded as obliged “non-financial institutions” (Helgad�ottir, 2020, pp. 13–14;
Korver, 2018, p. 6). This means freeports have no obligation to automatically share
information with authorities. Freeports are also not required to inform authorities about the
details of private commercial information that they do share (Helgad�ottir, 2020). This
represents a clear failing of AML rule. Freeports are inherently secret spaces where client
confidentiality and discretion provided to businesses operating within freeports is of the
upmost importance. Therefore, better transparency of freeports and strengthened laws are
needed to combat TBML activities that occur through freeports.

6. Conclusion
This article provides a critical insight into freeports’ offshore illicit trading operations.
Freeports are innovative trading hubs that provide platforms for invigorating enterprise
and economic growth, where businesses can enjoy several economic concessions
(Moiseienko et al., 2020; Webb, 2020). Although the growth in freeports may have originally
evolved from a desire to stimulate global investment by deregulating financial markets,
some argue that freeports’ permanent storage spaces only act to stifle capital mobility
(Lavissière and Rodrigue, 2017; Ogle, 2017; Post and Calvão, 2020; Schwarzkopf and
Backsell, 2020). Nonetheless, freeports do seem to provide innovative trading advantages to
enable businesses to thrive in today’s competitive global market (Winters and Holmes, 2020;
Holmes, 2019; Stojanovic, 2020).

However, freeports can be abused for money-laundering and tax-evasion purposes.
Freeports help to obscure the true beneficial owners of assets through secretive corporate
practices that thwart authorities’ efforts to trace illicit profits and recoup government taxes
(Financial Action Task Force, 2014, 2018; Korver, 2018; Le Nguyen, 2018; Moiseienko et al.,
2020; Post and Calvão, 2020). Freeports also enable TBML by the falsifying of trade invoices
to deceive authorities (Financial Action Task Force, 2020). The many international
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transactions occurring through freeports coupled with freeports’ lack of regulatory
supervision poses notable challenges for government officials (Moiseienko et al., 2020).

Therefore, further government oversight is needed to curb illegal activity through
freeport zones. Banks that facilitate the numerous international trade transactions need to be
more alert to illicit trading and responsible for carrying out proper due diligence around
freeport transactions (Neale, 2019; Simser, 2013). Although, recent legal regimes recognise
the threat that freeports present by incorporating freeports within AML rules, there is still
scope for freeports to operate without transparency. This article concludes that despite
freeports’ trade offerings, stronger regulation is needed to prevent them being abused for
money laundering and tax evasion purposes.
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Decentralized Blockchain Technology:
Towards a Trusted and Transparent
Beneficial Ownership Regime

Paul Michael Gilmour

Abstract This chapter offers an insight into emerging blockchain technology and
explores how it might support a trusted and transparent beneficial ownership regime.
The international anti-money laundering community has advocated for central
registers of beneficial owners as a measure to strengthen corporate transparency. A
lack of corporate transparency is problematic because it helps to conceal illicit
wealth by frustrating authorities’ efforts to identify the real beneficial owner behind
corporate vehicles used to launder money and evade taxes. However, there are
moral, legal, and practical challenges in implementing central registers of beneficial
owners. The chapter considers the application of blockchain in decentralized and
distributed digital ledger systems that are without a trusted third party. This chapter
concludes with an examination of blockchain’s role in maintaining an accurate,
verifiable, and transparent record of beneficial ownership information in support of
global AML efforts.

1 Introduction

Recent financial scandals, like the Panama Papers, have prompted international
governments to declare new efforts to tackle illicit offshore wealth. The main
concern for governments has centered on corporate vehicles facilitating money
laundering and tax evasion by obscuring the real beneficial owner behind illicit
assets.1 The beneficial owner is the natural person(s) who either ultimately owns or
controls a customer, or both, the natural person on whose behalf a transaction is
being conducted.2 The use of complex corporate layers to distance the legal owner

P. M. Gilmour (*)
School of Criminology and Criminal Justice, University of Portsmouth, Portsmouth, UK
e-mail: paul.gilmour@port.ac.uk

1See Radon and Achuthan (2017), p. 90.
2It also includes those persons who exercise ultimate effective control over a legal person or
arrangement. See Financial Action Task Force (2014), p. 8.
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from the beneficial owners further obscures corporate transparency.3 The global anti-
money laundering (AML) community has advocated introducing public registers of
beneficial ownership information as a measure to strengthen corporate transparency.
However, implementing these registers at domestic level is not without challenge.4

Strict domestic banking laws and data privacy concerns can hinder the sharing of
beneficial ownership information with foreign AML authorities. Adequate techno-
logical infrastructure, resourcing and trust is also essential to effectively implement
an open beneficial ownership system.

Blockchain is an emerging technology from which an open and trusted beneficial
ownership system could be built. It is a decentralized digital ledger system that
maintains accurate, verifiable, and transparent records through a collective peer-to-
peer network, without need for a trusted central third party.5 The technology is
perhaps renowned for underlining the digital currency, Bitcoin, which was founded
in 2008 by the mysterious Satoshi Nakamoto.6 However, aside from digital curren-
cies, growing research attention has been focused on other applications for
blockchain; for example, how blockchain can support smarter electronic government
systems and public sector databases, maintain licensing records, and even handling
legally binding contractual matters.7 Arguably though, the successful implementa-
tion of any electronic government system relies on the ability of the system to ensure
the confidentiality, integrity, and accessibility of records.8 This chapter will explore
the application of blockchain technology in maintaining registers of beneficial
ownership. Most research to date about blockchain has centered on bitcoin, and
there is an evident gap in research on other blockchain environments.9 First,
however, it will help to understand the concerns over illicit offshore finance to
contextualize why governments have prompted for registers of beneficial owners.

3The Organization for Economic Co-operation and Development (OECD) recognises the involve-
ment of complex structures in obscuring corporate transparency. See Chandra (2020), p. 178.
4Gilmour (2020) identifies the moral, legal, and practical challenges in implementing the UK’s
registers of beneficial owners.
5Konstantinidis et al. (2018), p. 1.
6For an explanation of how bitcoin system operates, see Nakamoto’s (2008) seminal paper.
7Ølnes (2016), p. 262.
8A novel model centred on confidentiality, integrity and accessibility of public sector records is
presented in Warkentin and Orgeron (2019), p. 3.
9See Yli-Huumo et al. (2016), p. 21.
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2 Illicit Offshore Finance

2.1 Offshore Jurisdictions

Offshore jurisdictions provide foreign customers with tailored financial services to
attract overseas investment and support their domestic economies. This may involve
lower tax, looser financial controls, and tighter privacy rules, compared to the
customer’s home nation.10 Offshore jurisdictions, therefore, offer a more attractive
and secret setting for carrying out business activities. Half of all international trade
flows through offshore jurisdictions, supporting global capital mobility.11 However,
the secretive nature of offshore jurisdictions makes it difficult to accurately assess the
true extent of offshore wealth flows and estimates have varied wildly. At the end of
2013, the amount in wealth held offshore was estimated at USD 7.6 trillion.12

However, some doubt that this figure reflected the true extent of offshore wealth
because it failed to consider many offshore jurisdictions, and ignored true holdings
(such as real estate, precise metal, or other luxury items).13 A truer figure by the end
of 2015 may have been as high as USD $36 trillion.14

The extent of personal fortunes held through offshore jurisdictions, particularly in
developing nations, is also rising. Between 2008 and 2013, offshore wealth
increased by 28%. Offshore centres, like Mauritius, have invested heavily in their
domestic economies, despite being liable for a yearly loss of USD 100 bn in
revenue.15 Many offshore jurisdictions have a struggling economy and welcome
the safeguards in domestic assets that imposing favourable taxation for overseas
clients allows.16

Offshore jurisdictions have been synonymous with the term, ‘tax haven’ as the
favoured setting for companies to lawfully invest their assets away from competitors
and to avoid tax. A tax haven maybe described as a jurisdiction having little or no tax
obligations, where the tax law is altered to attract foreign investment, or where there
is mere perception of a lower tax burden compared to other jurisdictions.17 Using the
term ‘tax haven’ to describe all offshore jurisdictions can wrongly portray some as
guaranteeing overseas clients the right that their financial information will be kept
secret from authorities. Switzerland, for instance, is now more willing to disclose
financial information than before, despite offering low taxation for overseas
clients.18

10International Monetary Fund (2000), para. 5.
11See Otusanya and Lauwo (2012), pp. 337–338.
12Zucman (2014), p. 139.
13Henry (2016), pp. 79–81; see also Bohoslavsky (2018), p. 752.
14Henry (2016), pp. 79–81.
15Bohoslavsky (2018), p. 754.
16Botiş (2014).
17See Botiş (2014); Georgiou (2017); Ojala (2018).
18Ojala (2018).
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Some offshore jurisdictions are better described as ‘secrecy jurisdictions’, where
laws are purposely created to limit sharing of clients’ financial data.19 This secrecy is
achieved through strict, often legally enforced client-confidentiality rules, to poten-
tially undermine overseas rule of law.20 Many offshore jurisdictions, such as those
outside the scope of the European Union’s AML Directives, have no legal duty to
share beneficial ownership information with foreign governments, let alone assist
them with tax collection efforts. Notably though, an offshore jurisdiction can act as
both a tax haven and secrecy jurisdiction, demonstrating the common overlap
between the two terms. It is, perhaps, most concerning for international tax regimes
and AML efforts when offshore jurisdictions build their success upon maintaining a
veil of secrecy.21 Such secrecy can hinder governments efforts in tackling the
increasing global problem of money laundering.

2.2 The Money-Laundering Problem

Much has been written about the problem that money laundering presents. The
Panama Papers exposé revealed the extent and assortment of actors involved in
potential money-laundering activities and served to reduce public trust in financial
and political systems.22 Furthermore, funds intended for relief work in developing
nations, when diverted to support corrupt political regimes, suppresses the prosperity
of the poor, leading to inequality.23 Such inequality, reduces trust in political
systems and causes civil and political unrest, as demonstrated by recent conflicts
in the Arab states.24

Money laundering also has a damaging impact on international financial mar-
kets.25 For instance, the proceeds from crime can be used to bribe others to win
market share to unfairly impact competitive trading. The amount of money laun-
dered worldwide is now estimated at being between two and three percent of global
GDP and increasing by nearly twice the rate of global GDP every year.26 Also,
states’ official economic figures are malformed by money laundering’s secretive
nature, which causes an undue demand for national currencies, and harm to fiscal
growth.27 Money laundered through informal financial markets, where the demand
for cash is higher, accentuates this distorted effect on economies. Furthermore, over

19For a comprehensive discussion on secrecy jurisdictions, see Christensen (2012).
20Tax Justice Network (n.d.).
21Gregory (2011).
22Oei and Ring (2018).
23Aluko and Bagheri (2012).
24See also Aluko and Bagheri (2012), p. 446.
25See Financial Action Task Force (2014) for guidance on beneficial ownership transparency.
26See Rusanov and Pudovochkin (2018), p. 23; Transparency International EU (2016), p. 15.
27See Hendriyetty and Grewal (2017), p. 67.
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$1.5 trillion of illicit transactions flow through offshore jurisdictions every year, half
of which derive from developing nations, even though, they contribute to fewer than
4% of gross domestic product (GDP) worldwide.28 It is, therefore, paramount that
governments develop effective means to counter money laundering. The well-
publicised global threat of money laundering has provided justification for govern-
ments to introduce new AML measures.29

The wide scale, sophisticated methods used by offenders can impede govern-
ments’ efforts to prevent and detect money laundering.30 The purpose of money
laundering is to legitimise and obscure the proceeds from its predicate crimes, such
as fraud, forgery and counterfeiting, drug trafficking, tax evasion, corruption, human
trafficking, and terrorism.31 The proceeds of crime are also often laundered and
reinvested to further other crimes.32 Yet, the money-laundering problem is fre-
quently portrayed through a simple and outdated three-stage ‘placement-layering-
integration’model that fails to properly explain emerging or unconventional types of
money laundering.33 This model suggests that illicit money is first placed into the
traditional financial system. Then its origins are obscured through a process of
layering and mixing with legally obtained money. Finally, the funds are integrated
and converted into ostensibly legitimate income, like real estate.34

However, this three-stage ‘placement-layering-integration’ model is limited in
assisting authorities seeking to detect illicit money flowing through informal bank-
ing systems, such as informal value transfer systems (IVTS), and cryptocurrencies.35

The model also fails to explain why money laundering occurs or help trace the
people involved in the money-laundering process: criminals often modify their
money-laundering practices to circumvent governments’ AML measures.36 Further,
how money laundering regulations are governed and policed often differ to how they
are applied, meaning anti-money laundering efforts are often ineffectual in detecting
potentially suspicious transactions that are indicative of money laundering.37 Money
laundering is an emerging international problem with criminals finding innovative
ways to hide their illicit proceeds faster than many governments can implement new
AML measures.38

28Christensen (2012), p. 328.
29Young and Woodiwiss (2021).
30Zali and Maulidi (2018).
31Financial Action Task Force (2012).
32See also Rusanov and Pudovochkin (2018).
33For criticisms of the traditional three-stage ‘placement-layering-integration’ model, see Murray
(2018); Cassella (2018).
34See Cassella (2018); Gilmour (2020); Naheem (2015); Teichmann (2020).
35Brown (2016); Cassella (2018).
36Naheem (2015).
37Murray (2018),
38Turner (2011).
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2.3 Concealment of Beneficial Ownership

Corporations are ideal vehicles for money laundering and tax evasion. The conceal-
ment of beneficial ownership challenges authorities seeking to recover illicit wealth
by thwarting efforts to trace the real person behind corporations.39 Governments
should, therefore, advocate for a public registry of beneficial owners to prevent the
misuse of corporations that hide the true holders of criminal proceeds and to ensure
better transparency within the financial system. Additionally, digital assets, like
cryptocurrencies, should be better regulated because they can also help channel
illicit flows, while concealing beneficial ownership and the source of criminal
proceeds.40 The use of private offshore spaces, such as low-tax jurisdictions and
freeports that have less supervision, yet stricter secrecy regimes, also often provide
safe haven to those wishing to hide beneficial ownership.41

Further, criminals exploit anonymous shell companies to conceal beneficial
ownership. Shell companies are private corporations that are registered with an
address on paper, but have no real physical location, employs no real people, and
produces little or no finance.42 Shell companies are legal to create and are useful for
genuine reasons, like business mergers, managing stock and transferring company
assets to overseas subsidiaries.43 Yet, they can be incorporated relatively cheaply
and anonymously. For instance, it is possible to create a shell company and register
the legal owner as a company entity (like a law firm, or an organisation specialising
in company incorporation) operating within an offshore jurisdiction; therefore,
anonymising the real person behind the shell company.44

Shell companies are also used to shift corrupt wealth domestically.45 The anon-
ymous nature of shell companies is reinforced through listing nominee shareholders,
using bearer shares, and other official means.46 However, many shell companies are
frequently managed between trusted parties and without any official agreement.47

Therefore, authorities relying solely on a centralised register of beneficial owners to
identify possible links between lawful owners of shell companies, and those
exploiting them for illicit reasons may prove limiting. Further collaborative effort
by international governments is required to facilitate the sharing of beneficial
ownership information concerning shell companies in strengthening corporate
transparency.48

39Financial Action Task Force (2018).
40See Umar et al. (2020).
41Gilmour (2021).
42See He (2010); Le Nguyen (2018); Stack (2015).
43Le Nguyen (2018).
44Sharman (2010), pp. 127–128.
45Jancsics (2017).
46See also Pacini and Wadlinger (2018).
47Jancsics (2017).
48Pacini and Wadlinger (2018).
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Another way beneficial ownership can be obscured is through trust arrangements.
A trust is an arrangement, in which the ownership of corporate assets is separated
between a trustee, who asserts legal control over the asset; and a beneficiary, who
stands to benefit from the asset.49 A trustee can also be a beneficiary. A protector of
the trust arrangement can be appointed to oversee the trust and decide the disposition
of trust assets. They also are authorised to appoint and remove trustees and make
decisions concerning the distribution or investment of assets.50 Through such
arrangements, trusts offer greater flexibility to business arrangements to drive
company profits and improve capital flow.51

However, trusts are less strictly regulated compared to other company arrange-
ments, so offer greater regulatory freedom to operate in secrecy.52 Consequently,
trusts help to conceal beneficial owners easier than other incorporations. A report by
Global Witness53 explains that former Ukrainian president, Victor Yanukovych,
used several foreign trusts, based in Lichtenstein, Austria, and the UK, to enable
the multi-million-dollar upgrade of his lavish presidential palace, using the corrupt
wealth he had acquired throughout his term in office. Austrian citizen, Reinhard
Proksch acted as trustee for the Lichtenstein company, and director of the UK entity.
The trust arrangements were also linked to Sergei Klyuyev, a member of
Yanukovych’s political party, and were partly facilitated by Yanukovych’s family
lawyer, Pavlo Lytovchenko. In cases where lawyers are utilised to prepare a trust
arrangement, the confidentiality exerted between lawyer and client creates an addi-
tional obstacle to transparency.

Lawyers, and other professional agents, like accountants and bankers, provide a
layer of authenticity to company formation. These professionals act as intermediaries
within commerce to facilate financial transactions, so are more likely to become—
inadvertently or deliberately—entwined in illicit practices.54 They also hold the
professional knowledge to complicate business affairs to ensure criminals can
remain anonymous. Professional intermediaries play a vital role in global business
yet can easily obscure beneficial ownership by layering corporate structures on
behalf of a criminal client. According to Lord et al.,55 the true nature of profes-
sionals’ corporate duties can often become confused, which only proves difficult for
officials clarifying illicit activity.

Importantly, this raises the question of whether the public registers kept by
governments, should also hold details of company service providers and profes-
sional intermediaries involved in the incorporation process, to aid regulatory

49Her Majesty’s Revenue and Customs (2016).
50See van der Does de Willebois et al. (2011).
51Campbell (2018).
52See Campbell (2018); Pacini and Wadlinger (2018).
53For several case studies demonstrating the misuse of trusts, see Global Witness (2017).
54See Levi (2021).
55For useful insights into the role of professional intermediaries in facilitating money laundering,
see Lord et al. (2018, 2019).
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compliance and meet demands from authorities.56 It is argued that even with
registers of beneficial owners, further rule concerning professional intermediaries’
duties is required to curb financial crime.57 In highly structured commercial situa-
tions, multiple criminal professional actors across jurisdictions collude to circumvent
regulatory controls and frustrate the enforcement efforts of government authorities.58

Such widespread abuse of the financial sector would be impossible without the
collective involvement of influential people who understand and have access to
financial markets.59 Nonetheless, professional intermediaries are often bound by law
to adhere to their client confidentiality rules of the state in which they operate.

Strict banking secrecy laws restrict the sharing of beneficial ownership informa-
tion with officials investigating money laundering or seeking to recoup taxes. Such
laws stem from governments respecting the need for business customers’ financial
data in remaining private to ensure they maintain a competitive edge over their
rivals, and to prevent commercial or personal harm.60 Consequently, client confi-
dentiality is often enshrined into law, particularly, in smaller offshore jurisdictions
with developing economies.61 Many governments, like Bermuda’s, for example,
simply do not trust foreign authorities to keep their clients’ financial data private,
let alone readily allow for that data to be stored in a public register.62 A balance
should, therefore, be struck between the needs of commercial enterprise and the need
to counter money laundering. Arguably, the answer to the international money-
laundering problem likely lies in a stronger global approach supported through better
diplomatic cooperation.63

3 Global Efforts to Strengthen Corporate Transparency

3.1 Government Initiatives

The global strategy towards regulating money laundering only began in the early
1990s as international governments began to recognize money laundering alongside
other transnational organized crimes, such as drug trafficking.64 Prior to this,
governments paid little attention to money laundering. The phenomenon was not
even judged to be a crime until 1986. The United States was the first country to

56See Martínez Cruz (2020), p. 146.
57See also Martínez Cruz (2020).
58He (2010); Lord, et al. (2018).
59See Christensen (2012), p. 333.
60See also Forstater (2017); Noseda (2017).
61Le Nguyen (2018).
62Böszörmenyi and Scheighofer (2015); Yeoh (2018).
63See Gilmour (2020), p. 730.
64Chandra (2020), p. 181; Raweh et al. (2017).
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introduce laws to proscribe money laundering at domestic level.65 However, the first
international definition of money laundering came in 1988 through the United
Nations’ Vienna Convention.66 Throughout the following years, organizations,
such as the International Monetary Fund (IMF), the World Bank, and the Basel
Committee on Banking Supervision (BCBS), have driven a more collective policy
agenda in support of anti-money laundering controls. In addition, the Organization
for Economic Co-operation and Development (OECD), and its associated Financial
Action Task Force (FATF), have facilitated international collaboration, through
complementing various domestic compliance initiatives.67

On the issue of corporate transparency, the FATF aims to help governments to
identify national risks in tackling money laundering, and terrorism financing,
through forty-nine recommendations.68 Still, critics of the FATF have viewed
FATF’s approach as a means for influential nations, like the United States and
members of the European Union, to exert their dominance and political priorities
upon others.69 For some, the FATF’s regime simply demonstrates the political
priorities agreed between these influential states.70 It could also be argued that
inherent legal inconsistencies with FATF’s recommendations exemplifies the differ-
ing viewpoints among competing nations.71 Nonetheless, the FATF has advocated
for improved beneficial ownership transparency by advising financial institutions
and relevant professional intermediaries to validate customers’ identification and
corporate transactions, through the Customer Due Diligence (CDD) process.72 It
should also be noted that FATF’s advocacy of CDD principles through a balanced
risk-based approach has continued, notwithstanding states’ slow implementation of
AML laws at a domestic level.

3.2 Customer Due Diligence

Customer due diligence is the foundation of anti-money laundering controls and
compliance for the financial sector.73 Financial institutions are required under CDD

65See Nance (2018); Teichmann (2020).
66For early developments on AML controls, see Nance (2018), pp. 113–114.
67Mugarura (2020); Jayasekara (2020).
68Alldridge (2008); Financial Action Task Force (2012).
69For example, see Nance (2018), p. 117; and Simmons (2001). Most EU Member States, remain
influential members of FATF insofar how anti-money laundering (AML) and counter terrorism
financing (CTF) requirements are implemented internationally. See Borlini and Montanaro (2017).
70See Drezner (2007).
71Nance (2018); see also de Koker (2014).
72This CDD process is underpinned by the ‘Know Your Customer’ (KYC) principle rooted in many
Western governments’ AML regimes. See Le Nguyen (2018).
73The customer due diligence regime is discussed in some detail in Zali and Maulidi (2018).
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procedures to reasonably ascertain who their customers are and to better understand
the reasons behind customer relationships through an ongoing monitoring process. It
is vital that customer transactions and relationships are reviewed regularly to ensure
the data held by financial institutions about their clients are up to date, and relevant
databases are accurately maintained to mitigate against illicit flows occurring
through the financial system.74 This can prove difficult in cases where beneficial
ownership is obscured through complicated company ownership methods, such as
using anonymous shell companies or nominee shareholders in offshore
jurisdictions.75

However, FATF’s risk-based approach fails to ensure the consistent application
of CDD because it permits financial institutions to subjectively decide what CDD
checks they think are needed. CDD also consists of two arbitrary levels: simplified
and enhanced checks. The difference between the two seems unassuming: simplified
checks involve only basic enquiries to verify customer information, whereas,
enhanced checks involve more intrusive enquiries about customers’ transactions,
beneficial owners and their sources of income. Enhanced CDD would be appropriate
in cases representing a higher money-laundering risk.76 Still, FATF’s approach
remains ineffective because its guidance is unclear about these detailed procedures
that attempt to identify illicit transactions and, thus, enhance corporate transpar-
ency.77 However, it should also be noted that some developing countries lack
adequate legal, practical, and technical infrastructure to successful implement
FATF’s AML/CFT standards.78 Therefore, an automated system based on
blockchain may, not only, remove the subjectiveness inherit within the current
AML regime, but also, support developing countries to implement it at domestic
level, assuming it is funded and resourced sufficiently.

3.3 Critiquing the Beneficial Ownership Regimes in the EU,
UK, and US

The European Union’s approach to enhancing corporate transparency is roughly
aligned to FATF’s latest Recommendations.79 Here, the beneficial owner is deemed
as the person who holds more than 25% of the shares or voting rights in a legal

74See Zali and Maulidi (2018).
75Gilmour (2020).
76Gilmour (2020).
77See de Koker (2014), p. 285.
78Nanyun and Nasiri (2020).
79Cassella (2018); Chaikin (2017). The first Anti-Money Laundering Directive (1AMLD) intro-
duced in 1991 recognized the role of beneficial ownership in money laundering, by requiring
obliged institutions within Member States to verify their customers’ identity and report suspicions
of money laundering. Subsequent updates have largely followed FATF Recommendations.
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entity, therefore, determining the point at which a person is required to be disclosed
to authorities as a company’s beneficial owner.80 Yet, this threshold is meaningless
because it would not deter criminals obscuring beneficial ownership by layering
company ownership.81 It is also worth noting that EU AML Directives requirement
to share beneficial ownership information with those with a ‘legitimate interest’
(such as law enforcement) only affects registers of beneficial owners of companies
and not trusts, which are still publicly unavailable.82 Furthermore, the EU provides
little guidance to Members States towards CDD compliance, which leads to dis-
agreement in how the rules are applied. It is important that a harmonized approach
across EU Member States is maintained to ensure an effective regime, but it seems
evident that EU’s AML standards are minimal and serve little to enhance transpar-
ency of registers and the validity of information held within such registers.83

Importantly, the UK government has introduced an open central register of
beneficial owners of UK-based companies (the Persons of Significant Control
(PSC) register) that holds detailed information about beneficial owners. The UK’s
register of trusts, however, is only open to those with a legitimate interest. The lack
of transparency in this system may provide opportunities for criminals to misuse
trusts (especially overseas trusts) to conceal beneficial ownership, and to launder
money and evade taxes.84 Furthermore, there is no requirement for overseas trusts to
be registered, even if that overseas trust owns UK property because HMRC is not
involved in collecting non-UK taxes.85 Though, concerns surrounding this issue is
somewhat addressed through the UK’s latest register of overseas entities, which
keeps publicly available data of those owning and controlling foreign companies
owning UK property and aims to strengthen transparency and confidence in the UK
property market.86 Notwithstanding the technical challenges faced, like integrating
land ownership records into the latest system of overseas entities, important strides
towards enhancing corporate transparency have been made with the introduction of
these registers.87 Still, the UK is a major hub for global financial services and
remains vulnerable to money laundering, so must continue to strengthen its efforts
for increased corporate transparency.

Similar criticism could also be directed towards the United States, which has only
recently introduced a national register of beneficial owners. The new Corporate

80See Salas (2005).
81See Gilmour (2020).
82Jourová (2017); Unger (2017); Zagaris (2018). For further insight into scope of beneficial
ownership registers, see Gilmour (2020).
83For a critical overview of the EU’s 4th AMLD’s legal framework, which advocated for a risk-
based approach to CDD, see Campbell (2018); Gilmour (2020).
84Global Witness (2018).
85See Mor (2018); Mourant (2017).
86See Department for Business, Energy and Industrial Strategy (2018).
87Mor (2018). Such strides are especially important considering that FATF’s 2007 critical evalu-
ation report identified failures in the UK’s beneficial ownership regime at that time.
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Transparency Act (CTA),88 requires ownership information of certain companies to
be reported to the US Treasury Department’s Financial Crimes Enforcement Net-
work (FinCEN).89 Yet, within the CTA, there exists a raft of exemptions to disclo-
sure requirement.90 Many limited liability companies and other private entities are
not required to disclose their ownership91 and this likely includes many anonymous
shell companies specifically created to conceal beneficial ownership. It is also
unclear whether partnerships and trusts are covered under the act.92 Furthermore,
the act does not clarify what is meant by ‘substantial control’.93 It seems unlikely the
US will implement a fully-public federal register of beneficial ownership any time
soon, due to political disagreements in how corporate transparency should be
approached, and the legal disharmony inherent within already fragmented state
laws.94 Beyond the UK and EU, public registers are not universally implemented.95

Such legal disharmony is a key barrier to international collaboration. While existing
regimes have made important progress in enhancing corporate transparency, one
must wonder whether governments have the political will to truly implement
effective measures towards this. Therefore, it is important to observe governments’
efforts to strengthen corporate transparency in future. In this regard, incorporating
technological advancements (such as blockchain) into future beneficial ownership
regimes will be vital to collaborative AML efforts.

4 The Blockchain System

This section argues that blockchain technology offers a potential solution to the
many challenges inherit within current beneficial ownership regimes. Ensuring
harmony, trust and transparency within any dependable beneficial ownership regime
is vital in meeting the moral, legal, and practical challenges that offshore secrecy and
the money laundering presents. Implementing blockchain may allow obliged entities
to properly perform CCD compliance duties, and for authorities to monitor

88The newly enacted Corporate Transparency Act (CTA) is part of the National Defense Authori-
zation Act for Fiscal Year 2021 (H.R. 6395).
89See Greytak (2021); Kontrimas et al. (2021); Aguilar and Charnas (2020).
90Quinlivan (2020) provides a comprehensive list of exemptions.
91For example, publicly listed companies, companies having more than 20 full-time employees, and
those having a physical office address within the US, are exempt, along with inactive businesses
holding no assets or ownership interest in any corporation. See Greytak (2021); Open Ownership
(2021); Quinlivan (2020).
92Ferranti et al. (2021).
93The CTA defines the beneficial owner of a corporate entity as a person who exerts ‘substantial
control’ over the entity, or who directly or indirectly, owns or controls more than 25% of the
ownership interest in it. See Greytak (2021); Ferranti et al. (2021).
94Thomas-James (2020).
95See Thomas-James (2020), pp. 1009–1011.
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compliance, while streamlining the compliance process, lowering costs, and pre-
serving data integrity. Blockchain enables verifiable records and may reduce oppor-
tunities for criminals to circumvent disclosure requirements. Therefore, blockchain
is essential to ensuring a trusted and transparent beneficial ownership regime.

4.1 Blockchain Architecture

The technology behind blockchain first came to prominence in 2008 by pseudonym
Satoshi Nakamoto, an unknown author or group of individuals, who outlined a
decentralised electronic payment system called Bitcoin.96 Although some sort of
electronic payment system had been conceptualised within the research community
as early as 1982, such systems and their related digital currencies had failed to
achieve meaningful market success, due to ties to third-party controllers and con-
cerns surrounding trust in the system.97 For example, the digital currency, E-Gold,
established in 2006 quickly became defunct following an investigation by the FBI in
the United States over allegations the system was being exploited by criminals.98

Following Nakamoto’s seminal white paper, blockchain as an emerging
decentralised technology became widely endorsed to ensure anonymity and trust
within banking that would rival the traditional financial system. Nakamoto argued
that a decentralised system consisting of a ‘chain of blocks’ could avoid duplicate
payments and preserve transactional integrity—problems that the traditional,
centralised financial system presented.99 The technology allowed the creation of a
new electronic version of payment, or cryptocurrency, known as Bitcoin, and has
since enabled the development of alternative forms of cryptocurrency, such as Ether
(via the blockchain Ethereum) and Litecoin.100 Therefore, blockchain serves as the
digital infrastructure providing trust and transparency in support of modern asset-
based functions, and administrative or commercial incentives.101

4.2 Cryptography

The computer process that underpins blockchain is cryptography. This involves
computer-based mathematical calculations to covert data to a random string of

96Nakamoto (2008).
97See Barber et al. (2012); Simser (2015).
98Brown (2016).
99See Nakamoto (2008), p. 7. For further discussions on bitcoin, see Bashir (2017); Casino
et al. (2019).
100See also Bashir (2017); Mukhopadhyay (2018); Simser (2015).
101Belonick (2020); Iansiti and Lakhani (2017).
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text, known as a ‘hash’. This algorithmic process is called hashing. Should there be
any change in the data inputted in a block, a completely new hash sequence will be
created in its header. Resubmitting blocks to the chain that have been altered would
require such an immense amount of computing power as to make alterations nearly
impossible.102 This cryptographic process, therefore, provides the highest level of
security to the blockchain environment and ensures data is verified.

Within a blockchain, ledgers are organized in blocks, linked in order by transac-
tional data in the form of the cryptographic hash sequence within each block’s
header.103 The first block in the chain, known as the genesis block, stores the block’s
specific data relating to the type of blockchain used. In the case of the Bitcoin
cryptocurrency, for example, such data may include the sender and recipient pay-
ment details, and transaction amount.104 The block would also contain the unique
identifying hash sequence which, if changed would alter the block’s identity and
involve a new algorithm to create a new hash sequence. Any additional block added
to the chain would contain the data specific to that block, its unique hash, and the
hash of its previous block105 (See Fig. 1). The use of a random number that can only
be used once (known as a nonce) ensures that the process of adding blocks to the
chain is unique and means that the chain of blocks is immutable from one block to
the next.106 However, some authors dispute blockchain’s immutability and argue
that blockchain simply offers desirable algorithms characteristic of a distributed
ledger system, rather than properties providing exact duplication.107 It seems the
case that such inherent properties are difficult to completely replicate within
blockchain’s complex environment reliant upon multiple unknown users.108

Fig. 1 The basic blockchain architecture, involves a new sequential block being added that
contains its own unique transactional data and the data from the previous block header (Adapted
from Belonick (2020), p. 132. See also Wang et al. (2021), p. 5)

102Belonick (2020).
103Lage et al. (2019).
104Turner et al. (2018).
105See Conte de Leon et al. (2017); Yeoh (2017).
106Wang et al. (2021).
107For example, see Conte de Leon et al. (2017); Orcutt (2018).
108See Conte de Leon et al. (2017), p. 288.
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4.3 Peer-to-Peer Network

The decentralised nature of blockchain is also key to its success. Blockchain works
as a peer-to-peer network, without the need for any central administering body
controlling data recorded within the digital ledger system. This means that the
information is distributed across the blockchain within a decentralised environment,
and no one person or entity has sole management of the transactional data written to
the blockchain.109 Each computer behind the peer-to-peer network is known as a
node, and each node is equally privileged to add, confirm or deny transactional data
within the blockchain and to each participant of the network. Therefore, there is no
central authority responsible for the entire blockchain’s data.110

Indeed, in the case of Bitcoin, such a decentralised model assumes that all
participating nodes within its network are honest and work together toward the
collective goal of maintaining a trusted and dependable framework.111 Each partic-
ipating node does not even require a person to constantly monitor the distributed
ledger and could merely involve continuous pre-programmed computations.112 The
peer-to-peer network greatly appeals to those distrusting of third-party verification
processes, or merely frustrated by the regulatory controls imposed upon traditional,
more centralised electronic cash systems.113 Importantly, all transactions across the
peer-to-peer network are public to all participants. This provides for both an open-
access payment system, and an open-access archive that could potentially store
verifiable data.114 Furthermore, the cryptographic process underpinning blockchain
ensures the blockchain is impenetrably to third-party intrusion.

4.4 Consensus Mechanism

For the peer-to-peer network to operate, each participating node must agree to the
terms of the algorithm in updating the blockchain.115 Therefore, a consensus must be
reached to allow data to be collectively updated and verified to ensure proof of work
completed.116 Should any node disagree with the authenticity of data displayed
across the ledger, the data will be rejected, and a new verification process will
commence. Such consensus can only occur if the proof of work is displayed openly,
which ensures a verifiable and public ledger. During this procedure, the creator of a

109Yli-Huumo et al. (2016).
110Barber et al. (2012).
111See also Barber et al. (2012).
112Reynolds and Irwin (2017).
113See Barber et al. (2012); Konstantinidis et al. (2018).
114Mikołajewicz-Woźniak and Scheibe (2015).
115Al-Saqqa and Almajali (2020).
116Belonick (2020).
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new block effectively timestamps the block with a digital signature to verify the
block as it is added to the chain.117 Moreover, ensuring consensus through proof of
work offers non-repudiation of that work: each block of data added to the chain is
verified in a transparent process, meaning the integrity of that data on the blockchain
cannot be refuted later.

Although the proof-of-work process is reliable and secure, it is also immensely
consuming of time and computational energy.118 An alternative algorithm being
developed by researchers, called proof of stake, is more efficient and, thus, over-
comes the shortcomings in the proof-of-work protocol.119 Proof of stake depends on
the investment of participants, rather than their computational power and each
participant can be rewarded in the form of a digital coin for their initial contribution
to the network.120

However, in most cryptocurrencies generated using the proof-of-stake protocol,
coins are collected at launch, so participants are not incentivised for contributing to
the network’s consensus mechanism.121 Instead, participants simply act as
validators. They are rewarded in proportion to their original stake with an upfront
fee following a selection process upon joining the network.122 This creates compe-
tition that may unfairly favour already resource-wealthy participants. Furthermore,
current proof-of-stack protocols lack the rules to punish potential bad actors
exploiting and monopolizing the network (Fig. 2).

5 Incorporating Blockchain Within Registers of Beneficial
Owners

Blockchain technology might provide the answer to the problem of corporate
obscurity that facilitates money laundering and tax evasion. Although establishing
central registers of beneficial owners is a step forward towards enhancing corporate
transparency, their implementation is fraught with challenges. Ambiguities within
extant legal frameworks still allow criminals to obscure their corporate activities
through circumventing disclosure requirements, while prompting inconsistent
approaches to CDD compliance. International beneficial ownership regimes also
remain fragmented due to differing governmental priorities. Further intergovern-
mental collaboration and political will is required to strengthen corporate transpar-
ency. It is argued that blockchain might aid the CCD compliance process, while
ensuring veracity of records. Blockchain’s decentralised technology removes the

117Lage et al. (2019).
118Norta et al. (2019).
119See Al-Saqqa and Almajali (2020), p. 7.
120Saad et al. (2021).
121See Saad et al. (2021), p. 1961.
122See also Kovačević (n.d.).
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need for a trusted third party and its consensus mechanism enables a reliable ledger
of beneficial ownership information, therefore, fostering trust and transparency in
the system.

Although Bitcoin is perhaps the most well-known application of blockchain,
there is a growing interest in blockchain for other uses; for example, from cyberse-
curity and healthcare, to implementing legal contracts, and securing government
databases.123 The Ethereum blockchain, for example, has enabled self-executable
programmed code called smart contracts.124 Here, legal contracts can be translated
and implemented through computations removing the ambiguity and
unpredictability of traditional paper-based legal agreements. Smart contracts allow
a wide range of functions requiring expectations between parties being met and
subsequently enforced.125 Smart contracts are cost effective and quick to implement,
and their automation eliminates human error or manipulation. Apparently, smart
contracts are immutable, so errors cannot be rectified, or deals reversed.126

Yet, accidental, or malicious code could be introduced when a Ethereum smart
contract is established.127 In 2016, a bad actor managed to exploit a flaw within one
such contract created for a crowdfunding purpose and steal cryptocurrency from
company’s virtual account. This corrupted the rest of blockchain and revisions to the

Fig. 2 A peer-to-peer network reaching consensus on the blockchain

123See Casino et al. (2019); Konstantinidis et al. (2018); Lage et al. (2019).
124Conte de Leon et al. (2017); de Meijer (2020).
125Ma et al. (2019).
126See Ma et al. (2019), pp. 4–5.
127According to Conte de Leon et al. (2017), p. 296.
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blockchain were subsequently agreed and implemented. This raises doubts over
whether smart contracts based on the Ethereum blockchain are truly immutable.
There is also currently little regulation governing such contracts and they remain
untested within a judiciary setting. Still, it is evident that blockchain-based smart
contracts can potentially be employed to a variety of uses, from legal transfers of
assets, property ownership, and financial services, in ensuring regulatory
compliance.128

Within the banking sector, blockchain applications can automate processes and
alleviate the often time-consuming and onerous task of carrying out strict customer
due diligence (CDD) and, therefore, reduce costs and aid compliance with money
laundering regulations.129 Banks may hold differing versions of a client’s data and
oversee the verification of their clients’ data through a central supplier. However,
through a decentralized blockchain and distributed ledger of clients’ records, banks
can collectively agree and audit transactions, ensuring a more transparent and
consistent approach to the CDD process.130 Decentralized blockchain systems
should also enable the secure storage of already certified public records and the
verification of any future changes in those records.131 The decentralization of record
management is likely to streamline and strengthen trust in many regulatory initia-
tives within the public sector.

Therefore, keeping public records of companies and their beneficial owners
within a blockchain environment should be relatively straightforward task. Changes
to company ownership, shares, accounting records, or other certificates may be
digitalized and made public within a distributed ledger.132 Yet, public records, like
company or share certificates, would still need verifying by a trusted third-party
authority prior to being incorporated within a blockchain to enable the effective
implementation of a blockchain-based beneficial ownership register. Such records
are validated by its digital signature, and not the trust gained through any consensus
mechanism. Thus, blockchain may not assist in confirming company records of
non-transactional nature.133

Still, the accuracy of beneficial ownership information can be verified and
maintained in real time, reducing the threat of companies reducing their share
amount to below a certain threshold to circumvent disclosure requirements just
prior to reporting periods.134 Further, the immutability of records provided by
blockchain technology may enhance transparency in beneficial ownership informa-
tion and improve audit procedures. Such transparency would lead to improved
regulatory compliance by obliged entities and reduced concealment of beneficial

128de Meijer (2020).
129de Long et al. (2017); Shust and Dostov (2020).
130See Bashir (2017), pp. 440–441.
131Ghiro et al. (2021); Konstantinidis et al. (2018); Lemieux (2016).
132Ølnes (2016).
133See Ghiro (2021), p. 13.
134See de Long et al. (2017), p. 4.
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owners that can present money laundering and tax-evasion opportunities.
Blockchain technology also provides the potential for a global register of beneficial
owners that facilitates sharing of beneficial ownership information between juris-
dictions previously unlikely to share records because of strict domestic secrecy
laws.135 Such an initiative may strengthen continuing global compliance and anti-
money laundering efforts. Arguably, though, for a global register to work effec-
tively, further regulatory guidance, legal precedent, and international political accord
are likely to be required.

6 Conclusion

This article has demonstrated how blockchain technology might be utilised to
support a trusted and transparent beneficial ownership regime. It is also evident
that a lack of corporate transparency is instrumental in shaping the emerging money-
laundering problem. It also seems reasonable to implement public registers of
beneficial owners to address a lack of corporate transparency, despite the many
moral, legal, and practical challenges governments face in doing so. Yet, publicly
available data on beneficial owners within registers is not enough; there should be
relevant verification infrastructure to check beneficial ownership data accordingly.

Blockchain technology offers a potential solution to these challenges. Blockchain
provides a decentralized ledger system that is both open and verifiable. The tech-
nology relies on multiple active participants across a collective peer-to-peer network,
without the sole command of a third party. The technology is well known for its
function behind bitcoin and other cryptocurrencies. However, blockchain is becom-
ing widely supported for other initiatives, where its technical infrastructure helps to
provide trust and transparency in various private and public sector systems. Such
technology could aid in authenticating beneficial ownership information listed on
central registers and provide better transparency and trust in the overall regime. It
could strengthen AML compliance and lower related costs by automating the
onerous and often subjective process of customer due diligence. Blockchain may
also allow updates in beneficial ownership to be monitored and help to improve how
beneficial ownership information is shared more globally. However, for such an
initiative to succeed, international governments must embrace its technological
merits and gain greater political desire to adopt blockchain as an effective tool in
addressing the lack of corporate transparency.

135de Long et al. (2017), p. 5.
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Abstract
Purpose – Money laundering poses significant challenges for policymakers and law-enforcement
authorities. The money-laundering phenomenon is often acknowledged as a type of “serious and organised
crime” yet has traditionally been described as a complicated three-stage process, involving the “placement,
layering and integration” of criminal proceeds. This article aims to reexamine the money-laundering concept
within the realm of organised crime and critique its legal underpinnings.
Design/methodology/approach – This paper explores how criminal actors collude in organised money-
laundering schemes to circumvent laws and frustrate the efforts of officials, while advancing the regulatory-
spatial paradigms of which organised money launderers operate. In doing so, it reframes the debate towards
the “who” and “where” of money laundering.
Findings – This paper argues that authorities’ efforts to combat money laundering relies on rigid legal
definitions and flawed ideals that fail to address themoney-laundering problem.
Originality/value – There has been little scholarly debate that questions the fundamental approach to
conceptualising money laundering. This paper proposes a new approach to combating money laundering that
better incorporates the actors involved in money laundering and the spaces in which it occurs.

Keywords Money laundering, Organised crime, Three-stage model, AML

Paper type Conceptual paper

Introduction
Money laundering is synonymous with the term “organised crime”. Indeed, many global anti-
money-laundering (AML) authorities acknowledge money laundering as a type of “serious and
organised crime” (Levi and Soudijn, 2020). Organised crime is a consequence of a public
demand for illicit goods and services, while the motives of organised criminals will often
require profiting from crime (Lord et al., 2018). Similarly, the purpose of money laundering
involves ensuring the criminal profits appear to have come from a legitimate source and
reinvesting those profits to further criminal enterprise (Albanese, 2021, p. 341). Money
launderers will be more prosperous if their activities are well planned and coordinated with
other like-minded individuals. They will also benefit through an ability to control financial
markets, to exploit loopholes in legal frameworks and circumvent rules governing money
laundering. Their desire will always be to avoid the detection of law-enforcement authorities.
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The process of money laundering is well documented in the literature as being an
abstract practice of washing “dirty” cash until the cash appears “clean”. Profit that was once
clearly tainted from organised crime is converted and disguised to increase its obscurity
within financial systems. This concept forms the basis of many authorities’ understandings
of how money laundering works and underpins the global fight against money laundering.
Moreover, the standard to deal with criminal problems, such as money laundering and
organised crime, consists of using criminal law to define the illegal activity and determine
the offender’s appropriate sanction (Faraldo Cabana, 2014, p. 14). However, international
agendas and legal frameworks have failed to properly appreciate two key aspects of the
organised money-laundering process: those involved and where it occurs. No prior research
has helped to reposition the fundamental AML framework towards these key aspects.

This article re-examines the AML framework and provides a legal critique and study
into its contemporary trends, while also acknowledging the significance of framing money
laundering within the realm of organised crime. It establishes several shortcomings of the
current approach to conceptualising money laundering. It argues that efforts to deal with
money laundering focuses too heavily upon an outdated understanding of the money-
laundering process and rigid legal frameworks that have failed to adapt to emerging trends
in money laundering and organised crime. Therefore, the article proposes a fresh approach
to combatting money laundering by offering a better insight into the emerging trends in
money laundering, the actors involved in money laundering, and the spaces in which they
operate. Through such an approach, AML community might be able to better execute
existing AML regulations at an operational level.

Anti-money-laundering framework
The concept of money laundering has been debated by academics and policymakers for
many years. Money laundering is far from being a new concept. The practice originates over
2,000 years ago when Chinese traders tried to transform the profits from illegal trading into
legitimate money to circumvent official rule (Morris-Cotterill, 2001, p. 16; Purkey, 2010,
p. 114). Organised criminals have always tried to find ways to re-use, hide and legitimise
their illicit wealth so they can enjoy a lavish lifestyle and further their criminal enterprise
(International Bar Association, n.d.). In doing so, criminals effectively achieve a successful
income from a position of corporate power. Italian mafia organisations, for example, have
conventionally chosen to manage similar businesses, such as casinos and restaurants,
through which they wield command to launder money (El Siwi, 2018, p. 126). American
mafias made the laundering of criminal proceeds a key function of their commands during
the 1920s’ Prohibition Era to conceal funds obtained through the sale of alcohol and other
illegal activities (International Bar Association, n.d.). An important purpose of money
laundering is to distance the proceeds from the criminal activities from which it originated
so as not to incriminate themselves.

Yet, government authorities have only recently taken interest in tackling money
laundering as a separate issue (Gilmore, 2011). Since authorities recognised the increased
profits made from drug trafficking during the 1980s, the need to confiscate criminal profits
became the focus of lawmakers and regulators towards a concerted effort to curb organised
crime. Money laundering was first proscribed as a standalone offence in the USA through
the passing of the Money Laundering Control Act of 1986 (Laptes�, 2020). Money laundering
was forefront of governments’ agendas during the 1990s as it was connected to efforts to
tackle drug trafficking and other organised crimes. Following the terrorist attack in the USA
on September 9, 2001, tackling money laundering became central to the West’s “war on
terrorism” (Alldridge, 2003). It has also since been outlawed in many other jurisdictions. The
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Proceeds of Crime Act 2002 in England and Wales lists several money-laundering offences
and defines criminal property as a person’s benefit from unlawful conduct. The Act
prohibits someone to acquire or conceal criminal property, or to arrange to do so on
another’s behalf, and provides police powers to confiscate criminal profits.

Critiquing the money-laundering process and framework
The process in which money is laundered has been subject to much debate. It has
traditionally centred upon a three-stage model of placement, layering and integration that
forms the foundation of governments’ understanding about the money-laundering process
(Gilmour, 2020; Hopton, 2009; Soudijn, 2016). Money laundering is typically represented as a
sequential practice that first involves illicit funds being placed into the financial system.
This placement may include cash simply being deposited into a bank account or funds being
transferred from one asset into another form of property held by a bank. The second stage,
layering, involves illicit payments in small amounts being deposited through numerous
bank accounts, or mixed with legally obtained payments or other assets to obfuscate their
criminal origins. The origins of the illicit payments are further concealed by using
fraudulent documents, anonymous shell companies and complex corporate structures. Illicit
payments are then integrated back into the legal economy for future reinvestment through
converting them into apparently legitimate returns, such as company stocks, real estate or
luxury boats or cars (Cassella, 2018; Irwin et al., 2012; Naheem, 2015a).

A great deal has been written that advocates money laundering occurring through this
three-stage process; consequently, many law-enforcement agencies and governments rely on
it as a model to direct their enforcement actions and to formulate AML policies (Soudijn,
2016). Money laundering is often referred as a way criminals can clean “dirty” money
through the wash cycle of “placement-layering-integration” to legitimatise criminal income.
For instance, the Financial Action Task Force (FATF), the intergovernmental organisation
that sets global AML standards, describes the money-laundering process in this way in their
numerous reports, and recommends that every country legislates for prosecuting money
laundering (FATF, 2021; Kemsley et al., 2022; Soudijn, 2016; Alexander, 2001). In addition,
the rhetoric used by many governments to describe money laundering is such that its
concept has become romanticised as a form of “serious and organised” crime (Levi and
Soudijn, 2020). Complicated case studies often compliment descriptions of money laundering
within such policy literature. This language is problematic because it implies money
laundering is a complicated process, when in many cases, in practice, it is quite simple.

Such descriptions of money laundering are also antiquated. As Levi and Soudijn (2020, p.
583) demonstrate the money-laundering concept originated during a period in the 1980s
when most payments were based on simple cash transactions. However, the methods that
launderers use today are numerous and varied, driven by advances in technology and
globalisation, and cannot be effectively represented by the conventional three-stage model.
Although cash is still widely used and is especially in demand in less developed nations,
cash transactions remain costly and less convenient for many than electronic payments.
Many money-laundering schemes, like trade-based methods avoid transacting in cash and,
instead, involve practices that manipulate value within trade invoices (Gilmour, 2022; Levi
and Soudijn, 2020; Naheem, 2015b). However, considering the anonymous nature of cash
transactions, it is worth noting that establishing an accurate volume of payments made
using cash remains difficult (G4S, 2018). This is not to imply that the role of cash in money
laundering is unimportant. Indeed, the anonymity of cash means laundered cash can
circulate freely within underground economies (such as Hawala) without being detected or
measured (Soudijn, 2016).
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This highlights a further significant flaw of the three-stage model: not all stages of the
model need to occur for money to be effectively “laundered”. Money laundering is often
described through the “placement–layering–integration”model, is as though this is the main
(and sometimes only) means for criminals to legitimise their income. This is often not the
case. Illegal cash obtained through street-level drug dealing that is hidden under floorboards
and intended for future drug investments, for example, do not become “placed” into the
traditional financial system. Yet, it is possible to legitimately spend that cash through cash-
intensive businesses, such as car washes, laundrettes and pawnshops, without using a bank
account. Such funds also do not need to be “layered” to be spent.

Other cases where money-laundering concept might not fit the traditional three-stage
model include informal value transfer systems (e.g. Hawala). These involve casual
agreements within a network of trusted people overseas acting as “financial service
providers” to transfer funds across jurisdictions without funds ever entering the formal
economy (Teichmann and Falker, 2021; van de Bunt, 2008). The intention here is not to place
or integrate any funds into the formal economy, rather, to transact via a familiar system,
which has been trusted and relied upon within specific cultures for many centuries.
Nonetheless, it could be argued that such systems still involve “layering” as they can help to
distance and obscure the origins of illicit transactions.

Finally, illegal funds do not need to be reinvested into other assets to be integrated back
into the traditional financial system. Rather, they can be simply spent through casinos and
nightclubs in extravagant style, and without caring to save those funds for future
endeavours (Levi and Soudijn, 2020, p. 583). Another example, as Cassella (2018, p. 496)
demonstrates, includes fraudulent investment schemes, whereby money is laundered
through future investments without involving any “placement, layering or integration” of
funds. For Cassella (2018) authorities should concentrate more on who is involved in money
laundering, than the methods in which the money is laundered. It is argued, therefore, that
the three-stage model of money laundering fails to consider the people involved, like the
actors that enable money laundering to flourish, while also ignoring the spaces in which it
occurs. Gaining a better insight into money launderers and their illicit markets is key for
authorities to properly challenge themoney-laundering phenomenon.

Furthermore, as the goal of money laundering is to disguise criminal profits to avoid
detection, there is a need to understand the scope of criminal activities that might lead to
funds being tracked by authorities. The study of money laundering ultimately incorporates
some discussion into the predicate crimes, which can tie money-laundering processes and
the launderers to their criminal origins. Financial motivated crimes, such as fraud and
corruption, are obvious predicate crimes to money laundering. However, it should be noted
that the AML regulatory landscape originates during the official curtailment on illicit profits
arising from drug trafficking during the 1980s. AML policies have consequently been
shaped from such beginnings. Pavlovi�c and Paunovi�c (2019, p. 223) note that 1988’s United
Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances,
which criminalised the laundering of criminal proceeds derived from drug trafficking, failed
to even acknowledge corruption crimes. The UN Convention against transnational
organised crime introduced in 2000 widened the scope of predicate crimes to include
terrorism (and the financing of terrorism), human trafficking, fraud and counterfeiting
currency, amongst others (Mugarura, 2011, p. 180). Further, reference to predicate crimes to
money laundering is detailed within Financial Action Task Force’s (2012)
Recommendations, which provides a comprehensive framework for how countries should
collectively tackle money laundering and terrorist financing.
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However, it may be the case that governments have given too much attention to
predicate crimes in criminalising money laundering. According to Korejo et al. (2021), an
overcriminalisation of money laundering has resulted from governments’ ill-defined
approach to the money-laundering concept. Many international definitions consider money
laundering to include any “proceeds of crime” focusing on income, property and illegal
activities. Indeed, money laundering often arises from many other criminal activities, and is
often closely related to its predicate crimes, as illicit wealth is reinvested for further criminal
endeavours (Financial Action Task Force, 2012; Rusanov and Pudovochkin, 2018, p. 22).
However, as Korejo et al. (2021) highlight, money laundering has expanded to encompass a
plethora of serious and transnational organised crimes that potentially represent a predicate
offence. The latest 6th EU AML Directive lists 22 offences, which include not only drug
trafficking, fraud, corruption, human trafficking and terrorism, but also, amongst others, tax
evasion, cybercrime, environmental crimes, arms trafficking, piracy, murder and serious
assaults (Council Directive 2018/1673/EU, 2018, pp. 26–27). For Korejo et al. (2021), the scope
of activities that potentially classify as predicate crimes to money laundering is too broad.
Although any crime can lead to their proceeds being laundered, governments’ strict
criminal-law approach to conceptualising money laundering is problematic: it takes a
narrow view towards money-laundering enforcement and fails to consider the actors
involved in money laundering or the spaces in which they operate. Before considering these
aspects, it is important to appreciate the challenges that money laundering presents to
authorities at both operational and strategic levels.

Challenges to combating money laundering
Money laundering presents unique challenges for government and law-enforcement
authorities. Money launderers continually refine and vary their operations to disguise the
source of their illicit proceeds, thus, effectively adapting to the authorities’ strengthening
AML efforts (Brown, 2016; Cassella, 2018; Naheem, 2015a). A main challenge for authorities
in investigating and subsequently prosecuting money laundering cases is, therefore,
tracing illicit proceeds. Authorities can also be thwarted by complicated legal due process,
deficient intergovernmental cooperation and a lack of political will, which hinder the timely
implementation of new AML regimes (Gilmour, 2020). The lengthy time taken for
governments to progress new AML laws and evolve enforcement actions often result in
money launderers discovering new ways to operate to frustrate government and law-
enforcement authorities (Turner, 2011). Combating money laundering is further complicated
through society’s increased globalisation.

Globalisation has increased the movement of goods and services, people and information
across borders and has made international travel easier (Otusanya and Lauwo, 2012;
Schroeder, 2001). The liberalisation of financial markets has led to less regulatory barriers
and easier cross-border trade (Otusanya and Lauwo, 2012). There was an estimated increase
of US$8tn in cross-border flow of capital between 1990 and 2016, with illicit money
accounting for 20% of this (Christensen, 2012, p. 331). Money laundering is enabled through
the vast amounts of international payments, numerous payment methods, improved
channels of communication and a better access to financial markets through which funds
can be laundered (Gelemerova, 2011; Menz, 2020). Despite the reliance on cash, the demand
for electronic payments is growing (Gilmour and Ridley, 2015). Emerging technologies, such
as prepaid access cards, peer-to-peer payment systems and other digital payments, provide
for faster payment and convenience, and allow money launderers to better exploit the
financial system (He, 2010; Simser, 2013). Similarly, trading in alternative payments, such as
cryptocurrencies, provides convenience and perceived anonymity compared to conventional
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financial systems. The internet and social media platforms have allowed criminals to better
communicate, while widening their reach across cultural limits and to many sectors of
society (Dolliver and Love, 2015). Globalisation has provided criminals better opportunities
to organise themselves and to shift illicit money quicker, thus, frustrating the ability of
authorities to detect their illicit activities.

Furthermore, the characteristic transnational and cross-border nature of money
laundering means authorities may find it more difficult to trace funds that have been
laundered overseas. Authorities may face several legal, moral and practical barriers to
combating money laundering or other financial crimes (Gilmour, 2020). Their struggles with
fragmented and sometimes obstructive AML laws within overseas jurisdictions are
worsened by complicated and lengthy legal or corporate processes (Gelemerova, 2011).
Overseas jurisdictions may have no legal obligation to assist foreign law-enforcement
authorities to investigate money laundering, unless bound by international treaties or other
mutual legal arrangements. Overseas jurisdictions may be reluctant or even deliberately
obstructive to safeguard their own investment and commercial interests (Gilmour, 2020,
p. 726). Therefore, law-enforcement authorities may lack vital access to data or intelligence
on money laundering, be unable to trace and recovery lost proceeds and miss opportunities
to prosecute offenders through criminal or civil law redress.

Towards a new anti-money-laundering framework
A multitude of individuals may become involved in money laundering activities for various
reasons. However, government and law-enforcement authorities often lack awareness, let
alone the expertise, to recognise and properly target potential money launderers.
Understanding who is involved in money laundering is also crucial to assigning criminal
liability. Although money launderers may not need to involve others in their endeavours
and decide to launder proceeds alone, this decision will largely depend upon several factors:

� the type of crime they are involved in;
� their purpose for laundering funds;
� the amount of funds to be laundered; and
� their ability to launder funds without those funds or themselves being detected by

the authorities (Levi and Soudijn, 2020, p. 610).

However, money laundering is typically an organised criminal activity, requiring
individuals who are well connected, and prepared towards a common goal. This goal may be
to pursue profit or power over others or illicit markets. Their purpose for laundering funds
may not be obvious to all involved. Yet, it will usually entail concealing illicit funds from the
police and other authorities.

Organised criminals will often exploit advances in technology and operate online where
the risks of being caught and the financial rewards are higher (Andr�as Nagy and Mezei,
2016). These cybercriminals are, questionably, less organised than the traditional mafia
gang – they seldom meet in person, might never meet in real life and will undertake their
activities remotely (Andr�as Nagy and Mezei, 2016; Stevenson Smith, 2015, p. 110). Yet, they
are highly skilled and flexible individuals (Andr�as Nagy and Mezei, 2016). Criminals can
launder money more easily through the internet because online payments are quick, vast
and can be anonymised, making it more difficult to attribute illicit funds to the individual or
trace funds to their source (Irwin and Turner, 2018). The use of blockchain technology and
rise of cryptocurrencies have enabled activities that are more anonymous than traditional
laundering methods, such as the transfer of funds through high-street bank accounts. It is,
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therefore, vital that authorities learn how online money launderers operate to better combat
the phenomenon.

Additionally, professionals will often be in prime positions to enable organised money-
laundering schemes. There is a growing body of important work focusing on “professional
enablers” that is providing greater insight into the dynamics of professional relationships within
money-laundering schemes (Benson, 2020; Lord et al., 2018, 2019). Professionals, such as lawyers,
accountants, bankers and others in the financial services sector can provide a cloak of legitimacy to
dodgy dealings and have expertise into the sort of intricate corporate methods that can conceal
corrupt acts (Levi, 2020, p. 103). Recent scandals, such as the 2016 “Panama Papers”, have exposed
the scale of offshore money laundering facilitated by professionals for wealthy clients (de Groen,
2017). As Christensen (2012, p. 333) alluded, the widespread abuse of the financial sector would be
impossible without the collective involvement of influential peoplewho understand and have access
to financial markets. Additionally, the use of complex corporate structures, such as multiple
offshore shell companies, helps to obscure the trail of laundered money from being detected by law
enforcement (Unger, 2017). Furthermore, the flawed “placement–layering–integration” model that
underpins global AML compliance programmes may serve to hinder efforts to combat evolving
instances of money laundering by misleading compliance officials who are entrusted to carry out
due diligence checks and report suspicious activities. Hence, professionals can create the means to
seem to complywithAML rules, while simultaneously enabling themoney-laundering objectives of
their criminal clients (Murray, 2018, pp. 223–224). Corrupt professionals might be wilful or even
complicit in enabling illicit schemes by exploiting imperfect AML regimes (Benson, 2020; Lord et al.,
2019).

Additionally, politically exposed persons (PEPs) pose a money laundering risk as they
are deemed vulnerable to corruption because of their political status and public profile
(Canestri, 2019). PEPs include anyone trusted with important civic duties –members of
supreme courts, parliament, state ambassadors, high-profile international company
directors, family members of politicians and potentially royalty [Financial Conduct
Authority (FCA), 2018]. There seems little international consensus surrounding PEPs,
with important international governmental bodies, such as the European Union, Joint
Money Laundering Steering Group (JMLSG), Wolfsberg Group and the FATF, all
differing in approach to defining them (Choo, 2008, p. 372). This also results in weak and
unreliable efforts to combating financial crime committed by or enabled through PEPs.
For Teichmann (2020), AML efforts have largely been ineffective in targeting PEPs
directly, because of inadequate legal frameworks that allow individuals to circumvent
money-laundering sanctions. Instances include unsuccessful unexplained wealth orders
and inconsistent customer due diligence compliance regimes (Gilmour, 2022; Moiseienko,
2022; Stephenson, 2017). However, according to Canestri (2009, p. 366), corrupt political
wealth is primarily hidden through the legal entities controlled by PEPs. Thus,
governments should strengthen legal mechanisms governing the corporates linked to
PEPs to better combat money laundering.

Better appreciation of the legal and corporate spaces in which organised money
launderers operate is also vital. These can extend from basic “street”-level criminal
operations through to more “high-end” professional money laundering. For Gilmour (2016,
pp. 5–7), international trade is fuelled by street-level criminal operations. The abundant
availability of cash to pay for goods and services provides cash-intensive businesses, such
as launderettes, night clubs, car washes and salons, the means through which money
launderers can operate (Gilmour and Ridley, 2015). Street-level businesses can be exploited
as vehicles for money laundering because they provide an ideal opportunity to introduce
illicit money into the legitimate financial sector (Gilmour, 2016, p. 5). Cash-intensive
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businesses are easy to create and run and are important trade outlets for local communities.
Yet, money laundering is not limited to basic street-level operations (Christensen, 2012;
Gilmour, 2016). It is also prevalent in highly structured commercial situations, for example,
banking, where practises are more organised (Christensen, 2012).

Recent offshore banking scandals have revealed the offshore space in which money
laundering can flourish. They have exposed the widespread and organised scale of the
banking sector to facilitate money laundering and other illicit activities through
offshore jurisdictions (Gilmour, 2020, 2022). These offshore spaces arise through their
favourable legal frameworks that welcome overseas investment and serve to loosen
cross-border trade barriers inherent in other jurisdictions. Many perceive these
locations to include tropical islands in the Caribbean, such as the British Overseas
Territories of Anguilla and the British Virgin Islands. They also involve major
Financial Centres, such as Hong Kong, Singapore, the City of London and Delaware,
USA. Such conditions and environments can create illicit markets emphasised through
criminal links that are either deeply territorial and structured, or purely constrained
yet adaptable to circumstances concerning illegal goods or services (Clark et al., 2021,
p. 248).

The emergence of freeports has furthered debate surrounding offshore money
laundering. Freeports act as depots situated within free-trade zones located inside a
jurisdiction’s geography, but outside its tax regulatory framework (Gilmour, 2022; Webb,
2020). Freeports are inherently secretive locations through which clients can trade and
benefit by lax trade regulations and strict privacy rules. There is ongoing concern over the
criminal risks that freeports present, with some claiming they provide an ideal platform for
facilitating trade-based money laundering and tax evasion (Financial Action Task Force,
2010; Moiseienko et al., 2020), whereas others (Lavissière and Rodrigue, 2017; Steiner, 2017)
argue, secrecy and confidentiality rules characteristic of freeports are essential for legitimate
actors to operate, adding that freeports benefit society by stimulating social and economic
growth and boasting global trade.

Such unique regulatory-spatial paradigms could be likened to the notion of “criminological
asymmetries” originally devised by Passas in 1999. Passas (1999) found that economic crime is
caused by various struggles and inequalities, termed criminological asymmetries, that exist within
political, cultural, economic and legal realms. These criminological asymmetries cause crime by
stimulating the need for illicit goods and services, through incentivising illegal conduct as people
and companies compete to control commerce, and by hindering law enforcements’ capability to
combat crime (Passas, 1999, p. 402). The effect of these criminological asymmetries is deepened
through globalisation (Passas, 1999). Dolliver and Love (2015) advanced Passas’s (1999) theory, by
demonstrating that criminological asymmetries are also prevalent within the realm of “cybercrime”,
where crime is enabled or reliant on technology. This is a logical extension of the notion offered by
Passas (1999), which is more relevant considering modern technological advances that enable
money laundering and organised crime.

Rather than only considering the simple “what” or “how” of money laundering,
incorporating the “who” and “where” is key to the global fight against money laundering.
Reframing money-laundering discourse in this way will help inform and broaden
authorities’ understanding of the money-laundering phenomena and help to address the
problem. Too much attention has focused on theorising about money laundering strictly
through legal means, which has resulted in authorities taking a limited approach to the
money-laundering problem. Understanding the actors and spaces connected with money
laundering is, arguably, as important as how the offence is defined in criminal law.
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Conclusion
This article demonstrates a need to reframe the money-laundering framework, by focusing
more on the actors involved, and the spaces in which money laundering occurs, rather than
simply describing its process. Drug trafficking has traditionally been viewed as the
archetypal predicate offence to money laundering; however, there now exist such a broad
range of potential predicate activities (Korejo et al., 2021). Governments have acknowledged
the money-laundering problem and acted to criminalise the offence. However, AML laws
still fail to adequately address money laundering because they remain underpinned by an
imperfect understanding of the phenomenon (Cassella, 2018; Gilmour, 2020; Laptes�, 2020;
Levi and Soudijn, 2020; Soudijn, 2016). The traditional “placement, layering and integration”
model is outdated and can no longer account for modern trends in money laundering, like
new offending methods advanced through technology and globalisation.

Furthermore, criminal actors involved in money laundering can be diverse and
cunning. Money laundering is an organised activity, whereby well-connected individuals
operate collectively to pursue power or control and are motivated to conceal illicit funds
from law enforcement. Professional intermediaries having specialised knowledge and
access to financial markets and corporate structures may become implicated in money
laundering (Benson, 2020; Christensen, 2012; Levi, 2020; Lord et al., 2018, 2019). It is also
worth noting that PEPs with high-profile public positions are also vulnerable to money-
laundering involvement, while corporates entities linked to PEPs are where much corrupt
wealth is hidden (Canestri, 2019; Teichmann, 2020). Understanding these individuals and
their associated money-laundering risks should underline and strengthen AML
frameworks.

This article also emphasises the importance of appreciating money-laundering spaces in
considering the phenomenon. Money laundering operates through both street-level and high-
end commercial realms. Street-level business settings are ideal conduits for illicit cash to
enter the financial system (Gilmour and Ridley, 2015; Gilmour, 2016), whereas, high-end
commercial realms, such as offshore overseas jurisdictions and freeports, offer favourable
environments for the money launderer because of their strict secrecy, limited supervision and
looser trading agendas (Gilmour, 2020, 2022; Webb, 2020). These locations may promote
crime by stimulating demand for illicit goods and services and fuelling competitive
commercial practices (Passas, 1999). The money-laundering framework needs updating, with
less focus on mere characterisations of its process. An improved approach is one that
incorporates the actors and spaces involved in the money-laundering process and that can
better deal with emerging trends. Understanding the “who” and “where” of money
laundering should help to broaden insights in better combating the problem that it presents.
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