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Abstract 

 

This research used Nigeria as an exemplar to examine the social, economic, and cultural 

characteristics of cybercrime and the impact of technology on cybercrime development, 

investigation, and prevention. A review of academic sources relating to cybercrime and cyber-

security around the world highlighted many gaps in understanding and this research was designed 

to start filling such gaps.  An exploratory research approach was used which comprised 300 

questionnaires completed by mainly middle-ranked employees in the public and private sectors 

affected by cybercrime. These were complemented by interviews with 15 professionals working 

in the area of cybercrime.  The questionnaires concentrated on a proper understanding of 

cybercrime, cyber-security and how it contributed to the different sectors. The interviews with 

professionals highlighted five major themes that help establish and understand the relationship 

between cybercrime, cyber-security and the use of technology. These results were combined to 

give a holistic picture of cybercrime and cyber security management. 

The research highlighted poor use of technology to combat cybercrime. It also noted a lack of 

communication and cooperation in both the private and public sectors when it came to managing 

cybercrime. There was a serious deficiency in keeping cyber-security measures up to date, 

especially in the public sector, instead of continuing to rely on traditional cyber-security policies. 

The private sector showed some promise in trying to update its strategies but continued to give 

more attention to government policies instead of making its cyber-security strategies more 

efficient.  

This research goes on to propose a socio-technical framework for combatting cybercrime. This 

framework is based on the premise that managing cyber-space should focus on understanding the 

relationship between cybercrime, cyber-security, and the use of technology. It provides proper 

management for the various aspects of cybercrime and the threats in Nigeria, taking into 

consideration the growth of new technologies around the world. This empirical research 

contributes to knowledge by presenting a comprehensive landscape to understand cybercrime and 

the use of technology in cyber-security.  
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This study is not only relevant to the cybercrime situation in Nigeria, it also proposes the adoption 

of many methods and strategies used successfully in developed countries such as the UK, USA, 

Japan, France, and Canada. Thus, this research has a wider application and contributes to cyber-

security strategies that could be implemented in many countries around the world, especially in 

developing countries, such as Nigeria where internet penetration has moved far faster than the 

general development of the country. 
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Glossary and Abbreviations 

419 Scams: The 419 scams, also known as the "Nigerian message" or "advance-fee fraud," is a 

section of the Nigerian criminal code. It refers to fax and Email spam that claims recipients will 

earn money (often millions of dollars or euros) simply by giving criminals information about their 

bank accounts. 

Action Fraud: Action Fraud is the UK's national reporting centre for fraud and cybercrime. If 

there is a scam, fraud, or any cybercrime activity in England, Wales, or Northern Ireland, the 

Action Fraud team is where such reports are taken. 

Airtel: Airtel formerly known as Econet is credited with becoming the first telecommunications 

service to launch in Nigeria on August 8, 2001, competing with MTN, which launched in August 

of the same year. 

Botnet: Botnets are computer networks that have been hacked and are used to carry out various 

scams and cyber-attacks. The terms "robot" and "network" are combined to form the phrase 

"botnet."  

Captology: Captology is a branch of psychology that studies how people are inspired or convinced 

while engaging with computer items rather than through them. 

CBI- Confederation of British Industry: This is a British organisation that helps improve 

policies for businesses around the U.K. Their contribution to British business helps build proper 

sustainability amongst British businesses.  

CBN- Central Bank of Nigeria: The CBN is Nigeria's supreme monetary authority. It is 

responsible for issuing the Nigerian Naira, retaining foreign currency reserves, and maintaining 

monetary stability. In addition, it serves as a lender of last resort for Nigerian commercial banks. 

It was enacted into law in 1958. 

Chi-square: A chi-square (χ2) statistic is a test that evaluates how well a model matches real data. 

CITS (Center for Information Technology Services):  UMB's Central Information Technology 

Agency is the Centre for Information Technology Services (CITS). Our goal is to treat UMB 
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students, faculty, employees, co-workers, and colleagues as valued customers. Excellence in 

service to the UMB community is our challenge and responsibility 

Cloud Computing: Cloud computing is the distribution of various resources, such as data, servers, 

databases, networking, and applications, over the Internet. 

Correlation: Correlation can be described as a relationship between phenomena or objects, or 

between mathematical or statistical variables, that tend to differ, be linked, or occur together in 

ways that are not expected by chance alone. 

Crypto-Currency: A crypto-currency is a digital or virtual currency that is protected by 

cryptography, making counterfeiting and double-spending nearly impossible. 

Cryptography: Cryptography is a method of using codes to encrypt information and 

correspondence such that only those who are supposed to read and process it can do so. The prefix 

"crypt-" denotes "secret" or "vault,” while the suffix "-graph" denotes "writing." 

Crypto-Malware: Crypto-malware is one of the most recent malware threats, and it's particularly 

tricky because it just needs CPU cycles to function properly. It's called a "silent threat" because 

the longer it goes unnoticed, the better for the suspect. 

CSDP- Common Security and Defence Policy: The Union's Common Security and Defence 

Policy (CSDP) allow it to play a leading role in peace-keeping operations, conflict prevention, and 

international security. 

Cyber-space: The term "cyberspace" refers to the virtual computer world, and more precisely, an 

interactive medium for facilitating online communication. In most cases, cyberspace consists of a 

vast computer network made up of several worldwide computer sub-networks that use the TCP/IP 

protocol to facilitate communication and data exchange. 

Data Mining: Data mining is the method of predicting outcomes by looking for anomalies, trends, 

and similarities in large data sets. You can use this knowledge to increase sales, cut costs, 

strengthen customer relationships, minimise risks, and more using a variety of techniques. 
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DDOS (Distributed Denial of Service): A distributed denial-of-service (DDoS) attack is a 

malicious attempt to interrupt a targeted server's, services, or network's regular traffic by flooding 

the target or its surrounding networks with unwanted Internet traffic.  

ECDP- Economic Co-operation and Development Recommendation: The OECD or Economic 

Co-operation and Development Recommendation is an international organisation that 

recommends policy coordination and an economic freedom market. 

ECOMOG- Economic Community of West African States Monitoring Group was a multilateral 

armed force founded by the Economic Community of West African States in West Africa 

(ECOWAS) 

ECONET: Strive Masiyiwa founded Econet in Zimbabwe in 1993. It was originally known as the 

"Enhanced Communications Network," but it was later shortened to Econet. It came to Nigeria in 

August 2001.  

EFCC- Economic and Financial Crime Commission: The EFCC is a Nigerian agency that 

focuses on crimes like money laundering, advanced fee fraud, identity theft, and so on. 

FCIID (Force Criminal Intelligent and Investigation Department): The Nigeria Police Force 

Criminal Investigation Department (FCIID) is the Nigeria Police Force's highest investigative arm. 

GDP (Gross Domestic Product): Gross domestic product (GDP) is one of the most common 

indicators used to track the health of a nation's economy. 

Globacom: Globacom Limited, popularly known as Glo, is a Nigerian multinational 

telecommunications company founded by Mike Adenuga on August 29, 2003. 

GPS Tracking: The term "GPS tracking" refers to the use of a global positioning system. It 

includes a network of 24 satellites in orbit and ground-based sensors that can pinpoint a person or 

object's precise position on earth. 

GSM (Global System for Mobile Communication): The European Telecommunications 

Standards Institute (ETSI) created the Global System for Mobile Communications (GSM) standard 

to define the protocols for second-generation (2G) wireless cellular networks, which are used by 

mobile devices such as phones and tablets. 
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Hacking: Hacking is the term used to describe activities aimed at compromising digital devices 

such as computers, smart phones, tablets, and even entire networks. 

HCI (Human-Computer Interaction): Human-computer interaction (HCI) is a multidisciplinary 

area of research that focuses on computer technology design and, in particular, the interaction 

between humans (users) and computers. 

IBM: International Business Machines Corporation is an American multinational technology 

corporation based in Armonk, New York, with operations in over 170 countries. 

ICPC- Independent Corrupt Practices Commission: The Independent Corrupt Practices and 

Other Related Offences Commission (ICPC) is a Nigerian federal Government agency tasked with 

receiving and investigating allegations of corruption and, where necessary, prosecuting the 

offender(s), as well as examining, reviewing, and enforcing the correction of corruption-prone 

processes and procedures of public bodies, all to eradicate corruption from public life. 

ICT- Information and Communication Technology: ICT is a wider term that helps describe 

information technology, which describes all types of online communication such as wireless, cloud 

computing, video conferencing, social networking, and so on. 

Inferential Data Analysis: Inferential statistics helps to make inferences (predictions) from the 

results. One uses inferential statistics to make generalisations about a population based on data 

from samples. 

INTELSAT: The International Telecommunications Satellite Organisation was the name given to 

Intelsat when it was established (INTELSAT). It was an intergovernmental conglomerate that 

operated and controlled a constellation of communication satellites that provided international 

broadcasting services from 1964 to 2001. 

Intrusion Detection System: An intrusion detection system (IDS) is a hardware or software 

system that monitors a network for malicious behaviour or policy violations.  

IoT (Internet of Things): The Internet of Things (IoT) is a network of objects, or "things," that 

connect to the Internet to help collect and exchange data with other devices or systems.  
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IRT (Intelligent Response Team): This is a department in the Nigerian EFCC that collect, 

investigate, and save all sensitive information related to fraud and other offences in Nigeria 

Kendal tau-b: Kendall's tau-b (τb) correlation coefficient (also known as Kendall's tau-b) is a 

nonparametric indicator of the strength and direction of association between two variables 

calculated on at least an ordinal scale. 

Linux Box: LINUX is an acronym that stands for Lovable Intellect Not Using XP. Linux is a 

multi-programming, multi-user operating system, which means it can be used by multiple users 

with different access rights and run multiple applications concurrently. 

Malware: Malware, short for malicious software, is a catch-all word for viruses, worms, trojans, 

and other malicious computer programs used by hackers to gain access to sensitive data. 

MTN: Mobile Telephone Network (MTN) is a multinational mobile telecommunications 

corporation headquartered in South Africa that operates primarily in Africa, including Nigeria. 

MTN is headquartered in Johannesburg, South Africa. 

NCA (National Crime Agency): The National Crime Agency (NCA) is the United Kingdom's 

national law enforcement agency. It is the UK's lead agency in the fight against organised crime, 

human, arms, and drug trafficking, cybercrime, and economic crime that crosses regional and 

international boundaries, but can also be charged with investigating any crime. 

NCCU (Nigerian CyberCrime Unit): This is a department in the Nigerian Police Force that is 

tasked with investigating all reported cyber-related offences 

NFIU (The Nigerian Financial Intelligence Unit): The Nigerian Financial Intelligence Unit 

(NFIU) is the central national agency in charge of receiving and analysing disclosures from 

reporting organisations, as well as producing intelligence for distribution to competent authorities. 

NITEL (Nigerian Telecommunication Limited): NITEL, or Nigerian Telecommunications 

Limited, was a monopoly telephone service provider in Nigeria until 1992 when the Nigerian 

Government passed the Nigerian Communications Commission Act, which allowed new entrants 

into the telecommunications industry. 
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NPF- Nigerian Police Force: The Nigeria Police Force (NPF) is designated by Section 194 of the 

1979 Constitution as the National Police with exclusive jurisdiction throughout the country. 

ONSA (Office of the National Security Adviser): The office is occupied by the National Security 

Adviser, who is a senior official in the President of Nigeria's cabinet. He/She oversees national 

security on behalf of the president and acts as the chief advisor on all matters critical to the 

country's survival. 

POS: The point of sale (POS) is where a product is moved from the vendor to the customer in a 

store. The term 'point of sale' is abbreviated as POS. 

Pro-active, Reactive, Active and Persuasive Framework (PRAP Framework): This stands for 

a suggested framework that can be adopted in mitigating cybercrime to help improve cyber-

security in Nigeria. 

PSFU (Police Special Fraud Unit): The PSFU is led by the Commissioner of Police – COMPOL 

(Currently, Ibrahim Lamorde (BSc, MSc), and its responsibilities include investigating and 

prosecuting serious and complex fraud cases both within and outside the country. 

Regression: A collection of statistical methods for estimating relationships between a dependent 

variable and one or more independent variables.  

Sand Boxing: A sandbox is an isolated network environment that mimics end-user operating 

environments in cyber-security. Sandboxes are used to execute suspicious codes safely without 

endangering the host computer or network. 

Scrubbing Centre: It’s a centralised data cleansing station that analyses traffic and removes 

malicious traffic such as (DDOS attacks, identified electronic bugs, and exploits). 

SMTP: The Simple Mail Transfer Protocol (SMTP) is an internet communication protocol for 

sending and receiving electronic mail. 

SPSS: SPSS stands for Statistical Package for the Social Sciences, and it's a statistical data analysis 

program used by a variety of researchers. 
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STATA: Stata is a general-purpose statistical software package developed by the Stata 

Corporation in 1985.  

Tailgating: Tailgating is a type of social engineering in which someone who is not allowed to 

enter a specific area enters by following closely behind someone who is. 

The Council of Europe (CoE): The CoE is a pan-European organisation with 47 members, 

including all 28 European Union members. One of the founding members was the United 

Kingdom. 

The Data Security Council of India (DSCI): Established by NASSCOM, is a not-for-profit 

industry body dedicated to making India's cyberspace safe, accessible, and trusted by developing 

best practices, standards, and initiatives in cyber-security and privacy. 

UX (User Experience): User experience design is a field that consists of the following concepts: 

Interaction design, information architecture, graphic design, usability, and human-computer 

interaction. 

Yahoo Boys: Yahoo boy (plural Yahoo boys) is a term used to describe a person who commits 

419 frauds. 
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Chapter One: Understanding and Mapping the Thesis 

1.1. Introduction 

Prior to the advancement of technology that gave birth to the current internet age, common 

mechanisms were employed to prevent crimes, e.g., burglary (Garcia, 2018). Local Authorities 

would work closely with citizens to raise their awareness; encourage the operation of 

neighbourhood schemes; educate communities on how to minimise burglary crime and remove the 

“it can't happen to me” argument from individuals’ perception of crime (Garcia, 2018).  However, 

crime has evolved with more illegal activities happening online due to the internet boom that 

started in the early 2000s (Odumesi, 2014a). Over the years, as the number of users of the internet 

has continued to increase, cybercrime has also increased, especially in developing countries 

(UNODC, 2013). This means there is a need for a serious conversation concerning how to better 

manage cybercrime since it is inevitable that technology will continue to expand. 

However, as the internet continues to grow and cybercrimes continue to surge, especially in 

developing countries, research has shown that there is a more holistic approach to dealing with 

cybercrime (Wall, 2016). Regarding its prevention, investigation, and prosecution, cybercrime 

poses new kind of challenges for societal partners, computer security specialists, legal 

professionals, information managers, ordinary citizens, and law enforcement agencies. It is 

therefore important for all societal partners, especially individuals, to become aware of cyber-

criminal activities in order to tackle their related harms and threats (Wall, 2016).  

According to (Wall, 2017), cybercrime as it is cannot be stopped, as there is no way to shut down 

cyberspace. Indeed, it is difficult to monitor every illegal activity that occurs online. Furthermore, 

in his argument, more legal measures alone are not the solution to policing cyber-space as cyber-

criminals continue to find loopholes around the law. He also highlighted that using more 

technology to help police cyber-space will not work as there is a need to adapt technology to 

different situations which require a lot of skill, constant updating, and proper awareness. He finally 

added that although cybercrime cannot be stopped, it can be properly managed, but this would 

involve the collaboration of major stake holders in cyber-space (Wall, 2017) 
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User groups like Banks, businesses, and insurance companies have tried to respond by 

implementing extensive and expensive controls to secure their information systems. However, 

many private individuals are unaware of the online threats they face, and many fail to take 

advantage of precautionary measures to protect themselves from online risks (Ibikunle, 

Orunta, Ike, & Dike, 2013). The underestimation of personal vulnerability is in keeping with crime 

research, which shows that individuals consistently underestimate their risk of becoming victims 

(Ibikunle & Eweniyi, 2013: Omoniyi, Shahrudin, Yusop, 2019). This is most likely because 

individuals suppose that they are not at risk, or that someone else is protecting them regardless of 

their actions (Ibikunle, et al., 2013). This online naivety could stem from the individuals’ false 

sense of confidence in their knowledge of computers, resulting in apathy towards taking 

precautionary measures.  

 1.2 Understanding the Structure of the Thesis 

In this thesis, the social, economic, and cultural characteristics of cybercrime and the impact of 

technology on its development, investigation and prevention are examined using Nigeria as a Case 

Study. This is because Nigeria has the largest economy in Africa (World Bank, 2017), the largest 

population (about 193 million (National Bureau of Statistics, 2016)), and continuous access to the 

internet. Thus, its continuous involvement with malicious activities online would naturally lead to 

serious problems in West Africa, Africa at large, as well as other countries and continents. In fact, 

it seems only a matter of time, if this has not already happened before these online malicious 

activities in Nigeria become very prevalent global problems.  

The focus of this research will be on the public and the private sectors, which form the main pillars 

of any society; particularly, when it comes to how well or how poorly a country is faring globally 

when it comes to cybercrime and cyber-security.  

1.2.1 Cyber-Security in the Public and Private Sector of Nigeria 

The public and private sectors play a key role in the stability of any economy. In a country like 

Nigeria, these two sectors are subject to a large amount of cyber-related attacks. It is thus important 

to review the methods available to tackle cybercrime there and what needs to be done differently 

(Ibikunle & Eweniyi, 2013: Omoniyi, et al., 2019). The main goals of this research are to 

understand the state of cybercrime in Nigeria; its impact on the Nigerian economy; how technology 
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is used in combating cybercrime; and how technology can be better used as a holistic and adaptive 

tool to help mitigate the impacts of cybercrime. To achieve this, it is important to understand the 

current cyber-security strategies used both by the Nigerian government and by the private sector 

in Nigeria.  

The term cyber-security has evolved over the years following the advancement and improvement 

of its technological driving force (Ibikunle & Eweniyi, 2013: Omoniyi, et al., 2019). These have 

led to arguments that insist on updating the component of cyber-security and the cyber-space based 

on the knowledge and the use of computer technology. Cyber-space refers to the boundless space 

known as the Internet. It refers to the interdependent network of information technology 

components that underpin many of our communication technologies in place today. Cyber-security 

can be described as the collection of tools, policies, security concepts, security safeguards, 

guidelines, risk management approaches, actions, training, best practices, assurance and 

technologies that can be used to protect the cyber environment and organisation and users’ assets 

(Omoniyi, et al., 2019).  

Organisation and users’ assets include connected computing devices, personnel, infrastructure, 

applications, services, telecommunications systems, and the totality of transmitted and/or stored 

information in the cyber environment. In other words, cyber-security can be broken down into 

three main parts, which are: 1) the use of laws and legislation to guide the activities of the 

cyberspace, 2) the creation of proper awareness that better informs the operators of the internet, 

and 3) the use of technology.  

Cyber-security measures strive to ensure the attainment and maintenance of the security properties 

of the organisation and users’ assets against relevant security risks in the cyber environment. 

Cyber-security is the body of rules put in place for the protection of cyber-space. However, as we 

become more dependent on cyberspace, we undoubtedly face new risks. Cybercrime refers to the 

series of organised crimes attacking both cyber-space and cyber-security (Lakshmi and Ishwarya, 

2015). The Nigerian economy (mainly the private and public sectors), which involves banks, 

insurance firms, schools, and government outfits like the Economic and Financial Crime 

Commission (EFCC) vitality and national security, increasingly continues to depend on an array 

of inter-dependent and critical networks, systems, services, and resources that are found and used 
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in cyber-space. Sophisticated cyber-criminals and nation-states present risks to the overall 

economy and security of nation-states.  

Furthermore, these threats are becoming ever more potent as the cyber-space has transformed the 

ways we communicate, travel, power our homes, run our economy and obtain government services 

(in both public and private sectors). All these calls for the need to expand the conversation on how 

to better secure the Nigerian cyber-space from cyber-criminals. Cyber-security is the body of 

technology, processes, and practises designed to protect networks, computers, programs and data 

from attacks, damage, or authorised access. In the computing or cyber context, the word security 

simply implies cyber-security. Ensuring cyber-security requires coordinated efforts from both the 

citizens of the country and the country’s information system (Lakshmi and Ishwarya, 2015). The 

threat posed by breaches in our cyber-security is advancing faster than we can keep up with. Hence, 

there is an urgent need to better understand what the Nigerian public and private sectors are doing 

in order to improve cyber-security; especially, in terms of a largely ignored aspect of the use of 

technology (Lakshmi and Ishwarya, 2015). 

Although Nigeria has policies and agencies, such as the Cybercrime Act 2015; the national cyber-

security strategy (see Section 3.7 for more details); and enforcement and intelligence agencies to 

monitor the use of the internet and curb its excesses, the country continues to rank amongst the 

worst nations when it comes to the management of cyber-criminal activities (Asadu, 2021). The 

main cyber-security strategy focuses on laws to monitor the activities of cyber-criminals. 

However, there is also a need to properly understand cybercrime in Nigeria and help contextualise 

how cyber-security (especially the use of technology) can be improved. 

1.2.2 The major groups involved in Cybercrime and Cyber-security in Nigeria 

(Research Gap)  

As technology has developed so have the definitions of computer crimes and cybercrimes. It has 

been argued that since computer crime may involve all categories of crime, a definition must 

emphasise the particularity, the knowledge or the use of computer technology (Ani, 2011; 

Awhefeada & Ohwomeregwa, 2020). Some of the earliest recommendations were made by the 

Organisation for Economic Co-operation and Development recommendations (ECDP) in 1986, 

where they included a working definition as a basis for the study carried out “Computer-related 
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crime is considered as any illegal, unethical or unauthorised behaviour relating to the automatic 

processing and the transmission of data”. Furthermore, the Council of Europe Recommendations 

of 1987 adopted a functional approach and computer-related crime was simply described as the 

offences enumerated and defined in the proposed guidelines or recommendations for national 

legislators. In the Council of Europe Recommendations of 1995 (Ani, 2011; Awhefeada & 

Ohwomeregwa, 2020) on Criminal Procedural Law, the term offences connected with Information 

Technology (IT offences or IT crimes). In this recommendation, IT offences are described as: 

‘encompassing a criminal offence, in the investigation of which investigating authorities must 

obtain access to information being possessed or transmitted in computer systems or electronic data 

processing systems. However, cybercrimes have gone beyond conventional crimes and now have 

threatening ramifications for the national security of all countries, even technologically developed 

countries, such as the UK and the USA. 

Prior to the empirical work of this project, the Department of Digital, Culture, Media, and Sport 

(DCMS) released a cyber-security breach survey conducted in the UK in 2018. In that survey, it 

was reported that about 43% of data breaches were reported by businesses in the last 12 months, 

19% by charities, and 38% from other sectors of the economy. The report also states that cyber-

security is a very high priority for directors, trustees, senior managers, and Government officials. 

The last part of the report talked about the percentages of formal policy the British Government 

has enacted to help mitigate cybercrime in the country, with business having a total of 27% of total 

laws being enacted; while charities take about 21% of the total laws, and other sectors form the 

remaining 52% of the laws.   

The cyber-security Breaches Survey is a quantitative and qualitative survey of UK businesses and, 

for the first time in this 2018 release, charities. The quantitative survey was carried out in winter 

2017 and the qualitative survey in early 2018. It helps these organisations to understand the nature 

and significance of the cyber-security threats they face, and what others are doing to stay secure. 

It also supports the Government to shape future policy in this area. What all this means is that even 

technologically advanced countries like the UK continue to suffer cybercrime and cyber-attacks 

due to the expansion of the internet and the continuous growth of technology. These have led to 

the continuous efforts by the UK Government to enact laws, engage cyber-security researchers 

and technical experts in the issues of cybercrime and cyber-security.  
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In terms of Nigeria, its economy depends heavily on oil and is one of the richest countries in the 

world in terms of oil exports (National Bureau of Statistics, 2020). However, the majority of the 

population still lives below the poverty line (World Bank, 2020). The “2019 Poverty and Inequality 

in Nigeria” report, released by the National Bureau of Statistics (NBS), highlights that 40 percent 

of the total population – almost 83 million people – live below the country’s poverty line of 

137,430 naira ($381.75) per year; and all other economic and social performance indicators 

continue to be poor. This has led to a serious lack of jobs, high crime rates, including kidnappings 

and ransom demands, and ‘cybercrimes. All these have continued to give the Nigerian State a bad 

name and bad image on the international stage.  

Although, there has been some upside to the state of the Nigerian economy, much of this was 

because of the deregulation of the telecommunication sector (more details in Section 3.12) and the 

emergence of mobile phone providers, a key achievement of the Obasanjo administration of 1999-

2007 (Agwu, 2013; Agwu & Carter, 2014; Suleman, 2016). Nevertheless, this achievement came 

with a big downside to the lack of proper education and awareness of the advantages and 

disadvantages of the internet (Agwu, 2013; Agwu & Carter, 2014; Suleman, 2016). Despite all the 

laws, legislation and policies, the expansion of the World Wide Web and the continuous growth 

of the internet, countries like Nigeria do not have enough jobs, especially for their young 

population. As a result, the tendency for cybercrime is high. Young people, especially, continue to 

seek out volumes of information to explore the unknown and communicate with virtually anyone, 

anywhere and at any time.  

There are over five billion internet users around the world (Internet world stats, 2021). Africa ranks 

second just behind Asia with 17.4% of the world population with access to the internet (Nwokorie, 

Njoku, Okolie, Odii, & Agbakwuru, 2020). In fact, most individuals in Nigeria have a mobile 

phone with internet access and are registered on social media platforms, such as Facebook, Twitter, 

WhatsApp, Yahoo mail, and Google mail (Sesan, Soremi & Oluwafemi, 2013; Tonye, 2018). This 

proliferation of the internet in Nigeria has come with unintended consequences and provided a 

haven for criminals. Cybercrime has remained a challenging issue despite increasing awareness 

and attention to addressing the menace in Nigeria and across the globe. For instance, Cybercrime 

accounted for about 43% of total monetary loss due to fraud in 2018. 
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Shehu, Endut, Akintoye, & Holt, (2014) suggest that the convergence of computing and 

communications, and the rapid growth of digital technology have brought immense benefits to 

society, but these benefits also come with greater risks both nationally and internationally. Today, 

many traditional crimes are now being aided or abetted via the use of computers, networks, and 

wrongdoing, previously never imagined, has developed because of the enormous capacities of 

information systems. Previous studies have focused on the causes and effects of cybercrime in 

Nigeria (Hassan, Lass and Makinde, 2012; Adesina, 2017); or about laws against misuse of 

computers (Maitanmi & Ogunlere & Ayinde, 2013; Ukasha, 2020). Such laws have focused on 

the financial costs and socio-economic effects of cybercrime (Sesan et. al., 2012; Tonye, 2018). 

Studies have also concentrated on cyber-criminals in Nigeria, commonly known as “419 

scammers”; a word coined from the Nigerian criminal code that penalises people from obtaining 

money under false pretences (Sesan et. al., 2013; Tonye, 2018).  

The country's cybercrime law, enacted in 2015, may not be sufficient to reduce financial 

institutions' vulnerability to these crimes, especially in the banking sector. The key can lie in 

enabling public-private partnerships and joint task forces. Electronic fraud and cybercrime cost 

Nigerian commercial banks a total of N15 billion (US$39 million) in 2018. This was a 537 per 

cent rise from the loss of N2.37 billion in 2017. In 2018, over 17,600 bank customers and 

depositors lost N1.9 billion to cyber fraud, a 55 per cent increase from the previous year 

(Ogbonnaya, 2020).  

Some of the statistics listed above have been as a result of the continuous expansion of the internet 

and birth of new technologies. This means there is a need to expand the discussion on the cyber-

security approach being used to mitigate cybercrime in Nigeria. With the help of the above 

statistics and current research literature, this study grouped the major target of cybercrime in 

Nigeria into two main targets, which are: 

• The Government (Public Sector) 

• User Groups (Private Sector) 
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Figure 1.1. The table figure above shows the major targets of cybercrime In Nigeria 

1.2.3 Aims and objectives of this research 

Aims 

This research will look to understand cybercrime in Nigeria, including the main types of 

cybercrime and the prevalence of these in Nigeria. It will also help investigate the existing 

technologies that are relevant to countering cybercrime in Nigeria. Finally, the research will 

investigate existing social-technical skills or lack thereof available to mitigate cybercrime in 

Nigeria and how these can be improved. 

Objectives 

• To carry out a detailed literature review on the state of art of cybercrime in Nigeria. 

• To carry out a detailed literature review on the socio-technical impact of cybercrime 

globally and in Nigeria.  

• To use mixed methods to collect data from the two main sectors of what makes up the 

Nigerian Cyber Community: The user group and the Nigerian cybercrime governing 

bodies.  

• To carry out thematic analysis to properly understand the data collected with the help of 

the Literature Review. 
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• To suggest a robust socio-technical framework that can help in the fight against cybercrime 

in Nigeria, based on data collected and analysis done, 

1.3. Reasons for Nigeria as Case Study 

Aside from the Nigerian position as one of the countries with the highest number of internet 

penetration in the world according to (Statista, 2021), Nigeria also dominates the world when it 

comes to cyber-related statistics from large numbers of cyber-related offences to high numbers of 

internet users. Plus, Nigeria dominates the world, mainly Africa, when it comes to cyber-related 

dominance, thus making them (Nigeria) a key player in understanding the cyber-space in Africa, 

and ultimately the world. This section helps highlight the importance of Nigeria to this research 

and its relevance in uncovering cybercrime and cyber-security around Africa.   

1.3.1. The proliferation of cybercrime and its long-standing history in Nigeria 

Ever since the public access to the Internet in the mid-1990s, the country has struggled to regulate 

and control its positive use. Nigerians have been allowed to access the internet and use it in any 

manner without any form of regulation. This high-handedness by the government has contributed 

to the volume and uptake of crime in Nigerian cyberspace. It is noted that most cybercafés in 

Nigeria became a hub for cybercriminals while the Nigerian government were not particularly 

interested in their activities. The weak regulation and the increasing penetration of technology 

have increased criminal activities. Thus, the Nigerian case is a viable case study to understand 

technology deployment in cyber security. 

1.3.2. The lack of public sector support in combating cyber crime 

The core focus and investment of the Nigerian government is on economic cybercrime. It makes 

the country care less for the other sophisticated and technical crimes that are evolving. This myopic 

focus has allowed the industry to grow with increasing potency in a way that is unpredictable. This 

lop-sided focus makes Nigeria a strong candidate and environment for this research. It will enable 

improved insight on the impact of incorrect profiling of cybercrime industry on the adopted cyber-

security implementation. Plus, in other climes the public sector helps provide the right environment 

for better cooperation between the private and public sectors to better improve the resources and 

methods used to combat cyber-related offences.   
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1.3.3. Lack of socio-technical solutions to help protect the cyber-space 

Nigeria has enacted a series of laws relating to cybercrime, most of which are highlighted in 

Chapter 3. However, most of these laws have either proven ineffective or less holistic at best. 

There is a need for better measures to help tackle the multi-faced nature of cybercrime. Most 

countries like the United Kingdom, the United States of America and China have adopted socio-

technical strategies to help mitigate the impact of cybercrime in their countries, which has led to 

innovative methods for reducing cyber-related offences. Chapter 2 section 2.3 highlights some of 

the major breakthroughs in socio-technical policies other countries have had in dealing with the 

various aspects of cybercrime.  

1.3.4. Limited technological countermeasures despite the proliferation of cybercrime 

Nigeria has shown limited investment in technologies that could prevent, or effectively mitigate 

cybercrime. The investment required for in-depth monitoring and regulating of cyberspace 

requires investment, which the Nigerian government is not making available. This affects the 

capability of open space for exploring these weak implementations in the Nigerian law 

enforcement agency (See Chapter 5 section 5.6 for more details). The limited resource 

implementation dwarfs every effort and shows the country as an effective case study to explore 

the impact of limited technology of law enforcement on the overall cyber-security strategy.  

1.4 Brief Explanation of the Research Approach 

The research makes use of the mixed methods system, combining quantitative and qualitative data 

sets to help explain the findings (for more details see Chapter four section 4.7).  The quantitative 

and qualitative data sets will be used in a sequential system (Creswell, 2014), where the 

quantitative sets of data will help put numbers to the main themes and findings around the different 

users’ groups, sectors, and Government agencies. The qualitative data set will help understand the 

main research themes – it will also help understand the cross-sectional themes, and the new 

emerging themes around the user groups and Government agencies.  

For the user groups sector, the quantitative data will be focused on the middle to general-level staff 

with the aid of questionnaires. These questionnaires will be divided into three main categories (see 

Chapter four section 4.7.2.1 for more details). The categories of the questionnaires will be: 
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• General questions about the profile and level of understanding of cybercrime of the 

participants. 

• Questions to help understand and the main prevalence, typologies, and the state of art of 

cybercrime in Nigeria. 

• Questions to help understand the technological impacts, strategies, and tools used to 

mitigate cybercrime in Nigeria. 

The first two parts of the questionnaires will be similar amongst the various user groups as the 

researcher intends to understand key concepts like the main themes, cross-sectional themes and so 

on amongst the user groups and Government agencies. The last part of the question will be 

designed to suit the sector being questioned. For instance, the technical questions asked in the 

banking sector will be different from the technical questions that will be asked in the 

telecommunication industry and so on.  

The qualitative data set will be gathered by the use of in-depth semi-structured interviews. The 

target of the interviews is to speak to IT professionals in the different user groups and 

Governmental agencies, to help understand the main themes that will emerge from the interviews. 

These methods and their findings will be used simultaneously to help structure and understand the 

research’s aims. After data collection, the researcher will analyse the data using a thematic 

approach based on the main aims and objectives of the research. 

The research will be exploratory as cybercrime and cyber-security are evolving aspects of research 

in Nigeria. As a developing country, the various aspects of cybercrime, concepts, and scope of 

cyber-security still require more in-depth research. The sampling style was snowball sampling; the 

reason for this is simply due to the hostile nature of Nigerians towards research. The snowball 

technique was best suited to access participants in the different sectors with the help of a 

gatekeeper.  

 Quantitative research Qualitative research 

Data collection 

method 

Questionnaires Semi-structured interviews 
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Table 1.1 Data Collection process for the Quantitative and Qualitative research 

1.4.1 Research Questions 

The following questions were put to respondents: 

• What is the current state of cybercrime in Nigeria? 

• Can cybercrime be tackled in Nigeria? 

• How can Technology help the Government and Commercial industries tackle cybercrime? 

• Should Technology be integrated with the current Policies and Legislation to help tackle 

cybercrime? 

• How can Technology help individuals better interact with technological infrastructures? 

1.4.2 Expected Outcomes 

The following outcomes were expected from the research:  

• An understanding of the state of art of cybercrime in Nigeria 

Data collection 

period 

 Jun 2018– Jan 2019 Jun 2018–Jan 2019 

Samples 300 responses 21 interviewees 

Respondents IT Managers, owners of SMEs, 

Students and Government officials 

- 15 private sector professionals and 6 

public sector officials 

Sampling strategy Discretionary sampling - Generic purposive sampling 

- Snowball sampling 

Analytical 

approach 

Statistical approach Thematic analysis 

Analysis method SPSS Software and Stata 

(SPSS Statistics 25) 

QSR NVivo Software 

(Version 12) 
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• An expanded argument about the need for a more robust techno-social approach to mitigate 

cybercrime in terms of the four proposed different types of technological systems. 

• To understand the current prevalence of cybercrime in Nigeria  

1.5 Summary of the thesis chapter by chapter 

Chapter 0ne: (Introduction) includes background information on cybercrime and a discussion of 

the broad situation in Nigeria. It also includes the Research Questions, Aims, Objectives, and 

contribution to knowledge. 

Chapter Two: (Literature Review Part One – Understanding the Relationship between cybercrime 

and Humans). This is the first part of the literature review, and it focuses on contextualising the 

aspects of cybercrime. This research will be focused on which is primarily the relationship between 

crime, computers and humans. 

Chapter Three: (Literature Review Part Two-Understanding Cybercrime and the Nigerian State): 

The second phase of the literature review focuses on understanding the current state of cybercrime 

in Nigeria. This will include sections such as the typologies, prevalence and major factors that 

contribute to the governance of cybercrime in Nigeria and Nigerian cyber-space. 

Chapter Four: includes Research Design, which is exploratory: the Methodology used; Mixed 

Method System: The Data Collection System (Quantitative and Qualitative). Data collection and 

Data Analysis will include contributions from key participants in two main groups:  The User 

Group (The critical Infrastructure group, SME’s, and Young People), and The Government (The 

Intelligence Agencies and The Law Enforcement Agencies). Data Analysis will be by themes. 

Chapter Five: This Chapter focuses on analysing the quantitative aspect of the data. This will 

involve the use of software such as Stata and other statistical software that has helped describe and 

explain the various themes emerging from the questionnaires. 

Chapter Six (Findings/Discussion) will include a detailed discussion of findings (Qualitative 

data), Based on data collected there will be a qualitative analysis carried out to help understand 

the findings from the user groups and Governmental agencies with the help of the NVivo software. 
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Chapter Seven: Based on data collection and analysis carried out, there will be framework 

suggestions that can help in combating cybercrime in Nigeria. This chapter will also include the 

relationship between the proposed framework and research findings 

Chapter Eight (Conclusion) will include recommendations for further research and limitations 

faced during the research. 

1.6 Summary 

Cybercrime is a growing problem in Nigeria its growing population and the likelihood of continued 

internet growth. There is likely to be an increase in cyber-related offences, leading to poor 

economic activity and overall global perception and confidence in the country. Due to the lack of 

sufficient data on cybercrime in Nigeria, this research adopted an exploratory research style to help 

uncover hidden details about Nigerian cyber-space. The aims and objectives help focus the scope 

of this research to understand cybercrime, cyber-security, and its main actors in Nigeria.  
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Chapter Two – Understanding the Relationship between Cybercrime, 

Technology, and Humans 

2.1. Introduction 

The literature review is divided into two parts. Chapter 2 sets the context for this study. It starts by 

understanding the term ‘Cybercrime’’, then it outlines the relationship between the three major 

concepts of this research: cybercrime, human behaviour, and technology. It moves on to talk about 

frameworks and strategies that have been deployed to help mitigate cybercrime around the world 

and how it helps to explain the strategies used in Nigeria. Finally, it looks at the key concepts that 

describe the evolution of cybercrime and cyber-security.  

2.1.1. Defining Cybercrime and Cyber-security  

A universally agreed definition of cybercrime does not exist. However, the terms ‘cybercrime,’ 

‘computer crime’, ‘information technology crime’, and ‘high-tech crime’ are often used 

interchangeably and can have both technical and legal meanings (Finklea & Theohary, 2015). 

Cybercrime refers to a crime related to cyberspace, computers, computer networks, and the 

internet. Although all now commonly use the term ‘cybercrime’, a serious problem that has always 

been encountered by researchers is that there is no unanimously agreed definition of this term 

(Finklea & Theohary, 2015). This situation is compounded by the fact that everyone seems to have 

an idea of what the term ‘cybercrime’ means. Although most researchers have found it very 

difficult to identify exactly what is meant by cybercrime, some scholars have argued that defining 

the term either too broadly or too narrowly creates unintended problems with the risk of creating 

a threat that never appears or missing the real problem when it occurs (Ibekwe, 2015). Other legal 

scholars have argued that a broad definition of the term is necessary because of its diversity and 

the rapid emergence of new technology-specific criminal behaviours (Ibekwe, 2015).   

Another issue that has made the global definition of cybercrime so difficult has been the constantly 

changing and evolving scope of computer-related crimes. (Gordon & Ford, 2006; Mabunda, 2017). 

The continuous expanding nature of technology has made offenders become more sophisticated in 

their criminality and broaden their acts toward new developments in computer crimes. This takes 

them outside the confines of the jurisdictional statutory definition of cybercrime and makes it more 

difficult for the procedural enforcement of cybercrime laws (Aslan, 2006; Ibekwe, 2015). In one 
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of the first comprehensive presentations of computer crime, the definition of computer-related 

crime was defined in the broader meaning as any illegal act for which knowledge of computer 

technology was essential for a successful prosecution (Parker, 1989; Wang, 2016). In 1983 

following a study on the international legal aspects of computer crime, computer crime was 

consequently defined as: ‘encompasses any illegal act for which knowledge of computer 

technology is essential for its perpetration’ (Schjolberg, 2008; Schjolberg, 2020).  

OECD’s Committee on Information, Communications, and Computer Policy (ICCP) (OECD 

1986) tried to give a working definition of cybercrime (computer-related crime) as any illegal, 

unethical, or unauthorized behavior relating to the automatic processing and transmission of data. 

Following the Proposal for an International Convention on Cybercrime and Terrorism by Stanford 

University (CISAC, 2000), cybercrime was defined as ‘conduct concerning cyber systems that are 

classified as an offence punishable by this Convention’; while a cyber-system was defined in the 

proposal as ‘any computer or network of computers used to relay, transmit, coordinate, or control 

communications of data or programs. Different countries have made their laws to help with the 

governance of their cyber-space, hence identifying what cybercrime means and how it can be 

controlled.  

In Australia, cybercrime has a narrow statutory meaning as used in the Cybercrime Act 2016 by 

criminalising activities such as hacking, virus propagation, denial of service attacks, and website 

vandalism. According to the Council of Europe (CoE), attacks against information systems also 

try to give a functional definition to cybercrime by defining computer-related crime ‘as including 

attacks against information systems as defined in this Framework Decision. However, the South 

African Electronic Communications Amendment Act 1 of 2014 defines cybercrime as any criminal 

or other offence that is facilitated by or involves the use of electronic communications or 

information systems, including any device, the Internet, anyone, or more of them. This seems to 

be an all-encompassing approach, as it tends to class every offence as cybercrime as far as it has 

been committed through the use of a computer device (Dana, 2014). This approach could also be 

attributed to the fact that South Africa is one of the two African signatories to the CoE Convention.  

More recently, the United Kingdom Home Office in their Serious and Organized Crime Strategy, 

published in October 2013, with an amended version in July 2020, tried to give a more functional 

definition to cybercrime and resorted to using an umbrella term to describe two distinct but closely 
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related criminal activities --- cyber-dependent crime and cyber-enabled crime. This definition 

appreciates the fact that cybercrimes are not only committed online but could start online while 

ending up offline. This is rather a very practical definition, which, though not very encompassing, 

however, tries to illustrate that there might be differences between cybercrimes and cyber-enabled 

crimes.  

As defined by the UK Home Office, (McGuire & Samantha., 2013), cyber-enabled crimes are 

traditional crimes, which can be increased in their scale, or reach, by the use of computers, 

computer networks or other forms of Information Communications Technology (ICT). These acts 

include the spread of viruses or other malware, hacking and distributed denial of service (DDoS) 

attacks (Kirwan, & Power, 2013). The definition of cybercrime as applicable in the United States 

takes a relatively broader view of the behavioural constituents of crime committed through the 

computer and cyberspace. 

The United States Code criminalises various conducts relating to the use of computers in criminal 

behaviour, including conduct relating to the obtaining and communicating of restricted 

information; the unauthorised accessing of information from financial institutions, the United 

States Government, and “protected computers”. The unauthorised accessing of a government 

computer; fraud; the damaging of a protected computer resulting in certain types of specified harm; 

trafficking in passwords; and extortionate threats to cause damage to a “protected computer”. The 

United States Department of Justice also defines “computer crime” as “any violations of criminal 

law that involve knowledge of computer technology for their perpetration, investigation, or 

prosecution” (Keyser, 2003; Jakobi, 2013). This definition seems to have been transplanted in the 

Nigerian Cybercrime Act 2015 which adopts a broader perspective of cybercrime definition by 

stating that cybercrime offences could not only be committed through substantive means but could 

be committed even while trying to investigate an already existing offence.  

The various definitions above highlight the persistent problems and issues on the notion of 

cybercrime more so, when these various diverging definitions are from countries that have 

subscribed to the Council of Europe’s Convention on cybercrime. For all the various definitions 

and terminologies adopted by various bodies and countries, there seems to be a broad consensus 

as to what these terms encompass. This involves a three-stage classification, as summarised by the 

US Department of Justice: 
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 1. Crimes in which the computer or computer network is the target of criminal activity. For 

example, hacking, malware, and D-DoS attack.  

2. Existing offences where a computer is a tool used to commit the crime. For example, child 

pornography, stalking, criminal copyright infringement, fraud, and forgery offences.  

3. Crimes in which the use of the computer is an incidental aspect of the commission of the crime 

but may afford evidence of the crime. For example, addresses found in the computer of a murder 

suspect, or phone records of conversations between offender and victim before a homicide. In such 

cases, the computer is not significantly implicated in the commission of the offence but is more of 

a repository for evidence (Clough, 2010; Clough, 2015). 

2.2. The Relationship between Humans, Computers and Cybercrime  

2.2.1. Humans and Cybercrime 

Since the 1990s, researchers have been discussing the differences between traditional crimes and 

cybercrimes.  David Wall (1998) argued about the novel nature of the internet and the increase of 

human reliance on the use of technology for day-to-day activities. He also spoke about a possible 

increase in crime due to the reliance on technology. Furthermore, he tried to group the various 

types of cybercrime calling some cyber-attacks ‘old wine in a new bottle’. This meant it was the 

same trend of crime using a different medium. The other group of cyber-attacks that have total 

reliance on the use of the internet, such as hacking, and the use of malicious software for computer 

intrusion, can be referred to as ‘a new wine in a new bottle’. However, that was not enough to 

explain all the different aspects of cybercrime, including the fact that access to the internet is 

possible for everybody. This means there is a great increase in the number of targets and victims, 

as well as an increase in anonymity provided by virtual spaces.  

Other researchers, such as Grabosky (2001) also described cybercrimes actors as: 

                 Driven by time-honoured motivations, the most obvious of which are: greed, lust, 

                 power, revenge, adventure, and desire to take what does not belong to them. None 

                 of the above motivations are new, what’s different to all other traditional crimes is  

                 the medium used which is ‘Technology’ (Grabosky, 2001).  
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Grabosky (2001) went on further to say that traditional criminology theories need to be looked at, 

in order to better accommodate the utilities of cybercrime. Over the years, the literature of 

criminological theories has been focused on cybercrime offenders, and cybercrime victimisation, 

and thus leaving a huge gap for cybercrime prevention. Furthermore, on the inputs above, David 

Wall (2015) went on to argue that there seems to be a common agreement concerning the impact 

of the internet on criminality, but no one seems ready to have a conversation about how this can 

be tackled. Even though there has been a lot of discussion concerning the fact that criminality 

continues to increase with the aid of networks and computers, there hasn’t been a resolution on 

how to better understand the prevalence of cybercrime. Even more perplexing is the disparity 

between the estimated hundreds of thousands of events and the comparatively few known 

prosecutions. This raises the question about existing theories, policies and methods deployed in 

the past to help solve cybercrime. 

 

All this means that there is still a gap in these theories explaining how technology and the 

environment can influence human behaviour when it comes to cyber-related offences. All of these 

theories were developed before the internet became a major tool for everyday life. As a result, the 

theorists at that time did not consider the nature of the internet and how it would evolve. Moreover, 

with the rapid growth of the internet today and the widespread use of social media platforms, 

criminological theories need to be adjusted to help form new and improved literature that can better 

explain cybercrime and its aspects today. The next section helps itemise some of the major 

criminological theories, (such as routine activities theory, deterrence-rational theory, social 

construction theory and social control theory) and how they have continuously failed to 

accommodate the various aspects of cybercrime.   

 

 

Figure 2.1 Show the relationship between humans and traditional crime 
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Although there are studies such as the routine activities theory of Cohen and Felson, (1979) who 

tried to explain the interaction between victims, offenders and guardians of the virtual environment 

(Routine activity). There is still a need for more thinking when it comes to understanding the skill 

set, types of technology tools and methods deployed, and the difference in location these crimes 

occur. In 1969, Travis Hirschi introduced a theory to criminology known as the Social Bonding 

Theory, more recently known as the Social Control Theory (Crawford, 2014).  

The theory helps explain one of the three main sociological views in contemporary criminology, 

which is the social control method of explaining crime (Crawford, 2014). Control theorists think 

that socialisation produces and maintains compliance with societal rules through relationships with 

people and organisations, such as family, friends, schools, and workplaces. This theory completely 

neglects the impact technology plays, despite that fact that technology plays an integral role in 

cyber-related offences (see Section 2.2.2 which helps explain the relationship between technology 

and cybercrime).  

Another criminology theory that completely omits the existence of technology deployment in 

criminal activities most especially cyber-related offences, is the deterrence-rational theory. The 

present version of the rational choice theory (RCT) is most likely found in a paper written by Nobel 

Laureate economist Gary Becker (1968). Criminal activity, according to RCT, is no different from 

non-criminal behaviour in that it is conduct that people choose to engage in (i.e., they are not 

pushed or forced to commit a crime),  and the reason that they choose to commit the crime is that 

they think it will be more rewarding and less costly for them than non-criminal behaviour 

(Wortley & Sidebottom 2017). The theory mainly focuses on understanding and explaining 

criminal and non-criminal behaviour, with no attention given to technological deployment used in 

cyber-related crimes. 

Another theory that excludes the conversation on technology and its impact on cyber-criminal 

activities is the social construction theory. The main focus of the social construction of crime, as 

a result of its amplification by social reaction, is that career criminals become engulfed in coping 

with the stigma of a criminal identity, which may eventually lead to their embrace of that socially 

constructed identity through an identity transformation. This theory talks about the coping 

mechanism used by criminals to adjust to the current social constructor created by their act. The 

theory completely neglects the impact of technology and the role it plays in criminal activities.   
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2.2.2. Technology and Cybercrime 

Technology plays a very important role in society today, with the invention and widespread use of 

devices like mobile phones, tablets, and smart wristwatches. These devices have always been 

connected via Bluetooth, infrared connection and now the internet. In recent times, we have what 

is known as the Internet-of-Things (IoT), where television sets, household appliances, and even 

heating facilities are controlled with our phones via the internet. Accordingly, the relationship 

between humans and technology has evolved (Wray, 2014). With the rise of cybercrime offences 

and technology-enabled crime, there is a need to look at the methods used to combat this problem. 

There is a criminological approach used to address a range of cyber-attacks, however, this 

approach has not been able to cover the various aspects of cybercrime. To better understand the 

state of cybercrime, there is a need for more knowledge on which are the main causes of this 

problem, its typologies, how to better investigate the problem and; more importantly, what 

methods can be used to better reduce its impacts. Nevertheless, there is a need to understand the 

relationship between technology, humans, and cybercrime, before we look into the various aspects 

of cybercrime. 

Technology has not just affected every aspect of our day-to-day lives; it has also influenced how 

we think and views the world around us. Nowadays we use technology when we go shopping, and 

when we communicate. These days more information is shared around digital devices and digital 

environments. For instance, companies and industries pass information faster through the use of 

social media platforms, such as Facebook and WhatsApp. What this means is that human 

behaviour will continue to change as long as technology continues to evolve. The influence of 

technology on human behaviour can be better understood by sociological research, for instance, 

according to Odum (1937) and Holt & Bossler (2015), the way humans behave in their day-to-day 

life is structured by the “folkways’’ or “norms for routine social interaction’’. It was discovered 

very early that technology plays a key role in how humans go about their daily activities. He coined 

a phrase called “Technicway’’ which simply refers to the process of how human behaviour changes 

with the evolution of technology (Odum, 1937; Holt & Bossler, 2015).  

Although Odum’s work was cantered on the evolution of technology in farming, his concept can 

be used in this modern era to explain how humans react to the evolution of technology (Parker, 

1943 & Vance, 1972; Holt, Bossler, & Seigfried-Spellar, 2017). Essential technologies change the 
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folkway of society such as how to conduct business, institutionalise and communicate fundamental 

changes within society. The “Technicway’’ of society also helps us understand that humans have 

different behaviours and thus will relate differently with the technology around them. People are 

influenced differently, depending on a range of things, some of which are: age, gender, race, and 

economic status. For example, in a country with a stable economy where unemployment figures 

are low, social amenities are adequate and proper education is made available, therefore the 

tendency of cybercrime attacks will be low.                   

2.2.3. Human-Computer Interaction (Technology and Humans) 

All technological tools can be used either positively or negatively, depending on the person using 

them, or the purpose for which they are used. This assertion leads to the next line of reasoning, 

which is how humans relate to computer systems popularly known as Human-Computer 

Interaction (HCI). The term Human-Computer Interaction (HCI) was first adopted in the mid-

1980s in an attempt to discuss and explain a new field of learning (Preece, Rogers, Sharp, Benyon, 

Holland & Carey, 1994; Franssila & Okkonen, 2013). Although there is still no agreed definition 

of HCI, some researchers have helped contextualise what it means and the breadth of the topic. 

According to Beaker and Buxton HCI was described as a set of processes, dialogues, and actions 

through which individuals interact with a computer (Beaker & Buxton, 1987; Felice, 2018). But a 

wider characterisation of HCI was given by Sigchi in 1992; when he said ‘Human-Computer 

Interaction is a discipline concerned with the design, evaluation, and implementation of interactive 

computing systems for human use and with the study of the initial concept’ (Sigchi, 1992; 

Abousaif, 2021). In the early days of HCI, attempts to correctly understand how computers can be 

better developed for end-users to relate to it accurately were limited to system developers using 

good intentions. Nevertheless, with the rapid change of the underlying technology, these different 

areas of study continue to raise areas that require more research in understanding the different 

trends in cyber-activities. 

Some of these conflicts include the definition of HCI, how can HCI be applied which ends up 

making HCI design a rich and challenging phenomenon (Schroth, 2017). Today's high-tech 

companies believe that technology should be built around the user, and often have entire teams 

allocated to this effort. In software development, this is commonly called user experience or UX, 

which is another name for the study of HCI. UX teams consider users, tasks, and context to guide 
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the development of a simple and user-friendly user experience. They measure suitability regarding 

speed, efficiency, learnability, memorability, and user preferences. HCI has aided in the 

development of keyboards as well as mobile operating systems that support touch screens (Crant, 

2000; Schyff & Flowerday, 2019). 

In one study performed by Facebook Corporation, researchers found that users were more 

informed by using simple privacy controls in apps like Farmville and Candy Crush than by reading 

the Facebook privacy policy (Crant, 2000; Schyff, & Flowerday, 2019). This is because the 

experience of configuring a small list of options within a game is much simpler and more user-

friendly than reading a long document full of legal and technical tools. It is evident from this study 

that to apply adequate security/privacy controls, it is imperative to understand how users interact 

with a system, a study of people, processes, and technology (Crant, 2000; Schyff, & Flowerday, 

2019).  

 

Figure 2.2 shows how a piece of technology equipment can affect how a human behaves. 

2.3. Cyber-security policies and their strategies 

Prevalent in recent times are businesses, establishments, initiatives, organisations, or nations as 

the case may be, creating and being governed by policies and strategies, applicable to all spheres 

of their operations and spanning their expected lifetime. These may often exist as documents, 
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which serve as guidelines to be followed in all situations, whether favourable or unfavourable, 

expected, or unforeseen. Policies and strategies act as developmental frameworks 

characteristically crafted by key policymakers and top executives of an organisation and meant to 

be austerely adhered to, regardless of immediate or impending situations, having been developed 

for these purposes (Unal, 2016). The success of any organisational initiative is dependent on the 

immediate goals set to achieve as well as the methods prescribed and adopted with which to 

achieve such goals. 

It is imperative that amidst several existing government concerns, the issue of cyber-security is 

one whose relevance should be given utmost attention. Currently, cyber-security considerations 

are inevitably gaining global attention. Having such relevance, concerned policymakers, 

governments and stakeholders cannot help but cautiously craft guiding principles in the form of 

policies and strategies with which issues of cyber security are meant to be governed (Unal, 2016). 

Jointly, a purposeful and operational cyber security policy and strategy would facilitate the 

attainment of a reduced possibility of successful cyber incidents on a national level. It would 

provide a country with the capacity to prevent such attacks and swiftly address them in the event 

of their occurrence. It also would represent international equality thereby fostering cooperation 

amongst countries in areas of security and development.  

According to Godwin and Nicholas (2013), cyber-security frameworks and policies’ attempts at 

combining a multiplicity of guiding principles lead to actions that would address cybercrime and 

other related offences. However, despite the importance of cyber-security frameworks and how 

they can help society mitigate cybercrime in their everyday lives, one must consider how these 

frameworks will be created. What this means is that cyber-security frameworks are mostly policy 

based have a general tone as to how cybercrime should be tackled across the various sectors in the 

country. And so this research proposes a technological framework that can tackle the different 

aspects of cybercrime while considering the differences in the needs of the various sectors (see 

Section 7.3).   

2.3.1. Cyber-Security frameworks and their relevance in Nigeria 

Technological advancements have resulted in the attainment of a variety of remarkable milestones, 

many of which are in the area of Information and Communication Technologies. Over the past few 

decades, further research and development have led to the discovery of innovative computer 
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technologies, which have enjoyed widespread adoption worldwide. The massive infiltration of 

computerisation in modern times has increasingly left the world heavily reliant on computer 

technologies and networks (Osho & Onoja, 2015). This can be seen in several facets of human 

civilisation including, but not limited to, banking, education, commerce, business, healthcare, 

socialisation, and communication, which have metamorphosed from previously adopted 

conventional modes of operation to computerised techniques enjoying unprecedented acceptance 

levels. The widespread adoption of these technologies has blazed like wildfire and Nigeria as a 

nation has not been left out of those favourably engulfed in its flames.  

The country has, in the 21st century, been one of the major consumers of information technologies 

in Africa and can comparably match several other consumer countries in Europe and the Americas. 

A reflection of this can be seen in the high rate of foreign-based information technology giants 

establishing branches, as well as the growing amount of indigenous technology firms in Nigeria. 

Nonetheless, articulated to the widespread use of these technologies are several downsides; one of 

which is the commission of crime with the aid of these technologies. The coherent existence of 

crime and criminality with human existence has resulted in the adoption of ICTs in the commission 

of a variety of crimes, thanks to the interwoven nature of human existence, crime and technology 

(Odumesi, 2014a). Computer crimes and cybercrimes, whose commissions have proven highly 

prevalent in modern times, are in actuality, not more than digitalised versions of their conventional 

equivalents, operational in cyberspace.   

Conventional crimes can easily be curbed via physical measures involving detection, investigation, 

apprehension, and prosecution, adopting traditional methods requiring the use of physical 

techniques. However, when these crimes become digitalised, severe complications arise, making 

the solutions cumbersome or in some cases, infeasible to find. The digitalisation of crimes has 

presented law enforcement agencies with mutations in conventional crime, resulting from the 

technicalities involved, advancements in crime commission methods, increased anonymity, and 

reduced possibility of successful criminal profiling amongst others (Guntay, 2015). Hence, 

traditional methods of solving crimes have become unhelpful with the computerisation of these 

crimes.  

Overwhelmed by the activities of cybercrime perpetrators, several countries, international 

organisations, and initiatives have elevated issues of cyber security to the national level, reflecting 
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its importance as a national security issue. Having a massive presence as an active participant in 

cyberspace, Nigeria is not left out as it has recorded its fair share of cybercrime incidents. Known 

for having a reputation of being a haven for the commission of computer-aided advanced fee fraud, 

Nigeria’s cybercrime statistics are high and climbing. Long-term commission of these crimes has 

left Nigerians and foreigners alike overly cautious to the extent that where legitimate interactions 

of all forms originating in, or concerned with Nigeria and across cyberspace, are now characterised 

by increasing disbelief (Odumesi, 2014a).   

 Being an issue of national priority in Nigeria, cyber security is now elevated to the level of being 

handled by authorities like the Office of the National Security Adviser (ONSA), and law 

enforcement agencies like the EFCC (Economic and Financial Crimes Commission), ICPC 

(Independent Corrupt Practices Commission) and NPF (Nigerian Police Force). A reflection of 

these could be seen in the presentation of the National Cyber Security Policy and Strategy drafts 

by the above-mentioned office ONSA (Office of the Nigerian National Security Adviser) (Osho 

& Onoja, 2015) What better results could these documents provide in terms of functionality and 

applicability to the Nigerian environment than those arrived at after a critical analysis of the 

developmental framework prior to its implementation.  

Nigeria is interestingly at a defining moment in the establishment of a cyber-security policy and 

strategy framework. This is only an aspect of the numerous processes in their developmental stages 

concerning national security. In 2013, the President assented to the Nigerian Cyber Crime bill by 

the President. In June 2014, the National Cyber-Security Policy and Strategy drafts were officially 

presented at a symposium held in Lagos characterised by an unrestricted borderless nature; the 

importance of security policy implementation through standardised and functional strategies in 

securing cyberspace cannot be overemphasised (Osho & Onoja, 2015). This explains why the 

Government of Nigeria has continued to solicit the active support, participation and contribution 

of stakeholders from relevant sectors towards achieving increased national cyber-security.   

The main objective of this section is to perform a critical comparison of the Nigerian Cyber 

Security Policy and framework to other frameworks and introduce a more robust approach that 

can be adopted to help block the loopholes of the current strategy. To achieve this, this study will 

be reviewing the focus and importance of cyber security policies and strategy development. The 

researcher will also discuss the cyber-security policies and strategies used in more developed 
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climes (Osho & Onoja, 2015). The researcher will then harmonise the examined frameworks, 

extracting peculiarities amongst them. Furthermore, the Nigerian National Cyber Security Policy 

and Strategy is evaluated in light of these harmonised frameworks. Finally, this study will be 

introducing a more technologically driven framework that can help, in the context of Nigeria, 

mitigate the impact of cybercrime and cyber-attacks.  

2.3.2. Cyber-security Strategies adopted around the world and their focuses 

Cyber security has, in recent times, steadily and undoubtedly gained a global stance when viewed 

on an international spectrum. This results from its potential benefits if addressed appropriately and 

consequently, possible destructive corollaries if neglected on a national scale. Owing to this is the 

elevation of issues regarding cyber security as critical national concerns, having topmost priorities 

in several countries across the world. This had led to the sprouting of national cyber-security 

strategies the world over, as observed in several countries across all continents. These strategies 

are seen to have been analysed in an attempt to deduce their strengths and weaknesses alike. 

Cutting across various national platforms, examinations into the analysis of some national cyber-

security strategies are included in this section.  

The Data Security Council of India (2013) and Watanabe (2013) both acknowledged the presence 

of threats posing national security risks in India and France respectively. The DSCI analysed the 

Indian strategy from a market-driven versus regulatory approach. This approach was broadly 

criticised for such reasons as shortfalls in voluntary efforts by the private sector in guaranteeing 

national security requirements. However, this method was adopted and encouraged by a 

multiplicity of countries including the United States. Watanabe (2013) on the other hand, examined 

the cyber-security strategy of France from a military and national defence perspective, being 

reflective of its capabilities, responsibilities as well as prospects towards enhancing national cyber 

security. He emphasized that the French national cyber security white paper serves as an adaptation 

means to recent evolutions in a strategic environment.  

By this analysis, the military roles and capabilities in enhancing cyber security as stipulated by the 

white paper were acknowledged but faulted for France’s lack of critical equipment and budgetary 

constraints in meeting these objectives. Also, explained was the white paper pointing out France’s 

key position in security and defence, but this was criticized as operations of the European Union’s 

Common Security and Defence Policy (CSDP) has in recent times, been observed to lack political 
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will. Şentürk et al. (2012) and Nitta (2013) in close correlation with Watanabe (2013) admitted the 

important global role played by the United States in enhancing cyber security. In their analysis of 

the Turkish cyber security strategy, Şentürk et al. (2012) submitted that the United States national 

cyber-security strategy is seen to be the most examined amongst others, indicating the country’s 

lofty cyber-security global relevance. 

 In explaining the importance of cyberspace, they reiterated a statement by the UK Cabinet Office 

in 2009, which highlighted the country’s understanding of the security of her national cyberspace, 

in the 21st century, as indispensable for national prosperity and safety. Though viewed also from 

a military perspective, their analysis differed from that of Watanabe (2013). It prescribed methods 

to be adopted by a national cyber security strategy being approached by a target country with a 

Deter-Disarm-Defend triangle, comprising of defensive military procedures. They however 

recommended a review of the Turkish national cyber-security strategy to allow for the 

incorporation of more offensive strategies, in the face of the defensive ones presently in place. 

Summary of the cyber-security strategies adopted in other some countries are as follows:  

United State of America: This United States National Cyber Strategy outlines how they will: (1) 

defend the homeland by protecting networks, devices, operations, and data; (2) promote American 

prosperity by nurturing a stable, prosperous digital economy and fostering strong domestic 

innovation; and (3) maintain peace and stability by enhancing the United States' capacity to deter 

and, if necessary, punish cyber-attacks, in collaboration with allies and partners. To discourage 

and, if possible, prosecute those who use cyber resources for malicious purposes; and (4) to 

broaden American influence abroad in order to spread the main principles of a free, interoperable, 

dependable, and stable internet (The White House, 2018). 

Canada: The Canadian Cyber-Security Strategy addresses national security in cyberspace from 

the distinct perspective of the protection of critical national infrastructure. This can be observed 

from the three strengthening pillars of the strategy which are securing government systems, 

partnering to secure all vital cyber systems outside the federal Government, and helping Canadians 

stay secure online. These were majorly aimed at addressing three categories of threats including 

state-sponsored military activities and cyber espionage, internet use by terrorists, and cybercrime 

(Government of Canada, 2010) 
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United Kingdom: The United Kingdom, on the other hand, in its Cyber Security Strategy of 2011, 

focused on the derivation of enormous social and economic value from a secure, vibrant and 

resilient cyberspace.  It was hoped that the core values would increase prosperity and improve the 

United Kingdom’s national security. Four objectives were stated in the Strategy. These include 

tackling cybercrime to make UK one of the most secure parts of the world to conduct business 

relating to cyberspace. Increased resilience to cyber-attacks and being better positioned to protect 

national interests in cyberspace; shaping a safe cyberspace that supports an open society; and 

building essential knowledge, capability and skills to cater for all its cyber-security objectives. It 

can be deduced that the UKs’ strategy is aimed at better positioning the nation amongst its peers 

(Cabinet Office, 2011).   

Japan: Japan in its 2010 National Cyber Security Strategy, primarily focused on protecting the 

nation’s Information System by adopting defensive measures against large-scale cyber-attacks, 

which in recent times have increasingly gained popularity. Several carefully crafted action plans 

were prescribed for implementation in the attainment of optimum delivery of security of national 

Information Systems (Information Security Policy Council, 2010). Nitta (2013) in her analysis of 

the Japanese cyber security strategy attempted to point out some areas of weakness and recommend 

measures for improvement. She acknowledged Japan’s move towards increased international 

collaboration but encouraged national independence in cyber security. 

Kenya: In 2014 Kenya crafted, the Kenyan national Cyber-security Strategy clearly acknowledges 

the nations’ position as being in its infancy in terms of cyber security. It therefore centres its 

strategy on protecting Kenyan National cyberspace interactions against unavoidable threats it must 

encounter in the course of the developmental phases of the nation’s cyber-security stance 

(Government of Kenya, 2014).  

 France: France, by its National Cyber-security Strategy reflected the large-scale adoption of 

modern cyber technologies by its citizens. It therefore focused its strategy on strengthening and 

protecting National Information Infrastructures and sovereignty related information as well as 

becoming a world power in cyber defence. France collectively viewed cyber security in its strategy, 

from a defensive perspective (French Network and Information Security Agency, 2011).  
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 The Netherlands: The National Cyber-security Strategy of Netherlands aims at adjusting the 

national cyber security posture from awareness to capability. Having gained deeper insight into 

cyber threats, Netherlands by its strategy aspires to adopt a new approach to issues of cyber 

security by intensifying actions to address cyber threats rather than increasing awareness on the 

existence of these threats (National Coordinator for Security and Counterterrorism, 2014) 

Nigeria: According to the Office of the Nigerian National Security Adviser (2014),  the “National 

Cyber Security Strategy (NCSS) is the nation’s strategy in readiness to provide cohesive measures 

and strategic actions towards assuring security and protection of the country’s presence in 

cyberspace, safeguarding critical information infrastructure, building and nurturing trusted cyber-

community responses from their devices. 

2.4. Summary 

This chapter helps understand the first phase of the literature review, which talks about the 

relationship between some major concepts important to the research which are technology, humans 

and crime. To better understand the behaviour of online criminals there is a need for holistic 

research that helps understand the relationship between humans, technology and crime. This 

chapter broke down the connection between the three concepts and also helped highlight how other 

countries worldwide have adopted various techniques in their cyber-security frameworks to help 

combat the various phases of online fraud. 

According to section 2.3 (cyber-security policies and strategies) the strategy used to tackle 

cybercrime and improve cyber-security around the world, makes the Nigerian approach look under 

researched. Plus, Nigeria continues to top negative records when it comes to cyber-related offences 

around the world. Finally, this chapter talks about the reliance of cyber-security frameworks 

around the world and what impact can it have in helping the Nigerian cyber-space. 
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Chapter Three: State of Art of Cybercrime in Nigeria (Empirical Evidence 

from the Case Study) 

3.1. Introduction 

Nigeria is a country that many regards as the economic and development heartbeat of Africa. It 

has the largest economy in Africa, and it is the most populated black nation in the world. Activities 

or events that affect Nigeria will definitely shape Africa and more importantly the world at large. 

The Nigerian state continuously makes headlines for various bad reasons, ranging from corruption 

scandals by highly positioned people to a growing number of cyber-related offences amongst the 

majority of the youth.  

To better understand the situation in Nigeria, it is important to first break the current state of events 

when it comes to cyberspace in Nigeria. This chapter will help itemise the various aspects of 

cybercrime, and cyber-security, which should help understand the Nigerian cyber-space as an 

entity. This will involve the evolution of the internet in the country, the past and current prevalence 

of cybercrime and cyber-security measures used in the country. This chapter will also detail the 

legal aspect of cybercrime in Nigeria, the various typologies around the country and the profile of 

both the cyber-criminals and cybercrime victims. 

3.2. The evolution of Cybercrime in Nigeria in relation to Internet Penetration 

Over the years, the internet has become a major stay around the world, and it contributes 

significantly to how a country’s economy performs, especially in a country like Nigeria which has 

one of the world’s highest internet penetrations. Even though the internet provides a lot of 

opportunities for growth and development it also leads to significant cybercrime problems. This 

section helps to understand how the expansion of the Internet has contributed to the trend of 

cybercrime in Nigeria, by breaking down the growth of cybercrime into three main generations.  

The first cycle of internet penetration and cybercrime in Nigeria (2000 – 2001), these involved the 

early years of access to the internet was largely dominated by cybercafés. These provided an early 

form of internet access for so many Nigerians around the early 2000s.  This was a time when there 

were fewer than 500,000 phone lines in the country. A time when ownership of a NITEL (Nigerian 

Telecommunication Limited) line was a status symbol, one that ensured each household was a 

centre of the convergence of friends and relatives waiting to receive a call. At that time, to 
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communicate by phone, individuals had to go out and queue at a public phone booth with its 

attendant inconvenience (Adomi, 2008a; Stephen, 2015). So, the introduction of emails was a 

welcome revolution to communication in Nigeria. However, access to emails was at this time only 

possible through the cybercafés giving them a significant role in how communication was carried 

out. Cybercafés were usually stuffy rooms with no air-conditioning, some barely had fans, holding 

half a dozen PC’s that were all engaged, and another dozen users patiently waiting for their turn. 

Most times users came in pairs or groups and huddled around a PC — usually, only one of them 

knew how to use the internet and helped the others. However, the connections were very slow and 

discouraging (Adomi, 2008a; Stephen, 2015). After emails came messenger chats, sending of 

greeting cards, searches and later the rise of social media through platforms such as Hi5, Myspace, 

and Facebook. However, users could not get enough time on the internet, so cafes introduced 

overnight browsing, which was very popular for allowing faster speed and a more conducive 

atmosphere to achieve more on the internet. Although the cybercafés brought about a significant 

improvement in how communication was carried out in Nigeria, it wasn’t the most efficient 

method of communication as it had several downsides to it (Adomi, 2008a; Stephen, 2015).  Some 

of its major problems were the speed of transmission, its coverage, and the level of accessibility 

to customers. The cybercafés were also responsible for the early forms of internet-related offences, 

mainly due to the lack of adequate security systems and the absence of proper regulatory laws that 

properly governed how cybercafés operated. The following were some of the major cybercrimes 

introduced at that time: 

•    Cyber fraud  

•    Romance Scam (Popularly known as ‘’Yahoo Yahoo’’) 

•    Software Piracy (Adomi, 2008a; Stephen, 2015) 

In more recent years, users have got their own internet services and cybercafés are no longer 

adequate or reliable (Adomi, 2008a; Stephen, 2015). Cybercafés are less important and less 

popular as they have lost the battle against 3G enabled phones, internet services for homes, V-sat 

(Very Small Aperture Terminal), etc. These topics are discussed in the next section.  
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The second cycle of internet penetration and cybercrime in Nigeria (2001 - 2011). This generation 

explains how the growth of mobile technology during this period sent cybercafés to the back of 

the queue. In some academic environments cybercafés are still the primary instrument for 

accessing the internet (Adeleke & Aminu, 2012; Adebiyi, Oyatoye, Amole, 2016). In Nigeria, 

internet cafes contributed tremendously to digital inclusion. But since the deregulation of the 

telecommunication sector in 1999 and the introduction of the Global System for Mobile (GSM) 

communication services in 2001 (Adeleke & Aminu, 2012; Adebiyi, et al., 2016), the adoption 

rate of mobile technology in the country has proliferated. This, unfortunately, has resulted in 

cybercafés losing their place as the primary platform used for accessing the internet. One of the 

results is the closure of many of these cybercafés in the country (Adeleke & Aminu, 2012; Adebiyi, 

et al., 2016). Before the advent of the Global System for Mobile Communication (GSM), the 

Nigerian Telecommunication Limited was saddled with the responsibility of providing means of 

communication via landline which was bedevilled by gross inefficiency and corruption. The first 

GSM network provider that came on board was ECONET (now Airtel), formally launched in 2001 

and MTN Nigeria followed suit almost immediately (Adeleke & Aminu, 2012; Adebiyi, et al., 

2016).  

They were launched under the 900 and 1800 MHZ spectrum. Making a call cost N50 per minute, 

there was no per second billing. It was when Globacom Nigeria Limited came on board that, for 

the first time, introduced per-second billing and other packages that brought healthy competition 

(Adeleke & Aminu, 2012; Adebiyi, et al.,2016). There was a sharp drop in number and patronage, 

because not all users could afford internet access through mobile and other personal devices, 

existing and functioning cybercafés have continued to enjoy some measure of patronage. As is the 

case in other parts of the world, they are used for their traditional purposes of researching, sending 

and accessing emails, communicating, job searches and applications. This generation was 

dominated with cybercrimes such as Identity theft, cyber-fraud and the spiritual romance scam 

popularly known as ‘’Yahoo +’’ 

 The third cycle of internet penetration and cybercrime in Nigeria (2011 – date). This generation 

is focused on the growth of broadband networks in Nigeria. Although mobile technology gave 

more speed and better access to the internet, broadband was a very huge improvement making 

communications faster, more accessible, and less expensive.  
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According to Digital reports in Nigeria, over 50% of Nigeria are using the internet and over 90% 

of Nigeria’s have access to mobile phones. This means in a country with a population of over 200 

million, there will be about 100 million people using the internet. Of those about 93% accessed 

the internet via a mobile phone (Paula, 2021). In fact according to the report by Paula, 2021, over 

183 million Nigerians have a mobile phone and this increases by almost 10% every year. 

Nevertheless, both 3.5 and 3.75G are not always particularly fast because of a variety of network 

issues and, as is discussed below, prices for retail access remain high. There were future challenges 

delivering faster broadband speeds on the mobile network. The analogue-to-digital transition in 

broadcasting, for which the policy process was started several years ago, is only now beginning to 

gather speed. According to the AMPS (All Media and Product Survey) Nigeria survey, there were 

19.1 million households with television sets. Thus far the estimates for those with digital set-top 

boxes are between 0.5-0.75 million, so there is still a long way to go. So, whilst one of the mobile 

networks has been testing LTE delivery, it will be some while before the most suitable spectrum 

can be reframed and allocated for mobile broadband (ITU, 2012; Shinkafi, 2016; Pantami, 2020).  

The growth of the mobile voice use in Nigeria has been one of the country’s success stories. 

Starting effectively in 1999 with its first transparent auction of licences, the take-up of mobile 

phones has reached the point where there were, according to the regulator’s figures in June 2020, 

over a 100 million active subscribers, which amounts to over 60% of the population. These are 

regulated by the Nigerian Communications Commission (NCC) which is open, transparent and 

technology neutral (ITU, 2012; Shinkafi, 2016; Pantami, 2020). However, for understandable 

reasons, both regulation and policy prioritised voice services for the majority of citizens thereby 

attracting investment into them, an objective that has been well met.  

However, despite the very positive growth this technology has provided for the Nigerian economy, 

560-§AZ ‘the downside has been the emergence of new types of internet-related offences. The fast 

and reliable access to the internet started a trend of crime, such as the use of malicious codes to 

gather information from another system, unauthorised ATM scams and so on started at this time 

(ITU, 2012; Shinkafi 2016; Pantami, 2020) . The next stage or generation of cybercrime is not 

definitive at this juncture, but indications point towards new attacks that will be generated as a 

result of cloud computing and crypto currency (Maitanmi, et al., 2014; Goni, 2019).  
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Table 3.1 A chart showing the generational trend of cybercrime and internet Penetration in 

Nigeria 

3.3. Cybercrime Typologies in Nigeria (Categorizations of Cyber-attacks)  

Existing research has examined cybercrime at the national level, but only in terms of inference, 

rather than description via categorisation. In fact, a study done by Ibrahim, (2016), talked about 

the binary model of cybercrime that discusses the cyber-enabled (which people-centric) and the 

cyber-dependent (which are techno-centric). The study also talks about a tripartite framework 

which helps break down cybercrime activities into three main categories namely (socioeconomic 

cybercrime, psychosocial cybercrime, and geographical cybercrime). These means there are 

different categories of cyber-attacks in Nigeria, and due to ever growing nature of cyber-attacks a 

new category of cyber-related offences have emerged. With more details in chapter 5 section 

(5.4.4. Types of Cybercrime) and chapter 6. Section (6.5.4. Categories of Attacks) this study was 

able to establish a new category of cyber-attacks called “Computer Crimes’’, which are attacks 

that are done by low skilled to medium skilled hackers.  

Generational Trend of Cybercrime and Internet Penetration in Nigeria

First Generation

(CyberCafes)

CyberFraud

Software Piracy

Second Generation

(Global System for Mobile 
Communication)

Identity Theft

Spirituality in Romance Scam 

Third Generation

(Broadbands and Wireless 
communication)

Malicious Codes

Electronic Hacking

ATM Scams

Romance Scam (Yahoo+)
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Nations highest in internet connectivity tend to be responsible for the most spam, malware, fraud, 

and digital piracy (Kigerl, 2016). Wealthier nations also send more spam but are not necessarily 

responsible for more fraud and malware. Many sources are attempting to measure where the bulk 

of the cybercrimes originate from in the world, few multivariate methods to assign nations to 

different categories based on cybercrime output have been attempted. Few sources have attempted 

to ascertain the causes behind such assignments as well, such as that of economic and technological 

differences between countries that are also part of their assigned typologies.  The harms of various 

cybercrimes are well advertised in such reports. Email spam is a common attack vehicle for 

multiple types of cybercrime (Ibrahim, 2016).  

To further understand what this means in the context of Nigeria, there was a report in the Vanguard 

newspaper detailing the comments by the NSA Gen. Mohammed Babagana Monguno, where he 

stated that despite the unavailability of adequate techniques to measure the losses due to 

cybercrime, the Nigeria economy loses an estimated 127 billion Naira annually to cybercrime 

(Iroegbu., 2016). Plus, there has been a very high rate of internet penetration in Nigeria over the 

last decade, with an increased number of internet users translating to high rates of attacks 

(Omodunbi, Odiase, Olaniyan, and Esan, 2016). Those comments were reinforced by Dr Buhari, 

a senator of the Nigerian Republic, who went further to say the figure would continue to grow 

unless the National Assembly intensified its efforts in preventing the unwholesome act. What this 

means is that most of the focus on cybercrime is fuelled by the impacts it causes on the economy 

at large, totally ignoring the various categories of the problem.  

3.3.1. Cyber-Dependant Crimes 

These are the type of cybercrimes that are reliant on the use of the internet. The most popular types 

include:  

Spam Emails: The success of spam emails has mainly been associated with the access and use of 

the internet. Spam can be harmful beyond just being a nuisance. Most spam today is sent from a 

type of malware called a botnet. As much as 76% of all spam is sent from such botnets (Symantec, 

2014). A botnet is a network, or cluster, of malware-infected machines that the cybercriminal can 

control remotely over the internet. The victim that owns the infected computer is unaware of the 

botnet installation, and so the botnet master can use as many as thousands of remote PCs running 
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in parallel to flood user inboxes with spam. The number of internet-connected computers that are 

infected with at least one botnet is estimated to be at 14% (Kindsight, 2012).   

 Cyber-terrorism: Another example of this category of cybercrime is cyber-terrorism. Recently, 

terrorism has become one of the biggest threats to the survival of mankind on the planet. Nigeria 

has had her share of the effects of this menace. It is a challenge to national security, a sure enemy 

to national development. No doubt, Information, and Communication Technology (ICT) have 

pervaded every facet of human endeavour, and terrorist groups too are taking advantage of its 

potentials to recruit, propagate their propaganda, train its members, communicate, and conspire, 

and even to raise money. Identity theft, cyber-fraud and the spiritual romance scam popularly 

known as ‘’Yahoo +’’  

3.3.2. Computer Crimes 

These types of crimes are not reliant on the availability or access to the internet. The types of 

crimes that can properly explain this category include: 

 Tailgating: This is when a person, either an employee or a non-employer, passes through a secure 

door of a company, school, or any establishment without proper authorisation with the sole 

intention of gathering information either by planting a spyware on the network servers or using 

malware to damage parts of the network (Sandine, 2009). This type of breach is usually aided by 

an insider of the company or member of the network under attack. 

 Physical Security Flaws: The technical ability to write malicious codes is not necessary to profit 

from cybercrime. Many times, an attacker does not have to exploit a technical vulnerability in a 

computer system to perpetuate his or her schemes. Many times, the weakest link is the human 

target itself, as it is easier to socially engineer a human victim than it is to engineer the breach of 

a security flaw. 

3.3.3 Cyber-Enabled Crimes 

These types of crimes are usually caught in the middle, which means they do not rely solely on the 

internet neither do they rely on human error. They are a combination of the two flaws that is, they 

are usually started over the internet but are expanded based on human error and vulnerability. The 

following examples can be used to properly understand this category of crimes. 
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Advanced Fee Fraud: This type of scam also known as identity theft popularly known as 419 

scams in Nigeria. These methods rely on both the technical skills of the internet and the 

manipulative schemes of the entire social network. Advanced fee fraud is a confidence trick 

whereby the fraudster contacts the victim via spam email with some sort of proposal. The proposal 

can be anything the victim wants, such as news of lottery winnings, a profitable business deal, or 

a romantic relationship over an online dating website. However, before the deal can be finalised, 

the victim must wire the fraudster an “advance fee.” Of course, there is no deal that the fraudster 

will deliver, and the scammer will continue to string the victim along making additional advanced 

fees for as long as possible.  

Romance Scams: The rapid development of information and communication technologies (ICTs) 

and the prevalence of the internet offer an alternative venue for romantic endeavours. Internet 

daters experience excitement when they interact with other people through new, digital mediums. 

This concept has led to people using their ICT skills and the power of social media to completely 

deceive vulnerable people into parting with their money. Although sometimes people fall for these 

pranksters as a result of greed, however, the majority of the victims remain vulnerable people with 

little knowledge of the scam techniques. 

3.4. Profiling Cybercrime Victims 

This section helps to help break down the profiling category of already existing cyber-criminals’ 

targets, to help understand the major categories of the Nigerian sector they target.  Profiling cyber-

criminals helps understand where cyber-criminals focus their attention and more importantly their 

resources. Another importance of profiling is to help pin down some patterns of cyber-attacks used 

to target the victims they attack. There are three profiling groups listed in this chapter: Cybercrime 

against individual and property, Cybercrime against organisations and Cybercrime against society 

or the Government. 

The first category are activities targeted against individuals, their persons and properties and they 

include the following: harassment via e-mails, cyber-stalking, discrimination of obscene materials, 

defamation, unauthorised control or access over computer systems, indecent exposure, email 

spoofing, cheating and fraud, computer vandalism, transmitting viruses, net-trespass, intellectual 

property crime, internet time thefts (Jackson & Robert, 2016). The second category are activities 

targeted against governments, firms, companies, and corporate bodies. These include unauthorised 
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control/access to computer systems, possession of unauthorised information, cyber terrorism 

against governments and corporations, espionage, distribution of pirated software, etc. The final 

category are activities targeted against society at large. These include pornography, indecent 

exposure, trafficking, financial crimes, and sales of illegal articles, online gambling, forgery and 

so on (Jackson et.al., 2016). 

3.5. Main Locations and types of cyber-attacks prominent in the Nigerian 

Economy  

Over the last couple of years, the internet has experienced an explosive growth as the numbers of 

hosts connected to the internet are increasing daily at an exponential rate. As the internet grows to 

become more accessible and more services become reliant on it for their daily operation, so does 

the threat landscape. In Nigeria, cybercrime has become one of the main avenues for pilfering 

money and business espionage. According to Check Point, a global network cyber-security vendor, 

as of 2016, Nigeria is ranked the 16th highest country in cyber-attack vulnerabilities in Africa 

(Iroegbu, 2016). Nigerians are arguably tagged both home and abroad to be rampant perpetrators 

of cybercrimes (Uzochukwu, Chinweze, Onyejegbu, & Egbegi, 2019). This section looks at the 

main sectors of the Nigerian economy and how the growth of cybercrime has affected them. Three 

main sectors are now discussed: 

3.5.1. The Banking Sector 

The life wire of the banking sector is the internet. Currently, banks all over the world are taking 

advantage and incorporating opportunities brought about by e-banking which is believed to have 

started in the early 1980’s (Shandilya, 2011). As the security level in this sector becomes stronger, 

the strength and tactics of these fraudsters increases also. Various lucrative attacks have been 

launched and unfortunately, many have succeeded. In general, cybercriminals execute fraudulent 

activities with the goal of accessing a user’s bank account to either steal or/and transfer funds to 

another bank account without rightful authorisation. However, in some rare cases in Nigeria, the 

intention of cybercriminals is to cause damage to the reputation of the bank by denying service to 

its users (Parthiban & Raghavan, 2014) and sabotaging data in computer networks of 

organisations. Examples of attacks in this sector includes:  
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•    Phishing 

Phishing is simply the theft of an identity. It involves stealing personal information from 

unsuspecting users and it is also an act of fraud against the authentic, authorised businesses and 

financial institutions that are victimised (Wada & Odulaja, 2014). Phishing scams are ubiquitous 

and are exponentially increasing. It has become one of the fastest growing cybercrimes in Nigeria. 

In this contemporary age of technology, a large percentage of the population subscribes to many 

sites using their email addresses and therefore expects to receive mails of updates of their 

membership or subscription. So, it seems natural when users get regular mails from such 

organisations. Fraudsters have devised a means to mimic authorised sites to order goods (Wada & 

Odulaja, 2014). Credit card numbers or ATM numbers can be stolen by hackers when users type 

the credit card number into the internet page of the seller for online transactions. Different 

applications can be used to retrieve this information such as key loggers at cybercafés or cloned 

websites.   

•    Bank Verification Number Scam (BVN) 

The BVN is a biometric identification system which consists of an 11-digit number that acts as a 

universal ID across all the banks in Nigeria. BVN was implemented in 2015 by the Central Bank 

of Nigeria. It was introduced to link various accounts to the owner thereby ensuring that fraudulent 

activities are minimised. For fraudsters, opportunities to extort money and to carry out other 

fraudulent activities arose from the implementation of the BVN. It was detected that fake and 

unauthorised text messages and phone calls were sent to various users asking for personal 

information such as their account details. In addition, phishing sites were created to acquire such 

information for criminal activities on the bank account.  

3.5.2. Small and Medium Enterprises (SMEs) 

The use of information and communication technology (ICT) by small to medium sized enterprises 

(SMEs) is critical for an economy's socioeconomic development, particularly in developing 

countries (Rahayu and Day, 2017; Yunis et al., 2017). According to a study carried out by 

Okundaye, Fan, and Dwyer, 2019, on SMEs in Nigeria, it was discovered that there is a need for 

more ICT to help improve the economic status of the Nigerian state. However, without the aid of 

adequate management of the cyber-space, the loophole of internet expansion continues to be 

exploited in Nigeria. This means there is a need for better and more holistic measures on how to 
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properly support SMEs in Nigeria to better aid the growth of the country. The type of examples in 

this sector include:  

•    Data and Airtime Scam 

This is a very rampant scam among the youths of today, they illegally gain access to “Cheat codes” 

and unlawfully use them to gain thousands of mobile data and unlimited airtime without making 

the necessary payment. Also, cybercafés have developed the means of connecting to the network 

of internet service providers. 

•    Sales Fraud and Forgery 

 In today’s society, fraudulent sales of products that do not exist or that are replicas are increasingly 

common. The purchase of an item before actually seeing it has created ways for fraudsters to make 

money via the sale of unoriginal products or in some cases, the total absence of the product. Many 

persons have fallen victim of these particular crimes on popular e-commerce websites. 

3.5.3. The Education and Youths Sector  

The educational sector in Nigeria suffers greatly from electronic crimes which are perpetuated 

mostly by students in tertiary institutions (Martins, 2013). Furthermore, in Nigeria today the use 

of social media has given a new face to cybercrime amongst youths, as this medium which is 

supposed to be used for communication has turned into a tool for all sort of cybercrimes some of 

which will be identified in this section. 

•    Cyber Plagiarism 

 Information housed on the internet has made an effective alteration on the methods in which 

people educate themselves. The term ‘Copy and Paste’ is the most common phrase used when 

referring to cyber-plagiarism. Cyber-plagiarism can be defined as copying and pasting online 

sources into word processing documents without reference to the original author. In the 

educational sector in Nigeria, students, particularly those in the tertiary institutions, carry out this 

crime without enforcing the due penalty. 

•     Social Media Hacking 

This is a major crime all over the world. Many social networking pages have been hi-jacked by 

hackers who demand money in turn for releasing the personal social page. This has occurred in 

sites like Twitter, Facebook, and Instagram. These fraudsters go as far as sending messages from 
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the authorised page to friends and family requesting money or other kind of assistance. Also, 

another common scenario occurs when the fraudster creates a social page pretending to be someone 

else especially celebrities.  

Table 3.2 Typologies and Profile of Cybercrime in Nigeria 

3.6. Governance of Cybercrime in Nigeria  

In Nigeria - just like other developing and developed nations - different methods have been adopted 

to contend with cybercrimes depending on their nature and extent. One thing is sure, a nation with 

a high incidence of crime cannot grow or develop. This is because crime is the antithesis of 

development. It leaves in its trail negative social, economic and political consequences (Ribadu, 

2003: Albert and Okoli, 2016). In an attempt to salvage Nigeria from the negative consequences 

of cybercrime, the government has been making frantic efforts to ensure that this malaise is 

controlled. However, these efforts have been met with disappointment and low results, as the 

problem of cybercrime has continued to grow over the years. For instance, Nigerian banks have 

lost NGN 159 billion between 2000 and 2016 to cybercrime and according to the Nigerian branch 

of information and communications technology company New Horizons Limited, NGN 413 

billion (USD 2.5 billion) is being lost annually to cybercrime (Albert and Okoli, 2016).  

Although these financial costs can be measured, cost in human misery and tragedy is incalculable 

and now it is costing more than physical crime (Ojeka et al., 2017). And those figures have not 
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been mentioned as subsequent reports have echoed how negative cybercrime has continued to 

affect the Nigerian economy (Ojeka et al., 2017). This means there is a need to improve cyber 

security and protect critical and delicate information that is extremely necessary for every nation’s 

security and economic well-being.  Some of the Governments efforts in combating cybercrime in 

Nigeria include: 

Creation of a central agency to enforce crime laws. The Federal Government instituted a 

Presidential Committee on Cybercrime to examine the problems of cybercrime in Nigeria and what 

could be done to tackle this problem. This committee came up with a report that recommended the 

creation of a legal and institutional framework for cybercrime in Nigeria. Core to this report is the 

creation of a central agency to enforce cybercrime laws in the country. This led to the creation of 

the Nigerian Cyber Crime Working Group (NCWG) in 2004 (Adomi & Igun, 2008; Ibrahim, 2016) 

Enactment of Cyber Law: The National Assembly (legislature) of Nigeria recently promulgated 

the “Anti-terrorism economic and financial crimes and allied matters” law. The law provides for 

the establishment of a standing committee known as the “Anti-terrorism, Economic and Financial 

Crimes Commission” whose primary responsibility is to confront this hydra-headed malaise of 

terrorism, and financial crimes which of course include 419 scams and other cybercrimes. The law 

makes provisions for stringent punishment for convicted offenders (Adomi & Igun, 2008b; 

Ibrahim, 2016).  

Regulation of cyber-cafes: Cybercafés are places where internet public services are provided for 

a fee and are the most popular places for people to access the internet in Nigeria (Adomi & Igun, 

2008b; Ibrahim, 2016). Cybercafés in Nigeria render overnight browsing, a special internet service 

offered by cybercafés from 10.00 p.m. to 6.00 a.m. This service allows users who have a lot to 

obtain from the net to do so at a minimal cost (Adomi & Igun, 2008b; Ibrahim, 2016). More of the 

policies available in Nigeria in the fight against cybercrime is properly detailed in section 3.7 

below:  

3.7. Policies used to combat Cybercrime in Nigeria 

Laws and policies are created by the government and are supposed to maintain peace and 

orderliness in society. However, they can only be effective if the proper steps are taken to enforce 
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them. Some of the laws and institutional frameworks enacted by the Nigerian Government to 

combat cybercrime include. 

The Nigerian Communication Act 

The Act was created in 2003 to provide a regulatory framework for the Nigerian communications 

industry (Obutte, 2014). The Act established the Nigerian Communications Commission (NCC) 

as an independent National Regulatory Authority (NRA) for the telecommunications industry in 

Nigeria (Obutte, 2014). The Act further created provisions for the licensing and operation of 

telecommunications service providers and other related matters. Ten years after Act, it remains 

doubtful that the regulator has discovered and effectively utilised the sector-specific regulatory 

powers conferred on it under the legislation (Obutte, 2014). 

The Wireless Telegraph Act  

The Wireless Telegraphy Act (WTA) was initially enacted in 1961. Having preceded all other 

extant laws in the sector, the WTA nevertheless continues to provide clarity in relation to the nature 

of the regulatory management of communications in Nigeria. Essentially, the Act seeks to regulate 

the licensing, location, and operation of wireless telegraphy services in Nigeria. Under the Act, it 

is an offence for a person to establish or use any station for wireless telegraphy or install or use 

apparatus for wireless telegraphy except in accordance with a licence issued by the Commission 

(Obutte, 2014). 

The Cybercrime Act 2015 

The Cybercrime Act 2015 was passed into law on May 15, 2015 (Onyekwere, 2015; The Nigerian 

Presidency, 2015).  This Act was made up of 59 Sections, 8 Parts: and 2 Schedules. 1st Schedule 

is listing the Cybercrime Advisory Council while 2nd Schedule lists businesses to be levied for 

the purpose of the cyber-security Fund under S.44(2)(a).  

These firms were GSM service providers and all telecom companies; internet service providers; 

Banks and other financial institutions; insurance companies; and Nigerian Stock Exchange 

(Onyekwere, 2015; The Nigerian Presidency, 2015). This bill focuses on criminalising any issues 

or injury on critical national information infrastructure, sales of pre-registered SIM cards, and 

unlawful access to computer systems, cyber-terrorism, among others. 
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3.7.2. Institutional Framework that help in creating Cybercrime Laws in 

Nigeria 

The Nigerian Communication Commission (NCC) 

The Nigerian Communications Commission (NCC) was established by the Nigerian 

Communications Act as an independent national regulatory authority for the telecommunications 

industry in Nigeria. The NCC is responsible for creating an enabling environment for competition 

among operators in the industry as well as ensuring the provision of qualitative and efficient 

telecommunications services throughout the country (Obutte, 2014).  

The National Information Technology Development Agency (NITDA) 

Following the approval of the National Information Technology Policy (National IT Policy) by 

the Federal Government of Nigeria in March 2001, the National Information Technology 

Development Agency (the NITDA) was established in 2001 under the Federal Ministry of Science 

and Technology. It was initially given the task of implementing the policy by coordinating and 

promoting the development and use of information technology in Nigeria. Six years later, in 2007, 

the NITDA was formally established under an Act of the Nigerian National Assembly which is 

the legislative arm of the Nigerian Government (Obutte, 2014). 

But despite all these laws and policies the Nigerian government still fails to give a good account 

of how to effectively control cybercrime. Some of this was made obvious when the Keynote 

speaker, Mr Basil Udotai, the managing partner, Technology Advisor and pioneer Director and 

Head of the Directorate for Cyber-security (DfC) at the Office of the National Security Adviser 

(NSA) praised the enactment of the law, criticised certain provisions of the law. He challenged the 

new Cybercrime Act 2015 outlining the following as problems for the new bill (Onyekwere, 2015).  

3.8. Tools and Techniques used to combat Cybercrime in Nigeria 

Intrusion Detection System  

This is applicable to more serious attacks like breaking into a bank network to steal customers’ 

sensitive data which cannot be discovered by mere inspection or review. Intrusion detection 

techniques such as Honey Pots, Tripwires, Anomaly Detection Systems, Operating System 

Commands and Configuration Checking Tools are always employed. Another well-known system 
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is Snort, which is a robust open-source tool which exists for monitoring different network attacks 

(Ndible, 2016). It was first developed in 1998 and gradually evolved into a mature software and 

even better than many commercial IDS. The system employs the rules established by the 

administrator to monitor traffic and detect strange behaviours. Snort is an open-source network 

intrusion prevention and detection system (IDS/IPS) developed by source fire (Lawal, Ibitola, and 

Longe, 2013). Combining the benefits of signature, protocol, and anomaly-based inspection, Snort 

is the most widely deployed IDS/IPS technology worldwide. With millions of downloads and 

nearly 400,000 registered users, Snort has become the de facto standard for IPS (Lawal et.al., 

2013). However, it comes with a lot of shortcomings and in the context of Nigeria, these problems 

affect where the Snort is commonly deployed which are the banks (Lawal et al., 2013). Some of 

the problems associated with Snort are as follows:  

•    Snort cannot detect UDP and TCP flooding attacks; it can only detect ICMP flooding attacks.  

•    Adding additional Snort instances and modifying Snort configurations can lead to mistake 

magnification. So only experienced users can use it. 

•    By default, Snort will not provide any anomaly detection and is purely a misuse-based system. 

An extra plug-in is required. 

•    In Snort, the graphical interface is not there by default and can be achieved only by adding 

extra plug-ins. 

•    While handling the normal traffic Snort will process the packets at a slow phase. During a DoS 

and DDoS attack Snort throughput increases drastically, but will drop a substantial number of 

packets (Alex, 2017) 

The Bank Verification Number (BVN) (2014-2019) 

According to the BVN original website, the Bank Verification Number is an initiative by the 

Central Bank of Nigeria due to the increasing incidents of compromise on conventional security 

systems (password and PIN), there is a high demand for greater security for access to sensitive or 

personal information in the banking system. In recent times, biometric technologies have been 

used to analyse human characteristics as an enhanced form of authentication and identification for 

real-time security processes. Biometrics refers to identifying an individual based on physiological 
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and behavioural attributes fingerprints, signatures and so on. The Central Bank of Nigeria through 

the Banker's Committee and in collaboration with all banks in Nigeria on February 14, 2014, 

launched a centralised biometric identification system for the banking industry tagged ‘’Bank 

Verification Number (BVN)’’. This number is meant to help in identifying all users of bank 

accounts by attaching every individual account to the biometric details of a single person such that 

not more than one-persons biometrics feature can have multiple bank accounts. 

However, this system has met with problems of its own. A good example was a recent report 

(Ugbodaga, 2017) by PM news which states that the Nigerian Minister of Finance Mrs Kemi 

Adeosun wrote a letter to the CBN governor prompting them to expand the capabilities of the BVN 

and extend it to microfinance banks so that it can help reduce the number of ghost workers in the 

country. The major bank mentioned by the minister, was the National Police Force Microfinance 

(NPF), as they have over 27,000 salary accounts. This creates an inability to perform checks on 

such a large number of salary earners and creates a key risk of people eroding the system either by 

getting paid twice or being paid over the allocated salary (Ugbodaga, 2017). This means the BVNs 

have not been sufficient in gathering the accurate data required to monitor and combat electronic 

and cyber-related offences in Nigeria.   

Although the above techniques are welcomed plans by the Nigerian government in combating 

cybercrime in Nigeria, it must be said that the strategies have been very limited in their approach 

and have faced a lot of problems, some of which have been listed above. The majority of these 

strategies have mainly been proactive-based systems which do not account for the other aspects of 

cybercrime the robust technological framework highlights above. For Instance, the Information 

Security Society of Africa-Nigeria (ISSAN) organised a stakeholders’ forum to discuss the new 

Cybercrime Law (Cybercrime Act 2015) in the country, in that forum, it was revealed that about 

25 per cent of cybercrime cases in Nigeria are unresolved (Adepetun, 2015).  

According to the stakeholders in that forum, they believed that the newly promulgated Cybercrime 

law could help reduce the growing trend of cybercrime, for which the country has been ranked 

third in global internet crime after the United States of America and the United Kingdom 

respectively. However, it was revealed in the forum that 7.5 per cent of the world's hackers are 

Nigerians (Adepetun, 2015). This means Nigerian hackers have continued to equip themselves 

with the necessary skills to bypass proactive tools, perhaps calling for more in terms of the fight 
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against cybercrime in Nigeria. A more detailed structure is discussed in the recommendation in 

(Chapter 7 Section 7.3), which it shows how the “robust technological Framework” can be adopted 

in relation to the main sectors of the Nigerian economy, and the tools and policies currently used 

by the Nigerian government to combat cybercrime.  

The Bank Verification Number BVN 2.0 (from 2019- till date) (The upgraded version) 

According to several newspaper reports in Nigeria (between August 2019 and December 2019), 

and the official website of the Central Bank of Nigeria (CBN), the Governor of the CBN Mr 

Godwin Emefiele, speaking at the end of the 11th Bankers’ Committee in Ogun state Nigeria, 

introduced a new upgrade to the BVN that will help create room for more people in the rural areas 

with little or no documentation to access basic banking services. With this provision, city dwellers 

and people in rural areas will now have access to banking services. This upgrade is called BVN 

2.0 or BVN Lite, and the focal point of the BVN 2.0 is to minimise the requirements needed for 

enrolment. Meaning, all that will be needed for anyone to have a BVN lite and start banking may 

not exceed the person’s phone number and name, according to the CBN. The CBN went further to 

clarify the main requirements needed to access the new BVN lite which were: A valid ID card, 

Concise filling of all the 18 fields on the BVN enrolment form and Biometrics capturing. With the 

BVN lite, customers are expected to access basic insurance services and other services that 

financial organisations provide. 

NIN National Identification Number Scheme 

This is a unique number that is assigned to identify a citizen after the completion of their National 

Identity Card registration. This process was started in 2012 by the NIMC (National Identity 

Management Commission) to help populate the Nigerian identity database. However, despite the 

purpose of this process, there have been many of loopholes in the identification of Nigerian 

citizens, as they can use different mobile numbers to register for their National Identity Card. This 

loophole has led to duplication of data which leads to difficulty in managing and recovering the 

data. Due to the problems faced by the NIN, the Nigerian Communication Commission (NCC) has 

announced a new scheme to help mitigate the problem of duplication of identities that has led to a 

lot of identity-related crimes. According to several reports, the NCC has ordered phone operators 

to block all the numbers of citizens that do not link their NIN to their mobile number. This means 

it will be impossible for a citizen to register a NIN number with more than one phone number.  
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Although reports have shown there will be a lot of difficulties achieving this, due to the issues the 

Nigerian state face when it comes to mass activities that involve the entire country such as the 

ongoing National Identification Card (since 2012) and the BVN registration (since 2014) just to 

mention a few.  Plus, there is an ongoing (COVID-19) pandemic where the numbers in the Nigerian 

state have continued to rise despite the measures by the government to control the infection rate. 

In terms of the impact of COVID-19 on cybercrime in Nigeria, the Government introduced new 

lockdown policies and laws that limited normal operations of the country to only essential services 

just like in the UK and USA. This has led to restrictions on regular economic activities around the 

Nigerian states (Eboibi, 2021). 

The breakout of the Coronavirus pandemic, as well as the ensuing legislation and rules on 

lockdown directives, have limited workers' and employees' ability to work remotely from home 

using technological infrastructures. For the aim of working from home, organisations are rapidly 

constructing new networks, such as Virtual Private Networks (VPNs) and ICT-related equipment 

(Eboibi, 2021). Ironically, cybercriminals are not on the run, they are utilising the worries linked 

with the coronavirus epidemic to commit crimes online, in addition to taking advantage of remote 

working and the naivety of certain remote employees regarding the use of technical devices 

(Eboibi, 2021). This has led the NCC to stress the importance of this scheme and insisted it’s very 

essential to help the government tackle the issue of duplicated identities, plus the deadline of April 

2021 has been announced for the completion of this scheme.  

3.9. Intelligence Agencies used to combat Cybercrime in Nigeria 

After laws have been drafted and passed by the legislative arm of government, government 

agencies should also discourage cyber criminals and devise sanctions short of prosecution, as well 

as instituting crime prevention measures for cybercrime. However, results from the fight against 

cybercrime in Nigeria have been very poor as no major cybercrime case has been properly 

prosecuted under the law (Odumesi, 2014a). What this means is that the laws enacted by the 

government have not been comprehensive enough to tackle the different aspects of cybercrime, 

the agencies are not properly supported with the right equipment or tools to carry out their 

responsibilities or arguably it could be both. The Sections 3.9 and 3.10 highlight the intelligence 

agencies and law enforcement agencies that are responsible for combating crime and cybercrime 

in Nigeria and also attacks from outside the country.  
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3.9.1. Office of the National Security Adviser’s (ONSA) 

This position is held by the number one person who is responsible for providing all relevant 

information relating to security (both organised crimes, and cyber-related offences) to the 

President of the country.  The person in this position is always appointed by the President of the 

country as the President has to have complete trust in the information they get. The current 

National Security Adviser in Nigeria is Gen. Mohammed Babagana Monguno who was appointed 

by President Mohammadu Buhari on the 13th of July 2015. This agency is the highest agency in 

the land when it comes to security and rightfully so, the office was responsible for the presentation 

of the National Cyber Security Policy/Strategy drafts in 2012 (Osho & Onoja, 2015). However, 

this strategy was only an aspect of the numerous processes that were needed in developmental 

stages concerning national security in the fight against cybercrime in Nigeria. And so, in 2013, the 

national security adviser assented to the Nigerian Cyber Crime bill by the President. And by June 

2014, the National Cyber Security Policy and Strategy drafts were officially presented at a 

symposium held in Lagos (Osho & Onoja., 2015). But even the 2013 Act was not effective enough 

to control the problem of cybercrime as a new cybercrime 2015 Act has been passed into law 

which also has its own problems, some of which have been highlighted above. What this means is 

that more is needed from the office of the NSA towards the fight against cybercrime in Nigeria.   

3.9.2. NIA (National Intelligence Agency) 

The agency in charge of international intelligence is the National Intelligence Agency, which is 

under the Office of the National Security Adviser. They are one of the intelligence agencies 

established in the 1986 Decree. The NIA is responsible for foreign intelligence and 

counterintelligence. They are the principal government organs that are statutorily charged with the 

collection of external intelligence and the protection of national security interests outside its 

shores. The NIA is expressly positioned to enhance Nigeria's strategic outreach capacity.  

As far as foreign intelligence is concerned in Nigeria, it is the duty of the NIA to “monitor, 

interpret, analyse, assess, and report on developments [outside the country].” (Ashaolu, 2012). 

They identify exploitable opportunities that may further Nigeria's foreign interests. They usually 

pay special attention to our immediate geo-strategic neighbourhood in their determination of 

external threats (Ashaolu, 2012). This is important because despite the fact that Nigeria provides 

the fundamental military resources (both personnel and materials) that run ECOMOG (The 
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Economic Community of West African States Monitoring Group), the African peace-keeping 

Army, the country has been tried and tempted in the past to take military actions against daring 

neighbouring nations such as Cameroon over land and other security disputes, to which it always 

responded with caution and forbearance. However, the tension between Nigeria and neighbouring 

nations was heightened earlier in the year 2014, when it was confirmed that Boko Haram terrorists 

are trained (where some training is IT-based), recruited and sheltered in neighbouring Niger 

Republic and Chad. In response, the President ordered the closure of the country’s borders with 

both countries (Ashaolu, 2012). Apart from the Joint Intelligence Board (discussed below in 

Section 3.10.3), necessity, time sensitivity, relevance, and subject matter of the Intel (such as 

politics, economics, strategy, military, scientific, or crime) may also influence the NIA in 

submitting specific intelligence gathered by particularly relevant agencies. These agencies include 

the “Office of the President, Chief of Staff, National Security Adviser, Secretary to the 

Government of the Federation, Special Services Office, the Defence Intelligence Agency, the 

Inspector General of Police, State Security Services, Nigerian Immigration Services, Nigerian 

Customs Services, Economic and Financial Crimes Commission, the National Drugs Law 

Enforcement Agency, amongst others. On an occasional basis, some reports are forwarded straight 

to the end users, for the purposes of time and utility (Ashaolu, 2012). 

3.9.3. Joint Intelligence Board 

In 1986, the Federal Military Government set up the JIB to oversee all intelligence activities. This 

exercise was in a bid to revamp Nigeria’s security outfit, as promised by the then President of the 

country, General Babangida. The former National Security Organisation was ousted, and three 

new intelligence agencies were created (Ashaolu, 2012).  They are the State Security Service, the 

National Intelligence Agency and the Defence Intelligence Agency (Ashaolu, 2012). Intelligence 

collected and processed by these other agencies is forwarded to the Joint Intelligence Board. The 

JIB then collates this information and presents it to the National Security Council, the highest 

security outfit in Nigeria (Ashaolu, 2012). The President is the Chairman of the National Security 

Council as the Chief Security Officer of the country. Thus, he is in the know of intelligence 

gathered and makes the final decisions.    

As usual, there is usually competition between these bodies. Even though they co-operate on a 

number of missions, they hide information from each other (Ashaolu, 2012). The benefactor of co-
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operations over the past has always been the Police since they have more general power to 

prosecute crimes. But their ineptitude has been shown time and again and other agencies are less 

willing to cooperate with them. For example, one of the founders of the group who was apparently 

ousted from its operations had approached the Police with valuable intelligence about their plans 

and gathering before they went viral. But the Police arrested him and detained him for over a year 

without taking any action. Other agencies got wind of the development and requested that he be 

transferred to them for interrogation. The Police refused to co-operate, until the National Security 

Adviser intervened. Even after the agencies interrogated him and were ready to act, the Police 

were misinformed that the arrested members had been granted bail and released (Ashaolu, 2012).  

Months later, other Boko Haram members staged a successful jail break and freed their colleagues 

around the country. That was the genesis of the present dispensation.  

Some other prominent intelligence agencies in Nigeria include the following: 

•    The SSS (The State Security Services) 

•    The DIA (The Defence Intelligence Agency) 

•    The Federal Investigations and Intelligence Bureau (FIIB) 

Some techniques employed by Intelligence agencies to combat crime and gather the necessary 

information to help combat cyber-related offences include the following. 

3.9.4. GPS Tracking and Telecommunications Monitoring  

Before now, GPS Tracking in telecommunications monitoring was not widely employed as an 

intelligence tool in Nigeria. This is partly due to the fact that telecommunications services became 

ubiquitous in the country in 2001, following the deregulation of the communications industry and 

the introduction of the Global System for Mobile Communication (GSM). Prior to this time, the 

main method with which law enforcement had gathered intelligence was the heavy reliance on tip-

offs and neighbourhood watch schemes (Ashaolu, 2012). Members of the community report 

crimes to the Police who then sweep in to investigate. Despite the fact that telephone services have 

become commonplace, there is no dedicated security or emergency line. So, we are yet to take full 

advantage of the benefits that advanced telecommunications offer. However, private individuals 

have continued to use technology to commit all manner of computer crimes against their 
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community and country at large. For instance, in 2008, a party accused a judge of maintaining 

uncomfortable relationships with the other party in the case. He procured the call logs of both the 

Judge and the Counsel representing the other party and published them in a national news 

magazine. Ever since then, security services have been probing telecommunications companies 

for call logs and other information about persons of interest, once they have the persons’ phone 

numbers (Ashaolu, 2012). 

3.9.5. Data Mining  

Until 2009, big data was not in our consciousness in Nigeria. However, serious moves toward data 

aggregation started brewing towards the general elections of 2003. The country organised a 

National ID Card scheme in which all Nigerian adults were registered. Although the programme 

was not the kind of overwhelming success one would think, the data collected from Nigerians, just 

in the same way as data collected during registration for elections every election year, were not 

put to any use. It was later observed that there was a directly proportional relationship between the 

increase in incidence and sophistication of crime and the use of mobile phones. Many crimes were 

facilitated and coordinated by phone calls without necessarily involving any proximity to the 

criminals. Cell phone lines are also very cheap, selling for as low as 50 cents each (Ashaolu, 2012). 

So, the Nigerian Communications Commission gave a directive to have the biometric data of every 

GSM owner registered. In order to efficiently curate this data, the National Identity Management 

Commission was established in 2007. According to information on their website, they were set up 

“primarily to foster the orderly development of an identity sector in Nigeria through the 

development of a modern and universally acceptable identity management infrastructure”.  

However, compared to other developed countries like the USA where the country focuses more 

on a holistic approach in dealing with robust data frameworks in different sectors of the economy, 

instead of focusing on a single sector of the economy even though the majority of cyber offences 

come from there. Furthermore, the USA also allocates a lot of money into necessary tools and 

researches every year to keep their security platforms updated with continuous communication 

with their allies (Ashaolu, 2012). 
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3.10. Law Enforcement Agencies used to combat Cybercrime 

3.10.1. EFCC (Economic and Financial Crimes Commission) 

This commission began operations in 2004. The legal instrument backing the commission is the 

attached EFCC Establishment Act 2004. The Act mandates the EFCC to combat financial and 

economic crimes and empowers it to investigate, prosecute and penalise financial and economic 

crimes (Nnado and Ugwu, 2015). The Economic and Financial Crimes Commission (EFCC) 

Established by the EFCC Establishment Act 2002 and re-enacted by the EFCC Establishment Act 

2004 is a body corporate with perpetual succession and a common seal. It is a designated Financial 

Intelligence Unit (FIU) in Nigeria with powers to coordinate various institutions involved in the 

fight against money laundering and enforcement of all laws dealing with economic and financial 

crimes (Nnado and Ugwu, 2015). The EFCC Act empowers the commission to investigate, 

prevent, detect, and prosecute offenders who engage in any form of economic and financial crime 

(Ribadu, 2004: Albert. and Okoli, 2016). According to the EFCC chairman, as of August 2004, 

Nigeria had several thousands of law enforcement personnel working in various law enforcement 

agencies. At that time, the major anti-corruption agencies were the ICPC and the EFCC. The great 

impact the EFCC made since its establishment is reflected in the common saying in Nigeria today, 

that ‘the fear of EFCC is the beginning of wisdom” (Ribadu, 2004: Albert and Okoli, 2016).  

3.10.2. ICPC (Independent Corrupt Practices Commission) 

The ICPC, according to its official website, is a law enforcement agency that focuses on combating 

corruption. Most of the cases dealt with in the agency are cases of corruption which can either be 

physical, financial, or cyber-related.  The chairman of the commission is Barrister Ekpo Una Owo 

Nta who was sworn in first in an acting capacity in the year 2011 and then as the chairman in 

October 2012 by former president Dr Goodluck Jonathan. Appraising an anti-graft performance is 

a tedious exercise which requires careful observation.  

3.10.3. NPF (Nigerian Police Force)  

The Nigerian Police Force was established by the Police Act of 2004 (Ashaolu, 2012). They are 

employed for the prevention and detection of crime, the apprehension of offenders, the 

preservation of law and order, the protection of life and property and the due enforcement of laws 

and regulations with which they are directly charged. They may perform such military duties 

within, or outside Nigeria, as may be required by them as part of other adjunct duties under the 



 

55 
 

Act and other laws and regulations operating in the country (Ashaolu, 2012). However, the 

Nigerian Police Force has continued to face some very common problems associated with all 

Nigerian enforcement agencies which are, inefficiency and corruption. First of all, the police are 

usually negatively sanctioned when their job performances are unfavourable. Most of the 

allegations against the police are “sometimes truthful” (Onyeozili, 2005; Akuul, 2011), and they 

include corruption, delays in the administration of justice, arbitrariness, and pervasiveness. These 

allegations pose serious impediments to effective policing. Several other factors such as nepotism, 

having what is known as a godfather and ethnicity, are also obstructing effective policing in 

Nigeria (Onyeozili, 2005; Dike, 2010). Moreover, inadequacies in resources and management, 

police funding problems, and discriminatory practices in the management and promotion of staff 

have weakened the police structures and effective policing (Uma & Eboh, 2013). Inadequate 

manpower, poor condition of services, poor deployment [scheduling], insufficient education, poor 

training, and poor security equipment is the stumbling block to effective policing in Nigeria 

(Onyeozili, 2005; Akuul, 2011) 

3.11. The Technical Aspect of Cybercrime in Nigeria 

There is an ongoing problem with the fight against cybercrime due to the lack of a holistic and 

efficient tool that helps to tackle aspects of cybercrime, such as: 

•    The behaviours and motivations associated with cybercrime (Aransiola & Asindemade, 2011);  

•    The types of cybercrime (Maitanmi et al., 2013); and  

•     The causes of cybercrime (Hassan, et al., 2012).   

Most responses to cyber insecurities are focused on either legalistic framework (Maitanmi et al., 

2013) or purely proactive technical solutions (Odumesi, 2014a). These legislations include the ICT 

laws, privacy laws and the Cybercrime Act 2015 (The Nigerian Presidency, 2015). Despite these 

laws, the growth of cybercrime has continued to rise in Nigeria. The rise of technology and online 

communication has not only produced a significant increase in the incidence of criminal activities, 

but also resulted in the emergence of what appears to be a new variety of criminal activities. This 

means there is a need for a different, or better still holistic, approach in the fight against internet-

related offences. These criminal activities require more holistic responses combining both 

sociological knowledge and technological expertise (Odumesi, 2014a). 
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3.11.1. The Evolution of Communication Technology and its relevance to Cybercrime in 

Nigeria 

Next, the evolution of Information Communications Technologies (ICT) and its importance to 

cybercrime in Nigeria are depicted. The term technology is mostly associated with devices, such 

as computers, cell phones, spaceships, digital video players, computer games, advanced military 

equipment, and other highly sophisticated machinery. These perceptions have been acquired and 

reinforced through exposure to televised reports of fascinating devices and news articles about 

them, science fiction books and movies, and the use of equipment such as automobiles, telephones, 

computers, and automatic teller machines (Nazzaro, 1977; Bucci, Bentivoglio, Belletti and Finco, 

2019). This focus on devices and machines seems to be very prevalent in the social world, as well 

as in many academic circles.  

Since Pressey developed the first teaching machine in 1926 (Nazzaro, 1977; Bucci, et al., 2019), 

technology applications in educational institutions, businesses, and different societies have been 

focused on the acquisition and use of equipment, such as film projectors, audio and video tape 

recorders, overhead projectors, and computers, a trend that views technologies as devices 

continues into early 1960.  At that time, educators began considering the concept of instructional 

technology. Subsequently, after considerable deliberation, a Congressional Commission in the 

United States of America, on Instructional Technology (1970) concluded that technology involved 

more than just hardware devices. The Commission found that, in addition to the use of devices and 

equipment, instructional technology also includes a systematic way of designing and delivering 

instruction (Blackhurst & Edyburn, 2000; Sheehy & Holliman, 2017). 

With the rapid development of microcomputer technology and increased research on instructional 

procedures, the latter third of the 20th century saw a rapid evolution of technology (Blackhurst & 

Edyburn, 2000; Sheehy & Holliman, 2017). The currently accepted perspective is one in which 

six types of technology are recognised: 

1.    Energy and Power Technology,  

2.    Biotechnology,  

3.   Manufacturing technology,  
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4.    Construction technology,  

5.    Transportation Technology, and  

6.    Communication/Information Technology (Blackhurst & Edyburn, 2000; Wojcik, 2015).  

This section is focused on communication /Information Technology, which is also known as 

Information and Communication Technology (ICT). These types of technologies help provide 

access to knowledge and resources on a wide range of topics. The internet and its World Wide 

Web component is the most prominent subset of ICT (Blackhurst, 2002; Wojcik, 2015).  

The revolution in ICT is now a fast-growing phenomenon. This is because Computing and 

Telecommunications, including broadcasting and publishing, now cover activities such as the use 

of the internet which has become essential to everyday life. The pace of adoption of the Internet 

and ICT has been rapid – indeed, way more vehement than that of earlier revolutionary 

technologies, such as the steam engine or electric motor (Ogunsola & Aboyade, 2005; Adeyemo, 

Kemiki, Adama & Ayoola, 2015). The use of the internet has revolutionized access to information 

about the commercial world, academic sector, and individuals, using tools such as E-mail 

(electronic mail), the World Wide Web, FTP (File Transfer Protocol), Usenet, and Telnet 

(Ogunsola & Aboyade, 2005; Adeyemo et al., 2015).  

The internet and its associated technologies continue to have an important effect in promoting the 

sharing of information, making possible rapid transactions in the academic and the commercial 

world, and supporting global collaboration among individuals and organisations. Learning 

resource centres contain teaching materials published on CD-ROM, which are currently connected 

to the internet (Ogunsola & Aboyade, 2005; Adeyemo et al., 2015). These technologies have the 

potential to develop ‘virtual campuses’, thus increasing student access and participation; and 

creating a suitable environment for business to succeed. Information Technology provides access 

to mainstream materials and enables students and businesses to express their thoughts in texts and 

graphics without any limitation (Ogunsola & Aboyade, 2005; Adeyemo et al., 2015). Hence, the 

World Wide Web (WWW) can be described as a library of resources available to computer users 

through the global network of computers, tablets, and smart phones. 
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In the context of Nigeria, ICT is a rather recent phenomenon with Telecommunications being the 

oldest element, and it had a modest beginning with the first trunk telephone service between two 

towns in 1923 (Ofulue, 1980; Ofulue, 1980; Akintoye, Lawal, & Akeem, 2017)). Then we had the 

rise of NITEL (Nigerian Telecommunication Limited) which was formed in 1984 (Ogunsola & 

Aboyade, 2005; Ejinkeonye, 2016). However, the primary communication with the outside world 

started with the launch of the first Nigerian satellite. The Lanlate Satellite Earth Station was 

Nigeria's first international satellite telecommunication gateway, and it became operational in 

March 1971 with one antenna (Lanlate I) tracking the Indian Ocean INTELSAT satellite (Ofulue, 

1980; Akintoye, et al., 2017). Rapid communication, and increased access to ICT in the home, at 

work and in educational establishments have improved learning and made it a truly lifelong 

activity. The pace of technological change has forced the constant evaluation of the learning 

process itself (Ofulue, 1980; Akintoye et al., 2017). Moreover, it has also opened the opportunity 

for cybercrime and other internet-related offences. The main types of cybercrime affecting Nigeria 

are Cyber-Fraud, Cyber-Terrorism, and Electronic Scams (Ekeji, 2012; Ramachandran, Obado-

Joel, Fatai, Masood & Omakwu, 2019).   

The call for a different approach in the fight against cybercrime and other internet-related offences 

started in the 1980s (Ofulue, 1980; Akintoye, et al., 2017). This report aims to explain and advance 

how technological tools, such as encryption, hacking tools, intrusion detection system, etc. can be 

used to form a framework to help fight against different aspects of cybercrime. Research has been 

carried out in various fields of study to help mitigate cybercrime (Odumesi, 2014a). Some research 

has been focused on the growing impact of cybercrime in the telecommunications industry and 

how service providers can contribute to reducing the spread of the problem (Agubor, Chukwudebe 

& Nosiri, 2015). Other research has touched main types of cybercrime (Ekeji, 2012: 

Ramachandran, et al., 2019), the impact of the various types of cybercrime (Maitanmi et al., 2013) 

and the causes of cybercrime in Nigeria (Hassan et al., 2012).        

3.12. Summary 

This Chapter helps highlight some very important parts of this research which is a comprehensive 

review of the current state of cybercrime and cyber-security in Nigeria. According to this Chapter, 

it’s clear that there are a lot of components and actors involved in cybercrime and cyber-security 
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in Nigeria. This Chapter also broke down the various types of prevalence, typologies, victims and 

even motivations of cybercrime and cyber-criminals in Nigeria.  

Furthermore, this chapter also broke down the major sectors that are involved in the governance 

of cybercrime in Nigeria (law enforcement and intelligence agencies), aside from detailing the 

various functions and duties of the law enforcement agencies and intelligence agencies when it 

comes to the Nigerian cyber-space, this Chapter also details the various laws and tools that have 

been used to help combat cybercrime in Nigeria.  

Finally, this Chapter highlighted the technical aspect of cybercrime, where the evolution of 

communication in Nigeria was explained. The evolution of communication section helped 

highlight how information communication technology has grown in Nigeria over the years, which 

started from regular electronic e-mails not used consistently to every communication via the 

internet amongst the private and more so, the public sector. 
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Chapter Four: Research Methodology 

4.1. Methodological Approach and Design 

The success of any research is highly dependent on the methodological style and design adopted 

by the researcher. Research methods are very important to any social science research as it is the 

way the scholarly investigation is conducted (Creswell, 2013; Creswell, 2015). Any 

methodological approach starts before the fieldwork and is completed after the validation and 

write-up of the final report.  However, in social science research, especially areas like criminology, 

the methodological approach can be best described with the type of data collected by the 

researchers, the methods and techniques used for analysing the data and finally how the data was 

interpreted (Creswell, 2014).  

This can make the empirical work quite difficult as it will depend on the type of participants and 

the design approach being adopted. However, due to the nature of cybercrime and cyber-security 

in Nigeria being an evolving concept, the researcher will be adopting the exploratory research 

design as this research will be uncovering new concepts and ideas. As introduced in Chapter one, 

this research will be making use of the mixed method system to help uncover the main theme and 

ideas of this research. 

4.2. Research Procedure 

This research seeks to explain and expand the argument on how the use of technology (see section 

7.3 for more on the proposed framework) can help in mitigating cybercrime in Nigeria and 

ultimately improving the state of cyber-security in Nigeria. This section helps break down the 

methodological approach used for this research. The research design will be exploratory in nature 

due to the research area (Cybercrime and Cyber-security), which is still developing in Nigeria. For 

the data collection, the mixed methods system will be adopted where the quantitative and 

qualitative data collection will be carried out simultaneously. The quantitative data collection aims 

to obtain relevant statistics on the key issues concerning the role technology has played, the level 

of technology currently in use in mitigating cybercrime in Nigeria and what can be done to improve 

the state of technology being used (for more on this see section 4.7.2). The qualitative data 

collection will focus on the perspectives of I.T professionals in the different cybercrime 

communities (see Section 1.3) in terms of cybercrime and how it affects the various sectors 
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involved in this research. After the key themes have been formed from the data collection regime, 

the thematic analysis will be used to interpret this data so that the researcher can make informed 

discussions and recommendations. Figure 4.1 below helps showcase the full structure of this 

research. 

 

Figure 4.1 Showing the Research Procedure 

4.3. Methodologies and Method Research Philosophical Approach 

The selection of research methodology depends on the paradigm that guides the research activity, 

more specifically, beliefs about the nature of reality and humanity (ontology), the theory of 

knowledge that informs the research (epistemology), and how that knowledge may be gained 
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(methodology) (Schulze, 2003). A consideration of epistemology, ontology and methodology must 

be a central feature of any discussion about the nature of social science research as these elements 

give shape and definition to the conduct of an inquiry. After the ontology and epistemology have 

been set, the methodology breaks down the different steps the researcher will use to achieve the 

goals of the research with the aid of research methods. These research methods are composed of a 

research design, a data collection process and a data analysis style which all depend on the nature 

of the research.  

4.3.1. Ontology and Epistemology Assumptions 

A paradigm consists of the following components: ontology, epistemology, methodology, and 

methods. Each component is explained, and the relationships between them are then explored. 

Ontology is the study of being (Crotty, 1989; Ahmed, 2008). Ontological assumptions are 

concerned with what constitutes reality, in other words, what is. Researchers need to take a position 

regarding their perceptions of how things really are and how things really work. Epistemology is 

concerned with the nature and forms of knowledge (Cohen et al., 2007). Epistemological 

assumptions are concerned with how knowledge can be created, acquired, and communicated, in 

other words, what it means to know. Epistemology asks the question, what is the nature of the 

relationship between “the would-be knower and what can be known” Guba & Lincon 1994; Lub, 

2015). 

Every paradigm is based upon its own ontological and epistemological assumptions. Since all 

assumptions are conjecture, the philosophical underpinnings of each paradigm can never be 

empirically proven or disproven. Different paradigms inherently contain differing ontological and 

epistemological views; therefore, they have different assumptions of reality and knowledge which 

underpin their particular research approach. This is reflected in their methodology and methods. 

The two main paradigms used in this research were positivism and interpretivism. 

Positivism can be regarded as a research strategy and approach that is rooted in the ontological 

principle and doctrine that truth and reality are free and independent of the viewer and observer. 

In fact, the self-governing, independent, and objective existence of truth can be seen as a definition 

and meaning of positivism as a number of studies help make the point (Goetz & LeCompte, 2004; 

Gough, 2005; Griffin, 2006; Scheffler, 2007; Strauss & Corbin, 2007; Urquhart, 2008). Some 

writers go even further to employ diverse terms to indicate this ontological standpoint, for 
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example, "realism" or "objectivism" (Shafer, 2004; Weber, 2004; Polgar & Thomas, 2005; 

Neuman, 2006; Rorty, 2007).  

The ontological position of positivism is one of realism. Realism is the view that objects have an 

existence independent of the knower (Cohen et al., 2007; Mustafa Rami F., (2011). Thus, a 

discoverable reality exists independently of the researcher (Pring, 2000). Most positivists assume 

that reality is not mediated by our senses. Language fulfils a representational role as it is connected 

to the world by some designative unction; consequently, words owe their meaning to the objects 

which they name or designate (Frowe, 2001). The positivist epistemology is one of objectivism. 

Positivists go forth into the world impartially, discovering absolute knowledge about objective 

reality. The researcher and the researched are independent entities. Meaning solely resides in 

objects, not in the conscience of the researcher, and it is the aim of the researcher to obtain this 

meaning. 

On a different note, interpretivism holds the premise that to understand the world, one should be 

aware of the fundamental nature of the social world at a level of subjective experience, which helps 

explain the realm of individual consciousness and subjectivity. In terms of the world outlook, 

interpretive theorists see the world as an emergent social process, created by the individuals 

concerned, and the world of human affairs is cohesive, ordered, and integrated. To find social 

reality, implicitly rather than explicitly, we should scrutinise in-depth human consciousness and 

subjectivity to seek fundamental meanings that underscore social life (Burrell & Morgan, 1979). 

It is in line with Holloway and Wheeler (2010) who argue the qualitative approach believes that 

human experiences, as well as other social phenomena, are context-bound, so they are not able to 

be free from time and location or the mind of the human actor. The Interprevist paradigm is 

polarised in the dimension of sociology on regulation by using a subjective approach as an 

analytical tool. The subjective areas of analysis are the same as those of the functionalist paradigm: 

the status quo, social order, consensus, social integration and cohesion, solidarity, and actuality. 

However, its approach is different from that of a functionalist view, its ontological position tends 

to be nominalist. Epistemologically, it is anti-positivist, and voluntarist in human nature. More 

particularly, it is located in an ideographic division in methodology.  

The ontological position of interpretivism is relativism. Relativism is the view that reality is 

subjective and differs from person to person (Guba & Lincoln, 1994). Our realities are mediated 

by our senses. Without consciousness the world is meaningless. Reality emerges when 



 

64 
 

consciousness engages with objects which are already full of meaning (Crotty, 1998). Reality is 

individually constructed; there are as many realities as individuals. Language does not passively 

label objects but actively shapes and moulds reality (Frowe, 2001). Thus, the reality is constructed 

through the interaction between language and the aspects of an independent world. The interpretive 

epistemology is one of subjectivism which is based on real-world phenomena. The world does not 

exist independently of our knowledge of it (Grix, 2004).  

 

 Positivism Interpretivism Quantitative 

Research 

Qualitative 

Research 

Ontology Naïve Reality, 

realism 

Critical realism  Reality is 

objective 

Reality is 

subjective 

Epistemology Objectivism and 

finding truth 

Modified, 

critically 

influenced, and 

probably true 

Research and 

researcher are 

separate entities 

There is inter-

dependence 

between the 

researcher and 

research 

Table 4.1 Characteristics of philosophical approaches and methodologies (Neuman, 2007) 

4.4. Research Methodology 

Rajasekar et al. (2013) describe research methodology as the procedures by which researchers go 

about their work of describing, explaining, and predicting phenomena. A methodology provides a 

piece of research with its philosophy, the values and assumptions which drive the rationale for the 

investigation as well as the standards, that will be utilised for the interpretation of information and 

the drawing of conclusions (Bailey, 1994). It will provide the focus and approach for the study and 

is the process through which researchers pinpoint the methods that will be used in order to address 

their specific questions (Crotty, 1998). The methodology will take an overview which considers 

the ethics, potential risks and problems, and the limitations of any approach (Dawson, 2002) and 

can be regarded as the discipline of applying (and understanding) appropriate methods and 

processes for specific pieces of research (Kaplan, 1973; Cohen et al., 2007.). (Kothari, 2004; 

Rajasekar et al., 2013) state that it is the science of how a research project can be undertaken and 
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describes the stages that researchers go through whilst they decide on the best means of addressing 

their research problem, and the logic behind their reasoning. Having said all this, the research 

methodology will involve all the processes in the research’s empirical work starting from The Data 

collection (which is mixed methods), Data analysis (which will be thematic analysis), research 

design (which will be exploratory in nature), Access and sampling (which will be a snowball 

sampling technique). 

4.5. Research Methods 

Research methods are the instruments and/or tools that researchers employ whilst they administer 

any form of inquiry or investigation (Walliman, 2011& Bailey, 1994). There are myriad tools 

which can be utilised to administer different enquiries (Walliman, 2011 & Cohen et al., 2007) and 

it is the researcher’s responsibility to select the most appropriate tool for their specific study 

(Wilkinson & Birmingham, 2003). Each of the tools selected must complement the other, to make 

sure the information generated is pertinent to the subject of the study and follows a logical 

progression (Jonker & Pennink, 2010. However, it is essential that the method selected by each 

individual researcher for their project is one which is appropriate to the task, is commensurate with 

their skill set and is one which has more strengths and fewer weaknesses (Tashakkori & Teddlie, 

2010; Buchanan & Bryman, 2009); (Wilkinson & Birmingham, 2003) than others that might have 

been employed. With all that in mind, the methods used in this research are in-depth semi-

structured interviews for the qualitative data set while questionnaires will be used for the 

quantitative dataset. The data analysis will involve grouping and finding’s themes, with the aid of 

statistical software. This research will be using gatekeepers to help gain access into the cybercrime 

community, which are the user group sectors, and Governmental agencies.  

4.6. Research Design (Exploratory Design) 

Hakim (2000) observes that design is primarily concerned with “aims, uses, purposes, intentions 

and plans within the practical constraint of location, time, money” and the availability of the 

researcher. She also comments that any research design will also be a reflection upon a researcher’s 

ideas although, in order to be successful, the investigator must address three critical questions 

when engaged in this process (Creswell, 2013). Creswell (2014) believes that researchers must 

question themselves about the knowledge claims and theoretical perspectives they are bringing to 

any research, they must reflect upon the strategies they intend to use within their study which will, 
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in turn, inform their methods, and have questioned how they will collect and analyse information. 

This must be done in order that researchers are cognisant of any bias they might bring to any 

research investigation, how it will affect the choice of approach they utilise and the tools with 

which they choose to collect their data (Vogt et al., 2012). Broadly speaking, there are three distinct 

approaches to connecting research—quantitative, qualitative, and mixed methods. Creswell (2014) 

considers research designs to be different types of inquiry within these different approaches which 

(Denzin and Lincoln, 2011 & Creswell, 2014) called “strategies of inquiry”. Furthermore, 

Creswell (2015) regards the development of modern technology as providing a multitude of 

opportunities for innovative research design and advanced procedures in social sciences. For this 

research, the research design will be exploratory design.  

4.6.1. Why the Exploratory Design? 

The researcher sees this approach as the most useful (effective) research design for this project, as 

the subject area (cybercrime and cyber-security in Nigeria) shows very high levels of uncertainty 

and ignorance about the subject, and the fact that the problem is not very well understood (i.e., 

there is very little existing research on the subject matter). This type of research is usually 

characterised by a high degree of flexibility and lacks a formal structure. The main aim of an 

exploratory research design is to identify the boundaries of the environment in which the problems, 

opportunities or situations of interest are likely to reside and to identify the salient factors or 

variables that might be found there and be of relevance to the research 

As the term suggests, exploratory research design deals with exploring the phenomenon. In a 

marketing research project, it is used in cases when the problem must be defined more precisely, 

and to gain additional insight before an approach can be developed. However, this research will 

be using exploratory research to describe the concepts of cybercrime and cyber-security in Nigeria 

with the aid of the research questions (Chapter 1 section 1.3.1). It is not often used to generate a 

course of action for decision-making. At the exploratory design stage, the information is loosely 

defined. Exploratory research design focuses on collecting either secondary or primary data using 

an unstructured formal or informal procedure for interpretation. Among all the mentioned styles, 

exploratory research designs incorporate the least number of scientific methods and rigor because 

of its aims and structure. Some examples of exploratory research design include in-depth 
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interviews, focus groups, and projective techniques. The focus of this research will be on in-depth 

semi structured interviews. 

 

 

Figure 4.2 Showing the two main types of research design 

The exploratory research design in this thesis will be used to uncover any new ideas about the 

current state of cybercrime, through a very detailed data collection process. This section will be 

covering a range of areas such as the main types of cyber-attacks in what the researcher calls the 

cybercrime community (which are the Governmental agencies like the law enforcement and 

intelligence outfit and user groups). The user groups are made up of six main sectors which are: 

The banks, telecommunication industry, oil and gas sector, insurance firms, information and 

technical schools and Universities. The current state of cybercrime in the country will also involve 

the main typologies of cybercrime in Nigeria and how they differ across the various sectors in the 

cybercrime community. The exploratory research will also help in uncovering the major 

prevalence of cybercrime in Nigeria across the cybercrime community.  

The exploratory design will also look to uncover existing tools used by the various sectors in 

responding to cyber-attacks plus how the Government addresses the issues of cybercrime in the 

country. The research will also look to uncover existing socio-technical structures used in response 
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to cybercrime in Nigeria across the various cybercrime communities. Furthermore, in terms of 

understanding the cybercrime community in Nigeria, the researcher will be breaking down the 

main participants’ different groups (see Section 5.2 for more details). These groups will be used 

to explain the role these various sectors play in the state of cybercrime in Nigeria. And, more 

importantly, what roles do these sectors play in mitigating cybercrime in Nigeria with the aid of 

technology? 

4.7. Data Collection Style 

Data collection is the process of gathering and measuring information on variables of interest, in 

an established systematic fashion that enables one to answer stated research questions, test 

hypotheses, and evaluate outcomes. The data collection component of research is common to all 

fields of study including physical and social sciences, humanities, businesses, etc. While methods 

vary by discipline, the emphasis on ensuring accurate and honest collection remains the same. The 

goal for all data collection is to capture quality evidence which then translates to rich data analysis 

and allows the building of a convincing and credible answer to questions that have been posted. 

Regardless of the field of study or preference for defining data (quantitative, qualitative), accurate 

data collection is essential in maintaining the integrity of any research. Both the selection of 

appropriate data collection instruments (existing, modified, or newly developed) and clearly 

delineated instructions for their correct use reduce the likelihood of errors occurring. Data 

collection is one of the most important stages in conducting research. One can have the best 

research design in the world but if one cannot collect the required data, one will not be able to 

complete the project. Data collection is a very demanding exercise which needs thorough planning, 

hard work, patience, perseverance and more to be able to complete the task successfully. Data 

collection starts with determining what kind of data is required followed by the selection of a 

sample from a certain population. After that, one needs to use a certain instrument to collect the 

data from the selected sample. There are three main data collection styles that can be used for any 

type of research either in the sciences, or any other social science research, which are: 

• Quantitative Data Collection: This is a numerical representation of the data collected; 

one of the main methods includes the use of questionnaires. 

• Qualitative Data Collection:  Qualitative data are mostly non-numerical and are usually 

descriptive or nominal in nature. This means the data collected is in the form of words and 
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sentences. Often (not always), such data capture feelings, emotions, or subjective 

perceptions of something 

• Mixed Method Data Collection: This is simply a combination of the two data collection 

styles, where the two styles can be combined in a number of ways (see section Mixed 

Methods Research for more details). This research will be making use of the mixed method 

collection style. 

4.7.1. Mixed Methods Research  

As a mixed methods researcher, one important question one must ask oneself is, ‘‘Are mixed 

methods going to add more value than a single method?’’ (Creswell, 2013; Creswell, 2015).  Mixed 

methods research has been practised since the 1950s but formally began in the late 1980s and is 

increasingly used by a growing number of researchers (Dunning et al., 2008). The increase in 

mixed methods research justifies the question of determining the perceived value of mixed 

methods research compared with a purely quantitative or purely qualitative study (Creswell, 2007; 

Creswell & Plano, 2011). It is important to understand the perceived value of combining two 

distinct methodologies, especially given the added resources, time, and expertise required to 

conduct a mixed methods study. Mixed methods research requires additional time due to the need 

to collect and analyse two different types of data (Creswell & Plano, 2011). Researchers typically 

require additional funding for added supplies, extra space to interview participants or administer a 

survey, and assistants to help with data collection and data analysis. In addition, mixed-method 

research requires knowledge of both quantitative and qualitative data collection.  

Mixed methods research has been described in a variety of ways, which can make it a difficult 

concept to understand (Niglas, 2009; Niglas, 2014). It has been referenced as “empirical research 

that involves the collection and analysis of both qualitative and quantitative data” (Allan, 2007), 

whereas (Johnson et al., 2007) define it as: ‘’the type of research in which a researcher or team of 

researchers combine elements of qualitative and quantitative research approaches (e.g., use of 

qualitative and quantitative viewpoints, data collection, analysis, inference techniques) for the 

broad purposes of breadth and depth of understanding and corroboration.” Greene (2007) believes 

that this approach provides researchers with opportunities to ‘’compensate for inherent method 

weaknesses, on inherent method strengths, and offset inevitable method biases”. According to 

Creswell and Plano’s (2011) comment, which says this approach enables a greater degree of 
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understanding to be formulated than if a single approach were adapted to specific studies. 

Furthermore, they also put forward a collection of core characteristics which highlight key 

elements within mixed methods research. They state that researchers collect and analyse both 

qualitative and quantitative data in a sequential and/or simultaneous and rigorous manner which 

integrates the two forms of data. The way in which this data is combined will depend upon the 

nature of the inquiry and the philosophical outlook of the person conducting the research. In order 

to make sense of the multitude of mixed-method research designs, (Creswell, 2007; Creswell & 

Piano, 2011) helped describe four distinct processes for the integration of quantitative and 

qualitative research data. These steps are: 

Triangulation Design: This is one which seeks to gather complementary yet distinctly different, 

data on the same topic which can then be integrated for analysis and interpretation. (Creswell, 

2007) identifies the benefits of this model lying in its sensibility. 

Explanatory Design: This describes a two-stage design which sees quantitative data being used 

as the basis on which to build and explain qualitative data. The quantitative data informs the 

qualitative data selection process which is a great strength in that it enables researchers to 

specifically pinpoint data that is relevant to a specific research project. (Creswell, 2007; Creswell, 

2013) points out that this design is commonly used in educational research, being referred to as a’ 

participant selection model.  

The Embedded Design: The embedded design is the last integration process described by 

(Creswell, 2007; Creswell, 2015) and is the approach adopted by the researcher of this thesis, as 

it’s a method of enquiry that involves one of the data sets that can be used by two methods in the 

case (quantitative and qualitative data analysis) to help contextualise and understand the emerging 

research concepts. 

 

 

Figure 4.3 Showing the embedded mixed method design (Creswell, 2007; Creswell, 2015) 

As described earlier, the quantitative data set will be used in a secondary role to help understand 

the qualitative data set. This will involve the quantitative data putting numbers to the themes that 
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emerge from the research questions. The quantitative data set will also help the qualitative data 

explain cross-sectional themes and least occurring themes that emerge from the research questions.  

4.7.2. Quantitative Data Collection Approach for the Research 

Quantitative research is regarded as a deductive approach towards research (Rovai et al., 2014). 

Quantitative researchers regard the world as being outside of themselves and that there is an 

objective reality independent of any observations (Rovai et al., 2014). They contend that by 

subdividing this reality into smaller, manageable pieces, for the purposes of study, this reality can 

be understood. It is within these smaller subdivisions that observations can be made, and 

hypotheses can be tested and reproduced with regard to the relationships among variables. This 

approach is typified by the researcher putting forward a theory that is exemplified within a specific 

hypothesis, which is then put to the test; conclusions can then be drawn with regard to this 

hypothesis, following a series of observations and an analysis of data (Rovai et al., 2014). A feature 

of this approach towards research is that the collection and analysis of information are conducted 

utilising mathematically based methods (Muijs, 2010) which focus on polls or surveys [focusing] 

on gathering numerical data and generalising it across groups of people.  

4.7.2.1. Questionnaires  

As stated earlier in the section (research methods) the quantitative research approach will be 

carried out with the use of questionnaires. These questionnaires will be structured to adapt to the 

various cybercrime community to help put numbers to the emerging themes. With the questions 

vary from sector to sector depending on the sector filling the set of questions. The questions will 

be divided into three main parts (briefly described in Chapter 1 Section 1.3). These different 

question parts have a very clear distinctive narrative the researcher is looking to uncover. The first 

part of the question will be uncovering the profiles of the main participants in the cybercrime 

community in Nigeria. This is very important to know because, understanding the profiles of the 

main participants can help understand the motivations behind the problem, who are the main 

victims of the problem, the mindset of the participants in these various sectors and so on. The 

second part of the questionnaire helps to understand how the participants view the problem. This 

part of questioning should help uncover the main types of attacks, the type of response systems 

area the participants are aware of and how the participants keep records of the problem and so on. 
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The final part of the questionnaire will contain more technologically driven questions that will be 

structured to adapt to the sector being questioned. This part of the questionnaire should help 

uncover in terms of numbers; the themes related to the level of skill set available in the sectors 

across the cybercrime community in Nigeria. This part of the questionnaire will also help the 

Governmental agencies to investigate and uncover the types of tools being used at the Government 

level and how effective they have been in mitigating cybercrime in Nigeria, and what futuristic 

structures or plans the Government are looking at in order to better combat the rising threat of 

cybercrime and cyber-attacks in Nigeria. The questionnaires will be a mixture of open-ended and 

closed-ended questions and some questions with distinct options. Most of the closed-ended 

questions will be in the first part of the questionnaire (sample questions in the Appendix), where 

the researcher is gathering information about the participant’s profile. The open-ended questions 

with distinct options will be in the second and third parts of the questionnaire. 

4.7.3. Qualitative Approach of the Research 

Qualitative research places emphasis on exploring and understanding “the meaning individuals or 

groups ascribe to a social or human problem” (Holliday, 2007; Creswell, 2014). Denzin and 

Lincoln (2011) describe this approach as gaining a perspective of issues from investigating them 

in their own specific context and the meaning that individuals bring to them. It focuses on drawing 

meaning from the experiences and opinions of participants, it pinpoints “meaning, purpose or 

reality” (Cohen et al., 2011). Qualitative methods are usually described as inductive, with the 

underlying assumptions being that reality is a social construct, that variables are difficult to 

measure, complex and interwoven, that there is a primacy of subject matter and that the data 

collected will consist of an insider’s viewpoint (Almalki, 2016). Rovai, et al. (2014) make the point 

that this approach towards research ‘’values individuality, culture, and social justice” which 

provides content and context rich in the breadth of information, although subjective in nature, 

(Tracy, 2013). Having said that, the employment of qualitative approach methods does not prevent 

the administration of a critical, disciplined, and balanced study into any educational issue (Bell, 

2010). 

4.7.3.1. In-depth Semi-Structured Interviews 

Due to the nature of the research design being (exploratory design), the method being used for the 

quantitative data collection is the in-depth semi-structured interview. The in-depth semi-structured 
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interview is better for gaining a deeper understanding of issues especially when there are not 

enough materials and resource on that subject area (Mason, & Davies, 2009). In-depth semi-

structured interviews have the potential of filling the gaps that exist in a particular research area, 

plus they are better at gathering information that helps clarify ideas and concepts. All the in-depth 

semi-structured data gathered, will be properly backed up by the quantitative data gathered, and 

will help form the main themes across the different sectors of the Nigerian cybercrime community. 

There are reasons why the in-depth semi-structured interview was preferred by the researcher 

instead of other qualitative data collection methods like focused groups and structured interviews. 

These reasons include the following: (a). Lack of adequate database in Nigeria that keeps 

records of events: As a developing country, Nigeria still struggles to keep records of very 

important statistics. Even though the country has agencies (National Identity Management 

Commission) in charge of national identification, (the National Planning Commission) is in charge 

of the creation and formulation of criteria for national development. The (National Population 

Commission) is in charge of collecting, analysing, and disseminating population, birth control 

information services and demographic data in the country and finally, the National Bureau of 

Statistics is in charge of customised reports, online data analysis and ad-hoc survey services.  

There are no independent commissions or agencies that keep records of cyber-attacks in the 

country despite the high rate of cybercrime in the country. Most of the statistics on cybercrime and 

cyber-attacks in Nigeria are estimated figures, either from security agencies like the ONSA, EFCC, 

and NPF and so on, or independent researchers or publishers like newspaper outlets, television 

stations and so on. This is why the researcher decided to use the in-depth semi-structured 

interviews, as this method will help the participants give a good account of what is actually 

happening. In addition, all the qualitative data gathered from the in-depth semi-interviews will be 

properly validated (see Section 4.15 data validation for more details). (b). Type of research design 

(exploratory design) used: By definition, the in-depth semi-structured interview is a better fit for 

the exploratory research design as this design is used for research areas that have limited resources 

or are not clearly defined. In this research, the participants of the Nigerian cybercrime community 

(see Chapter one Section 1.3 for more details) will be allowed to speak freely in great detail giving 

the researcher the opportunity to expand, clarify and understand main issues arising for the 

research questions (see Chapter one Section 1.3.1).  
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(c). Helps with the validity of the data. To properly understand the participants and keep the 

researcher from assuming any instances, in-depth semi-structured interviews are the most effective 

qualitative data collection methods available. They also allow the participants to talk about 

sensitive topics without holding anything back, helping the researcher test the validity of the data 

collected (more in the Data Validity Section 4.15).  The in-depth semi-structured interviews also 

allow the participants to speak freely about issues even though the data is not conforming to the 

persistent themes of the research.  This data collection method also gives control to the researcher 

over the type of participants (Stokes 2011), as participants are picked based on their knowledge 

and expertise in the research area. 

4.8 Data Collection Process  

Data collection is one of the main components of any social science or scientific research (Pope et 

al., 2001). It provides a situation whereby the researcher explores a participant’s opinion in full 

(Stroh, 2000). As previously said, this research uses a mixed methods system; the qualitative data 

collection of this research primarily involves an in-depth semi-structured, oral interview approach 

with participants who form what the researcher refers to as, the cybercrime community in Nigeria. 

The quantitative data collection was carried out via the aid of very detailed questionnaires 

participants from the various sectors had to complete. Interviewing skilled participants like the 

ones in this research is a very good method of collecting raw data on the research area (Martin, 

2000; Brookman et al., 2007) so; the researcher will be using the data gathered from the qualitative 

interviews as well as the quantitative questions simultaneously to help form main themes that can 

help answer the research questions. This section will look to discuss in more detail the researcher's 

experience in collecting data using the two data collection processes. 

4.8.1 The Qualitative Data Collection Process 

The research participants were both male and female respondents. Basically, it was a case of 

whoever was in the position the researcher was interested in talking to. Although on a few 

occasions, due to some limitations (see research limitations Section 8.5 for more), people were 

recommended by the gatekeepers and other insiders in the organisation to sit and talk to the 

researcher. For the qualitative data collection, the in-depth semi-structured interview was very 

helpful in allowing the participants to tell their stories and experiences with attacks they have had 

and what they thought could be done to best mitigate the problem. Some participants helped 
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explain some of their answers by using case studies of how the attacks had happened. There is no 

surprise in the fact that face-to-face interviews can be a little bit uncomfortable, especially for the 

participants. This can be a result of so many things such as the level of trust between the 

participants and the researcher, the type of information being shared and so on (more in Research 

Limitations section 8.5). And so, to address some of these issues, the researcher had to take some 

extra steps to gain the confidence of the participants and made sure all interviews were carried out 

for the comfort of the participants).  

The researcher also made sure the venues for all the interviews were in locations that made the 

participants feel very comfortable sharing information without any resistance (see more in the 

Location and Fieldwork Section 4.9). Some of the locations were suggested by the gatekeeper after 

consultation with the participants and based on the availability of the participants, while other 

locations were agreed upon between the researcher and participants. The major considerations 

when selecting a venue were:  

• Availability of Electricity: As a developing country, Nigeria still suffers from the lack of 

sufficient electricity, and so in order to avoid an awkward situation where the lights go off 

when an interview has started, office environments and fast foods were preferred by both 

the researcher and participants. The locations were selected because they usually had better 

electricity supply and backup generators if the electricity failed, thus preventing any case 

of a power outage. 

• Security: Nigeria can be a very volatile country with a lot of crimes going unpunished, so 

the researcher and participants tried to make all meetings earlier in the early hours of the 

day except if something very urgent occurred (see Research Limitations in Chapter 8 

Section 8.5 for more). 

• Distance: The user group participants were not all in one place, and so the researcher had 

to plan how to reach them on time, considering the nature of the bad roads and the 

proximity between the researcher and the participant. So, in general, the locations for the 

data collection were very comfortable as it helped the researcher feel free to ask questions, 

and helped the participants relax enough to contribute without holding anything back. As 

soon as the interviews started, the researcher’s pen, personal research journal and other 

recording devices were put to use. The researcher also made sure all electronic devices 
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such as the recording devices, and laptops were always fully charged before an interview 

started. 

To strengthen the confidence between the participants and the researcher, the researcher made sure 

all the interview questions were shared with the participants a couple of days before the interview 

took place and all participants were made to sign a consent form, (see Appendix Seven) stating 

they were happy to participate in the research, and how they would prefer their information 

recorded (either written or audio). Also, as a matter of necessity, the researcher also sent out a 

participation information sheet (see Appendix Four) where a summary of the research is detailed. 

This participation information sheet contained the following sections: 

• Research Method: These give a brief summary of the research approach and how the 

research intends to achieve the research project. 

• Data Management: This helped clarify how the data gathered would be properly protected 

and destroyed after the completion of the research. 

• Consent:  This section states clearly the participant had agreed to participate in the research 

and was not forced to do so. It also informed the participant about the consent form which 

was signed by the participant and the researcher.  

• Research Governance: This gives a brief summary of the research team for example the 

supervisor behind the research, and the ethics committee involved.   

To ensure the confidentiality and integrity of the data, participants, and researcher, all the venues 

were in closed environments. For the interviews that took place in offices, all doors were closed 

leaving only the participant and the researcher present. The closed doors were essential to maintain 

confidentiality and to prevent any sort of distraction that may arise from passers-by and noises 

from corridors. For the interviews that took place in fast food restaurants, the researcher planned 

with the owner or manager of the venue to use any of their conference rooms. So, before an 

interview was scheduled at a fast-food outlet the researcher made sure the fast-food outlet had a 

conference room, a private office or an empty room that had tables and chairs. The emotions of 

the participants varied as some were okay to talk, after reading the participation information sheet 

while some still needed the researcher to explain more about the research.  

Most participants gave very lengthy answers to the questions sometimes jumping from one concept 

to the other on the same question. While a few other participants gave short answers because the 
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different sectors had varying knowledge of the subject matter. For instance, some participants 

would answer a question for a couple of minutes while other participants would answer the same 

question in a few seconds. This is because of the differences in the sectors these participants 

represented. However, there were some answers that cross-matched amongst some sectors 

generating very interesting themes and patterns (results and findings Chapter 7). If the participant 

gave an answer that the researcher felt was too short or had not properly covered the entire 

question, the researcher tried to intervene by saying things such as’’ can you please elaborate’’, 

‘’if you don’t mind can you please give more details’’, ‘’can you please explain what you mean 

by that’’. 

Most of the interviews lasted for 30 minutes to 45 minutes each, depending on the extent to which 

the participant was willing to explain. Before the interviews started, it was made clear by the 

researcher that any participant that felt uncomfortable with the questions and conditions around 

the interview set would be free to leave of his or her own volition. The freedom to leave at any 

time was also captured in the consent form signed by both the researcher and the participant. 

However, no participants left during the interviews, they all finished the set of questions and 

contributed appropriately. The researcher also tried to frame the interview times to accommodate 

the very busy schedules of the various participants, especially those that worked in key sectors like 

the banks, telecommunication industry, oil and gas firms and insurance companies. Time is of the 

essence for these professionals so getting lengthy hours with them was very unlikely.  

The language used to conduct the interviews was strictly English as that is the prevailing language 

used across the cooperating organisations in Nigeria. All participants were allowed to speak freely 

without any restrictions or control by the researcher (Kraska & Newman, 2008). This surprisingly 

uncovered a huge number of participants’ views, especially in the academic institutions and 

financial institutions. The interviews seemed very genuine as some of the responses pointed to 

some prevalent terms already existing in the cybercrime community in Nigeria. While some 

responses pointed to new themes and patterns beginning to form in the cybercrime community in 

Nigeria. There was very little motivation necessary as most of the participants found the exercises 

very useful and wanted their views heard on the subject matter.  

Record-keeping was a priority in this research because so much information was revealed to the 

researcher. Although a digital tape recorder was used to record all the interviews conducted, the 
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researcher also did some manual recording in specially designed sheets for this purpose. The 

decision to record manually along with the tape recorder as a backup in case the tape recorder 

failed at some point during the interviews. At the end of each interview day, the researcher would 

transfer recorded data from the tape recorder to the laptop. The use of a personal research journal 

was also essential for anecdotal information, which included debriefing at the end of each 

interview. 

4.8.2 The Quantitative Data Collection Process 

The questionnaires were generally easier than the interviews, as participants preferred filling out 

questionnaires to having face-to-face interviews. The main participant group for the questionnaires 

were regular staffers and middle-ranked staff as they were more in number and so would be able 

to give a broad summary of the cybercrime and cyber-security in that sector. Just like the 

interviews, the participants that filled out the entire questionnaire were given the participation 

information sheet before they completed the questionnaire. This is because the researcher wanted 

to make sure the aim and purpose of the research were clear so participants could decide if they 

wanted to be part of the research or not. The consent forms were not necessary for the 

questionnaires, as all questionnaires were made to be as anonymous as possible, which meant they 

did not contain specific questions such as the name of the participant, address of the participants 

or any form of personal identification number of any of the participants.  

The participants for the questionnaires were both female and male with all participants given 

enough time to fill out the questionnaire. For instance, some questionnaires were collected on the 

same day, if the participant had enough time on his or her schedule to complete it, while some 

questionnaires were left with the participants for some days before it was retrieved by the 

researcher. Only a very few questionnaires were scanned and sent to the researcher’s official email 

address as the researcher made sure the accessibility to any of the research documents by the 

participants was minimised after the questionnaires were completed. Additionally, the researcher 

made sure no extra copies of the research documents were made and kept by the participants in 

order to ensure data integrity.  

The researcher tried to distribute as many questionnaires as possible (see Section 5.2 for more on 

the total number of questionnaires completed and collected) in order to properly validate the 

answers to the various questions (See more in Data Validity Section 4.15). Additionally, the 
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researcher tried to engage more than one branch or company in the same sector. For instance, in 

the banking sector, the questionnaires were filled out by Guaranty Trust bank, Keystone bank and 

Zenith Bank. For the telecommunication industry, MTN and Zinox technologies were used. The 

insurance sector’s questionnaires were filled out by Mid-link insurance and Aiico insurance staff. 

The I.T schools were NIIT and New Horizons system solutions while the universities were the 

University of Lagos and Covenant University. And finally, the oil and gas firms engaged were 

Mobile oil and gas and Awo Oil and gas. There was a careful strategy used by the researcher in 

selecting the various companies, industries, firms, and schools (see Sampling Section 4.11 for 

more details). Table 4.2 below helps break down the main differences between the two research 

methodologies adopted in this research. The comparison was done based on a philosophical 

foundation, aim study plan, and the position of the researcher in assessing the quality of outcomes 

and measuring the utility of results. 

Quantitative Research Qualitative Research 

Deductive,  

Reducdonalist,  

To test pre-set hypothesis Stepwise, 

Predetermined Aims to be detached and 

objective and Direct tests of validity 

Positivist 

Reliability using statistics Generalizability 

Holistic  

To explore complex human issues Iterative,  

Flexible Integral part of research process  

Indirect  

Quality assurance methods of trustworthiness  

Interprevist 

Transferability 

Table 4.2 Comparison between the quantitative and qualitative methods (Marshall & Rossman, 

2010) 

4.9. Location and Field Work 

Fieldworks are most often assigned in the applied social sciences [e.g., social work, anthropology, 

gerontology, criminal justice, education, law, the health care professions] where it is important to 

build a bridge of relevancy between the theoretical concepts learned in the classroom and the 
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practise of actually doing the work you are being taught to do. For this research, the two main 

locations were Abuja, which is the country’s capital city, and Lagos, which is known as Nigeria’s 

commercial centre thus having most of the headquarters of the user group sectors of this research. 

Abuja was chosen as the main location because of the concentration of most of the Governmental 

Agencies’ headquarters where most of the supposed database needed by the researcher is kept. 

Some of the Governmental agencies’ headquarters include the NPF and EFCC.  

There were a couple of reasons why Lagos was selected as one of the main data collection areas. 

Aside from the fact that it is the largest commercial city in the country with a lot of diversity in 

terms of population. It also has the highest concentration of corporate organisation HQs. Finally, 

and most importantly, due to the high rate of economic activities, Lagos has one of the highest 

rates, if not the highest, rate of cybercrime activities (Section 6.42 of cybercrime rate in Nigeria). 

With all this in mind, the researcher decided to use Abuja (for obtaining data from the Government) 

and Lagos (to gather data from the user group sectors of this research) 

The fieldwork took 8 weeks and was carried out in two phases, based on the availability of the 

main participants and the security of both the researcher and participants (See Access Section 4.10 

for more). The first period and first part of the data collection took place between the months of 

June and July 2018. This part of the research was focused on the user group sector, the banks, the 

telecommunication industry and so on. The second part took place between the months of 

December 2018 and January 2019 and was focused on Governmental agencies.  

4.10. Access  

One of the greatest problems in conducting the research successfully is the inability to obtain 

access to the research field. Researchers often spend considerable amounts of time on this task, 

especially when the research requires an in-depth study (Patton, 2002; Okumus et al., 2007). One 

of the main tasks of conducting research in Nigeria is access to data, this section will help break 

down the process deployed by the research. After ethical approval was given to the researcher by 

the ethics committee, there was a pilot study conducted to help understand the demography of the 

participants for this study. This pilot study involved two participants from the user groups (Chapter 

1) of this study. This pilot study was very instrumental in gathering the right number of participants 

for this study as it helped inform the participant groups about the ongoing study and how they 

could contribute to the study. This pilot study also helped gather gatekeepers that assisted this 
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study. For instance, the pilot study was able to prepare the government agencies for the research 

and give them time to complete all necessary bureaucracy before the main study.  

Before the main study, there were constant conversations between the researcher and the various 

gatekeepers to keep them motivated in the study, and maintain contact with the various participant 

groups to make sure they maintained their interest in the study. This was one of the most difficult 

parts of this research, as motivating the gatekeepers and participants with constant explanations of 

the relevance of their contribution, and how they would have the opportunity to view some of the 

final recommendations and findings that will help their various organisations. For the main study, 

there was a detailed information participation sheet which was made available to all the 

participants of the qualitative study, there were also consent forms that were signed by all 

participants to confirm they agreed to participate in this study.   This task can be even more difficult 

if it involves a sensitive topic. Obtaining access to the research field can vary to a considerable 

extent, depending on the kind of cases being investigated. In Nigeria, sharing any type of data can 

be very bureaucratic and most times it comes down to “whom you know’’ and “how connected 

the person you know is’’. So, contacting people that have connections as quickly as possible could 

make or break the entire research process. 

Furthermore, maintaining contact as frequently as possible and keeping the contact happy is very 

important to either gaining the necessary access needed or delaying the research process 

(Schlosser, 2008). In terms of approval, it depends on the sector data has been collected from, as 

the public sector tends to require an order from above while the private sectors are a bit more 

flexible on how they contribute to the research. In both sectors, even though there is an agreement 

between the researcher and the participants, there is still a very bad culture of  “come today and 

come tomorrow”. Which is a sort of delay tactic the officials in the sector employ to either frustrate 

the process or slow the process down? In the public sector, the researcher had communications 

with the head of the EFCC (the intelligence agency) southwest region via the phone through a 

gatekeeper. For the enforcement agencies, the Deputy Commissioner of Police was informed, and 

she gave the go-ahead to her officers to contribute to the research. For all the private sectors, there 

was no need for approval as most of the participants were the heads of their various departments. 

Despite all the contacts with the public and private sectors prior to the research, the participants 

still required the presence of the researcher for the entire process. In summary, it took a pilot study 
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that lasted for about two weeks (January 2018) and continuous contact for another six months to 

properly establish all the contact needed to collect all the data required.  

4.11. Sampling 

To properly answer the research questions, it was important the researcher collected the right 

amount of data from all cases, thus, there was a need to select a sample. The entire set of cases 

from which the researcher’s sample as drawn is called the population (Taherdoost, 2016). Since 

researchers neither have the time nor the resources to analyse the entire population; they apply 

sampling techniques to reduce the number of cases. Sampling is a procedure by which we infer 

the characteristics of some group of objects [or people] (a population) through experience with 

less than all possible elements of that group of objects [or people] (a sample). According to Table 

Figure 4.4 below, there are six sampling steps this research used in selecting its sample size.   
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Figure 4.4 Showing the six sampling steps used in this research (Taherdoost, 2016) 

Clearly Define the Target Population: The first stage in the sampling process is to clearly define 

the target population. The population is commonly related to the number of people living in a 

particular country. Due to the nature of this research which was targeted at uncovering the inner 

workings of the Nigerian cyber-space, the researcher selected the main sectors of the Nigerian 

economy that mainly rely on the activities of the Internet to discharge their duties. Therefore, 

picking the right population that will participate in this research can be difficult, hence the use of 

random sampling to help target the main players in the Nigerian cyber-space in terms of 

governance and operations. 
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Select Sampling Frame: The participants’ groups were divided into two main groups which were 

the public sector (governmental agencies) and the private sector (user groups See Chapter One for 

more). In the public sector, there were two main sectors involved in the sampling process which 

were the intelligence agencies and the enforcement agencies while the private sector involved the 

banks, the telecoms industry, the oil and gas firms, insurance firms and schools. These sectors are 

regarded as the major drivers of Nigerian cyber-space as most of their activities are internet related. 

Hence, making the members of these sectors victims, offenders, or possible solutions to the 

problem. The particular companies and governmental agencies that took part in this research can 

be found in Chapters Four (quantitative data analysis) and Five (qualitative data analysis) 

respectively. 

Choose Sampling Technique: Sampling can be used to make inferences about a population or to 

make generalisations in relation to an existing theory. In essence, this depends on the choice of 

sampling technique. There are two major sampling techniques that can be used for research 

purposes which are: 

Probability or random sampling: This type of sampling technique means every member of the 

population has an equal chance of influencing the outcome of the research. They are usually 

predicted or generated by computer programs hence reducing the margin of error (Zikumund, 

2002). Some examples of this type of sampling size include simple random, stratified random and 

cluster random. 

Non-Probability Sampling: Nonprobability sampling is usually related with a case study research 

design and qualitative research. In terms of qualitative research, case studies tend to focus on small 

samples and are intended to examine a real-life concept, without making statistical inferences in 

relation to the wider population (Yin, 2003). For this sampling method, a sample of participants 

or cases does not need to be representative, or random but a clear rationale is needed for the 

inclusion of some cases or individuals rather than others. Some examples of this type of sampling 

technique include quota sampling, snowball sampling, convenience sampling and purposive or 

judgmental sampling.  

For the purposes of this research, the snowball sampling technique was used due to the nature of 

the participants involved in this research and the characteristics of snowballing as a sampling 

technique. Due to the nature of the Nigerian cyber-space, it is very difficult to get to all the players 
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that contribute to cybercrime and cyber-security, so in order to get an effective and reliable data 

core it is important the snowball technique is used to properly identify the main players in the 

Nigerian cyber-space. Snowball sampling is a non-random sampling method that identifies key 

participants that help identify other key contributors to a particular topic. This sampling technique 

was also preferred due to its nature to help access difficult groups such as governmental institutions 

that have very sensitive and confidential information (Breweton & Millward, 2001). 

4.12. Ethical Consideration  

Due to the involvement of human beings in some social science research, there is always the 

likelihood of ethical problems. To avoid such problems, there is a need to properly review the 

ethical circumstances of every research to ensure all participants of the research (the researcher, 

the data participants and the institution) are all protected. Considering the importance of ethical 

approval, the researcher completed a well-detailed ethical form (see Appendix One below) and 

received ethical approval by the Institute of Criminal Justice, University of Portsmouth. Before 

going out to the field, an ethical approval form was given to the researcher, having met all the 

social-ethical requirements laid down by the ethical committee (see a copy of the Ethical Form in 

Appendix One below). According to (Bosworth et al., 2005), a desire to change and reform social 

norms can motivate people to be part of research projects, with that in mind, the researcher made 

use of motivation and encouragement to help participants contribute to this research. 

Most of the participants contributed based on the prospects of the research outcomes while some 

contributed to help the researcher fulfil his PhD. In accordance with the requirement of the ethics 

of the research, all participants were given a participation form and information sheet containing 

all the information required for the research. Although there was some fear of the Government 

participants boycotting the interviews due to the nature of the research, as there could be sharing 

of very sensitive information depending on their departments. However, the researcher was able 

to overcome this by providing adequate information about the research, continuously assuring the 

participants of their protection ethically and also offering to share the recommendations and 

findings of the research. 

In accordance with the ethical consideration, all participants were allowed to contribute freely 

without the influence of anyone, in other words, all contributions made in this research were 

collected with the complete consent of the participants (Bums, 2000). Furthermore, all participants 
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were made aware of the possible risks and benefits that could be achieved by the research (Kvale, 

1996). To that effect, the participants had access to the aims and objectives of the research and 

were assured of the confidentiality of their information. Confidentiality in social science means a 

clear description between the researcher and the participant during the process of collecting data 

for research purposes (Bums, 2000). Based on the essence of confidentiality, the anonymity of all 

the participants was assured. An example of that was the use of a confidential letter signed by the 

researcher assuring anonymity, plus all participants also signed the forms before any of the 

fieldwork started. Before the interviews commenced the researcher asked and informed the 

participant and also asked if tape recordings could be used (information also included in the 

consent form) which was meant to help the researcher collect accurate data. 

4.14. Data Analysis 

Data collection and analysis form a very important backbone of any research (Creswell, 2014). It 

helps provide an atmosphere where the researcher is able to explore the ideas and opinions of the 

various participants (Stroh, 2000).  According to Section 4.8, this research data collection regime 

is mixed which includes quantitative and qualitative data types. The quantitative data types were 

retrieved via questionnaires while the qualitative data was retrieved via semi-structured interviews 

(face-to-face and phone interviews). The data analysis used in this research will be broken down 

into two main categories which are:  

4.14.1. Quantitative Data Analysis Process (Descriptive and Inferential 

Analysis) 

There are various methods and tools that can be used in quantitative data analysis, some of the 

methods include t-test, descriptive analysis, and inferential analysis while some of the tools include 

STATA and SPSS (Statistical Software for Social Sciences). This research was a combination of 

descriptive and inferential analysis, where the descriptive analysis included measures like the 

average value, frequency, and percentages while the inferential analysis breaks down the 

relationships between the research questions. This research combined STATA and SPSS 

quantitative tools, where SPSS was used for the descriptive analysis and the STATA was used to 

break down the inferential analysis. The quantitative analysis looked to uncover the relationship 

between already existing data and the reality of the present situation when it comes to cybercrime 

and cyber-security in Nigeria.  
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The research questions were grouped to help ask the questions that existing data had left 

unanswered. Due to the nature of the research, which is exploratory by nature, most of the research 

questions uncovered new facts about the existing situation of cybercrime in Nigeria. The 

questionnaire had five main sections, and the first section focused on understanding cybercrime 

awareness in Nigeria where the main types of cybercrime and motivation of cyber-attacks were 

uncovered. The second section of the questionnaire was focused on understanding cyber-security 

awareness in Nigeria were questions such as how cyber-attacks are reported were uncovered. 

The third section of the questionnaire helped understand the awareness of technological tools were 

questions like problems security personnel face and problems technological personnel face. The 

fourth section focused on understanding the effectiveness of technological tools where data about 

the effectiveness of the available ICT tools are and if there is any need for more technological 

tools. The fifth section focused on uncovering data about the predictions of the future of 

cybercrime and cyber-security in Nigeria. One of the main questions in this section was how 

Nigeria's security outfits can improve cyber-security responses in Nigeria. For more information 

about the quantitative data analysis, please refer to Chapter 5 titled Impact of Technology on 

Cybercrime in Nigeria. 

4.14.2. Qualitative Data Analysis Process (Thematic Analysis) 

For the qualitative research, the adopted method used in this research was thematic analysis. 

Thematic analysis was adopted as it helped uncover very sensitive data by breaking them down 

into themes (Tesch, 2013). The tool used to understand the various themes was the NVivo 

software. The tool helped the researcher itemise the various themes uncovered during the semi-

structured interviews. The questionnaires used for the analysis were used to uncover various 

themes that had five main sections. The first group of themes was focused on the interpretation of 

cybercrime and cyber-security with questions that helped understand the connection between 

cybercrime and technology and technology and cyber-security. The second theme helped us 

understand the categorisation and approach to cyber-attacks with questions around the groups of 

cyber-attacks and the most popular security tool perceived. 

The third set of themes focused on reasons for cybercrime and cyber-security with sub-themes that 

helped understand the motives and rate of cyber-attacks in the public and private sectors. The 

fourth theme in the qualitative research analysis was to understand the adaption techniques used 
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by the public and private sectors to cyber-attacks. This theme includes sub-themes about the 

information on record keeping and special departments that help tackle cyber-related offences. The 

final theme section was the cultural perception of cybercrime in Nigeria. This theme helped 

provide data on the current state of cybercrime in Nigeria and the possible future of cybercrime in 

Nigeria. For more information about the qualitative data analysis please refer to Chapter Five titled 

Technology and cybercrime in the Public and Private Sector in Nigeria. 

4.15. Research Validation 

Research validity and reliability is a very important aspect of any successful project, as it helps 

guarantee the importance of any research. To ensure the rigour of a study, it’s important to evaluate 

the design, and analyse the results with the appropriate tools that will help check the quality of the 

research (Golafshani., 2003). Due to the nature of this research, the qualitative and quantitative 

study make up a very good, veritable tool that can help understand the situation of cybercrime and 

cyber-security in Nigeria. Reliability which is similar to dependability, stability, and consistency, 

ensures that quantitative and qualitative studies are trustworthy and legitimate (Golafshani, 2003; 

Patton, 2002). 

Furthermore, to determine the reliability of any study, it’s important to confirm the findings and 

participants understand the purpose of the entire process (Burns, 2000). This research thoroughly 

followed ethical standards making sure every participant followed ethical standards when 

contributing to the research no matter the capacity they were involved in. Plus the analysis was 

thoroughly conducted with appropriate tools (see Section 4.14 Data Analysis for more details), 

and all the findings helped demonstrate useful facts that can help modify cyber-security standards 

to better govern the Nigerian cyber-space. To guarantee the reliability of this research, the study 

was very consistent and remained specific to the major research goals. 

There can be no validity without reliability, so to demonstrate the availability of validity in a 

research project, there must be enough reliability of the research (Lincoln & Guba, 1985). 

Depending on the tools used and skill of the researcher, it can be said that reliability in a research 

project can guarantee validity of a research (Golafshani, 2003; Patton, 2002). Hence, it’s the duty 

of the researcher to guarantee validity in his research by detailing the step-by-step process used to 

conduct the research (Burns, 2000).  The qualitative and quantitative methods were very consistent 

throughout the research and both the researcher, and the participants were very active throughout 
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the process. This helped the researcher make assumptions about research based on multiple 

meanings and individual experiences (Creswell, 2013).  

Key variables like youths, crime, fraud, terrorism, money, poverty, lack of jobs, peer influence, 

corruption, state, religious sentiment, tribe, bribe, lack of skills, geographical zone and others were 

carefully described, giving both participants and researcher a clear understanding of what needed 

to be done. The step-by-step processes that were followed to guarantee validation for both 

qualitative and quantitative research are listed below 

4.15.1. Steps used during Quantitative Research to Guarantee Validity 

1. Design a questionnaire for a pilot study to help test the participants’ sample and the scope 

of the research. 

2. Discuss the questionnaire with experts such as the supervision team and colleagues.  

3. Conduct an actual study with refined questions based on consultations and evaluations. 

4. Allow participants to respond to questions without any influence. 

5. Proper documentation of all answered questions both physically and online. 

6. Detailed data analysis with appropriate tools. 

7. Detailed research findings and recommendations. 

 

Figure 4.5 Showing the step-by-step process to guarantee validation of the quantitative study 

4.15.2. Steps used during Qualitative Research to Guarantee Validity 

1. A conducted pilot study was to help understand how to engage major participants in 

interviews. 

2. Consultation with research experts (e.g., supervision team) and gatekeepers. 
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3. The actual study was semi-structured interviews. 

4. Allow participants to respond without influence. 

5. Proper documentation (recorded interviews, participants’ forms, consent forms, and 

written interviews). 

6. Data analysis with qualitative tools e.g., NVIVO. 

7. Findings and recommendations after data analysis. 

 

Figure 3 Showing the step-by-step process to guarantee validation of the qualitative study 

4.16. Summary 

This chapter sets out to explain the methodological approach used in this research. The research 

adopted an exploratory paradigm due to the area and nature of the research. The fieldwork 

locations were primarily Lagos and Abuja due to the presence of most private and public sectors’ 

headquarters. Most of the private sectors’ headquarters are located in Lagos while most of the 

public sector headquarters are located in Abuja. Plus, Lagos has a very densely populated region, 

hence making it an ideal spot to conduct effective random sampling. 

Furthermore, this chapter went on to describe the steps involved in gaining permission for the 

research via the gatekeepers of the study. In terms of ethical approval, the confidentiality of the 

participants was guaranteed, and all ethical standards were closely followed. Finally, data 

collection was carried out in English making it easy for the researcher to code the data and itemise 

key research finding and suggest recommendations. Tools were used to help with accuracy and 

consistency during the data analysis. The researcher used STATA and SPSS for the quantitative 

data and NVIVO for the qualitative data sample. 
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Chapter Five: Quantitative Data Findings- Impact of Technology on Cybercrime in Nigeria 

5.1. Introduction 

This chapter discusses the results of the questionnaires distributed amongst the Nigerian Police 

Force, the Economic and Financial Commission, Banks, Telecommunication Companies, 

Insurance Firms, Oil and Gas companies and Educational Institutions.   

The main purposes of this chapter include;  

1) To get a brief background of the participants and understand their knowledge of cybercrime 

and cyber-security and its impact on their respective sectors. 

2) To know their level of availability and effectiveness. 

The questionnaire consisted of three sections, which included 30 questions. However, not all the 

questions were used depending on what the analysis of the data required according to the various 

participant groups that will be detailed in Table 5.1 below. The first section was focused on 

gathering data on the participants’ background; the second section was based on understanding the 

state of the art of cybercrime among the participants’ groups, and the final section helped 

understand the technological tools available to the different participant groups in combating 

cybercrime. A copy of the questionnaire is attached in Appendix 2. 

The questionnaires contained both ordinal and nominal data. This research used the SPSS 

(Statistical Package for the Social Sciences) statistical software (IBM SPSS statistics 25), and the 

analysis consisted of both descriptive and inferential statistics. The descriptive statistics made use 

of frequency tables, and bar charts, while the inferential statistics were explained via Chi-square 

variables, cross-tabulations, and Kendal tau b variables with the aid of STATA. 

The research questionnaire was guided by the research questions itemised in Chapter One to help 

understand the responses from the various participant groups. The first set of questions which was 

focused on understanding cybercrime and cyber-security in Nigeria was built based on the work 

of some well-known cybercrime and cyber-security researchers in Nigeria. Some of these 

researchers included the paper of Akinyokun, Alese, Oluwadare, Iyare, and Iwasokun (2015). The 

second set which focused on cyber-security measures such as technology laws and awareness was 

informed by the National Crime Agency’s National strategic assessment of serious and organised 

crime (2014-2018). The rest of this chapter is organised as follows. Section 5.2 focuses on profiling 
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the questionnaire and detailing the four main groups of questions. Section 5.3- 5.8 discusses the 

research findings and results of the data presented. Section 5.10 summarises the results and 

findings. 

5.2. Profiling the Participants  

For the success of any survey data analysis, it is important to profile the responses of the 

participants to help contextualise the main research questions. A total of 310 questionnaires were 

distributed to all the sampled groups. However, 300 responses were successfully retrieved. The 

classification of the participants was based on their roles in Nigerian cyber-space. Table 5.1 shows 

the sectors the participants came from.  

Category (participants’ 

Group) 

Participants Frequency Percentage (%) 

A. Public Sector    

1. Law Enforcement Nigerian Police Force 

(NFP) 

30 10% 

2. Intelligence Agency Economic and 

Financial Crimes 

Commission (EFCC) 

30 10% 

B. Private Sector    

1. Finance Banks 60 20% 

2. Communication Telecommunication 

Companies 

40 13.33% 
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3. Critical Infrastructure Oil and gas firms 40 13.33% 

4. Insurance Insurance Companies 40 13.33% 

5. Education Universities and 

Information 

Technology firms 

60 20% 

 Total 300 100% 

Table 5.1. Profiling the participant’s groups 

The public sector is sub-divided into two major groups: 

a. Law Enforcement. 

b. Intelligence Agencies.  

The private sector is further divided into three subgroups: 

a.  The Banking sector (Financial Institutions). 

b. The Telecommunication Sector (Communication Sector). 

c. Other SME’S (Oil and gas industries, insurance companies and school). 

5.3. Results and Findings 

This section provides the analysis of the responses of the participants groups and how they help 

inform the research question. This section breaks down the responses into five major themes: 

1. Understanding Cybercrime Awareness in Nigeria. 

2. Understanding Cyber-security awareness in Nigeria. 

3. Awareness of Technological tools in Nigeria 

4. The effectiveness of Technological tools available in Nigeria. 

5. The Future of Cybercrime and Cyber-security in Nigeria. 
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5.4. Understanding Cybercrime Awareness in Nigeria 

This section focused on detailing and analysing the questions relating to the understanding of the 

participant's knowledge and awareness of cybercrime. This section helps to understand the main 

prevalence, types, and other aspects of cybercrime among the various participant groups. 

5.4.1. Knowledge of the Internet 

The first test used in this section was to check the level of awareness amongst the participant 

groups revealing how well they knew the Internet. With the aid of a Likert scale ranging from 

excellent to poor, the research reports the participant’s self-reported knowledge of the Internet. 

Amongst all participants, 37.7% reported an average knowledge of the Internet. There was a small 

difference between the participants that had a poor knowledge of the Internet with those that had 

a very good knowledge of the Internet which was 28.0%. However, the surprising fact the data 

revealed is that only 9.7% of the total participants had an excellent knowledge of how the Internet 

worked, despite the category of the participants which is supposed to be more informed about the 

Internet due to the nature of their occupation. 

Category Poor Average Very good Excellent Total 

All participants 74 (24.7%) 113 (37.7%) 84 (28.0%) 29 (9.7%) 300 (100%) 

A. Public sector 12 (20%) 37 (61.7%) 11 (18.3%) 0 60 (100%) 

B. Private sector      

1. Bank 1 (1.7%) 24 (40%) 25 (41.7%) 10 (16.7%) 60 (100%) 

2. Telecoms 2 (5%) 12 (30%) 7 (17.5%) 19 (47.5%) 40 (100%) 

3. Other SMEs 59 (42.1%) 40 (28.6%) 41 (29.3%) 0 140 (100%) 



 

95 
 

Table 5.2 Frequency Distribution on the Knowledge of the Internet among Participants 

5.4.1.1. The Public Sector 

61.7% of the public sector participant group reported an average knowledge of the Internet, with 

20% having poor knowledge and 18.3% a very good knowledge. The highlight of the breakdown 

was that none of the participants amongst the enforcement and intelligence agency reported as 

having an excellent knowledge of the Internet. 

5.4.1.2. The Private Sector 

In the banking sector, 41.7% of the participants reported a very good knowledge of the Internet 

with 40% reporting an average understanding 16.7% an excellent knowledge and. as expected 

considering the nature of their duties, only 1.7% reported a poor understanding.  Due to the nature 

of the duties carried out by the telecoms sector, which involved providing communication lines 

for end-users over the Internet, the result from the telecoms sector was no surprise as 47.5% of the 

participants reported an excellent knowledge of the internet, 30.0% an average level of 

understanding, 17.5% had a very good understanding and only 5.0% a poor knowledge.  

In these sectors (other SMEs ‘) 42.1% of participants reported having a poor knowledge of the 

Internet, 29.3% a very good knowledge and 28.6% an average understanding. None reported an 

excellent understanding which could mean unavailability of resources or lack of funding. 

5.4.2. Knowledge of Online/cybercrime 

This question tests how the participant groups understood online attacks or cybercrime. With the 

aid of a Likert scale ranging from poor to excellent all the participants stated how well they knew 

or were aware of cybercrime. In this question, the results were quite revealing as 44.3% of the all 

participants reported a poor knowledge of online attacks or cybercrime, 37% an average 

knowledge, and interestingly only 14% reported a very good understanding and a surprising low 

4.7% an excellent understanding. 

Category Poor Average Very good Excellent Total 

All participants 133 (44.3%) 111 (37.0%) 42 (14.0%) 14 (4.7%) 300 (100%) 
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A. Public sector 29 (48.3%) 31 (51.7%) 0 0 60 (100%) 

B. Private sector      

1. Bank 0 35 (58.3%) 25 (41.7%) 0 60 (100%) 

2. Telecoms 0 10 (25%) 16 (40%) 14 (35%) 40 (100%) 

3. Other SMEs 104 (74.3%) 35 (25%) 1 (0.7%) 0 140 (100%) 

Table 5.3. Frequency Distribution on the Knowledge of Cybercrime among Participants 

Note that the value in bracket represents the percentage of the participants’ responses. 

5.4.2.1. Public Sector 

The public sector reported very little understanding of cybercrime, which was worrying. As the 

table shows, none of the participants reported a very good or excellent knowledge, 51.7% an 

average understanding of online attacks and the other 48.3% a poor knowledge. 

5.4.2.2. Private Sector 

In the banks, there was a better understanding and knowledge of online attacks/ cybercrime, as 

41.7% of participants reported a very good understanding and 58.3% an average knowledge. A 

matter of concern was the fact that none reported an excellent knowledge of cybercrime despite 

their continuous use of computer systems and the Internet for most of their activities. The 

telecommunication sector’s result on knowledge of online attacks/cybercrime was better 

considering the core of their duties which involved computer systems and networks. 40.0% of the 

participants reported a very good knowledge of online attacks, 35% an excellent knowledge, 25% 

an average knowledge of cybercrime and none reporting a poor understanding. The results from 

other SMEs revealed that 74.3% of the participants reported a poor knowledge of online 

attacks/cybercrime, 25% an average understanding, only 1% a very good knowledge and none 

reported excellent knowledge. 
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5.4.3. Frequency of Attacks 

This question helped to understand how many cyber-attacks were faced by the various participant 

groups. The frequency of attacks was categorised as 1-5 meaning few attacks, and more than 16 

attacks meaning a high level of cyber-attacks are experienced or reported. We can see from Table 

5.4 below, that 28.7% of all participants (86) faced 1-5 cyber-attacks, a further 28,7% (86) faced 

11-15 cyber-attacks, 27% of participants (81) faced 16 or more attacks, and 15.7% (47 participants) 

faced 6-10 cyber-attacks. From this result, it’s safe to say there is an even spread of recorded cyber-

attacks amongst the participant groups as most participants faced different ranges of cyber-attacks 

(1-5, 11-15, and 16>). Sections 4b and 4c break down the distribution of the frequency of attacks 

against more specific participant groups. 

Category 1-5 6-10 11-15 More than 16 Total 

All participants 86 (28.7%) 47 (15.7%) 86 (28.7%) 81 (27%) 300 (100%) 

A. Public sector 10 (16.7%) 10 (16.7%) 25 (41.7%) 15 (25%) 60 (100%) 

B. Private sector      

1. Bank -- 2 (3.3%) 17 (28.3%) 14 (68.3%) 60 (100%) 

2. Telecoms -- -- 15 (37.5%) 25 (62.5%) 40 (100%) 

3. Other SMEs 76 (54.3%) 35 (25%) 29 (20.7%) -- 140 (100%) 

Table 5.4. Frequency of Cyber-attacks among Participants 

Note: that the value in bracket represents the percentage of the participants’ responses 
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5.4.3.1. The Public Sector 

41.7% of public sector participants (25) recorded 11-15 cyber-attacks, 25% recorded 16+ cyber-

attacks, and 16.7% recorded 10-15 attacks and 16.7% 1-5 cyber-attacks, an even distribution of 

attacks.  

5.4.3.2. Private Sector 

The frequency of attacks on banks was no surprise, considering the service they provide and the 

fact that most of their activities are digitised. 68.3% of bank participants recorded 16+ attacks 

daily, 28.3% recorded 11-15 cyber-attacks and 3.3% recorded 6-10 cyber-attacks. From the data 

we can see that banks record more attacks than other sectors. The telecoms sector shows 62.5% of 

the telecom’s participants recorded 16+ attacks and 37.5% record11-15 attacks. The number of 

attacks faced by other SMEs that do not rely on computers and the Internet for their services tends 

to record a lower number of attacks. From Table 5.4 we can see 54.3% of participants from other 

SMEs face just 1-5 cyber-attacks daily, 25.0% face 6-10 cyber-attacks and 20.7% face 11-15 

attacks. 

5.4.4. Types of Cybercrime 

This question helps understand what types of cyber-attacks are faced by the participants’ groups, 

it also identifies what category the attacks belonged to (see Section 3.3 for more details). The most 

common type of attack is the phishing attack reported by 23.0% of all participants, followed by 

cyber-fraud reported by 21.7%, romance scams reported by 18.7%, identity theft reported by 

11.3%, 7.7% reported advance fee fraud (AFF), 6.7% reporting computer viruses/DDOS attacks 

and the remaining 4.3% reporting cyber terrorism. As Nigeria has a reputation for AFF, it is 

perhaps surprising the figure is so low.   

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 
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Cyber-fraud 65 (21.7%) 13 (21.7%) 34 

(56.7%) 

-- 8 (5.7%) 

Cyber-terrorism 13 (4.3%) 13 (21.7%) -- -- -- 

Identify theft 34 (11.3%) 13 (21.7%) -- -- 21 (15%) 

Romance scam 56 (18.7%) 15 (25%) 2 (3.3%) -- 49 (35%) 

Advanced fee fraud 23 (7.7%) 6 (10%) -- -- 17 

(12.1%) 

Phishing attacks 69 (23%) -- 24 

(40%) 

-- 45 

(32.1%) 

Computer viruses, 

Trojans 

20 (6.7%) -- -- 20 (50%) -- 

DDOS attacks and 

Hacking attacks 

20 (6.7%) -- -- 20 (50%) -- 

Total (= 100%) 300  60  60  40  140  

Table 5.5. Types of Cyber-attacks among Participants 

Note that the value in bracket represents the percentage of the participants’ responses 

5.4.4.1. Public Sector 

This section shows the distribution of the cyber-attacks amongst the Government sector with the 

focus on the skill category of the attack, its typology and the generation of attack according to 

Table 5.5 above. From the data on types of attacks in the public sector, we can see romance scam 
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represent 25% of the total number of cyber-attacks reported.  Cyber fraud, cyber-terrorism and 

identity theft are the second most popular type of cyber-attack with 21.7% each of the total number 

of attacks reported. The remaining 10% of attacks reported were AFF. This mean the main 

typology of cyber-attacks in the public sector are cyber-enabled attacks. The cyber-attacks in the 

public sector are mainly the second generation which required medium-skilled offenders and the 

first generation which required highly skilled offenders. (Cyber-frauds are first-generation attacks, 

romance scams second generation and phishing attacks the third generation see table 3.1 for more) 

5.4.4.2. The Private sector 

In the banking sector, there is an interesting twist to the type of attacks faced. Cyber fraud is the 

most common type of attack with 56.7% of all attacks reported, followed by phishing attacks at 

40% and romance scams at 3.3%. (Table 5.4) The breakdown of attacks is very interesting as it 

shows the three generations of cyber-attacks in Nigeria; the main typologies in the banking sector 

are cyber-enabled attacks and computer crimes. The interesting part of the data is that the skill sets 

of offenders are mainly highly skilled and medium skilled, with a total of 96.7% of the participants 

recording attacks that required high skill sets and just 3.3% of the participants recording medium 

skilled attacks.   

In the telecoms sector, there was an even split in the frequency of cyber-attacks between virus 

attacks (50%) and DDOS attacks (50%.). This means the types of attacks in the telecoms sector 

are mainly third generational and require highly skilled offenders. The attacks are also under the 

computer crimes typology which means they require a high understanding of the internet and 

internet-enabled tools (Section 2.7). In the other SMEs, 35% of the participants faced romance 

scam attacks, 32.1% faced phishing attacks, 15% faced identity theft, 12.1% faced AFF and 5.7% 

face cyber fraud. The other SMEs faced cyber-attacks that are either cyber-enabled or cyber-

dependent. The other SMEs also face attacks from the three generations of attacks, with AFF, 

Identity theft and romance scams all second-generation attacks, cyber-fraud from the first 

generation and phishing attacks from the third-generation attacks. In terms of skillset of the attacks 

faced by the other SMEs, the offenders are distributed into the three categories of cyber-offenders. 

5.4.5. Motivation of Attacks 

This question helps us to understand the reason why cyber-criminals behave the way they do, 

which helps to provide possible ways to solve or reduce the problem of cybercrime (profiling 
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cyber-criminals) in Nigeria. This question groups the different motives of cyber-attacks according 

to the U.K Government Cybercrime Evidence Report produced by the Home Office cybercrime 

research team (Chapter 2). Motives included: financial gain, political and social justice, and 

intellectual challenges. Amongst all the participants, lack of awareness was the main reason for 

cyber-attacks across the different sectors with a total of 105 participants (35.0%). 26% of 

participants believed the lack of employment was the main cause of cyber-attacks in Nigeria, 20% 

said the main motive was corruption, 8.3% believed it was peer pressure and only 5.3% believed 

the motive was poverty/poor standards of living. From the result, the main motives of cyber-attacks 

are caused by intellectual challenges among the people (Table 5.7).   

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 

Lack of employment 78 (26%) 22 (36.7%) 17 

(28.3%) 

3 (7.5%) 36 (25.7%) 

Poverty 16 (5.3%) -- -- 5 

(12.5%) 

11 (7.9%) 

Lack Adequate 

awareness 

60 (20%) -- 19 

(31.7%) 

14 (35%) 72 (51.4%) 

Corruption 16 (20%) 11 (18.3%) 24 (40%) 18 (45%) 16 (11.4%) 

Poor standard of living 16 (5.3%) -- -- -- 5 (3.6%) 

Peer Pressure 25 (8.3%) 25 (41.7%) -- -- -- 
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Total 300 (100%) 60 (100%) 60 

(100%) 

40 

(100%) 

140 

(100%) 

Table 5.6 Motives of Attacks amongst all participants 

Note: that the value in bracket represents the percentage of the participants’ responses 

Motive of attack Category of the motive (according to UK 

Government) 

1. Lack of Employment Financial gain 

2. Corruption Financial gain 

3. Poor Standard of Living Political and social justice 

4. Poverty Political and social justice 

5. Peer Pressure Intellectual challenge 

6. Lack of Awareness Intellectual challenge 

Table 5.7 Categorising motives of attacks 

5.4.5.1. The Public Sector 

In the public sector, the motivation of attacks was a little surprising: 41.7% of participants thought 

peer pressure amongst youths was the main motive of cyber-attacks, 36.7% thought it was lack of 

employment, 18.3% thought it was the poor standard of living amongst the people and only 3.3% 

thought it was the level of corruption. The result meant the main motives of cyber-attacks in the 

public sector were mainly political and social justice-related or intellectual challenge related. 

5.4.5.2. The Private Sector 

In the bank sector, 40% of participants thought the main motive of cyber-attacks was corruption, 

31.7% that the main motive was a lack of awareness and the remaining 28.3% that it was a lack of 

employment. According to Table 4.32 cyber-criminals in the banking sector are mainly motivated 

by financial gains and intellectual challenge. In telecoms, an even higher percentage of the 
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participants (45%), compared to the banking sector thought corruption was the main motive of 

cyber-attacks, 35% that it was the lack of awareness amongst people, while 12.5% that poverty 

was the main problem and remaining 7.5% that lack of employment was the main cause of cyber-

attacks. Just like the banking sector the main motives of cyber-attacks were financial gains or 

intellectual challenges. In the other SMEs, more than half of the participants (51.4%) thought the 

major motive was the lack of awareness amongst the public, 25.7% that the main problem was the 

lack of employment, 11.4% that it was corruption, while 7.9% and 3.6% that it was poverty or 

poor standards of living. 

5.5. Understanding the awareness of Cyber-security  

This section focuses on understanding the level of readiness and preparedness of the various 

participant groups for cyber-security.  Unlike the first theme that helped inform the level of 

cybercrime awareness, this section will help to understand the type of cyber-security policies 

available and how effective they are. It also checks how various participants react to attacks and 

how effective the reactions to cyber-attacks are.    

5.5.1. Awareness of cyber security policies 

In this question, the various participant groups were asked about the availability of cyber-security 

policies (for example Section 3.8.1.3 the Cybercrime Act 2015 which is the most recent 

Government policy that concerns cybercrime and its governance in Nigeria). It was a yes or no 

question to check what participants groups are aware of cyber security policies.  

5.5.1.1 All participants 

Amongst the various participant groups, 184 participants (61.3%) are aware of cyber-security 

policies while the other 116 (38.7%) have no knowledge of them. The results were quite worrisome 

as almost a third of participants have no idea of cyber-security policies in Nigeria.   
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Figure 4 Awareness of policies among all participants 

5.5.2. How effective are the available cyber-security policies 

After checking the proportions of the participants’ groups aware of the cyber-security policies 

available in Nigeria, this question helps TO understand how effective the available policies are. 

This question uses a Likert scale ranging from excellent to poor, where excellent means the policies 

are doing well in managing cybercrime in Nigeria and poor means a lot needs to be done to help 

revise the existing policies. 

5.5.2.1. All participants 

According to the data collected, the available national cyber-security policies have not done well 

in controlling Nigerian cyber-space. 63.3% of all participants thought available cyber-policies are 

poor. The other 32.3% of the participants thought the cyber-policies were average while only 4.3% 

of them thought the policies were very good. The highlight of this result was that none of the 

participants thought the available cyber-policies performed excellently in combing cybercrime in 

Nigeria.  
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Figure 5 How effective are the available cyber-security policies 

5.5.3. How cyber-attacks are reported 

This question helps understand the processes available to the participant groups on how a cyber-

attack can be reported. This question is important as it helps detail the mediums, techniques, and 

methods available to the various participants’ groups to report an attack. From the result of this 

question, we can understand where to obtain records on existing attacks and eventually propose 

possible future attacks according to the patterns formed by already reported attacks. 

5.5.3.1. All Participants 

Amongst all participants, the majority of user groups go to the physical structure (which can be 

the bank, the Nigerian Police force, or the telecoms industry) to make a complaint of a cyber-attack 

(64.3%). 18.3% of participants made cyber-attack complaints by phone and the remaining 17.3 % 

reported by E-mail. It is clear most participants report cyber-attacks to the physical structure which 

means the attack has already happened before there was a reaction. These inform the extent of 

successful cyber-attacks in Nigeria and the weakness of cyber-security policies 
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Figure 6 How cyber-attacks are reported 

5.5.4. To whom are cyber-attacks reported 

Following Section 5.5.3 which discusses how cyber-attacks are reported, where most of the 

participants report cyber-attacks to the physical structure which can be the banks, the telecoms 

industry or the Nigerian Police, this question details what structures cyber-attacks are reported to. 

The question gives the participants possible options of where a cyber-attack complaint could be 

made, however, the participants were allowed to suggest other mediums or methods to report 

cybercrime. Among the entire participants, 122 of the participants (40.7%) reported cyber-attacks 

to the Nigerian Police, 28% to the banks while 10.3% report them to security agencies like the 

EFCC. The highlight was that 62 of the participants (20% almost a third of the entire group) did 

not report cyber-attacks to anyone. This might be because they didn’t believe how cyber-attacks 

are handled in these outfits or they found it difficult to trust their information with the security 

outfits. 
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The Nigerian Police 122 (40.7%) 52 (86.7%) 5 (8.3%) 7 

(17.5%) 

58 (41.4%) 

Banks 85 (28.3%) 8 (13.3%) 30 (50%) -- 47 (33.6%) 

Security Intelligence 

Agencies 

31 (10.3%) -- 10 

(16.7%) 

21 

(52.5%) 

-- 

Do not report 62 (20.7%) -- 15 (25%) 12 (30%) 35 (25%) 

Total 300 (100%) 60 (100%) 60 

(100%) 

40 

(100%) 

140 

(100%) 

Table 5.8 Cyber-attack report Centres 

Note: that the value in bracket represents the percentage of the participants’ responses 

5.5.4.1. The Public Sector 

Among the public sector, the majority of them (86.7%) reported cyber-attacks to the Nigerian 

Police. The remaining 13.3% reported cyber-attacks to the banks but none of the participants 

reported cyber-attacks to the telecoms industry or security agencies.  

5.5.4.2. The Private Sector  

In the results from the banking sector, 50% of the participants reported cyber-attacks to the banks 

themselves. This should help the banks gather better statistics on the large number of cyber-attacks. 

16.7% of bank participants reported cyber-attacks to intelligence agencies while 8.3% reported 

cyber-attacks to the Police. The most uncomfortable part of the result was that 25% of the banking 

sector participants did not report cyber-attacks to anyone. This made it difficult for the banks to 

keep track of the kind of cyber-attacks they faced. `In the telecoms sector, more than half of the 

participants (52.5%) reported cyber-attacks to the intelligence agencies, 17.5% reported cyber-

attacks to the Police but 30% did not report cyber-attacks to anyone. According to other SME, as 
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expected, 33.6% reported cyber-attacks to the banks but, the most worrying result, 25% of other 

SME participants did not report cyber-attacks to anyone. 

5.5.5. How effectively are cyber-attack reports handled 

After understanding how attacks were reported amongst the participant groups and to whom cyber-

attacks were reported to, it is important to know how thoroughly the participants thought cyber-

attack reports were treated. This question again uses a Likert Scale ranging from poor to excellent  

5.5.5.1. All Participants 

53.3% of all the participants in the Government and user groups thought cyber-attack reports were 

dealt with on average, 45.3% thought cyber-attack reports were poorly handled and only 1.3% 

thought a very good job was done in investigating cyber-attack reports. However, the main result 

is that none of the participants had excellent satisfaction with how cyber-attack reports were 

handled in Nigeria.  

  

Figure 7 How effective were the reports dealt with amongst all participants 

5.6. Awareness of Technological tools in Nigeria 

This theme helps understand the types of technological tools used across the various participant 

groups. It also categorises these tools according to how they helped in managing, controlling, 

preventing, and reacting to cybercrime. The theme contains questions of concern around the nature 

of technological tools used. This theme is important because it can help detail what technological 

requirements are needed across the various participant groups in countering cybercrime 
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5.6.1. Availability of Technological tools 

This question helps detail how alert the members of the Nigerian public were when it came to the 

availability of technological tools. This is important as it checks the participants’ reactions to the 

availability of technological tools in the different sectors. 

5.6.1.1. All Participants 

A huge majority of participants in the participant groups seemed to be aware of technological tools. 

204 of the totals (68%) were aware of the availability of technological tools, while 32% of the 

participants were unaware of them.  

 

Figure 8 Availability of Tech Tools amongst all participants 

5.6.2. Types of Technological tools available 

After confirming the majority of the Nigerian public was aware of technological tools, it is 

important to understand what types and categories of technological tools were used across the 

participant groups. In terms of the categorisation of the types of tools, this question will be 

referencing the section in Chapter 7.3 where technological tools were divided into pro-active, 

reactive, active, and persuasive technological tools. According to the results of the data on types 

of technological tools used by all participant groups, 27.7% were aware of programming tools, 

18.7% used data mining tools, 16.7% were aware of hacking tools, and 14.7% used social media 

tools. Only 7% used database management tools. One of the major highlights of the result is that 

15.3% of the participants were not aware of any type of technological tool. This could be because 
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they lacked adequate training, or exposure to the various technological tools. In terms of 

categorisation of the tools, Table 5.10 below helps break down the various tools into different 

groups according to their functions. 

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 

Programming tools 83 (27.7%) 8 (13.3%) 29 

(48.3%) 

25 

(62.5%) 

21 (15%) 

Data mining 56 (18.7%) 1 (1.7%) 17 

(28.3%) 

5 

(12.5%) 

33 (23.6%) 

Hacking tools 50 (16.7%) -- -- 10 (25%) 40 (28.6%) 

Database Management 

tools 

21 (7%) 7 (11.7%0 14 

(23.2%) 

-- -- 

Social Media tools 44 (14.7%) 44 (73.3%) -- -- -- 

None 46 (15.3%) -- -- -- 46 (32.9%) 

Total 300 (100%) 60 (100%) 60 

(100%) 

40 

(100%) 

140 

(100%) 

Table 2.9 Types of Technology tools 
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Types of Tools Categorization of tools 

1. Programming tools Reactive tool 

2. Data Mining Reactive/Persuasive tool 

3. Hacking Tools Proactive/reactive tool 

4. Database Management tools Proactive/Active tool 

5. Social Media tools Reactive tool/persuasive tool 

Table 5.10 Types of Technological tools available 

From Table 5.7 one can see most participants used reactive tools with a cumulative percentage 

total of 77.7%. Therefore, one can say that the majority of the Nigerian public were more reactive 

in dealing with cybercrime attacks. 

5.6.2.1. The Public Sector 

In the public sector, the result was quite interesting as it alludes to the fact that the social media 

tool was the most frequently used tool with a total of 73.3% of the participants agreeing. Another 

13.3% of the participants use programming tools while 1% of public sector made use of data 

mining tools. There are two main highlights in this result, (1) only 11.7% of the participants used 

proactive tools and (2) reactive/persuasive tools were the most preferred in the public sector.  

5.6.2.2. The Private sector 

In terms of types of tools in the banking sector, 48.3% of the participants made use of programming 

tools, 23.3% made use of database management tools and the remaining 28.3% made use of data 

mining tools. Banks made use of mostly reactive tools (Table 5.7). Across the telecoms sector, the 

majority of participants made use of programming tools (62.5%). 25% of participants in the 

telecoms sector made use of hacking tools while the remaining 12.5% used data mining tools. 

Similar to the banking sector the telecoms mostly used the reactive tools but unlike the banking 

sector, a quarter of the telecoms participants made use of proactive tools, meaning they were able 

to apprehend an attack before it happened. In the other SMEs, the most commonly used 

technological tools were hacking tools (28.6%). 23.6% used data mining tools while 15% use 

hacking tools. The main highlight was that 32.9% did not use any technological tools. This can 
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mean a lot of things, for instance, it could have meant they were not skilled enough to use 

technological tools or they did not have access to these tools or even worse they use other technical 

methods to bypass security (See more in Findings and Discussion Chapter Seven). 

5.6.3. Problems Security Personnel face 

After detailing the type of technological tools used by participant groups, it is important to 

understand what problems the technical personnel in the different participant groups faced. This 

will highlight what areas needed attention in terms of better usage of technology. The focus of this 

question was to understand what the participant groups thought were the main problems faced by 

governmental security personnel such as the technical department of the Police Force. According 

to all participants, the main problem faced by security personnel (33%) was the lack of IT 

personnel, followed by a lack of research (26.7%), lack of adequate laws (11%) lack of prosecution 

of cyber-criminals (7.7%) lack of private cyber-security outfits (5.3%) lack of data management 

(5.0%) and lack of IT tools (1.7%). 

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 

Lack of laws 33 (11%) 46 

(76.7%) 

2 

(3.3%) 

1 (2.5%) 31 

(22.1%) 

Lack of I.T. personnel 99 (33%) -- 29 

(48.3%) 

-- 24 

(17.1%) 

Lack of I.T. tools 5 (1.7%) 5 (8.3%) -- -- -- 

Lack of research 80 (26.7%) 1 (1.7%) -- -- 78 

(55.7%) 
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Lack of emergency 

response 

29 (9.7%) 1 (1.7%) 29 

(48.3%) 

-- -- 

Lack of data 

management 

15 (5%) -- -- 13 

(32.5%) 

1 (0.7%) 

Lack of prosecution of 

cyber-criminals 

23 (7.7%) 7 

(11.7%) 

-- -- 6 (4.3%) 

Lack of private cyber-

security outfit 

16 (5.3%) -- -- 16 (40%) -- 

Total 300 (100%) 60 

(100%) 

60 

(100%) 

40 

(100%) 

140 

(100%) 

  0    

Table 5.11 Problems security personnel face by all participants 

5.6.3.1. The Public Sector 

The main problem faced by public sector security personnel is the lack of IT personnel as reported 

by 76.7% of participants. Other problems reported include a lack of prosecution of cyber-criminals 

(11.7%), lack of IT tools (8.3%), lack of research (1.7%) and lack of data management (1.7%)  

5.6.3.2. The Private Sector 

 The banks thought the most prominent problems experienced by the security personnel were the 

lack of IT personnel (48.3%) and the lack of emergency responses (48.3%) The remaining 3.3% 

of participants thought the main problem of security personnel was the lack of adequate laws and 

cyber-security policies that govern Nigerian cyberspace.  For the telecoms sector, 40% of the 

participants think the major problem faced by security personnel were the lack of private cyber-

security outfits that focused on cybercrime in Nigeria. Another 32.5% thought the main problem 
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was the lack of data management while 25% thought it was the lack of prosecution of 

cybercriminals.  

Only 2.5% of the telecoms participants thought security personnel suffered mainly because of the 

lack of research, unlike the public sector which seemed to think the lack of research was a very 

serious issue. The main problem faced by security personnel was the lack of research (reported by 

55.7%) in the other SME’S. This agrees with what the public sector thought. The second most 

prominent problem was the lack of laws (22.1%). 17.1% thought it was the lack of IT personnel, 

4.3% thought it was the lack of prosecution of cyber-criminals, while the remaining 0.7% of the 

participants thought the lack of data management in the main problem. 

5.6.4. Problems Technological Personnel face 

Unlike the previous question which focused on the problems faced by governmental security 

personnel, this question explored the problems faced by technological personnel in the private 

sector. This will help understand what can be done differently to improve how technical 

professionals handle cybercrime. 45% of all participants reported a lack of research and 15.7% 

reported the lack of prosecution of cyber-criminals as the main problem. Other problems included 

the lack of emergency responses (13.7%), lack of IT training (11.7%), lack of upgrade of IT 

systems (7.3%), poor case filing and data management (6.7%) and lack of IT tools (0.3%). 

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 

Lack of training 35 (11.7%) 1 (1.7%) -- -- 34 

(24.3%) 

Lack of I.T. tools 1 (0.3%) 1 (1.7%) -- -- -- 
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Lack of Research 135 (45%) 13 

(21.7%) 

30 

(50%) 

-- 92 

(65.7%) 

Poor emergency response 

to cybercrime 

41 (13.7%) 1 (1.7%) 20 

(33.3%) 

20 (50%) -- 

Poor case filling and data 

management 

20 (6.7%) 14 

(23.3%) 

-- -- 6 (4.3%) 

Prosecution of Cyber-

criminals 

46 (15.3%) 29 

(48.3%) 

10 

(16.7%) 

-- 7 (5%) 

Lack of upgrade on I.T. 

systems 

22 (7.3%) 1 (1.7%) -- 20 (50%) 1 (0.7%) 

Total 300 (100%) 60 (100%) 60 

(100%) 

40 

(100%) 

140 

(100%) 

  0    

Table 5.12 Problems faced by tech personnel according to all participants 

5.6.4.1. The Public Sector 

The main problem here is the lack of prosecution of cyber-criminals (48.3%). This highlights the 

huge disconnection between the public sector’s understanding of the problems the private sector 

faces when it comes to combating cybercrime. As the private sector is not in charge of the 

prosecutions of cyber-criminals, it should be the duty of the public enforcement agencies. The 

other problems the public sector mentioned were the lack of poor filing and data management 

(23.3%), the lack of research (21.7%), the lack of training, lack of IT tools, poor emergency 

response to cybercrime and lack of upgrade of IT systems with 1.7% each. 
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5.6.4.2. The Private Sector 

In the banks, the most prominent problem was the lack of adequate research on cybercrime and 

cyber-security mentioned by 50% of all participants. The other problems were poor emergency 

and response to cybercrime (33.3%) while the remaining 16.7% thought the major problem was 

the lack of cyber-criminal prosecutions. In the telecoms sector, there is an interesting twist to the 

results, as there was an even split between the participants. Where 50% think the main problem is 

the lack of upgrades of IT systems and the other 50% think it is the poor emergency response to 

cybercrime. In the other SME’S, the main problem highlighted was the lack of research with 65.7% 

of the participants. 24.3% reported a lack of IT training for the tech personnel. The other problems 

reported were the prosecution of cyber-criminals (5%) poor case filing 4.3% and the lack of 

upgrade of I.T systems 0.7%.  

5.7. Effectiveness of Technological Tools 

The focus of the theme is to test how efficient and thorough the available technological tools are 

in combating cybercrime in Nigeria. Following up on the previous theme where the focus was 

based on understanding the types of technological tools available and problems personnel face, 

this theme is more about the technology tool itself and how useful they have been in helping the 

participants groups in combating cybercrime and improving cyber-security in Nigeria. 

5.7.1. How effective are the available ICT Tools? 

This question helps understand how effective and efficient the available ICT tools are in combating 

cybercrime among the various participant groups. It helps get into the minds of the participants as 

to how productive the available ICT tools used are. 

5.7.1.1. All Participants  

The result revealed was quite disturbing as it showed that 52.7% of the participants thought the 

available ICT tools were poor. Another 26.7% thought ICT tools were average and only 7.3% 

thought they were very good. There were two major highlights from this result (1) none of the 

participants thought the available ICT tools were excellently implemented and (2) 13.3% of the 

participants did not know how well, or badly, the available tools had been in combating cybercrime 

in Nigeria. 
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Figure 9 How effective are the available ICT Tools 

5.7.2. Need for more Technological tools 

This question asked the participant groups if there was a need for more technological tools to add 

to what already exists. This is important as it helps inform how well the participants have been 

able to deal with the use of technology and also details what the participants think about the use 

of technological tools in general. 

5.7.2.1. All Participants 

Overwhelmingly, the participants groups all agreed there was need for more technological tools. 

76.7% of the participants agreed to the need for more technology in combating cybercrime and 

improving cyber-security in Nigeria. Another 11% thought awareness was the main problem. 8% 

of the participants said maybe there was a need for more technological tools and only 4.3% of the 

participants thought there was no need for more technological tools.  
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Figure 10  Need for more Tech Tools amongst all Participants 

5.7.3. Problems of Technological tools in Cyber-security  

The main purpose of this question was to understand the challenges faced by the available 

technological tools among the various participants’ groups.  Following on from the previous 

questions in this section where most of the participants agreed the available technological tools 

were not effective and that there was a need for more technological tools, this question helps 

understand why the available technological tools are not effective. 30.7% of participants thought 

the main problem was the societal countermeasures that act against the use of technology. Another 

27.7% think the major problem lies in the difficulty in using technological tools while 25% of the 

participants thought the main problem was the lack of skilled personnel. The remaining 8.3% of 

the participants thought the lack of funding for tech tools was the major problem faced.   

Category All 

Participants 

Public 

Sector 

Private Sector 

Bank Telecoms Other 

SMEs 

Lack of political will 24 (8%) -- 4 (6.7%) 6 (15%) 14 (10%) 
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Societal counter 

measures 

92 (30.7%) 17 (28.3%) 38 

(63.3%) 

33 

(82.5%) 

4 (2.9) 

Technology is complex 

to use 

83 (27.7%) -- 17 

(28.3%) 

-- 66 (47.1%) 

Lack of funding 25 (8.3%) 25 (41.7%) -- -- -- 

Lack of skilled 

personnel 

76 (25.3%) 18 (30%) 1 (1.7%) 1 (2.5%) 56 (40%) 

Total 300 (100%) 60 (100%) 60 

(100%) 

40 

(100%) 

140 

(100%) 

  0    

Table 5.13 Why Tech Tools have not penetrated cyber-security strategy amongst all 

participants 

Note: that the value in the bracket represents the percentage of the participant's response 

5.7.3.1. The Public Sector  

41.7% reported the main problem as a lack of funding for technological tools. 30% reported a lack 

of skilled personnel. The remaining 28.3% thought societal countermeasures played the main role 

in deterring technological tools. 

5.7.3.2. The private sector 

63.3% of participants in the banking sector reported their main problem experienced as societal 

countermeasures with another 28.35% thought the main problem was the difficulty in using 

technological tools: 6.7% thought the major issue was the lack of political will from the 

Government and the remaining 1.7% thought the main problem was the lack of skilled personnel. 

In the telecommunication sector, 82.5% of participants thought the main reason why technology 

had not been successful was the societal countermeasures deployed by the public, 15% thought 
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the main problem is the lack of political will on the aspect of the Government and only 2.5% 

thought the lack of skilled personnel as the major downside technological tools face. Finally, in 

the other SMEs, 47.1% of the participants thought the main reason for the lack of technical 

penetration in cyber-security strategies is that technology can be very complex to understand: 40% 

thought the lack of skilled personnel was the main issue: 10% and 2.9% thought the main problems 

were the lack of political will and societal counter measures respectively. 

5.8. The Future of Cybercrime and Cyber-security in Nigeria 

The previous four themes have been focused on two main points: (1) understanding the current 

state of cybercrime and cyber-security in Nigeria and (2) detailing the impact of technological 

tools on the various participants’ groups. This theme helps with pointers on what the participants 

thought needed to be done going forward on issues concerning cybercrime and cyber-security. In 

other words, try to give direction on what cybercrime will mean and look like in Nigeria in the 

future. 

5.8.1. How to improve cyber-security  

This question addresses the most important factor that can help improve the deplorable state of 

cyber-security measures in Nigeria. It follows up on the previous question that helped understand 

the main problems technological tools face and helps to understand what method the participants’ 

groups think is the most appropriate for combating cybercrime and improving cyber-security. 

5.8.1.1. All Participants 

The majority of the participants agreed the best method to help combat cybercrime and improve 

the current state of cyber-security in Nigeria will be the use of technology with a total of 61.3% of 

the participants. Another 24.3% of the participants thought the main problem is the lack of 

awareness while 12% of the participants felt there was the need for more laws governing cyber-

space. Only 2.3% of the participants thought separate cyber-security outfits or agencies should be 

created to help combat the obvious problem of cybercrime. 
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Figure 11 How can cyber-security improve according to all participants 

5.8.2. Future perception of cybercrime  

This question checks whether participants thought cybercrime would become a worse problem in 

the country given the advancement of technology and the growing population in Nigeria (World 

Bank Group, 2019). Nigeria already has the largest number of Internet users in Africa and one of 

the largest worldwide with over 160 million people according to World Atlas (2019) which means 

it is very important to what the participants thought would happen to cybercrime as the participants 

form the major stakeholders in cybercrime and cyber-security in Nigeria. 

5.8.2.1. All Participants  

From the results on the supposed future of cybercrime and cyber-security in Nigeria, a huge 

majority of the participants (96%) thought the two concepts were going to become a mainstay in 

the Nigerian economy and only 4% of the entire participants thought cybercrime would no longer 

exist and there would not be any need to bolster existing cyber-security mechanisms. This result 

is quite revealing. It means the majority of participants did not agree there would be a rise in 

cybercrime in the future, they also think there is a need for more to be done as revealed in Section 

5.8. 
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Figure 12 What is the future of cybercrime and cyber-security in Nigeria amongst all 

participants 

5.9. Inferential Data Analysis 

5.9.1. Correlation Analysis 

This section deals with the correlation between different questions collected from the participants. 

The Pearson Correlation analysis was adopted to establish the relationship between different 

questions. The strength of relationship between variables can be determined by examining the size 

of the value of the correlation coefficient. 

Table 5.14 reports the correlation analysis with the motive of unveiling how cyber-security can 

improve through the need for more tech tools in Nigeria. Thus, the improvement of cyber-security 

presents a positive correlation with the need for more tech tools with a coefficient value of 0.202 

at 1% level of significance. It is inferred that cyber-security can be improved through more tech 

tools. 
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How can cyber-security 

improve 

Pearson Correlation 1 .202** 

Sig. (2-tailed)  .000 

N 300 300 

Need for more Tech Tools Pearson Correlation .202** 1 

Sig. (2-tailed) .000  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

Table 5.15 reports the correlation analysis between the responses (1). the motive of unveiling how 

effective the available National cyber-security strategy is and (2). experienced cyber-attack in 

Nigeria. Thus, the effectiveness of the available National cyber-security strategy presents a 

negative correlation with the experienced cyber-attack with a coefficient value of -0.401 at a 1% 

level of significance. It is inferred that effective National cyber-security will combat cyber-attacks. 

Table 5.15 Correlations II 

 How effective 

is the available 

Nat. cyber-

security 

strategy 

Experienced 

cyber-attack 

How effective is the 

available Nat. cyber-security 

strategy 

Pearson Correlation 1 -.401** 

Sig. (2-tailed)  .000 

N 300 300 

Experienced cyber-attack Pearson Correlation -.401** 1 
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Sig. (2-tailed) .000  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

Table 5.16 reports the correlation analysis with the motive of unveiling the availability of tech 

tools and the level of tech tool's effectiveness in Nigeria. Thus, the effectiveness of available tech 

tools presents a negative correlation with the availability of tech tools with a coefficient value of -

0.167 at a 1% level of significance. It is inferred that the availability of tech tools does not 

necessitate the effectiveness of those tools. 

Table 5.16 Correlations III 

 Availability of 

Tech Tools 

Are Tech tools 

available 

effective? 

Availability of Tech Tools Pearson Correlation 1 -.167** 

Sig. (2-tailed)  .004 

N 300 300 

Are Tech tools available 

effective? 

Pearson Correlation -.167** 1 

Sig. (2-tailed) .004  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

Table 5.17 reports the correlation analysis with the motive of unveiling usefulness of tech to 

improve cyber-security and experience of cyber-attacks in Nigeria. Thus, the usefulness of 

technology presents a negative correlation with the experienced cyber-attack with a coefficient 
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value of -0.176 at 1% level of significant. It is inferred that the use of technology is one of the best 

ways to improve cyber-attacks as it will reduce the level of cyber-attacks. 

Table 5.17 Correlations IV 

 Is tech the best 

way to improve 

cyber-security? 

Experienced 

cyber-attack 

Is tech the best way to 

improve cyber-security? 

Pearson Correlation 1 -.176** 

Sig. (2-tailed)  .002 

N 300 300 

Experienced cyber-attack Pearson Correlation -.176** 1 

Sig. (2-tailed) .002  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

Table 5.18 reports the correlation analysis with the motive of unveiling how effectively cyber-

attack reports were dealt with and the availability of tech tools in Nigeria. Thus, the availability of 

tech tools presents a negative correlation with how effective cyber-attack reports were dealt with 

and has a coefficient value of -0.279 at a 1% level of significance It is inferred that the availability 

of tech tools has not been used effectively to deal with the reported cyber-attacks. 

Table 5.18 Correlations V 

 How effective 

were the 

reports dealt 

with 

Availability of 

Tech Tools 
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How effective were the 

reports dealt with 

Pearson Correlation 1 -.279** 

Sig. (2-tailed)  .000 

N 300 300 

Availability of Tech Tools Pearson Correlation -.279** 1 

Sig. (2-tailed) .000  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

 

Table 5.19 reports the correlation analysis with the motive of unveiling the effectiveness of 

available tech tools and awareness of policies in Nigeria. Thus, the effectiveness of available tech 

tools presents a positive correlation with awareness of policies with a coefficient value of 0.132 at 

a 1% level of significance. It is inferred that the effectiveness of available tech tools will increase 

the effectiveness of cyber policies. 

Table 5.19 Correlations VI 

 Are Tech tools 

available 

effective 

Awareness of 

policies 

Are Tech tools available 

effective 

Pearson Correlation 1 .132* 

Sig. (2-tailed)  .022 

N 300 300 

Awareness of policies Pearson Correlation .132* 1 

Sig. (2-tailed) .022  
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N 300 300 

*. Correlation is significant at the 0.05 level (2-tailed). 

Table 5.20 reports the correlation analysis with the motive of unveiling the effectiveness of 

available tech tools and how effective cyber-attack was dealt with in Nigeria. Thus, the 

effectiveness of available tech tools presents a positive correlation with how effective cyber-attack 

was dealt with and has a coefficient value of 0.359 at a 1% level of significance. It is inferred that 

the effectiveness of available tech tools will increase how effectively cyber-attacks were dealt 

with. 

Table 5.20 Correlations VII 

 Are Tech tools 

available 

effective 

How effective 

were the 

reports dealt 

with 

Are Tech tools available 

effective 

Pearson Correlation 1 .359** 

Sig. (2-tailed)  .000 

N 300 300 

How effective were the 

reports dealt with 

Pearson Correlation .359** 1 

Sig. (2-tailed) .000  

N 300 300 

**. Correlation is significant at the 0.01 level (2-tailed). 

Table 5.21 reports the correlation analysis with the motive of unveiling the degree of linear 

association between proxies for cyber-attacks and the technology adopted in the research study. 

The table equally presents the result of correlation coefficients with a probability value.  
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Table 5.21 Correlation Matrix between Technology and Cybercrime in Nigeria 

 Cybercrime Need ICT Tools 

Cybercrime 1    

Need -0.171** 1   

ICT -0.216*** 0.378*** 1  

Tools 0.308*** -0.127* -0.0471 1 

* p < 0.05, ** p < 0.01, *** p < 0.001 Level of significance. Note: Cybercrime proxies for 

experienced cybercrime; Need proxies for need for more technology tools; ICT proxies for the 

level of effectiveness of the ICT tools; Tools proxy for availability for technology tools 

 

The technology proxies reveal a negative relationship with the level of cybercrime attacks 

experienced by the participants except for the proxy for tools that shows a positive relationship 

with the cybercrime attack. Obviously, the need for more technology tools presents a negative 

correlation with the experienced cybercrime attacks with a coefficient value of -0.171 at 5% level 

of significance. It is inferred that the cybercrime attacks can be combatted by the technology tools. 

Likewise, the effectiveness level of ICT tools has a negative effect and significant level of 5% 

association with the experienced cybercrime. This result implies that more effective ICT tools tend 

to reduce cybercrime in Nigeria. However, there is a positive relationship between the availability 

of technology tools and cybercrime in Nigeria.  

5.9.2. Regression Analysis 

For the regression analysis, this study adopts the logistics regression bearing in mind the binary 

nature of the dependent variable (i.e. the experienced cybercrime) where 1 (one) means that the 

participants had experienced the cybercrime attack and 0 (zero) means the opposite. Thus, the 

logistics regression is estimated using the maximum likelihood method. In addition, it is ideal to 

interpret the sign of the coefficient rather than the magnitude. The magnitude cannot be interpreted 

using the coefficient because different models have different scales of coefficients. 
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 1 2 3 4 

Need -0.497***   -0.214 

 (0.171)   (0.194) 

ICT  -0.328***  -0.286*** 

  (0.0903)  (0.107) 

Tools   1.350*** 1.256*** 

   (0.260) (0.258) 

Constant 1.477*** 1.500*** -0.0431 0.864** 

 (0.261) (0.230) (0.203) (0.344) 

Observations 300 300 300 300 

Pseudo R-squared 0.0228 0.0359 0.0778 0.111 

chi-squared 8.381 13.21 28.64 40.87 

Prob > chi2 0.0038 0.0003 0.0000 0.0000 

* p < 0.05, ** p < 0.01, *** p < 0.001 Level of significance. Note: Cybercrime proxies for  

Table 5.22 Impact of technology on cybercrime in Nigeria using Logistics Regression 

 Those who experienced cybercrime need proxies and access to more technology tools; ICT 

proxies for the level of effectiveness of the ICT tools.  

Table 5.22 presents the result of the effect of technology on cybercrime in Nigeria. This section is 

explored to report the influence of technological utilisation on cybercrime attacks in Nigeria. From 

the results shown in Table 4.13, the coefficient estimate of the need for more technology tools for 

cybercrime attacks in Nigeria is negative and statistically at a significant level of 5%. This result 

implies that the increase in the need for technology tools decreases the likelihood of cybercrime in 

Nigeria. Likewise, the coefficient of effectiveness level of ICT tools on the cybercrime attacks in 

Nigeria is negative and statistically has a significance level of 5%. This result also implies that the 
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increase in the effectiveness of ICT tools decreases the likelihood of cybercrime in Nigeria. 

However, the coefficient of availability of technology tools on cybercrime in Nigeria is positive 

and statistically at a significant level of 5%. This result implies that an increase in the availability 

of ICT tools increases the likelihood of cybercrime attacks in Nigeria. 

5.10. Summary and Conclusion of the Major Themes 

5.10.1. A major difference in the understanding of cybercrime amongst the Participant 

groups 

In terms of the knowledge of the Internet and cybercrime, the results from the first theme show the 

majority (71.9%) of participants had a poor, or average, knowledge of the Internet and cybercrime. 

From the result, we can understand why there is a high rate of online crimes, as the majority of 

citizens will become victims of attacks, as a result of an inadequate understanding of cybercrime 

or the Internet. However, the next set of results in the ‘’experience and frequency of attacks’’ 

helped identified the main group that was targeted by cybercrime attacks. From the results, the 

banks, and telecoms industry, have the highest rates of attacks with a cumulative percentage rate 

of 65.4% After understanding how participants relate to the Internet, cybercrime and how frequent 

cyber-attacks are on the various participant groups, the last two questions help identify the main 

typologies, prevalence, and reasons for the attacks. As for the main typologies among the 

participant group. most participants agreed ‘’cyber-enabled attacks and cyber fraud’’ are the main 

typology and prevalence with 56% and 21% respectively.   

5.10.2 Cyber-security strategies deployed according to Participants 

38% - over a third of participants were not aware of the available cyber-security policies and the 

majority (63.3%) thought the available cyber-security policies were poor. This could mean either 

the available policies have been insufficient in apprehending cyber-criminals or they lack proper 

implementation strategies. Another interesting aspect of the second theme was how the participants 

handled cyber-attacks when they occurred, how they were reported and to whom. As for how 

reports were made, 64.3% of participants complained about going into the physical structure which 

could be the bank, an enforcement agency or service provider. The next question clarified that 

40.7% of participants complained to the Nigerian Police Force. This means the Nigerian Police 

Force should play a significant role in keeping records of how attacks happen and what patterns to 

look out for.    
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5.10.3. Access to Technological tools 

To be able to test or understand how well technological tools can help in combating cybercrime in 

Nigeria, it’s important to know if these technological tools are available and whether they have 

been used against cybercrime and cyber-security in Nigeria. So, based on the purpose of the third 

theme, results reveal that the majority (68%) were aware of the available technological tools, but 

they relied mostly on reactive tools. 62.4% of participants made use of programming tools, data 

mining tools and hacking tools which are all reactive tools by their nature. The last two questions 

in the third theme were focused on the problems security personnel and technological professionals 

in the private industries face. 33% of government security personnel said their main problem was 

the lack of IT personnel and 45% of the technological personnel in the private industry thought the 

main struggle was the lack of research. The main highlight of this theme was the fact that there 

was no relationship between the problems faced by security personnel and technical professionals. 

This means there is a need for different technological strategies that can work for the two sets of 

professionals.     

5.10.4. Impact of technological tools on participants groups 

As for the impact of technological tools on the participants groups, 52.7% thought the available 

technological tools had not been as successful as they should have been. 76.7% of participants 

thought there was a need for technological tools to combat the various aspects of cybercrime. As 

results show most participants agreed the available technology was not as successful as it should 

be, there is a need for more technology in combating cybercrime. The last question in the fourth 

theme went further to clarify the major problems that have led to the failure of technological tools 

in Nigerian society in combating cybercrime and improving cyber-security. From the result, 53% 

of the participants think the main problems border on the lack of expertise in the use of 

technological tools while 30.7% of the participants thought it is an issue of society creating 

methods to bypass the security of the technological tools.  

5.10.5. Possible future of cybercrime and cyber-security in Nigeria 

Finally, there was general agreement amongst the participants groups about the direction of cybercrime in 

Nigeria, where 96% of the participants thought, cybercrime was going to become a major issue in the 

Nigerian economy, and they would need to pay more attention to cybercrime. Another interesting 

observation about the final theme was that most of the participants seemed to agree on the best cyber-

security strategy for reducing cyber-attacks in Nigeria. A total of 184 participants with a percentage of 
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61.3% agreed the use of technology would be the best cyber-security strategy for combating cybercrime in 

Nigeria going forward.  

Chapter Six: Qualitative Data Analysis- Technology and Cybercrime in the 

Public and Private Sector in Nigeria 

6.1. Introduction  

This chapter details the breakdown of the qualitative data collected via the aid of semi-structured 

interviews. The analysis uses a thematic structure to detail coded themes to explain participants’ 

responses. The breakdown of the themes can be found in the sections below. 

There were 21 interviewees in total (Table 6.1) The public sector had six participants with three 

from law enforcement (The Nigerian Police Force) coded with ‘’EO’’ meaning ‘’enforcement 

officials’’ and another three from the intelligence agency (Economic and Financial Crime 

Commission) coded with ‘’IO’’ meaning ‘’ intelligent officials.  In the private sector, there were 

three participants each from the banks coded with ‘’BS’’ meaning ‘’bank staff’’, the telecoms 

industry coded with ‘’TS’’ meaning ‘’telecoms staff’’, the oil and gas firms coded with ‘’GS’’ 

meaning ‘’gas staff’’, the insurance firms coded with “IS’’ meaning ‘’insurance staff’’ and finally 

schools coded with ‘’SS’’ meaning ‘’school staff’’. 

Thematic analysis helps interpret and make sense of collected data, by generating important 

patterns relevant to the research issue (Clarke & Braun, 2013). Based on that premise, the 

qualitative data in this research was broken down into themes.  The researcher combined the main 

purpose of the research questions and the responses of the participants to come up with analytical 

themes to understand the position of the research participants on issues of cybercrime, technology 

and cyber-security. 

The coding process was a combination of several points that were broken down into five major 

themes: 

1. Interpretation of Cybercrime and Cyber-security 

2. Categorisation and Approach to Cyber-attacks 

3. Reasons for Cybercrime 

4. Adaptation to Cybercrime in the Public and Private Sector 



 

133 
 

5. Cultural perception of Cybercrime 

Every theme was all contextualised with sub-themes that inform the main ideas and purpose of the 

main or parent theme. 

 Participants’ Sector Economy Affiliation Position of 

Participant 

BS1 Private Sector Finance Engineer in the I.T 

department 

BS2 Private Sector Finance Head of I.T 

department 

BS3 Private Sector Finance Security operator in 

the technology 

department 

TS4 Private Sector Communication Engineer in the I.T 

security department 

TS5 Private Sector Communication Security specialist 

TS6 Private Sector Communication Lead enterprise 

security 

IS7 Private Sector Insurance Network and Security 

administrator 

IS8 Private Sector Insurance Owner 

IS9 Private Sector Insurance Head of I. T 

GS10 Private Sector Critical infrastructure Oil and gas Engineer 

GS11 Private Sector Critical Infrastructure Engineer 

GS12 Private Sector Critical Infrastructure Owner 
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SS13 Private Sector Education Academic Instructor 

SS14 Private Sector Education I.T instructor 

SS15  Private Sector Education Academic staff in the 

computer science 

department 

IO16 Public Sector Intelligence Agencies Head cyber-response 

unit 

IO17 Public Sector Intelligence Agencies Cyber-security unit 

IO18 Public Sector Intelligence Agencies Cyber-security unit 

EO19 Public Sector Law Enforcement Deputy 

superintendent of 

police (I.T 

department) 

EO20 Public Sector Law Enforcement Cyber-fraud unit 

EO21 Public Sector Law Enforcement Deputy 

superintendent of 

police (I.T 

department 

Table 6.1 Profiling the interview participants 

6.2. Interpretation of Cybercrime and Cyber-security 

Previous results have already shown that 72% of regular participants have poor knowledge of 

cybercrime or the Internet. However, it was not clear what the career professionals thought and 

how they viewed the concept of cybercrime and cyber-security. Hence the purpose of this theme 

is to address how professional participants viewed cybercrime and cyber-security. This theme 

consists of three sub-themes namely: 

1. Connection between Cybercrime and Technology. 
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2. Connection between Cyber-security and Technology. 

3. Connection between cybercrime, cyber-security, and technology. 

6.2.1. Connection between Cybercrime and Technology 

To properly understand the meaning of cybercrime and how technology plays a key role in how it 

is executed, the participants helped by defining cybercrime. And despite the fact that the general 

public does not have a good understanding of cybercrime (knowledge of cybercrime Chapter Five 

Section 5.4.2), the participants agreed the best way to solve cybercrime issues in Nigeria was by 

the use of technology. Based on that premise, this sub-theme tries to show the relationship between 

cybercrime and technology from participants’ responses. 

BS2 

“I think it’s some form of electronic fraud when you use technology resources or tools to commit 

fraud. In fact, electronic fraud is a sub-set of cybercrimes, others include hacking.  It all depends 

on the intention of the culprit as not only money can be stolen cybercrime can also be done to steal 

information.”  

TS4 

“It’s some form of electronic fraud or network irregularities that are carried out via the aid of the 

Internet.” 

TS6 

“Well, Cybercrime in my own view I will basically say it consist of various concept, it is crimes 

being committed using the manipulation of technology, either using online resources or open 

source to logical previews.” 

GS12 

“Cybercrimes are crimes that take place over the internet with the aid of computers and other 

electronic gadgets.” 

SS13 
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“This is a form of scams that are done through certain devices like the computer system, mobile 

phones and other digital devices. Where someone with the ‘’technical know-how’’ of committing 

the crime. It also involves connectivity or connection over the internet.” 

IO16 

“Illegal activity, conducted with the use of computers and other electronic devices in the cyber-

space.” 

IO17 

“Unlawful use of the internet for personal gain via the aid of technology.” 

EO20 

“Crime that involves the use of technology and the use of the internet for personal gain.” 

According to the definition of cybercrime by the participants, 42.8% thought there is a strong 

coexistence between the use of technology and the act of cybercrime. In fact, 4 of the 9 participants 

used the word ‘’ Technology’’ in their description of the relationship between cybercrime and 

technology. However, none of the participants stated the type of technology they meant and 

Section 3.11.1 in Chapter Three helps understand there is a large range of technology but the focus 

in cybercrime is “Information Technology’’.  

6.2.2. Connection between Cyber-security and Technology 

After highlighting a connection between the use of technology and cybercrime by participants’ 

definition of cybercrime, this sub-theme focuses on how participants perceived cyber-security and 

if they thought there was a connection between the two concepts. The importance of this sub-

theme is based on the premise that if cybercrime is clearly the main tool used by cyber-criminals 

as detailed in the first sub-theme, then what role can technology play in forming cyber-security 

strategies that can help combat the cybercrime. The following participants’ responses, help detail 

how the participants related cyber-security and the use of technology. 

BS2 
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“There must be a way to prosecute cyber-criminals (i.e laws are needed), but these laws should 

have measures like technology in place that will help prevent the company from being the victim 

of a cyber-attack. There is a saying where there is no law then there will be sin.” 

BS3 

“The act of protecting against online crimes and abnormalities with the aid of technology and 

law.” 

TS6 

“This basically entails a lot, it consists of processes, it consists of policies and also making use of 

the technology itself.” 

The interesting part of this sub-theme is the fact that only 19% thought there was a strong 

relationship between forming cyber-security strategies and the use of technology according to their 

definition of cyber-security. Furthermore, these participants came from just the banking and 

telecoms industries with two participants from each. This result also agrees with the quantitative 

chapter that shows better awareness amongst the banking and telecoms sectors of the use of 

technology (Section 5.6). This means the banking and telecoms industry tends to pay more 

attention to the use and importance of technology compared to the rest of the Nigerian economy's 

main players. Another highlight from the responses of the participants is that the cyber-security 

strategy they thought needed to be combined with the use of technology was laws or policies. The 

word ‘’Law’’ used by three of the participants and the word ‘’Policy’’ used by one participant. 

6.2.3. Connection between Cybercrime, Cyber-Security and Technology 

After understanding some participants’ meaning of cybercrime and cyber-security only a few 

defined cybercrimes to have a connection with technology (42.8%) and another (19%) of the total 

participants defined cyber-security to have a connection with technology. This sub-theme asked a 

more direct question to get into the minds of the participants to know if participants thought the 

three concepts were related and if not, why they thought there was no connection. The following 

responses highlight the participant's take on the relationship between cybercrime, cyber-security 

and technology. 

BS1 
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“The three concepts are all dependent on each other if you ask me as cybercrime cannot occur if 

there is no technology and cyber-security is irrelevant without the presence of cybercrime.” 

TS4 

“One needs the other to be relevant. For instance, the use of technology influences the act of 

cybercrime and also can influence how cybercrime can be controlled via (cyber-security).” 

IS7 

“Okay so cybercrime itself needs to be done with technology meaning there is no cybercrime if 

there is no technology. And for cyber-security, even though the concept is not fully based on the 

use of technology, the absence of technology cannot provide a total structure that can be used to 

tackle cybercrime.” 

IS9 

“The three of them are interlinked in the sense that technology can be the cause of cybercrime but 

can also be the solution for cybercrime through cyber-security.” 

GS10 

“For me technology comes first then from that you have cybercrime, then from that you have 

cyber-security. There will be no need for cyber-security if there is no cybercrime. It’s just viewed 

as other traditional crime; there won’t be institutions like the Police if there is no traditional crime, 

because we have countries that don’t have a Police force cause they have no crimes.” 

SS13 

There is a 100% relationship between cybercrime, cyber-security and technology. For cybercrime, 

if you are not experienced in the use of technology then you can’t carry out the crimes. In terms of 

the relationship between cybercrime and cyber-security, for someone to be able to prevent 

unauthorized access to privilege information, the cyber-security expert most be aware of the type 

of information he or she is trying to protect. And in some cases, you notice the cyber-security 

expert will need to know the technology the cybercriminal uses in order to properly mitigate or 

control the problem.  That’s why hackers are divided into different categories depending on their 
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intentions. For instance, a black hat hacker gains access to unauthorized information for the main 

purpose of getting a reward while an ethical hacker (a white hat) gain authorized access to the 

same information during the process of conducting a ‘’Pen Test’’.  In other words, one can say 

for a cyber-security tool to be effective, there is need for the experts making these to know the 

methods and technologies used by the cybercriminals. So, I can say technology is the root or the 

basis of cybercrime and cyber-security, and also without cybercrime there won’t be a need for 

methods to combat the problem.” 

SS14 

“Well, I think they have a very distinct relationship because three depend on each other. For 

instance, you need to have technological skills to be able to commit cybercrime; however, you also 

need the same technological skills to be able to build some aspects of cyber-security.” 

SS15 

“Well let me view it from the angle of criminality. When you want to commit a crime, the act itself 

is called cybercrime. The process of trying to commit a crime by passing tools or laws laid down 

to protect an entity that has vital information (i.e., cyberspace) is why we need cyber-security. The 

methods and tools used by cyber-criminals to commit cybercrime can be called the ‘’Use of 

Technology’’.  In order words, for you to commit cybercrime, there is a need for ‘’technology 

innovation’.  The second angle is from the angle of providing solutions. The relationship between 

cybercrime, cyber-security, and technology in terms of proffering solutions can be seen like this. 

Anyone going to commit cybercrime will have some level of how technology works which mean 

that someone else that can use the same technology, can be used in providing solutions to the 

problems.” 

TS6 

“To a lot of users, they don’t believe cybercrime can be done via ‘’social media’’. But consider 

this, there is a software called ‘’crypto malware’’, this malware can be used to detect a user’s 

login details and all registration information. So, there is technology involved. In fact, I think 

technology forms the base of cybercrime. Another example of the trio’s relationship are the 

‘’Yahoo Yahoo boys’’ in Nigeria. What they usually do is to send phishing emails to random people 
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or known targets depending on how they source their targets. From the phishing emails they get 

bank login details, login details. So, I think technology aids cybercrime but you also need 

technology to aid cyber-security.” 

BS2 

“There are ways to handle the trio; you can look at it from a peoples’s angle, the process angle 

and the technology angle.  From the people and process angle, you need cyber-security and 

technology to help training to make them aware of what to do to protect themselves from 

cybercrime.  But when cybercrime is transcending people and its processes (such awareness 

schemes), you need technology to help put technical processes in place that will help control the 

problem. You also need technology to help detect a problem (Pro-active steps) seven before it 

occurs at all. Some of these technologies include intrusion detection system, access control, and 

firewalls.” 

IO17 

“Technology is used to commit cybercrime, and technology also can be used to create tools or 

methods that can be used to apprehend cybercrime (cyber-security).” 

IO18 

“Cybercrime is reliant on the availability of technology while cyber-security also needs the 

availability of technology to be effective.” 

EO19 

“Cybercrime is an illegal act, while cyber-security is measures used to control cybercrime. And 

technology is used by both cyber criminals but also cyber-security experts.” 

EO20 

“The three concepts rely on each other and just as technology can help in committing cybercrime, 

it can also be used to create methods that can be used to apprehend cybercrime (Cyber-security.) 

From the response to the direct question in this theme, the majority of participants with a 

percentage of 67% agreed there was a strong relationship between cybercrime, cyber-security and 
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the use of technology. The public and private sectors collaborate with each other in their response 

to the question that talks about a relationship between the three concepts. In terms of the kind of 

relationship, the participants thought technology could play two roles in the sense that technology 

can be used to commit cybercrime, but the same technology can be used to form cyber-security 

strategies that could be used to combat cyber-criminals and cyber-attacks.” 

6.3. Categorization and Approach to cyber attacks 

This theme focuses on detailing how the participants reacted to cyber-attacks and how they 

grouped the type of breaches they faced. These groups are distributed in terms of the proceeds of 

gains by the cyber-criminals. This theme consists of three sub-themes namely: 

1. Groups of Popular cyber-attacks. 

2. Most Popular Security tools perceived and, 

3. Perception of most effective tools. 

6.3.1. Groups of Popular Cyber-attacks. 

The groups of cyber-attacks highlight the main types of cyber-attacks in terms of the gains by 

cyber-criminals by distributing the attacks into three main groups which are: 

a. Financial gain,  

b. Information theft and  

c. Ideological gain 

Participant Group Financial Gain Information Theft Ideological Gain 

Public Sector Marriage love scams: 

IO16 

Romance scams: 

IO17 

Hacking attacks: 

IO16, EO19, IO16 

Phishing attacks: 

IO16, EO19, EO20, 

EO21 
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Cyber-fraud: IO18, 

EO21 

Advance fee fraud: 

EO21 

Identity theft: IO18 

Private Sector Cyber-fraud: BS2, 

BS3, TS4, GS12 

Crypto-currency 

fraud: TS6 

Online financial 

fraud: IS8 

POS fraud: SS13 

ATM Scams: BS3 

Phishing attacks: 

GS10, GS12, IS9, 

IS7, TS5, BS2 

Yahoo+ : GS10 

Yahoo scams: SS13 

Cyber-terrorism: 

TS4, TS6, GS12 

Table 6.2 Showing the motives of cyber-attacks 

Table 6.2 shows there were three major patterns from the responses. The first lessons were the fact 

that only three participants mentioned cyber-terrorism and the three participants were in the private 

sector which comes as a surprise as the public sector should be more informed about attacks that 

threaten national security. The second is that the most popular attack for information theft is the 

‘’Phishing attack’’ with the two sectors confirming that. The third, in terms of the attacks for 

financial gain, was the fact the private sector tends to be troubled mainly by cyber-fraud attacks 

although they come in different forms (ATM scams, crypto-currency, and POS fraud.) While the 

public sector had a mix of attacks geared towards financial gain (hacking attacks, marriage scams, 

advance fee fraud and sometimes identity theft). 

6.3.2. Most Popular security Tool known 

In terms of the most popular tool perceived amongst the participants, the main goal of this sub-

theme is to know what type of cyber-security technique was mostly referred to in the defence 
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against cybercrime and cyber-criminals. This sub-theme breaks down the responses of the 

participants on what cyber-security tool was the most popular. 

BS1 

“The use of technology, enacting of laws, and awareness.” 

BS3 

“The use of technology and the use of laws to govern the cyber-space.” 

TS4 

“The use of technology and enacting of enabling laws. But for the laws to be effective it has to 

work with the use of technology.” 

TS5 

“The use of technology.” 

IS7 

“There is the use of technology, and it must be able to follow up on ‘’the types of attacks’’.” 

SS15 

“There are laws available to tackle the problem; however, most of these laws are more reactive 

to the problems of cybercrime. Meaning a law is only enacted when there is an existing problem; 

in order words the laws in Nigeria do not predict cybercrime problems. Hence the reason there 

are no proactive or other steps used to solve the problem. 

There are also some levels of awareness; however, there are problem with this method. Some of 

the problems include the low level of education amongst people, hence making it difficult to 

properly educate and inform the public what they need to know. 

In the use of technology, not much has been done to properly engage both the public and private 

sectors on what and what will be needed to help tackle cybercrime.” 

IO16 
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“The use of technology (but this can be bridged).” 

IO17 

“Creation of awareness and use of technology.” 

IO18 

“The use of technology and cyber-laws.” 

EO19 and EO21 

“The use of technology.”  

 From the results, there is a clear and obvious agreement between some of the participants in the 

public and private sectors on the most popular cyber-security tool known or perceived. 52% used 

the words ‘’use of technology’’, although the words were used together with other strategies that 

participants think are combined with the use of technology to combat cybercrime in Nigeria. For 

instance, three participants out of the 11 participants thought the most popular cyber-security tools 

are a combination of the use of technology and cyber-laws while another 3 thought the use of 

technology in combination with awareness was the most popular cyber-security tools used in 

Nigeria.  

6.3.3 Perception on the Most effective Cyber-security tool 

Following up on the previous sub-theme that tried to understand the most common cyber-security 

tool which was the ‘’use of technology’’, this sub-theme addresses a different aspect of cyber-

security tools: i.e., what is the most effective cyber-security tool? The following responses detail 

the most effective cyber-security tool. The first few responses detailed participants that thought 

the use of technology must be in combination with other strategies to effectively combat 

cybercrime. 

BS1 

“The use of technology and availability of enabling laws that will be backed-up with technology.” 

BS2 
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“The use of laws and adequate technology in place.” 

TS4 

“I believe it will be the use of technology and the strength of the existing laws because cybercrime 

does not occur without the knowledge of technology.” 

TS5 

“I think there it will have to be a combination of technology and enacting adequate law. And 

definitely awareness needs to improve.” 

GS10 

“I think the use of technology and proper awareness will be the best way to help combat 

cybercrime.” 

IO16 

“I think there is a need for better awareness of the harm cybercrime represents and there is a need 

for better technology.” 

IO17 

“The use of technology and creation of awareness.” 

EO20 

“I think it will be creations of better awareness and more technology 

The 38% of participants above thought technology was a very important tool however; they also 

felt that technology had to be combined with other strategies to be effective. The second set of 

participants in this sub-theme group thought differently: they said that the use of technology on its 

own could do the job of tackling cybercrime. The next few responses detail the responses of those 

participants.” 

SS13 
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“The most effective tool or technique will be the use of technology. My reason for saying this is 

that if we are to use laws to help mitigate cybercrime, how many laws will be needed to combat 

the problem effectively. And how do we determine the number of laws needed. Are we going to say 

‘’the number of laws should be determined by the number of crimes or by the methods used to 

commit the crimes? Plus, I think, for Nigeria to get serious about combating cybercrime, they must 

employ the use of technology in creating the laws and policies they use to control cybercrime. Only 

when technology is sufficient can we then talk about how the laws will help control the impact of 

cybercrime. The least effective tool in my opinion is the creation of awareness. This is because; 

proper awareness can only be effectively created when the latest technology is used to prevent and 

control cybercrime.” 

SS15 

“I think the use of technology is the most effective, however, I think there is a lot that needs to be 

done in updating existing software, tools and even personnel that further proffer solutions to the 

growing problem of cybercrime.  

The last set of participants in this sub-theme was the participants that thought there was no effective 

method that could be used to combat cybercrime in Nigeria. The following responses detail the 

participants’ opinion on the most effective cyber-security tool.” 

SS14 

“Well, I don’t there is any method that has been as effective as it’s supposed to be. Having said 

that, I think the use of technology can be the most effective but that depends heavily on how much 

the Government is willing to invest in technology.” 

IS7 

“So, if we pick on those three areas we spoke about initially (which techniques are familiar), in 

terms of technology there is still a lot of work to be done, in terms of user awareness or user 

training, there also a lot of work to be done. And finally, even though Nigeria has a cyber-law 

(Cybercrime act 2015), there has not been proper enforcement of the existing laws. In fact, people 

and cooperate entities are not even aware of the law. Again, another problem with the law is that 
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it does not address the issue of where the ‘’Threat actor is coming from’’ technically. Meaning if 

the’’ threat actor’’ is coming from outside Nigeria, how can the attack be dealt with?” 

6.4. Reasons for Cybercrime and Cyber-attacks 

This theme focuses on two main areas which are the main causes of cyber-attacks and why there 

are cyber-attacks amongst the Nigerian public and private sectors. The importance of this theme 

is to detail the major drivers that lead Nigerian people to commit cybercrime. This theme is divided 

into two sub-themes which are: 

1. Motives of Cybercrime 

2. Rate of attacks and reaction to attacks 

6.4.1. Motives of cybercrime 

Understanding the motivation behind a crime can help explain why the crime happens in the first 

place and provide directions on possible solutions to the problem. With the aid of table 6.3, these 

sub-theme groups the various motivations alluded to by the professionals into three main groups 

that help explain each motivation. The motivation groups are: 

A. Personal Gains 

B. Financial Gains and  

C. Governmental Issues. 

D. Organisational Issues 

A. Personal Gains: These are motivations that are birthed by the personal ambition of an 

individual or group of cyber-criminals. These types of cyber-criminals are usually not that 

common as they do not really desire any sort of reward. The following responses highlight 

participants that think personal ambitions are the main cause of cybercrime in Nigeria.  

BS2 

“We have people that want to “prove a point’’, and we also have the “disgruntled staff”.” 

TS4 

“Try to proving a point.” 

TS6 

“Another motive behind cybercrime in Nigeria is the ‘’quest for knowledge’’, this involve internet 

users that find something online and decide to try it out and not being ethical about it.” 
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IS7 

“The influence of technology or the lack thereof. If a person sees that ‘’he can easily exploit a 

system’’, even if the person did not have any intentions initially, the prospect of financial gains 

can motivate the person to continue.” 

GS12 

“Youth exuberance.” 

SS15 

“Peer groups, recognition. Not everybody involved in cybercrime is interested in money, some 

people are in cybercrime purely for recognition purposes. They just learn the skills; use the 

programming skills and social-engineering skills to gain unauthorized access.” 

EO19 

“Peer pressure.” 

B. Financial Gains: These are the group of cyber-criminals that are mainly driven or 

motivated by financial reward or information that can be exchanged for financial rewards. 

The following responses highlight the participants that thought financial benefits were the 

main motivation for cyber-attacks in Nigeria. 

BS2 

“In Nigeria its usually one thing that motivates people to commit cybercrimes is ‘’purely financial 

gains’’. In fact, I will even say 95% of cyber-attacks are motivated by ‘’monetary rewards’’.” 

TS4 

“Financial rewards.” 

IS7 

“Well, I will say cybercrime it’s mainly fuelled by financial gains.” 

C. Governmental Issues: These set of cyber-criminals are those motivated by governmental 

policies or lack thereof. From weak policies to poor implementation of existing laws, 

society has unfortunately produced citizens that are willing to do anything to make ends 

meet. The following responses explain the participants that thought the government had a 

lot to do with the motivation of cyber-criminals. 

BS3 

“Lack of employment.” 
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TS6 

“The most prevailing problem I think is the lack of employment in the country as unemployed 

youths see this as a valid cause for their misdeeds.” 

SS13 

“The major motive behind cyber-attacks is the lack of education. When I talk about education, I 

mean education in the field of technology. The second major motive is the lack of employment. 

When there is no employment among the people, it is inevitable that the people will have to find 

another source of livelihood.  For the third major motive well I won’t say poverty, because if there 

is employment amongst the people, I don’t think there will be high rates of crime. And when there 

is education, there won’t be high rates of crime as people will be more aware of the consequences 

of crime. But in summary, those three are the major motives behind the high rates of cybercrime 

in Nigeria. There is a saying that states’’ When there is education, there is a 40% chance of 

eradicating poverty’’. Plus, when there is no employment among the people, they tend to lose their 

sense of reasoning and that is what leads to crime and other law-breaking practices. Again, the 

majority of the Nigerian population are young people which means there is a lot of unused energy 

in society. These have contributed to the breakout of criminal activities as there is no means of 

livelihood amongst these youths. Another problem is the availability of a lot of hacking software 

without proper guidance on how they should be used and when they should be used.” 

SS15 

“Poverty, Poor Legislation or weak laws, Lack of Political will to enact laws, Lack of adequate 

education on the part of the Government and other agencies, Lack of employment.” 

IO17 

“It depends on the Government’s input meaning with better political there should be better laws 

and better experts to combat cybercrime.” 

EO19 

“With the emergency of broadband and very fast internet, I think cybercrime will continue to get 

more sophisticated, but these technologies will also help us in our investigations and make it easier 

to apprehend cyber-criminals if the Government provides a better environment for the enforcement 

agencies and experts.” 

EO20 

“Poverty amongst the people especially young people.” 
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D. Organisational issues. These set of motives are driven by the inefficiency of private or 

Governmental organisation from properly protecting their networks. Although it is not a 

very common trend amongst Nigerian society it seems to be a real issue. The response 

below highlights how an organisation can motivate cyber-attacks. 

TS6 

“I think organisations are not investing enough in cyber-security structures, they are more focused 

on ‘’sales’’, improving internet broadband speed.  There is a triangle I use to explain how Nigerian 

companies deal with the importance of security which is ‘’Function ability’’, ‘’Usability’’, and 

‘’Security’’. The focus is mostly on how well the user can use its product not really paying attention 

to how it functions or how secure the product is. The organisation in Nigeria, tend to lower security 

so products become more useable for end users.” 

6.4.2 Rate and reaction to cybercrime 

Chapter Five Section 5.4.3 Frequency of Cyber-attacks has already confirmed a high rate of cyber-

attacks, with a lack of adequate cyber-security strategies and poor implementation of cyber-laws. This 

theme looks to get the career professionals’ perspective on the rates of cybercrime and what they 

thought about the reaction to the cyber-attacks targeted at their systems.  

6.4.2.1 Rates of attacks 

The following responses are the perspective of career professionals on the rates of cyber-attacks. 

BS2 

“There are attacks but not at an alarming rate.” 

BS3 

“The answer will be ‘’High level of frequency’’ we have a lot of attacks.” 

TS4 

“We tend to face a lot of attacks and they can be in different forms or formats.” 

TS5 

“Yes, there is a very high rate of attacks in fact; sometimes we receive numerous attacks in a day.” 

TS6 

“I will tell you we have attacks every blessed day meaning the frequencies of attacks are very high. 

I was staging an environment for a client and left it open source and within 30 minutes I observed 

several attacks on the company’s network coming from both with in Nigeria and outside Nigeria (in 
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particular China). The Yahoo Boys in Nigeria make use of ‘’SMTP’’ to send their mail because they 

can’t pay a web hosting website to give them a legit address so they make use of free services so 

that they cannot be tracked. So, what they do is set up a cloud base window or Linux box, and then 

they start trying random details to try and gain access to an open network. So, when they see an 

open port 25, they start trying random login in detail (like administrator 1 or 2 and so on)’’ 

The first five responses are mainly the banking and telecoms sector talking about a very high rate 

of attacks on their systems.  According to participants, the attacks are high and very consistent; they 

went further to talk about the variations in the attacks by cyber-criminals. The next set of responses 

highlights the responses from the public sector on the rate of cyber-attacks. 

IO16 

“Do we have frequency on our systems I will say ‘’No’’, but do we have complaints from the public, 

yes and then we start our investigation?” 

IO17 

“We receive a lot of complaints from Government agencies, corporate organisation and even private 

individuals.” 

IO18 

“We have a lot of complaints.” 

EO19 

“Yes, we get a lot of complaints.” 

EO21 

“Yes, we get a lot of complaints.” 

  The public sector officials tend to have a different problem. Although they agree there was a high 

rate of cyber-attacks, they say the attacks were not on their systems. They say attacks were mostly 

on citizens’ systems as they received a lot of complaints from attacked system owners. This means 

they are not victims of cyber-attacks or target of cyber-criminals. In fact, IO16 clearly made the 

distinction between attacks on their systems and the complaints they got from members of the 

public.  

     6.4.2.2 Reaction to Cyber-attacks  

After confirming there was a high rate of cybercrimes in Nigeria first from regular participants in 

Chapter Four, and now from career professionals, this theme looks to understand what 

professionals thought about the reactions and management of cyber-attacks when they occur. This 
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is important as it could help highlight the reasons for the continuous growth of cybercrime in 

Nigerian society. The following responses are the participants’ views on the management of 

cybercrime. 

BS2 

“I don’t think they are efficient and the reason for saying this is because I think the Nigerian 

Cyber-space is still getting mature. I think a lot of Organisations are just getting into a learning 

curve on what to do and what not to do. So, I cannot say for now what is obtainable right now is 

effective.” 

BS3 

“I think a lot still has to be done.” 

TS4 

“Well, I will say not exactly as we still lack a lot in terms of skilled personnel that have the 

adequate technologies that can help combat the problem.” 

TS5 

“I don’t think they current tools are effective in Nigeria as we continue to suffer from continuous 

online attacks.” 

TS6 

“I will put it this way, Cybercrime is happening without us knowing in Nigeria. I think cybercrime 

is being aided by the ‘’Nigerian cyber-space’’. And this has not been brought to the notice of end-

users. I think it is a major problem in Nigeria because right now, I think we are just playing catch-

up with other European countries. There are new and sophisticated firewalls and technology that 

are used by all these developed countries. It’s just like when the fifth edition of a tool or software 

is coming out in other countries; in Nigeria we will still be releasing the first edition. The only 

people taking the issues of cybercrime serious in are the telecoms industry, and financial houses 

like the banks but end user sites such as the e-commerce sites and payment platforms are not taking 

cyber-security as important as they should.” 

IS7 

“I think there is still a long way to go, I believe there is still a lot of work to be done.” 

IS9 

“In my view, I will say ‘’NO’’ because we continue to top the charts in all forms of cybercrime 

dominance and with an ever-growing population, I think the trajectory is going to get worse.” 
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GS11 

“Well, I don’t think they are if you ask me as I think the numbers of cyber-offences against the 

Nigerian state has continued to increase according to the number we see online.” 

 

GS12 

“I don’t think it has been, because we continue to hear constant growth of cybercrime in Nigeria 

in the papers, and cases of online financial fraud (popularly known as  Yahoo Yahoo) 

continue to increase.” 

SS13 

“To the best of my knowledge, the answer is ‘’NO’’. Although it may be active to some extent with 

the percentage of crime rates on the increase it shows the existing techniques are either weak or 

non-existent. And this may be as a result of the low level of technology and technological experts.  

One of the reasons why there is a low level of technological input is that there are no laws that 

properly integrate the use of technology in combating cybercrime. For instance, my dad lost his 

phone, and I was called. I think the people that took his phone were expecting to find money in my 

dad’s account. And so, I was told my dad’s money has been transferred out of his account. On 

hearing this, I was very furious and went straight to the bank with my dad to make a complaint. I 

met the manager himself to make a complaint. On getting to the bank the manager tried to reassure 

my dad and me that everything is already under investigation. But from the countenance and body 

language of the manager, I had a suspicion that the manager was in on it and was not telling me 

something. Plus, I noticed from my dad’s bank statements that there were irregularities in the 

transactions for up to a month and the bank didn’t flag it. This made me conclude that, for irregular 

transactions to occur, there usually is an insider that is providing information about a certain 

target to that attacker. Eventually my dad told me to let everything go as the process was very 

tedious as it involved regular visits to the bank and long hours of waiting.” 

SS14 

“I don’t think these have been very effective, cause of the number of youths that continue to slip 

into cybercrime.” 

SS15 

“Having said all this, one major reason I think Nigerians continues to suffer from increased 

numbers of cyber-attacks as been the lack of proper research in identifying the root cause of the 
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problems and the differences in the motives from sector to sector. My reason for saying this is 

because in other countries (such as the U.K, U.S.A) that invest real time and resources to solving 

the issue of cybercrime, they usually have what is called a ‘’Cybercrime Response Unit’’. This 

unit is usually in charge of monitoring vulnerable areas, keeping records of previous attacks, 

sharing information of imminent attacks with potential targets as a result of proper monitoring 

and providing instant responses to vulnerable sectors in the course of an attack. All this we don’t 

have in Nigeria not to talk of the University environment. So in my understanding, I think there is 

no one single approach that can stop the impact of cybercrime. Although I do acknowledge the 

fact that technology can be very useful in reducing the problem, some other steps need to be taken 

alongside the use of technology. For instance, identifying the loopholes of the current system in 

order to know what and where can be addressed.” 

IO16 

“In Nigeria, more laws are used to combat cybercrime, but these have not been sufficient.” 

IO18 

“Not exactly I think more can be done in administering the available laws and we need more 

technological experts and better cooperation between the enforcement agencies and intelligence 

agencies.” 

EO21 

“Not really as I think we need more experts’ trainings that can help.” 

Not only did 71.4% of the total career professionals agree cybercrime had been poorly managed 

in Nigeria, but there is also a strong confirmation of that message across the public and private 

sectors. The participants did not only think cybercrime has been poorly managed, but some 

participants also thought cyber-criminals get help from officials who were supposed to govern and 

protect the cyber-space as confirmed by SS13. SS15 thought there was a need to take some 

direction from developed countries that invest so much time and money into building cyber-

security strategies and developing better resilience for Nigerian cyber-space. 

6.5. Adaptation to Cybercrime by the Public and Private Sector 

Following up on the first four themes and the quantitative data analysis chapter which has helped 

inform the various aspects of cybercrime, from the main types of attacks to how effective cyber-

attacks have been managed. This theme looks to understand how career professionals deal with 

attacks when they are targeted at their organisation. This theme will contain four sub-themes that 
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will target various adaption methods of the public and private sectors to cyber-attacks and major 

types of cyber-attacks the various sectors experienced.  

1. Record Keeping 

2. Special Departments for Cyber-attacks 

3. Groups of tools used 

4. Categories of attacks 

6.5.1. Record Keeping 

This is a very important aspect in tackling cybercrime, as records help with understanding the 

patterns of attacks, and in some cases, it can help predict imminent attacks based on some 

established patterns. The following responses show the how the public and private sector keep 

records of cyber-attacks. 

6.5.1.1. Private Sector 

BS1 

“All customers are able to report any irregularities via to what we call the ‘’Customers complaint 

form’’ and all these complaints are kept in the ‘’Customers Complaint Register’’.” 

BS2 

“There is ‘’fraud desk’’ but with the new ‘’CBN Evolution’’, they have asked all banks to create 

a special way of recording cyber-attacks. But for now, it’s either via the ‘’customer feedback 

management centre’’ or you call the’’ Contact Centre’’ and lodge you complaint.” 

BS3 

“All complaints are reported to the ‘’customer service unit’’ and they are then sent to the 

‘’Technology department’’ where they are dealt with by the bank’s experts.” 

TS4 

“We record all cyber-attack related offences in what we call ‘’customer incident form’’.” 

TS5 
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“We do what is filtering of packets. These helps us monitor the packets that come in and out of our 

system. So, from the reports from filtering we are able to tell if there are irregularities in the 

packets coming in and out of systems.” 

TS6 

“We do keep track and we call it ‘’invent correlation’’. This log helps us keep track of attacks on 

our system containing information like: has an invent happened before, if yes what was done to 

subdue it, was it subdued. Then based on information recorded we then use our softwares to help 

control the problem. There are also a lot of ‘’seen devices’’ out there right now that can help.  One 

of the softwares that helps in this regard is: Alien vault, this helps us know if an I.P as attacked 

before and how frequently it as, it also helps scan suspicious I.P addresses and compares the 

record. So, once it notices anything suspicious about an I.P it puts such I.P in what is called the 

‘’Black list’’. So, it helps us keep data base of ‘’pattern-oriented I. P’S’’, these patterns can be 

identified through the I. P’S sequence, frequency, source, destination and signature. The vault also 

helps us check the general database if the I. P’S have been flagged previously by other large 

notable networking firms such as Cisco.” 

GS10 

“There is a provision on our outlook software that is connected to our I.T department. So in a case 

of an attack or a suspicious mail we click the plugin on outlook and we are able to report to the 

I.T department. So, when the plug-in is used to report a case, it creates a log on the I.T system 

holding information like who reported, when was the case reported, and what was the nature of 

the case that had been reported.” 

SS13 

“The anti-monetary software used in the bank helped us detect some of the short-comings in the 

bank. For instance, there is a body called the ‘’NFIU’’ (The Nigerian Financial Intelligence Unit) 

that is in charge of monitoring the day–to-day activities in the banks. This body also help formulate 

a law that states ‘’if an individual makes a transaction of five million Naira’’, that transaction is 

flagged as a ‘’suspicious transaction’’. And if a ‘’corporate entity makes a transaction of ten 

million Naira’’, that transaction is also flagged as a ‘’suspicious transaction’’.  It’s expected that 
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the bank sends such reports to the NFIU, however due to the high level of corruption amongst the 

banks these reports are closed. Hence the reason we had to design the monetary software to help 

flag suspicious transactions. And once a suspicious is flagged, a report is generated and sent to 

the NFIU for proper investigation. But these reports are still not properly attended to at the NFIU 

especially when the individual or companies are influential in the society. So, I think there is need 

to pay more attention to the activities of the bank and other financial outfits. Plus, the level of 

technology used in banks and other sectors are not sufficient in my view.” 

Although 53% of the private sector participants talked about a sort of recording plan, they use to 

keep track of cyber-attacks, most of the records are totally reliant on customers' complaints. In 

fact, six of the eight participants' recording schemes rely on either customer calling in to make a 

complaint or customers coming into the organisation to fill, in what some of the participants call 

customers' complaint forms or incident forms. There were only two of the participants talked about 

monitoring trends of attacks before and after they occurred. TS6 talks about an ‘’invention 

correlation’’ method that is used to monitor the activities of the network while SS13 mentioned a 

governmental body he thought should be monitoring some of the Internet activities of the banking 

sector. 

6.5.1.2. Public Sector 

IO18 

“We record on what we call a ‘’crimes record book’’.” 

EO19 

“We record every crime event in the ‘’Crime Diary’’ which can be either traditional crimes or 

cybercrimes.” 

EO20 

“Every crime has a ‘’Crime Record Number’’ saved in the ‘’Crime Diary’’. They include both 

cyber-attacks and traditional crimes.” 

EO21 

“We have a ‘’crime record book’’ that is used to record all attacks after being investigated. 
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As for the public sector, four of the participants, which make up 67% of the public sector 

participants, talked about a type of recording style which is similar to the method adopted by the 

private sector which involves waiting for customers' complaints. But unlike the private sector, the 

public sector participants did not have a method to monitor cyber-attacks before they happened, 

and their records consisted of both traditional crimes and cybercrimes. In other words, they were 

treated the same in the eyes of the law and intelligence officials.” 

6.5.2. Special Departments for Cybercrimes 

The availability of special departments to handle cybercrime cases can be very crucial when it 

comes to following the evolving trend of cybercrime and the technologies involved. For instance, 

the UK has the National Cyber-Crime Unit (NCCU) which is a part of the National Crime Agency 

(NCA) that focuses on cyber-attacks. There is also an Action Fraud Unit (an online reporting tool) 

that is available for citizens to make prompt reports of online scams. The Action Fraud Unit works 

with the Police to monitor, investigate, and keep records of cyber-attacks across the U.K. Thus, 

forming a very reliable database that can be used to study and understand the patterns of cyber-

criminals. The sub-theme looks to highlight the participants’ knowledge of the availability of 

special departments in their various establishments that are focused on cybercrime and cyber-

related offences. 

BS1 

“We report all cyber-related complains to the I.T department.” 

BS3 

“Well I think it will have to be the ‘’Technology Department’’. They help in responding to cyber-

attacks.” 

TS5 

“Yes, and it’s called ‘’Security Operation Centre’’ they deal with any response to an attack.” 

GS10 

“The I.T department.” 
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GS11 

“We report any attack or suspected attack to the I.T unit in the company. We forward any such 

problem to the I.T department or Unit and they are in charge of responding.” 

SS15 

“The department is in called the C.I.T.S. They are in charge of responding to cyber-attacks on 

both staff and students. The full meaning of C.I.T.S (Center for Information Technology Services).” 

IO16 

“Well, we have a unit called IRT (Intelligence Response Team). This team is tasked with 

responding to any complains brought in by either individual citizens, corporate organisations or 

and governmental agencies.” 

IO17 

“We have a department called the IRT (Intelligence Response Team). They are in charge of 

responding mainly by investigating.” 

IO18 

“The IRT (Intelligence Response Unit).” 

EO19 

“We have what we call the ‘’Crime Recorder’’ who keeps records of all the crimes reported in the 

‘’Crime office’’. We also have what we call the ‘’Police Special Fraud Unit’’ where every crime 

is reported to by each police division around the state. And based on the reports we try and respond 

adequately, by carrying out a detailed investigation.” 

EO20 

“There is a department called FCIID (Force Criminal Intelligent and Investigation Department) 

and they are in charge of responding to any attack we get reported. By making sure we investigate 

the reports we get.” 
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EO21 

“We have a department called ‘’Crime Record Office’’ where crime cases are given ‘’crime 

record numbers’’.” 

57% of the participants confirmed there is a separate department where all cyber-attacks are dealt 

with. However, some participants like GS11, BS3, and SS15 made it clear the department’s main 

focus was to respond to attacks on reports they got from members of the public. Plus, participants 

like EO19 and EO20 also talked about how some of the special departments reacted to attacks, 

where they said after a report, they have to carry out an investigation based on the evidence 

presented to them so they could provide the right type of response. This means most of the special 

departments are reactive in their approach to the issues of cybercrime. 

6.5.3 Groups of Tools used in the Public and Private Sectors 

This sub-theme details the different types of tools used by the public and private sector in 

responding to cyber-attacks. The tools will be categorised into four main groups with the aid of 

Chapter 5 Sections 5.6.2 (where technological tools are grouped according to their functions and 

how they can be implemented). Table 5.3 shows participants’ responses according to the type of 

tools used. The four main groups are: Proactive, Reactive, Active and Persuasive tools. 

Sector Proactive Tools Reactive Tools Active Tools Persuasive 

Tools 

Private Sector Firewalls: BS1, 

BS2, BS3, TS4, 

IS7, SS15 

Anti-Virus 

&Anti-malware: 

GS12, GS11, 

TS5 

hybrid DDOS 

mitigation tool: 

BS2 

scrubbing centre: 

BS2, BS3, TS4, 

TS6 

Penetration test: 

IS7. TS6, BS1 

Security Incident 

response 

metrics: TS6 

Alerting 

systems: TS6 

Sandboxing: 

BS2 

Radware: TS6 

None are used 
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Network access 

control: BS2, 

SS14 

Cryptography & 

steganography: 

SS15, TS4, BS3, 

TS5, BS1, BS2 

Public Sector Trainings: 

EO20, EO21 

reactive to 

complains 

(Investigations): 

IO17  

 None are used 

Table 6.3 Showing the tools deployed in Nigeria according to participants 

From Table 6.3 above there are many lessons to be learned e.g. the clear gap in terms of the use of 

technological tools in the public and private sectors. The private sector tends to make use of some 

technological tools while the public sector relies on training provided by the Government. Another 

observation is the fact that the private sector has more reactive tools than the other groups of 

technological tools. The last and most important message is the fact that only the telecoms 

professionals made use of any sort of active tools while none of the sectors use persuasive 

technological tools. These show a lack of preparedness by the sectors in following on the trend of 

cyber-attacks as some of the attacks are by young citizens driven by the quest to make quick money 

(Section 5.4.5).  

6.5.4. Categories of attacks  

This is the last sub-theme; it helps understand how the private and public sectors deal with the 

issues of cybercrime in Nigeria. The types of cyber-attacks will be grouped into three main 

categories according to Chapter 3 Section 3.3 that talks about the typologies of cyber-attacks. The 

groups are: Cyber-enabled, computer crimes and cyber-dependant attacks. Table 6.4 details the 

various participants’ responses and categories of attacks they face the most 

Sector Cyber-enabled 

attacks 

Computer Crimes Cyber-dependent 

attacks 
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Table 6.4 Showing the typologies of current cyber-attacks in Nigeria 

6.6. Cultural Perception of Cybercrime 

The premise of culture is central to all social interaction, communication, and cognition (Swindler, 

1986; Kalenda & Schwartzhoff, 2015). It is the lens through which an individual, or group of 

individuals, interpret and respond to social, physical, or even spiritual issues. Based on that 

premise, this theme looks to understand how the participants view the state of cybercrime in 

Nigeria and in what direction do the career professionals think cybercrime is heading. This theme 

Private Sector Identity fraud: BS2, 

BS3, SS14 

Financial Fraud: IS8 

DDOS attacks: BS1, 

BS2, TS4, TS5, TS6 

Brute force attacks: 

BS1, BS2, TS4, TS6, 

Malware attacks: 

BS2, SS14 

Unauthorized log-in: 

BS1, BS3 

Web defacement: 

SS14 

 

Phishing attacks: 

BS2, GS10, GS11, 

SS14, SS15 

Spamming emails:  

BS2, SS14, SS15 

Pharming attacks: 

SS15 

Public Sector Advanced fee fraud: 

IO16, IO17, IO18, 

EO19, EO20, EO21 

Cyber-fraud:   IO16, 

IO17, IO18, EO19, 

EO20, EO21 

Identity theft: EO19. 

None mentioned None mentioned 
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will be divided into two main sub-themes that will help highlight the cultural view of the various 

participants. These sub-themes are: 

1. The state of Cybercrime 

2. The Future of Cybercrime 

6.6.1. The State of Cybercrime.  

The state of cybercrime details the views of the participants, in this case the career professionals, 

on how they thought cybercrime has affected the Nigerian state and to what extent damage has 

been done. The following are the responses of the participants. 

BS3 

“Yes, I think cybercrime is the main issue in Nigeria and will get worse if proper awareness is not 

done.” 

TS4 

“Yes, cybercrime is a main issue and if nothing is done about it, it can get worse especially due to 

the way technology and cyber-offences have continued to evolve.” 

TS5 

“Yes, I think it’s a main problem but has continued to be ignored by the media and the general 

public. In Nigeria, I don’t think it has gotten to that point yet but even though it hasn’t gotten to 

that point yet I think people still need to be on guard because all it takes is one person to cause a 

problem.” 

IS8 

“Yes, I think it is a main problem especially considering the fact that not every institution is aware 

of the threat cybercrime presents. Plus, the government is not doing enough to strength agencies 

to properly protect Nigerian cyber-space.” 

IS9 

“Of cause ‘’Yes’’ I think it is a major and real problem we have to start dealing with.” 
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GS11 

“For now, I don’t think the majority of the Nigerian population are aware enough of its dangers 

but in the future ‘’Yes’’ can become a serious problem.” 

GS12 

“Yes, it is and it needs more attention by the Nigerian Government.” 

SS13 

“’NO’’ ‘’NO’’, There are not taken seriously in Nigeria. The reason for my response is ‘’ for we 

to have effective cyber-security strategies, there must be more input in the use of technology’’. The 

importance of technology in cyber-security is very important and cannot be underplayed. Having 

said that, we need more to come from the Government in the area of cyber-security. For instance, 

in the appointment of ministers, there are some ministries that do not really need experts to 

manage, like the Ministry of Power. But some other ministries need more than just a manger, they 

need experts in that field especially areas that are still developing in the country (e.g. Ministry of 

ICT). An example of what I mean is what happened in the Australian Parliament, ministers were 

appointed based on both their areas of expertise and ability to manger parastatal. Unlike Nigeria 

where ministers are appointed regardless of their level of expertise. In a nutshell, cyber-security 

is not taken seriously as the level of technology; the numbers of experts in the field are not 

enough.” 

SS14 

“Of cause, the pair is a very serious issue in Nigeria as youths in the country continue to engage 

in cybercrime activities and we don’t have a Government that really has a plan in terms of cyber-

security for the problem.” 

SS15 

“Yes, of cause in fact it is not only a major problem in Nigeria but all around the world. For 

example, when I visited South Africa for a conference between 2010 and 2013, a South African 

colleague of mine shared some of his experiences in researching cybercrime in South Africa. 

According to my colleague, he and many others in South Africa have been victims of one sort of 
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cybercrime or the other, particularly financial related cyber-offenses. My colleague went on 

further to describe how these attacks occur, he said they usually start with a suspiciously mail 

from a known source be it one’s bank or employer’s email address. These mails usually contain 

viruses, or Trojans that contain backdoors that enable hackers to gain unauthorised access to a 

person’s bank details, or company records. Even before I travelled late 2009, I also experienced 

illegal transfers done on my account by someone in a different location to where I was. When this 

happened, I went to the bank to make a report and I was told the person transferring the money 

from my account was not in the same state with me. These types of attacks are usually common 

amongst people that are careless with their personal security information. For instance, a common 

practice in Nigeria is to use their age as their pins for their ATM’s. 

So, in summary, it is a very big challenge in Nigeria and it needs a lot of attention as soon as 

possible.  As there are no shortages of cyber-criminals but rather, the country lacks adequate 

expertise to help bridge the gap in research and proper tools that can be used to solve the problem 

of cybercrime.” 

IO16 

“Yes, it is a main problem in Nigeria.” 

IO17 

“Yes, it is a main problem and can get worse if not properly looked into.” 

IO18 

“Yes, it is a main problem.” 

EO19 

“Yes, it is a major problem in Nigeria.” 

EO21 

“Yes, I think it’s a main problem as criminals continue to increase and evolve in their methods.” 
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71% of participants seem to have agreed on the current state of cybercrime in Nigeria. According 

to them, the current state of cybercrime in Nigeria is very bad and is going to get worse if nothing 

is done about it. In fact, TS4 and TS5 think cybercrime is a major issue and is only getting worse 

as it continues to be ignored by the media and Nigerian society at large. Some other participants, 

aside from agreeing with the current state, also help proffer possible solutions that can be adopted 

according to their various experiences. For instance, focusing on the importance of technology in 

combating cybercrime under the Nigerian context, where SS13 and I quote ‘’for we to have 

effective cyber-security strategies, there must be more input in the use of technology. The 

importance of technology in cyber-security is very important and cannot be underplayed’’.   

6.6.2. Future of Cybercrime 

Following up on the current state of cybercrime in Nigeria, the career professionals gave their 

opinion on the direction they thought cybercrime would go and what needed to be done to remedy 

the situation. This sub-theme has divided the responses of the participants according to the 

direction they thought cybercrime would take and what they thought needed to be done. The sub-

themes are:  

A. Need for more Technology 

B. Need for more Laws by the Government and  

C. Need for more Awareness 

A. Need for more Technology: These are participants who thought the best way of solving 

cybercrime issues, and properly responding to cyber-attacks in the different sectors in 

Nigeria, was to increase the level of technology used in combating the issues of cybercrime. 

The following responses highlight their views. 

TS6 

“We also have to recruit better experts, for instance, there are guys that are certified on 

different cyber-security courses but yet we have expatriates coming into the country to sell 

solutions leaving us exposed to these experts. Currently, cybercrime is not taken seriously 

but I think in a couple of years’ times it will become a very serious problem. I have heard 

someone say Nigerian banks are the ‘’easiest to hack’’. In Nigeria someone can easily 

break into banks by just bribing its security guard sometimes with as low as 500naria. So, 

with that a hacker can install a programmed chip on the ATM machine and use that to 
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access the bank network. All this means there is a need for better understanding on how 

technology can be used to mitigate the various aspects of cybercrime in Nigeria.” 

IS7 

“Definitely, technology should get better, even though the treat landscape around the 

world states that there will be more cyber-treats and network vulnerabilities. And its 

expected for people to exploit these vulnerabilities, so as that happens I expect the cyber-

security techniques to also evolve so they can help mitigate the problem of cybercrime.” 

IS8 

“It is a growing problem and so I think different ways of improving tools (such as the use 

of technology) to combat cybercrime should be considered.” 

B. The Need for better Government Laws and involvement: These are the group of 

participants who thought the future of Nigeria and cybercrime rely heavily on the 

Government’s ability to enact more laws that could be used to govern Nigerian cyber-

space. 

BS1 

“Will not get better if the Government does not get more involved than it already as. What 

I mean is the future of cybercrime and cyber-security heavily relies on the seriousness of 

the government as a lot has to be done in terms of better laws and enabling environment 

for technological experts.” 

BS3 

“This will depend on how the Government starts treating the issues of cybercrime and the 

lack of technology. What I am trying to say is that if there is more investing in strengthening 

the institutions that are meant to combat cybercrime, then we should see some 

improvements in the use of technology. But also, I am afraid there will be an escalation of 

cybercrime attacks thus exposing more Nigerians to attacks.” 

TS6 

“In terms of it getting better, I think there needs to be better laws but asides from the laws 

we need organisations that will be interested in financing researches concentrating on 

cybercrime and the use of technology.” 

SS14 
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“Well I think without proper interventions by the Government, issues of cybercrime and 

cyber-security will continue to increase.” 

SS15 

“The future of cybercrime lies in the hands of the Government, if the likely solutions are 

not fixed then is afraid cybercrime will get worse in Nigeria. The Government has to find 

a solution to the issues of weak and passive laws that cover the several aspects of 

cybercrime. The government also has to do more in terms of job creation as more Nigerian 

youths continue to resort to cybercrime as a means of livelihood. So as the government 

continues to fail in engaging the youths, the most likely option for a country like Nigeria 

that has a large population of young people is to commit crime. I also think more 

sensitization is needed in a country like Nigeria that has poor education amongst its youths 

and issues of poverty. In addition, I think the Government has to do more in terms of their 

timing and reactions to the issues of cybercrime (lack of proactive steps and not reactive 

enough). I also think the Nigerian Government needs to do more collaboration in terms of 

intelligence gathering and expertise’s training with both neighbouring and foreign 

countries. As cybercrime is not only a local problem but also a problem internationally. 

Most developed countries like the United Kingdom, China and the U.S.A have very strong 

laws, experts and tools they use in combating cybercrime.” 

IO16 

“It can get better if the ‘’Government can act fast’’ in empowering the necessary 

institutions with the resources needed to combat cybercrime.” 

EO20 

“It’s going to get worse as criminals are ahead in the tools they use and have better 

resources. As Nigeria is a totally reactive country meaning the laws and tools are only 

updated when there is a new trend of crime that needs to be controlled. The Government 

does nothing in preparing us for attacks asides from trainings once in a while.” 

EO21 

“I think it’s going to get worse as cybercrime as a whole continues to grow and I don’t 

know if the enforcement agencies in Nigeria will be able to keep up. Having said that, I 

think with better resources provided by the Government, enforcement agencies should be 

able to better manage cybercrime in the country.” 
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C. The Need for Better Awareness: These are the set of participants that thought the future 

of cybercrime in Nigeria solely relied on creating better methods to increase the level of 

awareness amongst the public. In other words, there is enough technology and laws 

available to govern Nigerian cyber-space. 

BS2 

“What I think is going to happen is that there will be improved levels of sophistication on 

the part of the cyber-criminals. Having said that, I think the level of awareness for cyber-

security and cyber-resilience will also increase making the public get more familiar with 

the dangers of cybercrime. This will make companies more resilient to weak attacks; 

however well-coordinated attacks can still successful so more work will still be needed to 

protect the Nigerian cyber-space.” 

TS5 

“I think the future of cybercrime can get worse as new tools meant to invade the law will 

be used but on the other hand it can also get better as it’s expected for awareness to 

improve.” 

GS10 

“I expect cybercrime and cyber-security awareness to increase especially due to the nature 

of how it evolves from time to time. But I don’t know just how much the awareness will be. 

An example is how internet connectivity has grown in Nigeria, I expect the same type of 

growth with cybercrime and cyber-security.” 

6.7. Summary 

The qualitative analysis was divided into five main themes that helped detail the opinions and 

contributions of career professionals. According to the professionals, there is an agreement 

amongst the participants concerning the relationship between the three concepts - cybercrime, 

cyber-security, and the use of technology. Where 66.6% of the participants thought there was a 

connection between the three concepts and that they could be used to either aid each other or 

prevent each other. In terms of the grouping and approach used to respond to cybercrime, the 

majority of the participants thought the major groups of attacks were attacks for financial gain and 

attacks that sought information.  
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As for the responses to cyber-attacks, there is an agreement that it is very poor hence leading to 

the growth of the problems that exist today. Participants also agreed the main drivers behind cyber-

attacks were the lack of proper governmental measures and personal gains mostly to access 

unauthorised funds. The 4th theme focused on the methods used by the public and private sectors 

to deal with the issues of cybercrime. 71% of participants felt Nigeria to be a very reactive country 

that lacks adequate preparedness for dealing with the various aspects of cybercrime and different 

stages of cybercrime. The final theme explains the cultural position of the participants and the 

majority agreed on the current bad state of cybercrime, but more participants thought there was a 

need for more governmental laws to help govern Nigerian cyber-space. 
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Chapter Seven: Findings and Discussion of Research Questions 

7.1. Introduction  

This Chapter focuses on the roles technology should play in mitigating the impact of cybercrime. 

It shows how the research questions in Chapter 1 have been answered by merging the results from 

the questionnaires (Chapter 5: Quantitative Analysis) and from the interviews with career 

professionals (Chapter 6: Qualitative Analysis).  

7.1.1. Research Question 1: What is the Current State of Cybercrime in Nigeria? 

 To answer RQ1 those who completed the questionnaire were asked key questions: 

a) Their knowledge of cybercrime types, prevalence, and causes.  

b) Their understanding of cybercrime attacks, their types, their frequency, and the motives 

behind them.  

c) Their knowledge of reaction techniques used to counter cybercrime.  

Knowledge of cybercrime 

37% of those who completed the questionnaires revealed only an average awareness of cybercrime 

and a further 45% had poor knowledge (Sections 5.4.1.and 2). There was a better awareness 

amongst the private sector especially banking and telecoms with 41% and 40% claiming a very 

good awareness. This means that the public sector (i.e., the intelligence and enforcement agencies) 

needs to do more to improve the current state of its awareness of cybercrime.   

Cybercrime attacks 

Those who completed the questionnaires from both the public and private sectors in Nigeria suffer 

from a high rate of cyber-attacks (Section 5.4.3), with 56% claiming a daily rate between 11 to 15 

attacks and sometimes more than 16.  In the public sector, 42% of participants claimed that daily 

attacks ranged from 11 to 15, the private sector suffered more attacks than the public sector, with 

68% in banking and 63% in telecoms claiming more than 16 attacks daily. Overall, results show 

an urgent need to address the large amounts of attacks faced. 

The main type of attack experienced by those completing the questionnaire (23%) in both sectors 

is phishing (Section 5.4.4) Table 7.1 shows the breakdown of the main categories of attacks.  
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Table 7.1 Main attacks and typologies 

Sector Main Attack Percentage of 

Participants  

Typology of Attack 

Public Sector Romance Scam 25 Cyber-enabled 

The Banking Sector 

(Private Sector) 

Cyber-Fraud 56.7 Cyber-enabled 

The Telecoms 

(Private Sector) 

Computer virus and 

DDOS attacks 

50 each Cyber-dependent 

Other SME’s (Private 

Sector) 

Romance Scam 35 Cyber-enabled 

Cyber-enabled attacks are the most common attacks amongst the sectors. (Table 7.1) Even though 

‘’phishing attacks’’ are the most frequently reported there is no sector that highlights phishing as 

their major problem 

Motives for attacks  

The next section categorises the motives for attacks using the UK cyber-security categorisation of 

financial gain, political and social injustice, and intellectual challenge. Lack of awareness (35%) 

was the major motive alluded to by the participants: this is categorised as an intellectual challenge 

(National Cyber Security Strategy, 2021). Table 7.2 highlights the major motives of cyber-attacks 

according to the various sectors.  

Table 7.2 Main motives and categorization of motives 

Sector Main Motive Percentage of 

Participants 

Categorisation of 

Motive 

Public Sector Peer Pressure 41.7 Intellectual Challenge 
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The Banking Sector 

(Private Sector) 

Corruption 40 Financial Gain 

The Telecoms 

(Private Sector) 

Corruption 45 Financial Gain 

Other SME’s 

(Private Sector) 

Lack of Awareness 51.4 Intellectual Challenge 

The table clearly shows a difference in the perception of the motive of attacks amongst the 

participant groups. Mostly the telecoms and banking sectors agree on the major driver of cyber-

attacks in Nigeria.  

After highlighting the responses obtained from the questionnaire survey the interviews with the 

career professionals also gave very useful insights on the research question in four main areas: the 

state of cybercrime, frequency of attacks, main types of attacks and motives for attacks Results 

from Section 6.6.1 (State of Cybercrime) shows the position of the career professionals concerning 

the current perception of cybercrime and cyber-security in Nigeria. Most of the professionals 

agreed that cybercrime was a major problem and believed that a lot more needs to be done.  

Participants TS5, SS13, and SS15 mentioned cybercrime as a major problem in Nigeria and 

suggested the need for better measures to help reduce its impact via the aid of technology. This is 

a novel finding as previous studies have not talked about the importance of technology in 

mitigating cybercrime. In terms of the large frequency of attacks (Section 6.4.2) responses of 

career, professionals were quite similar to the questionnaire responses. However, some 

professionals also claimed attacks were both within and outside the boundaries of Nigeria (e.g., 

Participant TS6). This also agrees with (Uzochukwu et al., 2019) and (Omodunbi et al., 2016) 

from the literature in Chapter 3. 

However, some other professionals, mainly those in the police and intelligence agencies claimed 

what they experienced is more complaints made by victims of cyber-attacks compared to attacks 

on their systems. An example is participant IO16 who claimed only few attacks were recorded. 

This means there is a need for better databases to be kept by firms and agencies that can help to 

keep track of cyber-attacks as soon as they occur. 
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Section 6.5.4 (Categories of Attacks) shows that the private sector suffered more from cyber-

dependent attacks where phishing attacks were the most mentioned (33%). The public sector 

mostly struggles with cyber-enabled attacks where advanced fee fraud and cyber fraud are the most 

mentioned. In looking at the main drivers behind cybercrime (Section 5.4.1) a third of career 

professionals mentioned motives that fell under the category of the Governmental issue while 

another third mentioned motives that fell under personal gains (Table 7.3).  

 Table 7.3 Motives for cyber-attacks 

Participants 

Sector 

Motive 

Financial  

Motive 

(Governmental 

Issue) 

Motive 

(Personal Gain) 

Motive 

(Organisational 

Issues) 

Public Sector None 3 out of 6 

participants 

1 out if 6 

participants 

None 

Private Sector 3 out of 15 

participants 

4 out of 15 

participants 

6 out 15 

participants 

1 out of 15 

participants 

Total 3 out of 21 

participants 

7 out of 21 

participants  

7 out of 21 

participants 

1 out of 21 

participants 

 

7.1.2. Research Question 2: Can Cybercrime be tackled in Nigeria? 

 The second question RQ2 focuses on how participants thought technology could help address the 

current state of cybercrime in Nigeria.  From Chapter Five three main sections will be used to 

address RQ2. 

a) Awareness and Effectiveness of Cyber-security policies. 

b) How are cyber-attacks reported and to whom? 

c) How effective are reported cyber-attacks handled? 

A majority (61%) of those who completed the questionnaire were aware of existing cyber-security 

policies (Section 5.5). That is a good result, as it means a majority of the general public were aware 



 

175 
 

of policies and legislation that govern Nigerian cyber-space. However, a majority of participants 

(63.3%) also thought the policies had been poor in achieving their aim and this is a massive 

problem for Nigerian authorities.  

Those who completed the questionnaire dealing with how cybercrimes were reported (Sections 

5.5.3 and 5.5.4.) said that 64% of cybercrime attacks were reported by the victims going in 

physically with a complaint to the relevant security structure. This makes it difficult for security 

outfits to keep track of complaints especially due to the digital nature of cyber-attacks. The 

questionnaires also showed that 40% of participants took their cyber-attack complaints to the 

Nigerian Police force, thus increasing the burden on the Police if they are to shape the right 

methods and techniques to combat Nigerian cybercrime. 

The vast majority (99%) of those who completed the questionnaire agreed reports were either 

poorly or averagely managed (Section 5.5.5). This means much more needs to be done in terms of 

how reported attacks are handled. Also, poor management of cyber-attacks will serve as extra 

motivation for cyber-criminals who know there is no proper punishment or follow-up by the 

security agencies when an attack is reported. 

 Most career professionals (Section 6.3.3.) mentioned the use of technology as the most popular 

approach used in tackling cybercrime in Nigeria, however, some mentioned the need for a 

combination of methods such as the use of technology, the use of laws or policies and creating 

more awareness. According to Participants SS15 and TS4, the most effective tool will be the use 

of more laws to govern cyberspace.  It is likely that the methods have to evolve in such a way as 

to cater to the needs of the Nigerian people and the local environment.  

Career professionals were divided as to what method would be the most effective in combating 

the issues of cybercrime in Nigeria (Section 6.3.3.) According to the participants’ SS13 and SS15 

more technology is required to better protect Nigerian cyber-space. Such considerations allow for   

Nigeria to contain a lot of uneducated and poor people (Nwokorie et al., 2020) who will take 

advantage of very powerful technological tools if made available.  

Some career professionals, e.g., TS5 and TS4 felt the answer was more complex and needed a   

combination of two or more methods: e.g., the use of technology in combination with effective 

laws to govern cyber-space.  
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The most interesting group of career professionals did not see a particular tool as a solution to the 

cybercrime issues in Nigeria. In fact, they thought there was no current solution to the problem 

because cybercrime continues to evolve.  Participants SS14 and IS7, for example, felt it was 

becoming more difficult to counter the latest trends of cyber-attacks.  

7.1.3. Research Question 3: How can Technology help the Government and Commercial 

industries tackle Cybercrime? 

We have established that technology is viewed by participants (especially career professionals) as 

the most effective method for solving cybercrime. Moving on from there it is important to know 

how this technology should be deployed to combat cybercrime at various levels and in different 

circumstances. In understanding how technology can be deployed, two main sections from the 

questionnaire results will be used to explain how the responses address this question: 

a) The availability of technology tools 

b) The types of tools used in the Government and in commercial industries (the banks, 

telecoms industries, schools, insurance firms and oil and gas) 

 

In understanding how technology can be used in combating cybercrime in Nigeria, the availability 

of technological tools is a very good point to start. 68% of those completing the questionnaires 

acknowledged that technological tools to combat cybercrime were available.  

After establishing this availability of technological tools, Table 7.4 highlights the main tools 

known to the various sectors, the category of the tool (see Section 5.6.2) and the main type of 

attack that dominates the various sectors. 

Table 7.4 Type and category of tools   

Sector Type of Tool 

(Most known tool) 

Category of Technical tool 

Enforcement Agencies Social Media tool Reactive tool/persuasive tool 

Banks Programming tool Reactive tool 
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Telecoms Programming tool Reactive tool 

Other SME’s (Insurance 

firms, schools and Oil and 

gas) 

Hacking tools Proactive/reactive tool 

The responses that help answer this question are from Section 6.4.2 (Reactions to Cyber-attacks) 

and address the availability of special departments that deal with cybercrime issues. Understanding 

how the sectors react to a cyber-attack can help determine many things from how to prepare for an 

attack, to predict and prevent the next attack, leading to how to react to it when it occurs. The 

majority of participants allude to Nigeria’s very poor reaction to cyber-attacks: e.g., participants 

BS2, TS6, and SS15 feel cybercrime and cyber-attacks are still growing and need more attention. 

Overall, the responses mean there is a need for a better strategy in combating cybercrime issues. 

There needs to be better preparation, reaction, and collaboration between the major stakeholders.  

The availability of departments specially focused on tackling cyber-related issues is a very 

important method in addressing the issues of cybercrime, especially with the rise of internet users 

and the development of techniques used by cyber-criminals. However, the majority of participants 

did not mention special departments for dealing with cybercrime but only general departments 

where all kind of attacks are reported (Section 6.5.2). These attacks can be either internet related 

or offline. The departments mentioned do not address the need for pro-active and active steps that 

can help, limit or pursue the issues of cybercrime in Nigeria. Such responses came from: BS1. 

BS3, TS5, GS11, SS15, IO17, EO19, and EO20. 

7.1.4. Research Question 4: Should Technology be integrated with the current Policies and 

Legislation to help tackle Cybercrime. 

 Despite all the policies and agencies tasked with addressing the issues of cybercrime (Section 

3.7), cybercrime has continued to increase making it one of the major problems for the Nigerian 

Government (Omodunbi, Odiase, Olaniyan, & Esan, 2016). What this means is that either the 

policies have not been robust enough or there is a lack of adequate policy updates that keep up 

with the current trend of cyber-attacks in Nigeria. These reasons lead to the essence of this research 

to understand if technology can better create and implement cyber-security policies.  
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Those completing the questionnaires agreed there was a need for more technology in administering 

cyber-security strategies (Sections 5.7.2 and 5.8.1).  Over three quarters agreed there was a need 

for more technology to combat cybercrime: examples include integrating the use of technology in 

designing and, most importantly, implementing cyber-security policies. Also 61% of those 

completing the questionnaires agreed the best way to improve cyber-security in Nigeria was to 

integrate more technology in the fight against cybercrime in Nigeria. Career professionals’ views 

BS2, TS4, and TS6, on the relationship between technology and the law can be found in. Section 

6.2.2 

Career professionals’ views: e.g., BS1, BS3, SS15, and EO21 were that the future of cybercrime 

and cyber-security hugely relies on Government attitudes towards creating and properly 

implementing laws with good attention paid to technology 

7.1.5. Research Question 5: How can Technology help individuals better Interact with 

Technological Infrastructures. 

 Previous questions have been able to reveal a strong agreement on just how important the Nigerian 

public and private sectors think the use of technology is in combating cybercrime. The final 

question helps to understand how technology can be better used by individuals. According to those 

who completed the questionnaires three sections help address this question: 

a) Problem with Technological Tools in Cyber-security 

b) Problems faced by Security Personnel 

c) Problems faced by Technical Personnel 

 

Nearly 28% agreed that the main problem technological tools face in building adequate cyber-

security strategies was the complexity of technology (Section 5.7.3). This means more needs to be 

done in simplifying technology to become more related to, and easily accessed by, more of society.  

Three-quarters of those completing the questionnaire felt the main problem faced by the public 

sector’s security professionals was the lack of properly trained I.T personnel. This means the 

Government needs to provide more well-trained personnel to improve the way technology is 

integrated by public security experts. Nearly half said the main problem stopping the integration 

of technology and security experts in the private sector was the lack of research (Section 5.6.4), 
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with a reference to the lack of updates on the existing methods used to combat cybercrime in the 

private sector.  

Section 6.5.1 (Record Keeping) details how career professionals keep records of cyber-attacks and 

that can help understand some of the problems faced when individuals are trying to integrate with 

technology. This is because not having a proper record of events limits the opportunity to form 

better and more innovative plans to improve the current state of the cyber-security structure in use. 

The following participants’ BS2, and TS5, highlighted how records are kept which were generally 

very poor and lack updates. 

Most professionals had a department to which all records were reported. The only sector where a 

record of the follow-up to reports was available was the telecoms sector which detail their follow-

up strategies to try to prevent future attacks. 

It was depressing to find out that none of the career professionals in either public or private sectors 

made use of any persuasive technology in engaging members of the public.  (Table 6.3). This point 

is covered in the forthcoming Section 7.3.4. which helps explain the importance of persuasive 

technology and how it has become one of the most used tools among the general population. Tools 

like social media and data mining have become accepted and generally used by nearly all young 

people (Tonye, 2018), hence providing a window for cyber-criminals (who are mainly young 

people) to explore.  

7.3 .  A Proposed Socio-technical Cyber-security Framework  

Technical Framework 

Having summarised what we have learned from the questionnaires and the interviews with career 

professionals, we now move to categorise different types of technological tools that can form a 

technical framework to reduce cybercrime in Nigeria and elsewhere. This framework can be called 

PRAP which stands for ‘’Pro-active, Reactive, Active and Persuasive Framework’’. This section 

also discusses where, in Nigerian society, such tools could be used and what type of cybercrime 

could be curbed by using them.   

The technical framework was influenced by a strategy adopted by the UK in the fight against 

organised crime. The UK’s NCA Strategic Cyber Industry Group released a comprehensive 
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Cybercrime Assessment in 2016, which helped show the impact of computer-related offences on 

the type of crimes committed in the UK (Owens, 2016). This research also argues that cybercrime 

activities are growing fast, evolving at a pace and becoming technically proficient with the use of 

technological advances, which includes the widespread use of anonymisation tools. All these 

activities continually improve criminal operating methods and end up making corporate cyber 

security tools and necessary procedures insufficient alone to protect corporate networks. 

Cybercriminal adoption of encryption has also become a challenge for law enforcement when 

tackling specific threats.  

In the continuous effort by the UK Government to combat organised crime, law enforcement 

agencies, together with public and private partners, came up with a 4P's strategy namely: Protect, 

Prepare, Prevent and Pursue (Home Office., 2013). Although there are some differences between 

organised and internet-related crimes, as they have different motivations, nevertheless they share 

the same intentions and have outcomes that are aligned  

Different types of technological tools can be used to help mitigate the menace of cybercrime.   One 

can develop strategies depending on the motivations of criminals, how they interact with computer 

systems and in agreement with the law of the land.  With this idea in mind, plus the evidence from 

the findings of this research, a similar framework to the 4P strategy can be adopted to help mitigate 

cyber-related offences in Nigeria and elsewhere. The focus of this framework will be to adapt to 

the differences between the Nigerian sectors and to examine how technological tools can be 

plugged in with existing policies. Some of the technological tools that can be adopted are dealt 

with in the following sections.  

a. Resource Implications 

There would be significant resources needed to start up this framework, however, arguing on the 

same principle as used for crime prevention more generally, once such a framework is up and 

running it would be likely to save more money than it spends. In reduced loss of economic activity 

through cybercrime, plus a reduction in the effort of the law enforcement agencies in detecting, 

catching and prosecuting cybercriminals. The Government and private sector will need to 

collaborate better to help implement the various phases of this framework. Chapter 8(Research 
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Findings and Recommendation) helps suggest innovative methods of how this framework can best 

suit the cyber space in Nigeria. 

b. Staffing Implications  

Such a framework will also provide a benefit for employment. Those who implement the 

framework would be the same people who are currently in danger of turning to cybercrime because 

of the absence of any legitimate employment for them. Most of the strategies listed in the following 

sections require significant staffing resources for monitoring, implementation, training and 

interacting with the public. This staffing will depend on the sector involved in implementing the 

framework, for instance for the Government sector, they can set up dedicated departments in the 

intelligence agencies that will focus in training adequate staff that will help with the 

implementation of the framework. These can also involve good communication with the private 

sector to help provide adequate professionals that can help plug loopholes within the public sector. 

This is because the private sector tends to have a better outreach of top professionals in the field 

of cyber-security.  

c. Cyber-security Solutions for Cross border attacks 

In order to provide a holistic approach to addressing the issues and multifaced patterns cybercrime 

presents, there is a need to discuss how cyber-security solutions such as frameworks, and policies 

can be deployed across borders. A study carried out by Button (2012) talked extensively about the 

impact of cross-border frauds, and how these can affect the cyber-security strategies used by 

different countries. This study also went on to discuss some very important numbers concerning 

the raising growth of cyber-attacks around the world, which shows a lot of similarities in top 

countries that struggle with cyber-related offences.  

This means that there is a need for more conversations on how to integrate studies such as this, 

which breaks down socio-technical solutions that provides more balanced solutions on how to 

tackle cybercrime. The ‘’PRAP Framework’’ provides and holistic approach (See Section 7.3.1 

for more details on the breakdown of the PRAP Framework) on how the different aspects of cyber-

attacks can be addressed. This can be in turn be deployed in other countries that struggle with very 

similar issues like Nigeria in terms of cyber-attacks and countries that have eco-systems around 
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cyber-attacks (See Chapter 8 Section 8.3 for more details on deployment procedures that can be 

used by other countries).   

7.3.1. Proactive Technology (Preventive Phase)  

Many practitioner-oriented publications argue that organisations should be more proactive on 

issues and that proactive behaviour is an increasingly vital component for performance (Crant, 

2000; Xi Li., 2020). Organisational research on the antecedents and consequences of proactive 

behaviour have appeared in several kinds of literature and have taken different approaches toward 

defining, measuring, and understanding proactivity (Crant, 2000; Xi Li., 2020). With the same 

idea about proactive measures, this section explains technological tools that can be used in a 

proactive capacity in the fight against cybercrime in Nigeria and elsewhere.  

The tools are adopted as a preventative measure against planned or anticipated Internet offences. 

These offences will include Online Fraud, Identity Theft, Botnet Attacks and DDoS. This is a type 

of technology that will be deployed mainly by Government intelligence agencies and businesses. 

Some of the Governmental Agencies includes: The Nigerian Intelligent Agencies (NIA), the 

Economic and Financial Crime Commission, and The Department of State Security (DSS). The 

business sectors that will benefit from this range of technological tools will range from small and 

medium-scale businesses (SMEs) to large corporations like the Central Bank of Nigeria, 

commercial banks, and telecommunication industries.   

7.3.1.1. Intrusion Detection System 

Intrusion Detection is a process of monitoring activities occurring in a computer system or network 

and analysing them for any signs of security complications. When most people think of Intrusion 

Detection systems, they talk about similar monitoring systems in other areas and maybe alarms 

and video monitoring systems found in comfortable stores and banks. But Intrusion Detection can 

be used on a grander scale, for example, in civil defence, for an early warning system, and for 

cyber-security platforms (Zamboni & Eugene, 2000; Ahmed & Pathan, 2018). Although the 

monitoring strategies and targets differ, the idea remains the same which is to monitor suspicious 

events and flag any potential attacks (Zamboni & Eugene, 2000; Ahmed & Pathan, 2018).  

In the fight against cyber-crime, an Intrusion Detection strategy can be set up with the aid of 

computers and network devices to actively monitor potential cyber-crime attacks before they 
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escalate into a more advanced stage (Zamboni & Eugene, 2000: Ahmed & Pathan., 2018). The 

system will also make provisions to enable enforcement agencies, or any security agency involved 

to shut down a suspicious website to disrupt the cyber-criminals communication. This strategy will 

also be set up to follow the legal provisions of the country with regard to internet-related offences 

except on issues of National Security which will be determined by the law enforcement agency 

involved.    

7.3.1.2. Firewalls 

A Firewall is a vital component of a network secured on today's Internet. Most people take a 

firewall as a device that is deployed on a network to control the flow of traffic on that network 

(Noonan & Dubrawsky, 2006). However, firewalls can also be used on individual systems and 

provide comprehensive access control to monitor what goes in and what goes out of that system. 

The major function of a firewall, irrespective of the device it is deployed on, is to enforce a form 

of access control policy. 

7.3.1.3. Encryption  

Encryption - also known as cryptography - is the generation of password verification data, in 

password-based challenge/response authentication protocols and password authentication key 

exchange protocols (Hamid, 2012). There are two main types of cryptography, symmetric and 

asymmetric. Symmetric encryption involves algorithms that use the same cryptographic keys for 

both the encryption of plain text and the decryption of cypher text (Hamid, 2012). Asymmetric 

encryption - also called public key cryptography - is any cryptographic system that makes use of 

a pair of keys which are: the public key, which is made available to anybody, and the private keys 

which are only known by the sender and receiver of the message (Hamid, 2012).  

7.3.2. Reactive Technology (Pursue Phase) 

Even with effective proactive measures, some cyber-criminals will still bypass the security 

framework and can gain unauthorised access to a network (Odumesi, 2014b). Therefore, if the 

loopholes created by cyber-criminals are not traced in time, or if the open ports on the network 

inaugurated by the cyber attackers are not blocked on time, it will lead to a more dangerous attack 

and will ultimately cause more damage. According to Odumesi (2014b), in the event of a cyber-

fraud attack on a government or privately-owned organisation, some cybercriminals have been 

able to gain access to a network through a backdoor on that network. In other words, the attackers 
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have to be able to by-pass any proactive measure set up by the organisation. Odumesi (2014b) 

went further to explain that there is a need for a strategy that can help pursue the criminals using 

any tool that can contribute to trace their activities. This approach is similar to when Police Officers 

carry out forensic investigation on a crime scene to find leads on the criminal involved. Some of 

these tools will need to be authorised by the organisation, as the tools will need access to the 

network devices and databases of the organisation.  

The reactive strategy will only be used for ongoing cyber-criminal activities such as a hack on the 

government’s or business’s security platform, with an unauthorised user physically breaking into 

an organisation to bypass the security infrastructure. This is different from proactive technologies 

which are used mainly to prevent crimes from happening. This type of technology will need 

continuous communication between the Nigerian Government law enforcement agencies such as 

the Nigerian Police Force (NPF), and the Economic and Financial Crime Corporation (if it involves 

money) as their rules must be followed in using these tools to track the criminal.  Businesses like 

commercial banks and even small and medium enterprises (SMEs) can also use this strategy to 

help them trace attacks on their network but will have to communicate with the right authorities 

so that the laws are followed in using these tools.          

7.3.2.1. Penetration Testing (Hacking)  

Penetration testing is the process of attempting to gain access to resources without knowledge of 

usernames, passwords, and other standard means of access (Northcutt, Shenk, Shackleford, 

Rosenberg, Siles & Mancini, 2006; Fashoto, Ibrahim & Ogunleye, 2018). If the focus is on 

computer resources, then examples of a successful penetration would be obtaining or subverting 

confidential documents, price lists, databases, and other protected information (Northcutt et al. 

2006; Fashoto, et al., 2018). This process uses a lot of tools and includes five different steps, as 

explained below (Humphries, 2020). 

a. Reconnaissance                                                                 

This phase is divided into two parts which are: - 

• Passive Reconnaissance: This is the gathering of information about a potential target 

without the target knowing anything about what is going on. 
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• Active Reconnaissance: This type of information gathering involves the probing of the 

target's network to get useful details like IP addresses to very commonly visited websites 

by the target company. 

b. Scanning  

This phase, it involves the taking of information gained in both the passive and active 

reconnaissance to test the security weakness of the target network. Some handy tools used at this 

stage include port scanners, network mappers, Wire-shark etc. and so it can be established if the 

information gained from reconnaissance is correct.  

c. Gaining Access  

This stage is where the first hacking takes place. All vulnerabilities discovered from the previous 

two steps get to be exploited. For example, open ports, and IP addresses can be used to gain access 

to a network. Some of these include Denial of Service (DoS), and session hijacking. 

d. Maintaining Access 

After gaining access to the network, the next stage is to stay in the breached system to avoid those 

loopholes being closed.  Keeping this access also helps the hacker make futuristic attacks by 

monitoring the operations on the network. Some hackers at this stage also use tools like viruses, 

Trojan, or rootkits. 

e. Covering Tracks 

After gaining and maintaining access has been achieved, all loopholes should be protected for 

them not to be detected. Removing traces of any entry can range from deleting all log files to using 

an Intrusion Detection System alarm (IDS).   

7.3.3. Active Technology (Prepare Phase) 

Active technology can be deployed based on intelligent information gathered by relevant 

authorities: e.g., if an intelligence agency suspects a cyber-criminal. Based to evidence gathered 

by either eyewitness or physical marks on a confirmed crime scene, then with the backing of the 

law, the appropriate agency will be allowed to use the active technologies to monitor the suspect, 

to be able to stop any serious damage or limit the same to the barest minimum. The active 

technologies will be used on cybercrimes that are still in the build-up stage but will ultimately 

break the law and will lead to very serious damage. Some of the cyber-crimes will include, an 
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organized terror attack, unauthorized funds transfers and so on. Both the Nigerian law enforcement 

agency and Intelligence agencies will have to work together as these technological tools will need 

to be guided by the laws for the security privileges which are (Confidentiality, Integrity, and 

Availability) so another organisation will not be compromised. 

7.3.3.1. Wiretapping 

Wiretapping is the surreptitious electronic monitoring of telephone, telegraph, cellular, fax, 

network-based devices, and internet-based communications (Denison, 2015). Wiretapping is 

achieved either through the placement of a monitoring device, informally known as a bug on the 

wire in question or through built-in mechanisms in other communication technologies (Denison, 

2015). Only enforcement officials are allowed to tap any device and they may tap either for live 

monitoring or for recording. Computer software is available to help with this process, for example, 

packet sniffers, and programs used to capture data being transmitted on a network: are all 

commonly used modern-day wiretapping tools. A variety of other tools, such as wiretap trojans, 

are used for different applications. 

7.3.3.2. Surveillance 

Surveillance can be carried out in different ways, but the most common type and significantly most 

useful form of surveillance has come from the use of the CCTV surveillance technology. CCTV 

which stands for ‘'Closed Circuit Television'' can be used to monitor on-going events in real-time 

and can serve as evidence which can help stop a major cyber-attack or reduce its impact (Kruegle, 

2006; Malmenbratt & Brook, 2015). CCTV surveillance systems help provide a means to 

successfully deter several types of crimes which include cybercrime. For a successful cyber-attack, 

there is a need for some level of human interaction with the computer systems and the network. 

So, the CCTV can be deployed as a form of active technology to monitor the operations of 

suspected cyber criminals before their attacks cause unstoppable damage.  

7.3.4. Persuasive Technology (Protect Phase) 

Not all cyber-attacks are issues of National Security or will cause very severe damage at the time 

they are deployed. And so, sophisticated security technological infrastructure used to set up the 

proactive, reactive and active technologies should not be wasted in following up smaller attacks 

such as Phishing, PUPs (Potential Unwanted Programs), or Malvertising. Although these types of 

attacks do not particularly cause any main damage when executed, they can lead to more serious 
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problems if not properly managed. This type of technology will be deployed mostly by businesses 

and by the young people of Nigeria as this is where the impact can be felt the most.  

 Similar to human persuaders in society, persuasive computing technologies can influence peoples’ 

attitudes and bring some constructive changes in many domains, such as commerce, health, 

education and so on. In the process, computers help to improve society. The study of computers 

as persuasive technologies was introduced at CHI 97 as a new research area (Fogg & Tseng, 1999; 

Lim, & Steffel, 2015). The scientists have agreed to call this area “Captology” as illustrated in  

Fig. 7.1 below, which is based on an acronym derived from “Computers as Persuasive 

Technologies”.  

                    

Figure 13 Illustrating what Captology is (Fogg & Tseng, 1999)  

 Since that publication, more valuable studies have been done in this relatively unexplored area. 

Some key definitions and frameworks for understanding Captology have been proposed. Also, 

various persuasive technologies have been designed and developed in the form of websites, 

software, artefact, and mobile computing devices. Some of them are very successful in evaluations 

(Fogg & Tseng, 1999; Lim, & Steffel, 2015). Some very good examples of persuasive tools that 

can be deployed by certain sectors in Nigerian economy to help reduce the impact of cybercrime 

are as follows:  
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7.3.4.1 Data Mining 

Data Mining is the extraction of implicit, previously unknown, and potentially useful information 

from data. The idea behind it is to build computer algorithms that can search through databases 

automatically, looking to find regularities or patterns (Witten & Frank, 2005; Tsironis, 2018). In 

the process, strong patterns, if found, can be used to predict future data or events depending on the 

type of database being examined. But the process will have some problems and so the algorithms 

used will be able to deal with irregular data so the patterns can be discovered (Tsironis, 2018). 

7.3.4.2. Social Media Mining 

Social Media Mining introduces basic concepts and principal algorithms suitable for investigating 

massive social media data; it discusses theories and methodologies from different disciplines such 

as computer science, data mining, machine learning, social network analysis, network science, 

sociology, ethnography, statistics, optimisation, and mathematics (Reza, Abbasi, & Liu, 2014). It 

encompasses the tools to formally represent; measure, model, and mine meaningful patterns from 

large-scale social media data which can ultimately help predict a possible attack.   

7.4. Summary 

In summary, this chapter helps understand the findings and discussions of this research; it involved 

the breakdown of the five research questions and how the research findings help answer the 

questions. Some of the main highlights came in RQ2 that talked about the poor implementation of 

current government policies and the poor management system for reporting cyber-related offences, 

thus making it difficult for the Government and private sectors from adequately planning for 

mitigating crime. RQ3 also raised some very interesting points on the availability of tools which 

were about 68% according to the quantitative participants. However, most of these tools seem to 

be reactive in nature, meaning cyber-attacks are mostly addressed after they have occurred. The 

second part of this chapter helped suggest a socio-technical framework that can be adopted to the 

Nigerian cyber-space with ideas of how to implement it.   
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Chapter Eight:  Research Findings, Recommendations and Conclusion  

8.1. Summary of Research findings 

Cybercrime in Nigeria is evolving without a proper understanding of its current state. As a result, 

there are very few effective policies to combat the problem (Chapter 3). This research aimed to 

address these issues through an exploratory research design, an online survey and semi-structured 

interviews with professionals working in the area of cybercrime and cyber-security.  

Chapter 5 outlined five major themes that detailed the perception of cybercrime, cyber-security, 

and technology amongst the participants. The first theme (Understanding the Awareness of 

Cybercrime) focused on uncovering the major prevalence, typologies, motives, and types of 

attacks. This showed the most prevalent attacks were phishing attacks (Section 5.2.1). The second 

theme (Understanding the Awareness of Cyber-Security) facilitated the revealing of the weakness 

of current Nigerian cyber-security policies. The third and fourth themes highlighted the types of 

tools available in combating cybercrime and their effectiveness. The last theme focused on the 

future and what can be done differently going forward. 

Chapter 6 detailed five main themes, as follows:  

(1) interpretation of cybercrime and cyber-security,  

(2) categorisation and approach to cyber-attacks,  

(3) reasons for cybercrime,  

(4) adaptation to cybercrime in the public and private sector, and  

(5) cultural perception of cybercrime.  

The first helps to understand the connection between cybercrime, cyber-security, and technology 

(Sections 6.2.1 – 6.2.3). The second talks about the groups of attacks prevalent in Nigeria and the 

best tools to combat cybercrime (Section 6.3). The third (Section 6.4.1) discusses motives behind 

cybercrime, frequency of attacks and the reactions of the public and private sector to attacks on 

their systems. The fourth (Section 6.5) itemises how the public and private sectors tackle 

cybercrime, including how records are kept, what tools are used to combat cybercrime and the 
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roles of special departments in providing intelligence to tackle cybercrime. The last theme (Section 

6.6) focused on the current and future state of cybercrime in Nigeria, where participants clearly 

think something drastic needs to be done to improve cyber security. Both chapters on data analysis 

help to understand the current state of cybercrime in Nigeria, reveal the lack of proper technical 

methods to tackle cybercrime and highlight the holistic approach needed to tackle cybercrime in 

the future  

8.2. Evaluation of the Research Objectives    

Chapter 1 itemised five research objectives to actualise the three research aims (1) to document 

the current state of cybercrime in Nigeria; (2) to understand the available technologies used in 

combating cybercrime; and (3) to investigate a socio-technical framework that could be used to 

tackle cybercrime. 

The first objective was to build a detailed literature that helps explain the current state of 

cybercrime in Nigeria. Even though cybercrime and cyber-security are still emerging concepts in 

Nigeria with a lot of unknowns, Chapter 2 details the current state of what cybercrime means in 

Nigeria, including a discussion of the current typologies, prevalence, and motives of cyber-attacks. 

The governance of cybercrime is also covered, including governmental intelligence and 

enforcement agencies, as well as current policies in order to help protect Nigerian cyber-space 

from both internal and external cyber-criminals. 

The second objective focused on the type of method, data collection style and research design to 

be deployed in this research, including the exploratory research design (Section 4.1). The data 

collection regime used involved a questionnaire survey of over 300 respondents (Section 5.2) as 

well as semi-structured interviews with top professionals in the public and private sectors. Data 

collected were broken down into themes to structure the analysis of data. 

The third objective used thematic analysis to break down the data collected into five main themes 

dealing with the current state of cybercrime, cyber-security and the future of cybercrime in Nigeria 

(Section 6.6.2).  According to the thematic analysis, the future of cyber-security relies on better 

implementation of policies and the adaptation of better technological tools to help combat 

cybercrime in Nigeria. 
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The fourth objective focused on how a better and more holistic method can be used to tackle 

cybercrime in Nigeria. The objective focused on developing a socio-technical framework that can 

be implemented in the private and public sectors to help combat cybercrime. Chapter 7 detailed a 

holistic cyber security framework to tackle cybercrime in Nigeria and elsewhere and broken down 

into four main components: the use of pro-active, reactive, active, and persuasive technologies. 

Such strategies can be adapted for use by both the private and public sectors in Nigeria and 

elsewhere. 

In conclusion, the major aims of this study have been successfully achieved which were to 

understand the state of cybercrime in Nigeria and how a socio-technical approach could help 

reduce its impact. As for the validity of the research findings and analyses, the scientific approach 

and design adopted along with the research methodology will help prove that. The research 

findings can also be used in future research to resolve the problems associated with cybercrime 

and cyber-security management in the private and public sectors in Nigeria and elsewhere. 

8.3. Recommendations and Contributions 

8.3.1. A Holistic Technological Framework 

Section 2.3 (Cyber-Security Frameworks used Around the World) helped detail cyber-security 

frameworks and strategies used around the world in combating cybercrime. Some of these policies 

and frameworks deal with proper monitoring of cyber space, responses to cyber-attacks and 

identification of suspicious cyber activities. Although the frameworks have helped with protecting 

the cyber spaces in their different countries, there will be a need to re-frame some of the ideas to 

help fit the situation in Nigeria. From the findings and results of the quantitative (chapter 5) and 

qualitative research (Chapter 6), a holistic technological framework has been suggested with 

probable sectors the framework could fit. Figures 8.1and 8.2   illustrate such an approach. 



 

192 
 

 

Figure 14 Showing the various aspects of a proposed framework  

 

Figure 15 Showing possible deployment strategies that can be adopted by the Nigerian 

Government 

The framework is called ‘PRAP’ or Proactive, Reactive, Active and Persuasive technology tool 

strategy. The approach of this framework is to help focus efforts on the internal and external 



 

193 
 

elements of cyber-security management process. The framework can be deployed in both the 

public and private sectors. Its four main parts each play a unique role in protecting cyber-space.  

• The Pro-active Tool: The function of this tool is to provide a protective cover to the 

network so that it is better monitored, there is better access control and, more importantly, 

helps control the outcome of a breach. The tools in this category can be very expensive to 

maintain as they require consistent upgrading and updating. These tools can be either 

hardware or software-based depending on where and how they are deployed. This tool can 

be deployed in both the private and public sectors but are more relevant in the sector that 

has very sensitive information to protect (like enforcement agencies, intelligence agencies, 

banks, and telecommunication). For some examples of these tools, see Section 5.6.2 and 

section 6.5.2. 

• The Re-active Tools: These tools act as an opposite strategy to the pro-active tools, as they 

are more focused on chasing an attack on the network, reducing the impact of an ongoing 

or existing, crime in the cyber-space and predicting future attacks by studying patterns of 

past attacks. See Section 6.5.2 and 7.3.2 for some examples. The main sectors that will 

benefit from this strategy will be the public and private sectors, particularly the banks and 

telecommunication industry as these sectors tend to have more sensitive information and 

finances that could be lost. 

• The Active Tools: Active tools behave differently as they are mainly used to gather 

intelligence. These tools are very expensive for resources and require a very high level of 

intelligence and need permission to be used effectively. Some examples of these tools can 

be found in Sections 6.5.2 and 7.3.3. These tools will be more effective in the governmental 

enforcement agencies and the government intelligence agencies as they both involve a lot 

of sharing very sensitive information that can be dangerous to national security if wrongly 

handled.   

• The Persuasive Tools: These sets of tools will be very productive for the youth sector in 

Nigeria. These tools can help monitor and report suspicious transactions before they are 

executed hence reducing the impact of any damage. These set of tools (examples available 

in Chapter 7 Section 7.3.4 (Tools Available) also help study patterns of digital fingerprints 

and help predict future bottlenecks. These tools can be used by the intelligence and 
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enforcement agencies to better monitor the Nigerian cyber-space dominated by youths like 

the schools, technical institutes and so on. 

8.3.2. Recommendation for the Government (Public Sector) 

Based on Chapter 5 (the Quantitative Research Findings) and Chapter 6 (the Qualitative Research 

Findings), there are several areas in which the Government could help protect the Nigerian cyber-

space. Some of the recommendations are as follows: 

Firstly, there is a lot of work to be carried out to better implement the existing laws. Due to issues 

such as lack of political will, and corruption (according to Section 5.7.3 in Chapter Five), the 

Nigerian state continues to fall short in the implementation of its laws. Furthermore, the Nigerian 

government needs to do more to strengthen the governmental institutions that are meant to interpret 

and enforce the law. The Government also has to provide an enabling environment that permits 

citizens and non-governmental organisations that allow for testing the available laws and policies. 

For instance, the National Crime Agency in the U.K has a department with special funding that 

focuses on developing and monitoring cyber-security strategies (National Cyber Security Strategy 

UK, 2021). 

Secondly, the public sector (especially the enforcement agencies) needs to do more in funding 

special departments that focus on the cyber-security strategy used in Nigeria. Chapter six (Section 

6.5.2 Special Departments) clearly points out that neither the public or private sectors pay much 

attention to departments that specifically focus on creating a platform where cyber-attacks can be 

reported and properly monitored. Most cyber-related crimes are still reported to the Police (Section 

5.5.3) and most of these are still recorded manually (Section 6.5.1), hence making it difficult to 

monitor their sequence. These create an opening for a specific department for experts that focuses 

on monitoring cyber-related offences in Nigeria just like the “Action Fraud Unit” in the United 

Kingdom. 

Thirdly, the Government needs to do more in creating an environment where technical experts and 

policy makers can come together to create favourable policies that help solve the law implications 

of cybercrime and the technical aspects of cybercrime. Even though Chapter 5 Section 5.9.2 

regressive analysis), talks about the possibility of more cyber-attacks if technology is increased, 

Chapter Five Section 5.7.2 and Chapter Six Section 6.3.3, state very clearly there is a need for 
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more technology in policy making to better combat cybercrime. These mean there is a need for 

better management of the available technical tools used around the cyber-space. In order to achieve 

this, the Government has to emulate countries like the UK in terms of funding research that can 

help create better holistic frameworks and strategies that will help solve the peculiarity of Nigerian 

cyber-space.  

These suggestions were derived from the quantitative and qualitative findings, for more details 

(see Chapters 5 and 6). It is important to mention these arguments are based upon the findings 

from documentary research that there has been a lack of technological expertise and proper 

leadership to promote the importance of cyber-security in Nigeria. Based on the findings of this 

research, cyber security policies and strategies will be more effective if they are structured under 

a holistic framework that is consistent and updated such as is the case in the UK. 

8.3.3. Recommendations for the Private Sector 

The public sector (the governmental enforcement and intelligence agencies), have to do more in 

partnering with the private sector in Nigeria to better integrate a holistic cyber-security framework 

that can help protect Nigerian cyber-space. For instance, the UK pays a lot of attention to private 

and public collaboration, hence the birth of the agency Cyber Security Information Sharing 

Partnership (CISP), which helps in facilitating the spread of security information, intelligence 

information and raising of awareness (National Cyber Security Strategy UK, 2021). Chapter 5 

Section 5.4.2 (Knowledge of Cybercrime) indicates a very low level of awareness of cybercrime 

amongst the public sector and better awareness in the private sector. What this means is that a 

better partnership between the private and public sectors will better help in combating cybercrime. 

The private sector needs to do more in developing an effective strategy to tackle cybercrime at 

different levels. Section 8.3.1 helps highlight a sustainable strategy that can be adopted by the 

private sector with special clarifications on the requirements of the different sectors that make up 

the private sectors that were involved in this study. Due to the sensitivity and importance of these 

sectors, it is important that the approach adopted to tackle cyber-related offences is very detailed, 

quick, and effective in reducing the impact of attacks. These strategies can be regulated by the 

government via effective policies and procedures to make sure there is no major imbalance among 

the various sectors. 
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8.3.4. Further Recommendation for Private and Public Sectors 

This research helped with very key contributions and knowledge to help improve the cyber-

security architecture in Nigeria. Previous research in Nigeria has focused on understanding the 

state of cybercrime in Nigeria without any particular reference as to how it could be improved. 

With this in mind, this research tried to understand the issues in the relationship between 

technology and cybercrime using the Nigerian context. It is one of the very few studies that discuss 

the relationship between cybercrime and technology.  

Unlike previous research, that centred around cybercrimes, their victims and sometimes their 

impact on Nigerian society, this research helps in broadening the argument and talks about possible 

solutions by understanding the relationship between technology and cybercrime. This research 

helped proffer a holistic approach that can be used in the technical mitigation of cybercrime based 

on the current state of cybercrime and cyber-security in Nigeria. Furthermore, this research also 

helped understand cybercrime and cyber-security from the lens of both the private and public 

sectors, thus helping both sectors on how to better approach cybercrime and cyber-security. 

The main focus of this research was to understand the gap in the current state of cybercrime and 

the technical approach adopted for cyber-security amongst the public and private sectors in 

Nigeria. This research will also help academic researchers start a whole new line of argument 

around the relationship between technology, cybercrime, and cyber-security. 

Another benefit of this research has been the empirical-based awareness of the importance of 

technology in cybercrime and cyber-security. From the findings and analysis, some patterns were 

established, especially when it concerned the Nigerian reluctance to fund technological solutions 

in combating cybercrime. The public sector which comprises the enforcement and intelligence 

agencies, seems not to be aware of the importance of technological routes that can help improve 

the Nigerian cyber-security architecture. Their strategy is mainly a reactive one focused on 

apprehending cyber-criminals after a crime has been committed (Chapter 5 Section 5.6.2 Types of 

Tools).  Another major point this research was able to reveal was that there is still a great deal of 

work to be done in the private sector. In other countries the private sector takes extra steps to 

protect its networks and remain relevant in the business world. However, the private sector in 

Nigeria seems to have a lacklustre attitude towards the threat of cyber-attacks, which results in a 
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reactive approach to tackling cybercrime by either calling expatriates to help protect their systems 

or to report to the enforcement agencies (Chapter 6 Section 6.4.2)  

For cybersecurity to thrive there needs to be a good balance between the laws that govern the 

cyber-space and the technical tools that are used to operate online. Although there are differences 

in the requirements of the public and private sector’s needs (see Figures 8.1 and 8.2 below), a more 

holistic approach is required that will definitely help improve Nigerian cyberspace. Figure 8.2 

above helps illustrate the proposed framework that can be adopted by the Nigerian Government. 

The lack of adequate training is also a prevalent issue amongst the private and public sectors in 

Nigeria, most of the participants in this study alluded to the lack of adequate expertise that is 

sufficient to help the cybersecurity situation in Nigeria. The private and public sectors need to do 

more to better collaborate amongst themselves to help each other in raising the standard of cyber-

security training that can help improve cybersecurity strategies used to combat cybercrime. This 

can include better training programmes that are conducted in collaboration with developed 

countries that provide all this expertise. Plus, there is a need for more international collaboration 

that combines cyber-security strategies used in developing countries like Nigeria and other 

developed countries like the United Kingdom. This type of partnership can help expand the 

research on cyber-security frameworks that help both developed climes and even developing 

countries. This type of collaboration can help test the validity of cyber-security frameworks (for 

example the PRAP Framework (see Section 8.3 for more details)), and how they can adapt to the 

geo-political ad economical situations of both developing countries and developed countries. 

8.4. Limitations of the Study 

This research has helped provide a thorough look at the role technology can play in mitigating 

cybercrime by better understanding the state of Nigeria, and the relationship between cybercrime 

and technology using the Nigeria context. However, there were a couple of problems faced during 

the course of this research. For instance, there was a shortage of adequate theories and literature 

that focused on the relationship between cybercrime, cybersecurity, and technology. As the debate 

over whether cybercrime is a new type of crime, or old crime committed in new ways, still mirrors 

the theoretical literature today (Diamond & Bachmann, 2015). Furthermore, there is not enough 

existing literature (Chapter 3 Sections 3.4) as methods used to report cyber-attacks are very limited 

and not very well updated. Plus, there is a need for more data on, victims of cyber-attacks, the 
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main perpetrators of cybercrime and possible solutions in Nigeria, to better help improve the 

overall methods used to combat cybercrime in Nigeria.  

Another limitation was the lack of enthusiasm of the participants when it came to research 

participation. The quantitative and qualitative phases made use of convenient snowball sampling 

focused on the private and public sectors (see Chapter 4 Section 4.11). The research was mainly 

centred in the major cities as this was where most of the economic activities occurred, thus making 

them the hotspots for cybercrime in Nigeria. However, Nigerians have a very bad culture when it 

comes to sharing information, especially sensitive information, so it takes a lot of trust and 

convincing to be able to extract information from them. 

Finally, the data collection process did not involve focus groups or structured interviews that might 

help further exploration of the research questions. This is due to the nature of the research design, 

participants and the Nigerian context which has a history of hoarding information if participants 

feel pressured (see Chapter 4 Section 4.8 for Details Data Collection), the semi-structured 

interviews for the qualitative data collection were the most appropriate method to collect detailed 

qualitative data. As for the quantitative data, the questionnaires were the most appropriate as 

Nigerians often have a habit of not responding to electronic information especially when they don’t 

have to (see Chapter 4 Section 4.7.2). Face-to-face interactions work better when dealing with 

Nigerians as they tend to respond during a conversation or when asked face-to-face. This 

traditionally is seen as a mark of respect as opposed to asking for a favour electronically.  

8.5. Future Research  

This research was carried out via questionnaires for the quantitative data research and semi-

structured interviews were used for the qualitative data research focused on the private and public 

sectors. Section 8.5 Limitation of Research), already highlights some of the problems this research 

faced which was the sectors focused on (the private and public sectors). This means there is room 

to expand the argument even more to include other sectors such as religious institutes, non-

governmental organisations, and even private intelligence agencies. This will make the argument 

more holistic and will give a clearer picture of what could be done to better protect  Nigerian cyber-

space.   
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For future research, more work needs to be carried out to help expand the current findings by using 

additional variables associated with cybercrime, cyber-security, and technology in Nigeria. Some 

of the new variables could include technological options available to organisations that are not 

critical to the growth of the Nigerian economy. Another variable could be to understand the level 

of technological awareness of cybercrime in the less critical sectors in Nigeria. Although this 

research was exploratory in nature as cybercrime, cyber-security and technology is still an 

evolving topic in Nigeria, future research can help proffer more cyber-security management 

strategies (like the “PRAP” suggested in the project) to help manage cybercrime better in Nigeria. 

This research shows there has been very little focus on cyber-security management strategies in 

Nigeria. As most of the focus in Nigeria has been on the law, policies, and legislation to help guide 

the Nigerian cyber-space. However, as important as laws, policies and legislations are in protecting 

the cyber-space, there is a need for better conversation and implementation of technological tools 

that can help improve the effectiveness of current law. Future research can also adopt the current 

cyber-security strategy suggested in this thesis hence expanding the need for a relationship 

between cybercrime, cyber-security, and technology in Nigeria.  

Finally, although this research is likely to be applicable to many other countries at the same stage 

of development as Nigeria, research should also be carried out in such countries to see whether 

socio-economic and cultural issues in other countries would make such a technical framework 

more or less likely to succeed.  
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Appendix Two: Quantitative Questionnaire Sample 

 

 

St Georges Building  

141 High St  

Portsmouth 

PO1 2HY 

T: 023 9284 3900 

Afolabi.adedoyin@port.ac.uk 

 

Survey Questions  

Research Topic: The Roles Technology Can Play in Mitigating Cybercrime 

Research Aim  

The aim of this research is to investigate the roles technology can play in mitigating cybercrime in 

Nigeria, by understanding the current state of cybercrime, the tools used to combat the problem 

currently and what can be done differently. These questionnaires will be in Three parts; the first 

part of the questionnaire will be a brief profile of the participant, while the second part looks to 

understand the state of art of cybercrime in Nigeria (these includes types, prevalence’s, typologies 

and so on) and finally third part of questioning will be used to investigate the level of technology 

involved in mitigating cybercrime in Nigeria.   

Questions (Part 0ne) 

Brief profile of participants 

1. Age 

       ☐1-10, ☐11-20, ☐21-29, ☐30-39, ☐40-49, ☐50-59, ☐60andabove 

2. Sex 

☐Male or ☐Female 
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3. Highest Qualification 

Choose an item. 

4. Occupation (e.g student, Banker, stock broker e.t.c) 

Click or tap here to enter text. 

5. Organisation/University/I.T School 

Click or tap here to enter text. 

Part Two (Understanding the State of Art of Cybercrime in Nigeria)  

Please tick the appropriate answer 

6. Are you a computer literate?    ☐ Yes or ☐No  

 

7. How good is your knowledge of the Internet? 

☐Excellent    

☐Very Good 

☐Average 

☐Poor 

8. How good is Knowledge of Online/ Cybercrime? 

☐Excellent    

☐Very Good 

☐Average 

☐Poor 

9. Have you ever been attacked over the internet before?   ☐Yes or ☐No 

 

10. If your answer to 9 is yes, how many times has the attack occurred? 

☐1-5 Times, ☐6-10 Times, ☐11-15 Times, ☐16 times and above 

 

11. What type of attack were you exposed to? (You can tick more than one if you have been a 

victim of it) 



 

233 
 

☐Cyber Fraud (Bank Fraud) 

☐Cyber Terrorism (Messages and threats from terrorist groups) 

☐Identity Theft (Popularly known as 419) 

☐Romance Scam (Defrauding people using love tricks) 

☐Advanced Fee Fraud (Popularly known as Yahoo Yahoo) 

☐Phishing (scam emails) 

☐Computer Virus, Trojans and Hacking 

Other Please Specify …………………………………… 

  

12. What do you think is the motive behind all these cyber-attacks? 

☐Lack of Employment 

☐Poverty 

☐Lack of Adequate awareness 

☐Corruption 

☐Poor standard of living 

☐Peer Pressure 

Other Please Specify …………………………………… 

 

13. How effective do you think the National Cyber-security strategy is in combating 

Cybercrime? 

☐Excellent    

☐Very Good 

☐Average 

☐Poor 

14. Are you aware of the laws and policies that govern the Cyberspace in Nigeria?   

☐Yes or ☐No 

15. How do you report a cyber-attack? 

☐Via Phone Calls 
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☐Via Email 

☐Go in physically to the Bank, Internet Service Provider, or Security authorities (e.g The 

Police) 

Other Please Specify …………………………………… 

 

16. If you were attacked over the Internet who do you report to? 

☐To the Police (The Nigerian Police Force) 

☐To the Bank 

☐To my Service Provider (e,g MTN, Glo e.t.c) 

☐To Security Agencies (e.g EFCC, ICPC) 

Other Please Specify …………………………………… 

 

17. How effective do you think you report was handled? 

☐Excellent    

☐Very Good 

☐Average 

☐Poor 

18. What do you think about the available tools, techniques currently used to combat 

cybercrime in Nigeria? 

☐Excellent    

☐Very Good 

☐Average 

☐Poor 

Part Three (How effective is the Use of Technology in combating Cybercrime in Nigeria) 

19. How effective do you think the ICT Based security system is? 

☐Excellent    

☐Very Good 

☐Average 
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☐Poor 

 

20. What problems do you think affects I.T Security personnel’s in combating cybercrime in 

Nigeria? (Please tick all that is appropriate) 

☐Lack of adequate I.T training 

☐Lack of adequate I.T tools 

☐Lack of Research and Development 

☐Poor Responses to Cyber Emergencies 

☐Poor Case Filling and Database Management 

☐Protection of Cybercriminals 

☐Inadequate upgrade to I.T security systems 

 

21. What problems do you think Security Agencies are facing in tackling Cybercrime? (Please 

tick all that is appropriate). 

☐Lack adequate laws to govern the Cyberspace 

☐Lack of trained I.T personnel’s 

☐Lack of I.T tools 

☐Lack of Research and Development 

☐Poor Responses to Cyber Emergencies 

☐Poor Case Filling and Database Management 

☐Lack of prosecution of Cybercriminals 

☐Lack of Private Independent Cyber-security outfits 

 

22. Do you think there is a need for more technological tools in the combating against 

Cybercrime in Nigeria?   ☐Yes or ☐No 

 

23. If the answer to 22 was yes, why do you think technology has not penetrated cyber-security 

in Nigeria? 
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☐Lack of Political Will 

☐Societal counter measures to Cyber-security 

☐Technology can be complex and difficult to use 

☐Lack of Funding for Cyber-security research 

☐Lack of skilled personnel to use the right technological tools  

 

24. Are you familiar with I.T Tools?  ☐Yes or ☐No 

  

25. If the answer to 24 was yes, what type of I.T tools are you familiar with? 

☐Programming Tools 

☐Database management tools 

☐Hacking Tools 

☐Data Mining Tools 

☐Social Media Mining tools 

Other Please Specify …………………………………… 

 

26. Which one if these network vulnerabilities contribute the most to cybercrime? 

☐Rapid growth of the Cyberspace 

☐Adaptive and scalable Security Protocol 

☐Operating System surety protocol 

☐Password Security 

☐Ineffective Antivirus software 

☐Lack of proactive technological tools 

Other Please Specify …………………………………… 

 

27. Which one of these hardware problems do you think contributes the most to cybercrime in 

Nigeria? 

☐Lack of Physical Protection of the devices  
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☐Design of Hardware (poor hardware quality making it vulnerable to attacks) 

☐Hardware compatibility  

Other Please Specify …………………………………… 

 

28.  How do you think the Cyber-security can be improved in Nigeria? 

☐The use of more Technology 

☐Enacting more laws and Policies 

☐Enabling Private Independent Cyber-security outfits 

☐Creating more awareness 

Other Please Specify …………………………………… 

 

29. What do you think is the future for cybercrime and Cyber-Security will be in Nigeria? 

☐It’s going to become a major stay in the Nigerian Economy  

☐It will no longer be a problem and will be irrelevant  

 

30. Do you think technology is the best way to solve cybercrime problems in Nigeria? 

☐Yes or ☐No    Other Please Specify ……………………………… 
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Appendix Three: Semi Structured Interview Questions fir the Public Sector 

 

 

St Georges Building  

141 High St  

Portsmouth 

PO1 2HY 

T: 023 9284 3900 

Afolabi.adedoyin@port.ac.uk 

 

Interview Questions for the Public Sector Agencies 

Research Topic: The Roles Technology Can Play in Mitigating Cybercrime 

Research Aim  

The aim of this research is to investigate the roles technology can play in mitigating cybercrime 

in Nigeria, by understanding the current state of cybercrime, the tools used to combat the 

problem currently and what can be done differently. These questionnaires will be in two parts, 

the first part helps get a brief profile of the participant and understanding of cybercrime, and 

cyber-security. The second part of the questions is geared towards understanding the level of 

awareness, the level of understanding the participants has in the roles technology can play in 

mitigating cybercrime and if the participants understands the relationship between technology 

and cybercrime.  

Questions 

1. What position or positions do you hold in the company? 

 

2. How would you describe your knowledge of Cybercrime? 
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3. What are the type of Cybercrimes you aware of? 

 

4. How would you describe your knowledge of Cyber-security? 

 

5. What type of Cyber-security techniques are you familiar with? 

☐The use of technology 

☐Creating of more awareness 

☐Enacting Cyber-security laws 

Other Please Specify …………………………………… 

 

6. Do you think the existing Cyber-security tools in the country has being effective? 

 

7. In your view, what do you think is the most effective tool or technique to combat 

cybercrime in Nigeria? 

☐The use of technology 

☐Creating of more awareness 

☐Enacting Cyber-security laws 

Other Please Specify …………………………………… 

8. Do you see cybercrime and Cyber-security as a main problem in Nigeria? 

9. What do you think is the main motives behind Cybercrime attacks in Nigeria? 

☐Lack of Employment 

☐Poverty 

☐Lack of Adequate awareness 

☐Corruption 

☐Poor standard of living 

☐Peer Pressure 

Other Please Specify …………………………………… 
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10. In your opinion, what do you think is the future of cybercrime and cyber-security in 

Nigeria? 

 

11. Do you think there is a relationship between cybercrime, cyber-security and technology? 

 

12. How strong do you think the relationship is? 

 

13. Why do you think people go into cybercrime? 

14. What types of technological tools used by your agency?  

15. What are the main types of cyber-attacks the experienced by the agency? 

16. How do you keep track of attacks reported to the agency? 

17. Is there any special department that deals with cyber-attacks? 

18. Are you aware of any framework used in combating Cybercrime in Nigeria? 

 

 

 

 

 

 

 

 

 

 

Appendix Four: Semi Structured Interview Questions fir the Private Sector 
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St Georges Building  

141 High St  

Portsmouth 

PO1 2HY 

T: 023 9284 3900 

Afolabi.adedoyin@port.ac.uk 

 

Interview Questions for the I.T Schools, Industries, Companies and SME’s 

Research Topic: The Roles Technology Can Play in Mitigating Cybercrime 

Research Aim  

The aim of this research is to investigate the roles technology can play in mitigating cybercrime 

in Nigeria, by understanding the current state of cybercrime, the tools used to combat the 

problem currently and what can be done differently. These questionnaires will be in two parts, 

the first part helps get a brief profile of the participant and understanding of cybercrime, and 

cyber-security. The second part of the questions is geared towards understanding the level of 

awareness, the level of understanding the participants has in the roles technology can play in 

mitigating cybercrime and if the participants understands the relationship between technology 

and cybercrime.  

Questions 

1. What position or positions do you hold in the company? 

 

2. How would you describe your knowledge of Cybercrime? 

 

3. What are the type of Cybercrimes you aware of? 

 

4. How would you describe your knowledge of Cyber-security? 

 

5. What type of Cyber-security techniques are you familiar with? 

☐The use of technology 
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☐Creating of more awareness 

☐Enacting Cyber-security laws 

Other Please Specify …………………………………… 

 

6. Do you think the existing Cyber-security tools in the country has being effective? 

 

7. In your view, what do you think is the most effective tool or technique to combat 

cybercrime in Nigeria? 

☐The use of technology 

☐Creating of more awareness 

☐Enacting Cyber-security laws 

Other Please Specify …………………………………… 

8. Do you see cybercrime and Cyber-security as a main problem in Nigeria? 

9. What do you think is the main motives behind Cybercrime attacks in Nigeria? 

☐Lack of Employment 

☐Poverty 

☐Lack of Adequate awareness 

☐Corruption 

☐Poor standard of living 

☐Peer Pressure 

Other Please Specify …………………………………… 

 

10. In your opinion, what do you think is the future of cybercrime and cyber-security in 

Nigeria? 

 

11. Do you think there is a relationship between cybercrime, cyber-security and technology? 

 

12. How strong do you think the relationship is? 
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13. Why do you think people go into cybercrime? 

14. What types of technological tools are taught in your school/company/industry?  

15. What are the main types of cyber-attacks the school/company/industry experience? 

16. How do you keep track of attacks on students/clients/customers? 

17. Is there any special department that deals with cyber-attacks? 

18. Are you aware of any framework used in combating Cybercrime in Nigeria? 

 

 

 

 

 

 

 

Appendix Five: Nvivo Coding Template   
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Appendix Six: Participant Form 

 

St Georges Building  

141 High St  

Portsmouth 

PO1 2HY 

Afolabi.adedoyin@port.ac.uk      

T: 023 9284 3900 

 

Date……… 

Form 03/inv 

The Roles Technology can play in Mitigating Cybercrime in Nigeria 

Interview Invitation and Information Sheet 

 

Dear YYYYY, 

Based on the recent telephone conversation, attached are further explanations about the research 

and the importance of your assistance. I am Afolabi Adedoyin currently conducting a full time 

PhD in Criminology at the Institute of Criminal Justice Studies (ICJS) at the University of 

Portsmouth. The topic is “The Roles Technology Can Play in Mitigating Cybercrime in Nigeria” 

which is very consequential but enjoys limited popularity in research especially in a country in 

Nigeria. 
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Research method 

The researcher will be aiming to interview up to 50 staffers from various sectors which will 

include the Nigerian Police Force, Nigerian Communication Commission, Economic and 

Financial Crime Commission EFCC), Banks, Insurance firms, Oil and Gas firms and the 

Telecoms Industry. These sectors have been picked because they make up the cyber-industry in 

Nigeria. The aim of this research is to understand the state of cybercrime in the Nigerian 

economy, how effective has the methods used to combat it being and what can be done 

differently. The research also looks to develop a socio-technical framework that can help in 

mitigating cybercrime in Nigeria. The interview is expected to last 30 to 60 minutes in duration. 

The interview will be conducted at your preferable venue and period. The interview might be 

recorded or notes taken. The interview will take a discussion mode attracting prompts for further 

elaboration of suggestion. 

 

Data management 

Opinions and statements made during the interview might be referenced or quoted within the 

thesis or relevant academic journals. However, your identity will be safeguarded, with the 

anonymity of you (the participant) and that of the organisation protected via the use of codes in 

quotes. The researcher will be pleased to provide the research results or published journal articles 

if you desire. 

As a standard, you should not provide any information that will amount to ethical challenges like 

infringing on the confidentiality of clients. This research will fully comply with the Data 

Protection Act 1998 U.K for all accepted data by preventing unauthorised data. The collected 

original data will be destroyed on the conclusion of the PhD program.  

 

Consent 

It must be stated that participation is voluntary and withdrawal at any time is at your discretion. 

Prior to the analysis or publishing of the collected data, you own the right to withdraw the 
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permission. This can be done by contacting me via this email address 

afolabi.adedoyin@port.ac.uk 

Attached is a consent form (Form 01/cons) which should be filled as a confirmation of your 

voluntary wish to participate in the research. Please keep a copy of this letter and the consent 

form for your personal records. 

Research governance 

Dr Victoria Wang at University of Portsmouth supervises me. The research is governed by the 

ethics committee to make sure that strict adherence to research ethics is upheld. The methods to 

be used in this research has been reviewed and approved by the ICJS Ethics Committee 

Please contact me or Dr Victoria Wang at the University for Further Inquiries concerning this 

research and participation. In case of any complaints, you should contact Professor Button at the 

address given provided above or the Complaints Officer at the address below. Based on the 

University of Portsmouth (UoP) guidance on retaining data, the original consent forms and other 

data will be digitised and retained securely on the N-drive for a period of 10 years after 

completion of the study. The research data will be retained for 10 years in accordance with the 

UoP Retention Schedule for Research Data. Paper records may be scanned and originals 

destroyed.  

 

University of Portsmouth 

University House 

Winston Churchill Avenue 

Portsmouth 

PO1 2UP 

T: 023 9284 3900 

Victoria.Wang@port.ac.uk 
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Yours sincerely 

 

Afolabi D. Adedoyin 

Afolabi.Adedoyin@port.ac.uk 
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Appendix Seven: Consent Form 

Protocol 

 

 

St Georges Building  

141 High St  

Portsmouth 

PO1 2HY 

T: 023 9284 3900 

Afolabi.adedoyin@port.ac.uk      

  

 

Date……… 

Form 03/cons 

CONSENT FORM – For Interview Participant 

Research: The Roles Technology can play in Mitigating Cybercrime in Nigeria 

Researcher:  Afolabi Adedoyin 

Interview Participant:  (..organization..): (..name..) 

Please initial box  

1.I have read and assimilated the invitation & information sheet (Form 03/inv) dated 
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…………… about this study. I am satisfied after extensive understanding of the 

research through information consideration, inquiries and adequate explanation 

 

2.My participation in this research is completely voluntary.          

3.I am satisfied that I can withdraw my participation and permission for data usage before usage 

at any time without any justification.                         

4.I am fully aware that some of the collected data will be included in the PhD thesis, 

 journal articles and academic presentations with proper maintenance of anonymity        

 that will eliminate any sort of traceability. I fully support use of the data collected in publications 

which will be generally accessible, and only the researcher will have access to the original 

document. I also understand that no other person will access the original data and all original 

documents will be destroyed  

 

 

5.I agree to interviews being recorded.                 

6.I do not wish interviews to be recorded, but I consent to notes being taken.       

 

7. I agree to take part in the above study.  
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Name of participant: 

…………………………………………………………………………………. 

Participant’s signature on behalf of (organisation.): 

……………………………………………………………… Date: 

Name of researcher: 

…………………………………………………………………………………… 

Researcher’s signature: 

………………………………………………………………   Date: 

If you have any further queries, please contact me at the above address or by e-mail; alternatively, 

you can contact my research supervisor, Dr Victoria Wang at the same postal address or at 

Victoria.Wang@port.ac.uk. 

 

 

 

 

 

 

mailto:Victoria.Wang@port.ac.uk
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