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Abstract

Security convergence involves the integration of security resources within

an organisation, requiring different security disciplines to work more closely

together. Convergence has been advocated as a way of helping organisa-

tions understand and mitigate risks that cross the boundary between cyber

security and physical security, in particular, vulnerabilities that are intro-

duced with the introduction of cyber-physical systems. There are few em-

pirical studies that explore converged security, however, and no evidence-

based guidance to help organisations make an informed decision about how

to converge their security functions. Consequently, organisations may not

be creating the holistic security they anticipate.

This research starts to build the evidence-base for converged security by in-

vestigating why organisations adopt convergence and how they implement

it. The research establishes a rich understanding of convergence in practice

by using mixed qualitative methods to explore the real-world experiences

of senior security practitioners who have worked in converged security func-

tions. The research employs semi-structured interviews, and also methods

less used in security management research, specifically the Delphi method

and epistolary interviews.
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The practical output from the findings of this research is an evidence-based

roadmap to help organisations navigate the decisions they need to make when

adopting convergence. The roadmap, like the rest of the thesis, is struc-

tured around an accepted methodology for establishing an evidence-based

approach from practice (Evidence-Based Practice), and it highlights the dif-

ferent sources of evidence that will help organisations make informed deci-

sions. The roadmap is a representation of the information collected through

empirical research from security practitioners with experience of convergence.

The roadmap has been evaluated by security practitioners with experience

of convergence and those in the early stages of its adoption. They considered

the roadmap an accurate reflection of the decisions that organisations need

to make, and a useful tool to facilitate the adoption of convergence.
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Chapter 1

Introduction

1.1 Research problem

The boundary between cyber security and the physical world is increasingly

blurred. This was brought into stark relief in January 2022 when a US joint

Cybersecurity Advisory (CSA) was released highlighting the threat of state

sponsored cyber attacks against critical national infrastructure (CNI) (CISA

et al., 2022); such attacks have real-world implications and the advisory lists

previous targetted attacks against “government and aviation networks”, and

“Healthcare and Public Health, Energy, Telecommunications, and Govern-

ment Facilities Sectors”. Issued by the Cybersecurity and Infrastructure

Security Agency (CISA), the Federal Bureau of Investigation (FBI), and the

National Security Agency (NSA), the advice aimed to bolster resilience to

any potential attack targetting western infrastructure in light of the growing

threat posed by Russia to Ukraine. The National Cyber Security Centre in
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the UK also issued guidance with their action plan for organisations, specifi-

cally calling out the need for critical infrastructure to take immediate action

(NCSC, 2022).

The relevance of the interrelationship between cyber security and the physi-

cal domain extends beyond CNI to organisations that use any cyber-physical

system such as building management systems (BMS) or Internet of Things

(IoT) devices. Organisations need to better understand and mitigate threats

that cross the boundaries between different security teams such as cyber,

physical and personnel; one way to achieve this is by adopting security con-

vergence (IOMA, 2005a; Willison, 2016a; Willison & Sembhi, 2017).

Convergence has been defined by Tyson as “the integration, in a formal,

collaborative, and strategic manner, of the cumulative security resources of

an organization in order to deliver enterprise-wide benefits through enhanced

risk mitigation, increased operational effectiveness and efficiency, and cost

savings” (Tyson, 2007, p. 4). Convergent security aims to bring together

security professionals from different backgrounds, such as cyber, physical

and personnel, to provide a holistic view (Aleem et al., 2013; Kamp, 2016;

Willison et al., 2012). This is achieved by removing organisational silos to

encourage information exchange (Rahman & Donahue, 2010) and through

the use of processes (Willison et al., 2012), such as risk identification and

investigation (Aleem et al., 2013). Convergence has been advocated in in-

dustry publications since the early 2000s (Willison, 2015; Willison & Sembhi,

2017) and it continues to be endorsed in articles as recent as January 2022

(Randazzo, 2022). The perceived importance of convergence amongst the

security community is exemplified by its position as Security Magazine’s

number one focus area for security teams in 2022 (Lauver, 2021).
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Despite its perceived importance there is no empirical evidence-base for how

to implement convergence (see Section 2.8, p69), and guidance to assist or-

ganisations is limited. Organisations must therefore make their own decisions

about how to adopt converged security. This is a problem, as their approach

to convergence may not be achieving the holistic view of security they antic-

ipate and may still be vulnerable to attacks that exploit the gaps between

security professions. This thesis aims to address this problem.

This chapter starts by explaining the scope of this thesis, before describing

the research approach. Then an overview of the thesis is presented before

closing with details of the substantive and methodological contributions of

this research.

1.2 Thesis scope

The aim of this thesis is to help organisations make more informed decisions

when embarking on convergence. It aims to provide an evidence-base for

the organisational and cultural convergence of security personnel to facili-

tate more effective collaboration and a more holistic view of security. This

thesis recognises, however, that convergence is a slippery concept, with no

single, universally recognised definition, and no standardised adoption. Con-

sequently the thesis aims to reflect the ethos of convergence, focusing on its

underlying aims of collaboration and integration, rather than seeking to pro-

vide a definitive version of its implementation.

The scope of this research is converged security, however, this thesis does

not claim that convergence is the only way for an organisation to provide a

holistic view of security. Equally, the thesis does not seek to address whether
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convergence is the most effective way for an organisation to identify and

mitigate threats that cross the boundary between different security teams.

Other approaches to holistic security include Enterprise Security Risk Man-

agement (ESRM), and whilst the aims of ESRM and convergence overlap,

they address different elements of the organisation: ESRM focuses on how

the business can identify and own security risks, whilst convergence consid-

ers how security personnel can come together to provide a more complete

view of security. The two methods are not mutually exclusive but they are

different, and the scope of this thesis is specifically restricted to convergence.

Additionally, this thesis is specifically concerned with organisational secu-

rity, and the changes that take place as a consequence of convergence: such

as organisational structure, job descriptions, policies and processes, as well

as changes to the culture and day to day operation of security personnel.

The research presented focuses solely on security personnel, and although

convergence may resonate with the broader topic of change management,

the relevance of this research to any non-security functions or other cross-

department integration is outside of scope.

Finally, this thesis focuses only on the organisational and cultural aspects of

convergence, it does not address how organisations can provide more con-

solidated security through the convergence of technology, for example by

integrating access control systems to stop staff accessing the organisation’s

network if they have not physically accessed the building (Howarth, 2008).
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This thesis focuses on the following research questions:

• How do different security teams work together in converged security?

Specifically, how is collaboration facilitated?

• What facilitates effective convergence in an organisation; what needs

to be in place to make sure it works?

• What instigates a move to convergence, and how do organisations de-

cide to implement converged security?

These questions will begin to be answered throughout this thesis. The find-

ings will be structured using the lens of Evidence-Based Practice (EBP)

(Briner, 2019). EBP advocates that when making a decision, organisations

need to identify and assess the best available information from four data

sources: empirical studies, practitioner expertise, stakeholder concerns, and

organisational data (Briner, 2019). The thesis itself is a source of evidence

from empirical study, and its development has drawn directly from practi-

tioner expertise.

The thesis has two specific aims:

1. to understand how organisations adopt convergence, from the initial

drivers that influence their decisions, to how they have implemented

it. This is addressed by the research questions above.

2. to use this understanding to create a roadmap to facilitate organisa-

tions who want to embark on, or continue, their journey to convergence.
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1.3 Research approach

The research presented in this thesis is qualitative. Some organisations have

already adopted convergence (Beck et al., 2019; Dorey et al., 2012; Gill

& Howell, 2016) and the present research draws on real-world experiences

to offer an in-depth exploration of how convergence has been implemented.

All participants in this research have direct experience of working within

convergence projects, ensuring that the data collected is based on experience

rather than opinion of convergence.

Initial research plans were disrupted in early 2020, as governments im-

posed restrictions in response to the COVID-19 coronavirus pandemic. The

changes to working-practices introduced additional demands, particularly for

security departments who were dealing with the security issues of employ-

ees suddenly working from home. These challenges were considered when

selecting research methods after the initial study.

The thesis explains how the research questions are addressed using three

different research methods, semi-structured interviews, a Delphi study, and

epistolary interviews, fulfilling the first aim of the thesis: to understand how

organisations adopt convergence. The initial study uses semi-structured in-

terviews with senior security staff to explore how security teams work to-

gether and it identifies a range of factors that support convergence. The

analysis of these interviews, in conjunction with a rapid review of the lit-

erature, is used to generate a more specific list of key factors. These are

presented to security staff in a three-round Delphi study, enabling partic-

ipants to rate how important each key factor is for effective convergence.
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Epistolary interviews, using email, are conducted to investigate how organi-

sations made the decision to adopt convergence and how they decided what

its implementation would look like.

The findings from these three studies are used to address the second aim

of the thesis: to create a roadmap to facilitate organisations who want to

embark on convergence. The roadmap provides organisations with guidance

on the multiple evidence sources that can inform their decisions, the design

decisions that they need to make, and the enablers that facilitate effective

convergence. This roadmap is evaluated by security professionals in two

workshops, who highlight its usefulness, and suggest further improvements.

1.4 Thesis overview

The first aim of the thesis is addressed by Chapters 4, 5 and 6 which present

the empirical findings from the research, providing an evidence base for how

convergence works in organisations. These chapters address each research

question and its associated study, in turn. Chapter 7 provides a discussion

of the findings from Chapters 4, 5 and 6, and introduces the roadmap, which

is validated in Chapter 8. Chapters 7 and 8 therefore address the second

aim of the research. More detail on each chapter is provided below:

Chapter 2 reviews the literature relating to convergence. This includes expe-

riential literature published in industry and academic publications, published

research from industry, and a limited number of unpublished and published

academic studies. The review also introduces Evidence-Based Practice and

its role in organisational decision-making.
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Chapter 3 presents the epistemological and methodological approach taken

by this research. It also discusses the analytical methods used. Methods for

individual studies are discussed in their relevant empirical chapter.

Chapter 4 details the initial interview study, justifying the applicability of

the interview method to establish how different security teams work together

in converged security. The chapter explains how the implementation of con-

vergence is supported by a web of interconnected factors. For organisations

seeking to adopt convergence, this provides empirical evidence of the range

of factors they need to consider in addition to a change to the organisational

structure.

Chapter 5 begins by extending the findings from the initial interview study.

The chapter describes how the analysis of the initial interview study and a

rapid review of the literature were used to provide a more comprehensive

and detailed list of specific key factors that facilitate effective convergence.

The chapter then describes how a three-round Delphi study was used to

validate these key factors and their descriptions, and rate them on their

importance for effective convergence. For organisations seeking to adopt

convergence, this study provides an evidence-based list of the key factors with

detailed descriptions that they can use to direct their convergence activities

and decisions.

Chapter 6 explains how epistolary interviews (via email) were used to collect

information about how organisations made the decision to converge and how

they decided what convergence will look like. This provides organisations

seeking to adopt convergence with an understanding of the different sources

of evidence they can use to inform their decisions and the contextual factors

they need to consider for convergence to be accepted.
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Chapter 7 presents an overview of each empirical chapter in relation to the

research question they address and in relation to EBP. The chapter discusses

the relevance of the research findings to organisations seeking to adopt con-

vergence, and introduces the roadmap which brings together the findings

from all three empirical studies.

Chapter 8 details two workshops where security professionals with experi-

ence of convergence evaluated the roadmap. This chapter demonstrates the

positive feedback about the roadmap, and identifies areas for improvement

and future research in this area.

Chapter 9 provides a conclusion of the research, summarising the main find-

ings in relation to the literature, and detailing the contributions it makes.

1.5 Research contributions

The substantive contributions of this research are:

1. An empirical evidence-base for the web of interconnected factors that

support security teams working in convergence, with specific, detailed

key factors with descriptions that are important to its effective imple-

mentation.

2. An understanding of the contextual factors that influence an organisa-

tion’s decision to converge security resources and the sources of infor-

mation that inform the decision.
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3. A synthesis of the available literature and a review of its method-

ological limitations to support organisations when deciding to adopt

convergence.

4. The development of an evidence-based roadmap that details what or-

ganisations need to consider when implementing convergence to facili-

tate their decision-making.

The methodological contributions of this research are:

1. Demonstrating the value of EBP as a framework to understand previ-

ous research, existing literature, and to structure the research findings.

2. The generation of empirical evidence based on practitioner expertise,

explicitly incorporating the real-world experiences of those who work,

or have worked, in converged security.

3. The use of under-utilised qualitative research methods in security re-

search, specifically the Delphi method and epistolary interviews, demon-

strating how these methods can be used in security research.

4. Data collection from across industry and geographical boundaries facil-

itated by the use of remote, asynchronous qualitative research methods.

1.6 Publications and research dissemination

Details of this research have been disseminated through conferences, and

industry and stakeholder publications. These are detailed below:



1.6. Publications and research dissemination 11

Boakes, E (2018, November 13-14) Ensuring Cyber-Physical Security in the

Digital Built Environment. [Poster] Defence and Security Doctoral Sympo-

sium: UK https://doi.org/10.17862/cranfield.rd.7347260.v1

Boakes, E. (2019, November 12-13) Building Management Systems: Context,

Collaboration and Organisational Security. [Presentation] Defence and Se-

curity Doctoral Symposium: UK. https://doi.org/10.17862/cranfield.rd.11

558217.v1

Boakes, E (2020, January 28) How Do Security Teams Collaborate To Un-

derstand Threats To Their Building Management Systems? CREST https:

//crestresearch.ac.uk/comment/how-do-security-teams-collaborate-to-und

erstand-threats-to-their-building-management-systems/

Boakes, E. (2020, September 29) Converged Security: Building the Evidence

Base. [Presentation] The Impact Conference: Online. https://www.theimp

actconference.com/2020-replay/

Boakes, E. (2020, November) Converged Security: Building Evidence-Based

Practice. The Institute Quarterly (5), p58-59.

Boakes, E. (2021, January 14) Security Convergence: Building the Evidence

Base. [Poster] SPRITE+ Showcase: Online. https://spritehub.org/security

-convergence-building-the-evidence-base/

Boakes, E. (2021, November 9) Converged Security: Building an Evidence-

Based Road Map. [Presentation]. Defence and Security Doctoral Sympo-

sium: Online. https://doi.org/10.17862/cranfield.rd.18328160.v1

Boakes, E (2022) Converging Security. Crest Security Review (13), 14-15.

https://doi.org/10.17862/cranfield.rd.7347260.v1
https://doi.org/10.17862/cranfield.rd.11558217.v1
https://doi.org/10.17862/cranfield.rd.11558217.v1
https://crestresearch.ac.uk/comment/how-do-security-teams-collaborate-to-understand-threats-to-their-building-management-systems/
https://crestresearch.ac.uk/comment/how-do-security-teams-collaborate-to-understand-threats-to-their-building-management-systems/
https://crestresearch.ac.uk/comment/how-do-security-teams-collaborate-to-understand-threats-to-their-building-management-systems/
https://www.theimpactconference.com/2020-replay/
https://www.theimpactconference.com/2020-replay/
https://spritehub.org/security-convergence-building-the-evidence-base/
https://spritehub.org/security-convergence-building-the-evidence-base/
https://doi.org/10.17862/cranfield.rd.18328160.v1


Chapter 2

Literature Review

This chapter discusses convergence across the industry and academic litera-

ture. Convergence has been covered in the literature in two ways (Bernard,

2011; Blades, 2010). Firstly, there is a focus on the convergence of technol-

ogy systems to provide a consolidated approach to security for organisations,

for example, the convergence of access control systems ensuring staff cannot

access the organisation’s networks or systems unless they have physically

accessed the organisation’s building (Howarth, 2008). Technological conver-

gence, however, does not address the sociotechnical aspects of convergence,

even though it requires collaboration between the different security resources

to be effective (Chandler et al., 2017; Kinslow, 2006; Schultz, 2007). The

second way convergence has been covered in the literature focuses on the or-

ganisational and cultural convergence of the people within different security

professions. The convergence of different security teams, such as physical

security, cyber security and personnel security, aims to facilitate the identi-

fication and mitigation of potential security incidents that could fall in the
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gap between the different security disciplines.

This research is specifically interested in organisational and cultural conver-

gence: the convergence of security personnel within organisations rather than

the convergence of technology. It focuses on how different security teams,

such as physical, cyber, and personnel security, can work together more ef-

fectively, to provide a more holistic view of security for the organisation. It is

especially interested in the evidence available to organisations to help them

adopt convergence and facilitate its effective implementation.

This chapter begins by providing examples of security incidents that cross

the boundaries between different areas of security to demonstrate why organ-

isations need to consider convergence. The chapter then introduces evidence-

based practice (EBP) (Briner, 2019). EBP is a framework to help organi-

sations make more informed decisions, like whether to adopt convergence.

EBP proposes organisations search for and evaluate four sources of evidence:

empirical studies, practitioner expertise, stakeholder concerns, and organisa-

tional data.

The chapter continues by reviewing the available literature on convergence

using EBP as a theoretical lens. The chapter maps the available evidence

onto the EBP framework, whilst also identifying its contribution to knowl-

edge, and recognising any methodological considerations. The review begins

with industry publications, starting with those that advocate convergence,

then those that provide guidance on how to achieve convergence. The review

argues that industry publications advocating convergence, such as Bernard

(2011), Ritchey (2018), and Slater (2005), are a source of evidence based

on practitioner expertise, providing an experiential rather than an empirical

view of converged security. These publications do not provide organisations
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with guidance on how to adopt convergence. The chapter then discusses the

industry guidance that is available, such as CISA (n.d.), Lalonde (2018), and

Tyson (2007), explaining how it is unclear what supporting evidence under-

pins it, and again argues that this is based on practitioner expertise rather

than empirical evidence.

The chapter then discusses the industry research on convergence, which

shows organisations are converging security resources despite there being

limited guidance on how to do this (Beck et al., 2019; Dorey et al., 2012;

Gill & Howell, 2016). The industry research also demonstrates that there

is no single model for the implementation of convergence, and it needs to

be facilitated. This introduces the research problem: organisations need to

make an informed decision about the best way to adopt convergence for them

even though there is no evidence-based guidance on how to do so effectively.

Consequently, the organisations may not be providing the holistic view of se-

curity they expect, and vulnerabilities that fall between the gaps of physical,

cyber or personnel security may still be exploited.

The remainder of the chapter explores whether the academic literature pro-

vides an evidence base for how to adopt convergence. The chapter describes

how academic literature provides some limited indications for how organisa-

tions might facilitate convergence, yet this evidence is often found in unpub-

lished theses which limits its accessibility (with the exception of Aleem et al.

(2013) that is published), and is not based on the real-world experiences of

those who have worked in converged security.

The chapter closes by presenting the research gap in the literature. Specifi-

cally, it is argued that there is a lack of academic research that draws directly

from those with real-world experience of working in converged security, as
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academic research is based predominantly on the existing literature and uses

participants without experience of convergence (Kamp, 2016; Larson, 2009).

Further empirical research that draws directly from the experience of those

working in converged security is required, and the chapter concludes with

the questions that aim to address this.

2.1 The argument for convergence

Convergence has been advocated as a way of mitigating vulnerabilities that

are introduced as the boundary between physical security and cyber secu-

rity becomes increasingly blurred (Kamp, 2016). This section explores this

vulnerability and assesses the frequency with which it is being exploited.

Examples of incidents that demonstrate this exploitation are provided.

2.1.1 Blurred boundaries between cyber and physical

domains

The introduction of cyber-physical systems has made the boundary between

physical security and cyber security increasingly unclear, and has prompted

improved collaboration between different security teams. Cyber-physical sys-

tems are technologies that monitor, control and remotely access physical de-

vices. There is no universally agreed definition for cyber-physical systems

but Griffor et al. (2017, p.5) in the NIST Framework for Cyber-Physical

Systems say cyber-physical systems:

“. . . integrate computation, communication, sensing, and actuation with
physical systems to fulfill time-sensitive functions with varying degrees
of interaction with the environment, including human interaction.”
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Physical devices and systems were traditionally secured with physical and

personnel security measures, but by connecting them to an organisations

broader network to enable their monitoring and control they are now also

potentially exposed to the threat of a cyber attack. Consequently, a cyber

attack could result in a physical security incident, demonstrating how the

boundary between the cyber and physical domains has been blurred.

The definition above highlights the physical component of such systems

which include: industrial control systems (ICS) that control equipment used

in “manufacturing, product handling, production, and distribution” (Com-

puter Security Resource Center, n.d.); and Operational Technology (OT)

that monitors and/or controls industrial equipment (Gartner, n.d.). The

consequences of a cyber attack on such systems could have both safety and

security implications for an organisation (see Section 2.1.3 for examples of

incidents that cross the boundaries between security disciplines).

These definitions place cyber-physical systems in industrial, energy, and

manufacturing environments, yet their reach is broader than this. Inter-

net of Things (IoT) devices are also cyber-physical systems, and although

used across industrial and power organisations (CPNI, n.d.), they are also

used more broadly across building management systems (BMS) to control

and monitor “ventilation, lighting, power, fire and security systems” (CPNI,

n.d.). This places cyber-physical systems in a broader range of organisational

settings outside of an industrial environment. The increasingly complicated

boundary between security disciplines is, therefore, not restricted to any or-

ganisational domain, and consequently the relevance of convergence applies

across settings.
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2.1.2 Blurred boundaries are being exploited

According to surveys of organisations, the complicated boundary between

security teams is being exploited, and there are a growing number of hostile

actors targetting cyber-physical systems (Symantec, 2019). According to

Kaspersky Lab the number of industrial computers under attack rose from

17% to 24% over six months in 2016 (Loy, 2018). In a survey of 2410 IT and

IT-security practitioners, 28% reported an attack against their OT infras-

tructure “that resulted in downtime to plant and/or operational equipment”,

and 23% reported an “attack that involved IoT or OT assets” (Ponemon In-

stitute, 2018). Looking specifically at IoT devices, a 600% increase in IoT

attacks was reported in 2017 (Symantec, 2018), and an indication of the

scale of the threat was highlighted by a honeypot device that was subjected

to 5200 attacks per month (Symantec, 2019). Not only is the interest in ICS

and IoT attacks a reality, but the nature of such attacks is evolving. Variants

of the Mirai botnet 1 “use up to 6 different exploits” (Symantec, 2019), and

new attack methods such as VPNFilter specifically target routers and have

the potential to disable the systems that organisations run on (Symantec,

2019).

Targetted attacks on cyber-physical systems can have a physical impact on

the organisation (Witty et al., 2019), such as disrupting the lighting or power,

or undermining the operation of physical security that increasingly relies on

internet enabled devices, such as CCTV cameras and access control. They

can also impact an organisation’s cyber security. If cyber-physical systems,

including those related to physical security, do not have the appropriate

1malware that primarily targets insecure IoT devices to use in larger scale network attacks
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cyber security controls applied they can introduce vulnerabilities into an or-

ganisation’s network that can be exploited to mount a cyber attack against

the wider networks within the organisation (Radichel, 2014). As the Gartner

Predicts 2020 report described: “. . . incidents in the digital world have an

effect in the physical world, as risks, threat and vulnerabilities now exist in

a bidirectional cyber-physical spectrum” (Witty et al., 2019). This highlights

the increasing lack of distinction between cyber security and physical secu-

rity, and that this is being exploited, making it increasingly important for

different areas of security to work together.

2.1.3 Attacks cross the boundaries between security

disciplines

The exploitation of the boundary between cyber security and physical se-

curity is evident in several reported incidents of cyber attacks on (ICS-

CERT, 2016; Janita, 2016; Lee et al., 2014), or using (Radichel, 2014),

cyber-physical systems, or attacks where physical security exploits have sup-

ported a cyber attack (Granitto, 2018; Ragan, 2014). For example:

• A spear phishing attack on a Ukraine electricity distributor allowed at-

tackers to obtain remote access credentials to the supervisory control

and data acquisition (SCADA) systems, which they shut down cut-

ting power to approximately 225,000 electricity customers (ICS-CERT,

2016; Zetter, 2016).

• A distributed denial of service (DDOS) attack on the heating system of

a residential building in Lappeenranta, Finland, rendered the building

uninhabitable for several days (Janita, 2016).
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• A blended attack involving physical access and an insider element led

to the theft and leak of large amounts of personal and confidential

information from Sony (Granitto, 2018; Leyden, 2014; Peterson, 2014;

Ragan, 2014; Sanchez, 2015).

• A phishing attack on a heating, ventilation and air conditioning (HVAC)

supplier to Target stores facilitated access to systems that enabled at-

tackers to steal details from 40 million credit cards (Radichel, 2014).

• Attackers purportedly gained access to the Baku-Tbilisi-Ceyhan (BTC)

Pipeline systems via a new internet protocol (IP) camera network.

They manipulated the camera stream, and gained physical access to

the site without being seen. This enabled the manipulation of alarms

and readouts so pressure changes went unnoticed, causing a rupture in

the pipeline and subsequent explosion (Lee et al., 2014).

• Cell doors of the maximum security wing of the Miami-Dade County

Jail opened simultaneously resulting in an attempted attack on a pris-

oner. Information about this event is sparse, and there is no official

confirmation that this was a cyber attack, although evidence from the

event suggests this was premeditated rather than accidental (“Miami

jail security breach studied”, 2013; Zetter, 2013a).

• Researchers gained access to the BMS of Google’s Australian head-

quarters. The BMS was set up by a third party integration company

to allow remote management access, but the system was readily discov-

erable online and secured only with a default password. This was not

a malicious attack, but researchers were able to gain access to various

alarm systems as well as floor plans (Zetter, 2013b).
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These incidents demonstrate how the increasingly indistinct boundary be-

tween cyber security and physical security is not specific to one type of

organisation or setting. These incidents occurred in general office buildings

(Granitto, 2018; Leyden, 2014; Peterson, 2014; Ragan, 2014; Sanchez, 2015;

Zetter, 2013b), retail (Radichel, 2014), energy infrastructure (ICS-CERT,

2016; Lee et al., 2014; Zetter, 2016) residential settings (Janita, 2016), and

possibly even correctional facilities (“Miami jail security breach studied”,

2013; Zetter, 2013a). This demonstrates the relevance of converged security

across different organisational settings. Different areas of security need to

work together, regardless of the sector or organisation they are operating in,

to better identify and understand threats that cross security boundaries, to

establish the most appropriate mitigations to those threats, and to respond

to any attacks more effectively.

2.1.4 Summary

Convergence is a way of mitigating vulnerabilities exposed as the boundary

between cyber security and physical security becomes increasingly indistinct

(Kamp, 2016), particularly as organisations introduce technologies that span

both domains. Industry reports illustrate that technologies, like IoT devices,

are being increasingly targetted (Symantec, 2018), and incidents that cross

the boundaries between security disciplines show the range of organisations

affected, and the real-world impact of such attacks across organisational

settings.

This demonstrates that it is important for organisations to address the

blurred boundary between cyber security and physical security, and to en-

courage their different security teams to work together to understand the
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vulnerabilities that might be exposed. Organisations need to establish how

they will achieve this, whether they want to adopt convergence, and if so,

how they will implement it. A move to convergence requires a change to the

way security operates, and organisations may need support in deciding and

implementing such a change.

The remainder of this chapter discusses how organisations might be sup-

ported when implementing change. The next section discusses how organ-

isations can be supported in their decision-making by using the evidence-

based practice framework (EBP) (Briner, 2019). EBP helps organisations

make informed decisions by prompting them to seek evidence from different

sources, and evaluating that evidence. Subsequent sections of this chapter

discuss what literature is available that might support organisations deciding

whether and how to adopt convergence and reviews this through the lens of

EBP.

2.2 Introducing Evidence-Based Practice

EBP helps organisations make more informed decisions by providing a struc-

ture that encourages the identification and critique of the best available

evidence (Briner, 2019). Evidence-based practice originated in medicine

(Barends et al., 2017) where it is used to ensure that decisions about treat-

ment options are based on the best available evidence. It is also used widely

in healthcare, education (Barends et al., 2017), and in organisations to

facilitate human resources and management decisions where it is termed

Evidence-Based Management (Briner, 2019). Its applicability across indus-

try sectors and disciplines suggest it is an appropriate framework to apply
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to the decisions organisations need to make concerning convergence.

This section introduces EBP, and describes how it formalises the decision-

making process using four sources of evidence. As EBP encourages the use

of evidence from sources other than academia, this makes it particularly

relevant to an emerging field like convergence where there is likely to be more

evidence from practitioners than evidence from empirical studies. Next the

section discusses how organisations need to establish the value of evidence

in association with the decision to be made and the context it applies to.

Rather than promoting best practice, EBP promotes the critical evaluation

of the evidence available in relation to the context in which it is applied. This

again makes the framework particularly relevant to convergence which can be

applied in a variety of different industry and organisational settings where

context will be paramount. Finally the section closes by recognising the

role academia plays in facilitating EBP, predominantly through summarising

topic literature.

2.2.1 The role of evidence

EBP places evidence at the centre of decision-making. It promotes the “con-

scientious, explicit, and judicious use of the best available evidence” (Briner,

2019); in short, the search for evidence needs to be purposeful, the use of

evidence needs to be specific, and the evidence needs to be critiqued in terms

of its relevance to the decision being made. EBP presents a six stage frame-

work (see Figure 2.1, p23). The framework prompts organisations to frame

their decision as a question to direct the organisation in their search for avail-

able evidence. The findings from their evidence search are evaluated, and

then combined, before being applied to the decision. Finally, the decision
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4 
SOURCES

Scientific literature
empirical studies

Stakeholders
values and concerns

Practitioners
professional expertise

Organisation
internal data

6 
STEPS

Evidence-based 
practice is about making 

decisions through the 
conscientious, explicit

and judicious use of the 
best available evidence 
from multiple sources 

by:

Translating a practical issue or problem 
into an answerable question

Systematically searching for and 
retrieving the evidence

Critically judging the trustworthiness and 
relevance of the evidence

Aggregating:

Incorporating the evidence into the 
decision-making process

Evaluating the outcome of the decision 
taken

Weighing and pulling together the 
evidence

Appraising:

Acquiring:

Asking:

Applying:

Assessing:

To increase the likelihood of a favourable outcome.

Figure 2.1: The Evidence-Based Practice Framework (Briner, 2019)
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itself is assessed. As Barends et al. (2014) explain, EBP is asking, acquiring,

appraising, aggregating, applying and assessing to increase the likelihood of

a favourable outcome. This process formalises the search, evaluation and

aggregation of evidence, and therefore, would support organisations when

making the decision to converge.

This structured framework prompts organisations to look more broadly at

the available evidence when making decisions. Research by Barends et al.

(2017) demonstrates that organisational decisions are frequently made with-

out using a broad range of evidence. In a survey of 2789 managers, 91%

relied on their personal experience when making decisions (Barends et al.,

2017), which can be subject to bias, reducing the quality of the resulting

decision (Barends et al., 2014). Rather than relying on an incomplete, sin-

gle source of evidence, EBP prompts organisations to look broadly at the

evidence available to support their decision. It specifies that during the six

stage framework an organisation should seek evidence from four different

sources, as Barends et al. (2014) describes:

• Information from scientific literature published in academic journals

that reports on empirical studies. Referred to as empirical studies, in

this thesis these will also include empirical studies that have not been

published in peer reviewed, academic journals;

• Information from practitioners or professions based on their experience

and judgement. Referred to in this thesis as practitioner expertise;

• Information from those who are impacted by the decision. Referred to

in this thesis as stakeholders concerns;
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• Data gathered from the organisation, referred to in this thesis as or-

ganisational data.

By formalising the decision-making process, EBP helps to mitigate such

decision biases, by prompting decision makers to recognise broader concerns

(Rousseau, 2018).

Briner (2019) (see Figure 2.1, p23) shows the four evidence sources that an

organisation can use to inform their decision, and the six stage framework

that helps them assess and use the information from evidence sources. By

following these steps organisations can make more informed decisions.

2.2.2 The value of evidence to the decision

Although EBP encourages organisations to look broadly across the four dif-

ferent sources of evidence, it does not prioritise any one source (Barends

et al., 2014; Briner et al., 2009). Academic literature, which is often argued

to provide greater “rigour and independence” (Briner et al., 2009, p.27), is

considered to be of the same potential value as practitioner expertise. This is

especially important for topics where evidence is primarily from practition-

ers, and not in journals (Briner et al., 2009). Consequently, no single source

of evidence is seen to offer “a universal or timeless truth” (Barends et al.,

2014, Misconception 6), and all sources of evidence should be considered

specifically in relation to the decision and context to which it applies.

The evidence itself, therefore, does not answer the organisation’s question,

rather it can only help to establish an answer (Barends et al., 2014). Evi-

dence needs to be critiqued, to ensure its trustworthiness and applicability
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for the decision process (Briner, 2019), and its limitations need to be iden-

tified to establish if the information is poor quality (Barends et al., 2014).

Barends et al. (2017) demonstrated that, rather than using the best available

source of evidence, managers often use the most available such as personal

experience, intuition, knowledge from education, and advice from colleagues.

This suggests that without prompting, broader sources of evidence are not

used and analysis of the evidence does not take place.

Organisations need to consider the evidence, and their review of its trust-

worthiness and applicability, in relation to the context in which the decision

will be applied. Practitioners need to use their expertise about the context,

their experience and background (Rousseau, 2018), to review the evidence,

make a judgement on its applicability (Briner et al., 2009), and apply it to

their context (Barends et al., 2014). It is for this reason that EBP is argued

to be the “antithesis” of best practice. EBP focuses on applying the best

available evidence to facilitate a decision that is specifically about a context,

rather than applying an approach to a context simply because it has been

determined the best way to do things (Briner et al., 2009).

2.2.3 Facilitating Evidence-Based Practice

EBP prompts decision makers towards sources of evidence that they might

not otherwise be aware of, for example empirical studies (Barends et al.,

2014). There are other reasons why some evidence sources are not used,

however; for example, empirical studies from academia may not be used

if they they are inaccessible behind paywalls, or if they are not understood

(Barends et al., 2017). Searching for, understanding, and evaluating evidence

from a variety of sources, and aggregating the findings requires skill (Barends
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et al., 2017). Academia can support the adoption of EBP by summarising

research on a topic (Barends et al., 2017), facilitating the translation of

academic research into industry practice by providing reviews of the available

literature (Briner et al., 2009). This provides practitioners with the support

they need to make judgements about the evidence and its applicability to

their context (Briner et al., 2009).

2.2.4 Summarising Evidence-Based Practice

EBP supports decision-making by providing a structured framework for or-

ganisations to follow and by directing them towards a broader range of evi-

dence sources than they might otherwise use. It is also a useful lens through

which to research convergence as the framework can be used to assess what

evidence sources are missing from the literature. For example, is evidence

available from empirical studies and practitioner expertise and are organi-

sations being encouraged to use evidence from sources such as stakeholder

concerns and organisational data? Using EBP as a lens for this research also

provides an opportunity to summarise the available evidence to help organi-

sations with its evaluation before incorporating it into their decision-making.

This is one way academia can facilitate EBP.

To this aim, the next three sections of this chapter will explore the available

literature that might support an organisation’s decision to implement con-

vergence. Industry literature that advocates convergence will be discussed

first, then guidance documents, before the industry research is considered.

This literature will be reviewed using an EBP lens, identifying the type of

evidence source, and providing a critique of the content in terms of its contri-

bution and its methodological limitations. This review will facilitate a deeper
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understanding of the strengths and weaknesses of the available literature and

will serve to identify research gaps that this research will address.

This literature review was informed by a rapid review that followed the five

stage systematic review process identified by Denyer and Tranfield (2011).

This identified 70 articles for review. Details of the database searches can

be found in Table 5.3, and full details of the literature search and selection

can be found in section 5.2.2 “Identifying key factors from the Literature”.

2.3 Industry publications that advocate

convergence

Industry publications raise awareness of convergence, and educate an industry-

specific audience about why organisations might adopt converged security.

They advocate that convergence is a response to the increasingly unclear

boundary between physical security and cyber security due to the intercon-

nectedness of physical systems (IOMA, 2005a), networked technology solu-

tions (Ritchey, 2018), and the Internet of Things (Willison, 2016b). Con-

vergence is seen as a response to evolving threats, such as the potential for

converged, or blended attacks (Willison, 2016a; Willison & Sembhi, 2017),

where vulnerabilities in cyber security are exploited to target physical secu-

rity systems and vice versa. More broadly it is advocated as a response to

regulation (Hoffman, 2006; Howarth, 2008; Moore, 2007), or a cost saving

measure (Moore, 2007), for example by reducing regulatory fines (IOMA,

2005b).
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Convergence has been advocated since the early 2000s (Willison, 2015; Willi-

son & Sembhi, 2017), in online publications from Risk UK and IFSEC Global.

Industry publications are an important source of information about conver-

gence as they offer accessible knowledge in terms of its readability and avail-

ability. They do not have the scrutiny of the academic peer review process,

yet this does not necessarily mean that the content of the publications is

inferior. Articles will have been through an editorial board and although the

type of assessment carried out by such boards is not clear, the decision to

cover convergence demonstrates the importance of the topic to industry, and

the perceived relevance of it to practitioners.

These publications, however, usually present little empirical evidence to sup-

port their claims. This section discusses the limitations this introduces, in

terms of establishing causality, and limiting replicability. Finally, the section

argues that industry publications do not provide enough detail to help organ-

isations adopt convergence, and additional sources of evidence are needed to

help organisations make decisions when looking to implement convergence.

2.3.1 Claims made are based on personal experience not

empirical evidence

Industry publications are often written by security professionals, based on

their first-hand experience of convergence (such as Bernard (2011) and Willi-

son (2016b)). Alternatively, articles may report on others’ experiences and

opinions; for example, Slater’s 2005 article reporting on a series of interviews

with Chief Security Officers (Slater, 2005), or Ritchey’s 2018 article in Se-

curity Magazine on a discussion with former FBI employee James Turgal
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(Ritchey, 2018). These articles are, therefore, a source of practitioner exper-

tise rather than empirical studies (Briner, 2019), and this introduces some

limitations in terms of their breadth, support for their claims, causality, and

replication.

Breadth of information

Industry publications based on practitioner expertise are limited in breadth

to the author’s experiences of the organisations they have been exposed to,

both in number and type. Additionally, authors may have personal reasons

for publication, such as visibility of their own consultancy, or promotion of

their own work, which may impact the content of their articles.

It is not always clear who the publication authors are, what their creden-

tials are, or how information has been selected for inclusion, for example

IOMA (2005a) (IOMA is the Institute of Management and Administration

and they provided information about business management until their clo-

sure in 2011). This is particularly the case with articles published by in-

dustry bodies and organisations. For example a PriceWaterhouseCoopers

publication had several contributors including ASIS, a global membership

organisation for security professionals across the organisational hierarchy

(PriceWaterhouseCoopers, 2010). This makes it difficult to establish the

validity and completeness of the information presented.
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Unsupported claims

Literature based on practitioner expertise does not present any empirical

research, therefore it is not clear how the claims made have been estab-

lished, or what organisational data supports them. For example, although

the industry literature claims convergence reduces duplication and redun-

dancy (Contos, 2007; IOMA, 2005b; Mimoso, 2009; Moore, 2007; Ritchey,

2018), results in fewer meetings (PriceWaterhouseCoopers, 2010; Willison et

al., 2012) and fewer security reports to the business (Blades, 2010; PriceWa-

terhouseCoopers, 2010; Willison et al., 2012), there is no empirical evidence

provided to support this. Supporting evidence is also limited for less con-

crete benefits that have been cited, such as improved information sharing

(Kinslow, 2006; Mimoso, 2009), improved understanding of risk, and the

detection and prioritisation of vulnerabilities (IOMA, 2005b; Moore, 2007;

PriceWaterhouseCoopers, 2010; Willison et al., 2012). This makes it difficult

to establish the veracity and generalisability of these claims.

The publications also make comparisons between converged and non-converged

security stating that convergence facilitates more timely detection of inci-

dents (Contos, 2007), a more coordinated response (Howarth, 2008), and

improved business continuity as the different security disciplines already

work well together (Slater, 2005), whilst the simplification of security fa-

cilitates investigations as a CSO has authority over all necessary parties

(Slater, 2005). Again, it is unclear whether measures of security before and

after convergence have substantiated these claims.
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Difficult to establish causality

It is also unclear in articles based on practitioner expertise whether claims

about the benefits of convergence are specifically a result of the organisa-

tion adopting converged security or whether other aspects of organisational

change have been a factor. The causality of the claims is difficult to establish

without knowledge of the measures used to identify the benefits. Addition-

ally, some reported benefits of convergence might actually be prerequisites

of converged security, for example, the simplification of security by creating

a common goal that applies across the function (IOMA, 2008; Moore, 2007;

Ritchey, 2018), having a CSO as a single point of contact that provides a

more straightforward view of security to the organisation, and improving

visibility and alignment with the business (Mimoso, 2009; Ritchey, 2018;

Slater, 2005).

Difficult to replicate

Limited detail about the evidence that supports the claims made in industry

publications makes it difficult to establish how organisations might replicate

these measures to achieve the same beneficial results. For example, there

is a lack of detail about the activities the CSO would need to carry out

to achieve visibility (that is status with the senior management team) and

exactly what that benefit would look like. It could be questioned whether a

benefit such as ‘visibility’, as cited by (Mimoso, 2009; Ritchey, 2018; Slater,

2005), is itself lacking in detail.

The need for detail is particularly important as there is no agreed model

for convergence (Moore, 2007), and as Blades (2010) highlighted, a single
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model of convergence is not possible. Industry literature has highlighted

the different organisational structures that support convergence, such as a

single security function (Willison, 2009), or risk councils (IOMA, 2008), or

that collaboration can be facilitated through different teams working on the

same task (Hoffman, 2006) or through a single aim or process (Willison,

2009). Consequently it is not clear whether the cited benefits can be achieved

regardless of how convergence is implemented.

2.3.2 Facilitating convergence

Despite industry publications advocating convergence they provide little ac-

tionable detail on how to actually implement convergence or to overcome any

challenges that may be experienced. A challenge to convergence are “turf

wars” where different areas of security jostle for control (Hoffman, 2006;

Messmer, 2010; Moore, 2007; Ritchey, 2018; Slater, 2005). It is unclear,

however, what this might look like and whether such power struggles are

inevitable. With the exception of competition over funding (Mimoso, 2009),

it is not clear whether there are preceding conditions that might lead to

contention between different areas of security. The lack of detail makes it

difficult for organisations to have enough insight to identify how such chal-

lenges can be addressed.

Additionally, although challenges are highlighted throughout the industry lit-

erature, it is not clear what problems they may create for the organisation.

For example, differences between physical and cyber security professionals,

such as cultural differences (Hoffman, 2006; IOMA, 2005a; Mimoso, 2009;

Moore, 2007; PriceWaterhouseCoopers, 2010), or differences in salary lev-

els and expectations (Hoffman, 2006; Mimoso, 2009; Ritchey, 2018; Slater,
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2005), may be a challenge, but it is not clear how this manifests within an

organisation converging their security. This makes it difficult for an organisa-

tion to understand what they might need to do to mitigate these challenges

so that they can implement convergence more effectively. In addition, al-

though Hoffman (2006) provided data about the differences in staff pay, the

evidence for these challenges appears to be primarily anecdotal; therefore, it

cannot be established whether all organisations would face these challenges.

Although the details of the challenges organisations may face are limited,

they demonstrate that for convergence to work, it needs to be facilitated, and

relationships need to be built (Mimoso, 2009). Convergence is more than an

organisational structure, and is a process rather than an end point (Blades,

2010; Moore, 2007). There is very little direction from the industry litera-

ture about what organisations need to do to facilitate convergence, and even

less detail on what facilitation activities might look like. For example, the

importance of leadership (Ritchey, 2017) and support from the board (Price-

WaterhouseCoopers, 2010; Ritchey, 2018; Slater, 2005) were highlighted as

important for facilitating convergence. Similarly, securing buy-in to the new

way of working from those working in security was seen both as a challenge

(Moore, 2007), and also important for convergence to work (Mimoso, 2009).

The articles, however, give no indication of how to actually go about achiev-

ing this, or any information about how these activities have been determined

as ways of facilitating convergence.

2.3.3 Summarising the industry literature

The industry literature demonstrates that the security industry is interested

in convergence and is advocating it as a way to approach security. Industry
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publications that advocate convergence provide organisations with an un-

derstanding of its drivers, benefits, and challenges. They also provide some

indication of how convergence can be facilitated, and the process of achieving

it.

The claims in the reviewed industry publications should be considered as

providing evidence from practitioner expertise (Briner, 2019) as they are

based on experience rather than empirical research. Although no single evi-

dence source is prioritised in EBP (Barends et al., 2014; Briner et al., 2009),

there are limitations with the claims made in these publications that would

need to be considered when evaluating the information from this evidence

source. Specifically, there is a lack of transparency in the process for includ-

ing information in the articles, which makes it difficult to scrutinise these

decisions. Additionally, the articles are limited in detail, making it difficult

for organisations to use the information provided in practice. Consequently,

organisations would be unlikely to be able to replicate the outcomes from

the information available in the articles.

It should be noted that the purpose of these industry publications is not nec-

essarily to provide a ‘how to’ guide to convergence, and they may be under

editorial constraints that restrict the breadth and depth of any article. It

could be argued, therefore, that industry publications of this nature cannot

provide a complete picture of convergence. In contrast, there are other pub-

lications that specifically aim to help organisations adopt convergence, and

these guidance documents are discussed in the next section.
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2.4 Guidance to help implement convergence

Several guidance documents are available purporting to help organisations

adopt convergence. This section introduces these documents, and provides

an overview of their content, the activities put forward to help establish con-

vergence, and the broader systems factors that facilitate its effective adop-

tion. The limitations of the guidance are also recognised; specifically it is

argued that the guidance does not provide easily accessible information, and

that the documents lack actionable detail. The section closes by discussing

the underlying research for these documents, concluding that there is not

enough transparent detail about this research to classify these documents

as empirical studies, therefore they provide another source of practitioner

expertise for organisations making a decision on how to adopt convergence.

2.4.1 Overview of the guidance

In his book “Security Convergence: Managing Enterprise Risk ”, Tyson (2007)

provides a lengthy description of convergence, its background, why it’s im-

portant, requirements for its adoption, and its benefits. Open Security Ex-

change (2008), a non-profit organisation, provides a tool that works through

a more concise framework of goal based drivers for convergence, including

strategic, tactical, and operational milestones. These help form a transition

plan, or “roadmap”, for the organisation. Another non-profit organisation,

The Conference Board of Canada, provides a list of recommendations identi-

fied from the literature that should be addressed when adopting convergence

(Lalonde, 2018). Most recently in January 2021, the Cybersecurity and In-

frastructure Security Agency (CISA), an agency of the US Government’s
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Department of Homeland Security, produced a “Cybersecurity and Physical

Security Convergence” guide (CISA, n.d.).

The guidance documents provide organisations with some direction when

adopting convergence. The guidance advocates that organisations assess

their existing policies and assets (Lalonde, 2018; Tyson, 2007), prompting

them to use organisational data as a source of evidence when deciding how

to adopt convergence (Briner, 2019). They also recognise that organisations

will need to design their own solution based on their context (Lalonde, 2018;

Tyson, 2007). This aligns with information from the industry publications

that suggests there is no single model for convergence (Moore, 2007), and

different organisations are adopting different structures (IOMA, 2005a; Willi-

son, 2009). The guidance documents also highlight that organisations will

need to train staff (Lalonde, 2018; Tyson, 2007), and they acknowledge the

convergence of technology (Lalonde, 2018; Open Security Exchange, 2008;

Tyson, 2007).

Guidance documents also address the system factors that facilitate conver-

gence, for example, securing buy-in and sponsorship from the senior team,

and having a change management plan (Tyson, 2007). This places conver-

gence in the broader organisational context, and recognises the activities

that need to take place to ensure support for the change. Lalonde (2018)

also highlighted challenges to convergence, including the decision on how to

converge, the duplication of effort between disjointed teams, and the vulnera-

bilities of having separate teams. The last two, however, could be considered

challenges that convergence might resolve, rather than challenges an organ-

isation might face during the adoption of convergence.
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2.4.2 Using the guidance

For organisations that are looking to adopt convergence it is questionable

whether the guidance documents would offer them enough easily accessible

detail to direct their implementation. Tyson (2007) provides insights that

help to identify areas for consideration, but the book’s narrative form makes

it challenging to draw out important action points. In contrast, it is not

clear whether an organisation would have enough information to plan their

move to convergence from the convergence roadmap provided by the Open

Security Exchange (2008) tool. Similarly, CISA (n.d.) provides only a high-

level indication of the activities that need to take place, which leave room for

interpretation, and provide limited direction, for example, “Formalize Con-

vergence Team Roles and Responsibilities. Establish a cadence and structure

for team coordination and integration” (p3). This only provides an end goal

for organisations to work towards rather than any framework to help them

achieve this. Lalonde (2018) provides a comprehensive account of the need

for convergence, but the details for each of the recommendations are not

exhaustive.

The usability of the guidance is difficult to determine without testing the

documents with organisations, for example, to establish whether the narra-

tive form of Tyson’s book, and its length (Tyson, 2007) make it difficult to

navigate and reference. Only the Open Security Exchange (2008) indicated

that this verification had taken place, however, details of the case study

where an organisation used their guidance are missing from the documen-

tation. Consequently, it is not clear whether the case study organisation

received any help with implementing the guidance, and the report of the

case study covers what the organisation established, rather than providing
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an evaluation of the tool.

2.4.3 Underlying research

Although CISA (n.d.) provided no indication of any underlying research,

most of the guidance documents reference some form of research in their

development, from interviews (Tyson, 2007), discussions (Open Security Ex-

change, 2008), and literature review (Lalonde, 2018). In all cases where

research is implied, however, specific details are missing. Tyson (2007) pro-

vided no information about who was interviewed, how many interviews took

place, how interviewees were selected, or how the interviews were analysed.

This makes it difficult to know what sources of information informed the

guidance, or how information that is included was selected. Equally, al-

though the Open Security Exchange (2008, p.9) mentions involvement from

the “Convergence Council members, a group of senior security and IT ex-

ecutives from blue chip organizations” the experience of these people with

convergence and their level of involvement is not clear. This suggests that

both Tyson and the Open Security Exchange used some form of research,

yet without further details these guidance documents cannot be considered

empirical studies. Organisations using these documents would consider the

information, therefore, to be a source of evidence from practitioner expertise.

Not all guidance documents used information from practitioners in their de-

velopment, and Lalonde (2018) described how their recommendations and

suggestions were formed from a literature review. It is not clear, however,

how literature was searched for, identified and selected, or how information

was selected for inclusion. Also, it was noted that many of the referenced
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Table 2.1: A summary of the guidance available on convergence, its under-
lying research, and its evaluation.

Guidance Author and
Organisation

Format Research Evaluation

Security
Convergence:
Managing Enterprise
Risk

Tyson (2007) Book Interviews None
specified

Convergence
Roadmap

Open Security Exchange
(2008)

Tool Discussions Case study

Combining
Strengths: Cyber
and Physical
Security
Convergence

Lalonde (2018) Technical
Report

Literature
Review

None
specified

Cybersecurity and
Physical Security
Convergence

CISA (n.d.) Guide None
specified

None
specified

articles in Lalonde (2018) are from experiential literature rather than from re-

search. Despite implying research, therefore, no details of any underpinning

empirical research is included, and no information is available to indicate that

any particular research methodology was followed. The guidance, therefore,

uses terminology that implies scientific methods have been used, but they do

not provide the evidence to support this. This suggests that this guidance

should also be classified as providing evidence from practitioner expertise as

it is not based on transparent research. This also raises questions about the

contexts in which it might be applicable, and its comprehensiveness.

2.4.4 Summarising the guidance

This section has presented the limited industry guidance that is available for

organisations seeking to adopt convergence (see Table 2.1). The guidance

that is available provides organisations with some help in negotiating the

route to convergence, indicating the activities that need to be undertaken
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and the broader systems factors that need to be considered. The industry

guidance is limited in most cases, however, by a lack of detail that makes

it less useful for organisations seeking help in their decision to move to con-

vergence. There is also limited evidence that the guidance has been tested,

therefore it is unclear how effective it is in its capability to guide organisa-

tions with their decisions.

Industry guidance is not clearly based on evidence from empirical study, and

therefore it provides another source of practitioner expertise. This also raises

questions about how the content of the guidance has been determined, how

it has been established to be an accurate reflection of what organisations

need to do when adopting convergence, and how applicable its suggestions

are.

This section on industry guidance, and the previous section on the industry

publications that advocate convergence, have highlighted that the evidence

base for convergence is predominantly based on practitioner expertise. It

has also demonstrated that there is little detailed information available for

organisations that are looking to adopt convergence. Considering the limited

guidance available for organisations, the next section explores the industry

research. This establishes how far reaching the adoption of convergence is

considering the limited resources organisations have to guide their decisions

on how to adopt it.
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2.5 Industry research on the adoption of

convergence

This section introduces the research carried out by industry organisations.

The research demonstrates that, despite the limited available information,

convergence is being implemented by organisations as a response to the

blended threat and the adoption of new connected physical security tech-

nology (Dorey et al., 2012). The section details the industry research, and

describes how the findings reinforce the information presented in the industry

publications; specifically, that there is no single implementation of conver-

gence as suggested by IOMA (2008), Moore (2007), and Willison (2009), and

that convergence is more than an organisational structure and needs to be

facilitated (Blades, 2010; Mimoso, 2009; Moore, 2007; PriceWaterhouseC-

oopers, 2010; Ritchey, 2017, 2018; Slater, 2005).

Although the industry research provides organisations with information from

empirical studies, there are still limitations with the evidence that need to

be considered. First, the section highlights the potential bias in the data

collection and analysis associated with the industry research, and the im-

pact this has on how representative the results are. Second, the section ar-

gues that quantitative research provides a limited view of how convergence

has been implemented. The section closes by explaining how industry re-

search informs future research into convergence. It demonstrates that there

is an opportunity to explore the real-world experiences of those who have

adopted convergence, and that there are benefits in adopting a more quali-

tative methodology to do this.
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2.5.1 Industry research is quantitative and qualitative

Industry research has explored convergence through quantitative and quali-

tative data collection (see Table 2.2, p44). Three quantitative surveys pro-

vide a high-level indication of the number of organisations adopting con-

vergence, and convergence rates based on geography, organisation size and

industry. In 2011 ASIS International European Security Convergence Com-

mittee ran a survey in conjunction with the Information Security Awareness

Forum (ISAF) (Dorey et al., 2012). ASIS is a global membership organisa-

tion for security professionals across the organisational hierarchy; ISAF was

launched in 2008 as an umbrella organisation of security related industry

bodies, such as ASIS, with the aim of improving security awareness across

organisations. Their survey attracted 216 responses from security profes-

sionals who were members of the sponsoring organisations. Then in 2015

and 2016 Perpetuity Research, a UK based research consultancy, carried

out research commissioned by the Security Research Initiative (SRI) (Gill &

Howell, 2016). The SRI commissions research each year, and is supported

by the British Security Industry Association, the Security Institute, and the

ASIS International (UK). The survey, which was not solely about conver-

gence, received 289 responses from security professionals. Lastly, and most

recently, a study of 1018 senior professionals (with 555 complete responses),

was carried out by ASIS Foundation in 2019 (Beck et al., 2019).

In two of these studies, the surveys have been complemented by interviews

(Beck et al., 2019; Gill & Howell, 2016), providing a richer source of infor-

mation about how convergence works within organisations.



2.5. Industry research on the adoption of convergence 44

Table 2.2: A summary of the industry research into convergence.

Authors
and year

Sponsoring
Organisation(s)

Respondents Methodology

Dorey et al.
(2012)

ASIS International
European Security
Convergence Committee
and Information Security
Awareness Forum

216 security professionals
recruited from sponsoring
organisation’s membership

Quantitative
(Survey)

Gill and
Howell (2016)

Security Research Initiative 289 security professionals Quantitative
(Survey)

25 security professionals
recruited through survey
completion and the
researchers’ network

Qualitative
(Interviews)

Beck et al.
(2019)

ASIS Foundation 1018 senior professionals
(555 complete responses)

Quantitative
(Survey)

“About two dozen” Qualitative
(Interviews)

2.5.2 What does industry research show?

The findings from these studies complement the discussions in the industry

publications. They provide evidence from empirical studies that there are

different applications of convergence being used and that convergence is more

than an organisational structure and needs to be facilitated. This provides

organisations that are seeking evidence to support their decisions around

convergence with consistent information from both practitioner expertise as

demonstrated in the industry publications and guidance, and empirical stud-

ies as demonstrated in the industry research.

Implementation of convergence is varied

Organisations are adopting a variety of implementations from organisational

structures, where security teams are placed under a single head of security,
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to operational collaboration, where different security teams work together

on a project although are not necessarily in the same team. Specifically,

39% of respondents to the ASIS/ISAF survey reported their organisations

as converged with a single head of security or security executive (Dorey et

al., 2012); 31% of respondents to the Perpetuity survey had a single person

responsible for physical and cyber security (Gill & Howell, 2016); whilst 52%

of respondents to the ASIS survey had some sort of convergence (Beck et al.,

2019).

The research also showed that organisations adopt non-structural ways of

achieving collaboration (Beck et al., 2019; Dorey et al., 2012). Organisations

use cross cutting committees to discuss security issues, formed of members

from different security disciplines; and “‘dotted line’ reporting” (Dorey et

al., 2012) suggesting project and task based collaboration rather than con-

vergence in one functional team. Similarly, the notion of “nonconvergence

relationships” was highlighted (Beck et al., 2019), indicating relationships

outside of converged organisational structures, and referred to as “collabo-

ration” between functions. This aligns with the interviews carried out by

Gill and Howell (2016). They described how security functions could be “de-

pendent” (p38), placing them within the same management structure and

location; or they could be “interdependent” (p39) where security functions

collaborate but remain organisationally separate. A third model was “inde-

pendent” (p39) where security functions remain separate and neither con-

verge nor collaborate, resulting in siloed security.

This demonstrates that there is no single implementation of convergence and

each organisation adopts a customised version of it. This suggests that there

is “no perfect template for convergence” (Beck et al., 2019, p.34) and a single
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model of convergence is not suitable. As stated in Beck et al. (2019): “The

key observation, supported by interviews, is that convergence or integration

needs to be customized to fit the needs and demands of individual organiza-

tions within specific lines of business. There is no one model that works for

everyone” (p23). Consequently, each organisation will be adopting conver-

gence in a way best suited to them, and therefore, they need information to

help them make decisions to achieve this.

Industry research findings from empirical studies demonstrate that there is

no single implementation of convergence, and give organisations an indica-

tion of the different ways convergence can be implemented. To make an

informed decision, however, organisations need direction in how to decide

what the best form of convergence is for them, and they need to understand

what makes convergence work over and above the reorganisation of security

teams. This is not provided by the industry research. These findings have

ramifications for guidance, however, as they suggest that organisations may

need help in navigating the decisions and activities that will make conver-

gence work for them. The current research aims to help with this.

Convergence is more than an organisational structure

Industry research demonstrates that convergence needs to be facilitated to

overcome challenges, such as cultural differences, engagement, and protec-

tionism (Gill & Howell, 2016). Convergence introduces uncertainty to an or-

ganisation, such as confusion about roles and lines of communication (Beck

et al., 2019), and conflicts of interest (Gill & Howell, 2016), and this needs

to be managed. Beck et al. (2019, p.14) stated that “Heads of security can’t

assume that because their departments are converged, communication will
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take care of itself ”, and similarly Gill and Howell (2016, p.46) highlighted

that “Simply co-locating two otherwise separate teams will lead to friction be-

tween physical and cyber ”. The role of “cross functional team builders” was

suggested; skilled staff who facilitate convergence and bring people together

(Gill & Howell, 2016, p.39), to mitigate uncertainty, manage relationships,

and ease communication. It is not clear, however, what organisations need

to do to achieve this, and what kind of activities “cross functional team

builders” might pursue.

Industry research highlights that convergence is far more than an organisa-

tional structure and organisations need to put in work to make convergence

happen, reinforcing the discussions in industry publications (Mimoso, 2009).

The need to facilitate convergence is found in evidence sources from both

practitioner expertise and empirical studies, providing some consistency for

organisations seeking information to inform their decision to adopt conver-

gence. Despite the need to facilitate convergence being recognised, there are

few details of how this might be achieved, and organisations need a steer

towards activities that facilitate collaboration and overcome challenges to

convergence. This is something the current research aims to do.

2.5.3 Limitations with industry research

Industry research provides organisations with information from empirical

studies, an alternative evidence source to the practitioner expertise presented

in the industry publications and guidance. Despite this, there are method-

ological limitations to the research that organisations would need to consider

when evaluating the information from these studies; primarily, the potential

bias in participant populations that might influence the findings, and the
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inability of quantitative survey research to explore the full breadth of con-

vergence.

Are the findings a true representation of the status of

convergence?

Industry research demonstrates that convergence is being adopted, but the

participant populations involved raise questions about whether the findings

offer a true representation of convergence. For example, it is perhaps unsur-

prising that a survey sponsored by ASIS, with participants recruited from

their membership, finds organisations are adopting cross cutting committees,

or risk councils (Dorey et al., 2012), when this approach has been advocated

in ASIS supported documents such as PriceWaterhouseCoopers (2010). It

is not clear whether similar findings would be achieved with organisations

outside of this membership.

This demonstrates the importance of transparency in participant recruitment

to ensure that the population the survey results represent can be understood.

Without clarity on where participants are recruited from, as in the Dorey

et al. (2012) survey, it is difficult to establish whether there may be any

potential bias in the responses. This is a limitation in Beck et al. (2019) who

recruited from “outside groups” without any further qualification.

Although qualitative research does not seek representative participants in the

same way as quantitative research does, the characteristics of the participants

is still important to understand the perspective they bring to the research.

Gill and Howell (2016) interviewed 25 security professionals, recruited either

from their participation in the survey, or through the researchers’ network.
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The inclusion criteria for interviewees recruited via the researcher’s network

is not clear, but there are limitations with the recruitment strategy. First,

targetting individuals through the researchers’ network might simply add

to the echo chamber rather than drawing from a broader range of exper-

tise. This would skew the findings so they do not accurately reflect the true

status of convergence. Second, interviewees recruited following completion

of the survey may have a different background to those recruited through

the researcher’s network as the survey was not solely about convergence but

more broadly about cyber crime. Additionally, completing the survey might

have influenced their thinking when answering the interview questions. This

highlights the importance of transparency in the inclusion and recruitment

of participants, to understand the perspective they bring to the research.

This was also a limitation of the interview study by (Beck et al., 2019): it

was not clear how interviewees were recruited, or indeed how many there

were as the report simply states there were “About two dozen” from a variety

of backgrounds.

Researchers influence the data collected, and they also influence the way

data is analysed and presented. This is particularly the case in qualitative

research. Despite this, there is no indication how the interview data was

analysed in either Gill and Howell (2016) or Beck et al. (2019). It is not

clear whether the researchers, or their sponsoring organisations, would have

influenced the reporting of their findings in any way. It was clear, however,

that the researchers played a role in the reporting of the quantitative survey

results in Dorey et al. (2012). They reported the benefit of a single security

report from a converged security function, and extrapolated this benefit into

a better view of security risks, reduced duplication and saving time. This

highlights the role of the researcher in the reporting of results, and how their
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previous experience can provide a broader, richer perspective to the research.

This also demonstrates that there can be a difference between findings that

have come from the participants of a study, and those that have been implied

by the researchers themselves.

These limitations do not diminish the findings of the research. Organisa-

tions using these research studies as a source of evidence to inform their

decisions will need to consider these limitations, however, when evaluating

the evidence presented by these studies.

Variations in convergence are not captured by quantitative

research

Variations in the application of convergence are difficult to research using

quantitative surveys, which restrict the responses available to questions to a

predetermined list (for example, Gill and Howell (2016), Beck et al. (2019)).

This limits the survey’s ability to capture a complete picture of convergence

as participants are forced to select only from the given options. The di-

chotomy of providing enough variation in the choice of responses, whilst also

minimising the number of options available, was recognised by Dorey et al.

(2012). They chose options they considered were the most prevalent from

their experience, which limits the survey’s ability to capture the full variety

of convergence implementation.

It is also not always clear how the response choices for questions are selected.

Beck et al. (2019) provide no information about their question and response

selection, whereas Gill and Howell (2016) carried out a literature review, yet

they do not state how literature was selected for review, or how question
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and response choices were made. Without this, it cannot be determined if

the questions and responses offer a complete array of options for the partici-

pants to select, making it difficult to establish the comprehensiveness of the

findings. Additionally, it cannot be established if the questions and response

options are subject to any bias, making it difficult to ascertain their validity.

Finally, it makes it difficult to compare surveys as the response options differ

between surveys.

The difficulty in comparing results between surveys is compounded by the

lack of transparency about the design of the studies, not just the questions

and response choices, but also their format which might be free text, multiple

choice, ranked, or limited selection. Where free text comments were included,

such as in Dorey et al. (2012), the responses to these were not discussed, so

potential variations and nuances were not captured.

Evidence of the restrictions this methodological limitation has on the re-

search output are demonstrated in the findings of the interviews that adopt

a more qualitative approach; these generated a broader set of responses than

the surveys when discussing the drivers to convergence. The surveys showed

that convergence was a response to the blended threat (Dorey et al., 2012)

or the adoption of new integrated technology (Beck et al., 2019; Dorey et al.,

2012). It was also seen as a way of reducing costs (Beck et al., 2019; Dorey

et al., 2012), and improving efficiency and alignment with the organisation

(Beck et al., 2019). The interviews, however, also highlighted better shar-

ing of information and better communication (Beck et al., 2019) which are

sociotechnical drivers for converged security. This demonstrates how qual-

itative data collection captures deeper insights into the implementation of

convergence than more quantitative approaches.
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In short, although industry research using quantitative methods may pro-

vide an insight into the numbers of organisations adopting convergence, it is

restricted in its ability to capture a comprehensive view of how convergence

is being implemented. The richer information produced from qualitative

research, therefore, may be more beneficial for organisations seeking infor-

mation to inform their decisions about how to adopt convergence.

2.5.4 Summarising the industry research

Industry research provides a snapshot of the extent to which organisations

have adopted convergence despite the limited information available to sup-

port them. The research provides evidence from empirical studies that sup-

ports the discussions in industry publications, specifically: how the imple-

mentation of convergence varies across organisations; how convergence is

more than an organisational structure; and that convergence needs to be fa-

cilitated. Although the research provides no clear or specific details on how

organisations might achieve this.

The findings of the industry research suggest that the ‘formality’ of conver-

gence specified in Tyson’s definition (Tyson, 2007, p.4) as “the integration,

in a formal, collaborative, and strategic manner, of the cumulative security

resources of an organization”, appears to be applied more loosely in real life.

Instead, organisations are abiding by the underlying ethos of convergence

“ . . . to deliver enterprise-wide benefits through enhanced risk mitigation, in-

creased operational effectiveness and efficiency, and cost savings” (Tyson,

2007, p.4). The variability in implementation, and the reduced reliance on
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organisational structure, raises the question about the “degree to which col-

laboration or joint working was deemed necessary to be considered ‘conver-

gence’ ” (Gill & Howell, 2016, p.37). This demonstrates that convergence is

not a precise concept, and can be applied in a way that suits the organisation.

The industry research demonstrates that organisations are adopting conver-

gence. This presents an opportunity for future research to explore the real-

world experiences of those working in converged security functions. Similarly,

the limitations of industry research, which organisations need to consider

when evaluating the information it provides, also inform future research.

Specifically how the nature of research impacts whether a comprehensive

view of convergence can be achieved, and how participant recruitment can

impact whether the findings provide a representative view of convergence.

2.6 Summarising the problem

Industry research indicates that organisations are adopting convergence with

limited guidance on how to do so effectively. Convergence is being imple-

mented in different ways, it is more than an organisational structure, and it

needs to be facilitated. There is not a universal understanding of what con-

vergence is, however, and no clarity on the best form to adopt in a particular

setting, how to adopt it in context, and how to establish if it is applied well

(Gill & Howell, 2016).

Organisations need to make their own decisions on how to implement con-

verged security for their context, and establish what activities they will carry

out to facilitate convergence. They could use the EBP framework to help

inform their decision, however, although there is some information available
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based on practitioner expertise and empirical studies, this is limited. It is

also questionable whether the information that is available provides organ-

isations with enough actionable detail to help them navigate the decisions

and activities necessary to adopt converged security in a way that is most

suitable to them. Additionally, there is very little indication of how organi-

sations can utilise other evidence sources such as stakeholder concerns and

organisational data.

Without guidance to steer them, organisations may not be providing the

holistic view of security they expect, and vulnerabilities that fall between

the gaps of physical, cyber or personnel security may still be exploited. It

is important therefore to provide a broader evidence-base for how to adopt

convergence that organisations can draw from when making their decisions.

Specifically, more information is needed on how convergence actually works

in organisations, what facilitates it and how organisations decide what it

will look like for them. The following three research questions have been

identified, and the remainder of this chapter will explore whether these have

been answered in the academic literature:

• How do different security teams work together in converged security,

specifically how is collaboration facilitated?

• What facilitates effective convergence in an organisation; what needs

to be in place to make sure it works?

• What instigates a move to convergence, and how do organisations de-

cide to implement converged security?
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2.7 Convergence in the academic literature

Academic literature on organisational and cultural convergence tends to

be theoretical or experiential, such as Rahman and Donahue (2010), and

Bernard (2007). Again, despite being published in academic journals, these

would be considered practitioner expertise as they do not have an empirical

component to them (Barends et al., 2014). There are very few studies from

academia discussing organisational convergence that would fall under the

EBP category of empirical study (Briner, 2019), and even fewer published

studies with Aleem et al. (2013) being the only empirical study published in

an academic journal. Although academic research starts to provide empiri-

cal evidence for the factors that will help organisations adopt convergence,

there are often methodological limitations to these studies. The research de-

cisions are not always clear, and the research instruments tend to be based

on information from the literature rather than the real-world experiences of

those who have worked in converged security. This means that the insights

provided by the academic literature do not necessarily align with the reality

of convergence.

This section begins with a discussion of academic literature that advocates

convergence but that does not have an empirical underpinning. These are

discussed in relation to the industry literature as both are categorised as

practitioner expertise (Briner, 2019). Then academic empirical studies that

have not been published in peer reviewed journals are explored in terms of

their contribution to the understanding of how convergence works, but also

in terms of their methodological limitations. These are considered empir-

ical studies as, like the industry research, although they do not appear in
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academic journals (Barends et al., 2014) they do provide empirical evidence.

The single published empirical study on convergence is critiqued in relation

to the academic research that has not been published in peer reviewed jour-

nals, before discussing the limitations of all the academic research. Finally, a

short summary of the academic literature is provided, highlighting that more

research is needed that draws on the experience of those who have worked

in converged security.

2.7.1 Reiterating the message from industry

Academic articles about convergence that have been published in peer re-

viewed journals reiterate many of the messages promoted in the industry lit-

erature, such as how the potential for converged, or blended attacks (Kinslow,

2006; Rahman & Donahue, 2010), and the interconnectedness of physical

systems (Anderson, 2007; Melendez et al., 2008; Rahman & Donahue, 2010)

has prompted organisations to adopt convergence because of the blurring of

responsibilities (Rahman & Donahue, 2010). Additionally convergence as a

response to regulation (Anderson, 2007; Bernard, 2007; Kinslow, 2006; Me-

lendez et al., 2008; Rahman & Donahue, 2010), and to save costs (Anderson,

2007; Melendez et al., 2008; Rahman & Donahue, 2010; Shaw & Smith,

2010) is more frequently acknowledged. The published academic literature

also recognises that organisations are adopting convergence as a way of mov-

ing away from siloed security and the problems associated with it. These

include, for example, redundancy, gaps in security (Kinslow, 2006; Rahman

& Donahue, 2010), improved event management and recovery (Rahman &
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Donahue, 2010; Shaw & Smith, 2010), and better recognition and manage-

ment of risk (Rahman & Donahue, 2010). Like the industry literature, how-

ever, there is no clear indication how these drivers for convergence have been

identified as there are no details of any research highlighted in any of these

papers. Consequently, these academic papers would constitute practitioner

expertise rather than empirical studies (Briner, 2019).

Similarly, many of the reported benefits of convergence promoted in indus-

try publications are echoed in the academic literature, such as a single goal

(Rahman & Donahue, 2010), reduced duplication (Anderson, 2007; Kinslow,

2006; Rahman & Donahue, 2010), and improved efficiency (Rahman & Don-

ahue, 2010). Again, like the industry publications it is not clear how these

benefits have been established as there is no detail of any research to sup-

port the claims. It is not clear if both academic and industry publications

are simply echoing sentiments voiced elsewhere, presenting anecdotal claims

as evidence. Claims that appear in several publications may seem to give

more support to them, however, if the underlying premise has only been

anecdotally established this does not build evidence for those claims.

Like the industry publications, academic literature advocating convergence

agrees that there is no single model of convergence (Rahman & Donahue,

2010). Rahman and Donahue (2010) present three organisational structures

for convergence including a single security function, a joint Chief Security

Officer, or a risk council. Others have highlighted how teams can collaborate

through a joint task (Bernard, 2007), or a single aim or process (Kinslow,

2006). Strategies for facilitating convergence, in particular the cultural as-

pects that organisations may need to address, also mirror those mentioned

in the industry literature. For example, leadership to foster collaboration,
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support from the board, but also cross training (Rahman & Donahue, 2010).

Again, how these methods of convergence have been established is not clear

as none of these articles present any research or evidence for their sugges-

tions. These claims, however, reinforce the need for organisations to make

decisions about how convergence will be adopted in their context.

2.7.2 Unpublished academic research exploring convergence

The importance of organisational or cultural convergence is recognised in

academic articles that are predominantly focused on the convergence of tech-

nology systems (Chandler et al., 2017; Kinslow, 2006; Schultz, 2007). Despite

this recognition, there is not an extensive body of research into organisational

convergence (Kamp, 2016). Most research looking at organisational conver-

gence can be found in unpublished theses (such as Larson (2009) and Kamp

(2016)), with the exception of Aleem et al. (2013) which was published in Se-

curity Journal. These academic studies start to provide empirical evidence

for converged security, and they take a step towards understanding more

about how organisations might adopt convergence. These studies focus on

providing organisations with some evidence for what is required to move to a

converged approach. The aim is less on understanding the drivers and bene-

fits, and more on how organisations can adopt convergence. The foundations

of the research are, however, primarily theoretical, based on the literature

rather than from gathering first hand accounts of convergence. This means

that rather than focusing on how security teams actually work together they

are focused on how this might be achieved. Additionally, there are method-

ological limitations that need to be recognised when reviewing the literature

such as the selection of the literature and participants.
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Critical success factors developed from the literature

Larson (2009) and Kamp (2016) both explored the factors that facilitate

convergence, and identified Critical Success Factors (CSFs), which they used

as a discussion point to be validated with experts (Kamp, 2016), or to be

measured on their relevance or importance (Larson, 2009). The approaches

they took, however, were very different. Larson (2009) carried out a quanti-

tative case study, surveying security professionals to describe the perception

of convergence. The survey was developed from the literature, and consisted

of a series of statements for respondents to rate or rank. These statements

covered areas including the perceived benefits and barriers, the facilitators

to convergence, and the critical success factors, and the study compared per-

ceptions across different geography and security backgrounds. Kamp (2016)

on the other hand developed a framework for security convergence using

pre-existing risk management models as a foundation. The framework high-

lighted 11 key elements that contribute to security convergence, and 12 en-

ablers that help it to happen. The key elements and enablers were generated

from existing literature about risk management frameworks and validated in

a qualitative interview study by security experts. The framework was then

applied to a case study organisation to ascertain whether the elements of the

framework were present through document analysis and interviews.

In both studies, however, the CSFs were based solely on existing literature,

such as risk management frameworks (Kamp, 2016), rather than being drawn

from discussions with security professionals with experience of convergence: a

missed opportunity to either explore the real lived experiences of convergence

adoption, or recognise that the documented implementation of a way of

working may differ from the way work is actually carried out.
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Limited transparency in the identification of the literature

Although the existing literature was relied on for developing the survey (Lar-

son, 2009) and framework (Kamp, 2016), the research decisions concerning

the literature are not transparent, and it is not clear why literature, or the

information within it, was selected in the development of the research tools.

Kamp’s (2016) framework was created using existing risk models, although it

is not clear how these models were selected for inclusion. It is also not made

explicit whether the referenced risk models were themselves evidence based

and validated, so it is not clear whether the foundations of the framework

are based on research. Similarly, Larson’s (2009) survey was developed from

the literature although it was not clear what literature was selected, or why

and how the necessary information was retrieved from the literature. There

is a range of different literature on convergence, and a limited amount of re-

search based information; without being clear on the source of information,

reliability cannot be established. Additionally, without knowing the crite-

ria for including literature, and the decision-making process it is difficult to

establish whether there is any bias in the selection of the literature or infor-

mation. As this underpins the research for both Larson (2009) and Kamp

(2016) it raises a question about the basis of the tools they have created for

their research.

Unclear participant experience with convergence

The studies also vary in the inclusion criteria for participants, specifically

their expertise, and they do not provide enough information about their

population. It could be argued that it is important for participants to have
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a direct experience of convergence to be included in studies that help identify

how organisations might adopt the approach. The selection of participants

is particularly important for qualitative research as the sample will be small,

and although not necessarily representative or generalisable, their appropri-

ateness for inclusion should be transparent. Kamp (2016), however, was not

explicitly clear whether the participants who validated the first draft of the

framework were experts in convergence. This raises the question whether

they had the right experience in converged security to provide appropriate

feedback on the draft framework. In contrast, Larson (2009) carried out

a quantitative survey of security practitioners selected from the wider se-

curity practitioner population. Larson was interested in the differences in

perception of convergence between security professionals from different back-

grounds, therefore those with experience across security boundaries were not

included in the analysis. This means that the findings from the study are

based on the perception of security professionals who do not have experi-

ence of working within a converged security function, as they would have

experience of working across security boundaries and would therefore be ex-

cluded. The perceptions determined in Larson’s study are therefore based

on participants whose experience and perceptions have been formed from

undetermined and varied sources, rather than from direct experience of con-

vergence.

The output of these unpublished empirical studies start to provide some

indication of how security teams might work together and what might fa-

cilitate effective convergence. The findings, however, are not based on the

real-world experiences of those with experience of convergence, and do not

necessarily reflect how convergence works in reality.
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2.7.3 Published academic research exploring convergence

The academic research by Larson (2009) and Kamp (2016) has not been

published in an academic journal. It has not, therefore, been exposed to the

critique of an independent peer review panel, which would provide an oppor-

tunity for the methodology and contribution of such studies to be reviewed

by experts in the field. The lack of peer review itself does not necessarily de-

tract from the quality of the research, but it does mean that this additional

validation has not taken place. The theses will have been assessed at their

academic institutions, however, the outcome of these assessments, and the

experience of the assessors with convergence, is not clear. In contrast, an

academic study by Aleem et al. (2013) has been published. Their study was

based on the experiences of those working in security, to understand how the

different teams might work together.

Like Kamp (2016), Aleem et al. (2013) proposed a framework, although this

was a procedural approach to convergence rather than a framework of CSFs.

They developed their approach from a case study, where processes across

different security functions were mapped and aligned. Their approach en-

courages security functions to collaborate on certain procedures, such as risk

mapping and business impact assessment, crisis and disaster management

and business continuity, and awareness and training, rather than converg-

ing the organisational structures of the different security disciplines. Their

framework was not based on the existing literature, but was inductively gen-

erated from the interviews and document analysis within their case study

organisation. Unlike the unpublished theses from Kamp (2016) and Larson

(2009), Aleem et al. (2013) drew directly from the experiences of those within

security.
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2.7.4 Methodological limitations across academic research

Methods of analysis, omitted from the industry research reports, are also

omitted from the academic research. It is unclear how the interviews and or-

ganisational documentation were analysed by Aleem et al. (2013) to produce

the proposed model of convergence. They are also absent from Kamp (2016),

who did not state how the interviews to evaluate his draft framework were

analysed, or what methods of analysis were carried out in the case study.

Without understanding the methods of analysis it is difficult to establish

whether a systematic approach was taken, or whether the analysis simply

selected the most desirable elements of the data that were most interesting

to the researcher.

Both Aleem et al. (2013) and Kamp (2016) used organisational documenta-

tion as a source of information for their research. This does not necessarily

reflect how work is carried out in organisations, and therefore, it is not appro-

priate as a single source of research information. Aleem et al. (2013) used

organisational documentation to understand the processes of the IT secu-

rity and the physical security teams in their case study organisation. Kamp

(2016) also used organisational documentation when applying the CSFs to

the case study organisation. Organisational documentation provides an in-

sight into the intended way of working for an organisation, but it often

misses the reality of work as done within the organisation; additionally the

presence of documentation does not account for its usability, applicability,

or coverage. Equally, it does not guarantee widespread recognition of the

contents of documents throughout the organisation, or the impact on op-

erations. For example, a policy document might mention that convergence



2.7. Convergence in the academic literature 64

should happen but this does not necessarily filter down to everyday knowl-

edge or working. Issues with documentation were recognised in Kamp’s

(2016) case study where interviews highlighted how security policy can be

confusing, contradictory and too detailed. This demonstrates the issue of

relying solely on organisational documentation, and both Kamp (2016) and

Aleem et al. (2013) complemented their document analysis with interviews.

This provided broader insight into how work actually takes place, which em-

phasises the importance of understanding how this source of information was

analysed.

2.7.5 Use of the study findings

Academic research has the opportunity to provide organisations with evidence-

based information about how to implement converged security. The level

of detail provided by the academic research, however, is rather superficial,

only providing an indication of when different security disciplines might col-

laborate (Aleem et al., 2013), or simply providing a list of one-sentence

statements relating to factors that facilitate or support convergence (Larson,

2009). It is questionable whether an organisation could use this information

to embark on a successful converged approach, although it is unclear whether

this was the authors’ intent. Kamp (2016) was clear about the intention for

his research: he suggested that the CSFs developed could be a potential tool

for organisations seeking to adopt a convergence approach, and to facilitate

improvements for those already implementing convergence. Kamp (2016)

provided more detail in the definition of each of his framework items and en-

ablers for convergence than Larson (2009), however, the definitions still lack

clarity, and there is overlap between some of the elements. For example, two
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enablers “Support from the top” and “Collaborative defined security vision

and strategy that align with the organizational mission, vision and strategy”

have the same definition, “Support - to agree with and give encouragement

to the converged security approach. Commitment and buy-in from the top

level of the organization, such as executive board, top management and se-

nior management. Tone at the top” (p67). This raises the question whether

there is enough distinction between the different CSFs. The definition also

does not provide much information about how “support” and “commitment”

are given. This leaves organisations with scope to adopt the CSF as they see

fit within their context, but also it provides them with little indication of

how they might be implemented. It is also apparent that there is variation in

the detail within CSFs, and they are not at a consistent level of granularity.

There is also limited validation of the approaches presented in the academic

literature. This makes it difficult to establish how effective they are or

whether they would be applicable in the real-world. The findings from Lar-

son (2009) provided an indication of whether the factors suggested were per-

ceived as necessary or important for convergence by people within security

disciplines, although these were not validated with anyone with experience

of convergence. Aleem et al. (2013) developed a model of when security

disciplines might collaborate, although they did not provide any assessment

of this framework. It is not possible, therefore, to ascertain how effective

these proposed approaches are, or their applicability or usability in real life

settings.

Kamp (2016) did carry out a validation of their draft CSFs with 6 security

professionals. As mentioned above, it was not clear what level of experience

these professionals had with convergence, and therefore whether they were
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the right people to validate the CSFs. Similarly, it was not clear what analysis

took place of the interviews, making it difficult to establish whether there

was any bias in the analytical approach taken.

Kamp (2016) revised the CSFs based on the feedback during the validation

and applied this to a converged organisation in critical infrastructure. This,

however, wasn’t a validation of the CSFs, rather it demonstrated whether

there was evidence of each CSF in the organisation. There are several limi-

tations of this case study. Firstly, it is difficult to know what the benchmark

was that the CSFs were applied to. The organisation in the case study was

considered converged, but there were no details about how this was estab-

lished or whether their convergence was effective or successful. The success

of convergence is difficult to establish as there are no objective measures of

convergence. This also means that there is nothing to measure the CSFs

against to assess their validity, and there was no analysis of the benefit of

the CSFs from the case study.

Secondly, the CSFs were considered individually, rather than as a whole.

The case study established that the organisation was not applying all of the

CSFs, consequently it is not clear how many of the CSFs would need to be

applied for an organisation to be considered converged. Additionally, it was

not clear whether each CSF had the same weighting or whether some were

more important than others.

Thirdly, the indicators of the CSFs provided are subjective, relying on the

judgement of the person making the assessment. For example the CSF “Ex-

istence of a common security vision” is indicated by:
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• analysing the documentation to establish: “is a security vision state-

ment available? ”,

• and through the interview questions “What is the high level definition

of security within your organisation? How would you define security

for your organisation, in other words what entails security for the or-

ganisation? What is the purpose of security for the organisation? ”

(p70).

It is not clear how the answers to these questions can determine a common

security vision, or what level of analysis would be required of the interviews

to establish this. The lack of detail means that there is the potential that

the assessment of the CSFs could be open to confirmation bias, where the

assessor seeks information that aligns with their search. This could mean

that the assessment of the CSFs could be rudimentary.

Finally, there is a lot of scope in how the CSFs might be implemented,

and the level of their adoption. In short, an organisation may be applying

one of the CSFs but there is no indication of how sufficient the adoption

is. A good example of this is the CSF “Mutual understanding, awareness,

acceptance and support of interdependencies”, indicated by “Understanding

and awareness of different types of culture in the security environment”,

which could be present to varying degrees. Additionally, the definition for

this CSF provides the sort of things that might be required to achieve this,

but not specifically how they might be achieved.

Lastly, there is no doubt other unpublished academic research on conver-

gence, particularly in Masters or undergraduate theses. These, however, are

not easy to locate, and are less readily accessed by the security industry
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who may find the research beneficial. The length of theses also may make

them less digestible for a busy practitioner audience. There is an opportu-

nity, therefore, to draw together the experiential and empirical evidence on

convergence to start to create a model for implementing convergence.

2.7.6 Summarising the academic literature

The academic literature has reinforced the messages from the industry lit-

erature about what drives organisations to adopt convergence, and what

benefits and challenges they may experience. Like the industry literature,

however, these articles provide no empirical evidence for their claims, and

are therefore considered to provide evidence as practitioner expertise (Briner,

2019). Academic research that could be considered empirical study (Briner,

2019) on convergence is limited. Unpublished theses start to provide an ev-

idence base for convergence, but methodologically they are limited in their

reliance on the literature rather than real-world experience of those who have

worked in converged security. Published research from Aleem et al. (2013)

does develop a framework from a case study within an organisation, yet along

with the unpublished research there are methodological limitations with this

work too. In particular, research into convergence does not make clear the

analysis methods used, it provides limited detail for organisations to use,

and the outputs have not been validated.

In short, more research is needed to provide an evidence base that can be used

by organisations seeking to adopt convergence. There is a need for research

into convergence to: represent all industry sectors where convergence can

be applied; more methodically draw on the convergence literature to source

information about facilitating convergence; and utilise the experiences of
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organisations that have already adopted convergence.

2.8 Conclusions from the literature review

This chapter has demonstrated that there is no standard adoption of conver-

gence (Beck et al., 2019; Dorey et al., 2012; Gill & Howell, 2016; IOMA, 2008;

Moore, 2007; Rahman & Donahue, 2010; Willison, 2009), that convergence

needs to be facilitated (Beck et al., 2019; Blades, 2010; Gill & Howell, 2016;

Mimoso, 2009; Moore, 2007; Ritchey, 2017; Slater, 2005), and that conver-

gence is more than a change to the organisational structure. Consequently,

organisations need to make decisions about the best form of convergence for

them. To help with this decision, EBP proposes organisations search for and

evaluate four sources of evidence: empirical studies, practitioner expertise,

stakeholder concerns, and organisational data. From an EBP perspective

there is some evidence available to help organisations make a decision, yet

importantly, an evaluation of the literature identifies issues that would need

to be considered when assessing whether this is the best available evidence.

Firstly, evidence from academia, empirical studies, is limited (Beck et al.,

2019; Kamp, 2016). Academic literature has started to address the question

of how organisations might adopt convergence by providing insight into crit-

ical success factors that are required for convergence to be successful (Kamp,

2016; Larson, 2009), and by providing frameworks for when different security

disciplines might converge (Aleem et al., 2013). It misses the opportunity,

however, to draw on the real-world experiences of those working in con-

verged security functions, and the outputs from these studies have not been
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validated (Aleem et al., 2013; Larson, 2009). Secondly, evidence from practi-

tioner expertise is more prevalent, yet tends to focus on the drivers, benefits

and challenges of convergence, and does not provide enough detail of how to

implement convergence to give organisations a clear route to adoption.

Despite the limitations with the available evidence, industry research demon-

strates that organisations are adopting convergence. This highlights a prob-

lem, as without evidence, organisations seeking to adopt convergence may

not be establishing the holistic view of security they expect, and vulner-

abilities may still exist between security boundaries. Further research is

needed, therefore, to build the evidence that will help organisations make

more informed decisions when deciding how to implement convergence in

their context. The following research questions will help to provide this

evidence:

• How do different security teams work together in converged security,

specifically how is collaboration facilitated?

• What facilitates effective convergence in an organisation, what needs

to be in place to make sure it works?

• What instigates a move to convergence, and how do organisations de-

cide to implement converged security?

The literature review has also highlighted how academic research has missed

an opportunity to thoroughly explore the real-world experiences of those who

work in converged security functions. Industry research has predominantly

focused on quantitative research, although the qualitative aspects have fos-

tered a richer understanding of convergence. This presents a gap in the
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literature for empirical, qualitative research that draws directly from those

with experience of convergence to more fully understand what is needed for

convergence to work.



Chapter 3

Methodology

This chapter describes the focus of this research: to understand the real-

world experience of security professionals who have worked in convergence.

This research adopts a qualitative methodology to achieve this, placing the

researcher at the centre of data collection and analysis. The chapter explains

the adoption of a constructivist research philosophy, and what this means

in terms of the researcher’s underlying assumptions about convergence, and

their values, and how these influence the way the data is collected and anal-

ysed.

The chapter then details how the research philosophy is applied to the re-

search questions through a basic qualitative research design. The rationale

for adopting this design is explained in light of the original case study design

being abandoned due to restrictions imposed because of the COVID-19 coro-

navirus pandemic. The chapter closes with a discussion of the three research

methods employed and the use of thematic analysis as an analysis method.
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3.1 Research focus

The literature review demonstrated that organisations are adopting con-

vergence as a way of understanding and mitigating threats that span the

jurisdiction of physical, cyber, and personnel security. There is no single

way of adopting convergence, however, and organisations need to do more

than change their organisational structure for convergence to be effective.

Organisations, therefore, need to make decisions about how to implement

convergence in the best way for their context.

According to Briner’s (2019) model of evidence-based practice (EBP), or-

ganisations should seek information from four different sources of evidence

to make informed decisions: empirical studies, practitioner expertise, stake-

holder concerns, and organisational data. The literature review highlighted

that the majority of published information about convergence draws from

practitioner expertise, but this provides little information about how to adopt

convergence. Empirical studies are limited, and do not draw directly from

the real-world experiences of those who have adopted convergence. Con-

sequently there is little guidance to help organisations make an informed

decision, to help them understand how they might engage with stakeholders,

or use their own data, to inform their decisions relating to the implementa-

tion of convergence.

Organisations need an evidence base that provides them with information

about what they need to consider when adopting convergence, to help them

make an informed decision about what they need to do to implement it in

their context. Without this, organisations may not be providing the holis-

tic view of security they expect, and vulnerabilities may still exist between



3.2. Methodological approach 74

security boundaries.

This research starts to build the required evidence base by exploring the

real-world experience of those who have already adopted convergence. The

research provides an in-depth study of how converged security functions op-

erate in real-world settings to understand what evidence organisation use,

how convergence works, and what facilitates its effectiveness.

3.2 Methodological approach

To explore the real-world experiences of those who have implemented con-

vergence, this research adopts a qualitative methodology. This allows the

complex nature of convergence to be investigated as a whole, without reduc-

ing it into smaller constituent parts as would be the case with a quantitative

methodology, which thus could potentially miss critical elements that are

fundamental to its implementation. A qualitative methodology enables a

rich understanding of how convergence works to be built, by establishing

meaning from the interpretation of participants’ contributions (Saunders et

al., 2012). This cannot be achieved from a quantitative methodology that fo-

cuses more on numbers rather than words, establishing a broad yet “shallow ”

data set (Braun & Clarke, 2014, p.34).

3.3 Research philosophy

A qualitative methodology recognises that the way data is collected and in-

terpreted is influenced by the assumptions of the researcher. In the current
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research, the researcher is not a security practitioner, and their view of secu-

rity and convergence will potentially differ from that of experienced security

professionals. It is important, therefore, to make it clear what the role of

the researcher is, their underlying assumptions about how the research can

develop knowledge, and what the nature of that knowledge is (Saunders

et al., 2012). This forms the research philosophy, also known as the inter-

pretive framework, for the research (Creswell & Poth, 2018). Detailing the

research philosophy is important as it shapes the direction of the research,

and influences the research decisions that are made (Creswell & Poth, 2018);

consequently, justifying its application can provide an indication of the qual-

ity of the research (Carter & Little, 2007). This section details the research

philosophy adopted by this research and provides a description of the under-

lying assumptions that underpin it.

3.3.1 Social constructivist research philosophy

This research aims to understand the perceived reality of convergence of those

who have experience of working within it. The search for this understanding

aligns best with an interpretivist, or social constructivist research philosophy

(Creswell & Poth, 2018). The social constructivist research philosophy arose

from debates about the contrast between natural and social scientific inquiry

in the late 1800s. Windelband and Rickert (Morrison, 2008) argued that

social science research was not able to measure the reality of any social

situation, only the perspectives of the people within it, that are governed

by their values and previous experiences. This thinking underpins the social

constructivist paradigm, which takes the position that scientific inquiry can

not establish a true description of reality, only the “meaningful constructions”
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that social actors use to “make sense” of the world (Guba & Lincoln, 1989).

This research takes the position that convergence is a social construction

and not an objective concept; there is no single perspective of convergence,

rather, the reality of convergence is constructed by those who experience it

(Merriam & Tisdell, 2015), whether they are at different hierarchical lev-

els or in different functions. In contrast a positivist philosophy would look

for concrete aspects of convergence, like numbers of organisations that have

adopted it. This type of research has already been carried out through in-

dustry associations, as described in the literature review, so pursuing this

route of enquiry would add little to the existing literature on convergence.

Additionally, it would not provide a deeper understanding of what conver-

gence looks like and how it works within those organisations. This can only

be achieved by adopting a social constructivist perspective.

The early debates that lead to the social constructivist philosophy included

discussion on the nature of scientific inquiry itself, emphasising how natural

science seeks to measure the general and repeatable natural laws, whilst

social science is more about understanding the specific (Morrison, 2008). The

constructivist approach, in contrast to natural scientific inquiry, recognises

the role of context, which is stripped from more positivist approaches (Guba

& Lincoln, 1989). The following sections detail the researcher’s assumptions

about how research can develop knowledge about convergence and what the

nature of that knowledge is, which further demonstrate how this research

aligns with the social constructivist research paradigm.
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3.3.2 Underlying assumptions

Each research philosophy is a reflection of the assumptions the researcher

brings to their research, specifically ontology, epistemology, methodology and

axiology. By adopting a social constructivist philosophy this research makes

assumptions about the reality of convergence (ontology), how knowledge

about convergence can be determined (epistemology), and what process is

used to achieve this (methodology). The research also recognises the role

of the researcher and their values (axiology), and how this influences the

interpretation and construction of the understanding of convergence this

research aims to achieve. Creswell and Poth (2018, pp. 20–21) describe the

four underlying assumptions as:

• Ontology, what the researcher considers the “nature of reality”;

• Epistemology, “how knowledge is known”;

• Methodology, “the procedures of qualitative research”;

• Axiology, the “values and biases” of the researcher.

Untangling the nature of research philosophy is complicated as there are

many philosophies, epistemologies & ontologies, and inconsistencies in their

nomenclature can make them unnecessarily impenetrable concepts (Creswell

& Poth, 2018; Merriam & Tisdell, 2015). For example, the synonymous

ontologies of objectivism (Saunders et al., 2012), realism (Braun & Clarke,

2014) and essentialism (Braun & Clarke, 2006) or the use of the same ter-

minology to name epistemologies and research philosophies such as postpos-

itivist epistemology (Braun & Clarke, 2014) and postpositivist interpretive
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framework (Creswell & Poth, 2018). This makes it even more important

to specify and describe the research philosophy used and its underlying as-

sumptions. Consequently, each underlying assumption for this research is

identified and justified in the following sections.

Ontology - the nature of reality

Ontology describes the underlying assumptions about the reality of the world

being researched. Saunders et al. (2012) put forward two ontologies, objec-

tivism and subjectivism, which are akin to realism and relativism as defined

by Braun and Clarke (2014).

This research adopts a subjective or relativist ontology, considering organi-

sational security as a “social phenomena”, “created from the perceptions and

consequent actions of social actors” (Saunders et al., 2012, p. 132). This

takes the position that security is not an object to be studied but a con-

cept that will alter depending on the perspective of the actors involved, for

example security staff, organisation employees or adversaries. Security, and

converged security in particular, change over time, and are more than the

structure and processes of the security function, they are a product of inter-

action and culture.

In contrast, objectivism or realism, propose that the world as observed is

the world that can be researched, and assumes “a knowable world, which

is comprehensible through research - that the truth is ‘out there’ and can

be accessed by the appropriate application of research techniques” (Braun &

Clarke, 2014, p.27). To study organisational security from this perspective

would consider security as an entity, perhaps looking at job descriptions and
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processes, in the same way as Saunders et al. (2012, p.131) discuss these in

relation to the research of management. This ontological perspective would

miss the opportunity to explore the broad range of facets that are involved

in the adoption of convergence.

Epistemology - how knowledge is known

Epistemology describes the assumptions about what would be considered

“acceptable knowledge” (Saunders et al., 2012) and how best for the research

to generate it (Braun & Clarke, 2014). To establish an epistemological per-

spective a researcher needs to ascertain “what is it possible to know? ” (Braun

& Clarke, 2014, p.29). Like ontology, epistemology is sited along a realist

and relativist spectrum (Braun & Clarke, 2014), depending on the underly-

ing assumptions of the research.

This research adopts a constructivist (Braun & Clarke, 2014; Braun &

Clarke, 2006) or an interpretivist (Saunders et al., 2012) epistemology that

places it towards the relativist end of the spectrum. It considers the knowl-

edge available on converged security to be tightly tied to the perspectives of

the people involved, and more ‘as I see it’ rather than ‘as it is’ (Saunders

et al., 2012). Convergence is a non-binary concept that cannot be objectively

viewed, because how it works, and what helps and hinders it, are changeable

ideas that are dependent on perspective.

In contrast, if the research regarded the available knowledge on convergence

to be unchanging regardless of perspective (Braun & Clarke, 2014; Saunders

et al., 2012), this would be a positivist epistemology towards a realist view.

This would consider that available knowledge provides an objective view of
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the reality of convergence within the organisation. It would argue that the

procedures organisations have adopted to move to convergence (from the

initial decisions to converge security to the operational and strategic mea-

sures used) are concrete and causal, and can be objectively collected. This

positivist view, however, does not recognise the complexity of organisational

security and as Saunders et al. (2012, p.137) state, “rich insights into this

complex world are lost if such complexity is reduced entirely to a series of law-

like generalisations”. Consequently, this research takes the view that even

the reporting of more concrete aspects of convergence will still be dependent

on the perspective of the people involved.

Methodology - the procedures

Methodology (Creswell & Poth, 2018), or research approach (Saunders et al.,

2012), determines whether the research will be theory driven (deductive),

or data driven (inductive). This research adopts an inductive approach,

to understand how convergence works. Here, the research data is used to

construct meanings about convergence rather than seeking verification for

an established theory as would be the case with a more deductive approach.

This has been determined by the limited academic literature that is available

on convergence, and the absence of any theory that the research could align

with. Academic research on convergence is limited, particularly more in-

depth qualitative studies. Industry research has described the landscape of

convergence, providing an indication of adoption, and offering broad opinions

about convergence (Beck et al., 2019; Dorey et al., 2012; Gill & Howell,

2016), yet such studies do not provide any comprehensive discussions of how

convergence actually works in responding organisations. Consequently, this
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research adopts a more exploratory approach to understand how convergence

works, and is driven by the data that is collected.

Axiology - researcher values and biases

Axiology refers to how the values and biases of the researcher influence the

research (Creswell & Poth, 2018), including the questions that are asked, the

methods used, and how the data is analysed and interpreted. It is important

to recognise this to demonstrate the credibility of the research (Saunders

et al., 2012).

In the current research, the researcher’s role is to act as a vehicle for un-

covering information from those with real-world experiences of convergence,

and to interpret it for a broader audience. As a research student, the re-

searcher has a different professional standing to the participants of the re-

search (Creswell & Poth, 2018), and as a non-security practitioner, they are

an outsider to the participant population (Braun & Clarke, 2014). Conse-

quently, they could be perceived as naive to the concerns of organisational

security, and the complexity of the topic. The researcher will need to build

trust, and establish credibility of themselves and their research, to facilitate

access to participants and data collection.

The researcher’s credibility and trustworthiness is established indirectly via

the research affiliation with CREST 1 and its stakeholders, and from the

reputation of the supervisory team. It is also established directly by the

1CREST is “the UK’s hub for behavioural and social science research into security threats”,
see crestresearch.ac.uk
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researcher and their ability to build relationships with participants, devel-

oped in previous consultancy roles. Additionally, the researcher’s positive

relationship with CREST stakeholders reinforces the researcher’s credibility

and trustworthiness and provides access to a wider participant pool through

the stakeholder’s willingness to share details of the research. The research

design itself helps to reinforce trustworthiness and credibility as it addresses

the ethical concerns associated with research into organisational security,

such as anonymity, data storage, and transcript reviews. This is demon-

strated through research documentation that provides detail to potential

participants (for example see Appendices C3 and D3).

Despite the differences between the researcher and the participants, the

shared interest in convergence, and perceived value of the research, acts as a

common ground between them. The researcher’s position is also potentially

beneficial as they may bring fewer biases to the research than a seasoned se-

curity practitioner. For example, they will have fewer preconceived notions

of how convergence should work, which minimises bias during data collec-

tion and analysis. Fewer assumptions allows the researcher to adopt an open

and curious posture through the research process, enabling exploratory dis-

cussions that help them learn from participants who can share information

without being concerned that their responses would be judged. This could

allow for broader and more accurate data collection.

3.3.3 Summary of the research philosophy

Section 3.3 has detailed the research philosophy and underlying assumptions

for this research, which adopt a more relativist perspective. This recog-

nises the constructed nature of convergence, that can only be researched by
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exploring the perspectives of those with experience of it. The exploratory

nature of this research, and the limited amount of previous academic re-

search, prompts a more inductive approach to the interpretation of the data

which is influenced by the researcher’s position as a non-security practitioner.

This philosophical perspective influences how the research questions will be

answered (Saunders et al., 2012), and the assumption that convergence is

a construction reinforces the need to engage directly with people who have

real-world experience of it to understand their perspective of how it works.

The research philosophy also impacts the design of the research and this is

discussed in the next section.

3.4 Changing research design

The research design provides a plan for how the research will be undertaken,

and explains how the research philosophy will be applied to answer the re-

search questions. There are many different qualitative research strategies

that can be employed, including narrative inquiry, grounded theory, ethnog-

raphy, action research and case studies (Saunders et al., 2012). This section

justifies the adoption of a case study research design, before explaining why

this design had to be abandoned because of the restrictions imposed by the

UK government during the COVID-19 coronavirus pandemic. The section

closes with a description of the basic qualitative study design that was sub-

sequently adopted, detailing how this research meets the requirements for

conducting and reporting this type of research design.
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3.4.1 Initial case study design

Initially a case study design was planned for this research. A case study iden-

tifies a case, a “real life contemporary bounded system” (Creswell & Poth,

2018, p.96-97) to be researched “within its real-life context, using multiple

sources of evidence” (Saunders et al., 2012, p.666). Organisations adopt-

ing converged security were identified as the case, or unit of analysis, and

research was to be carried out onsite in those organisations. The research

would explore convergence using a variety of methods enabling a “rich de-

scription” of convergence to be developed (Tetnowski, 2015, Advantages of

Case Study Research). These methods, such as interviews, focus groups

and document review, would help to understand how different stakeholders

perceived convergence, and how convergence was initiated.

Appropriateness of a case study design

This was, and is, an appropriate research design to adopt to investigate

convergence, in terms of the type of question to be answered, the control

the researcher has, and how current in time the issue being researched is

(Rowley, 2002).

For example, the exploratory and inductive nature of research into conver-

gence, and the limited academic literature, warrants research that explores

how and why questions, which are particularly applicable to case studies

(Brown, 2008; Harrison et al., 2017; Rowley, 2002). Second, as research into

convergence involves operational security this precludes more experimental

studies that may also answer such how or why questions (Rowley, 2002). It
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is more appropriate to explore how convergence currently works within or-

ganisations, rather than seek to implement changes to it that might establish

cause and effect relationships, therefore the researcher has limited control in

this research space. Thirdly, research into convergence can be contempo-

rary, looking at how organisations currently adopt convergence, rather than

looking specifically at historical cases.

Additionally, case studies offer a way of exploring the complexity of conver-

gence (Harrison et al., 2017; Tetnowski, 2015), providing a deeper description

than can be achieved with other methods (Tetnowski, 2015). Convergence is

inextricably linked to the context in which it operates in terms of the phys-

ical space that it protects, the adversarial climate that influences who and

how the organisation might be targetted, and the organisational priorities

when it comes to risk and business operations. Case studies are particu-

larly appropriate in such research spaces where the distinction between the

context and the case is unclear (Harrison et al., 2017).

UK COVID-19 coronavirus restrictions

Despite the appropriateness of case studies for this research, ethical approval

to conduct the research, and the commencement of organisation recruitment,

the UK Government restrictions imposed in 2020 because of the COVID-

19 coronavirus pandemic meant this research design had to be abandoned.

Research onsite in organisations was not possible for the foreseeable future,

and establishing a relationship with an organisation to carry out case studies

remotely would be difficult. Additionally, the ethical implications of engaging

with an organisation in this way during a pandemic are also questionable,

particularly considering the changes organisations needed to make because



3.4. Changing research design 86

of the restrictions imposed nationwide.

The opportunity to change the unit of analysis could make the adoption of

a case study still applicable. The variation in how convergence is applied

across organisations, as identified in the literature review, however, meant

that this would not provide a clearly bounded system to investigate. For the

research to be a case study and not simply a qualitative study it needs to

specifically define the unit of analysis, as “the unit of analysis. . . characterizes

a case study” not the topic (Merriam & Tisdell, 2015, p.38). Consequently,

an alternative research design was required that would still fulfil the aim of

the research to explore how convergence works in organisations.

3.4.2 Basic qualitative research

This research, therefore, adopts a basic qualitative research design (Merriam

& Tisdell, 2015) to address the research questions over a series of three

different qualitative research studies: an interview study (see Chapter 4,

p97), a Delphi study (see Chapter 5, p143), and an epistolary interview study

(see Chapter 6, p264). Also known as Generic Qualitative Research (Caelli et

al., 2003), this research design has the central characteristics of all qualitative

research, but does not apply an “additional dimension” as seen with other

research strategies (Merriam & Tisdell, 2015, p.24), for example the focus

on the lived experience in phenomenology and the construction of theory in

grounded theory (Braun & Clarke, 2014). This research design is increasingly

abundant in more applied settings such as “education, administration, health,

social work, counselling, business” (Merriam & Tisdell, 2015, p.23), and there

have been calls to help researchers adopt this design more effectively (Caelli

et al., 2003).



3.4. Changing research design 87

This section explains how this research has addressed each of the four re-

quirements basic qualitative research should adopt: theoretical positioning,

distinguishing methodology from methods, demonstrating rigour, and spec-

ifying the analytical lens (Caelli et al., 2003).

Theoretical positioning

It is important to indicate the role of the researcher and the influence their

values and biases have on the research (Caelli et al., 2003). The researcher is

a “primary instrument for data collection” in all qualitative research and it is

important for them to identify any biases they bring to the research (Merriam

& Tisdell, 2015, p.16). This already applies to this research, and the change

of research design did not alter the assumptions the researcher had made

about the research space (see Section 3.3.2 “Underlying assumptions”, p77)

or their position within the research (see Section 3.3.2 “Axiology - researcher

values and biases”, p81).

Distinguishing methodology from method

Basic qualitative research needs to distinguish methodology from methods

(Caelli et al., 2003). Section 3.3.1 “Social constructivist research philosophy”

identifies the social constructivist research framework this research adheres

to, and the underlying assumptions that inform and influence it. These

methodological underpinnings to this research are delineated from the re-

search methods employed, which are discussed in section 3.5.1 “Methods”

as well as in the individual study chapters 4, 5, and 6. This recognises the

distinction between the tools of the research and the underlying assumptions
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associated with the adoption of this research framework (Caelli et al., 2003).

The methodology and methods are aligned, however, as the underlying value

of this research, to expose information from those working in convergence,

warrants the use of methods that give the participant group a voice.

Rigour

Rigour is established by ensuring trust and confidence in the findings (Mer-

riam & Tisdell, 2015). This can only be achieved if the active role of the

researcher in the research, and the influence this has on the collection and

interpretation of the data, is recognised and made explicit. Rigour, therefore,

can be established through demonstrating researcher reflexivity (Merriam &

Tisdell, 2015), as demonstrated in this research in section 3.3.2 “Axiology -

researcher values and biases”.

Rigour is also established in this research by providing detailed accounts

of the different methods used to carry out data collection across the three

different studies (Creswell & Poth, 2018). Each data collection method is

described briefly in section 3.5.1 “Methods”, and more extensively in each

study chapter, which include a justification for adopting each method (see

chapters 4, 5, and 6). Additionally, rigour is established by providing “rich,

thick descriptions” (Merriam & Tisdell, 2015, p.259) throughout the thesis.

This exposes the data and demonstrates its applicability not just to this

research but to others who may wish to assess the applicability of the findings

to their context.

This research also demonstrates rigour by using “member checks” Merriam

and Tisdell (2015, p259), where findings are presented back to participants
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for verification (Creswell & Poth, 2018; Merriam & Tisdell, 2015). Partici-

pant validation occurs in the Delphi study (see Section 5.4, p198) and in the

final validation study (see Chapter 8, p345).

The analytical lens

The quality of a study adopting a basic qualitative research design needs to

make clear the underlying assumptions to the research (Caelli et al., 2003).

For this research these assumptions are discussed in section 3.3.2 “Underlying

assumptions”; they are situated towards a more relativist perspective, sitting

within a social constructivist research framework. It is important to identify

and disclose these assumptions as they also influence the analysis of the

research data, and the researcher’s interpretation and identification of the

meaning of the analysis.

3.4.3 Summary of the research design

Section 3.4 has described how the design of this research needed to change

to accommodate restrictions imposed by the UK Government due to the

COVID-19 coronavirus pandemic. It outlined the applicability of a case

study design to investigating convergence, and explained why this needed to

be abandoned and a basic qualitative research design employed. The section

detailed how this research addresses several requirements that have been

put forward to ensure the quality in applying this research design. The next

section signposts the different research and analysis methods employed by

this research.
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3.5 Research Methods and Analysis

This research adopts a qualitative methodology, and takes the social con-

structivist philosophical stance that there is no single reality of convergence,

rather there are many different realities that are formed by the experiences

and values of those with experience of it (Guba & Lincoln, 1989). This in-

forms the research methods to be used, providing direction towards methods

that expose the perspectives of those with experience of convergence. This

section introduces the three different research methods used in the basic

qualitative research design (interviews, a Delphi study, and epistolary inter-

views), and maps them to the research questions. The section closes with a

discussion of thematic analysis as the analytic method used to analyse the

data from these studies.

3.5.1 Methods

This research adopts three different qualitative methods to explore how con-

vergence works in organisations. Each method was selected to answer one of

the research questions as detailed in Table 3.1. Justification for the selection

of each research method, and details of the individual study design can be

found in the respective chapters. For completeness, Table 3.1 also includes

reference to the workshops that were used to evaluate the practical output

from the research.

These research methods ensure this research contributes to the empirical

studies source of evidence identified in EBP (Briner, 2019). These methods

also draw directly from those that have experience of convergence, in line
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with the research aim of exploring real-world experiences and the research’s

philosophical underpinnings. This means that this empirical research also

recognises and utilises the practitioner expertise evidence source specified in

EBP.

Table 3.1: An overview of the research methods used to answer the ques-
tions addressed by this research.

Research Question Method Data source Aim EBP evidence
source used

RQ1: How do
different security
teams work
together in
converged security,
specifically how is
collaboration
facilitated?

Initial
Interview
Study
(Chapter 4)

5 Senior security
professionals
working in
converged
security
functions

Explore how
convergence
works in
organisations,
what different
activities
support its
operation

Practitioner
expertise

RQ2: What
facilitates effective
convergence in an
organisation, what
needs to be in
place to make sure
it works?

Rapid
Review of
the
literature
(Chapter 5)

70 publications
on convergence,
and the analysis
from the Initial
Interview Study

Identify from
the literature
different
activities, or
‘key factors’
that facilitate
effective
convergence.

Practitioner
expertise from
experiential
literature,
empirical
studies from
academic
literature

Delphi
Study
(Chapter 5)

23 security
professionals
working in
converged
security
functions across
different
organisations,
industries and
countries.

Validate and
expand on the
list of key
factors identified
in the rapid
review.
Understand how
important each
key factor is for
effective
convergence

Practitioner
expertise

Continued on next page
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Table 3.1 – continued from previous page

Research Question Method Data source Aim EBP evidence
source used

RQ3: What
instigates a move
to convergence,
and how do
organisations
decide to
implement
converged
security?

Epistolary
interviews
(Chapter 6)

15 professionals
involved in the
decision to
converge
security

Understand how
convergence is
initiated and
what informs
and influences
an organisation’s
decision to
converge

Practitioner
expertise

Evaluation of the
practical output
from the analysis
of the three
studies, a roadmap
to convergence.

Validation
workshops
(Chapter 8)

12 security
professionals
who have
experience of
convergence, or,
who work in
organisations
starting to
implement
convergence

Understand
whether the
output of the
research is an
accurate and
complete
reflection of
what
organisations
need to consider
when adopting
convergence.

Practitioner
expertise

3.5.2 Analysis

Thematic analysis is used to analyse the data from all studies in this research

(Braun & Clarke, 2006). Thematic analysis is a way of identifying patterns

across a data set to describe and, in some instances, interpret the data

collected in a study using themes (Braun & Clarke, 2006). This method of

analysis is flexible, and has “theoretical ‘freedom’ ” (Braun & Clarke, 2006,

p. 78) making it applicable to a variety of research methods and questions

(Braun & Clarke, 2014), including the different studies in this research.
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This research is exploratory, and seeks to establish how convergence works

in organisations from the accounts of those who have real-world experience

of converged security. This means that alternative analytical methods are

less suitable, as their focus is inconsistent with the aims of this research.

For example, interpretive phenomenological analysis (IPA) considers the ex-

periences of participants, but also includes their reflection on the meaning

of those experiences which is not something this research is interested in

(Braun & Clarke, 2014). Equally, this research is not specifically interested

in the language used within the data, and the interpretation of this from a

social perspective as is the case with discourse analysis (Braun & Clarke,

2014). Grounded theory aims to construct theory from data, yet this re-

search is underpinned by EBP, which requires an understanding of the evi-

dence sources available to organisations, including practitioner expertise and

empirical studies. This is at odds with the premise within grounded theory

that analysis should take place without prior engagement with the literature

(Braun & Clarke, 2014).

Another justification for using thematic analysis in this research is its suit-

ability for inexperienced qualitative researchers. Thematic analysis provides

the foundational skills for all methods of qualitative data analysis (Braun &

Clarke, 2006), and an opportunity to learn about how to manage this sort of

data (Braun & Clarke, 2014). In this research, as the researcher has limited

previous experience of analysing qualitative data, thematic analysis was an

appropriate method of analysis to use.
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Using thematic analysis

Analysis aims to make sense of the data in relation to the research questions

(Merriam & Tisdell, 2015) and in this research the aim of thematic analysis

is to understand the reality of convergence from those with experience of

it (Braun & Clarke, 2006). Research data was analysed using the 6-stage

thematic analysis process identified in Braun and Clarke (2006). Specific

details of the thematic analysis for each study are discussed in each chapter,

however, these steps apply to all studies:

1. Transcription and familiarisation with the data;

2. Generate codes;

3. Generate overarching themes by combining codes;

4. Review the themes and generate thematic map;

5. Define and name the themes, and refine where necessary;

6. Produce a report, including extract examples.

For all studies NVIVO 12 for Mac was used to facilitate data analysis, en-

abling the identified codes and themes to be clearly recorded. This was

particularly helpful as a novice qualitative researcher: it enabled notes to

be made on the codes and themes, and allowed for easier revision as the

researcher learned more throughout the process. This was also helpful for

reporting the analysis, and the researcher found this final stage of the anal-

ysis particularly helpful at consolidating their thinking about the themes.

An inductive, data driven approach was adopted rather than theory driven,

with the researcher identifying themes that are of interest (Braun & Clarke,
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2006). This demonstrates the active role the researcher has in identifying the

patterns in the data, and deciding what elements of the data are of interest

and important to report on (Braun & Clarke, 2006). For example, in this

research the prevalence (Braun & Clarke, 2006) of themes was not of as much

interest as the themes themselves; any theme that helps to understand how

convergence is implemented in organisations is of interest. Convergence is

not implemented in the same way across different organisations (Beck et al.,

2019; Dorey et al., 2012; Gill & Howell, 2016; IOMA, 2008; Moore, 2007;

Rahman & Donahue, 2010; Willison, 2009), and, therefore, themes may not

be captured across all organisations. This does not mean that they are not

important.

3.5.3 Summary of the research methods and analysis

This section has detailed the three different qualitative research methods

used in this research and mapped them to the research question they have

been used to answer. Interviews help to explore how different security teams

work in organisations, a Delphi study enables the identification of important

key factors that facilitate effective convergence, and epistolary interviews

enable an understanding of how and why organisations initiate convergence.

These three studies were analysed using thematic analysis.

3.6 Conclusions

This chapter has described the focus of this research to understand how

organisations adopt convergence by exploring the real-world experiences of
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security practitioners who have worked within it. This research takes a con-

structivist research philosophy, considering convergence to be a construction

with no single perspective being achievable. This brings with it various as-

sumptions, such as convergence being a concept rather than an object, and

the knowledge available about it being closely aligned to the perspectives

of those who perceive it. The research establishes an understanding of con-

vergence inductively from the data, and the interpretation of the data is

influenced by the researcher’s position as a non-security practitioner. The

research adopts a basic qualitative research design as a case study design

was not feasible in light of the restrictions imposed by the UK Government

in response to the COVID-19 coronavirus pandemic.

The research aims to explore the perspectives of security practitioners with

experience of convergence, and therefore research methods are employed that

gather data directly from them. Three different research methods are used

to answer the research questions. Interviews help us to understand how

convergence works in organisations, a Delphi study identifies important key

factors that facilitate convergence, and epistolary interviews explore why

and how organisations decide to implement convergence. Thematic analysis

is used to analyse the data from these studies. The following three chapters

provide details of the three research studies.



Chapter 4

Initial Interviews: How do

different security teams work

together?

This chapter describes a study that addresses the first research question: how

do different security teams work together in converged security, specifically

how is collaboration facilitated? This study uses in-person and telephone in-

terviews with senior security staff who work in converged security functions

to understand how convergence is implemented beyond changing organisa-

tional structure. This study aims to establish how convergence works, and to

identify the various factors that facilitate its effective implementation. This

study will also validate the research scope to be addressed.

This chapter begins by explaining the background to this study, before pro-

viding a critique of interviews as a method to justify their use. The chapter
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then discusses the findings from the thematic analysis of the interview data,

before closing with a presentation of the conclusions.

4.1 Background

The literature review demonstrated that organisations are adopting conver-

gence despite there being limited evidence-based guidance on how to do this

effectively. It also showed that there is no single model of implementation,

and that convergence is more than an organisational structure and requires

facilitation to be effective. This presents an opportunity to research the

real-world experiences of those who work in organisations where convergence

has been adopted, to understand how the organisations have implemented

converged security. This study, therefore, aims to explore how convergence

works in organisations, and to identify the various ways organisations facili-

tate its effective implementation beyond changes to organisational structure.

In addition, this study also aims to validate the research space, to under-

stand whether data can be effectively collected on convergence by a non-

practitioner researcher. The literature review demonstrated that there is

limited academic research in this area, with more research being carried

out by industry practitioners and associations. This preliminary research,

therefore, acts as a pilot study. It will ascertain whether recruitment for

convergence research can be achieved, and whether participants are happy

to discuss convergence of organisational security, particularly with a PhD

researcher who is not a practitioner. It will also establish whether there is

scope for further research in this area, and will validate the findings of the

literature review which demonstrated that guidance is limited.
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For this study, five senior security professionals were interviewed, using qual-

itative, semi-structured interviews. Participants were from organisations

adopting convergence across different industry sectors. The study, there-

fore, draws on the experience of those working in convergence, which from

an evidence-based practice perspective is classed as practitioner expertise

(Briner, 2019). The study, however, will take an empirical view with a

transparent and consistent approach to the collection of information and

participant recruitment, which is not evident from other articles based on

practitioner expertise alone. Additionally, the analysis will draw together

information from the different interviews and introduce a level of interpre-

tation through thematic analysis to answer the research question. This also

provides a transparent process for the inclusion and exclusion of information,

which again is not necessarily present in existing industry articles based on

practitioner expertise. Consequently, from an evidence-based practice ap-

proach, this study will be classed as an empirical study. The literature

review argued that there are few empirical studies exploring convergence,

and therefore this will address a gap in the literature.

4.2 Methodology

Interviews are the most common form of data collection (Braun & Clarke,

2014; Cassell, 2011; Shadbolt & Smart, 2015), particularly in social science

(Brinkmann, 2018). The frequency with which interviews are adopted has

meant the justification for their use is sometimes omitted (Brinkmann, 2018).

This, however, misses the opportunity to explain why interviews were used

over other methods of data collection. This section describes why interviews

were used, and the types of interview that were considered, before detailing
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the considerations that need to be made when recruiting for and planning

an interview study. Finally, the details of how this study was carried out

and analysed are presented.

4.2.1 Establishing the interview as a research method

Why interviews?

Brinkmann (2018, p.580) stated that “The sciences give us objectified sec-

ond order understanding of the world, but qualitative interviews have the

potentials [sic] to provide a first order understanding through concrete de-

scription”. This implies that quantitative research provides a somewhat

detached view of the researched topic, without details that can be estab-

lished through the first hand accounts of a more qualitative approach. This

aligns with the findings from the literature review which demonstrated that

the few qualitative studies carried out by industry exposed a broader range

of information about how convergence works, as they were not limited to

preselected responses found in more quantitative, survey based studies. To

achieve an in-depth exploration of how organisations currently adopt con-

vergence, a qualitative approach was selected, ruling out the use of surveys

or other more quantitative methods.

Qualitative methods such as group interviews and focus groups provide a

rich source of data. These methods were discounted, however, as it was

not clear whether security professionals would be happy talking about their

organisational security in front of representatives from other organisations.

This could potentially introduce a barrier to participation in comparison to

more individual methods. Consequently, interviews were selected, as people
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are familiar with them (Braun & Clarke, 2014), and they are commonplace in

organisational research (Cassell, 2011). Selecting a more familiar approach

to data collection also makes validation of the research scope clearer. If

there is a low uptake in participation this can more easily be attributed to

the topic rather than the data collection method, as interviews offer fewer

barriers to participation than group methods.

Despite their popularity and familiarity, interviews are not always the most

appropriate method of collecting data. They rely on participants being able

to verbalise their knowledge without resorting to “black box replies”, such

as “It is obviously the right thing”, where the participant is unable to give

any insight into the underlying knowledge supporting decisions or actions

(Shadbolt & Smart, 2015, p.170). For this reason interviews on their own

are not a sufficient source of knowledge elicitation (Shadbolt & Smart, 2015),

and they should be supplemented with additional methods of research. This

study, therefore, will establish whether interviews are an effective way of

exploring convergence. It will ascertain whether participants are able to

provide insight into how converged security works in their organisation or if

alternative or additional data collection methods are necessary.

What type of interview?

There are different formats of interview. Structured interviews are interviewer-

led with a focus on a consistent delivery of the questions in both tone and

wording (Shadbolt & Smart, 2015) to remove bias from the data collection

process (Saunders et al., 2012). Such interviews aim to elicit precise infor-

mation from the interviewees (Shadbolt & Smart, 2015), offering standard-

isation and a more quantitative approach (Braun & Clarke, 2014; Cassell,
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2011; Saunders et al., 2012). Structured interviews, however, would align

with a more positivist methodology (Cassell, 2011), which does not fit with

the more constructivist nature of this research as discussed in Chapter 3

‘Methodology’. Additionally, structured interviews adopt a more deductive

approach to provide description of the topic (Saunders et al., 2012); inter-

viewees play a passive role and the data collected is closely aligned to the

questions. This does not fit with the more inductive nature of this research,

as such an approach can miss pertinent information outside of the scope of

the questions (Brinkmann, 2018). Structured interviews are therefore limited

in the same way as surveys, and therefore not appropriate for establishing

a deep understanding of how convergence works in different organisations in

this exploratory study.

In contrast, unstructured interviews are participant-led (Braun & Clarke,

2014). They explore the topic in a way the interviewee wants, with no de-

tailed questions or themes from the interviewer, allowing the interviewee to

cover aspects that they consider are most important (Saunders et al., 2012;

Shadbolt & Smart, 2015). This exploratory, and inductive approach (Saun-

ders et al., 2012), however, means that data across interviews may vary, and

not all interviews will cover all topics that are of interest to the interviewer

(Shadbolt & Smart, 2015). The unbounded nature of this interviewing tech-

nique makes it inappropriate for this study that seeks to explore specific

areas of convergence within organisations.

In reality, the different types of interview fall on a spectrum (Brinkmann,

2018), depending on the structure imposed. The most common form of inter-

view, the semi-structured interview (Braun & Clarke, 2014), falls in the mid-

dle of this spectrum. Semi-structured interviews allow exploratory, inductive
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research, to gather rich, detailed data (Saunders et al., 2012) whilst being

loosely guided by an “interview guide” (Braun & Clarke, 2014, p.81) that

outlines a set of themes or questions determined by the researcher. They are

appropriate where the research requires the exploration of open-ended, com-

plex questions, as they allow for flexibility in how the questions are worded,

their order, and whether or not they are included (Saunders et al., 2012).

This makes semi-structured interviews responsive to the interviewee and the

context of the interview (Braun & Clarke, 2014), which means that the inter-

viewer plays an active role in the elicitation of knowledge (Brinkmann, 2018).

This also, however, increases the opportunity for the interviewer to influence

the participants’ responses (Saunders et al., 2012). Interviewers, therefore,

need to avoid introducing bias by ensuring their questions do not lead the

interviewee, and using open questions is one way to achieve this (Saunders

et al., 2012). On reflection, semi-structured interviews provide the most ap-

propriate method to answer this study’s inductive and exploratory research

question (Saunders et al., 2012), whilst providing some direction to ensure a

broad coverage of information.

4.2.2 Considerations for participant recruitment

Interviews create a situation where a person shares information with a

stranger, just because they are a researcher (Brinkmann, 2018). Although

the process of talking is a natural form of knowledge elicitation (Shadbolt

& Smart, 2015, p.166), interviews do not “just happen” (Braun & Clarke,

2014, p.103)). Interviews are a one way conversation that serves the inter-

viewer, and where they are in a position of control (Braun & Clarke, 2014):

they initiate the interview, determine the questions, and close the interview
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(Brinkmann, 2018), which demonstrates the hierarchical power relationship

present in the interview setting (Braun & Clarke, 2014). In organisational

research, however, the interviewee may have more authority, particularly if

they hold senior positions within their organisation (Cassell, 2011). This

was the case in this study where interviewees were senior security profes-

sionals, and the researcher was a non-practitioner PhD candidate. One aim

of the study was to establish whether participants would be happy to share

information considering this dynamic.

Rapport building was important to facilitate knowledge sharing, although

this can be considered manipulative (Brinkmann, 2018), and researchers

have an ethical obligation to ensure participants are truly happy to share

information and are not exploited (Braun & Clarke, 2014; Cassell, 2011).

This is particularly important with vulnerable participants, and when the

interview topic is sensitive. Participants in this study were not vulnerable,

yet their senior role in security may make them more wary of participating in

research to avoid the possibility of sharing too much information, particularly

as the topic is potentially sensitive. This was seen as a potential barrier

to recruitment. This was mitigated during recruitment (see next section

“Getting participants onboard”) by stipulating that participants would be

provided with a transcript of their anonymised interview before it was used

in the analysis. This would give participants the opportunity to review, edit

or redact the information provided if necessary, ensuring they were happy

with the data used in the analysis.
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Getting participants onboard

To facilitate participation, it is also important to build credibility (Saunders

et al., 2012) of both the research and the researcher. An email invitation (see

Appendix A1) provided information about the research to potential partici-

pants. It provided details of the research aims, length of the interview, the

topics covered, information about recording of the interviews and their tran-

scription, data storage, and confidentiality. Information was also provided

about the funding organisation, the Centre for Research and Evidence on

Security Threats (CREST), and the researcher’s supervisor and University.

This transparency ensured potential participants were clear about the expec-

tations of the research before deciding to participate (Saunders et al., 2012).

It also gave them confidence that the researcher was competent (Saunders et

al., 2012), and the research was being managed ethically so any information

they provided would be treated appropriately. Provision of the transcript be-

fore analysis was also detailed; this would remove a barrier to participation

and would reduce any issues participants may have about being recorded

(Coles-Kemp et al., 2020).

The email invitation was sent out to existing contacts in the security industry

who were knowledgeable about the research and who were also stakehold-

ers of CREST. They further disseminated the invitation, which again added

to the credibility of the research and the researcher. Potential participants

responded to the email invitation with questions, or if they wanted to partici-

pate, by providing their consent. There are disadvantages of this recruitment

strategy as it creates a participation bias (Saunders et al., 2012), limiting

the participant population to individuals engaged with the CREST stake-

holders. This engagement demonstrates a motivation or requirement to be
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involved in the broader security community and to be kept up to date with

security developments. Consequently, participants and their organisations

may be less representative of other individuals and organisations who may

not have access to the latest information or have the same support network.

Providing details of the research and obtaining consent before the interview

has benefits beyond building credibility. Obtaining explicit consent from the

outset ensured that participants were aware of the details of the research,

specifically the recording of the interview. This meant that consent was

provided when participants were under no pressure to do so, which might

have been the case if the researcher had travelled to their location for the

interview. Recording consent via email also meant that no hard copies of

the consent were required, reducing the opportunity that anonymity could

be compromised.

Providing details of the research also helped establish whether participants

were eligible to participate. As the literature review determined that there

is no standard approach to convergence, no definition of convergence was

provided. This allowed participation from people who considered their or-

ganisation to be adopting convergence regardless of how it was implemented.

This ensured that the recruitment process did not inadvertently restrict par-

ticipation to a certain type of convergence.

There are other participation biases in the recruitment strategy (Saunders

et al., 2012). The research requires participants to spend time with the

researcher, restricting participation to those who have the capacity, and the

authority, to spend time participating in research (Saunders et al., 2012).

Again, this means the participant population may be less representative as

this demonstrates an ability to engage with security related work outside of
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their day job. Additionally, the seniority of participants in this study will

potentially provide a different view of convergence from others elsewhere

in their organisations or lower down the security hierarchy. More broadly,

the research does not seek to engage with participants from organisations

where convergence has failed, or has been considered but dismissed. This

means that the results from the discussions will not focus on where or why

convergence may not work.

In total, five senior security professionals were recruited from five different

organisations where convergence had been adopted. The following industries

were represented: banking, IT services, communications, nuclear decommis-

sioning and energy. This sample size is appropriate considering the total

possible participant population, which is small due the seniority of the par-

ticipants required, and the need for them to have experience of convergence.

Additionally, senior security staff are not always willing to discuss the secu-

rity of their organisation (Ashenden & Sasse, 2013), which further reduces

the potential sample size. Further justification of the appropriateness of

the sample size relates to the methodology of the research. Qualitative re-

search focuses on the richness of the data (Braun & Clarke, 2014), therefore

smaller sample sizes are acceptable, particularly when there is diversity in

the industry sectors represented.

4.2.3 Interview medium

Three interviews were carried out in person, at a location that was most

convenient to the participant (Braun & Clarke, 2014; Saunders et al., 2012),

reducing disruption to them and therefore removing a potential barrier to
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participation. Participants suggested the locations: two interviews were car-

ried out at the participants’ work location, in a meeting room and in the

cafeteria, and a third was conducted sat outside in a quiet area of a public

space. Despite two of these locations not being distraction free or necessarily

providing total privacy (Braun & Clarke, 2014; Saunders et al., 2012), they

were selected by the participants, indicating that they felt they would be

able to speak freely.

Participant comfort is important for information disclosure, and this ex-

tends beyond the physical location of the interview to the rapport between

the interviewer and the interviewee (Cassell, 2011), particularly when the

interviewee is a stranger (Braun & Clarke, 2014). This is potentially more

difficult with interviews that take place over the telephone rather than face

to face. Telephone interviews provide less personal contact and fewer non-

verbal cues, which can make it more difficult to establish trust and rapport

(Saunders et al., 2012), and make it more difficult to customise the interview

according to the interviewer and their reactions (Cassell, 2011). Telephone

interviews may only be suitable in some instances where location makes a

face-to-face interview more difficult, and where credibility has already been

established (Saunders et al., 2012). Despite this, the quality of telephone

and face-to-face interviews is similar (Cassell, 2011), and therefore they are

a pragmatic alternative for this study where the professional participant

population will be used to using the telephone for business purposes. Conse-

quently, two further interviews were carried out over the telephone, reducing

the travel and time costs of these interviews (Saunders et al., 2012), and

allowing participation that would otherwise not have been possible due to

the location of the participants.
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4.2.4 Interview procedure

All interviews followed the same procedure, regardless of whether they were

conducted face to face or via the telephone. Participants responded to an

email invitation confirming their consent, and the interview was arranged at

a time and place convenient to them. Even though details of the research

process and consent were agreed before the interview, the interview itself

began and closed with the researcher reiterating key points (Appendix A2)

to ensure participants were clear of the details of the research. For example

details of CREST, recording and transcribing, anonymisation, storage and

their rights as a participant. This also provided an additional prompt for the

participant to ask any questions (Braun & Clarke, 2014). Each interview was

recorded using a digital voice recorder. After the interview the participants

were sent an anonymised transcript to review, edit, and approve for analysis.

The interview itself

Despite the procedure of the interviews being the same, the interviews them-

selves were not standardised, over and above the core questions to be dis-

cussed. As the first study in this research, it was important for the core

interview questions to facilitate the development of a broad understanding

of convergence. As discussed previously (see "What type of interview" in

Section 4.2.1) the core interview questions took an open format to encourage

the interviewees to speak freely about their real-world experiences without

too much direction, enabling a rich description of convergence in their or-

ganisation to be achieved. Some focus was provided, however, ensuring the
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core interview questions covered specific topics to help answer the first re-

search question “How do different security teams work together in converged

security, specifically how is collaboration facilitated?”.

To help participants start to think about convergence in their organisa-

tion and help them settle into the interview, initial questions required more

straightforward, descriptive responses. These preliminary questions help the

interviewee and interviewer become accustomed to the interview, and their

responses enable a broader exploration of convergence. For example, the

first interview questions asked interviewees to describe convergence in their

organisation, and why it was instigated. The responses to these questions

provide detailed information about the drivers of convergence and the organ-

isational structures that organisations adopt, establishing a broad, empirical

understanding of converged security.

Questions that were asked later in the interview explored topics more spe-

cific to the first research question, relating to how organisations enable con-

vergence over and above organisational structures. Several questions were

designed to tease out how convergence is facilitated, either by asking directly

about the actions organisations take, or more indirectly by considering bar-

riers, and potential ways convergence could be improved. The response to

these questions either specifically expand on how convergence can be en-

abled, or provide an indication of the factors that prevent collaboration, and

therefore, how the removal of such barriers can also facilitate convergence.

Additional questions were also included to explore the evidence organisations

are using in their implementation of convergence. Specifically, the informa-

tion they use to support their move to convergence, and the measurements

they take to assess its effectiveness. Again, this helps establish a broad
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understanding of convergence.

The semi-structured interview format allowed further additional questions

to be included in addition to the core interview questions. It also allowed

changes to the wording of questions and alterations in the question order

regardless of how the interview was conducted. This enabled additional

questions to be asked that follow up on an interviewees responses, to expose

more pertinent information about how convergence is facilitated.

The main questions that the interview covered were:

• What does convergence look like in your organisation?

• What instigated your organisation taking a more collaborative ap-

proach?

• Where do you get information about how to adopt a convergence ap-

proach?

• How do you facilitate collaboration between security groups?

• What are the challenges and barriers to collaboration?

• How do you measure the effectiveness of convergence?

• If you could do one thing to improve convergence what would it be?

The interviewer can influence data collection (Cassell, 2011), so care was

taken to not lead the participants during the interview by using open ques-

tions, and by demonstrating active listening (Braun & Clarke, 2014). Addi-

tionally, appropriate first impressions reinforce the credibility of the research
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and the researcher, and ensure the participants are happy to disclose infor-

mation (Braun & Clarke, 2014; Saunders et al., 2012). For example, appear-

ance can impact credibility (Saunders et al., 2012), therefore the researcher

wore business attire, and behaved and spoke in a professional, yet friendly,

manner. There was evidence that one participant sought credibility as they

informed the researcher that they had reviewed their LinkedIn profile.

The researcher endeavoured to behave consistently across interviews to min-

imise interviewer bias, however, there was still variation in the length of

the interviews. This suggests that there may have been differences in how

the participants responded to the interviewer. Three of the five interviews

lasted one hour, yet one of the telephone interviews lasted only 45 minutes,

and one of the face-to-face interviews lasted 1 hour and 45 minutes. This

demonstrates that interviews are unpredictable and are reliant on the in-

terdependence between the interviewer and the interviewee (Cassell, 2011).

In this instance, other factors may have influenced the length of the inter-

views. For example, the shorter interview took place over the telephone,

which may have impacted rapport building (Saunders et al., 2012), although

the responses from this participant were as useful as the responses from the

other participants. Additionally, the participant in the longer interview had

booked out their whole morning to participate so was happy to provide very

in-depth responses. Consequently, the variation is more likely to be a result

of these factors than a difference in the researchers behaviour.
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4.2.5 Analysis

The role of the interviewer does not end once the interviews have been com-

pleted: they also influence how the data is analysed (Brinkmann, 2018; Cas-

sell, 2011), demonstrating the hidden control they have (Brinkmann, 2018)

when deciding how to interpret the data (Cassell, 2011). A criticism of

interviews is that this interpretation occurs after a relatively brief engage-

ment, leading (Brinkmann, 2018, p.589) to refer to qualitative interviewers as

“tourists”. This raises ethical concerns about the claims made by researchers

based on short engagements with interviewees (Cassell, 2011). Addition-

ally, the interpretation of interview data can be construed as “polyvocal ”

(Brinkmann, 2018, p.581), and open to different interpretations depending

on the researcher. From a quantitative perspective, this would limit the relia-

bility of the data, however, as Saunders et al. (2012, p.382) state, qualitative

interviews are not meant to be repeatable in the same way as quantitative

research, and “reflect the reality at the time they were collected ”.

The analysis for this study, therefore, is an interpretation of the data col-

lected during a series of short interactions with senior security staff; it is

intended to validate research in this area, and start to explore how conver-

gence works in organisations with the aim of informing further research.

The interviews were transcribed by a transcription service specialising in sen-

sitive and security related content, and anonymised by the researcher. The

anonymised transcripts were sent to the corresponding participant to ensure

they were happy with the anonymisation, and to ensure there were no details

that they wanted to redact from the transcript. All participants were happy

with the use of their transcripts in the analysis process. The transcripts were
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then inductively analysed using the 6-stage process of thematic analysis sug-

gested by (Braun & Clarke, 2006), as discussed in Chapter 3 ‘Methodology’

(see Section 3.5.2, p92).

As this was the researcher’s first attempt at conducting thematic analysis,

the researcher and a postgraduate researcher worked independently to code

two interviews before comparing their analyses. The aim of this exercise was

not to achieve agreement or inter-rater reliability (Braun & Clarke, 2014),

rather to provide the researcher with feedback on whether their coding was

at the correct level of granularity, and to assess whether the codes they were

identifying represented the data. This helped the researcher understand how

to identify additional codes; and see that many codes might be identified in

any one data excerpt, and how data excerpt sizes may vary. This gave the

researcher confidence in their future analysis. Once this was complete the

remaining interviews were analysed by the researcher.

4.3 Results and Discussion

The interviews provided insight into how convergence works within organ-

isations. This section discusses the themes that were identified during the

analysis of the transcripts. The section starts by detailing the analysis of

the more structural and design related themes that are highly dependent on

the context in which they are implemented. This exposes how it is difficult

to produce a single model for convergence, as organisations implement it in

such different ways. The section then discusses the remaining themes which

provide a deeper understanding about how security teams work together in

converged security, and illustrate the range of factors and implementation
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activities that facilitate convergence. The identified themes and sub-themes

can be seen in Table 4.1 (p115), and the analysis associated with these themes

is presented below.

Table 4.1: Themes and sub-themes identified in the initial interviews

Theme Sub-Theme

Organisational structure to
facilitate convergence

no sub-themes

Designing-in convergence Documentation

Process and job design

Cross cutting committee and forums

Defined roles and
opportunities to collaborate

Understanding responsibilities within
holistic security

Opportunities to engage

An open culture focused on
transferable knowledge and
collaboration

no sub-themes

The importance of people Leaders

The right people

Recognise and embrace
differences

Different ways of working

Different perspectives

Conflict

Different understanding of security

4.3.1 Organisational structure to facilitate convergence

Organisational structures that centralise security resources under a single

director, or in a single division, are one way that security teams work to-

gether and align their objectives. As one participant described, this prevents

different security resources “running to the objectives of different executives
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in one department or another who may or may not always be, er, incongru-

ence with each other ” (Organisation 1). A single organisational structure

therefore provides consistency and agreement across the security function.

There are, however, challenges with this approach. There is the potential

for conflicts of interest as failings identified in one area of the security func-

tion are still the responsibility of senior management, so reporting these is

the equivalent of “saying to our boss that he isn’t governing and managing

his own department but both departments appropriately” (Organisation 3).

For example, if those responsible for implementing security standards and

those measuring against those standards have the same management team

this can make it easier for failings to be buried, or for scrutiny to not be

as effective. The number of different divisions and subdivisions within the

security function can introduce several layers of management, making this an

important consideration. Deep hierarchies can make it easier for risks to be

hidden from most senior management as it is more difficult for those higher

up the hierarchy to maintain a view of security at a level of granularity that

is detailed enough. As Organisation 3 explained:

“they were being managed completely separately and reporting up to,
er, er, such a senior level, they didn’t understand the granularity of
risk. . . they would only ever see at a very senior level, critical risk. So
they’d bury risks actually because there’s so little understanding around
it” – (Organisation 3)

The breadth of security makes this more challenging. Aspects of security that

were mentioned in the interviews include, but are not limited to: physical

security, business resilience or organisation resilience, training and educa-

tion, testing, investigations, cyber security, personnel security, information

security, investigations, incidents, risk management and assessment. This
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demonstrates the challenge for organisations when establishing how to con-

verge the different divisions of security whilst avoiding conflicts of interest. It

also highlights that convergence needs to accommodate a far broader range

of security disciplines and expertise than physical security, cyber security

and personnel security. The current definitions of convergence are therefore

limited, and do not encourage a broad enough view of what convergence

could entail.

There was no consistency in how the discussed security functions were struc-

tured, or in their intended evolution. For example, to facilitate more effec-

tive collaboration between security professionals, and more availability to

the business, one organisation “wanted to take into our department . . .OT

infrastructure . . . operators that work on security as well and take them into

the security team” (Organisation 3). This is in stark contrast to another

organisation where most security staff “should be in the business cos if the

business have really embedded, they’ll have their own security people in their

area” (Organisation 4).

This highlights several concepts. Firstly, there is no consistent view of how

convergence should work, and this aligns with the literature (Beck et al.,

2019; Dorey et al., 2012; Gill & Howell, 2016; IOMA, 2008; Moore, 2007;

Rahman & Donahue, 2010; Willison, 2009). This is perhaps explained by the

evolutionary nature of convergence rather than it being a one time change.

Secondly, security, and therefore convergence, is context dependent. Some

organisations focus on the convergence of security resources, whilst others

focus on how the organisation buys into the idea of convergence, and the

level of responsibility for security that the business should take. This re-

inforces that convergence requires a mind-shift from a siloed approach, not
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just for security but for the organisation as a whole. Convergence is not a

standardised process and it cannot be applied in the same way across all

organisations. Any guidance for convergence would need to accommodate a

converged security approach bespoke to each organisation it is being applied

to. This suggests that a ‘blueprint’ for how to implement converged security

is not realistic.

Despite interviews providing details of convergence, there was still a sense

of segregation, as they described “divisions”, “subdivisions”, “verticals”, “ar-

eas”, “departments”, “functions”, and “teams” to explain the different aspects

within security. It is clear, therefore, that convergence requires far more than

simply bringing together different security disciplines into a single security

department. Convergence requires a level of interaction and sharing of in-

formation that needs to be facilitated.

4.3.2 Designing-in convergence

The interviews highlighted several ways that organisations encourage secu-

rity teams to work together in addition to changes to organisational struc-

ture, such as documentation, forums, processes, and job design. This demon-

strates a variety of methods organisations use to design-in convergence, re-

iterating how its implementation is highly dependent on context. Addition-

ally, assessing existing processes and documentation during their redesign is

a way organisations can use their organisational data as a source of evidence

to inform convergence from an evidence-based practice (EBP) perspective.
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Documentation

No pre-existing documentation to help convergence was discussed, rather

organisations created their own documentation to encourage staff to think

more holistically about security. For example, Organisation 2 described their

handbook which uses an existing (non-convergence specific) standard as a

foundation but adapts and extends this to better meet the needs of the

organisation:

“. . . each section aligns to 27001. So within that you will have all the
different parameters of security. . . bit more in depth because it’s how do
I secure an area, work a secure room, use secure equipment? . . . So ev-
erybody knows what that is, everybody is aware that, they must be aware
of it, once a year they get mandatory training. . . ” – (Organisation
2)

The creation of such a document, and mandatory training on it, indicates to

staff that the organisation takes security seriously. It cannot be established,

however, how effective the training is, how the content of the documentation

is applied, or whether it is applied correctly. Also, although documentation

provides a consistent view of security across the organisation, it has the

potential to prevent more effective measures being thought of and adopted

if it is too prescriptive.

Process and job design

Organisations creating their own documentation illustrates how context de-

pendent convergence is. This is also demonstrated in the activities organ-

isations carry out to design-in convergence, the output of which will differ

across companies. Organisations design processes and jobs to incorporate
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convergence by prescribing who should collaborate and when. For example

“incidents that are managed by information security get handed off to cy-

ber security to do the nuts and bolts of it” (Organisation 3). This describes

sequential convergence, rather than different teams working alongside each

other, and it relies on the organisation planning what that looks like, rather

than relying on opportunistic collaboration. It also requires staff and teams

to have clearly defined responsibilities.

Organisations also design collaboration into the roles of staff, so “their re-

sponsibilities have cross-functional . . . work capacities” (Organisation 3), en-

suring that collaboration becomes one of the responsibilities for their role.

This also directs staff to work with security professionals from other disci-

plines and, similar to collaboration that is built into processes, this needs to

be planned. The security function either needs to be open to revisions to such

designs, or the design needs to be right first time if it is to effectively facili-

tate convergence and a more holistic view of security. How an organisation

determines how to design either processes or job roles, or whether the de-

signs are appropriate, is unclear. Organisation 5 determined that “the cyber

bits . . . thread out into other areas” and “has helped draw things together ”,

but whether all job roles are open to such cross-cutting responsibilities is

unclear.

Cross cutting committee and forums

As well as designing collaboration and convergence into processes and job

roles, the interviews showed that organisations use cross-cutting committees

or forums to help security teams work together. Forums are a less struc-

tural way of facilitating security discussions across teams than the design of
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processes or job roles, and therefore, are easier to initiate. They also allow

a broader and more diverse membership and can potentially be flexible ac-

cording to need. For example, Organisation 4 demonstrated the diversity

of their operational resilience committee, “business continuity, health and

safety, HR, erm, information security, physical security, er, quality and in-

cident management so it’s all the things that could stop us, as a business,

functioning”. Forums and committees would need to have the ability to

make changes and carry out work, and this would need to be factored into

the workload of members. This requires buy-in from the areas contributing

to the forum, to prevent them from simply being a ‘talking shop’.

This demonstrates the variety of methods organisations are using to design

convergence into security, illustrating that convergence is more than an or-

ganisational structure but is supported by a range of other design processes.

These are specific to the organisation, reinforcing the notion that a blueprint

for how to adopt convergence is simply not feasible.

4.3.3 Opportunity to collaborate

Documentation, forums, processes, and job design all provide direction on

when security teams need to work together. The interviews also identified

organisational factors that facilitate convergence, from raising awareness of

holistic security, establishing clear responsibilities, and providing opportuni-

ties for collaboration. This demonstrates that the implementation of conver-

gence is underpinned by several activities that facilitate understanding and

collaboration.
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Understanding responsibilities within holistic security

Staff need to understand the holistic nature of security, and the part they

play across security despite their specialism. Organisation 1 explained how

simply this understanding might be achieved:

“. . . they just need a really basic example . . . the first line of defence in
cyber security is your physical security because . . . if we don’t let them
in, they don’t have access, how do they put [in] a USB stick? . . .You
are all responsible for the physical security cos you should be checking
ID badges of people walking through. You are all responsible for the
cyber security, physical security guards, because you need to make sure
that asset, that computer is turned off or locked down when you get
it. The one that you’re just putting your hours in, because if you open
it up and someone puts a malware in, the fact that you don’t work
in cyber security doesn’t matter, they’ve got something on the network
now ”

This holistic understanding of security underpins convergence with staff

recognising the interconnected nature of security. Yet it is not convergence

in itself. For security teams to work together in converged security they need

to have clearly defined responsibilities. This means that staff “. . . know what

they’ve got to do so that, so that helps your collaboration in the sense that

you know what people’s roles are and they’re clearly defined ” (Organisation

5). This helps reduce “mission creep” and “strolling onto other people’s ar-

eas”, and provides a better utilisation of resources and skills. If staff know

what their responsibilities are, and those of the people they work with, this

brings clarity to the remit of each job role, and helps security maintain a

single direction as a function; as Organisation 3 states “you all just need to

play the same game”.

This delineation of responsibilities provides a separation between the roles
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of staff. This aligns with the previous observation that despite convergence

organisations were still discussing areas of security in a segregated way, and

it suggests that convergence is about different specialities coming together,

rather than the development of generalists.

Opportunities to engage

The interviews illustrated the importance of staff having the opportunity to

engage with each other, to facilitate knowledge sharing and to encourage

identification of other opportunities to collaborate. The physical proximity

of security teams helps them work together as described by Organisation 5

“ . . . previously we were . . . not co-located so cyber was a distance from phys-

ical and so on, so we’ve managed, not entirely to co-locate our, our folk but

that makes a big difference because they’re just along the corridor ”. Having

staff nearby reduces barriers to engagement and allows for more informal

and ad hoc meetings, which increases the opportunity to share knowledge

and awareness. This allows more informal and opportunistic access to staff,

to complement any pre-arranged meetings across the security function.

Similarly, regular meetings have also been highlighted as a way to encourage

collaboration across security teams. They offer the opportunity for different

areas of security to come together to share information, exchange knowledge,

and offer or ask for input. As Organisation 5 explained “that’s where the

weekly meetings are quite useful, is, er, ‘I didn’t know about that but I’d quite

like to sit in on that or get more information’ ”. Organisation 5 also described

how there are various types of meetings, from “weekly . . . gatherings”, “inter-

team meetings”, to the “more traditional . . . department meeting”, all with

different purposes. They explained as convergence happened “it was felt that
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at a working level there was a need for interaction”. This led to meetings

that have “grown organically”, rather than being directed demonstrating

their usefulness to their participants.

Meetings, however, are not enough on their own to help security teams work

together. For example, Organisation 1 describes meetings that occur at man-

agerial level stating that “there appears on the surface to be engagement in

a formal and informal level ” [emphasis added]. This suggests that meetings

do not guarantee teams will work together, rather there also needs to be a

joint understanding about what security is trying to achieve. As Organisa-

tion 1 explains later in the interview “ . . . we can get you all sat together

as often as we like but if you don’t really understand what it is that we’re

trying to achieve then we have . . . a challenge”. This aligns with the previous

observation that staff need to understand the premise behind organisational

security, although it does not provide any indication of how deep this under-

standing needs to be.

This demonstrates that for convergence to work, staff need to understand

convergence and what each other do, as well as having opportunities to work

together. These activities are not related to an organisational structure

for security, yet they facilitate convergence, reinforcing the idea that the

implementation of convergence requires a range of supporting methods.

4.3.4 An open culture focused on transferable knowledge

and collaboration

Regular opportunities to collaborate are important for organisations adopt-

ing a converged approach, but as discussed, simply holding meetings is not
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enough on its own, it’s the engagement that takes place during the meetings

that is important. This is where the culture of the security function is so

important, and this introduces another layer of activities that organisations

apply when implementing convergence.

A culture that facilitates open and honest dialogue during meetings enables

people within the security function to ask for or offer support from oth-

ers. For example, “ . . . people would, . . . and do say that, ‘We’re not getting

enough from your area,’ . . . but much more the case is . . . proactive, ‘We, we

would quite like an input from you on subject X,’ or I would say, er, ‘I’d quite

like to have an input in subject Y,’ . . . so there is quite an open exchange”

(Organisation 5). This not only allows support across the security function

but also increases opportunities for learning and a general awareness of what

is happening in security and the business. This is facilitated by clearly de-

fined responsibilities that help staff know what they and others are doing,

enabling them to know who to ask for support, and when it is appropriate

for them to offer their expertise. This demonstrates how the factors that

support convergence are interrelated.

An open culture enables dialogue, and an opportunity for staff to learn out-

side their own immediate area. Organisations can encourage staff to have a

better appreciation of another team’s requirements, and establish a greater

understanding of how they can work together more effectively, by offering ad-

ditional opportunities for learning from each other. When describing “Newer

colleagues” Organisation 1 explained they “go and understand what investiga-

tions are so that they know what they’re gonna hand over. They don’t need

to become investigators but they need to have an understanding of ‘What,

what’s the best thing I can deliver to you that’s gonna help you in your job?’
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So that’s good, that’s an opportunity that’s, that’s mature”.

An open culture, and provision of opportunities to learn across security, helps

security teams to work together. It also facilitates a focus on improvement,

giving the security function a common objective that helps them to work to-

gether. For example, Organisation 5 described how working on the outcome

of an audit helped bring the team together: “While there is resentment, erm,

around some of that criticism or deficiencies . . . it also helped team building

by these improvement plans and everybody would work together on improve-

ment plans”.

Organisations facilitate security teams working together by ensuring they

are in alignment. This can be influenced by organisational structure as

different management streams can orchestrate division rather than cohesion.

For example, Organisation 4 explains how before the new way of working

was introduced teams within the security function were not supporting each

other but actively fighting.

“So when I joined, there’d been quite a bit of bad blood between different
departments and . . . erm, physical security was managed separately to
information security which is managed separately to personnel security
and we were, sort of, fighting each other on what everybody wanted to
do.”

Security teams work together through a culture of collaboration and support,

whether convergence is created through organisational structure, commit-

tees, or job design. It is unclear, however, whether an open culture, oppor-

tunities to collaborate, and a culture of improvement are enough on their own

to help security teams work together. Also causation cannot be determined,

as the culture of the organisation may create the need and opportunity for
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convergence, rather than the convergence instigating the culture.

4.3.5 The importance of people

Culture is dependent on the people within the organisation and the inter-

views illustrated how convergence is facilitated by the characteristics and

behaviours of the people involved, from senior management through to the

security staff themselves. This illustrates a further range of factors that sup-

port convergence over organisational structure, and also how these factors

are interrelated.

Leaders

A leader is a key person who plays a directing and a coordinating role; if a

leader is not convinced about convergence for their organisation then “it’s not

worth doing” (Organisation 2). Leadership is instrumental for convergence as

“it needs someone that understands it to lead it . . . if you don’t have someone

to lead that, it’s never gonna get there” (Organisation 1). Leaders, therefore,

need to understand convergence, and need to be “somebody that’s capable

of understanding holistic risk and actually compares all of the apples with

apples” (Organisation 3). They are then able to encourage a more complete

view of risk across security and the organisation, and “can give a genuine

overview of what’s going on” (Organisation 3).

Leaders set the culture of the security function. Their behaviours encourage

others within the security function to collaborate more, to come up with

new ideas, and even stimulate broader engagement from security across the

business. As Organisation 5 explained:
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“. . . back to behaviours . . . it is really important, er, and the security
director is very much of that, you know, ‘Speak to each other, folks’,
and he, he, he certainly facilitates that through his own behaviour and,
er, regular interactions.” – (Organisation 5)

The way security teams work together, therefore, can be influenced by secu-

rity leaders who demonstrate the required behaviours and actively encourage

staff to engage with each other. This sets an expectation of collaboration

throughout the security function which facilitates convergence. Leaders also

actively encourage staff to contribute more broadly across the organisation

not just within the security function. The tone set by a leader can not only

facilitate convergence and collaboration but also can encourage an open cul-

ture within the security function where staff are encouraged to have ideas

and challenge the way of doing things. This fits in with a culture of improve-

ment that is seen within converged security functions. As Organisation 2 said

“you don’t have to have done years in security to have a good idea” which

is particularly important for converged security functions where people may

find themselves in the security function when they have limited experience

of all aspects of security.

Leaders also facilitate security teams working together by managing relation-

ships and moderating collaboration. This came across in two ways within

the interviews. Firstly, bringing together different groups can cause friction,

and a leader can moderate and coordinate relationships to ensure people are

working together effectively. Organisation 4 described how the experience

of their transformation director helped “to cut through all this rubbish, erm,

and, and to mould people and develop people, erm, so that they play together

nicely” (Organisation 4). Secondly, leaders can help security teams work

together by understanding when and how they should be brought together.
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This aligns with a security leader directing the vision of convergence, and

playing a central role in helping it occur. As described by Organisation 1:

“. . . there needs to be someone that is the glue at a senior level to say,
“I understand all of these different areas of security, I’m not involved
in the operational aspect now but I understand what you do, what your
function is, but I understand how you all fit together. And I need to be
the one that makes, that glues you together and engages with you and
pulls you all together and lets you know this is, I need you to do this
with each other.” And that’s, that’s true direction.”

The right people

For security teams to work together they need to have the right staff. Ef-

fective leadership is enhanced if staff exhibit an attitude that is open to

change, and collaboration. As Organisation 5 described, “. . . the biggest bar-

rier tends to be just in, in personalities, you know, some people are naturally

more collaborative, er, er, than others and other people are more obstructive

or lazy”. Even though willing staff are important for security teams to work

together, it is not clear how an organisation might encourage staff who are

not naturally collaborative. The way convergence is introduced, and the level

of staff engagement in the decision-making process, might have an impact

on staff willingness to buy-in to convergence and collaboration. This has

not been determined from these interviews, but this aligns with how EBP

encourages organisations to incorporate evidence from stakeholder concerns

when making decisions. The effectiveness of how this is achieved depends

on the capability of those in leadership roles to engage staff in the move to

a converged approach.

Staff also need to have the right skills if an organisation is going to effectively

move to a converged security approach. Several organisations stated that
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they needed to recruit staff to meet their skills requirements; “. . .making

sure you recruit the right people, that they have a high level of capability.

A proven track record of delivery . . . you look for the behaviours, erm, that

demonstrate that” (Organisation 3). This suggests that convergence requires

slightly different additional skills to those that are already available in the

broader security function. This is demonstrated by Organisation 4:

“My boss. . . he’s very technically focused and, fair do’s, he stood back
and let me recruit my team and he saw them coming through the door,
one by one, and you could see him going, “What’s that?” just cos
they didn’t meet his standard mould of what a technical security person
was because they’re not technical security people, they’re business risk
people with a security bend ”

Convergence is, therefore, more than bringing together existing security re-

sources. It implies that convergence changes the way security operates to

such an extent that it requires a broader range of skills than those already

available across the security team. The extent to which this is required will

be dependent on the context in which convergence is being implemented.

There needs to be a level of autonomy so that those managing the conver-

gence transition can hire the skills they need, rather than the skills that are

simply expected, as demonstrated by the quote from Organisation 4 above.

Skills might not necessarily be security skills, but capability skills, as indi-

cated by Organisation 3. Capability suggests that staff have the ability to

learn, and to quickly pick up new ways of working and thinking. The ability

to deliver aligns with staff having the right attitude as well as skills. Con-

vergence, therefore, requires staff to be more flexible in their approach to

their role, so having both the right attitude, the right skills and the capabil-

ity helps convergence be successful. This benefits the security function too

as more flexible staff are able to fill gaps as required, as well as increasing
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the ability for staff to effectively cross-skill throughout the whole security

function.

4.3.6 Recognise and embrace differences

Convergence brings together security teams that have different backgrounds,

skills and experiences. In addition, security teams are coming together within

an organisation where they previously were siloed, grouped together in ho-

mogeneous groups; such silos do not encourage collaboration or a shared

understanding of security, and may create a sense of suspicion or disdain be-

tween disciplines, producing a ‘them’ versus ‘us’ situation. As Organisation

5 described “most of the ex-military blokes would think that the cyber side

was all a bit, er, sort of, geeky and weird and wasn’t, er, as traditional in

gun, gates, and guards”. For different security teams to work together in

converged security, organisations need to recognise these preconceived ideas,

and break down any potential barriers to effective cross-team working. To

achieve this the differences between the different security teams need to be

recognised and understood, representing another activity that organisations

need to carry out to support convergence.

Different ways of working

Different security teams work in different ways, as highlighted by Organisa-

tion 5 who said “I came from IT where everything was documented, er, to the

nth degree, er, with a strong management system, er, and, you know, how,

how you did anything was always written down and assured, and when I came

into security that certainly wasn’t the case”. Security teams have their own
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requirements, therefore for them to work with other security teams they need

to establish new ways of working that combine, or allow for, these different

requirements. This presents an opportunity to learn from other disciplines

and make improvements across the security function.

Expectations of different security specialities also need to be managed. For

example, when responding to a vulnerability the demands on physical secu-

rity may differ to those on cyber security, as described by

Organisation 2:

“We’ve got a hole in the wall, fill it now and fill it by Wednesday.
Whereas in the IT environment, because it’s so interdependent on so
many other things, it’s a case of, “Right. We’ve got a hole, we know
it’s there, these are the change management, erm, we’re going to have
to put in place” ” – (Organisation 2)

For different teams to work together effectively “it’s a case of understanding

what the process is and what is a realistic timeframe” (Organisation 2) for

each security team. For different security teams to work together in con-

verged security there needs to be an awareness of the different demands on

the different security teams, what is feasible, and what they must do to do

their job, so expectations can be managed. This is equally relevant at a

senior level where there are differences in “the outcomes that an IT director

wants or a CIO wants and the outcomes that a CISO or a security, er, di-

rector wants” (Organisation 3). These differences need to be reconciled to

ensure that the requirements of the senior team are fulfilled, without the se-

curity function being overloaded, or pulled in different directions by a senior

team that may not be in alignment.
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Different perspectives

As well as having different ways of working, individual security teams also

have their own perspectives on security and risk, established from their

distinct experiences and skills. For example, “we have very different back-

grounds, very different approaches . . . I was told the biggest risk in IT . . . was

cyber security . . . and I’m looking at it, going, it’s not, it really isn’t, . . . because

I take a risk based approach” (Organisation 4). For different teams to work

together it is important to recognise these differences to prevent staff from

making assumptions that their own world view aligns with that of others.

Organisations need to recognise that the variability of a heterogeneous team

is an asset, as it facilitates a broader view of security. Organisations in the

interviews described how they actively recruit from a variety of backgrounds

to achieve a wide variation in the skills and perspectives available.
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“I like to see us getting people in from, say, an audit background cos
they’ve got a good analytical mind set when it comes to that, so that
could be deployed out there. Erm, or if somebody’s in a HR background,
that’s a good personnel security element, we can bring them in for that.
If somebody’s from a technical environment, well that will do IT/NT
and will do physical, what have you, side of things” – (Organisation
2)

People with different disciplines, backgrounds, skills, expectations and ap-

proaches enable a broader perspective on how to achieve security. For ex-

ample, “. . . our internal teams . . . tend to focus more on the, the technical

side of it but that’s where my guys come in and go, ’What about this? What

about that . . .Have you tried this?’ and, and try and give that other slant”

(Organisation 4). By collaborating, different disciplines are able to look at

a security problem more holistically, bringing a different perspective.

If security teams can see value in greater collaboration, then they will be

motivated to continue to work together, further evolving convergence within

the organisation, for example, “. . . we’re less crap than we were . . . everybody

can see that there are signs of improvement and we are getting on with things”

(Organisation 5). This appreciates that security personnel will recognise

inadequacies with the performance of the organisations security, and will

compare its effectiveness before and after convergence, providing a barometer

for security.

Additionally, as relationships between different security teams strengthen,

there are more opportunities for them to appreciate the contribution of their

security counterparts, and to recognise how they can help each other. This

was demonstrated by Organisation 4 who described a meeting with the head

of physical security where the benefits of collaboration to their team were

realised: “ ‘if we work with you, you can help us with this . . . really?’ ‘Yes.’ ”
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(Organisation 4). Equally, as working relationships develop, security teams

are able to demonstrate their value, and earn respect, which enables buy-in

for other initiatives because trust has been earned, and “you’ve got enough

credits in the bank ” (Organisation 3). This reiterates that effective conver-

gence does not happen quickly, and security teams do not automatically start

working together. Rather it is an evolving process, where, as the benefits of

collaboration are seen by those involved, further collaboration is encouraged

and the adoption of convergence gains momentum.

Conflict

Conflict may also arise as different security teams start to collaborate. Or-

ganisation 4 described “a lot of arguments” across management about how

to tackle different issues because of the different perspectives of the staff

involved; those from a technical background would say “Well, we’ll tell them

to do that” whilst staff from information assurance argued “No, we won’t,

the risk is this” (Organisation 4). This demonstrates how conflict can arise

from different approaches to addressing security across different teams.

Conflict is not necessarily a negative outcome of bringing together different

security teams, as “it’s important, erm, to have a, a challenging environment

at work, a healthy challenging environment” (Organisation 3). It is perhaps

inevitable that there will be differences in how to approach security. For

different security teams to work together, however, these conflicts need to be

managed if such disagreements are to be constructive and used effectively.

This comes down to personalities, attitudes and culture as discussed above.
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Different understanding of security

Security teams have different perspectives of security, and similarly they will

have different levels of understanding about different areas of security. This is

amplified with the recruitment of staff who do not fit the mould of a security

professional; although this introduces new strengths to the security team, it

also means that staff within the security function have less understanding of

security itself. This also can be the case with staff from different areas of

security, however, as Organisation 1 explains:

“. . . you’ve got an IT guy who might be an amazing IT, or lady, ex-
pert, doesn’t have a clue about security, doesn’t have any background
in that, but has suddenly found themselves in a really senior position,
responsible for the security of a massive organisation. Doesn’t fit” –
(Organisation 1)

The principles of protective security, such as deter, detect, delay, deny, de-

tain, are not necessarily principles that are familiar outside of physical se-

curity. As Organisation 1 suggests, when people from other areas, such as

IT, move into security they will not necessarily be aware of these principles,

which means they can reach senior positions within the security department

without understanding the underlying principles of security. This can cause

problems when communicating with and across the security team; with un-

derstanding the objectives of security; and with budget allocation.

Equally, those from a physical security background may not understand or

appreciate the technology aspect to security. Organisation 5 captures how

the background of staff within physical security can make them unfamiliar

with some areas of security:



4.4. Summary 137

“. . . physical security, they’re, they’re nearly all ex-military and, er,
they, they certainly used to struggle at times, er, integrating a bit more
with information risk management and the SIRO [Senior Information
Risk Owner] role and cyber security and business continuity and so the
more business-y type or risk management type stuff . . . ” – (Organi-
sation 5)

For security teams to work together, therefore, it is important that they do

not assume a consistent level of understanding of security across different

disciplines.

4.4 Summary

This study aimed to answer the research question “how do different security

teams work together in converged security? ”. The interviews have shown that

organisational structures are used to help different security teams work to-

gether, providing them with a single objective. There is, however, no one way

of organising different security teams into the same structure as the range of

teams involved in security, and the context dependent nature of convergence,

result in different implementations across different organisations. Organisa-

tional structures are just one way security teams work together, however, and

the interviews have identified a variety of other ways this is being achieved.

Organisations design-in convergence through documentation, processes, job

roles and forums, providing direction for security teams on when and how

they should collaborate. This requires planning to establish staff respon-

sibilities, and how they will work together. Clearly defined responsibilities

also help staff to understand their role within converged security, and facili-

tate knowledge sharing as staff know who is responsible for what aspects of
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security.

For staff to work together they need the opportunity to engage with each

other, through close working proximity or regular meetings, as well as a

culture within security that enables open and honest dialogue during these

engagements. The culture within security is heavily dependent on leaders,

who set the cultural tone and demonstrate expected behaviours. They also

encourage staff to collaborate, facilitate relationships and manage conflict.

For security teams to work together, staff themselves need to have the right

mindset, be responsive to the culture set by security leaders, and be willing

to learn outside their own speciality.

Overall, for security teams to work together, differences between them need

to be recognised so expectations can be managed. The different perspectives

each team has are an asset and can motivate staff to further buy-in to con-

vergence as they see its benefits. Conflict will occur, but this too can be

positive and it is important to not assume that all staff have the same level

of understanding of security.

4.5 Conclusion and Contribution

The study has confirmed the findings from the literature review that demon-

strated that convergence is more than structural. The study has shown that

although organisational structures may facilitate teams working together,

no single approach to implementation was evident. Convergence is highly

dependent on its context, therefore, this study concludes that a blueprint of

how convergence should be implemented is neither appropriate, nor feasible.
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Figure 4.1: The web of interconnected factors that support the implemen-
tation of convergence.

4.5.1 Substantive contribution

The substantive contribution of this research has been to identify a web

of interconnected factors that support the implementation and operation of

converged security as shown in Figure 4.1. These include cultural, organ-

isational and personnel activities. These factors are interrelated and are

dependent on each other for their effectiveness. Together they facilitate or-

ganisations working to address the challenge of bringing people together to

achieve the benefits of holistic security. Further research is required to iden-

tify the extent of these factors, and how important each factor is for effective

convergence.

4.5.2 Methodological contribution

The methodological contribution of this research is an academic exploration

of the real-world experiences of those who work in organisations where con-

vergence has been adopted, specifically to understand how the security teams
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work together over and above changes to organisational structure. This cat-

egorises this research as an empirical study within the EBP framework.

This study also aimed to test whether research into convergence could be

completed by a non-practitioner researcher. The literature review identified

few academic studies investigating convergence, with most research being

carried out by industry specialists. The study has demonstrated that qualita-

tive research with senior security staff can be carried out by non-practitioner

researchers. The next section reflects on why the role of the researcher as a

non-security professional might have been successful.

4.5.3 Study critique and further research

It was easy to build rapport with the participants, and the role of the re-

searcher as a non-practitioner may have helped with this. Participants could

assume the researcher had limited experience of working in security, encour-

aging them to share more about how convergence works for them. Addition-

ally, as a non-practitioner researcher, participants could respond without fear

that the way they implement security or convergence would be judged on its

appropriateness. Interviews often felt rather conspiratorial and confessional,

with participants speaking freely and at length, and there was no indication

that participants were withholding information. This validates that inter-

views are a useful method for gathering insights into how convergence works,

and that the participant having more authority, knowledge and power may

have contributed to the effectiveness of this method in this situation.

On reflection, the interviews were an opportunity for participants to speak

about convergence and showcase their work, whilst allowing them time to
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offload details about the challenges they face. Participants commented on

how they enjoyed participating and how they also found it valuable. As Or-

ganisation 2 said “I actually enjoyed our conversation, it’s made me review

my position in the company and how we’re doing, so that’s good. I, I quite

like self justification on occasions to go, ‘Yeah, are there other things?’ Cos,

cos while you were doing that I was thinking, ‘Oh yes,’ cos I also do. . . ”.

This shows that the interviews gave participants the opportunity to reflect.

This is something security staff do not always have time to do, as described

by Organisation 1: “They can’t do it cos they don’t have the time or resource,

cos you’ve got one investigator, two investigators or three investigators fire-

fighting their jobs. There’s not someone to come back and go, ‘Have we

thought about this? How is what you’re doing linking to this?’ ”

Additionally, it may not be a common experience for security staff to engage

in research, or to be aware that research in security can be carried out in this

way. As Organisation 3 stated: “ . . . the reason I responded to it, I do think

it’s a really interesting, erm, PhD. I’ve never, I didn’t actually think someone

could do that”. This research, therefore, provided them an opportunity that

they may not often be presented with.

The design of the study also contributed to the successful collection of data.

The recruitment process was as transparent as possible, ensuring that all the

information required was available to help participants make a decision about

participating. This indicated that the research had been thoroughly thought

through, and demonstrated professionalism, adding to the credibility of the

researcher. This would have reassured participants that the researcher would

not waste their time, or handle their data inappropriately. Transparency in

the research process also made it clear that there was no ulterior motive to
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the research. Finally, the support of CREST stakeholders gave the research

and the researcher credibility. Whether the research would have been as

fruitful without this endorsement is unclear.

Further research is needed to explore the factors that support the effective-

ness of convergence. The next chapter investigates the web of interconnected

factors in more detail, exploring the literature, and the analysis of this re-

search to identify a preliminary list of the key factors that facilitate effective

convergence. This is achieved through a Delphi study, which is used to eval-

uate and extend the preliminary list, and establish how important each key

factor is for effective convergence.



Chapter 5

Delphi Study: What facilitates

effective convergence?

This chapter describes a study which addresses the second research ques-

tion: what facilitates effective convergence in an organisation? This study

follows on from the initial interviews that identified a variety of implemen-

tation mechanisms that support effective convergence. This study aims to

extend these findings and identify specific implementation mechanisms, or

key factors, and establish their level of importance in facilitating effective

convergence.

This study has two stages. First, a list of key factors is constructed from the

initial interviews and the existing literature. Then, the validity of these key

factors is established by 23 security professionals using a three-round Delphi

study, which also establishes the importance of each key factor in facilitat-

ing effective convergence. This is an empirical study, utilising practitioner
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expertise (Briner, 2019), and it provides further evidence for how to adopt

convergence.

This chapter begins with an explanation of the background to this study,

specifically why a list of key factors was developed, before detailing how the

list was developed using the initial interview analysis, and a rapid review of

the literature. The chapter then outlines a Delphi study used to validate and

rate the key factors based on their importance to convergence. The justifica-

tion for using the Delphi method is presented, before discussing the decisions

involved in the study design. Following this, the chapter discusses the results

of the Delphi study, before closing with the conclusions and contributions of

the study.

5.1 Background

Convergence is more than a change to organisational structure, and is un-

derpinned by a range of interconnected factors. There is no single way of

implementing convergence, and organisations need to decide what the best

form of convergence is for them, therefore, further research is needed to help

them make more informed decisions. The initial interview study provided

empirical evidence for a range of mechanisms that facilitate the implemen-

tation of converged security, and this study aims to establish the extent of

these factors, and how important each is for effective convergence.

Previous studies have developed lists of factors that facilitate convergence

(Kamp, 2016; Larson, 2009), however, there are limitations with their re-

search design. The factors in these studies have been developed solely from
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the literature, missing an opportunity to learn directly from those with expe-

rience of convergence. Additionally, they omit details of the strategies they

used to identify factors, and it is not clear how the literature sources were

identified and selected. As discussed in the literature review (Chapter 2),

this makes it difficult to ascertain whether there is any bias in their selec-

tion. Finally, security professionals who do not necessarily have experience

of convergence validated the lists, missing an opportunity to draw on the

practitioner expertise available.

This study addresses these limitations by using the analysis of the initial

interviews to develop a preliminary list, ensuring the key factors are based

on the real-world experiences of those working in convergence. Additionally,

this study uses a rapid review of the literature to develop and extend this

list. This includes both academic and industry publications as the literature

review demonstrated that experiential literature contains a wealth of prac-

titioner expertise about convergence. A rapid review provides a transparent

process for identifying and selecting literature for inclusion. The output of

this stage of the study will be a list of the potential key factors that fa-

cilitate convergence, which will be validated in the next and final stage, a

three-round Delphi study.

The three-round Delphi study provides an opportunity to validate the list

of key factors with 23 security professionals with experience of convergence

from around the world. This will empirically ascertain whether the list of key

factors are accurate and complete, and will establish how important each key

factor is for facilitating convergence. The aim of the Delphi is to establish

agreement between the participants on how important each key factor is for

effective convergence.
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Table 5.1: An example of how a key factor developed from a theme and its
description.

Theme: Regular meetings to converge process

Description: Regular meetings provide the opportunity for identifying collab-
oration opportunities, and knowledge sharing. However, regular
meetings are not enough on their own as there needs to be a
shared understanding about security, and meetings on their own
will not guarantee this.

Draft Key Factor: Regular meetings take place with different security resources
to enable knowledge sharing and information and to facilitate
collaboration

Final Key Factor: Security staff have regular opportunities to formally and infor-
mally share knowledge and information to facilitate collabora-
tion and build relationships

5.2 Generating a preliminary list of key factors

This section describes how an initial list of key factors was developed from

the initial interview analysis, before describing how this list was refined and

extended using a rapid review of the literature. The section closes by pre-

senting the list of key factors, which will be verified in the Delphi study.

5.2.1 Identifying key factors from the initial interviews

Key factors that facilitate convergence were identified from the thematic

analysis codebook from the initial interview analysis. This codebook presents

the themes, subthemes, codes, and their descriptions, from the analysis. A

research question was created to direct the process of identifying key factors

and was applied across the codebook. The research question was:

“What elements of a converged security function might be important to
its effectiveness? ”
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The research question was applied to each theme, sub-theme, code, and de-

scriptor in turn to establish if they contained elements important to the

effective adoption of convergence. If so a draft key factor was constructed

using the descriptions. Two themes were particularly relevant, “Helping con-

vergence happen”, and “Consequences of convergence”. These themes indi-

cated conditions that positively impacted convergence, or that needed to be

managed. For example, although regular meetings were identified as a way

to facilitate convergence, for them to be effective attendees need to have a

shared understanding of security. This indicates that there needs to be some

active management of the impact of convergence if it is to be effective.

The initial draft key factors identified from the codebook were synthesised

and simplified, to remove duplication and to consolidate those that were

similar. Appendix B1 shows the identified themes, sub-themes and codes

with their descriptions, along with their associated initial draft key factor,

and the synthesised final draft key factor. Table 5.1 shows an extract from

Appendix B1 of a theme and its description from the codebook, and the

development of the associated key factor

20 draft key factors were identified and these can be seen in Table 5.2.
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Table 5.2: Draft key factors identified from the analysis of the initial inter-
views.

№ factor

1 Security is considered holistically in communications, documentation and
training. Effort is made to detail why convergence is important, and how it will
be adopted.

2 Cross cutting committees and forums are formed with membership across
different security disciplines.

3 Roles and responsibilities are clearly defined in job descriptions, which specify
when and with who collaboration should occur to prevent overlap of duties.

4 Security has the time and resources to reflect on how they can improve
convergence as the approach evolves over time, and to maintain changes
implemented as part of its adoption.

5 Guidance signposts organisations through the decisions around implementing
convergence.

6 The security function has a mindset of collaboration that encourages staff to
request and provide support in order to achieve a common aim.

7 Security staff are willing to learn about and be involved in areas outside of their
immediate remit

8 Security staff have regular opportunities to formally and informally share
knowledge and information to facilitate collaboration and build relationships

9 Convergence is planned and documented before its implementation.

10 Security takes early steps towards the implementation of convergence, before
they have a complete view of the final outcome, so they can start to see
improvements as soon as possible.

11 A key person within security has a vision for convergence. They advocate and
direct the approach, facilitating collaboration by moderating relationships and
setting the culture within the security function.

12 Security staff are open minded and have the capability and willingness to
explore new ways of achieving security, embrace new ways of working and
develop new skills.

Continued on next page



5.2. Generating a preliminary list of key factors 149

Table 5.2 – continued from previous page

№ factor

13 Security leaders have the autonomy to hire the right people to fill skills gaps,
without needing to adhere to conventional job roles

14 Security is viewed holistically and investment does not prioritise any one
discipline over the others

15 Senior management emphasis the importance of security as a function to the rest
of the organisation as well as to hold them to account.

16 Different security resources are within the same organisational function, under
the same management team.

17 Teams within security are diverse and the differences are seen to be beneficial.
Sharing knowledge and different viewpoints is actively sought to identify a
common approach which reconciles differences to provide a more holistic and
improved view of security

18 Information from different security resources is aggregated to provide a holistic
view of organisational security

19 It is recognised that there is not a consistent level of security knowledge across
the security function, including within the leadership team.

20 Security staff have good communication skills, enabling them to accurately and
effectively share knowledge with each other, and to engage with senior
management and the wider organisation about security and convergence.

5.2.2 Identifying key factors from the Literature

The list of draft key factors generated from the initial interview analysis

was refined and extended with key factors identified from the literature.

To ensure transparency in the literature search, selection and evaluation

process, a rapid review was conducted. A rapid review follows the same
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process as a systematic review yet omits or simplifies some of the steps to

enable the review to be carried out in a more timely fashion (Tricco et al.,

2015). A systematic review requires extensive resources as the aim is to

provide a complete picture of the published literature, and therefore was not

appropriate considering the timescales of this project. As this review is part

of a larger study, rather than a project in its own right, and the output of the

review will be validated, a more streamlined version of a systematic review

was sufficient.

Additionally, although there are many industry publications about conver-

gence there are fewer empirical studies, with fewer still published in peer

reviewed journals. It would, therefore, be difficult to conduct a traditional

systematic review in this study because of the inconsistencies in the aims,

methods and reporting of this type of literature (Denyer & Tranfield, 2011).

A rapid review allows the many industry publications to be incorporated

into the review, and this recognises the importance of the practitioner exper-

tise they present. The five stage systematic review process from Denyer and

Tranfield (2011) was followed to ensure transparency in the review method.

This allows the method of selecting literature for review to be interrogated,

revised, or duplicated if required. Although the review did not aim to iden-

tify all literature in this area, these steps help to clarify decision points,

demonstrate how the literature was found, how it was selected for inclusion,

and how it was analysed. The five stage process is:

1. Question formulation

2. Locating studies

3. Study selection and evaluation
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4. Analysis and synthesis

5. Reporting and using the results

The decisions made during each stage of the five stage process are detailed

below.

Question formulation

A literature review question was generated to help identify, evaluate and

analyse the literature. Denyer et al. (2008) say that a good review question

will include four different elements: context, intervention, mechanism, and

output. This ensures the question is specific about the context it relates

to, and how the outputs of a particular intervention are facilitated by the

mechanisms. As Denyer and Tranfield (2011, p.682) say “In social science

fields such as organization and management studies, it is not enough to know

what works but also to ascertain why or how the relation occurs and in what

circumstances”. In short, including these elements in a literature review

question will ensure the review is targetted, and provides a specific answer

about a particular set of interactions.

This review aims to identify literature from academia and industry that

discusses convergence as an intervention adopted in the context of security

teams within organisations. The review aims to highlight the factors, or

mechanisms, that improve the outcome of convergence, by improving its

adoption or effectiveness. The question for this review is:

“Within organisational security teams, are there specific factors which
facilitate the adoption and effectiveness of convergence? ”
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Locating the studies

An explicit search strategy was developed to identify papers for further re-

view, ensuring a transparent and replicable process. An earlier, narrative re-

view of the literature demonstrated that there was not a significant amount

of academic literature in the area of convergence. The requirements for the

rapid review, therefore, were to cast a broad net over the available literature,

to encompass publications from both academia and industry.

Initial searches were carried out using the search term, “security conver-

gence”. Searches using the EBSCO Discovery Service were not restricted by

date range, whilst those using Google Scholar looked for articles from 2016

onwards to ensure the most recent publications were included. A snowball

search for literature was also adopted to capture additional papers, using

in-text references, or reference sections within articles; additionally, Google

scholar was used to identify papers that had cited key academic papers on

security convergence, such as the paper by Rahman and Donahue (2010).

Individuals who work within the security sector also made suggestions for

papers that might be of interest. There were also articles that the researcher

was aware of that were not returned by the search strategy that were also

included.

The review is not an exhaustive systematic review. Consequently, the search

strategy does not adopt a comprehensive set of search terms, and is not

immune to omission. The inclusion of non-academic literature means that

a more comprehensive set of search terms would return an unmanageable

number of papers that the resources available would not be able to effec-

tively review. Nevertheless, by using a database search, alongside a snowball
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method, many of the most relevant papers should have been identified for

further review.

Study selection and evaluation

Articles returned using the search strategy were assessed for relevance based

on title, and the short description. Many articles did not meet the remit

of the study and were eliminated from further review, for example, any

article that did not specifically address the interpersonal and organisational

aspects of convergence. Exclusion criteria facilitated this process, eliminating

articles that focused solely on the technical convergence of IT infrastructure,

security convergence at nation state level, and social security. Additionally

any literature not presented in English was not included in the review.

67 articles were selected for further review on this basis. For each of these

articles, the abstract (or introduction for non-academic papers), and conclu-

sion were read in full, and the headings and images were reviewed, to assess

whether the whole article should be read and analysed further. Following

this assessment, 53 articles were selected for full reading and further analysis,

and their details were transferred into a spreadsheet. These articles would

be read in full, to capture any potential key factors they identify. Details of

the database searches and the numbers of returned articles can be found in

Table 5.3.

Articles identified through other methods, for example, through snowballing,

referencing, contacts or researcher knowledge, followed the same process of

selection. Due to the number of potential articles identified through these
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Table 5.3: Details of the search strategy for the literature review.

Database: EBSCO Google Scholar

Search Term: “Security Convergence”

Dates: No limit 2016 onwards

Articles returned total: 1152 451

Articles returned in English: 1106 –

Articles returned, duplicates removed: 656 –

Articles selected for further review: 53 14

Articles selected for full review: 47 6

70 articles fully reviewed in total
This number includes articles identified through alternative methods
such as snowball, referencing, contact, and researcher knowledge.

alternative methods, additional selection criteria were incorporated that pri-

oritised academic publications, recent publications, and any literature with

an empirical component. This was to try to minimise the number of ex-

periential industry publications as this type of publication was already well

represented in the review. In total, 17 other articles were selected for fur-

ther review and were included in the spreadsheet, taking the total number

of reviewed articles to 70.

This review, unlike a systematic review, incorporated a broad range of lit-

erature for scrutiny. The criteria for deciding whether an article was to be

included, therefore, was not rigorously based on the potential quality of the

article or its research. In addition, the purpose of the review, to identify

factors that are important for the effective implementation of convergence,

necessitated as many ideas as possible being captured. It was still important,

however, to be transparent in the methods of appraisal and selection when

selecting articles to include, to give the review some rigour.
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Analysis and synthesis

Each of the 70 selected articles were read in full in date order, starting with

the oldest papers. Broad information about the articles were captured in the

spreadsheet such as authors, publication date, article title and publication,

whether it was peer reviewed, what type of paper it was (for example, em-

pirical, journal, magazine), the essence of the article, and interesting quotes.

The research question was used to guide the review for each article. Key

factors were created, or embellished, if an article included any discussion

of conditions, activities, or organisational or personnel characteristics that

facilitate convergence. Both deductive and inductive approaches were taken,

identifying instances of existing key factors constructed from the initial in-

terviews, as well as new key factors that had not yet been captured. This

process identified 17 potentially new key factors. Appendix B2 shows the list

of amended key factors from the initial interviews, and the new key factors

identified from the literature review.

The complete list of key factors was then synthesised and simplified to re-

move duplication, and to consolidate key factors that were similar. A final

synthesised list of 23 potential key factors was identified which can be seen

in Table 5.4. A further table can be found in Appendix B2 which lists the

final key factors and cites each article where they have been identified. The

table also shows whether the key factor identified in the literature has been

suggested based on experience or through empirical study. Empirical stud-

ies include interviews, surveys or a research project. This shows that of

the articles that include empirical studies, only one has been published in a

peer-reviewed journal (see Appendix B2).
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Reporting and using the results

The previous sections discuss the decisions that informed this rapid review,

and detail the process taken to produce the list of key factors which forms

the output of this review. The final draft list of key factors, with their

descriptions can be found in Table 5.4. It is important to report findings from

a review clearly so they are accessible, and to ensure the initial decisions are

evidenced to provide transparency (Denyer & Tranfield, 2011). The output

of this review will be used in a Delphi study, where the list of key factors

will be evaluated, refined and extended.

5.2.3 Summary of generating a preliminary list of key

factors

To summarise, the list of key factors was constructed using the analysis of the

initial interviews, and a rapid review of the literature. To date, indications

of the factors that facilitate effective convergence have been dispersed across

different publications in different levels of detail. This piecemeal presentation

makes them difficult to locate, and raises questions about whether the level

of detail provided in any one article is enough to facilitate effective action

by an organisation when adopting convergence.

The development of this list of key factors is the first of two stages in this

study. The next stage comprises a Delphi study. This enables the list of key

factors to be validated, further extended, and rated, by a panel of security

professionals with experience of working in a converged security function.

The Delphi study provides opportunities to ascertain the accuracy and com-

pleteness of the list and understand the importance of each key factor for
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effective convergence. This provides empirical evidence for the key factors

which has been limited to date. The next section discusses the Delphi study.

Table 5.4: The final list of draft key factors for use in the Delphi study.

№ factor

1 A key person has a vision for convergence.

They understand the breadth of security and take on a leadership role. They act
as a champion for the approach, advocating convergence to senior management,
communicating how it can be achieved, what problems there might be and how
to mitigate them.

2 Senior management advocate for a converged approach.

They empower the security function to adopt convergence, and emphasise the
importance of a holistic security approach to the rest of the organisation. They
hold the security function to account.

3 The organisation seeks guidance on adopting a converged approach.

The organisation refers to guidance documentation and seeks advice from people
with expertise or knowledge in convergence inside and outside the organisation.
This helps guide the organisation’s decisions around implementing convergence.

4 Convergence is planned before its implementation.

The organisation looks to understand what needs securing, what collaboration
has to occur for this to happen, what budget and skills are required and
available, and how convergence should be implemented before actually adopting
the approach.

5 Security takes early incremental steps towards the implementation of
convergence.

The organisation identifies areas where convergence can happen most easily and
quickly. By addressing ‘low-hanging fruit’ first, they start to see improvements
early before they have a complete view of the final outcome of the converged
approach.

6 Steps are made to engage with stakeholders.

Communications about convergence are transparent to help allay any fears and
to reduce conflict. Convergence is promoted to all stakeholders across the
organisation, and there is clear communication about how it will align security
with the business to help get stakeholders on board.

Continued on next page
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Table 5.4 – continued from previous page

№ factor

7 Different security departments are under the same management team.

They may be kept separate or may be merged into a single organisational
function.

8 The organisation forms a cross-cutting committee, forum, or risk
council.

This will have membership representation from across all the different security
disciplines.

9 The security function has a culture of continuous improvement.

They have the time and resources to implement convergence, to address issues
early, and to maintain changes after implementation. They are able to reflect on
how they can improve convergence allowing it to evolve over time.

10 The security function has a mindset of collaboration.

Different views are respected and seen as beneficial to the security of the
organisation. Staff are encouraged to share their different perspectives and
knowledge, and to ask for and offer support.

11 Everyone within the security function is working to a common goal.

The objectives of the security function support the business, and take a holistic
view of security.

12 A key person directs the convergence approach.

They understand the different security perspectives and facilitate collaboration
by moderating relationships. They set the culture within the security function
and facilitate change through education and training.

13 Security staff have regular opportunities to meet formally and
informally.

Regular meetings, sharing the same location, and social gatherings help to build
relationships and give staff the opportunity to work together, learn from each
other, and share knowledge and information.

14 Roles and responsibilities are clearly defined in job descriptions.

The ownership of different areas is clear, and duties do not overlap. Lines of
authority and reporting have been specified and there is detail about who people
should collaborate with, and when.

15 Staff all work to the same frameworks and standards.

Continued on next page
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Table 5.4 – continued from previous page

№ factor

Documentation formalises convergence through joint procedures and processes,
facilitating collaboration by building in key touch points.

16 Security data is aggregated.

Information from different security resources is aggregated to provide a holistic
view of organisational security.

17 Security staff are open minded.

They have the capability and willingness to explore new ways of achieving
security, to embrace new ways of working, to learn about and be involved in
areas outside of their immediate remit, and to develop new skills.

18 Security staff have good communication skills.

Security knowledge may be inconsistent across the security function, including
within the security leadership team, so security staff need to be able to
accurately and effectively share knowledge, engage with senior management and
the wider organisation about security, threat, and convergence.

19 The organisation needs the right people with the right skills.

Security leaders have the autonomy and resources to train or hire the right
people to fill skill gaps, without needing to adhere to conventional job roles.

20 Security staff are provided with training opportunities.

Professional development, accreditation, and cross-skilling opportunities ensure a
greater range of skills within the security workforce, and training on convergence
and how it aligns with the business ensures a business focused security function.

21 Converged security aligns with the business.

The security function has the time to assess the business-related security issues
that convergence will help to address, and will align with the organisation’s view
on what is an acceptable level of risk.

22 Expectations for convergence are measured.

The organisation is ready for a change, and has realistic expectations for the
approach. Appropriate goals for convergence are set, and progress towards them
is measured, with successes (and failures) shared across the organisation.

23 Security is viewed holistically and investment does not prioritise any
one security discipline over another.
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5.3 Methodology

A Delphi study provided an appropriate method to validate, extend and

rate the list of key factors with security professionals who have experience of

working in converged security. The Delphi method provides an empirical way

of collecting the opinions of those with real-world experiences of convergence.

Specifically, the Delphi method has been described as a “systematic process

for developing and measuring consensus” (Humphrey-Murto et al., 2020),

that tries to “obtain the relevant intuitive insights of experts and use their

informed judgement as systematically as possible” (Ziglio, 1996, p.4). It uses

an iterative process of eliciting comments from participants, who are experts

in the area of study, and feeding back responses to the group to invoke a

discussion amongst participants, with the aim of reaching consensus on the

topic.

The key aspects of a traditional Delphi study are controlled feedback, iter-

ation, statistical group response and anonymity. Controlled feedback facili-

tates an exchange of ideas between participants, iteration allows participants

to change their views based on the discussions, statistical group response is

used to analyse responses of participants (Humphrey-Murto et al., 2020;

Skulmoski et al., 2007), and anonymity minimises the impact of a domi-

nating participant (Humphrey-Murto et al., 2017; Ziglio, 1996) and reduces

groupthink (Mcfadzean et al., 2011).

Although the Delphi method can be used for other purposes, such as to

explore similarities and differences in opinion (Hasson et al., 2000, citing

Turoff (1970)) or to aid idea generation and decision-making (Ziglio, 1996),

it is most often associated with achieving consensus on a topic from an expert
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panel. This aligns with the aims of this study which are to validate the list of

key factors and to establish whether security professionals with experience of

converged security agree on their importance for convergence to be effective.

This section describes why the Delphi method was appropriate for this study

before discussing the decisions made about the design of the study, and

details of the study procedure. A description of how the study was tested,

and the data analysed, is then provided. Finally the section closes with a

presentation and discussion of the results.

5.3.1 Why the Delphi method?

The Delphi method has been highlighted as particularly useful in areas where

there is limited empirical evidence (Humphrey-Murto et al., 2017; Skulmoski

et al., 2007), or where knowledge in an area has not yet been formalised

(Willis et al., 2010). This makes the Delphi method appropriate for this

study as the literature review demonstrated that whilst there is little empir-

ical evidence for convergence, organisations are adopting converged security,

and therefore there is a lot of experience in the field.

The Delphi method is similar to other group data collection methods, like

focus groups which also facilitate sharing of ideas and opinions (Sharples &

Cobb, 2015). Both methods purposely select participants for their knowledge

and experience of the topic area (Merriam & Tisdell, 2015; Saunders et al.,

2012). The numbers of participants in a focus group, however, tend to

be smaller (Merriam & Tisdell, 2015; Saunders et al., 2012; Sharples &

Cobb, 2015), and several focus groups may be carried out within one study.

Additionally, focus groups are more likely to be seeking a range of views on
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the topic unlike a Delphi study that aims for consensus (Sharples & Cobb,

2015). This makes a focus group less applicable for this study which aims

to see whether there can be agreement from participants on how important

the key factors are for effective convergence, which makes the Delphi method

more appropriate.

Focus groups have a greater emphasis on the interaction between participants

(Saunders et al., 2012), and dominant group members can be a challenge

(Saunders et al., 2012; Sharples & Cobb, 2015). By comparison, in a Delphi

study all participants have an equal opportunity to provide an opinion and

share ideas because of the structured nature of the method. Equity was

important for this study to ensure that each individual’s contribution was

captured and considered on its content rather than on the status of the

contributor, again indicating a Delphi study was more appropriate than a

focus group.

The Delphi method, however, is not without its criticisms. Primarily, the

literature advocates an increase in standardisation in the adoption of the

Delphi method (Humphrey-Murto et al., 2017; Skulmoski et al., 2007), an

increase in transparency in the research decisions (Humphrey-Murto et al.,

2017; Skulmoski et al., 2007), and greater consistency in how Delphi studies

are reported (Hasson et al., 2000). Variation in how studies apply the method

has led to criticisms that no two Delphi studies are the same (Humphrey-

Murto et al., 2017; Skulmoski et al., 2007), and that the variability re-

duces the technique’s “scientific credibility” (Humphrey-Murto et al., 2017,

p.1497). The following section discusses the design decisions that were made

for this study in response to these criticisms and to ensure transparency.
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5.3.2 Research design decisions and data collection

Several design decisions were made for this study. The decisions demonstrate

how the advantages and disadvantages of the Delphi technique presented in

the literature have influenced the study design. The decisions also provide

details of the study design for the areas where greater transparency has been

suggested, such as anonymity, participant details and recruitment, and con-

sensus (Humphrey-Murto et al., 2017). Where possible, design decisions were

made to facilitate engagement and response rates, retention and participant

motivation.

These decisions are summarised here, and discussed in more detail in the

following sections:

• Establishing an expert panel. Including participant selection, the

impact of the recruitment strategy and the process adopted, as well as

information about the sample size;

• Removing barriers to participation. Including decisions about

the adoption of an asynchronous format for the study, and ensuring

participant anonymity;

• Designing the Delphi study. Specifically the number of rounds, the

design of the first round of the study, how the key factors are rated,

how discussion between participants is facilitated, how consensus is

achieved, and when the study will be stopped;

• Encouraging the panel. How the panel were encouraged to par-

ticipate, with the steps taken to retain participants throughout the

study.
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Establishing an expert panel

Participants: A Delphi study draws on the expertise and experience of

its participants. Consequently, the quality of the output from the study is

dependent on the experience and engagement of the panel. Consideration,

therefore, needs to be given to the type of participants recruited. It is impor-

tant to recruit participants who have the knowledge and expertise to make

useful contributions, who are willing to participate (Hsu & Sandford, 2007;

Ziglio, 1996), and who have the time to contribute (Hasson et al., 2000;

Ziglio, 1996). Considering the importance of panel recruitment it is surpris-

ing that there is no guidance on how to appropriately select a panel (Hsu &

Sandford, 2007), although variability in research topics may be a factor in

this.

The use of inclusion and exclusion criteria (Ziglio, 1996) can ensure the

sample selected is appropriate for the aims of the study. A key consideration

is that the anticipated sample has the appropriate knowledge and experience

of the topic in question to be able to provide input that is beneficial to the

research (Hasson et al., 2000; Hsu & Sandford, 2007).

Consequently, for this study inclusion criteria were specified during the re-

cruitment process to help potential participants determine their applicabil-

ity to take part. Panellists were security professionals who were required

to have more than 18 months experience working within converged security,

providing a purposive rather than a representative sample (Hasson et al.,

2000). It was important to have participants who have first hand experience

of working in converged security rather than a representative sample of all
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security professionals. Although it may be difficult for participants to estab-

lish the precise amount of time their security function has been converged,

as convergence is not necessarily a one hit event and can evolve over time, it

was important that the participants have relevant experience of convergence,

rather than simply providing an opinion (Willis et al., 2010).

Security experience in general was another important consideration, and

panellists needed to have four years working as a security professional, in a

role with a degree of responsibility for security. No particular job roles were

specified, however, as the initial interviews highlighted (see Section 4.3.1,

p115) the breadth of the security discipline. It was hoped that this would

encourage broad participation as it would allow participants who identify

as security professionals to participate although their role may be centred

around, for example, risk, business continuity, or incident management. Lim-

iting participation to people where their role is predominantly security would

not represent the variety of people who are impacted by convergence. For

example, in some organisations the role of personnel security might fall to

an HR specialist whose role is not predominantly security but who is per-

haps instrumental in participating in a converged approach. Details of the

participant sample can be seen in Table 5.5 (p169).

Recruitment: The way participants are recruited can introduce bias into

the study, for example, recruiting participants individually by invitation in-

creases the risk of researcher bias in the sample selection (Hasson et al.,

2000). Consideration, therefore, needed to be given to how participants

were recruited if this bias was to be avoided.

For this study an opportunistic sampling strategy was used. Details of the
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study (see Appendix C1 “Call for Participation”) were shared through a va-

riety of different industry bodies, organisations and community forums, in-

cluding ASIS, The Security Institute, CREST and SPRITE+ research hubs.

This ensured different disciplines, such as cyber, physical and personnel se-

curity, were represented in the sample. Details of the study were also shared

on Twitter and LinkedIn using relevant hashtags such as #convergence and

#research, as well as being shared directly with individual contacts who

subsequently forwarded to potentially interested parties. The ‘Call for Par-

ticipation’ provided high-level information about the study and its aims to

attract potential participants, and details of the funding organisation and

ethical approvals to demonstrate credibility and to motivate people to par-

ticipate. Finally, inclusion criteria were provided to ensure only eligible

participants requested more information.

This recruitment strategy minimised researcher bias, however, other biases

were introduced into the participant sample. As a self-selecting sample there

is a likelihood that only people who have a vested interest in convergence

would come forward. Although people from across the world could partic-

ipate, the study was run in English, therefore participation was limited to

participants who were able to read and write in English. Finally, the initial

email exchanges used email and Google Docs, therefore only participants

comfortable with, and able to use these tools were recruited; this also en-

sured that all participants had the requisite competence in these tools to be

able to participate in the study (Hasson et al., 2000).

Recruitment process: Respondents to the ‘Call for Participation’ were

given as much information as possible about the study in a ‘Consent Email’
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(see Appendix C2). This ensured that participants knew what they were

required to do, were willing to participate (Hsu & Sandford, 2007; Ziglio,

1996), and had the time to contribute (Hasson et al., 2000; Ziglio, 1996).

This information was also intended to motivate participants by reinforcing

the aims of the study and its credibility. The ‘Consent Email’ provided more

details about the study, its aims, a high-level timetable, and the details of

consent to ensure the potential participant was clear of their rights. The

‘Consent Email’ also provided a link to the ‘Research Overview’ document

(see Appendix C3). This document outlined in detail the different stages of

the study, what participants will be required to do, and the expected time

commitment required from them. This ensured that potential participants

were clear of the time commitment involved in participating, and when that

time commitment was required. A link to the document was provided to

participants in every communication. This also served as a participant in-

formation sheet to ensure informed consent for ethical purposes.

If still interested in participating, potential participants were asked to re-

spond to the ‘Consent Email’ confirming their agreement to participate.

They needed to confirm they had read the ‘Research Overview’ document,

and were asked to provide some high-level details about their role, indus-

try and experience. This information ensured an appropriate representation

from participants across the range of diverse roles, without favouring one

particular security viewpoint. It was also used to describe the participants

during the reporting of the study, and used at a high-level to help partic-

ipants know more about the others members of the expert panel. This is

discussed further in the ‘Anonymity’ section. Details of the participant sam-

ple can be seen in Table 5.5 (p169). If potential participants provided this

information they were signed up as a participant in the study.
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These preliminary documents not only fulfilled the ethical requirements en-

suring informed consent, but also increased the likelihood that only partici-

pants who had the time would take part in the study. This was also seen as

an important step in reducing dropout rates during the study itself (Hasson

et al., 2000).

Sample size: A Delphi study can accommodate large numbers of partic-

ipants (Humphrey-Murto et al., 2017), but there is no consensus on how

many participants an expert panel should have as a minimum or maximum

(Akins et al., 2005; Hsu & Sandford, 2007; Shariff, 2015; Skulmoski et al.,

2007; Ziglio, 1996). Additionally, the number of participants suggested for

involvement in a Delphi study varies across the literature, for example Has-

son et al. (2000) cited studies using between 15 and 60 participants, whereas

Skulmoski et al.’s (2007) cited studies with participant sample sizes ranging

from 3 to 171.

Equally, there is little direction from the literature on the criteria that might

determine how many participants should be included in a study. Larger

sample sizes ensure the responses of one individual do not sway consensus

(Jorm, 2015), but can be difficult to manage, and may reduce response rates

(de Villiers et al., 2005). The composition of the sample is thought to in-

fluence the appropriate number of participants, although there appears to

be disagreement in how this might impact the sample size. Delbeq, Van de

Ven, & Gustafson (1975) in Hsu and Sandford (2007) suggest that between

10 and 15 participants will suffice when the panel is homogenous, whereas

Linstone & Turoff (1975) in de Villiers et al. (2005) suggest a larger num-

ber of participants, between 15 to 30, for homogenous groups, and smaller
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Table 5.5: The experience of the expert panel members in the Delphi study.

Number of panelists 23

Industries Government; Military; Policing and Corrections; En-
ergy, Nuclear, Oil and Gas; Aviation and Public Trans-
portation; Refining and Manufacturing; Healthcare;
Academia; Banking and Financial Services; Telecoms;
and the Technology sector. In addition, several partic-
ipants have experienced convergence in multiple indus-
tries.

Countries 10 including UK, USA, Canada, Ecuador, Botswana,
Nigeria, India, UAE

Regions Europe, North America, South America, Africa, South
Asia, and the Middle East.

Experience in Security Average of 26 years (range 4-50 years)

Experience in Convergence Average of 11 years (range 3-15 years)

Roles Security Director, Head of Security, Security Executive,
Security Management, Security Projects Manager, Secu-
rity Inspector, Security Engineer and Security Consul-
tant.

number, between 5 and 10 participants, for heterogeneous groups. It is not

clear, however, how a researcher might determine whether their sample is

homogeneous. In this study participants were recruited from the security

profession, and all had experience working within a converged security func-

tion, which would suggest that they are homogeneous. Their geographical

dispersion, the variety of industries they work in, and their different inherent

security disciplines, however, may suggest that they are heterogeneous (see

Table 5.5, p169).

There are indications from the literature that more stable results are pro-

duced from sample sizes over 20. In a review of replicated Delphi studies in

mental health research, Jorm (2015) reported stability in results with sample

sizes over 20; whilst Akins et al. (2005), using a bootstrap sampling method,

reported stable results with a participant sample of 23. Without further
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clear direction on the number of participants required, and considering the

limited time available to recruit participants, for this study a sample size of

at least 20 was desired. 20 participants would be manageable considering the

resources available, and the increased effort required to manage the study if

the number of participants grew beyond this (de Villiers et al., 2005; Jorm,

2015). The sample was considered large enough to ensure some variabil-

ity in participant background and specific security expertise, and to reduce

influence from any one respondent, whilst remaining small enough that par-

ticipants would feel their input was meaningful. In total 23 participants were

recruited for the study, and each participant responded to at least one round

of the study (for response rates during the study see Section 5.4.1 (p199)).

Removing barriers to participation

An asynchronous approach: One advantage of the Delphi method is

that it can be carried out asynchronously. As this study was carried out in the

middle of the COVID-19 coronavirus pandemic, asynchronous participation

allowed participants some flexibility in when they contributed (Ziglio, 1996).

This would enable them to participate around the various and fluctuating

restrictions in place globally, and would improve retention rates during such

a changeable time.

Asynchronicity also encourages participation from a wider range of partic-

ipants; as time zones are not a factor in participation, participants can be

geographically dispersed. Asynchronicity may also benefit the quality of data

as participants have more time to consider their contribution and think about

the responses of other participants (Rotondi & Gustafson, 1996). Addition-

ally, the need to write down the response encourages a level of synthesis that
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verbal methods of discussion do not afford (Rotondi & Gustafson, 1996),

potentially encouraging more in-depth, thought-through feedback.

Consequently, this study was run asynchronously online, adopting email and

Google Docs as a way of sharing documentation and information. Most

working people are familiar with email and word processing applications,

and are increasingly familiar with word processing applications that allow

sharing online. This method, therefore, does not require participants to

learn anything new and so did not introduce a barrier to participation. A

Microsoft Word version of the study documentation was also offered in case

participants were unable to access Google Docs because it is blocked at an

organisational level

Online methods of conducting a Delphi, such as Welphi 1, were considered.

These were dismissed, however, as they may introduce a barrier to par-

ticipation by requiring participants to take time to learn how to use them.

Additionally, participants may be less trusting of unfamiliar technology, par-

ticularly considering the topic under discussion relates to organisational se-

curity. Similarly, an online synchronous Delphi study would have the same

barriers, and would also introduce limits on participation because of differ-

ing time zones. Also, there is less opportunity for revision during real time

engagements, increasing the risk that discussions might reveal identifiable

information.

There are, however, disadvantages to an asynchronous approach. Delphi

studies take time to run (Rotondi & Gustafson, 1996), and asynchronous

1https://welphi.com/

https://welphi.com/
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Delphi studies take place over a longer period of time than synchronous re-

search methods. To encourage retention and motivation, participants need to

be informed of the time requirements of participating to ensure they under-

stand the commitment involved (Hasson et al., 2000; Ziglio, 1996). As dis-

cussed, to mitigate this, potential participants were sent information about

the study and the required timescales during the recruitment process (see

Appendices C2 (p444) & C3 (p447)). This provided them with a compre-

hensive description of the study, and a clear overview of the process and

what is expected of them in terms of time commitment. This aimed to help

participants establish whether they are able to meet the requirements of the

Delphi study (Rotondi & Gustafson, 1996). This helped achieve buy-in from

the participants in the process as well as ensuring that ethically they were

participating in full knowledge of their commitment.

Anonymity: Anonymity is a key aspect of a Delphi study (Humphrey-

Murto et al., 2020; Skulmoski et al., 2007), and was seen as particularly

beneficial for this study. Anonymity facilitates participant recruitment by

ensuring participant or organisation details cannot be shared, and by re-

ducing the possibility that potentially security-sensitive information could

be accumulated about an organisation. Consequently, participants in this

study remained anonymous.

Anonymity also enables freedom of expression (Rotondi & Gustafson, 1996),

allowing participants to contribute without concern that their opinion or

knowledge will be judged, and they will not jeopardise either their position,

or their organisation. This improves data collection as participants can be

more candid in their responses, free from the constraints imposed by social
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desirability bias (Brüggen & Willems, 2009).

Anonymity also facilitates participation. Without information about posi-

tion, seniority or organisation, the weight of a participant’s contribution is

solely based on content. This levels the status of participants, removing the

dominance of any one participant (Hsu & Sandford, 2007; Humphrey-Murto

et al., 2017; Ziglio, 1996). This reduces groupthink, through “inappropri-

ate influence of choices by those participants with greater status or perceived

ability” (Mcfadzean et al., 2011).

There are drawbacks to using an anonymous approach. Anonymity means

participants do not know much about each other, which can make it difficult

to establish a mutual understanding within the group and to enable respect

for fellow panellists’ expertise (Rotondi & Gustafson, 1996). Anonymity

can lead to participants feeling isolated, and not part of the group, which

may reduce motivation and impact retention (Rotondi & Gustafson, 1996).

Finally, anonymity can mean that participants have less concern for their

own reputation (Rotondi & Gustafson, 1996).

As participants were to remain anonymous in this study it was important to

mitigate the disadvantages of anonymity as much as possible. Of particular

concern was the impact of anonymity on group cohesion and motivation.

Establishing a sense of group cohesion amongst the panel was important

as this study drew participants from a broad range of security disciplines.

Equally, as Delphi studies require significant time commitment from partici-

pants (Rotondi & Gustafson, 1996), it was essential to encourage motivation

in participants to avoid a high dropout rate. Consequently, as discussed,

participants were provided with information about the sample population as

a whole to help team building and motivation. Reducing anonymity was not
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Round 2:

Read comments and 

re-rate key factors 

Round 1: 

Rate key factors 

and comment

Round 3:

Read comments and 

re-rate key factors 

On the date the research project started partici-
pants were shown a draft list of key factors that are
potentially important for effective convergence.
They were asked to rate each key factor on its
level of importance and provide comments. Once
everyone had responded, responses from the panel
were combined to start to understand which key
factors are most important. Only key factors that
the expert panel did not agree on were used in the
next round.

The updated draft list of key factors was then
shared with the expert panel. Ratings and com-
ments for key factors with no agreement were also
anonymously shared with the expert panel. Par-
ticipants were given the opportunity to review and
change their ratings on the key factors, based on
the comments from other members of the group.
The aim was to see if the expert panel could reach
consensus on the importance of the key factors.

The anonymous ratings and comments from
‘Round 2’ were shared with the expert panel.
Again they were given the opportunity to change
their ratings, based on the comments from other
members of the group. The aim was to see whether
any further consensus could be reached by the ex-
pert panel on the importance of the key factors.

Figure 5.1: An outline of the rounds in the Delphi study

considered an appropriate option to protect the identity of the organisations

involved, however providing participants with information such as the to-

tal number of participants, their location, high-level information about their

roles, and their industries would give them an overview of their fellow pan-

ellists to help build a sense of a group rather than individuals participating

on their own. This information can be seen in Table 5.5.
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Designing the Delphi study

Number of rounds: A key feature of the Delphi method is its iterative

nature, where comments in one round are fed back to the panel in the next

to stimulate discussion, and to try to move towards consensus. The number

of rounds required in a Delphi study is not agreed, and as with many aspects

of the Delphi study, there is no consensus in the literature. A review of 100

Delphi studies carried out between 2000 and 2009 showed that 90% used 2 or

3 rounds (Diamond et al., 2014). A similar range of 3 to 5 was suggested by

a review study by Hsu and Sandford (2007), and a review by Hasson et al.

(2000) found ranges between 2 and 4. Several factors determine the number

of rounds, including the level of consensus required (Skulmoski et al., 2007),

the number of participants, whether they are a homogeneous group or not

(de Villiers et al., 2005; Hsu & Sandford, 2007), the length of the material

on which consensus is sought (Hasson et al., 2000; Hsu & Sandford, 2007),

and the time available (Hasson et al., 2000).

This study was carried out over three rounds (see Figure 5.1, p174). Extend-

ing the number of rounds to achieve consensus was not necessary because

although the study was interested in achieving consensus, if no consensus was

reached this would be equally interesting. Additionally, a greater number of

rounds would not be feasible considering the resources available to complete

the study and the time available. It was also thought that an extended

number of rounds might discourage participants, and a prolonged involve-

ment in the study could potentially reduce retention. These considerations

suggested that a lower number of rounds would be more appropriate. In

contrast, as the study is both remote and asynchronous, the rounds provide

the only opportunity for participants to exchange ideas, which suggests that
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a higher number of rounds would be more appropriate. On balance, three

rounds should provide a balance between providing participants with enough

interaction, without being detrimental to engagement.

Predetermined list for the first round: The initial round of the Del-

phi study can require panellists to generate ideas, or it can provide a list of

predetermined ideas for participants to rank, generated from previous inter-

views, focus groups, or the literature (Hasson et al., 2000; Skulmoski et al.,

2007). A predetermined list can establish a common understanding amongst

panellists about the task, its parameters, and where there are existing agree-

ments and disagreements (Rotondi & Gustafson, 1996), however, Hasson et

al. (2000) criticises this approach suggesting this may influence the responses

of the expert group and “bias the responses or limit the available options”

(Hasson et al., 2000, p.1011). They further highlighted that a Delphi study

should be driven by the experts within the group: the addition of items, the

judgement of quality, and the phrasing of items should all be driven by the

responses of the panellists. There is, however, a great discrepancy between

this guidance and the existing literature where predetermined lists are used,

and researchers have driven the refinement (for example Mcfadzean et al.

(2011)) and the addition of items (Backman et al., 2019). This lack of agree-

ment makes it difficult to ascertain the correct way of implementing a Delphi

approach.

As described in Section 5.2, an initial list of key factors was established

for the first round of this study from the analysis of the initial interviews

and from a rapid review of the literature. This enabled existing information
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1 2 3 4 5 6
Not Important

X
Very Important

Figure 5.2: The Delphi study Likert-Type rating scale

about convergence to be incorporated into the study, recognising that con-

vergence has been advocated and adopted by organisations for many years.

Additionally, providing a “straw model ” (Rotondi & Gustafson, 1996, p.43)

reduces the analysis required between the first and second rounds, reducing

resource requirements and facilitating a quicker turnaround between rounds,

helping to keep panellists engaged in the process.

Despite this, the addition of a free response was considered to be important

to capture any additional key factors not covered by the predetermined list.

Similarly, participants were also provided with the opportunity to comment

on any key factor, allowing them to indicate changes that would help the

key factors better represent what is needed for convergence to be effective.

This design, therefore, provided panellists with a well developed list of key

factors that they could comment on and rank, whilst also enabling them to

provide further ideas.

Rating the key factors A 6-point Likert-type rating was used to gather

participants’ responses for each key factor individually (see Figure 5.2, p177),

unlike a Likert scale where responses across all items are aggregated (Saun-

ders et al., 2012, p.436). The same 6-point rating scale was used for each

key factor to ascertain how important participants considered each individ-

ual key factor for convergence to be effective. End-point descriptors of ‘Not

important’ and ‘Very important’ were provided, but interim labels for each

rating were not provided to reduce the amount of information presented for
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each key factor. An even number of ratings was used to force participants

to make a decision either positively or negatively, to ensure if consensus was

reached on a key factor it could be determined whether the key factor had

some importance or not. A 6-point scale was also considered to provide suffi-

cient granularity to make participant ratings meaningful, without providing

so many options as to be unnecessarily unwieldy and for differences between

options to be indistinct (Belton et al., 2019).

Facilitating discussion: Input from participants during a Delphi study

can consist of comments as well as ratings, and researchers need to decide

how to present participant comments back to the rest of the expert panel.

Participant comments can be used to generate items for the next round of

the study, and should be maintained in their original form as far as possible

(Hasson et al., 2000). Although this removes the researcher from the pro-

cess to some extent, they still decide how comments are presented, which

introduces the potential for the researcher to mould the comments presented

back to the panel (Hsu & Sandford, 2007).

In this study the generation of items by participants was limited. Most of the

study was dedicated to participants commenting on and rating the generated

list of key factors. Comments were the only way they could engage with each

other about the list, and these were encouraged to give the expert panel an

insight into the reasoning behind each other’s ratings, and to help establish

consensus within the panel (Rotondi & Gustafson, 1996). Notwithstanding,

the concerns raised by Hasson et al. (2000) and Hsu and Sandford (2007)

about the researcher influence were thought to apply in this instance too,

as the researcher controls what participant comments are fed back to the
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expert panel, and how they are presented.

In this study, to mitigate the potential influence the researcher had in the

presentation of comments, it was planned that a representative comment

would be fed back to the panel for each rating. This is considered summary

feedback, or ‘controlled feedback’ and it ensures that only relevant comments

are included, minimising extraneous information and helping to maintain a

focus on the study (Hsu & Sandford, 2007). This helps to maintain the

integrity of the original participant’s comment, whilst not overloading the

panel with all comments, which was a concern in relation to participant

retention.

The planned approach needed to be changed, however, and an alternative

method was chosen before the first set of comments were fed back to the

panel. On receipt of the comments for the first round, it became evident

that choosing a representative comment would be difficult because of the

length and diversity of the comments. This would mean that the researcher

would have too great an influence over the information presented back to

the panel. The decision was made to feedback all comments, unedited, to

the panel. Although it was recognised that this would place an additional

burden on the participants, this was countered by the anticipation that it

would make the research more interesting for participants as the level of

exchange between the panel would be greater. This was a good learning

point for the researcher who had not undertaken a Delphi Study before.

Consensus: The Delphi study aimed to discover whether consensus amongst

the expert group could be achieved. Consensus is established when a prede-

termined proportion of participants respond within a predetermined range.
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There are many ways of achieving consensus such as percentage agreement

and consensus within a range (Diamond et al., 2014, p.404), however, there

appears to be no agreement on what level of consensus should be required

(Hasson et al., 2000). In their review, Hasson et al. (2000) cited studies

where consensus was achieved when agreement was reached between 51%,

70%, and 80% of participants. This aligns with the findings from Diamond

et al.’s (2014) systematic review of Delphi studies which showed thresholds

between 50% and 97%.

The classification of consensus is dependent on the study, and is often defined

by range and central tendency. The central tendency refers to the average

rating (mean, median or mode), and the range is determined by standard

deviation or interquartile range (Hsu & Sandford, 2007), both dependent

on the nature of the rating scale used. Consensus is determined, therefore,

by the number of participants rating an item within a certain range of a

central tendency (Hasson et al., 2000; Hsu & Sandford, 2007). For example,

the proportion of participants who rank an item within a range of ratings

(Diamond et al., 2014). Most importantly, whatever definition of consensus

is chosen, it should be defined before the study commences (Diamond et al.,

2014).

It is important to consider how participants’ ratings are collected to deter-

mine the appropriate way of establishing consensus. The rating scale used in

this study was ordinal, as the gaps between ratings were not objectively the

same interval (“Ordinal Scale”, 2018). Ordinal data is non-parametric, and

therefore requires the use of the interquartile range as the dispersion criteria

rather than the standard deviation; additionally the median is the favoured

approach in the literature (Hsu & Sandford, 2007) and should be used as the
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central tendency.

In this study, the level of importance was determined by the median rating,

and consensus was considered to be achieved if the interquartile range (IQR)

was 1 or less, demonstrating a good level of consensus (Ahuja et al., 2018).

The IQR places all ratings in order, then compares the rating at the 25th

percentile and the rating at the 75th percentile (Saunders et al., 2012, p.506).

For an IQR rating of 1 or less, this means that 50% of the scores fall within

the range of one rating as determined by the median rating. As the research

was not looking for consensus at any particular end of the scale, consensus

was considered to be unrestricted (Diamond et al., 2014), that is, the panel

could agree that a key factor had either a low or high level of importance for

effective convergence.

Stopping the study: Stopping criteria need to be established before the

study, and are determined by the study aims, whether or not the research

question has been answered (Skulmoski et al., 2007), and also the constraints

imposed by the research process. Stopping criteria include: reaching the

predetermined level of consensus (Hasson et al., 2000), although as the num-

ber of rounds grows consideration needs to be given to drop-out rates and

participant fatigue; a set number of rounds regardless of the level of con-

sensus reached, often established because of resource constraints (Diamond

et al., 2014); and stability of response when there are no further changes in

participant ratings. Establishing stopping criteria before the study ensures

participants are informed of the time requirements expected from them.

In this study, due to time restrictions, the study would complete in three

rounds, unless consensus on all key factors was reached earlier. Three rounds
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would establish consensus for those key factors where there is most agreement

on their importance for effective convergence. If no consensus is reached on

any key factor after three rounds this would itself be an interesting finding; it

would demonstrate that there is no agreement on how important any of the

key factors are, suggesting that there are no similarities in how convergence

is adopted across organisations.

Encouraging the panel

Motivating and retaining participants Low response rates are a limi-

tation of the Delphi technique (Hsu & Sandford, 2007). Delphi studies often

require participants to engage with the process over an extended period of

time, often answering the same questions over and over (Hasson et al., 2000).

It is important, therefore, to motivate participants to continue contributing,

to reduce drop-out rates (Hsu & Sandford, 2007), and achieve a response

rate of over 70% in each round to demonstrate rigour Hasson et al. (2000,

citing Sumison (1998)).

This was a particular concern for this study which required participants to

rate and comment on twenty-three different key factors. It was recognised

that the key factors and their descriptions generated a lengthy list, increasing

the time required of participants (Hasson et al., 2000; Hsu & Sandford, 2007).

This may impact response rates, particularly considering the broader context

of the pandemic within which the study was being carried out.

Participants can be motivated by reinforcing the advantages and objectives

of the study (Rotondi & Gustafson, 1996), or if they recognise the topic is

in an area that warrants change, that the change is timely, and that the
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group has the ability to bring about that change. Consequently, in this

study the broader relevance and significance of the study was emphasised

throughout the study documentation, including the aim of improving the

evidence base for convergence, and the interest the funding organisations

have in the findings. The benefits to participants were also emphasised.

Participating was advocated as an opportunity for personal and professional

growth (Rotondi & Gustafson, 1996); as the study drew together experts

from across the field of security it provided an opportunity for participants

to exchange information and ideas, and to learn something about what other

organisations are doing with convergence. Good response rates can also be

achieved by engaging with non-responders (Hasson et al., 2000) and the

researcher taking an active role in the research (Hsu & Sandford, 2007, citing

Ludwig (1994)).

Participants were given 2 to 2.5 weeks to respond in each round (Hsu &

Sandford, 2007, citing Delbecq et al (1975)). Each round ended on a Sun-

day to give participants who had chosen to respond outside of work hours

the weekend to complete the task. For each round, participants who had

not yet responded received an individual email reminder approximately one

week before the end of the round and another approximately three days be-

fore (see Appendix C7 “Delphi Study Reminder Email ”). Participants were

informed in the study documentation of this process, so would expect to

receive reminders. These emails were personalised and sent out individually

to reinforce to participants that their individual responses were important to

the study, and to help build a working relationship between the participants

and the researcher.

Additional measures to encourage participation were also adopted. In round
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1, an update email was sent to the whole panel to highlight the high re-

sponse rate, thank the panel for their comments so far, and for engaging

so enthusiastically with the process (see Appendix C8 “Delphi Study Round

One Update Email ”). This was sent a day before the last email reminder to

non-responders in the hope that this additional information would provide

further encouragement to those who had not responded yet.

The study also adopted a flexible approach. Round 2, which was due to

complete in mid-December, was extended to the New Year as the response

rate was low. The changing global COVID-19 coronavirus situation and

consequent localised lockdowns, along with the run up to the holiday season

and year end were seen to be potential contributing factors to this. The

flexibility in the Delphi method enabled such an adjustment and an update

email was sent to the whole expert panel 3 days before the original end date.

Additionally, to prevent participants becoming ‘bogged down’ with the pro-

cess and becoming disengaged from the study, no mandatory responses were

required for any of the ratings or comments.

5.3.3 Delphi study procedure

The procedure for a Delphi study is a “guide rather than a template” (Skul-

moski et al., 2007, p.5), where participants are presented with items to rank

and comment on over a series of rounds. Here is an overview of the process

adopted for this study:
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• The first round of the study. Specifies the information provided

to participants at the beginning of the study.

• Preparing for subsequent rounds. Details of the analysis that took

place between study rounds. This includes how key factors without

consensus were identified, and how they, and any new key factors,

would be presented in the next round; and how gaps in the data were

filled.

• Subsequent rounds. Like the first round this details the information

sent to participants at the beginning of each subsequent round. Three

rounds in total were completed.

• End of study. This details how the study was concluded.

The process is detailed in full below. It covers the data collection aspects of

the study and includes links to the study documentation in the appendices.

The participant recruitment and consent process has been detailed previously

in Section 5.3.1 under ‘Establishing an expert panel’.

The first round of the study

The aim of the first round of the study was to collect participants’ initial

ratings and comments for each key factor. Participants were sent individual

emails with information about the round, and with the documentation they

required to complete the task. These emails were sent to all participants on

the predetermined date specified during the recruitment process. The email

(see Appendix C5 “Delphi study Round One Email ”) stated the date they

were required to respond by, and reminded participants that two reminder
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emails would be sent. The email also contained the following:

1. Information about the characteristics of the participants in the panel.

This was shared to facilitate group cohesion, and included details about

the number of participants, their expertise, their roles, locations and

industries (see Table 5.5, p169).

2. A link to the “Research overview ” providing details of the whole study

(see Appendix C3).

3. A link to an individual Google Doc to collect their responses (see Ap-

pendix C6 “Delphi Study Round One Document”). This document

provided details about the study and instructions for how to complete

the document. It also presented the key factors for the participants to

rate

(a) Participants were asked to use a 6-point interval scale to rate

each key factor on its importance to effective convergence (see

Figure 5.2, p177).

(b) Participants were asked to comment on each of their ratings, giv-

ing a rationale for their response. Participants were asked to be

critical of the key factors, and to provide additional detail they

think is necessary.

(c) Participants were given the opportunity to highlight any addi-

tional key factors that they think were missing.

(d) Participants were asked how Covid-19 has impacted convergence

efforts in their organisation, in particular the key factors they

have just identified as important.
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Once the response date had been reached, all participant Google Docs were

changed to ‘read only’ to prevent further editing. Participants were emailed

and thanked (see Appendix C9 “Delphi Study Round One End Email ”), and

were given a date within one month when the next round of Delphi was due

to start.

Preparing for subsequent rounds

Establishing key factors without consensus for presentation in the

next round: At the end of the first round of the study participant ratings

for all key factors were transferred to a Google Spreadsheet, with a row

for each participant and a column for each key factor (see Appendix C10).

Formulas were used to ascertain the total number of ratings, the IQR, and

the median. This identified key factors with an IQR of 1 or less, indicating

whether consensus had been reached, with the median rating for these key

factors indicating the agreed level of their importance. Formulas were also

used to identify the percentage of respondents for each rating.

Key factors without consensus were prepared for presentation to the expert

panel in the following round of the study. A Google Doc for each key factor

where consensus was not reached was prepared. This presented all partic-

ipants’ comments, sorted by rating, including the percentage of the panel

who responded for each rating (for example see Appendix C11 “Example of

Document Sharing Participant Comments for a Key Factor Without Consen-

sus”). This enabled panellists to view each other’s comments which provided

a rationale for the ratings they provided. The aim of sharing this information

was to stimulate reflection and discussion, as outlined in section Section 5.3.2

(p178).
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Key factors where consensus had been reached were added to a new docu-

ment with details of the IQR, median and the percentage of respondents for

each rating. This document was updated as the study progressed and the

version generated at the end of the second round can be seen in Appendix

C15 “Key Factors Working Document at the End of Round Two”).

Getting all the data: In a few instances participants had provided a

comment for a key factor but had not provided a rating. In these cases

participants were emailed to ask them whether they wanted to provide a

rating. This was to ensure the dataset collected was as complete as possible.

Additionally in round 2, some participants provided comments and ratings

for the new, additional key factors, but did not provide comments or ratings

for those that were re-presented having not reached consensus in the previous

round. In this instance participants were emailed to check whether they

had purposefully not provided ratings, whether this was an oversight, or

whether this meant that they did not want to change their ratings from the

previous round. This was only done for participants who were engaging with

the process in some way and had indicated that they had completed their

responses to the round (as indicated by a checkbox on the last page of their

Google Doc)

Identifying new key factors: Participants in round one were asked whether

they could provide details of any additional key factors they thought were

missing. A thematic analysis was carried out on the participants’ responses

to this question immediately after round one to identify themes for these

comments. These were used to establish whether there were any existing key

factors associated with the theme, and if so, how the existing key factor could
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be expanded to encompass the meaning of the comment. Minor changes to

existing key factors were made, including to those that had reached consen-

sus.

For example, one participant stated “The key factor should be to educate

the organizational management to understand what Security Convergence is

all about and what benefits it can bring in optimising the security function

in terms of effectiveness, efficiency and cost effectiveness”. The thematic

analysis identified the themes of “education” and “selling”, which align with

the existing key factor:

“A key person has a vision for convergence. They understand the
breadth of security and take on a leadership role. They act as a cham-
pion for the approach, advocating convergence to senior management,
communicating how it can be achieved, what problems there might be
and how to mitigate them.”

In response to this comment, and others, the key factor was therefore changed

to:

“A key person has a vision for convergence. They understand the
breadth of security and take on a leadership role. They educate the
organisation on what convergence is, why it is important, and
what benefits it will bring. They act as a champion for the ap-
proach, advocating convergence to senior management, communicating
what it would ideally look like in the organisation, how it can
be achieved, what problems there might be and how to mitigate them.”

This demonstrates how the fundamental meaning of the key factor was not

changed, rather extra detail was provided to make the description of the

key factor more specific. Due to the predetermined number of rounds and

time constraints, and to minimise the panel’s workload, it was decided that
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Table 5.6: The two additional key factors generated from panellists com-
ments in round one and added to the Delphi study in round two.

№ Factor

24 Security is a distinct discipline
Security is seen as a discipline in its own right and it is not grouped with other
specialities within the organisation. This ensures that security is able to focus
solely on the security aspects of the organisation.

25 The timing of convergence is considered within the broader
organisational context
Convergence is adopted at an appropriate time for the organisation considering
other organisational changes or restructuring that is taking place. Additionally
the implications of the timescale for convergence to take effect is also considered
in line with the implications this can have on budget and resourcing.

slight expansions of existing key factors would not need to be reviewed by

the panel again.

Some comments warranted the inclusion of a new key factor, as the themes

identified did not align with any of the existing key factors. Two new key

factors were identified from the thematic analysis of the comments and these

were included in the next round of the Delphi study. These are presented in

Table 5.6.

Subsequent rounds of the study

Round two and round three of the study established whether consensus could

be reached on the key factors that panellists did not yet agree on. The process

applied to the first round of the study was also used in subsequent rounds.

All participants were sent materials for the subsequent rounds on the date

specified at the end of the previous round (see Appendix C12 “Delphi Study
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Round Two Email ”), regardless of whether they had responded in the pre-

ceding round. As in round 1 links to information about the group charac-

teristics, and the “Delphi Study Research overview ” were sent to panellists

(see Appendices C4 and C3), and in addition a link to the Google Doc de-

tailing the key factors where agreement had been reached was also included

(see Appendix C15 “Key Factors Working Document at the End of Round

Two”).

A new individual Google Doc was provided to collect each panellist’s re-

sponses to the key factors where there had been no agreement (see Appendix

C13 “Delphi Study Round Two Document”). For each of these key factors:

1. A document was provided with all the comments from the previous

rounds, organised by rating (see Appendix C11 “Example of Document

Sharing Participant Comments for a Key Factor Without Consensus”).

2. The percentage of participants that previously responded to each point

on the rating scale.

3. The participants own rating on the previous round.

4. A new 6 point rating scale for participants to use to rate importance

again

The document also included the new key factors that were generated in the

last round, along with a 6 point scale for participants to rate their impor-

tance.

As in round 1, once the response date had been reached, all participant

Google Docs were changed to ‘read only’ to prevent further editing. Partic-

ipants were emailed and thanked (see Appendix C14 “Delphi Study Round
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Two End Email ”), and in round 2 were given a date within one month when

the final round of Delphi was due to start.

End of Study

Once the responses for the third and final round had been analysed partic-

ipants were emailed for the last time to thank them for their participation.

It was an important opportunity to emphasise what the panel had achieved,

the time and energy they had committed to the study, and their level of

engagement. The email also provided an opportunity to send links to all the

final documentation with details of how long it would be available. Partici-

pants were also given the opportunity to request copies of the documentation

for future personal use if required (see Appendix C16).

5.3.4 Testing the documents and procedure

As can be seen from this chapter, this Delphi study required several dif-

ferent documents and detailed instructions. It became evident during the

design and development of the study that the documentation had become

particularly complex. The researcher was concerned that the instructions

would be difficult to understand, and the documents would not provide all

the information required by participants to successfully complete the study.

Consequently, the study process and documentation was tested to establish

whether it was understandable. Firstly, an editorial review with two aca-

demics was carried out, followed by a pilot study with one volunteer security

professional. These are discussed in turn below.
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Editorial review

The research documentation was reviewed by two academics to check its

readability. The reviewers read through all the documentation in order.

They were videoed as they worked through the research materials and whilst

providing feedback, which was a quick way of capturing the immediate reac-

tion of people reading the documents for the first time. This process identi-

fied problems with language, sentence construction, and omitted or unclear

information. It also provided an early indication of how long it takes to read

through the instructions. The reviewers suggestions were purely editorial as

they did not engage with the process and did not respond to the emails they

read, or rate any of the key factors. This process, however, identified changes

that would improve the documentation and provided confidence that they

were understandable.

Pilot study

Following the review, a pilot study was carried out to test the materials

and the time requirements for the Delphi study. A pilot study is considered

important for less experienced Delphi researchers to better understand how

long a participant will need to work through the task (Skulmoski et al., 2007).

It was also considered important due to the complexity of the documents and

instructions, to ensure they are understandable.

A security professional was recruited to take part in the pilot study through

the Security Institute’s Cyber and Convergence online community. The pilot

participant was taken through the study in the same way as a participant

in the actual study. Some small changes were made, however, which would
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mean that the pilot study would not provide a completely accurate test of

the time required to complete the study. It would, however, provide a good

enough estimation, as well as provide confidence that the study documen-

tation was usable. The changes intended to reduce the pilot participant’s

workload, to speed up the process, and also to minimise the amount of gen-

erated mock data that was required that might undermine the accuracy of

the pilot study.

In the first round, a preliminary list of key factors was used rather than

the completed list presented to participants in the actual study. This still

enabled the pilot participant to step through the first round in the same way

as a participant in the actual study, and it provided a good indication of

time taken to complete the first stage of the study which was thought would

be similar for subsequent rounds.

More significant changes were made to round two. Only one key factor was

presented, whereas in the actual study all key factors without consensus

would be re-presented to the participant at this stage. In the actual study

participants would review comments from other members of the expert panel,

so the use of only one key factor reduced the amount of researcher generated

mock data required to emulate comments from other panellists.

Finally, round three was not included in the pilot as it followed the same

process as round two.

Learning from the pilot study The pilot participant made several sug-

gestions that helped to clarify the process, highlight benefits of the study

to participants, and indicate potential organisations to approach to recruit
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the expert panel. These suggestions were taken onboard, whilst other ideas

about sharing the study findings on completion will be considered in the

future. Some of the pilot participant’s proposals were out of scope, however,

in particular creating key factors for different stakeholders such as leaders in

operations, manufacturing, finance and HR, although this could be consid-

ered for future research. The pilot participant also suggested that the key

factors were too similar, but as the key factors presented were only a draft

version this was taken on board during their continued development for the

actual study.

The pilot study demonstrated that the mechanism of emailing participants

and linking to Google Docs for study documentation was a feasible and

acceptable approach to take. It also provided a good opportunity to run

through the process and be confident that the documentation worked to-

gether, as well as to check that the sharing settings for the different docu-

ments were appropriate.

Reflecting on the pilot study As discussed previously, on reflection the

researcher-generated mock comments developed for round two were not an

accurate representation of the actual comments provided by participants,

which were considerably longer and more in-depth. In hindsight the com-

ments from the pilot participant did provide an indication of the level of

engagement to expect, but at the time it was not thought that participants

in the actual study would provide the same level of detail. This demonstrates

a lack of recognition that the study would achieve such a level of buy-in from

participants, which is a learning point for the researcher to carry forward.
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This had consequences for the study itself, as the re-presentation of the par-

ticipants’ comments in round two needed to be revised during the study, as

discussed in section Section 5.3.2 (p178).

This demonstrates that potential issues from a pilot study are not necessar-

ily highlighted by the pilot participants themselves, and researchers need to

recognise this, and make changes to their study design as a consequence. It

also suggests that a single pilot participant may not be able to recreate the

engagement within the expert panel. Recruiting more than one pilot par-

ticipant would increase the workload for participants and researchers, but

for more complicated studies it would potentially improve the opportunity

of capturing more issues with the documentation and study design. For less

experienced Delphi researchers this also demonstrates the need for flexibil-

ity when planning each stage of the Delphi study to allow time to manage

unforeseen alterations.

5.3.5 Analysing the data

Participant responses comprised an importance rating, on a scale of 1 to 6,

and comments that provided further information about their rating and their

thoughts on the key factors. The ratings were used to ascertain consensus of

opinion within the expert panel, as well as the median importance rating of

each key factor. As the study was carried out remotely and asynchronously,

participants’ comments provided an opportunity for panellists to share their

thinking with each other. The comments, therefore, provided further insights

into the key factors as well as justification for why they might be important

for convergence.
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The comments for each key factor were analysed in turn using a 6-stage

thematic analysis (Braun & Clarke, 2006). All comments for each key factor

were considered together regardless of which round they were provided in.

The thematic analysis was carried out on completion of the Delphi study as

there was not the time or resources to analyse the comments between the

rounds of the study, therefore, the analysis did not contribute to how the key

factors were presented throughout the Delphi study. The thematic analysis

was data driven rather than theory driven and an inductive approach was

adopted. The stages of analysis are (Braun & Clarke, 2006):

1. Transcription and familiarisation with the data

2. Generate codes

3. Generate overarching themes by combining codes

4. Review the themes and generate thematic map

5. Define and name the themes, and refine where necessary

6. Produce a report, including extract examples

The aim of the thematic analysis was to provide a deeper understanding of

the key factors and the issues to consider in their adoption, based on the

reality of convergence from those with experience of it (Braun & Clarke,

2006). This is discussed in more detail in the next section.
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5.4 Results and Discussion

The Delphi study established whether the list of key factors identified from

the analysis of the initial interviews and from the literature, are a complete

and accurate reflection of the factors that support effective convergence; and

how important each factor is.

This section begins by describing the response rates for this study, and how

these demonstrate rigour. Then there is a discussion of the level of consensus

achieved amongst the expert panel from the study, and how the participants’

comments influenced ratings across the three rounds of the study. The sec-

tion then discusses the analysis of the participants’ comments for each key

factor. The key factors are grouped into categories relating to:

• the organisational context that needs to be considered;

• the information sources that inform an organisation’s decisions;

• the design decisions they need to make;

• the enablers that facilitate the effectiveness of convergence;

• and how organisations plan and measure convergence.

The analysis expands on the information provided for each key factor, pro-

viding further explanation and description, and offering a deeper insight into

the factors that facilitate effective convergence. The section then briefly de-

scribes the analysis of the three key factors where consensus was not reached

before summarising the findings.
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5.4.1 Understanding participant ratings

Response rates

Participation response rates throughout the study were high with every mem-

ber of the expert panel participating in at least one round of the study. 22

panellists participated in the first and second round of the study (95.6%

response rate), and 19 in the third round (78.2%). 18 participants partici-

pated in all three rounds. As response rates are a limitation of Delphi studies

(Hsu & Sandford, 2007), this response rate demonstrates that the methods

used to engage and motivate participants were effective, such as highlighting

the benefits of the study (Rotondi & Gustafson, 1996) and engaging with

non-responders (Hasson et al., 2000). This helped achieve a response rate

over 70% in each round which is required to demonstrate rigour (Hasson

et al., 2000, citing Sumison (1998)). Not all panellists provided ratings or

comments for all key factors, however. In round 1, four participants missed

a rating resulting in only 21 panellists’ responses for four key factors. In

round 2 one participant only rated the additional key factors and none of

the others. This reduces the response rate for each key factor slightly.

Consensus

Participant ratings established whether the expert panel agreed on the im-

portance of each key factor (see Section 5.4.1, p199). At the end of the third

round of the Delphi study, the expert panel had agreed on the importance

of 22 of the 25 key factors, demonstrated by an IQR of 1 or less, with all but

one receiving a median importance rating of 5 or above.
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Table 5.7: Key factors agreed by the expert panel in the Delphi study,
arranged by median importance rating.

Median importance rating 6

A key person has a vision for convergence

Steps are made to engage with stakeholders

Roles and responsibilities are clearly defined in job descriptions

The security function has a mindset of collaboration

Everyone in the security function is working to a common goal

A key person directs the convergence approach

Staff all work to the same frameworks and standards

The organisation needs the right people with the right skills

Senior management advocate for a converged approach

Converged security aligns with the business

Median importance rating 5.5

The security function has a culture of continuous improvement

Security staff are provided with training opportunities

Convergence is planned before its implementation

Median importance rating 5

The organisation seeks guidance on adopting a converged approach

Security data is aggregated

Security staff have regular opportunities to meet formally and informally

Security staff are open minded

Security staff have good communication skills

Expectations for convergence are measured

Security is a distinct discipline

The timing of convergence is considered within the broader organisational context

Median importance rating 4.5

The organisation forms a cross-cutting committee, forum, or risk council
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This indicates that the expert panel considered most of the key factors to be

of high importance for effective convergence, and it reinforces the argument

that for convergence to be effective a broad range of factors need to be

considered in addition to the design of the organisational structure.

12 key factors were agreed in the first round, 8 were agreed in the second

round, and no further key factors were agreed in the final round. Consensus

was achieved for the two additional key factors on their first presentation to

participants in the second round. Appendix C17 shows all the key factors

arranged by their median importance rating, with the percentage of the

panel that selected each rating for every round the key factor was presented.

Table 5.7 shows only the key factors that reached agreement, arranged by

their median importance rating.

Rating changes

Participants revised their ratings across the study, indicating that they had

reflected on the ratings from the rest of the panel. Changes in rating were

widespread across all key factors, and ranged from a 1 point difference to

3 points difference. 15 participants revised their ratings between the first

and second round, with 40 increased and 4 decreased ratings. This distribu-

tion is important as it demonstrates that no one participant was influencing

consensus. Between the second and third round 8 changes were made by 7

participants, with only one of these being a decrease in rating. The table in

Appendix C18 shows the changes in rating across the rounds.
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Comments

In addition to the ratings, participants were encouraged to provide comments

on each key factor to share their thinking and explain the reasoning for their

ratings with other panellists. As the study was carried out remotely and

asynchronously, this facilitated engagement between panellists which was

particularly important for key factors where no consensus had been reached.

The comments prompted participants to reflect on their own thinking and

to consider whether they wanted to change their rating. It was clear that

participants did read each other’s comments, with some participants stating

they had been influenced by other panellists. For example, “With this in

mind and some of the persuasive comments from other contributors I had to

review my stance”, “I have changed to a 5 after reading others comments”,

“Having read the comments, I appreciate the angle others are coming from”

and “having read the views / argument for a more rounded view I very much

see the point. Hence my 360 swing”. In other instances, participants had not

been influenced. For example, “Having read the various comments and the

logic behind their point allocation I am not swayed to move from my original

stance which surprises me”, and “Having read the comments, I have stuck

with my score”.

Comments also provided clarity for some participants, for example, in round

1, a participant had rated two key factors twice, selecting both 2 and 6 on

the scale. They commented that they were “Conflicted ”, yet in the second

round they rated both key factors 6, stating “I have firmly gone to 6 to

clarify my response and in recognition of the respondents [sic] comments”.

Another participant stated how they changed their rating because they had

“Misunderstood the question” in the previous round. This demonstrates that
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the process of the Delphi was successful in facilitating discussion between

panellists, despite being carried out remotely and asynchronously. This also

shows that participants were engaged with the process, as they took the

time to read the comments from their peers, even though this increased

their workload.

Not all participants commented on all key factors, and the number of com-

ments for key factors towards the end of the list was lower than those at

the top of the list. This might demonstrate panellists’ fatigue with partic-

ipation, a lack of time to comment (participants were told that it was not

necessary to spend more than 30 minutes responding), or there was less to

say about these key factors. Future studies might consider randomising the

order of items to mitigate any impact of fatigue or time, although it would

be important to also assess whether this would have any other impact on the

data collected.

5.4.2 Presenting the analysis of the comments

At the end of the Delphi study a thematic analysis was carried out on partic-

ipants’ comments for each key factor. The aim of the analysis was to provide

additional and clarifying information about the key factors, giving further

insight and information, and expanding the understanding of the factors that

facilitate effective convergence.

The key factors cover a broad range of different activities that facilitate con-

vergence, however, there are similarities between key factors in the type of

activity they refer to. The analysis, therefore, groups key factors into cate-

gories based on these similarities. These groups are organisational context,
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Table 5.8: Groups for each agreed key factor.

§ Group Key factors

5.4.3 Organisational Context. An
organisation needs to consider
various contextual factors when
considering the adoption of
convergence, and the timing of its
implementation.

Converged security aligns with the business KF21

Senior management advocate for a converged
approach

KF2

Security is a distinct discipline KF24

The timing of convergence is considered within the
broader organisational context

KF25

5.4.4 Informing decisions. An
organisation uses several different
information sources to inform
their decision to converge, and
what convergence will look like.

A key person has a vision for convergence KF1

Steps are made to engage with stakeholders KF6

The organisation seeks guidance on adopting a
converged approach

KF3

5.4.5 Design Decisions.
Organisations need to make
several different decisions on how
to ‘design-in’ convergence.

Roles and responsibilities are clearly defined in job
descriptions

KF14

Security data is aggregated KF16

The organisation forms a cross-cutting committee,
forum, or risk council

KF21

5.4.6 Enablers. Once convergence is
implemented there are several
different factors that facilitate its
effectiveness. These fall into
different areas: leadership,
culture, staff, opportunity and
common goal.

Leadership

A key person directs the convergence approach KF12

The organisation needs the right people with the
right skills

KF15

Culture

The security function has a mindset of collaboration KF10

The security function has a culture of continuous
improvement

KF9

Staff

Security staff are open minded KF17

Security staff have good communication skills KF18

Opportunity

Security staff have regular opportunities to meet
formally and informally

KF13

Security staff are provided with training opportunities KF20

Common Goal

Everyone in the security function is working to a
common goal

KF11

Staff all work to the same frameworks and standards KF15

5.4.7 Planning. Organisations need to
consider how they will plan for
convergence, and how they will
measure their progress against
their plans

Convergence is planned before its implementation KF4

Expectations for convergence are measured KF22
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informing decisions, design decisions, enablers, and planning. Sections 5.4.3

to 5.4.7 introduce each group of key factors in turn; within each section the

thematic analysis of the participants’ comments are discussed for the key fac-

tors within that group. Table 5.8 shows the relationship between the groups

and key factors, and references the section number where they are discussed.

In each of the following sections, the key factor group is introduced, followed

by the analysis of each key factor in the group. The key factors within each

group are presented in logical rather than numerical order. For each key

factor, the title and description are given first, followed by an analysis of

the participant comments for that key factor. The analysis is supported

by participant quotes, which are presented in quotation marks and in ital-

ics, for example, “Timing is everything”. The quotes are presented as the

participants wrote them, therefore they contain spelling, punctuation and

grammatical errors.

5.4.3 Organisational context

For convergence to be effectively implemented the broader organisational

context needs to be considered. Security provides a service to the organi-

sation and they need to ensure their goals and objectives align with those

of the business as a whole. This helps security to increase its status in the

organisation, and helps secure senior management buy-in and advocate for

initiatives like convergence. This requires good communication between se-

curity and the senior leadership team, to ensure management understands

the value of convergence, and security understands the business requirements

and the appropriate time to adopt convergence. Security, therefore, needs

to be seen as a distinct discipline that is embedded and integrated into the
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organisation.

Key factor 21: Converged security aligns with the business.

The security function has the time to assess the business-related security

issues that convergence will help to address, and will align with the organi-

sation’s view on what is an acceptable level of risk.

Participants discussed why aligning with the business was important. They

state that security, and their convergence efforts, “must align with the busi-

ness goals and objectives in order to have any relevance” as without this they

“will be come [sic] a handbrake to progress”. This alignment demonstrates

their value to the organisation and can help them “move from being seen as

a (necessary) nuisance, to being seen as a top asset, adding to bottom line

profitability”. Alignment with the business may only happen if the organ-

isation “recognizes the role of security”, and security may need to develop

this relationship over time to better align with the business and raise their

profile.

They also discussed how this could be achieved by fostering “a two-way dis-

cussion” with them. This helps security to identify “the risks” to the organ-

isation and “understand the business’ risk appetite”, ensuring they provide

commensurate security, and also enabling them to provide advice on “what an

acceptable level of risk looks like”. Additionally, by “having a meaningful dia-

logue as equals at ‘C’ level ” security is able to understand the organisation’s

“business goals” and “priorities” so they can align with their requirements.

From an evidence-based practice (EBP) perspective, this demonstrates how

the organisation can incorporate evidence from stakeholder concerns into
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their move to convergence. Overall, such engagements help security “to en-

able the businesses core operations and operate within its risk appetite”.

Participants described how alignment with the business helps to “gain the

Board’s support” for convergence, and secure buy-in from senior management

(see Key Factor 2, p207). This demonstrates the interconnected nature of

the key factors. Security needs to demonstrate the security benefits of con-

vergence, such as how convergence will “minimize those risks that never were

addressed or the new risks”, and also the operational and financial benefits

such as how it “will create financial and operational efficiencies and address

in a more effective manner the way risk is managed ”. From an EBP per-

spective this indicates that organisations may be able to use organisational

data to sell the idea of convergence to senior management, which can high-

light how convergence is a more effective way of meeting the organisation’s

objectives because “the old way is no longer suitable”. The ability of security

to achieve this, however, “will depend heavily on the quality and character

of the person appointed security head ” whose role it is to secure buy-in (see

Key Factor 12, p227).

Key factor 2: Senior management advocate for a converged

approach.

They empower the security function to adopt convergence, and emphasise

the importance of a holistic security approach to the rest of the organisation.

They hold the security function to account.

Participants specified that senior management buy-in is an essential com-

ponent in the adoption of convergence, as it is this that enables them to
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advocate for converged security. Senior management buy-in and advocacy

“shows the importance to which the converged function is a part of the organ-

isations strategy and how it is supported by the c suite”, giving it credibility

and enabling the security function to progress. Without such support conver-

gence “will not be understood, enthused about, discussed or deployed with any

credibility”. Senior management support will “ensure that the approach is en-

dorsed ”, and demonstrates “commitment dollar-wise to the security function

in general ”. It also mitigates resistance to convergence by “making it clear

that it was a business objective to work in this way”, ensuring the organisa-

tion is in-line behind it.

The panel described how securing senior management advocacy is only achiev-

able if they understand both convergence, and security, but “it is increasingly

the case that they do not”. Security, therefore, “needs to explain better what

is meant [by] convergence”, which can be more challenging in “medium and

smaller ” organisations where it is more difficult to “find someone who com-

prehends the purpose of security at a holistic level ”. It can also be more

difficult if security does not have status within the organisation and is “not

discussed as it should [be] with in board meetings”. Conversely, increased

security status within the organisation means that senior management advo-

cacy “is not excessively important” or “not critical ”. For example, in or-

ganisations where “there is an organizational strategy that accommodates

convergence” or where “senior management properly empowers the process

owner ”.

Participants explained that it is in the senior management team’s interest to

support security. They are accountable to the shareholders, and the security

of the organisation will fall within this remit, “It is therefore in their best
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interest that they give the necessary support as the failure of the security de-

partment rests on their shoulders”. Consequently, senior management needs

to hold the security “function accountable for the actions to take”, which is

facilitated by ensuring security is “‘owned’ by a senior person”. This pro-

vides accountability within security and also provides “a focal point out to

the business and at board level, where ultimate accountability resides”. Senior

management, therefore, have a role in raising the profile of security across

the organisation.

Key factor 24: Security is a distinct discipline.

Security is seen as a discipline in it’s own right and it is not grouped with

other specialties within the organisation. This ensures that security is able

to focus solely on the security aspects of the organisation.

The panel explored how there is a tension between security being a distinct

function, and its integration with the organisation; as one participant de-

scribed “This is a ’Yeah but No’ Answer. Yes, because Security is a broad

subject and No because Security needs to be seen as part of the whole organi-

sation with its function supporting the overall operational output and goals”.

They explained how having a distinct security function recognises the value of

security and gives security status within the organisation and “a place at the

board table, or management meetings”. It enables security to be considered

equal to other business functions “to ensure mutual respect and coexistence

as the mandate of each is clearly defined ”. Without this distinction secu-

rity can be “overlooked at the early stages of a new contract” which “causes
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unnecessary costs down stream”, and it can lead to “confusion and then dis-

aster ” if the role of security is merged with other roles “eg the security team

are also expected to clear the snow from the front of the building”.

Despite security being distinct, participants discussed how it is important

that it does not become “a stove-pipe organization”. It needs to integrate

with “with all business activities”, for example, “marketing; sales; finance;

HR”, “safety”, “Operations, Business Continuity, Resilience and wider busi-

ness Risk Management”, and commonalities between it and other domains

mean it is “hardly homogeneous”, therefore, “It may be distinct, but it is not

exclusive”.

The panel agreed that security is a “key profession in its own right” and a

“distinct discipline which has fundamental principles that straddle all the do-

mains”, yet it is also broad and encompasses “a number of core disciplines”.

It is important for organisations, however, to determine what the precise

boundary of security is as a function, and it can be difficult “describing quite

what is and is not ‘security’ ”. Yet organisations are not clearly defining their

security functions, and it is not always seen as distinct. It is often “grouped

with other functions”, for example, “facilities, compliance or IT ”, “fire or

health and safety” or “Finance and Operations”, and reports to other areas

such as “Administration, Corporate Services or Risk Management”. This can

be “due to a lack of suitably qualified people in the organisation and wider in-

dustry”, yet the terminology of how organisations “dump it into other areas”

or that is it “ lumped ” with other functions, imply that this happens when

security is not valued.
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Key Factor 25: The timing of convergence is considered within

the broader organisational context.

Convergence is adopted at an appropriate time for the organisation consid-

ering other organisational changes or restructuring that is taking place. Ad-

ditionally the implications of the timescale for convergence to take effect is

also considered in line with the implications this can have on budget and

resourcing.

Participants recognised the impact convergence has throughout the business,

and understood that although security should be a distinct function, it is “not

an island ” and the move to convergence happens within a “broad context”.

The security function needs to understand “the effects this could have” and

the “cross departmental and stakeholder impacts and invariably . . . security

implications”. They need to “map and prioritise” appropriately, therefore,

to minimise this impact.

The panel stated that security may need to overcome additional problems

for the implementation to be successful (“there would be more issues for the

plan to be fulfilled ”), if the timing of convergence is not considered in the

broad organisational context. For example “issues of cost and resources”,

and “change fatigue”. Without this, there is also a risk convergence will

not “see the light of the day”, or “it will not succeed ”, therefore, “Timing is

everything”.

They detailed that there are instances where the timing of implementation

is particularly problematic, for example if the organisation is “at the bor-

derline of introducing a new regulation”. If organisations recognise the im-

portance of convergence it can be adopted by being “embedded in another
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cross organisational change” or to “fit in with other priorities that will be

balanced with risks”, or organisations can even “force” convergence through.

Security, therefore, needs to help the organisation recognise the value of con-

vergence (see Key Factor 2, p207). In the longer term this can be achieved

by providing a “return-on-security function’s investments”, or through their

contribution, for example “convergent security had been a major player and

contributor and understood as such by all members of the executive boards”.

In the nearer term, having a “clear strategy” that ensures the objective for

convergence aligns “with the overall business aims and objectives”, helps to

demonstrate its value.

5.4.4 Informing decisions

The analysis of the participants’ comments on the key factors demonstrates

the evidence sources organisations use to inform their decisions. Organisa-

tions utilise practitioner expertise from people within the organisation who

have previous experience of convergence, or from those who have gained in-

sight into it from their knowledge of security more broadly. Alternatively

organisations seek guidance from outside of the organisation, from other

practitioners with experience or from publications. They also gather input

from the stakeholders of security and those impacted by a move to con-

vergence to understand their concerns, and to use their knowledge of how

security currently works to identify any potential problems.
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Key Factor 1: A key person has a vision for convergence.

They understand the breadth of security and take on a leadership role. They

act as a champion for the approach, advocating convergence to senior man-

agement, communicating how it can be achieved, what problems there might

be and how to mitigate them.

Key people tend to be senior security leaders. Participants described them

as “subject matter experts who are . . . best placed to elaborate on the subject”

of convergence. They have “in-depth knowledge on what benefits the organi-

zation stands to benefit”, enabling them to “ . . . clearly express the value in

convergence and lead the project”. Although this indicates the use of practi-

tioner expertise in the instigation of convergence, it doesn’t specify whether

this expertise is from previous experience, from the accumulation of informa-

tion from other sources, or from the intuition and foresight developed from

years of experience with security.

Participants emphasised the role senior security leaders have in acting as a

bridge to senior management “influencing Management to adopt the security

convergence approach” (see Key Factor 22, p247). To do this, they commu-

nicate in a meaningful way, using “the same business talk as the c-suite or

senior management”, considering senior management’s understanding of se-

curity, and ensuring their vision aligns with the needs of the business. They

are someone who “briefs the MD and the Board . . . to ensure they grasp the

concept” and who “translates the management needs to security solutions

. . . and can speak to management in their terms”.
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This demonstrates how, by communicating effectively with senior manage-

ment to secure their buy-in, senior security leaders influence the organisa-

tional context. Participants recognised that this buy-in is fundamental to

the adoption of convergence as “To bring any change into a company it must

be driven by the MD and the Board ”, and without this, “. . . it is far less likely

that any convergence will take place”.

Panellists explained how the senior security leader’s vision also ensures a

common direction for convergence, ensuring “All stakeholders across the var-

ious business entities . . . have a shared vision”. This has longer term benefits

as it prevents security “fragmenting back into silos”, and provides direction

as “obstacles that would come along the way are embraced objectively and

necessary commitment is applied ”. Participants highlighted, however, that

security leaders need to have “authority to enable it to happen”, requiring

them to have some seniority in the organisation, “the higher the rank the

better ”, to ensure their “decisions are made and implemented in a timely

manner ”.

Key Factor 6: Steps are made to engage with stakeholders.

Communications about convergence are transparent to help allay any fears

and to reduce conflict. Convergence is promoted to all stakeholders across

the organisation, and there is clear communication about how it will align

security with the business to help get stakeholders on board.

Participants defined who stakeholders of convergence might be, including

staff in security who “will have major concerns” but also others across the

organisation, as “Security . . . will be servicing end users from outside of the
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function therefore it is essential that they understand the converged role and

how it impacts upon them”. This will have implications for how information is

presented, and like any change management process, “requires some targetted

and tailored stakeholder engagement”.

The panellists expanded on the stakeholder engagement required, stating

that it should be two-way with “input welcomed from interested and con-

cerned parties”. This provides an opportunity for stakeholders:

• to review the proposed changes to identify potential issues as “This is

where diverse viewpoints are polled and grey areas resolved to ensure

the approach is adopted with less hiccups”.

• to raise questions and concerns, to understand how convergence might

impact them, as “Without such engagement stakeholder needs can hardly

be fully understood ”.

This key factor directly corresponds with the stakeholder concerns evidence

source from EBP; indicating organisations consider this an important source

of information when making decisions about convergence.

Participants highlighted that stakeholder engagement also helps to ensure a

“shared vision” of convergence and buy-in to the initiative. It also addresses

resistance to change as “clear honest communication of the ultimate objective

and the plan to get there, is vital to success – and to help silence those

saboteurs of change”, and that “Communication is vital to enable change

management as people are usually resistant to change especially when they

are not informed ”.

The panellists argued, therefore, that engagement with stakeholders should
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be planned for with “a clearly defined and documented communication strat-

egy from the board ”. Additionally, “Engaging with stakeholders early is cru-

cial ” to allow time to reflect their input into the process. This genuinely

involves stakeholders and demonstrates the required open and collaborative

culture. Later engagements do not allow room for changes, and therefore

could be seen as only paying lip service to stakeholder input.

Key Factor 3: The organisation seeks guidance on adopting a

converged approach.

The organisation refers to guidance documentation and seeks advice from

people with expertise or knowledge in convergence inside and outside the or-

ganisation. This helps guide the organisation’s decisions around implement-

ing convergence.

Participants identified different sources of guidance that are available which

align with the evidence sources specified in EBP. The use of documentation

corresponds with evidence from empirical studies or practitioner expertise,

depending on the nature of the document. The use of external experts

or information from other organisations also correspond with practitioner

expertise. Just as EBP advocates the use of multiple sources of evidence,

participants also stated that organisations should seek guidance from “more

than one source”. Participants stated that organisations need to establish the

“areas where the orgnaisation [sic] is lacking” to determine what information

and assistance they require. Participants also provided examples of how

guidance can help, by:
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• Providing a strategy. This can “help in determining successful imple-

mentation within reasonable timeline and minimal cost or wastage”.

• Assessing whether an organisation has all the right elements in place to

successfully adopt convergence. For example whether the organisation

has the right “capacity and resources”, and “a suitable organisational

model . . . with suitably qualified and experienced staff ”.

• Provide details of what is required. For example, “provide some insight

as to the scope/cost/etc., to be considered ”.

• Establishing a realistic view. Considering the organisational context,

“what is possible and achievable” and helping to manage expectations

and “outlandish ideas”.

• Sharing information from other organisations. Organisations can learn

from those who have already adopted convergence “to understand how

the approach has worked ”.

• Helping organisations establish the success of their converged security

by being a “valuable tool to ensure its working”.

Participants argued that guidance can help organisations prevent “avoid-

able mistakes” and “pitfalls that other [s] might have experienced and encoun-

tered ”, helping them “get the solution ‘right first time’ ”. This can “save time

and expense”, and avoids “a partial convergence that rates a greater risk to

the organisation”. There is, however, a right and a wrong way to incorporate

external guidance (“If done it the right way”). For example, organisations

need to be cautious that the advice they are receiving meets their needs

rather than being “given on experience of the advisor, and not always look-

ing at the requirements of the organization”. Further research is needed to
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establish how organisations choose guidance or an expert, and there is scope

for the security industry “to provide the experts and documentation”, and

more verifiable external guidance for organisations.

The participants expanded on the key factor by highlighting the costs associ-

ated with seeking guidance, particularly when it originates from consultants.

Organisations need to have “the money to seek a consultant to guide them

. . . ”, and need to establish the length of time they will be needed. Addition-

ally, consultants are a “temporary addition”. Organisations need to consider

how they will retain information and learning once the consultant has gone

by making sure “someone inside the organization is learning from the con-

sultant”; and how they will manage convergence after implementation as

consultants “will not be there to manage the solution after it is deployed ”.

The panel recognised that the need for guidance is dependent on the organ-

isation. For many organisations external guidance is “key”, but depending

on the “organisation’s size and maturity” and the “depth of knowledge across

the security domains” it may not be an absolute necessity. For example,

“Smaller organizations would gain more from seeking convergence advice and

documentation as they may be too busy to keep up to date”. Additionally,

organisations learn by working through the process of implementation as

convergence can be “an organic act”. As well as using guidance, organisa-

tions therefore also “ learn how to evolve and evaluate their own corporate re-

quirements and any associated pinch/pain points”, therefore, there are other

sources of learning that organisations can utilise.
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5.4.5 Design decisions

Organisations use different evidence sources to inform their decisions about

convergence. These can be used to make design decisions about what the

implementation of convergence looks like. Organisations need to decide what

the roles and responsibilities of staff who work in the converged security

function will be, what data will be aggregated to facilitate convergence, and

whether or not a cross-cutting committee or forum will be used to facilitate

convergence at any point in the process of its development or implementation.

Key Factor 14: Roles and responsibilities are clearly defined in

job descriptions.

The ownership of different areas is clear, and duties do not overlap. Lines

of authority and reporting have been specified and there is detail about who

people should collaborate with, and when.

Participants provided more explanation about why clear roles and respon-

sibilities are “important for the success of the programme” as they provide

clarity. They “give every team member focus” so staff “know what their func-

tions are, who they report to and what are the results of their work expected ”.

This helps to “prevent confusion”, and “ambiguity”, as “If two people are re-

sponsible for something then things will often get dropped between them”.

Participants’ comments recognised how clear roles and responsibilities are

“important for the success of the programme” as staff “know what their func-

tions are, who they report to and what are the results of their work expected ”.

Establishing clear roles and responsibilities is not necessarily easy to achieve,
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however, and is “so often got wrong”. Security needs to strike a balance

between defining roles and responsibilities whilst allowing flexibility, both

within the responsibilities of the role, and in its remit over time. They also

need to balance the need for roles to overlap, whilst minimising the conflict

this might cause, and avoiding ‘stovepipes’ of roles that are too distinct.

Participants’ comments provide more detail on what is required when estab-

lishing roles and responsibilities for staff.

The panel described how established roles and responsibilities “should be

visible to all ” as they give staff direction about what they are doing, but

also about what others do as “Understanding your role and others is very

important”. This helps to clarify where responsibilities lie, helping to estab-

lish “accountability and responsibility and reporting”. They should also be

aligned with the business objectives to prevent discord between targets, and

to reduce “tensions on personal performance targets v. company objectives”.

Participants described how security needs to establish clear roles and respon-

sibilities whilst still maintaining a “ level of autonomy” and “flexibility”, so

“the organisation is not hamstrung by a rigid hierarchy”, particularly during

a crisis. Security needs to find the balance between a formalised structure of

roles and responsibilities and the need for adaptability: “there must always

be clear roles and responsibilities. You can define a collaboration matrix but

I feel this is constraining”.

Flexibility is also required as convergence is not a one time process, and

security needs to allow for roles and responsibilities to “change throughout

the convergence process”, particularly during the “more fluid ” early stages

to support “more of a ‘storming’ approach”. This highlights how security,
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and the roles within it, need to be flexible so they can adapt as the organi-

sation learns more about what convergence looks like for them. Clear roles

and responsibilities may be defined, and “Lines of authority and reporting

may have been agreed to and documented . . . but that doesn’t mean they are

actually workable”, so security needs to allow for changes to be made, and

for roles to “be defined throughout the convergence process”. Early stake-

holder engagement (see Key Factor 6, p214) can input into these decisions,

highlighting problems early and minimising the likelihood that the proposed

roles and responsibilities will not work.

In contrast to the key factor description, participants argued that roles and

responsibilities may overlap. First, at the outset of convergence “as the

roles evolve and mature”, and second, in smaller organisations that “require

a greater sharing of roles and responsibilities in order to create sufficient

redundancy for continuity of operations”. Participants warn that security

needs to be aware of the conflicts that this can create, and ensure that any

overlap is “complementary and not divisive / combative”. Despite minimis-

ing overlap being “key to avoiding conflicts” security needs to ensure they

do not “create a stovepipe approach and every effort should be taken to en-

courage collaboration and interworking between and across teams wherever

beneficial to the delivery of strategic success”. Clear roles and responsibil-

ities, therefore, may not foster collaboration. Although detail of who staff

should collaborate with is included in this key factor, this is perhaps unre-

alistic, as one participant explained “the section that contains details about

who people should collaborate with, and when should begin with ‘Once upon

a time . . . ’ ”.
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Key Factor 16: Security data is aggregated.

Information from different security resources is aggregated to provide a holis-

tic view of organisational security.

One participant described security as an “ecosystem with co-dependencies

. . . where a threat can manifest itself across domains”. Panellists explored

why data aggregation was important, arguing that it creates “a 360 degree

view ”, simplifying the picture of security, so data “becomes one”, is “easy

to locate” and facilitates the identification of vulnerabilities. With “real-

time security failure events across all the facets of potential security failure

. . . focused at one point” it “allows for it [data] to be analysed, trends and

patterns to be identified to establish where there is a weakness or vulnera-

bility”. Data aggregation, therefore, helps security better match the threat

to the organisation by ensuring “key security data points are not missed ”

and that “resources and skil;ls [sic] are deployed adequately” and “real time

responses can be mounted ”.

Participants also described how data aggregation “gives a greater dashboard

view of organizational convergence efforts” and is seen as a way “to measure

the effectiveness of the process as a whole”, and for the converged security

function to “show how they positively impact the company’s corporate score-

card ”. For some it was seen as integral to convergence efforts, as “Any suc-

cessful convergence programme would need to harness data aggregation and

gain a holistic view to be effective and enhance business value”.

Participants’ comments expanded on the decisions that organisations need

to make about what data should be aggregated, how, and why. They also

discussed how the process of aggregation can be challenging depending on
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industry sector and organisational geographic spread.

They explained that security needs to decide what data should be aggregated,

its relevance and its appropriateness. For example, data should be “reviewed

and validated before its is [sic] adopted to ensure it adds operational value

to the business outputs”, and any “sensitive data” needs to be “correctly

managed and handled ”. Security also needs to consider whether aggregation

is about “combining data, not necessarily losing its granularity” or whether

the data will be aggregated at a higher level. Further research is needed to

understand how security decides what data to aggregate.

Security also needs to decide how data is aggregated. Data can be aggregated

“against a common framework (e.g. Mitre) so [sic] show capability coverage”,

or can follow the structure of the security function so “once an organisational

structure is in place the information/reporting and feedback channels need to

support that model ”. Data does not all need to be aggregated in one way

and organisations can choose to have “both a centralised and decentralised

soluiton [sic] ” so data is aggregated in different ways for different purposes.

Security also needs to decide why data should be aggregated. For example,

“aggregation for investigation and audit”, “historical information . . . for anal-

ysis and planning purposes”; “physical and and [sic] cyber security records

when investigating potential staff patterns/insider casework ”; “open source

. . . to provide a view as to how a company may be viewed (and thereby likely

to be attacked either physically or digitally)”.

Participants recognised that data aggregation can be “challenging to do

sometimes”, and in some cases is “not always physically achievable”. In some

industry sectors such as “Defence” and in “organisations which are stretched
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across the world ” regional differences in data regulation mean access to data,

and data sharing, is more problematic, for example, there may be “different

legal frameworks (e.g GDPR) or standards (NIST CSF and NIS Dir etc) to

uphold ”. Further research is needed to understand the different ways data

can be aggregated and the decisions organisations need to make. Security

needs to decide whether data aggregation is necessary for them, or whether

it is more important that data is simply “Understood ”, and can be accessed,

examined and applied effectively: “What matters is data can be found and

interrogated. If you aggregate all data, you are potentially putting all of your

data assets in one place. Not necessary”.

Participants’ comments were quite broad, reflecting the lack of specificity

in this key factor. Although participants agree that there should be some

sort of data aggregation, more specific details need to be established about

the type of data, and how and why aggregation occurs, to determine exactly

what is important. As one participant put it “Not really sure what you are

getting at? ”, which perhaps accurately sums up the lack of clarity in this key

factor.

Key Factor 8: The organisation forms a cross-cutting committee,

forum, or risk council.

This will have membership representation from across all the different secu-

rity disciplines.

Participants’ comments suggest that forming a cross-cutting committee is

an optional tool for organisations to use to facilitate convergence, and there

is scope for how they might be implemented. It was clear that committees
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are not a way of implementing or operationalising convergence, but that

they can be used to gather input from stakeholders at different times of the

convergence process. This suggests that committees are a design decision

that organisations need to make, but are also a way of gathering information

from stakeholders, in alignment with EBP. Participants’ comments, however,

suggest that committees are “not the best way to lead a convergence process”

and are not an effective way of implementing convergence as they are “too

loose an organisation”. For some organisations they may be unnecessary as

“the management of risk will already be being addressed across the business”.

The panel argued that, as committees tend “to meet only monthly, or quar-

terly, and the delay can be costly to effective real-time management response”,

they are therefore not timely enough for more operational aspects of security.

More appropriate would be an “in-house Ops Team [that] meets much more

frequently, constantly readjusting the company’s security posture, as events

requiring a tactical response to unfold ”.

Committees can be useful, however, “as a tool to draw all the functions to-

gether in a strategic sense”. As a committee “democratically discusses” an

issue they are particularly useful for gathering input from “key stakeholders”

or “outside stakeholders”, and can be used at a high-level in “ larger oper-

ations where there are a large variety of security challenges from problems

like different countries/cultures/product lines” or at a lower level as “sub-

committees for domains”. For example, they can also be used to provide

an overarching view of security, enabling identification of “cross-discipline

redundancies or new methodologies”, and “having an understanding of what

other [sic] need, and where or who can support”. Some organisations use

them to “oversee the planning phase” or for “progressing any new concept”,
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whilst others think they are less useful “at the start”, but helpful to use in

“follow-up, project management and also mapping risks”.

Participants also explored the membership of committees. As the use of

committees is broad and dependent on the organisation, specific member-

ship cannot be determined, although a broad representation is favourable,

such as “all the different security disciplines”. Security disciplines are often

represented by “the security manager or deputy”, or the “overall accountable

executive”. This means that for each discipline a single person needs to be

“aware of all security risks to be presented ”, and “competent and qualified in

all the departments domains”.

5.4.6 Enablers

The literature review demonstrated that organisations need to facilitate con-

vergence, and the initial interviews illustrated that there are a web of inter-

connected factors that enable this to happen. Organisations need to have

leaders that direct convergence and ensure that security has the right people

with the right skills. They set the culture within the security function to

promote collaboration and continuous improvement. Staff are open minded

and have good communication skills and are given training to help them

upskill and cross-skill, as well as the opportunities to meet with staff from

other disciplines to facilitate collaboration. Security works to a common goal

across the function, and applies the same frameworks.
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Leadership

Senior security leaders understand the breadth of security and convergence

and direct the security function in its implementation. This includes ensuring

staff have roles that are well matched to their skills, and encouraging further

learning and upskilling across security personnel.

Key Factor 12: A key person directs the convergence approach.

They understand the different security perspectives and facilitate collabora-

tion by moderating relationships. They set the culture within the security

function and facilitate change through education and training.

A senior security leader with a vision is important to initiate convergence (see

Key Factor 1, p213), and participant agreement on this key factor demon-

strates that they are also important to the enactment of convergence. Par-

ticipants suggested that the senior leader in key factor 1 may be the same

person as the senior leader in this key factor, although this is not necessarily

the case (“the key person with vision may not be the project manager ”).

Participants expanded on the role and skills of the senior security leader,

explaining how they need to manage convergence, to act as a “Project direc-

tor ” or “‘Design Authority’ who keeps the focus”, ensuring clarity in the way

convergence is adopted and maintaining momentum. They need to have au-

thority and be sufficiently senior in the organisation for their direction to have

weight, and to give credibility to the project. Additionally they need a broad

knowledge of security, and be “someone who has been involved in several key

aspects of security”, to enable them to deal with any issues. They need to
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understand convergence to enable them to “explain knotty issues, coordinat-

ing activities, generate resources and push to timelines”, which minimises

any “misunderstanding of what’s required to move forward ”.

Participants suggested that this role may be carried out by several senior

security leaders. Finding a single person with these skills “is not always

easy”, as one participant explained “Even if we have expertise in one or more

domains, we will have deep expertise in one, perhaps two but not all ”. This

can be overcome by specifying broader role descriptors during recruitment to

attract more appropriate candidates, and by expanding the requirements for

security leaders across the industry. As one participant described, they “see

adverts for Security Directors and they are solely mentioned in cyber terms

or physical security directors who do not understand about their vulnerability

through the Internet of Things (IoT)”.

Additionally, having several senior leaders fulfil the role “enables an organ-

isation to have the got [sic] to people should an issue arise”. It enables

them to share workload, as “at some point one of those will need to take a

holiday! ” and improves risk management as “within larger or complex organ-

isations this can be too greater [sic] risk for it to be held by just one person”.

Although having several senior leaders enables a broader range of skills at

the management level, there may be disadvantages as “too many heads will

delay the process and results will not be seen by the organisation as needed ”.
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Key Factor 19: The organisation needs the right people with the

right skills.

Security leaders have the autonomy and resources to train or hire the right

people to fill skill gaps, without needing to adhere to conventional job roles.

Participants argued that although the “right people with the right skills”

may be hired into the organisations, “jobs should first be filled from within”.

It is more important to encourage the development of existing staff and

provide opportunities for development that “invest and encourage internal

upskilling” (see Key Factor 20, p240). This helps with “broadening of some

skill sets and a transfer of others”, and can facilitate staff retention, which

is important for maintaining an understanding of the business and retaining

knowledge and skills. Panellists also pointed out that the ‘right skills’ may

change over time in line with the business and the threat, and security needs

to be flexible: “As the threats to and the needs of the organisation change so

must the skills and abilities of its workforce”. The security function will need

to adapt, therefore, and needs leadership that encourages improvement (see

Key Factor 9, p232), and staff that welcome the opportunity (see Key Factor

17, p234). This demonstrates the interconnected nature of the factors that

enable convergence.

Panellists recognised the importance of having security leadership “who pro-

motes skills, learnings and an inclusive security culture” to encourage staff

to embrace these opportunities. As one participant said:
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“The organisation has to promote a learning and growth culture to
get its personnel interested in the subject speciality through continuous
skills development programmes. This will ensure that security person-
nel remain current and are also eager to develop themselves where they
see it fit to enhance their operational skills”

Security leadership also needs to put “the right people in the right place” to

ensure ‘the right people with the right skills’ are in the most appropriate role

“to ensure talent matches task ”. Staff can be encouraged to develop by being

given “autonomy in their methods, the ability to master their responsibilities,

and a clear purpose in their work ”.

Participants highlighted the problems security may face when trying to hire

new staff that impact whether they are “able to choose the correct job roles”.

For example, budget constraints mean “it may not be financially viable to

hire in more staff ”, insufficient jurisdiction may mean “security leaders do

not have the autonomy . . . to get the right skills”, and organisational con-

straints may mean “the security function must work with the guidelines pro-

vided ”. Whether organisations face similar constraints in relation to staff

development is unclear, but this adds weight to the argument for upskilling

existing staff rather than the hiring of new personnel.

Culture

Security leaders set the culture within security, which needs to focus on

collaboration and improvement. Collaboration needs to occur within the

security function but also with the business, and needs to be facilitated to

manage any conflict. The culture also needs to focus on improvement to

ensure security adapts to the changing context.
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Key Factor 10: The security function has a mindset of

collaboration.

Different views are respected and seen as beneficial to the security of the

organisation. Staff are encouraged to share their different perspectives and

knowledge, and to ask for and offer support.

Participants extended this key factor by stating that collaboration, the “cor-

nerstone to success”, occurs in two ways: within the security function, and

between the security function and the rest of the business. Collaboration

within security is important to the success of convergence and “Drawing from

different disciplines is a critical part of the process”. To achieve this, security

staff need to understand how “various security functions interact with and

support each other ”, and they need to buy-in to a more collaborative way of

achieving security (see Key Factor 17, p234) as “none of the organisational

stuff will work if the various teams still see themselves as working in discreet

stove-pipes”.

Collaboration also needs to occur with the business. “Security cannot operate

in a vacuum and must collaborate across the enterprise”, so security needs to

move away from being a “closed shop” and from the “narrow minded Police

and Military mindset that was a barrier to progress”. Security needs to be

more accessible and open by encouraging engagement and buy-in from the

organisation into the ethos of security. This helps the organisation “under-

stand the security posture to properly embrace it”, making “security every-

one’s business”. As staff understand the rationale behind security measures

they are more likely to adhere to rather than circumvent them, thereby im-

proving the security posture of the organisation.
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Participants emphasised that collaboration doesn’t just happen, however,

and bringing together different perspectives that do not necessarily align

can cause conflict. Conflict should be anticipated, and not be seen as a fail-

ure, as disagreement “is really important to avoid group think and encourage

debate”. Managing collaboration can help by providing a “structured envi-

ronment” in which to collaborate, and to “avoid grandstanding and build-

ing humility”. A “common goal ” can help collaboration (see Key Factor 11,

p242), yet sometimes collaboration just doesn’t happen “as different security

related entities . . .may well have varying priorities and approaches to secu-

rity management”. More research would be needed to explore the factors

that make collaboration difficult.

Key Factor 9: The security function has a culture of continuous

improvement.

They have the time and resources to implement convergence, to address issues

early, and to maintain changes after implementation. They are able to reflect

on how they can improve convergence allowing it to evolve over time.

Panellists provided extra detail about why a culture of continuous improve-

ment is important. They specified that security needs to be flexible and

adaptive to the context in which it operates, so it can provide better deter-

rents and mitigations to the changing threats as “they mutate and change

form”, and better protect the business in line with the “evolving changes

and dynamics of the business model ”. As one panellist stated, “a complacent

culture will fail and cost the enterprise badly”. Security, therefore, needs to

be an “ecosystem”, actively learning and adapting so it can be responsive to

the ever changing context. This was seen as essential by one panellist who
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said:

“The ability to engage in a cycle of continuous improvement is es-
sential, this enables the entire department to remain competent, en-
courages and stimulates employee engagement and advancement. It
also ensures the department remains relevant and capable with the ever
changing social political landscape.”

Participants expanded on how organisations achieve successful adaptation,

stating that it requires planning and review, as one participant said, “The

security function is the subject matter expert . . .They leave nothing to chance

and always want to be at the top of their game”. Planning determines how

changes will be managed as “management of change policy and implemen-

tation . . . is key from the outset”. Review determines whether the changes

have been successful as “reviewing in a structured way after implementation

allows us to maintain the correct direction”. This indicates that a culture of

continuous improvement is underpinned by processes that manage change,

demonstrating that culture is formalised.

Participants highlighted that a culture of continuous improvement also re-

quires adequate resources to implement any changes as “Any organization

that considers itself as professional and high functioning would have this cul-

ture and resource it”, “The best projects have sufficient schedule and staffing

for implementation” and “Without investment there will be no success”. This

is not necessarily straightforward as “there may not be funds to keep the

improvements continuing” or security “has to fight for every penny”. This

requires buy-in from senior management to make the improvements happen

(see Key Factor 2, p207), which again highlights the interconnected nature

of the factors that facilitate convergence.
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Staff

Staff need to be open minded to enable the collaborative culture within an

adaptive security function. This needs to be encouraged but also managed

to stop security moving away from its intended direction. Security staff also

need good communication skills to facilitate interaction, although the level

of engagement required may depend on the role.

Key Factor 17: Security staff are open minded.

They have the capability and willingness to explore new ways of achieving

security, to embrace new ways of working, to learn about and be involved in

areas outside of their immediate remit, and to develop new skills.

Participants provided more detail of the benefits of having open-minded staff,

explaining how they “engage outside of the areas of responsibility”, enable

a “diversity of thought” to “ensure no gaps exist”, and “have an ability to

embrace change” which is important as “Security is fast evolving” to keep

up with changing threats. Open-mindedness also promotes innovation, and

would facilitate the culture within security (see Key Factors 9 (p232) and 10

(p231)). Security needs staff who are “open-minded in exploring new learning

opportunities, processes of doing things and even new ideas that could make

former models obsolete”, to facilitate improvements. Participants extended

this key factor, however, by suggesting that open-mindedness should not be

restricted to security staff but is beneficial in staff across the whole organi-

sation; as one participant stated “Open mindedness is required across board

for the converged approach to be successful ”, not just the security team.
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Panellists highlighted that open-mindedness needs to be encouraged, and

also managed. Open-mindedness is encouraged through the “culture set by

example from leaders”, that ensures staff feel “they are a valued and trusted

member of the team”, and by promoting inclusivity through a “more diverse

workforce to help ensure new and different ideas are brought into the work-

place”. This demonstrates how leaders and culture impact on staff (see Key

Factors 9 (p232), 10 (p231) and 12 (p227)). Security needs to find the “right

balance”, however, to maintain the direction of security whilst enabling “con-

trolled exploring”, to prevent staff from “running off in the wrong direction”.

Security leaders can achieve this balance by providing “clear communication

of the goals”, setting the boundaries within which staff can be open-minded

(see Key Factor 11, p242). Additionally, having some less forward-thinking

staff can provide some moderation, preventing changes being applied with-

out proper scrutiny, as “Not everyone needs to be a leader, the laggards may

take some convincing but having a brake is no bad thing sometimes”.

The study also identified the broader benefits of having open-minded staff,

as participants described how they can help “in changing a cultural mindset

of security being unqualified and lacking in skills or abilities”, improving the

status of security within an organisation. Despite this, security’s ability to

act on suggestions from open-minded staff will depend on the organisation.

For example, “ less traditional organisations will have this type of ethos”,

whereas in other organisations security is “governed by ridged [sic] proce-

dures”, which will restrict their ability to be innovative. This demonstrates

the importance of having open-minded staff, yet how the effect they can have

depends on the organisational context in which they reside.
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Key Factor 18: Security staff have good communication skills.

Security knowledge may be inconsistent across the security function, includ-

ing within the security leadership team, so security staff need to be able to

accurately and effectively share knowledge, engage with senior management

and the wider organisation about security, threat, and convergence.

Participants expanded on the range of situations specified in the key factor

description where good communication skills are needed. They identified

how they can help to establish a “general camaraderie” during team de-

velopment where “opinion and comment from all is encouraged ”; how they

facilitate the operation of security by helping “to de-escalate incidents” and

“demonstrate responsibility”; how they are used to showcase security’s “skills

and abilities” when establishing credibility and “wider acceptance”; how they

facilitate a shared understanding as they “ensure other stakeholders under-

stand fully their [security staff’s] position”; and how they help to identify

“anything that would affect security”, when engaging with the business, “plug-

ging gaps in knowledge”.

Good communication skills are used to facilitate engagement with people

across the hierarchy within security, and “Communication must gol [sic] up

and down, from left to right, I mean, in every direction needed ”. They also

facilitate “a two way street” of communication across the organisation to

improve their understanding of security issues as “specialists should ensure

they have open channels of communication with internal service suppliers

and internal customers in the company”.

Panellists agreed that whilst good communication skills may be considered

“vital ” for some, they proposed that it might be more accurate to suggest
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that “The ability to communicate should be commensurate with their role”.

For example, not all staff may be expected to communicate with all levels

of the hierarchy, particularly senior management. The responsibility for this

should “reside with the manager/supervisor of the group” and be “ limited to

only the top layer of the security function”.

Despite this, participants indicated that good communication skills are es-

sential during an incident where they are “crucial to the team effectively

handling an emergency”, or during “de escalation of incidents”. Although

it might be “ok to have more technical staff who aren’t great at this”, it is

perhaps more appropriate for everyone to “become comfortable to communi-

cate with ease”. It is, therefore, important to have “the right people in the

right roles” with a base level of communication skills, and to have “a mix-

ture/diverse group of people, some of whom have good communication skills”

depending on their role.

Opportunity

For collaboration to happen, staff need to be given the opportunity to engage

with each other, and organisations need to decide what this looks like and

how frequently this should happen. Similarly, organisations need to decide

on the type and frequency of the training opportunities they provide that

will facilitate more effective collaboration between staff.
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Key Factor 13: Security staff have regular opportunities to meet

formally and informally.

Regular meetings, sharing the same location, and social gatherings help to

build relationships and give staff the opportunity to work together, learn from

each other, and share knowledge and information.

Participants argued that opportunities to meet are not specific to conver-

gence but are a “routine business function” that “should be already in place”,

however, security needs to make several decisions about how they should be

conducted. First, there are a variety of mechanisms that facilitate meetings,

from “Regular meetings, same location, online WeBex/Teams”[sic] , to “the

increasing use of Zoom”. Not all types of opportunities to meet will be ap-

propriate for all organisations. Informal opportunities may not fit “the style

of the enterprise”, and alternative opportunities may be more appropriate,

for example “A centralized security hub and incentives for collaboration be-

tween groups”. Second, security needs to establish the scope of meetings,

as they may be “not necessary at a larger scale” rather “at the unit level,

where the security staff work normally”. Third, they need to decide on the

frequency of the meetings to ensure they are seen as beneficial rather than

“burdensome”.

Panellists expanded on the benefits opportunities to meet provide, such as

“interworking on key projects” and for security “to work together ”. They

provide a “focus on goals”, or “key knotty issues”, to establish a shared

understanding of “strategic and tactical direction” ensuring people “agree /

understand their roles and timings in achieving those goals”. They can also

facilitate innovation, allowing “the flow of ideas”, and provide opportunities
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for “informal learning”, identifying “experts”, and “cross-disciplinary experi-

ence sharing”. They can also facilitate “team building” and the development

of relationships that facilitate collaboration. They help “all members feel

part of a wider group that nurtures and supports them” providing an oppor-

tunity to “build the different teams into a single unit” or “cohesive team”,

by establishing “a feeling of team spirit”. This was seen as “central to any

change affecting work parameters, roels, responsibilities eytc [sic] ” and help-

ful “prior to a crisis event - favours are more easily asked for! ”.

Collaboration in meetings, however, “does not happen enough” and is “Not

always possible” and there can be a “reluctance to share”. For them to be

effective participants suggested that security leaders need to instil a culture

that facilitates “sharing and collaboration” (see Key Factor 10, p231). They

need to facilitate a culture that “encourages free flow of ideas from anyone”,

and that is not “overly hierarchical ” or “thinks it knows best”.

The panel recognised circumstances that might make it more difficult for an

organisation to provide opportunities for staff to meet, for example “in global

or geographically spread companies”, and “ in organisations with a wide ge-

ographic footprint”. For others, however, the reliance of virtual meetings

during the pandemic has been an enabler to communication despite geogra-

phy, “if there is one thing that COVID-19 has shown is that we can operate

digitally, nationally and internationally”. Further research would be needed

to provide more understanding of the underlying factors that affect these

differences.
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Key Factor 20: Security staff are provided with training

opportunities.

Professional development, accreditation, and cross-skilling opportunities en-

sure a greater range of skills within the security workforce, and training on

convergence and how it aligns with the business ensures a business focused

security function.

Participants highlighted that training benefits the organisation as well as

the staff by supporting “the security posture and business needs” and keeping

security relevant and up to date “in line with an ever changing environment”

with “fast paced digital change”. Additionally, it makes the organisation

a more attractive place to work by providing development opportunities,

which improves “recruitment and retention”. “Most colleagues like to feel

stretched ” and training can provide an opportunity for “mastery of their

skills” as well as “creating opportunities to make a difference”. This helps to

“sustain internal subject matter expertise” by “ensuring the retention of staff

that are already competent in operating within a converged security function”.

This aligns with the analysis of Key Factor 19 (see p229). Despite its benefits,

“Such training does not often happen”, and many organisations only provide

“the legally mandated training”. Further research is needed to establish why

training provision is not adequate.

Participants did not discuss specific training requirements, aside from the

need to facilitate “cross skilling” to improve security. They stated that or-

ganisations “should look for the best training” and need to decide what train-

ing they need. For example, formal training can be “delivered by external

or internal trainers”, and can be “specialist enhanced training to support the
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roles” or “professional qualifications”. Formal training may not be necessary

and organisations may choose on the job training by giving “people a role

opportunity/responsibility”, although this would require them to “have the

depth of personnel resources to train on the job”. More research is needed,

however, to ascertain how organisations establish what type of training is

most suitable.

Participants provided more information about the decisions organisations

need to make about training including how much they should provide. Train-

ing is not a one-time expense, and organisations should be prepared to pro-

vide continuous development opportunities, to “maintain required skills and

abilities within the organisation”, regardless of their size as “even a small

enterprise should have some CPD”. Additionally, training needs evolve so

although organisations may want to provide “at least two weeks for each per-

son a year ”, they may not be able to establish exactly what training will

be required. Consequently, “not all budgetary claims can be presented at the

outset of the project”, so organisations need to plan for anticipated training

requirements, and a “formalized process should be adopted ”.

Common Goal

Establishing a shared understanding across security enables convergence. A

common goal achieves this by facilitating a singular direction for the security

function, and common frameworks achieve this by creating a consistent way

of working.
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Key Factor 11: Everyone within the security function is working

to a common goal.

The objectives of the security function support the business, and take a holis-

tic view of security.

Participants reiterated that security needs a common goal “for convergence

to succeed ”, which needs to align with the “business goals” to demonstrate the

value of security and how it “benefits the company (profits), its shareholders

(dividends), it’s people, and the community it serves”. Security needs to en-

sure that their goal is effectively and “regularly communicated ”; “People have

different understanding of what the goal may be”, and regular communica-

tion helps to achieve a shared understanding of the direction of security. This

helps the goal of security to be embraced throughout the organisation with a

“proactive and positive security culture” which underpins security across the

business ensuring “wider acceptance and support” of their aims.

The panel highlighted the decisions security needs to make, such as whether

the goal is at a high level, like “asset protection and loss prevention” or

“minimising security impacting events”, or is more measurement focused

such as “an agreed target for the reduction of the cost of security failure”.

A common goal for the security function does not prevent other goals for the

“different vertices in security”, for example, “the common goal of physical

security can be different to that of information as the threat and risk is (can

be) different”. Organisations need to consider, however, how the different

goals align as “sometimes different competencies undermine attainment of

the holistic goal ”. This would need to be managed to ensure different goals

do not contradict each other.
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Key Factor 15: Staff all work to the same frameworks and

standards.

Documentation formalises convergence through joint procedures and processes,

facilitating collaboration by building in key touch points.

The panel were very clear that staff may not be able to work to a common

standard. Firstly, “there will be different standards across disciplines”, for

example “In the IT corporate environment, 27k suite is the defacto standard,

but in the operational technology space it is 62443 ”. Secondly, geographical

and regulatory differences in security teams operating across “different geo-

graphic regions (legal implications) or different regulated environments” mean

a common standard will not be applicable. Common standards, therefore,

may not be appropriate, but “common frameworks” or a “standard baseline”

can develop a shared understanding that helps security to “function in unison

and synergy”.

Participants described how documentation can illustrate the framework that

staff need to work to, providing a shared understanding that can help to

embed holistic security in the organisation. A central “repository of their

documents policies processes etc” facilitates “clearer communication”, doc-

umenting the direction of security and providing a shared understanding

amongst staff (see Key Factor 11, p242). Documentation means “people in

the organisation will know what they have to do and how to do it”, as it

“formalises the converged security function”. There needs to be flexibility in

the documentation, however, to allow for “bespoke procedures in places” and

it will need to be “regularly reviewed ” to ensure it is up to date.

Documentation of frameworks can also act as a learning resource for future
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staff, ensuring knowledge of convergence is accessible and recorded, “building

institutional memory” that might otherwise not be captured as “What is not

written doesn’t exist”. The development of documentation forms part of

the design of convergence, and “having frontline user input into the security

design” is important to achieve this (see Key Factor 6, p214).

There are potential issues with documentation, however, that have not been

identified as part of the research. Version control needs to be managed to

ensure staff are working to the latest version of the documentation. Docu-

mentation needs to be written clearly so it is easy to read and understand.

Documentation needs to actually be read by those it affects, understood and

implemented, and the existence of documentation does not guarantee this.

5.4.7 Planning

Convergence is context dependent, and there is no single way for it to be

implemented or planned for. Organisations may plan for convergence and

then implement it, or they may take a more incremental approach. Either

process requires the organisations to decide on what metrics they will use,

and how often they will be applied, to measure their progress. This can

be used to inform the next steps of the plan, or can be used to justify the

adoption of convergence and achieve buy-in for its further development.

Key Factor 4: Convergence is planned before its implementation.

The organisation looks to understand what needs securing, what collaboration

has to occur for this to happen, what budget and skills are required and avail-

able, and how convergence should be implemented before actually adopting
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the approach.

Panellists argued that planning is a “key process for any activity or process

that is going to be implemented ” and this is “no different with a move to

convergent security”. It mitigates problems further down the line by ad-

dressing “questions and concerns” early, preventing “unnessaccary [sic] time

and money being wasted ” or stopping “implementation failures” which could

“cause potential cascade issues as converged practices [sic] begin to overlap”.

The panel highlighted that the planning of convergence is bespoke to the or-

ganisation, and “there can be substantial differences between organisations” in

how this is achieved. First the implementation of convergence, which can “be

achieved via a range of different organisational structures”, is different be-

tween organisations and therefore the planning will also be different. Second,

although the aims of convergence across organisations are similar (see Sec-

tion 6.3.1, p285), the details of these are context dependent, for example “in-

teraction between domains to ensure that they are tied in together ”, to achieve

a “360 degree view of threats”, and to ensure “the attendant response(s) are

centralised and ‘owned’ by a senior person”. This again means that planning

convergence is bespoke to the organisation. Third, planning needs to align

with the business, to focus on “their company missions/vision/posture . . . in

tandem with the senior management understanding the current risk manage-

ment profile and appetite”. Again this results in the plans for convergence

differing across organisations. This need for customisation reinforces the

idea that a single model or blueprint for the adoption of convergence is not

suitable.

Participants provided more detail about the decisions that organisations need

to make in reference to planning, such as whether they plan upfront or if
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they adopt a more incremental implementation. This again is organisation

specific, and these findings correspond with those from the epistolary inter-

views that showed differences between organisations in the way they plan for

convergence (see Section 6.3.2, p301). A “step-wise . . . ‘agile’ ” implementa-

tion “rather than ‘big bang’ ” is more favourable to “organisations with a low

appetite for structural change”. Allowing the organisation “to experiment

a little first” and adopt a “Proof of Concept” helps the organisation deter-

mine “probable timescales and technical issues that will be encountered ”, it

also means the organisation is “moving forward ”. This helps the organisa-

tion learn “before widening planning and deepening the process”. In contrast,

establishing a plan before implementation will be preferred by some organisa-

tions. For example, ensuring the change is “assessed, evaluated and a format

decided upon to minimise the risk ”, the “end state is understood and the steps

to success are planned ”, and for some that the “Concept, Business-Case,

Planning, and Architecture” have been completed. These two implementa-

tions are not mutually exclusive, however, and organisations may decide on

a more interim planning position.

Regardless of how organisations plan the move to convergence, participants

highlighted that they need to consider resources, to ensure “a seamless ac-

tion plan with adequate resources availed for each envisaged action to be

implemented successfully”. This might be a challenge, however, as resources

“might not be readily available” and requirements might change as the “threat

environment” changes. Organisations, therefore, may need to consider inte-

grating flexibility in their planning.
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Key Factor 22: Expectations for convergence are measured.

The organisation is ready for a change, and has realistic expectations for the

approach. Appropriate goals for convergence are set, and progress towards

them is measured, with successes (and failures) shared across the organisa-

tion.

Participants explained that metrics help security to objectively “see what

works, what does not”. Metrics can “establish which approaches are working

and worthy of investment”, ensuring resources are well spent, and facilitating

the “sustainability of the converged approach”. Additionally, by “creating a

feedback loop to learn and improve” security can identify changes that need to

be made to improve convergence, so they “ learn from failure”. This demon-

strates the evolving nature of convergence discussed in Section 6.3.2 (p301).

This iterative adoption of convergence requires the right culture and lead-

ership within security and the organisation (see Key Factor 9, p232) that

acknowledges failure as part of the process. This requires “a much more

enlightened management group than most institutions, particularly govern-

ments have”.

The use of metrics as a way of “measuring progress” forms part of the change

process with “any change, wherever it is”. Security needs to decide and agree

on the metrics they will use to measure their progress, and how frequently

such “Periodic review ” is required. The change process “has to be planned,

supported and broken into segments so that it can be managed effectively”.

Organisations, therefore, need to consider metrics over the longer term, and

determine whether they take “small steps”, with more frequent review, or

have larger increments (see Key Factor 4 (p244) and Chapter 6 “Epistolary
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Interviews: Instigating Convergence”, (p264)).

Participants explained that metrics are context dependent, as they need to

be “commensurate with the business focus” and align with the “culture and

objectives of the company”. They “can be many and various”, but need

to be “measurable”, “appropriate”, “realistic goals”. Organisations need to

determine what metrics to use, and ensure that they are measuring the

right aspects of security at the right level. This is difficult, however, as “the

best security is difficult to measure. If nothing happens is that due to good

security or fate? ” and what is easy to measure does not necessarily provide

the most useful information. Metrics therefore need some flexibility, “a little

wriggle room to recognise elements that my [sic] not be easily measured or

evaluated ”. They also need to be “capable of evolving in line with the project”,

and to ensure they reflect changes to the organisational context, “to match

them to prevailing situations”. Further research would be needed to help

organisations determine appropriate metrics.

It is important, when implementing convergence, that “the before and after

benefits must be measured and reported ”. Metrics “justify the change” and,

therefore, “should be shared with the organisation to continually receive the

support you require”. They help security show the “benefits for the organ-

isation” by demonstrating any “improvement in efficiency, a reduction in

operating costs and/or headcount, a reduction in the number of costly secu-

rity failures, etc etc”. This means that organisations do not necessarily need

to be ‘ready for change’ as indicated in the key factor description, as changes

can be made in some parts of the organisation, learned from, and then “ later

on become expansive”. This helps achieve buy-in for the convergence before

substantial changes. Feedback on progress of convergence should not just
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be for the broader organisation, however, as it also helps motivate security

staff, and feeds into the culture of continuous improvement (see Key Factor 9,

p232); “Giving feedback to personnel promotes interest and boosts confidence

to enable personnel to always want to do better than in the past”.

The use of metrics aligns with a culture of continuous improvement (see Key

Factor 9, p232), as “Continuous success is a result of constant measuring and

evaluation of key performance indicators”. The metrics themselves do not

determine whether convergence is effective, therefore, they may not be “es-

sential to success”, or “in some organisations . . .might not be too important”.

For others, however, this is a “critical successful factor ”.

5.4.8 Key factors with no agreement

The expert panel did not reach agreement on three key factors. The analysis

of the comments associated with these key factors demonstrated that they are

particularly dependent on context, which therefore impacts how important

they are considered by each participant.

Key factor 5: Security takes incremental steps towards the

implementation of convergence.

The organisation identifies areas where convergence can happen most easily

and quickly. By addressing ’low-hanging fruit’ first, they start to see im-

provements early before they have a complete view of the final outcome of the

converged approach.

Despite participants discussing the benefits of an incremental approach, in
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terms of its capacity to “start the momentum”, demonstrate progress by

helping the organisation “see early and positive results”, and to help achieve

“acceptance and gaining management buy-in”, there were concerns about

adopting convergence in this way. For example, organisations might not

progress further than these initial “quick wins” which might be “seen as

“enough””. Although easy, these initial changes are potentially superficial

and of less value to the organisation in the longer term, with one participant

arguing that they “should be left on the shelf until the entire review process

has been completed ”. Additionally, an organisation could lose sight of the

end goal of holistic security with an incremental approach, and “Quick ac-

tion should not detract from long term planning and solutions”, as it reduces

the view of security and risk to smaller components of change. Some partic-

ipants argued that “whatever is implemented as an early improvement must

sit within an agreed change management plan”, whilst others considered it

a standard approach to change as “Most organisational change requires a

stepped approach”. Others recognised that its applicability depended on the

organisation and the “size of the business”, “the risk appetite of the Board ”

or “the style of leadership”, as “Some organisations will favour the ‘big bang’

approach to organisational change, whereas others prefer a ‘softly softly’ ap-

proach to change, and everything in between”. These concerns, and the vari-

ability in perceptions, indicate why agreement was not reached.

Key factor 7: Different security departments are under the same

management team.

They may be kept separate or may be merged into a single organisational

function.
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Convergence is often discussed in terms of organisational structure. Par-

ticipants reinforced the need for a structure which provides a holistic view,

so they have sight of “all the threats both historically and in real-time” and

can achieve “a complete understanding of the potential impacts and mitiga-

tions”; the structure should also ensure “open, peer-to-peer lines of commu-

nication and a clear division of responsibilities”. They did not agree on the

details of this key factor, however, with some participants arguing this is

“extremely important”, and “essential for efficiency, performance and ease

of operations”, whilst others were not convinced claiming that “Managing

different security departments under one management structure will be prob-

lematic”. This perhaps highlights that this key factor is also dependent on

the organisation in which convergence is being implemented as “There is

no optimal structure for successful convergence to take place”. Participants’

comments did highlight what an organisational structure needs to achieve,

and a rewording of the key factor could encapsulate these underlying prin-

ciples, rather than focusing on what the structure looks like. For example,

it should “fit the business needs”, have clear ownership or “central respon-

sibility” of security, and authority or “appropriate reserved powers”; further

there needs to be clear reporting lines and roles and responsibilities, and

it should reduced conflict across departments by minimising “competitive

fiefdom activities”, and improve coordination by “getting everyone onto the

same page”.
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Key factor 23: Security is viewed holistically and investment does

not prioritise any one security discipline over another.

The importance of this key factor was also dependent on the organisation.

Participants were clear that “investment is based on the defined risk priori-

ties”, which is highly dependent on the organisation’s security requirements

and risk appetite, for example “A bank will want strong IT security, a super-

market perhaps physical for anti-theft and shoplifting”. It was noted, how-

ever, that prioritisation can also be influenced by management bias who have

“seen the latest fad in the newspaper or from some salesperson”. Organisa-

tions need to justify investment decisions and communicate them effectively

to mitigate any conflict, although whether they do this is dependent on the

culture of the organisation.

“Where convergence is fully and properly established and good hon-
est communication exists across and between the various sub teams,
it should be perfectly possible to explain that team A is getting more
money/resources this year than teams B and C etc, because. . . .! If
everyone behaves sensibly the justification should make sense to all,
including those who might feel they haven’t got what they want”

Participants discussed the tension between providing holistic security and

placing investment where it is needed, for example, “Conflicted here. Se-

curity for me has to be viewed holistically to be at its most efficient and

comprehensive. You may have to prioritise one domain over another de-

pending on risk and profile”. They also argued that investment decisions

are not set in stone, and “Fluidity of budgetary responsibilities and focus are

key” to adapt to changes in the organisation and the dynamic threat en-

vironment. These discussions demonstrate how the importance of this key
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factor varies depending on organisation. The dependency on the organisa-

tional context, along with the ambiguity of the key factor having two parts,

potentially contributed to the expert panel not agreeing on the importance

of this key factor.

5.4.9 Summary of the findings

This study provides empirical evidence for the key factors that are important

to facilitate effective convergence. The expert panel agreed on the impor-

tance of 22 of the 25 key factors. On a scale of 1-6, where 6 is the most

important, 21 factors received a median importance rating of 5 or above,

indicating their high degree of importance for effective convergence. The

analysis of the participants’ comments expanded on the details of each key

factor, providing more information about why they are important, further

details of how they can be achieved, and indications of when they may be

less essential. These key factors fall into different categories and these are

summarised below:

Organisational context

Organisations need to consider the broader context when implementing con-

vergence. Security needs to engage with the business to ensure it is adding

value and aligns with the organisation’s goals, and to help the senior lead-

ership team understand security and convergence. This helps to achieve

board level support which is important as their advocacy gives credibility

to security and convergence. The position of security as a distinct function

within the broader context of the organisation also adds to their credibility,
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but should not be at the expense of integration with the broader business.

The timing of convergence also needs to consider the broader organisational

context, and whether it compliments or clashes with other changes that may

be taking place.

Informing the decision

Organisations use different sources of evidence to inform their decisions about

convergence. Senior security leaders use their practitioner expertise to direct

convergence and instigate a single vision for security, and to secure buy-in

from senior management. Their authority helps influence the organisational

context to be more amenable to the adoption of convergence. Stakeholder

engagement is planned as part of the decision-making around convergence,

which helps to identify any potential issues, secure the buy-in of staff, and

reduce resistance to the change. External sources of practitioner expertise

help to fill gaps in the areas where the organisation does not have expertise

or information, such as consultants, other organisations, and documentation,

the latter also potentially providing information from empirical study. This

can save time, and potential problems, but its applicability depends on the

requirements of the organisation.

Design decisions

Organisations need to make design decisions about what convergence will

look like. They need to establish what roles and responsibilities are needed,

how these will align with the business, and how they can maintain some

flexibility to account for changing context. Organisations need to decide on
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the data that will be aggregated to support convergence, specifically what

data will be aggregated, how, what the aim of aggregation is, and whether

it is feasible in their organisation. Additionally, organisations need to decide

if they will adopt a cross-cutting committee or forum, and what it will be

used to achieve.

Enablers

Convergence once implemented is enabled by a web of interconnected fac-

tors. Senior security leaders, with a broad knowledge of security, direct con-

vergence, and facilitate the development of staff, encouraging them to take

opportunities, and placing them in the most appropriate roles. They set

the culture of the security function, promoting collaboration within security

and more broadly with the organisation, and manage any conflict by setting

clear goals. They encourage a culture of improvement that enables security

to adapt to the context in which it operates by planning for changes, and

reviewing the outcome to inform future direction. They work with senior

management to secure resources for any changes.

Senior security leaders encourage staff to be open minded, whilst maintain-

ing the direction of security. They are supported by staff who are willing

to take opportunities and work collaboratively with those outside their im-

mediate area of responsibility. Staff have good communication skills that

facilitate engagement across different security disciplines, and depending on

their role, across the security hierarchy. Senior security leaders provide staff

with opportunities to engage with each other, and they need to decide how

engagements will take place, at what level, and how frequently, considering

the nature and location of the organisation. They also provide staff with
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training opportunities, and they need to decide what type of training is

required, and how much.

Senior security leaders also establish a common goal for security that aligns

with the goals of the business and is clearly communicated. Although the

different areas of security may not be able to work to the same standards,

this ensures they are working to the same objective. Security may also work

to the same frameworks that also facilitate a shared understanding. This

can be documented, providing a shared learning resource for staff in how

convergence operates.

Planning

The move to convergence may be planned, but how this is achieved varies

between organisations because it is dependent on the context in which it

occurs. Organisations may plan convergence before its implementation or

take a more incremental approach, allowing convergence to evolve as the

organisation learns more. Metrics can facilitate this learning, helping organ-

isations establish what works and what doesn’t. The success of this approach

depends on whether the culture of security embraces learning from failure.

Organisations need to determine what metrics they will use, how they align

with the business goals, and how often they will be measured. The use of

metrics can help to secure buy-in for convergence by demonstrating progress.

Context defines importance

The expert panel did not agree on the importance of three key factors. The

comments from these determined that they were particularly dependent on
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the context in which convergence was to be applied, and therefore although

important for some organisations they were not important for others. This

reinforces the idea that the implementation of convergence is highly depen-

dent on the context in which it is applied.

5.5 Conclusion and contributions

This study aimed to answer the research question “What facilitates effec-

tive convergence in an organisation? ”. It extended the research from the

initial interview study by exploring the web of interconnected factors that

support convergence in more detail, to understand what organisations need

to consider when adopting convergence.

This study identified 22 key factors that are important for effective conver-

gence, as agreed by an expert panel of security professionals with experience

of converged security. The key factors cover the following areas:

• organisational context;

• evidence sources that inform decisions about convergence;

• the design decisions that need to be made;

• enablers of convergence; and

• the planning of convergence.

The expert panel did not agree that having security under a single manage-

ment team was important for effective convergence, which reinforces the idea
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that convergence is more than a change to organisational structure, and that

organisations need to consider a broader range of activities to support it.

5.5.1 Substantive contribution

The literature review demonstrated that information about how to facili-

tate convergence was presented in a piecemeal fashion across the literature,

making it difficult for organisations to find all the relevant information when

making a decision on how to adopt convergence. The information that was

available was predominantly based on practitioner expertise, with limited

empirical studies exploring the topic. This empirical study of security profes-

sionals with real-world experience of convergence provides an evidence-based

list of 22 key factors and their descriptions that are important to consider

when adopting convergence, and further analysis has provided additional

details for each key factor.

This study provides the empirical evidence that has been generally absent

from the literature, which organisations can use to inform their decision-

making. Additionally, the key factors in this study form a summary of

the information provided across different literature sources, as well as from

primary research. As Barends et al. (2017) state, one way academia can

facilitate EBP is by providing summaries of information to help organisations

with their decision-making, and therefore this study assists organisations in

these two distinct ways.
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5.5.2 Methodological contribution

This research makes a methodological contribution by seeking input from

those with real-world experience of convergence security. Previous academic

empirical studies that have started to establish what facilitates convergence

are limited, and have been based solely on the literature. This study ad-

dresses that gap as the list of key factors was verified, and the importance of

each key factor in the facilitation of effective convergence agreed, using an

empirical study of security professionals with real-world experience of con-

vergence. This provides evidence for organisations based on empirical study

that can be used to inform their decisions.

This study also makes a methodological contribution by using the Delphi

method to understand how security works at the management level. Delphi

studies have been previously used in security research to explore specific areas

such as insider threat (for example Dorrington (2019), Padayachee (2016),

and Woodruff (2020)), cyber-physical systems (for example Rabelo et al.

(2021)), and supply chain and outsourcing security (for example, Dhillon et

al. (2017) and Markmann et al. (2013)). Delphi studies in security research

have focused on the identification of risks and threats (Polonia & Sa-Soares,

2013), security controls (Dennehy, 2021), required skills for managers (Haqaf

& Koyuncu, 2018), and future priorities (Kannus & Ilvonen, 2018). Despite

their use in such specific areas of security, however, Delphi studies appear

to be under used in research that explores security at the department level;

this research demonstrates that the Delphi method can be used for security

research at this level.
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This study also demonstrates that the Delphi method can be used for secu-

rity research that cuts across geographical and industry sector boundaries.

Previous research has focused on specific industry areas such as manufactur-

ing (Kannus & Ilvonen, 2018), law (Abidoye, 2021), or public administration

(Bañuls & Burguillos, 2019), or within specific geographic areas (Bañuls &

Burguillos, 2019; Kannus & Ilvonen, 2018). There are fewer studies that

look at security across different industries, however, (for example, Dhillon

et al. (2017)), or across different geographic regions (for example, Haqaf and

Koyuncu (2018) and Markmann et al. (2013)). Reports from security re-

search using Delphi studies do not always specify participant recruitment

strategies, making it difficult to determine whether specific industry sectors

or geographic regions are being targetted. This research, however, makes ex-

plicit the application of the Delphi method across both industry sector and

geographic boundaries again demonstrating that the method can be used in

this way for security research.

Finally, this study demonstrates the successful practical application of meth-

ods that improve response rates and retention in a Delphi study (see Sec-

tion 5.3.2 “Encouraging the panel”, p182). This study therefore provides an

indication of how a Delphi study can be carried out with a security practi-

tioner population to ensure their continued engagement.

5.5.3 Study critique and further research

The Delphi study requires several design decisions to be made, and in this

study many were driven by time restrictions and available resources. For

example, had time allowed, the first round of the study could have been
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used to generate the initial list of key factors, rather than these being pre-

sented to participants. This may have identified a different list of key factors,

and further research could investigate what similarities and differences this

alternative design might produce.

More time or resources could have allowed for a greater number of rounds, or

stopping criteria that required consensus. The impact that this would have

on participant recruitment, retention and response rates is not clear, and it

may only be suitable if the key factors themselves were amended to reflect

the participants’ discussions throughout the study. This was not feasible in

this study as time and resource restrictions meant participants’ comments

were not analysed until after the Delphi study had completed. Amending

the key factors during the study may have produced more discussion, or may

have facilitated agreement on the key factors that did not reach consensus.

For example, one participant stated in relation to key factor 23, “I think this

needs debating, as I get some of the points, but there is a difference between

holistic overview, and terms of investment”. This suggests more engagement

with other participants would help to achieve a clearer understanding of each

other’s position. Additionally, the comments were generally more detailed

than expected (which resulted in a change of study design at the end of

the first round (see Section 5.3.2, p178)); more time and resources would

have enabled the information identified from the analysis of the participants’

comments to be incorporated into the key factors, and be agreed as part of

the Delphi study.

In the first round participants were asked to provide details of additional

key factors that were not represented in the list. Two additional key factors

were created, but minor modifications were also made to existing key factors.
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For those key factors that had already reached agreement, this meant that

they were not re-presented back to the participants. It was not anticipated

that these changes would impact consensus, but time restrictions meant that

participants did not get the opportunity to confirm this. Similarly, the com-

ments for the key factors that reached consensus in the first round did not

form part of a discussion, as these key factors were set aside. This meant

that participants did not get the opportunity to reflect or respond to each

other’s comments, or change their rating accordingly. Again, more time may

have meant an additional round allowing this exchange possibly producing

a different level of consensus for these key factors.

The design decisions that aimed to encourage the panel were successful, as

demonstrated by the high response and retention rates. These included re-

inforcing the objectives of the study, and the opportunity for professional

growth (Rotondi & Gustafson, 1996); engaging with participants, particu-

larly non-responders (Hasson et al., 2000); and adopting a flexible approach

by recognising external circumstances that might impact response rates. It

is not clear which design decisions had most influence over the response and

retention rates, or whether it was a combination of them all.

Overall, the study has provided further insight into the key factors that facil-

itate effective convergence. Further research would be needed to understand

how organisations would go about implementing the key factors, particu-

larly considering the number that have been rated as important for effective

convergence. Further research could explore whether there are key factors

that are a priority, and that should be implemented first, and whether this

ranking is common across organisations.

These key factors fell into different categories, depending on whether they
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were associated with the design decisions that needed to be made, the el-

ements of the organisational context that need to be considered, the way

convergence is planned, or the way convergence can be enabled. Some of the

key factors related to the evidence sources that organisations use to inform

their decision to converge. More research would be needed to explore this in

more detail, to understand how organisations make the decision to converge

security resources, and how they decide what convergence will look like for

them. The next chapter details a study that investigates these decisions.



Chapter 6

Epistolary interviews: What

instigates a move to

convergence?

This chapter describes a study that addresses the third research question:

what instigates a move to convergence, and how do organisations decide to

implement converged security? Chapters 4 and 5 have identified the fac-

tors that underpin convergence over and above organisational structure, and

chapter 5 has identified factors around the decision to converge that are im-

portant for its effectiveness. This chapter explores the decisions organisations

make when adopting convergence in more detail, using epistolary interviews

with the senior security staff involved in those decisions. The study aims

to understand the decision to adopt convergence, how organisations move

from this decision to implementation, and the supporting information and
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evidence used in the decision-making process. The answers to these ques-

tions will help to illustrate what organisations do to decide on the approach,

and more importantly how they actually start to implement it.

This chapter starts with a description of the background to this study, before

providing a justification and appraisal of the epistolary interview method,

and an explanation of the research design and analysis decisions. The chapter

then discusses the findings from the interviews, before reflecting on episto-

lary interviews as a research method. The chapter closes by presenting the

conclusions of this study.

6.1 Background

The literature review demonstrated that there are a wealth of publications

that share practitioner expertise about convergence. These are based on

personal perception rather than evidence from research, yet there are very

few empirical studies available that explore convergence, particularly quali-

tative research. In particular, there is little information available about how

organisations determine whether to adopt convergence, and if so, how they

decide to implement convergence. Without understanding the drivers for

convergence, and the factors that influence decision-making, it is difficult to

know what guidance organisations might need to help steer them through

the decision-making process.

The study reported in this chapter aims to provide an evidence base for why

and how organisations adopt a converged approach and provide organisations

with insight that they can use if they are looking to adopt converged secu-

rity. Fifteen people involved in the decision to converge security teams were
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interviewed using epistolary interviews via email. Participants were senior

security staff and consultants, who represented organisations from various

industry sectors in different countries. The interviews provided an opportu-

nity to explore the real-world experiences of those who have had first hand

experience of an organisation converging security resources.

6.2 Methodology

This section describes why epistolary interviews were selected as a remote

data collection method, specifically the benefits to the participants and the

researcher of the adoption of this approach considering the restriction im-

posed during the COVID-19 coronavirus pandemic. Then the section details

how the design of the research was established, from setting expectations

with the participants to how the questions were asked. Finally, a description

of the data collection procedure is provided.

6.2.1 Why epistolary interviews?

Remote data collection methods

Epistolary interviews are a form of asynchronous, remote data collection,

taking the form of written correspondence between the researcher and the

participant. They can be carried out via post or email, and require partic-

ipants to be proficient at writing (Burns, 2010; Gibson, 2010). Epistolary

interviews have been carried out in a variety of research areas such as educa-

tion (Debenham, 2007; Wilson, 2008; Wilson & McAndrew, 2009; Wood &

Su, 2017), journalism (Burns, 2010), popular culture (Gibson, 2010), health



6.2. Methodology 267

(Fletcher-Brown, 2020), and public health (Amri, 2020). Epistolary inter-

views are a relatively novel research method for exploring organisational

security, however, with the few studies that have employed them focusing on

information security management (Maarop et al., 2021), information secu-

rity policy (Kamariza, 2017), and software supply chain security (Sabbagh

& Kowalski, 2015), rather than organisational security specifically.

Like other remote data collection approaches, epistolary interviews have been

used when the participant population is geographically dispersed (Amri,

2020; Wilson, 2008; Wood & Su, 2017), or unable to travel (Debenham,

2007; Debenham, 2001). This made epistolary interviews a suitable ap-

proach for data collection during the COVID-19 coronavirus pandemic in

2020 and 2021, when national and international travel restrictions meant

data collection needed to take place remotely. The ability to include par-

ticipants regardless of their location also enabled access to a broader range

of potential participants. For example, participants that are geographically

dispersed and difficult to travel to, those that would not have been able to

participate as easily because of differences in time zone, and also participants

for whom English is a second language and who are more comfortable with

written rather than spoken English (Kamariza, 2017).

Additionally, epistolary interviews via email impose few barriers to partic-

ipation from access to technology. With participants likely to be working

from home there would be greater variability in internet bandwidth and reli-

ability, and in the technology participants may have available, such as access

to a web camera, a microphone, or a suitable web conferencing application

like Zoom or Microsoft Teams which may be restricted in some organisations.

This could be a barrier to participating in online data collection methods,
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such as online focus groups and online meetings. In contrast, epistolary in-

terviews do not require participants to use a particular email client, and as

a professional population are generally familiar with email, technical profi-

ciency (Burns, 2010) and computer access (Gibson, 2010) are not prohibitive

to participation.

Online, synchronous methods of data collection were dismissed because of

other potential barriers. With so many people working remotely, online meet-

ings were becoming more prevalent in 2021, leading to ‘Zoom fatigue’ where

people found themselves exhausted from being on video conferences all day

(Bailenson, 2021). Participants may, therefore, be reluctant to participate

in online research. Other potential barriers were identified for synchronous

research in general, including telephone interviews. It might be difficult for

participants to maintain privacy when working from home, and there is the

potential for interruptions and distractions, particularly if children are also

at home. The normal routine of work is disrupted and there may be the

potential for more unscheduled work issues that need urgent attention. It

may be more difficult, therefore, for participants to allocate set times for

non-essential work such as participating in research.

Benefits to the participants

Email interviews offer advantages over other remote data collection methods,

particularly for research into historical events, when participants require flex-

ibility, and where privacy is beneficial. Firstly, the asynchronous nature of

epistolary interviews allows participants to reflect on the questions, without

needing to provide an instantaneous reply (Ferguson, 2009; Gibson, 2010;

Wood & Su, 2017). The decision to move to converged security is unlikely
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to be ongoing, and therefore this approach would allow participants time

to reflect on the circumstances and decisions from the past. Asynchronicity

does, however, remove any spontaneity from the interviews, which has been

a criticism of the approach (Ferguson, 2009; Gibson, 2010). In this study,

more considered responses were thought to be more beneficial because of the

historic nature of the topic area.

Secondly, asynchronicity also provides flexibility, allowing participants and

researchers the opportunity to respond at a time that is convenient to them

(Amri, 2020; Ferguson, 2009; Gibson, 2010; Minocha & Morse, 2010; Wood

& Su, 2017). Flexibility removes a barrier to participation as allocating

time to non-essential tasks could be problematic during the pandemic when

normal working conditions were disrupted. Scheduled appointments may

be less attractive for people adapting to different working patterns, and who

are facing challenges imposed by the ongoing restrictions, such as children at

home, and a potential increase in issues requiring urgent attention at work.

This more flexible approach, therefore, allows participants to engage with

the research around work and home commitments.

Thirdly, epistolary interviews provide a more private interaction that is ben-

eficial in certain social and cultural contexts (Fletcher-Brown, 2020). Email

interviews remove the potential of the participant being overheard if work-

ing from home, but also give the participant confidence that they are not

being overheard at the researcher’s location too. Considering the potentially

sensitive nature of the discussions this was another benefit of the approach.
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Benefits to the researcher

Email interviews also offer advantages to the researcher. Many of the chal-

lenges introduced by the pandemic had the potential to be an issue for the

researcher too, and an asynchronous approach provided the flexibility re-

quired to complete the data collection. Asynchronicity gives researchers the

opportunity to reflect on participant responses, enabling them to formulate

effective follow-on questions, and to ask for clarification or additional infor-

mation (Ferguson, 2009; Gibson, 2010). This sets the epistolary interview

apart from a survey, as it provides an opportunity to personalise the inter-

actions with the participants, which makes them more of a discussion.

Another widely reported benefit of epistolary interviews for the researcher is

their ability to save research resources (Amri, 2020; Burns, 2010; Debenham,

2007; Gibson, 2010; Wood & Su, 2017). They remove the cost of travel time,

but also transcription time (Amri, 2020; Burns, 2010; Debenham, 2007;

Ferguson, 2009; Gibson, 2010). They also enable participant recruitment

from a broader geographical area, widening the pool of potential participants

and facilitating recruitment.

Despite these benefits, epistolary interviews require researchers to expend

time and effort in other ways. Researchers may need to prompt participants

to respond as the pace of the interview is determined by the participant

(Gibson, 2010). Additionally, as there is “the tendency for emails to be noth-

ing more than clipped conversations” (Burns, 2010, section 11.7), researchers

need to be proactive in making epistolary interviews a genuine discussion.

This requires the researcher to invest time to reflect on, and respond to par-

ticipants’ answers, something Burns (2010, section 11.8) termed “emotional
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and personal labour ”. Additionally, researchers need to spend time person-

alising their interactions with participants. This takes time, and means that

any transcription time savings may be replaced with other time costs.

Researchers can achieve personalisation by providing participants with sup-

portive and positive feedback. This demonstrates that the researcher has

understood, reflected on, and has appreciated their answer, and this helps

to encourage participant engagement with the research, and builds rapport

(Debenham, 2007). Again this takes time, but is important as, alongside

time for participant reflection, it encourages rich responses (Ferguson, 2009;

Wood & Su, 2017). It is important to note, however, that claims that epis-

tolary interviews produce rich data (Ferguson, 2009; Gibson, 2010) do not

appear to be empirically driven statements comparing epistolary interviews

to other data collection methods. Notwithstanding, whether such claims

need to be made with empirical data is also unclear, considering the richness

of data from other interview techniques is rarely called into question.

A summary of why epistolary interviews were chosen

Despite epistolary interviews reducing travel and transcription time, they

do require the interviewer to spend time fostering a true discussion through

personalisation and reflection, as well as actively encouraging and prompting

participants. From a participant’s perspective, however, they offer flexibility,

privacy and an opportunity to reflect and recall information from the time

convergence took place. This was important for this study, considering the

impact of the global pandemic on working arrangements, and on the mental

load this might have on participants.
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Consequently, epistolary interviews were selected as the research method for

this study. Although there are disadvantages to their adoption, these are

primarily experienced by the researcher, whilst they offer many benefits to

participants. This reduces the barriers to participation allowing participants

the flexibility to engage with the research in their own time, where they can

fit around other work and existing commitments.

6.2.2 Designing the approach

Question delivery

There is not one standard approach to asking questions during epistolary

interviews. Questions can be sent in one go (Wood & Su, 2017) recognising

participants’ time constraints, but this removes the opportunity for discus-

sion and interaction and is unsuitable for this study. Alternatively, questions

can be sent separately to foster a more conversational interaction (Deben-

ham, 2007; Ferguson, 2009). This encourages greater interaction between

the participant and the researcher, but risks overwhelming participants with

emails, or risks the emails being overlooked. As participants in this study

probably receive a large number of emails per day as they are likely to be

senior within the organisation, this too was discounted. Other researchers

have initiated interviews by asking participants to describe their experience,

before asking follow up questions (Minocha & Morse, 2010). This was disre-

garded for this study as the overall topic of ‘deciding to adopt a converged

approach’ was considered to be too broad, and not suitable for such unstruc-

tured questioning.

For this study, targetted questions were asked from the outset, to provide
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participants with an area of focus, and to provide consistency across the

interviews in the areas discussed. Consequently, an email was sent for each

main topic area, incorporating smaller sub-questions to encourage discussion,

and to help elicit more information (Burns, 2010). Once participants had

responded to the questions for one topic, follow-up questions and the next

topic questions were sent to them. This meant that fewer emails were sent

than in the more conversational approach, but more discussion was facilitated

than by sending all questions at the same time.

Setting expectations

Debenham (2007) suggests that epistolary interviews are inappropriate for

busy people, which applies to this participant population. Setting clear ex-

pectations from the outset about the commitment required, however, ensures

participants are fully informed before they volunteer to take part. For ex-

ample, what the time requirements will be, and how much input is expected

from participants (Ferguson, 2009). Participants were, therefore, informed

that they only need to spend 20 minutes on each of the four sets of questions.

Additionally, participants would also know what topics would be covered as

they were provided from the outset (Burns, 2010). Again, this would ensure

participants were clear about what they were volunteering for.

Setting expectations on the style of response was also important. Formally

constructed responses, paying close attention to grammar and more business-

like sentence structure were not necessary. Participants were encouraged to

provide more informal responses to save them time when formulating their

answers. Additionally, it was important to keep communication open and

flexible, so although ‘respond by dates’ were provided it was emphasised
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that participants could ask for more time. Regardless of their willingness

to participate, participants would be busy and may be delayed in sending

responses, so details of how they would be reminded were made clear from

the outset to make sure that participants did not feel unexpectedly pestered

by the researcher.

To mitigate any concerns and to encourage more open discussion, it was

important to set clear expectations about anonymity. Participants may have

concerns about writing down their responses, particularly if using a work

email, and that this could make their responses more measured. Participants

were reassured that their responses will be anonymous, and their emails will

be deleted; they were also encouraged to delete their emails.

6.2.3 Data collection

The study collected experiences from people involved in, or aware of, the

decision to converge security resources, ensuring the data was as close to the

real life context as possible. No particular participant job role was specified

as a wide variety of different roles may be involved in the decision to con-

verge, and to define a required job role could limit the potential participants

for the study. Nevertheless, all participants were security professionals. Ad-

ditionally, no single industry sector, or size of organisation, was targetted.

Consequently participants were drawn from a variety of job descriptions, or-

ganisations and industries. Table 6.1 details the industries, countries and job

roles of the participants at the time of convergence. None of the participants

for this study had participated in the previous studies.
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Table 6.1: The experience of the epistolary interview participants.

Job Role: CSO, Head of Group Security, Head of Corporate Security,
Consultant, Security Senior Management, Security Advisor, Project
Manager, Physical Security Manager

Industry: Banking, Investment Banking, Insurance, Energy, Entertainment,
Technology, Consulting, Aviation, Retail, Telecommunications,
Financial Services, Multiple

Country: UK, USA, Germany, South Africa

Participants were recruited by circulating a “Call for Participation” (see Ap-

pendix D1) advertisement on social media sites such as LinkedIn, through

industry association community forums such as ASIS and The Security Insti-

tute, and via contacts at ISMA. As participants responded they were sent an

email and information sheet explaining the details of the study, and asking

for their consent to participate (see Appendix D2 and Appendix D3). On

receipt of their consent, participants were sent the first round of questions

(for example Appendix D4). Fifteen participants completed the epistolary

interviews, and one further participant withdrew from the study on receipt

of the first round of questions.

On receipt of the participant’s response to a set of questions, the researcher

prepared the next email. This email provided some reflection back to the

participant to demonstrate interest in their responses and to encourage fur-

ther engagement (for example Appendix D4). Follow up questions were then

included before presenting the next set of questions.

Participants were asked questions covering four different topics, with one

topic per round. These questions sought to explore the third research ques-

tion “What instigates a move to convergence, and how do organisations de-

cide to implement converged security?”. As with the initial interview study
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(see Chapter 4), the initial questions aimed to help the interviewee become

accustomed to the interview and its format, which was particularly impor-

tant as epistolary interviews are not a well used research method in the field

of security. The initial questions collected background information about

the participants organisation and their role in deciding to converge security

resources. This provided contextual information, and set the foundations for

the following questions.

The subsequent topic areas focused on understanding the decisions around

the adoption of convergence and its implementation. To direct interviewees,

a series of questions for each of these topics were created to help to ex-

plore the processes that the organisation went through. The questions were

worded to prompt interviewees to focus not just on what happened but why,

encouraging them to think back to identify how the organisation reached the

decision. For example, interviewees were asked if there were benefits to con-

vergence that they were aware of, but also how they had been made aware

of those benefits. Questions were specifically about the decision to adopt

convergence, and the decision on what convergence will look like. A final

topic area focused on the information that supported their decisions, to try

to uncover the different sources of evidence that organisations were using.

The topic areas and their associated questions were put to all participants,

and these are listed below:
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• Background information

– Please can you briefly outline how your organisation has adopted a

converged approach?

– Please can you tell me about your role in the organisation when the

decision was taken to adopt a converged approach?

– When did the organisation decide to adopt a converged approach?

• Deciding to adopt a converged approach

– Was there a particular problem that the organisation was trying to

address, and how did you know about the problem?

– How did you know that convergence was the solution to the problem?

– What instigated the decision to move to a converged approach?

– Who was involved in the decision to adopt a converged approach?

– Were there perceived benefits to convergence and how did you know

about them?

• Deciding on how to implement convergence

– How did you know how to go about implementing a converged ap-

proach?

– How did you know it was the right approach to take (that is the right

implementation of convergence)?

– How did the organisation start to converge resources, what was the first

step that was taken?

• Supporting the decisions

– Where did you get information and help from?

– What challenges were there?

– What would have been helpful for you to know during the process of

deciding to adopt a convergence approach and its implementation?
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An extra question was added during the study to capture any information

the participants thought was important but that they had not had the chance

to share.

• Is there anything else that you would like to share about the decisions

that lead to convergence in your organisation or its implementation?

A final question asked participants what they thought of being interviewed

by email, to understand whether the approach is an acceptable method for

use in a professional capacity.

• I would be very interested to hear your thoughts on being interviewed

by email. Any thoughts or comments you have will help establish

whether this is a useful approach to data collection.

Each email to participants containing questions specified a date for the par-

ticipants to respond by, and if they did not respond by this date they were

sent a reminder email (see Appendix D5). A final reminder email was sent

if participants did not respond to the first reminder email (see Appendix

D6). The length of time taken to complete the interviews varied consider-

ably between participants. The average number of weeks was thirteen, but

the range fell between three and forty-five weeks.

6.2.4 Analysis

The research data for the study were the email transcripts. These developed

as the interviews unfolded, with responses from each participant collated in
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an individual transcript document. A decision was taken to apply a common

format to the transcripts, but to not make any editorial changes to the

text (Ferguson, 2009). The transcripts were then anonymised by removing

identifying elements. This made the transcript easier to read and navigate.

Once an interview was completed the anonymised and formatted transcript

was sent to the participant to make any changes they thought appropriate,

and to agree to its use in data analysis. This final version was used in the

analysis.

An inductive thematic analysis was carried out on the epistolary interview

transcripts to answer the second research question: what instigates a move

to convergence, and how do organisations decide to implement converged

security? The 6-stage process of thematic analysis presented by (Braun &

Clarke, 2006) was used, as discussed in Chapter 3 ‘Methodology’.

A number of themes were identified from the analysis that demonstrate the

drivers for convergence and these fall into two areas. The themes are detailed

in the next section, using participant quotes to demonstrate and discuss the

key features of the analysis. Participant quotes are presented in quotation

marks and in italic followed by the participant number in brackets. For

example “This is a quote from a participant” (P30). The themes that are

discussed are:
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1. Themes associated with sources of influence or information that insti-

gate the decision to adopt converged security.

(a) Organisational context

(b) Organisational drivers

i. Improving performance

ii. Improving efficiency

(c) Senior Security Leaders

(d) External sources

i. Other organisations

ii. Industry associations

iii. Formal external sources

2. Themes associated with how organisations implement convergence, and

what informs their design.

(a) Building their own solution

(b) Senior Leaders

(c) Collaboration informs design

(d) Opportunistic and evolving

i. Opportunistic

ii. Evolving

iii. Planned
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6.3 Results and Discussion

The interviews identified that there are two interrelated processes involved in

establishing converged security within an organisation. Initially, convergence

as an idea needs to be established, then decisions need to be made about

what convergence will actually look like. The distinction between what in-

stigates the idea of convergence, and establishing what convergence will look

like, however, is not necessarily a separate, linear process. The process ap-

pears to be messier than this with various different stakeholders involved at

different times. The themes indicate that there are many different drivers,

the plan and idea can potentially emerge simultaneously, and the sources of

information that influence the adoption of convergence can also influence its

design and implementation.

Despite their interrelatedness, for simplicity these two areas are discussed

separately in this section. Firstly, “What instigates convergence? ” details

the different drivers that instigate convergence within an organisation. Sec-

ondly, “Establishing how to implement convergence” describes how organisa-

tions determine what convergence will look like. Throughout the discussions

indications of where organisations have used one of the sources of evidence

from the evidence-based practice (EBP) framework (or where there is an

opportunity for them to do so) is highlighted. These are summarised at the

end of each section in Figure 6.1 (p295) and Figure 6.2 (p306).
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6.3.1 What instigates convergence?

This section discusses the factors that influence the drive to adopt conver-

gence. Firstly the organisational contexts that prompt a different way of

achieving security are discussed. Then organisational drivers are detailed

which indicate that the existing security provision can be improved and made

more efficient. The role of senior security leaders in instigating convergence

as a way forward, through their knowledge and expertise, is also described.

The section closes by specifying the external sources that organisations learn

from, and are influenced by, such as peers in the security industry, security

industry associations and government organisations.

Organisational context

Convergence is instigated in organisations that recognise their existing se-

curity could be improved. There was a “Sense that there were synergies not

really being understood and so not best managed ” (P11), and convergence

was seen as a way of providing more effective, holistic security. The vision

for convergence focused on risks to the business that are “not going away and

potentially increasing” (P11), requiring security to align more closely “with

the goals and objectives of the enterprise” (P01). This alignment ensures se-

curity provision is commensurate with the organisational requirements, and

does not stymie business operations. It also ensures that security contributes,

and adds value, to the organisation. This business focus was also seen as a

better way to meet the threats to the organisation regardless of the vector

used. As participant 6 explained:
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“Threat actors don’t care if it is a physical problem or a cyber prob-
lem. If we approach our problems and controls from how the company
is structured there are going to be natural gaps and fissures that threat
actors can exploit. Convergence forces the separate internal teams to
think of these issues as corporate problems not domain specific prob-
lems.” – (P06)

Regardless of what instigates convergence, whether the idea is explored fur-

ther is dependent on the organisational context. There needs to be an ap-

petite for change if convergence is to be adopted, yet participants exposed

that there may be a “reluctance to change” in the organisation (P05). Con-

sequently, the timing of the proposed changes is important. For example,

organisations may be more open to change if the company is not performing

as expected, as participant 17 stated “I cannot recollect such an organisation

change taking place when there has just been a few good financial quarters”.

Alternatively, the organisation may be more amenable to convergence if it is

instigated as “part of a larger re-alignment” (P06). There may be an oppor-

tunity to capitalise on other changes, as participant 19 described “the timing

was right, there was a lot oi [sic] rapid change going on in the group and in

the outside world, but if you proved you could handle it, you tended to be told

to just get on with it”.

Senior security leaders who recognise the benefits of convergence can influ-

ence the organisation’s readiness for change by demonstrating its importance

to the senior leadership team, who ultimately make the decision to converge.

As participant 08 explained “The mandate to develop . . . a model about how

to address security concerns . . . in a holistic way was given to the corporate

security department by the managing board ”. Security needs to engage with

the senior leadership team to achieve their buy-in if the move to convergence

is to be ensured. In some cases senior management are already “‘there’ ”
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(P11) in terms of supporting convergence, such as the “COO who recognised

the benefits of having a single organisation” (P05), and the board who “ap-

pointed a CISO with the vision and ability to implement the change” (P16).

Elsewhere senior security leaders need to take more active measures to ensure

“the argument was won at the management board level ” (P05). Participants

describe how they needed to sell the idea to senior management. Participant

19 explained how they had to “recommend to the CEO’s I worked for that

we needed to have better and more comprehensive (convergence) structures in

place”, whilst participant 12 described how “the advice that I was giving my

Board member . . . was able to influence the Board to change the approach”.

It is clear that senior security leaders need to be persuasive, as they describe

how they “convinced [organisation] executive leadership to adapt the conver-

gence model ” (P04), and how they needed the “Personal ability to sell the

threats, risks and mitigating strategies to your leaders and funders so they

support your strategies and operations” (P11). For security to gain agree-

ment from senior management, the argument for convergence needs to be

meaningful, using language they will understand. As participant 11 stated

“everything must be articulated in terms they will understand, be comfortable

with and so buy into”. This again demonstrates the need for security to

align itself with the business, not just in its objectives but also in how those

objectives are presented. Essentially, security needs to make the translation

of how the plans for convergence will benefit the organisation.

In short, regardless of the drivers for convergence, the organisational context

impacts whether or not it is instigated, and this can be influenced by senior

security staff who see the benefit of convergence. The organisation, therefore,

particularly the Board, needs to understand the problem that convergence
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will address, and the benefits it will bring over the existing approach.

Organisational drivers of converged security

Organisational drivers for converged security fall into two areas: performance

and efficiency. This section starts by discussing how convergence is driven by

a need to improve performance in cases where existing security provision is

thought to be inadequate for the increasing threat environment, or because

incidents have demonstrated that improvements are necessary. The section

then goes on to discuss how another driver of convergence is improved effi-

ciency through reduced duplication, effort and cost, and how simplification

provides more streamlined communication with security across the business.

Improving performance. Organisations instigated convergence as exist-

ing security operations were not working (“Separate wasn’t working. Too

many gaps” P06), could be improved (“an improved service could be pro-

vided ” P16), or were inadequate (“I did not consider it to be an effective

model ” P12). For example, in some cases organisational structures were

seen to promote conflicts of interest that undermined security “by down-

playing risks and incidents” (P08) and allowed “rules and guidelines” to be

“partly violated and not followed ” (P20). Organisations were mindful that

their security needed to change, and convergence was seen as a way of provid-

ing a single, cohesive view of security; an “all-hazards, all-domains approach”

(P06), “a cohesive, co-ordinated, efficient approach” (P11), to “combine ef-

forts” and provide “consistency” (P13). Some participants indicated that

convergence goes further by increasing “synergy” and providing a “combined
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improved stronger position” (P16). This demonstrates that the move to con-

vergence was influenced by inadequate existing security provision, and an

understanding of the benefits of converged security. The understanding of

existing security provision, and convergence, seems to be established from

the experience of those within security. This demonstrates the move to con-

vergence is informed by practitioner expertise.

The understanding of the deficiencies in existing security should be seen in

relation to the threats to the organisation, and participants indicated that

adopting convergence was in response to the changing threat. Organisa-

tions recognised the “changing risk environment” (P11), and the “risk from

a cyber-threat perspective” (P10). There were concerns that threat actors

would diversify and “over time play in each other’s sand boxes” (P04), and

that there was a need to “keep ahead of events to improve response and

management of an incident” (P14). As participant 8 explained, “as an or-

ganization, we had no holistic view on security threats, risks and mitigation

plans” and convergence was seen as a way of achieving this.

This demonstrates that organisations assess their existing security, although

it is not always clear precisely what information sources they are using to

achieve this. It indicates, however, that there is opportunity for them to

use organisational data to assess existing security provision and inform their

decision to change, in alignment with EBP. For some organisations it was

clear, and the move to convergence was in response to an incident. An inci-

dent “drives change” (P13), and can reinforce the need for security to adapt

to better meet the challenges they face. As Participant 11 indicated “‘Stuff’

happened to underline that risks . . . were, at best, not diminishing” (P11).

Organisations, therefore, used information from their incident analysis to
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inform how to improve security performance and respond to threats. For

example,

“The root cause analysis for the problem we had at the time showed that
a fractured governance and reporting landscape led to heterogenous and
faulty overall threat and risk assessments” – (P08)

This demonstrates how segregation and “fragmented security is cited as a

cause” (P17), therefore, introducing cohesion and consistency would be a

clear solution to this problem.

Participants did not share details about what the incident investigations

looked like, however, how in-depth they were, and precisely how the decisions

were made. It is difficult to determine whether this lack of sharing is a

product of the method of data collection, whether this information is not

known, or whether the process of decision-making was based on expertise,

not formalised and therefore difficult to capture and share. One comment

from participant 11 suggests that the method of writing may prevent this

level of detail from being appropriately conveyed, and the nuance being

accurately captured: “Sounds vague but happy to chat that one through”

(P11)

Improving efficiency Organisational drivers for convergence were not al-

ways about improving security, but also about improving organisational ef-

ficiency. “Separate groups causes duplication” (P17), and convergence was

seen as a way to minimise this duplication and the associated additional

effort it creates. As participant 16 described “The work they did was clearly

closely aligned, but being multiple teams created hand offs, extra work and

barriers”. This again demonstrates that organisations are drawing from the
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information within the organisation to inform their decision on how to im-

prove the efficiency of security. Convergence was seen as a more effective use

of resources, and an opportunity to reduce duplication and enable a more

consolidated view of security to be presented to the business. As partic-

ipant 19 explained, physical and IT security working together meant “the

BU [business unit] got one joined up report rather than a series of possibly

conflicting one [sic] ”.

The benefits of organisational efficiency were themselves drivers for con-

vergence. Many participants indicate that “process optimization and cost

reduction” (P13) are a driver for convergence, and that “a more joined up

approach could save money” (P19). Cost reduction in some organisations ap-

peared to be the primary driver. For example, when asked what instigates

the move to convergence participant 17 said “Easy – typically cost”, which

was reiterated by participant 16 who described how convergence was driven

by “The CISO and board director’s determination to slimline and take cost

out of the organisation”. This perhaps demonstrates why in some organi-

sations the senior management team is supportive of convergence from the

outset, as discussed in the ‘Organisational context’ section previously (see

p282). It is also a clear indication of when organisations use organisational

data, such as financial and head count information, to inform their decision

to converge.

In contrast, participant 04 stated that they were “not aware that possible

financial savings or head-count reduction was ever the intended or unintended

consequences of adapting a "Converged" model ”. This suggests that whilst

for some organisations convergence is not instigated by a need to improve

security, but rather more financial measures, for other organisations this is
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not the case. It is not clear whether there are differences in how organisations

adopt convergence based on these opposing drivers.

As well as improved efficiency and reduced costs, simplifying security was

also a driver for convergence “so the management board had a single point

of contact” (P05). A single “contact to address all security questions instead

of finding out per topic” (P20) is simpler, and clarifies who is responsible for

security. The participants also indicated that this personalises the relation-

ship between senior management and security. As participant 7 explained,

“I think the CIO wanted "his guy" as a single go-to for both physical and

cyber security so he wouldn’t need to interact with two separate people”. Par-

ticipant 11 also highlighted how a “single point of contact for Board, ExCo”

would improve communication as they can adopt the “‘I’ll give [interviewee]

a call . . . !’ approach”. This simplification was also seen as beneficial to the

rest of the business. Participants 6 and 19 both refer to a “one stop shop” for

security, reducing “‘consumer’ confusion, which team do I go to ? ” (P16),

and making the process of engaging with security easier. This indicates that

the move to convergence is informed by the requirements of security stake-

holders. How this is ascertained is unclear, but it shows that there is an

opportunity to incorporate stakeholder concerns into the decision to adopt

convergence.

The interviews have demonstrated that there are several organisational drivers

that prompt organisations to instigate converged security. It is not always

clear, however, how the existing deficiencies were determined. In some cases

it was clear that organisations were using organisational data from incidents

to inform their understanding of their existing security provision, whilst in

others it appeared to be based on practitioner expertise or driven by the
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stakeholder concerns. It was also not clear how systematically this informa-

tion had been collected, or what evaluation of that information took place.

Senior security leaders instigate convergence

Senior security leaders were commonly cited as the instigators of conver-

gence, basing the decision on their professional judgement and broader se-

curity experience. This was highlighted by 11 of the 15 participants. This

demonstrates the use of practitioner expertise as a source of information that

informs the decision to convergence. For many participants there was a no-

tion that convergence “just made sense” (P12), “Stomach feeling” (P20), and

how at “the operational level the benefits were more obvious” (P05), yet there

was uncertainty about convergence being the correct course of action. For

example, “We weren’t sure but, we felt a need to adopt this model ” (P10),

and “I’m not sure we knew . . . it was felt to be the right approach for us”

(P11).

Other participants were clearer in describing the tension between thinking

their decision was right but not knowing it was, referring to the decision to

converge as a “ leap of faith” (P17), questioning “Will you ever know! ” (P12)

if it is the right decision, and “We still don’t! ” (P14). Without direct expe-

rience of convergence, and no one-size-fits all implementation, it is perhaps

difficult for organisations to be 100% confident in their approach. Partici-

pant 19 summed up the experience of instigating convergence by stating “I

was flying by the seat of my pants” (P19). Despite this uncertainty, how-

ever, the organisations still adopted convergence indicating that its benefits

outweighed the option of staying with their existing security arrangement.
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Although this indicates organisations draw from practitioner expertise, it was

not always clear what sources of information influenced the senior security

leaders, such as external sources, organisational data, and their own experi-

ence. Equally, it was not clear how they may have evaluated the information

they used, or whether the information they used was complete.

External sources influence adoption of convergence

External sources of information influence an organisation’s decision to adopt

convergence. Participants highlight how organisations learn from other busi-

nesses, and from contacts within industry associations and their peer net-

works. More formal external sources such as publications from government

and industry organisations, as well as consultants also instigate convergence.

These different external sources are discussed in turn.

Learning from other organisations Other organisations influence an

organisation’s decision to adopt convergence. For example, some organisa-

tions implemented convergence following its adoption by their parent organ-

isation, as they took “the lead from the parent company” (P04). Elsewhere,

there was a desire by organisations to emulate what is perceived to be best

practice. As Participant 20 explained, they followed “the example by other

companies that did it before with great results” whilst Participant 7 described

how they looked to other organisations “as a benchmark ”. In some cases this

went further, and organisations learned directly from others. For example,

“We took learning from other similar sized businesses” (P14), “I did consult

with other companies taking a similar approach” (P06) and by “networking

with the few partners of other companies, that did it before or are currently
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on the way of doing it” (P20).

It cannot be established, however, how external organisations are identi-

fied as appropriate, or relevant, to learn from. In most cases it is not clear

how learning between organisations takes place, although participant 10 de-

scribed how they “would do public speaking” and shared their experiences

with “CSO’s, FBI, State Department, Homeland Security, CIA and others”.

From an EBP perspective this provides an additional source of evidence

based on practitioner expertise. It cannot be determined, however, precisely

what information is shared, how much, and how complete it is, specifically

in relation to the details of the outcome of convergence efforts. It is not

known how much evaluation of this information takes place, as can be seen

from a comment by Participant 05: “I don’t think any analysis went into it

– it is something that peers have done and the market had talked about for

a long time”. This implies that organisations are trying to ‘keep up’ with

other organisations in their industry sector, and are perhaps implementing

convergence quickly to not lose out on any advantages it might bring. Some

participants even described convergence as “a trend in the [sector] industry”

(P07)

Learning from industry associations. Another source of information

from practitioner expertise was identified from the interviews. The idea for

convergence can come from “networks and membership of industry organisa-

tions” (P05), “professional forums” (P12), and industry networks (P14) such

as RSMF, and ISMA (P11 and P19). Participants also mentioned personal

networks. As Participant 20 explained:
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“Security depends on information sharing between peers. Therefore,
networking plays an incredible important role to security professionals.
Speaking with peers belonging to security associations such as ISMA,
ASIS, EICSM etc eases the information exchange on professional chal-
lenges that most companies are in or have solved already”

This demonstrates that organisations are influenced by the activities of other

businesses, and learn by actively engaging across the security industry net-

works. This has instigated the move to convergence for some organisations.

This information, however, is not freely available, and therefore an organ-

isation’s, or its employee’s, access to it is dependent on them having the

appropriate contacts and memberships.

Learning from formal external sources. Participants highlighted how

formal sources of information influenced their adoption of convergence, such

as publications from Government, and industry and research organisations.

Participants mentioned how “industry studies” (P13) and “organisations such

as Gartner and Forrester influence the decision makes [sic] ” (P17). Gartner

was mentioned by other participants, as well as organisations such as “Sans

Institute. FBI. CISA” (P10), and “McKinsey” (P20). Specific publications

from these organisations were not mentioned, and so it is not clear whether

they offer information from empirical studies, or are based on practitioner

expertise.

Other more formal external sources of information can also instigate con-

vergence, such as “consultants” (P08). In some organisations consultants

were used to help confirm that existing measures were inadequate, for exam-

ple, Participant 20 explained how their criticisms of the existing governance

structure were “externally confirmed ” by a consultancy firm. Consultants,
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therefore, might “perform the assessment/evaluation/business case study on

behalf of the organization; in order to obtain an unbiased, external, expert

opinion” (P13). This shows that consultants may provide an opportunity to

incorporate information from organisational data and practitioner expertise

into the decision to convergence. It is not clear how a consultancy is chosen,

(although one interview indicated that they are “from a specialist company,

such as one of the ‘Big 4’ ” (P17)), or when in the process they should be

employed.

Summary of what instigates convergence

The interviews did not identify a single driver that instigated a move to

convergence. Organisations are influenced by other organisations, their se-

nior security leaders, the requirements of their senior management team, and

external sources of information from industry and government associations

and consultants. From an EBP perspective this demonstrates how all four

sources of evidence are used in the decision to adopt convergence, as well as in

influencing those who provide their professional expertise to the decision (see

Figure 6.1). It is unclear, however, how organisations select these sources,

or how they evaluate the information provided. This section has identified

the different drivers, and the sources of evidence they represent, that influ-

ence an organisation to instigate a move to convergence. The next section

discusses the decisions and organisations make about what convergence will

look like for them.
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Empirical Studies

Used to: 
Inform the decision to converge

Evidence source: 
Empirical publications

Stakeholder Concerns

Used to:
Instigate simplification of security for 
stakeholders in the business

Evidence sources:
Senior management
Stakeholders for security within the 
organisation

Practitioner Expertise

Used to:
Understand existing security

Evidence sources: 
Senior security leaders 
Industry associations, networks, forums
Consultants
Other organisations
Publications

Organisational Data

Used to:
Assess existing security capability
Understand duplication of effort
Establish costs

Evidence source: 
Incident analysis

Figure 6.1: When the four sources of evidence are used to inform the move
to convergence

6.3.2 Establishing how to implement convergence

There does not appear to be a single method that organisations use to deter-

mine what convergence will look like. This section discusses how organisa-

tions have built their own implementations of converged security. It explores

how organisations have drawn on the experiences of senior security leaders

within the organisation who have experience working in converged security to

determine what convergence might look like. The section then discusses how

organisations collaborate with staff to establish what convergence might look

like. Finally, the section closes with a discussion on how the implementation

of convergence is not necessarily a single decision but can be opportunistic

and evolving.
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Building their own solution

It was clear from the interviews that there was “no body of knowledge” (P01)

and “no blue-print” (P04) for organisations to follow when adopting conver-

gence, and therefore they needed to build their own solution. Participants

explained how they “figured it out” (P04) or “made it up as we went along”

(P09), indicating that they learned what worked best for them through ex-

perience of implementing the approach. This aligns with the concept of

“ learning by doing” from EBP where organisations generate evidence if there

is little already available (Barends et al., 2014, section ‘Misconception 5: If

you do not have high-quality evidence, you cannot do anything’). In other

cases, organisations did appear to find some information, yet this needed to

be translated for their own situation. Participants highlighted the challenge

of needing to “transfer ideas addressed in a public and not very specific report

into your company specific business language” (P20), and having “to build

one [a solution] from all the ideas we collected ” (P08).

It is not clear what kind of information organisations searched for, where

they searched for it, or how extensive their searches were when establish-

ing how to implement convergence, making it difficult to determine where

they would expect to find information to help them. The literature review

demonstrated that there is no sufficient, accessible information available to

help organisations determine how to implement convergence. The informa-

tion that has been used by organisations appears to be piecemeal with “No

one or specific source informed the organisational design” (P05), or required

translation (as discussed above) from generic information into something

specific to the requirements of the organisations. This suggests that there is

no off-the-shelf implementation to convergence and no standard application.
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Consequently organisations need to build their own solution to convergence

so that it aligns with their organisation. As participant 1 explained, “you

have to modify your approach to work in the environment in which you op-

erate”. Participant 12 detailed a three stage process to determine the design

of their security function.

“Design was centred around 2. [sic] functional groupings of expertise
(ie technical area’s sitting together, Government activities etc) 2. Pre-
vious team structure (as there were existing teams in place wanted to
keep some stability in the early stages) and 3. People as I needed to
ensure that my leadership team was made up of a cross centre of indi-
viduals and that the roles gave them an opportunity to grow ”

This highlights some of the elements that influence the design of teams within

converged security, such as the different work functions, maintaining working

relationships that have developed within the old structure, the people and

their skills. The importance of understanding what skills are available when

establishing the make-up of converged security was also highlighted by par-

ticipant 13 who described how they carried out “Resource mapping” (P13) to

identify the skills that are required. These comments reinforce the idea that

there is not a one-size-fits-all approach to convergence as every organisation

is starting from a different place with different staff.

The experience of senior security leaders

Senior security leaders instigate converged security (see Section 6.3.1, p290),

and they also play an important role in determining what the implementa-

tion of convergence will look like. The interviews demonstrated that senior

security staff with experience of convergence base the implementation on
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their previous experience. This demonstrates how organisations use infor-

mation from practitioner expertise to inform the design of convergence. For

example participant 11 explained how “The team was built around the team

model I had when I was . . . in a division of [previous organisation]”. Previous

experience did not necessarily lead to participants seeking a direct replica-

tion of the previous implementation, however, which reinforces the previous

discussions that the implementation of convergence is highly dependent on

context. As participant 13 explained “At [Organisation1], it was very much

dictated by the government on how we would operate . . .When I left and went

to [Organisation2] and [Organisation3] I took a different approach” (P13).

It was noted, however, that when considering the design of the teams within

converged security, the skills of senior security staff can influence “what ca-

pabilities are put in his/her team” (P11). This reinforces the need for a more

collaborative approach to the design of converged teams, to ensure that the

final design is based on a broad set of experiences and perspectives. The

next section discusses how collaboration with staff can inform the design.

Collaboration informs the design

Organisations use evidence from stakeholders to inform the design of con-

vergence. Participants detailed a variety of ways they engaged with staff,

for example “a three-day workshop” (P04), and “a working group to estab-

lish the best approach to moving forward ” (P05); even in organisations where

convergence was mandated, staff were still involved in establishing its imple-

mentation. As Participant 08 explained:
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“A mandate was given to corporate security to set up a converged ap-
proach in the company. Based on that mandate, the format was devel-
oped jointly with the main stakeholders, coordinated by corporate se-
curity, in a consensual process. The results were then adopted as part
of the overall security governance in the company, then progressively
implemented ”

Staff engagement reduces the likelihood they will be disgruntled or resentful

of the changes. Engaging staff meaningfully, and not presenting any changes

as “a fait accompli” (P17), provides an opportunity for their input to feed into

the process, and demonstrates consideration to those who will be impacted.

Participant 04 described how undervalued they felt by not being involved in

the process: “I had a significant and credible track record for everyone to see

– thought decision makers did not value my input – turned out I was right

about many things though”. This shows that involving staff in the decision

about what convergence will look like is an opportunity to draw on their

experiences and mitigate problems further down the line. It will highlight

what is most important for those who carry out the work everyday, and will

“ . . . capture critical, first-hand information for how the organization operates

and what processes are business essential ” (P13). This suggests that staff

know how work actually gets done, rather than how it is imagined, which

will provide better insight into a workable implementation of convergence.

This also increases the likelihood that they will approve of the changes, and

therefore increase their buy-in to the approach. In addition, by giving staff

a voice it reduces conflict created by different organisational areas feeling as

if they have lost out in the process.

Staff involvement, however, is not always instigated by the organisation.
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Consultations are a legal requirement of a formal change management pro-

cess when redundancies are likely, rather than an altruistic endeavour. De-

spite the legal nature of these consultations their output can still inform

what convergence looks like. As participant 16 described, “All members of

the multiple teams went into group consultation, which helped shape up the

final organisational design”. Despite the potential for fear and uncertainty

during consultations the process can be instrumental in helping to inform

the design, engage stakeholders, and instigate collaboration and buy-in. As

detailed by participant 16 “ . . . this consultation process was successful in

both making important alterations to the original design and achieving buy-

in from those who remained in the team”. This demonstrates that even a

process that is a “ legal obligation” (P16) can be conducted in such a way to

foster collaboration and buy-in. It is not clear, however, how the organisa-

tion conducted the consultation to achieve such results, or indeed whether

this sentiment was felt by those who were involved.

Collaboration and engagement with staff may vary throughout the process

of deciding what convergence will look like, with different stakeholders col-

laborating at different stages. For example, a design may be drafted and

then refined with collaboration with staff, as Participant 14 explains, “Early

stages were business group leads, exisitng [sic] security professionals and c-

suite. That now casacdes [sic] to all levels as we move forward, helping to

shape the progress and jounrey [sic] . Personally I always seek feedback ”. It

is not clear, however, how organisations determine which staff are involved

and when, or what level of involvement they will have. Again this will be

dependent on the context.
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Overall, organisations were seen to adopt a participatory approach to in-

form how convergence will be implemented; from an EBP perspective this

demonstrates that they incorporate evidence from stakeholder concerns into

the decision. This helps to create a solution that works for those who will

be most impacted by it. The involvement of staff in the design and decision-

making process also helps to achieve their buy-in, and improves their recep-

tion to the changes by increasing their commitment to it. As participant 17

described,

“. . . when dealing with a professional workforce, getting commitment to
any strategy is key. With commitment then people will typically go the
extra mile in making sure the job is done well and they’ll look to see how
implementation can be improved . . .With commitment people typically
exceed requirement but without it they’ll just meet the requirement and
blindly trust that it meets the business need ”

Implementation is opportunistic and evolving

Organisations do not necessarily make a single decision when establishing

what convergence will look like. This section discusses how the implementa-

tion of convergence can take advantage of circumstances within the organ-

isation, rather than being a planned process. It explains how convergence

can evolve over time as more is learned about what works, and as trust in

it is established. The section also explores how the implementation can be

planned, although this tends to be solely changes to organisational structure

rather than the operational collaboration between different security teams.

The section proposes that there are several intertwined stages of adopting

convergence: having the idea, the organisational structure employed, and

encouraging different teams to work together. The question of whether con-

vergence can ever be considered completed is also raised.
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Opportunistic implementation. For some organisations, the implemen-

tation of convergence was not designed but was unplanned and evolved over

time. Participants described how convergence was not “a conscious deci-

sion” and happened “on the fly” (P06), and that “Sometimes things happen

almost by accident” (P11). This implies that some organisations do not have

a plan for implementing convergence, but make decisions, and take opportu-

nities as they arise, with convergence developing more organically. Several

participants describe how their opportunistic approach was driven by other

organisational changes that left staff without a place in the new structure:

“The [department manager] came into my team as a result of an organi-

sational change and he/then she lost their boss and sort of had nowhere to

go ! ” (P11), and “. . . when the one IT security geek in the business needed

a home so I took him on too” (P19). Again this demonstrates unplanned

convergence. It also shows that those making the decisions have a broad

understanding of the value of different areas of security, and are willing and

able to move people under their umbrella; as participant 19 stated “As you

can see I was and am an opportunist”. This reinforces the importance of

the key security personnel in making convergence happen, and demonstrates

that the design of convergence is informed by their practitioner expertise.

Just because implementation of convergence is opportunistic, this does not

always mean it is unplanned. For participant 14, convergence had not yet

been formalised through changes in organisational structure, with changes

anticipated to occur when the opportunity arises. As they explained:

“Lastly the legacy of so many separate units and title means as part
of the change journey at present it makes more sense to leave as is
and work more collaboratively than implementing new structures. As
people leave and move on, we’ll revisit those conversations about posts,
structure and reporting lines”
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This quote suggests that an opportunistic route to convergence may present

less upheaval for organisations, especially where there are a high number

of areas to converge. Additionally, prioritising collaborative working over

the convergence of organisational structures implies that the benefits of con-

vergence may still be achieved despite different teams not being in a single

organisational structure. This raises the question whether convergence re-

quires a change to the organisational structure to reap the benefits of the ap-

proach, or whether collaboration across organisational boundaries is enough

to provide more holistic security.

Evolving implementation. The quote from participant 14 above also

demonstrates that the implementation of convergence can adapt over time

according to the organisational context. Many participants described the

implementation of convergence as “an evolution” (P05, P11, P17). An un-

planned, more organic and opportunistic progression to convergence allows

for a slow expansion of convergence that evolves within the organisation. As

there is no single way of adopting converged security, this more “iterative

process” (P13) allows security to adapt its implementation to their organisa-

tional context; it gives them room to learn, make mistakes, and develop the

concept further, rather than needing to get it ‘right first time’. As Barends

et al. (2014) explained, this is a way organisations can learn what works

through experimentation, when there is little evidence to support a decision.

As participant 06 described “We didn’t seek it out specifically but learned

our way into it”, which demonstrates how the implementation of conver-

gence grew alongside their understanding of what could be achieved. This

indicates how “there wasn’t a single decision” (P11) on how to implement
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converged security. It is not clear, however, whether this way of implement-

ing convergence is necessitated by the limited availability of guidance relating

to convergence, or whether this is the most appropriate way of creating a

converged approach most suited to the organisation.

Iterative development of convergence builds trust in its implementation as

successes are achieved. Participant 6 explained how “The proof was in the

proverbial pudding”, whilst participant 10 described how “We took small steps

and it grew from there. Building trust and partnering were key”. Such suc-

cesses develop trust in security and their decisions, making it easier for them

to take on other responsibilities and demonstrate where other changes could

be made. This is described by Participant 1. Convergence was mandated in

their organisation, yet by demonstrating their ability they were given more

flexibility in how they worked and more authority in their suggestion for

alternative ways of doing things:

“we were able to gain some levels of operational flexibility once we
proved we were serious about implementing the intent of the require-
ments, coupled with our ability to prove that certain requirements were
able to be modified or reduced through other measures that we had im-
plemented across the comprehensive security program in place.”

The interviews indicate that some organisations learned as they adopted

convergence, and used the evolutionary process as a way of gaining trust.

This suggests they were able to demonstrate where convergence was working,

although it is not clear whether organisational data was used to inform how

convergence evolved over time.
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Planned approach. Not all organisations were opportunistic in their im-

plementation of convergence. As Participant 05 stated their move to conver-

gence “was planned for ”, and they described “There was no analysis of how

a merged organisation would operate, we just had about 6 weeks to get the

people moved ”. This demonstrates that this was not an opportunistic imple-

mentation of convergence, although the details of the plan are unclear, and

it cannot be determined how the plan was established, and what information

was used. In contrast, other participants detailed plans for moving to con-

vergence that were more systematic, and based on other, non-convergence,

reorganisation processes. For example, Participant 20 explained that “Given

the experience of larger restructuring processes from various international

employers, it is only a matter of overseeing the process E2E [end-to-end],

structuring the process and cutting it in smaller pieces”. This indicates that

the organisational changes that occur with a move to converged security

could replicate more general reorganisation processes.

In both these examples, however, the plan for how convergence is to be

implemented only considers where people will reside in the organisational

structure, rather than considering the convergence of people operationally

and their collaboration. This suggests that there are different stages to

convergence: the idea, establishing the implementation of the structure of

the converged function, and actually bringing together the people to operate

together effectively. The interconnectedness of these factors, and the lack

of linearity in the process, makes it difficult to establish what happened at

what point from the interviews, particularly as in most cases convergence

activities commenced several years ago. Also, if the process for deciding

what convergence would look like was not formalised, and was based more

on intuition, this makes it difficult to determine the process and decisions.
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Empirical Studies

Evidence sources: 
Possibly information about 
non-convergence reorganisation 
processes?

Stakeholder Concerns

Used to:
Understand potential problems with 
implementation
Establish buy-in and reduce resistance
Gather feedback

Evidence sources: 
Workshops
Consultation
Working groups

Practitioner Expertise

Used to:
Build own solution based on previous 
experience

Evidence sources: 
Senior security staff

Organisational Data

Used to:
Possibly used to inform evolving design 
of convergence?

Learn by doing

Build own solution
Evolving process

Figure 6.2: When the four sources of evidence are used to inform the design
of convergence

Summary of establishing how to implement convergence

Organisations use different methods to establish what convergence will look

like, from using the knowledge and experience of their senior security staff, to

collaboration with staff. From an EBP perspective this demonstrates that

organisations are using information from practitioner expertise and stake-

holder concerns to inform the design of convergence. Convergence might

be planned, or its implementation might be more opportunistic, and might

evolve over time. An evolutionary adoption of converged security allows or-

ganisations to trial an implementation of convergence, and learn from the

experience; something which organisations are encouraged to do by EBP if

there is limited evidence from other sources (Barends et al., 2014). Figure 6.2
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shows which of the four evidence sources from EBP are used by organisa-

tions establishing how they will implement convergence, as identified from

the interviews.

Regardless of how an organisation decides to implement convergence, not

all changes will necessarily be able to be made immediately. Participants

indicated that convergence is a “journey” (P14, P05), and “a marathon not

a sprint race! ” (P14), indicating that the process of convergence takes time.

Organisations will, therefore, need “patience”, as participant 10 suggested.

For some participants it was apparent that the process of convergence is still

ongoing, and that “ . . . there a [sic] legacy structures and nomenclature that

still need changing” (P05). This introduces an interesting question about

whether convergence can ever be considered complete.

6.4 Summary of the epistolary interview findings

The study demonstrates that organisations instigate convergence because it

is seen as a way of improving the performance and efficiency of security.

Senior security leaders with experience of convergence advocate its role in

achieving these aims, along with external sources such as other organisa-

tions, industry association contacts and publications from research organi-

sations and government. Organisations that instigate convergence recognise

the deficiencies of their existing security provision, however, the organisa-

tional context needs to be receptive to change for convergence to be taken

up. Senior security leaders can facilitate this by influencing the senior man-

agement team.

The decision to adopt convergence is only the first step to its implementation.
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Organisations need to establish what convergence will look like for them as

the implementation of convergence is dependent on the organisational con-

text. Just as senior security leaders act as a catalyst for the adoption of

convergence they can also inform its design based on their previous experi-

ences. Staff can also input into the design, to ensure that the implementation

of convergence recognises their experiences of how security works in real life.

The implementation of convergence is not always planned, however, and

many organisations are opportunistic in its establishment, accumulating re-

sources over time. This demonstrates that the implementation of conver-

gence is not always a one-time decision, but rather it evolves over time as

trust in the process is established.

6.5 Reflections on epistolary interviews as a

research method

This section reflects on epistolary interviews as a research method from both

the researcher’s and participants’ perspective. Starting with the reflections of

the researcher this section discusses the time consuming nature of epistolary

interviews, the detail and length of participants’ responses and the repetitive

nature of their replies. Researcher decisions on omitting questions are ex-

plored, whilst potential benefits and uses of the method are examined. The

section then discusses the participants’ reflections, gathered during data col-

lection. The benefits to participants of the flexible and asynchronous method

are presented, before discussing its limitations in terms of the interactivity it

provides, repetition, and difficulties in explaining complexity. Finally partic-

ipants’ preferences are discussed, and the benefits they perceive the method
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has to the researcher, before closing with a summary of the reflections.

6.5.1 The researcher’s perspective of epistolary interviews

One of the proposed benefits of epistolary interviews is time saved in tran-

scription. As detailed in Section 6.5.2: ‘Benefits to the researcher’, the

method requires significant time in other aspects of data collection. On

reflection, conducting epistolary interviews was time consuming for several

reasons.

First, the researcher reviewed all previous responses from a participant be-

fore formulating any response to them. This offered an opportunity for the

researcher to reflect on a participant’s replies (Burns, 2010, section 11.8)

and pose more pertinent follow up questions than may be possible in verbal

interviews. This also ensured that any following questions reflected a par-

ticipant’s previous replies. This took more time than anticipated, but was

important to ensure participants did not feel they were repeating themselves.

Also, as there was often a gap between each round of questions, and as in-

terviews were conducted simultaneously, there was an increased opportunity

for the researcher to mix up participant responses. Additionally, as the ques-

tions were only finely differentiated this provided an opportunity to provide

additional clarifications to the questions; this is more immediate in a verbal

interview where the researcher can clarify or reword questions straight away,

or use non-verbal cues to indicate a misunderstanding.

Secondly, it was also necessary to ensure participants felt their responses were

being read and understood, and were of interest (Debenham, 2007). The re-

searcher could not rely on non-verbal cues to convey this, often demonstrated
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in verbal interviews through tone of voice, affirmations (for example, “mmm”

“I see”) as well as non-verbal behaviours, such as smiling and nodding. In

the absence of these cues, the researcher included some reflection on a partic-

ipant’s previous responses in each email. This took time, but was important

to keep participants motivated and engaged, and also to help make the in-

terview more of a discussion rather than a convoluted way of administering

a survey.

Thirdly, although the aim was to keep the email interactions informal, the

very nature of emailing senior security professionals as a PhD student af-

forded a level of formality. This was compounded because there was no

previous connection to the participants, so extra effort needed to be spent

on fostering a relationship with each participant. Additionally, although the

topic of the interviews covers participants personal perspective and opinion,

it is fundamentally work related rather than personal. This also made the

interviews more formal. Consequently the review of participants’ replies,

and construction of responses to participants, took more time and mental

effort than anticipated to ensure they were appropriately professional.

Response length and detail

The participant responses varied in many aspects. Some participants wrote

narrative replies to the questions, others wrote more terse informal sentences,

whilst others used bullet points. This demonstrated that participants were

happy to adopt a style that worked for them. Despite the type of response

adopted, some email interviews were far easier to engage with and understand

than others and it was easier to identify points to follow up on. It is not

clear whether this is because of the participants’ writing style or the general
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sense that they were more open to exchanges and clarification.

Participants did not always provide the level of detail required. Some partic-

ipants needed to be encouraged to move beyond descriptions of the process

to explore the underlying reasons why decisions were made. Participants

readily spoke of how convergence worked and what happened in a procedu-

ral manner but it was more difficult to identify the instigating factors to the

different steps or decisions in the process. This could be because the deci-

sion was more judgement based, and therefore the underlying reasons are

not evident, or it might be that respondents are not used to vocalising the

intricacies of decision-making. Additionally, as it appeared that epistolary

interviews were a new approach for most participants, they may not have

been certain about how much information they should contribute.

This level of questioning further increased the researcher’s involvement in the

process. The ratio of engagement from the researcher appeared to be rela-

tively equal to that of the participants; in contrast it would be expected that

in a verbal interview participants would do more talking than the researcher.

This aligns with the observation that some responses were relatively short,

and were more like responses to qualitative survey questions. Despite this,

the epistolary interviews provided more bespoke interactions than a survey,

with opportunity for follow up and personalisation to improve rapport be-

tween the researcher and the participant and encourage responses.

The shorter responses might be a product of the asynchronous nature of

the epistolary interviews; just as the researcher had time to reflect on their

replies, participants also had time to think about and formulate their re-

sponses. This differs from verbal interviews where responses need to be

more spontaneous. This might mean that responses were more considered,
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and maybe more concise with less extraneous information provided for each

question. This would limit the amount of information in any interview to

only the pertinent points. Without a comparison study with verbal inter-

views it is not possible to determine if the method had any impact on the

participants’ responses.

The researcher aimed to be as responsive as possible to the participants,

however, some participants answered the questions very quickly. This made

the process of responding to participants feel incredibly intense, considering

the need to review previous responses and formulate a professional reply.

Observations

Although the researcher spent time reviewing the participants’ previous re-

sponses this was not necessarily true of the participants. Participants some-

times forgot their previous responses, making the different rounds appear

repetitive; additionally, rather than expanding on previous responses, par-

ticipants simply reiterated what they had already said. This was more likely

when the gap between the rounds was longer. In verbal interviews there is a

more timely progression of questions, so participants are less likely to forget

their previous responses. This reinforces the importance of customising the

predetermined questions and using pertinent follow up questions. It also

raises the question about the number of times a question can be put to a

participant. In this study, questions were only rephrased or reiterated once.
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Decisions

With verbal interviews, more broad, exploratory questions would have been

included, for example “If you could change one thing about the approach you

took, what would it be? ” and “What was the one thing that kept you up at

night about the approach you took? ”. These were, however, omitted from the

email interviews because the researcher considered them too informal and

because of the potential workload on the participants; including questions

that might not be considered essential for the research was not deemed wise.

On reflection, this was a mistake and it is felt these more exploratory ques-

tions would have added an opportunity for participants to discuss areas that

might not have been covered by the previous questions.

Benefits

Epistolary interviews may make it easier for participants to withdraw from

the study. Social convention might make a participant feel less comfortable

withdrawing from a face to face interview, particularly if the researcher has

travelled to interview them. In an epistolary interview, withdrawal requires

a simple email, and outside of the research, the impact on both parties is

less consequential. This may mean that the responses to such interviews

are more honest, as there is less social convention requiring the participant

to continue should they not want to. This does however contrast with the

potential caution participants may feel when committing their thoughts to

writing.
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Mixed approach

One of the main benefits of the approach was the time it allowed the re-

searcher to reflect on the participants’ responses. Yet, one of the downsides

of the approach was the time spent on appropriately formulating feedback

and follow up questions. On reflection epistolary interviews may be a good

way to initiate research in an area, to help the researcher develop an appro-

priate mindset for the topic whilst having the space to pick up on areas for

future exploration. Epistolary interviews would enhance the quality of sub-

sequent verbal interviews by priming both the researcher, and interviewees

if carried out with the same participants, allowing follow up questions and

clarification to be asked. This would provide a focus and direction to the

verbal interviews, to ensure that the most relevant information is collected.

6.5.2 The participants’ perspective

Participants were asked for their feedback on the use of epistolary interviews,

so their reflections on the method can be presented. Epistolary interviews

were generally well received by the participants. Only one participant was

negative about the approach (“Personally hate it! ” (P12)), whilst the ma-

jority of the remaining participants lent more towards a favourable response.

There were degrees of positivity, however, with some participants simply

claiming the approach was “fine”, through to those who stated they “pre-

ferred ” the approach. The relative positive response from participants is

perhaps unsurprising as details of the research method were highlighted dur-

ing participant recruitment, so this would immediately discount those who

were not keen on carrying out research via email.
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As anticipated, the flexibility of the method was considered a benefit as

it allowed participants to choose when they participated (see Section 6.2.1

"Benefits to the participants"). As one participant stated:

“I’d have struggled to commit to fixed times to engage with you and
may have need to let you down on more than one occasion. My biggest
issue is finding free time and knowing when I will have some. Dealing
with you by e-mail allows me to accommodate your questions without
too much disruption” – (P17)

Epistolary interviews may, therefore, have attracted participants that would

not have participated had another method been selected; especially those

unable to commit to a method that required them to schedule a specific

time. This may mean that different participant populations are attracted

to different research methods. Whether this has an impact on the data

collected, however, is unclear as there is no comparative data sample.

Asynchronicity

As anticipated in Section 6.2.1 (Benefits to the participants), the asyn-

chronous nature of the interviews allowed participants more time to reflect

on their responses. This was compared to verbal interviews where partic-

ipants suggested “we tend to feel rushed to answer without a great deal of

reflection” (P10). This indicates that responses were more considered and

more complete. This extra time to reflect was seen by one participant as a

benefit of verbal interviews where a “spare [spur] of the moment comment

might be misconstrued and taken out of context” (P05). This suggests that

participants were more conscious of their replies to the questions, and had

more confidence that their responses were not jeopardising their position or



6.5. Reflections on epistolary interviews 316

organisation. There were indications that responses were more measured and

that some self censorship took place, which is not possible with verbal inter-

views, for example, “it’s less likely I will say something I will later regret”

(P10). This does not detract from the responses given, but any censorship

may mean that the responses are more ‘party line’, diplomatic, or are paint-

ing a more sanitised version of events. This might be particularly pertinent

with interviews carried out using a company email address.

Interactivity and repetition

One participant thought the method lacked interactivity. This demonstrates

that interactivity within epistolary interviews cannot replicate the expected

interactivity of verbal discussions. It is not clear, however, whether this is

because of the written nature of the interview, or the asynchronous nature

of the study. The use of more interactive technologies that enable shared

document editing, such as Google Docs, might encourage more interactivity.

This would facilitate the collaborative generation of a document that pro-

vides an account of the decisions an organisation made, rather than a more

stilted conversation over email. It also might facilitate a less formal way of

asking questions.

The follow up questions and feedback to participants recognised where a

participant had only partially answered a previous question, and hoped to

make nuances between the different questions clearer. This aimed to remove

repetition and to tease out more detail from participants, yet one participant

considered the questions to be repetitive. This could indicate that subtle dif-

ferences between questions were not recognised, or that the complex nature

of convergence makes it difficult to answer such precisely worded questions.
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Notwithstanding this, there were positive comments about the questions,

feedback and follow up questions. One participant stated “I definitely didn’t

get the sense your questions were canned ” (P06) which suggests that the

interactions between the researcher and the participants appeared natural.

Disadvantages

Even participants who were relatively positive with the approach recognised

its disadvantages. Participants thought that the method was not able to cap-

ture the complexity of convergence in the same way as a verbal interview,

although it is not clear how verbalising responses would make it easier to

convey complexity. It might be assumed that writing down a response does

not allow the informality of a verbal response, which might be peppered with

changes in direction, unfinished sentences, and not necessarily presented as a

linear argument. Despite participants being encouraged to write informally,

and not to consider spelling, punctuation and grammar, the process of writ-

ing may demand the writer to produce a clear train of thought to effectively

convey meaning. It is also not clear whether there is any actual difference

in quantity or quality of response collected via email as opposed to those

collected via verbal interviews.

Individual differences in participants may cause a preference to one form of

communication. Epistolary interviews might discourage some potential par-

ticipants at the recruitment stage, however, there will still be individual dif-

ferences in those that are happy to participate in an epistolary interview. One

participant highlighted that the process of writing actually helped them to

provide more information; “As I wrote more thoughts came to mind ” (P10).

Another explained “This was fine, but I enjoy writing. Others may not enjoy



6.5. Reflections on epistolary interviews 318

writing or may not be able to convey concepts as well in writing, so inter-

viewing might be better ” (P07). Interestingly, some participants suggested

that it would be beneficial to conduct the research by mixing epistolary and

verbal interviews. This would enable the research to draw on the benefits

of both methods, whilst mitigating the disadvantages, and would also play

to the preferences of each participant. This was also a reflection from the

researcher, and may be worth exploring further.

Overall, it is difficult to establish whether the challenge of explaining the de-

cision to adopt convergence during the interviews was because of the method

of data collection, the individual, or the complexity of convergence. Regard-

less, it was clear that the approach left some participants feeling that they

had not conveyed the information they wanted to.

Preferences

Several participants who found the method to be “fine” stated that they

thought other methods would have been better, such as interviews, telephone

calls, and online video meetings. The preference for other methods led some

participants to suggest a switch of method during the interview, perhaps

indicating the difficulty some faced in trying to capture what they wanted to

say sufficiently in writing. It appeared as if some participants saw epistolary

interviews as not being quite an interview, and not being quite a survey,

and that there are better and quicker methods of collecting the appropriate

data. One indicated a survey would allow for “quicker collection of data”

(P13), whilst another suggests “you elicit much more through conversations”

(P14), suggesting that epistolary interviews fall between verbal interviews

and surveys, but do not quite offer the same benefits of either method.
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Benefits to the researcher

Participants had considered the benefits of the method to the researcher. In

particular the ability for epistolary interviews to standardise data collection

and ensure consistency. This would be the same with a semi-structured

interview, but again this perhaps illustrates that participants see this method

as being more akin to a survey than an interview. The participants were

also aware of the time constraints on the researcher, and appreciated that

their delayed responses could impact that. This demonstrates a level of

responsibility to the research, and maybe also is an indication of the good

researcher-participant relationship that did develop during the course of the

research.

6.5.3 Summarising the reflections on the epistolary

interview research method

Epistolary interviews are a useful method for securing participation from

people who may be unable to commit to a scheduled appointment, for topics

where time to reflect might be helpful, and for participants who are happy

to engage in a written interview. They may also be a good first step in a

research process, as a way of ‘warming up’ to verbal interviews, by identifying

concepts to look out for, and questions to ask in future verbal interviews.

Epistolary interviews are not a time saving approach, and researchers need

to be aware of the mental effort and time considerations of appropriately

developing a discussion with participants.

Participants in this study were generally positive about the method, with
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the benefits of the flexible, asynchronous approach highlighted. The disad-

vantages of the approach were also recognised, however, such as the inability

of the method to capture complexity, the lack of interactivity and repetition.

This meant that although some participants thought the method acceptable,

they would prefer other methods such as face to face, telephone or online

interviews.

6.6 Summary and conclusions

This study provides empirical evidence about what drives the adoption of

convergence, and more specifically, the decision-making process involved in

establishing what it will look like. It has demonstrated that although organ-

isations do not implement convergence in the same way there are common-

alities in their reasons for adopting convergence, and the methods they have

used to decide how to implement converged security.

Organisations have been seen to use four different sources of evidence identi-

fied by EBP to inform their decision to adopt convergence, and their decisions

about how to design its implementation. For example:

• they use organisational data to assess their existing security capability

when deciding to adopt convergence;

• they use practitioner expertise when building their own solution to

convergence;

• they incorporate stakeholder concerns when designing their implemen-

tation;
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• and they use empirical studies to inform the decision to adopt conver-

gence.

As can be seen from Figure 6.2 (p306) and Figure 6.1 (p295) however, the

use of empirical studies is limited because of an absence of literature in this

space.

6.6.1 Substantive contribution

Despite these limitations, this research addresses a gap in the literature.

The literature review demonstrated that there is no single implementation

of convergence, so organisations need to make decisions about how they will

adopt it. There is little information available about how organisations do

this, and no empirical research. Consequently, there is no evidence available

to inform organisations seeking to make these decisions.

This research provides empirical evidence of the different drivers that insti-

gate convergence, the organisational context that enables its adoption, and

the different evidence sources that influence the design of its implementation.

This research gives organisations empirical evidence of the building blocks

that support the instigation and implementation of convergence; such evi-

dence can inform an organisations decisions, which has to date been missing

from the literature.

6.6.2 Methodological contribution

This research makes a methodological contribution by using epistolary in-

terviews, a qualitative research method that is relatively novel in security
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research. The research demonstrates that this research method can be used

with participants who hold senior management positions within organisations

and that it may facilitate the inclusion of participants who may otherwise

be unable to contribute to research.

Additionally, previous research from industry has been predominantly quan-

titative, whilst academic research has been based on the literature rather

than collecting data from converged security functions themselves. This

research adopts an empirical, qualitative methodology and applies it to es-

tablish the real-world experiences of those who have been involved in the

decision to converge.

6.6.3 Study critique and further research

Epistolary interview research method

There are several limitations with this study that would need to be addressed

in future research. Epistolary interviews were a useful research method con-

sidering the nature of the discussions and the restrictions in place due to

COVID-19 coronavirus. There were limitations with this method, however.

Participants considered the questions repetitive, and this could have been

minimised with more distinct questions. Additionally, as predicted by Burns

(2010, section 11.8), the method required significant investment of time and

“emotional and personal labour ” from the researcher. This was rooted in

the researcher’s perception that participants would expect them to be com-

pletely knowledgeable of previous responses because they are written down,

and to be particularly responsive when they forwarded their answers. This

may be a consequence of the seniority difference between the researcher and
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the participant (Cassell, 2011), and setting expectations at the beginning of

the study about this would relieve some of this intensity, and might help to

create a more informal interaction.

Some responses were considered quite short, and the researcher needed to

ask further questions to try to draw out more information. It could not be

determined why the responses were shorter, and several potential reasons

have been identified:

1. the research method may be inadequate at surfacing the details because

of the effort required from participants to formulate their thinking in

written form;

2. the historical nature of the topic meant participants had forgotten the

specifics of their decision-making;

3. the complexity of organisational decision-making is difficult for partic-

ipants to explain;

4. the research method was novel to participants which impacted their

expectations about the level of detail required;

5. no immediate prompts were available from the researcher to encourage

them to continue.

Further research is needed to explore whether epistolary interviews as a

research method restrict the detail that participants present, or whether it

is the topic itself that limits the data collected.
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View of convergence

This research only reflects the experiences of participants who were involved

in the decision to converge security resources, which may mean they are

more likely to present a positive image of the decisions they made. Fur-

ther research would be necessary to understand whether those that were not

directly involved in the decisions have the same view on their outcome.

It was not clear from this research how an organisation determines what

information sources will inform their decision, the level of engagement they

have with any particular source, or whether all sources are used by all or-

ganisations. It is also not clear what information organisations thought they

needed, what information they received, and how that information informed

their decision to adopt convergence and the design of its implementation.

Additionally, it was not clear what level of analysis organisations carried out

to evaluate any information they did use. Further research would be needed

to explore how systematic organisations are when selecting evidence sources,

evaluating the information they receive, and using it in decision-making.



Chapter 7

Discussion

Organisations seeking to adopt convergence need to build their own solu-

tion as there is no standard model of implementation (Beck et al., 2019;

Dorey et al., 2012; Gill & Howell, 2016; Moore, 2007; Rahman & Donahue,

2010; Willison, 2009). Despite industry publications advocating its bene-

fits (for example Contos (2007), Mimoso (2009), Moore (2007), and Willison

et al. (2012)) and providing information on its drivers and challenges (for

example Hoffman (2006), Ritchey (2018), and Willison and Sembhi (2017)),

there is little guidance or empirical evidence to support organisations with

the decision to adopt convergence or with the design of its implementation

(Gill & Howell, 2016). This research has sought to fill this gap and provide

organisations with an evidence base for how to achieve converged security.

This research has focused on the real-world experiences of those who have

worked in convergence, drawing directly from professional expertise to un-

derstand how it works in practice. Despite this, the research represents an
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empirical study, providing evidence from a source that has to date offered

minimal information. The literature review demonstrated that although in-

dustry research has reported on the prevalence of convergence, and the organ-

isational structures implemented (Beck et al., 2019; Dorey et al., 2012; Gill

& Howell, 2016), it has provided little information on how convergence might

be implemented. A few academic studies have provided some indication of

what makes convergence effective (Kamp, 2016; Larson, 2009), however, they

are not based on the real-world experiences of those working in convergence.

This research addresses these concerns, to give organisations evidence-based

information that will help them make informed decisions about the adoption

and design of convergence in their context.

This chapter begins by summarising the three studies that have contributed

to the development of this evidence-based information as detailed in chap-

ters 4, 5 and 6. Then the chapter reflects on the findings in relation to

the literature, and provides a critique of the research to highlight its limi-

tations. The chapter concludes by introducing an evidence-based roadmap

to guide organisations through the process of designing and implementing

convergence.

7.1 Research summary

This section summarises each study in relation to the research question it

addresses, providing a synopsis of the study design, findings and its contri-

bution.
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7.1.1 RQ1: How do different security teams work together

in converged security, specifically how is collaboration

facilitated?

The initial interview study explored how convergence works in organisations

by drawing on the real-world experiences of those who work in converged se-

curity. A qualitative methodology was adopted. Semi-structured interviews

were conducted with five senior security professionals working in conver-

gence. A thematic analysis of the interviews identified several themes which

start to explain how organisations adopt converged security.

It was apparent from the analysis that convergence is supported by a web of

interconnected factors in addition to organisational structure, and that the

effectiveness of one factor is dependent on the effectiveness of others. The

interviews showed that convergence is supported by staff who are directed

by processes, documentation and job descriptions that provide detail about

how convergence will work. Clear roles and responsibilities, and regular

opportunities to collaborate, mean that staff know who does what and can

share their learning and skills appropriately when given the opportunity

to meet. This is supported by a culture that fosters, enables and manages

collaboration. Leaders are fundamental in instigating this culture, which also

requires the right staff with the right mindset, who are open to collaboration,

for it to be successful. This web of interconnected factors help security staff

work together successfully, and require them to recognise the benefits of their

differences.
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The web of interconnected factors encompass three categories:

1. design decisions that need to be made about processes, documentation

and roles;

2. enablers that support the effectiveness of convergence, like culture,

opportunities to meet and having the right staff with the right mindset;

and

3. actual outcomes of bringing different security disciplines together to

exploit their differences.

These findings provide organisations with an evidence-based understanding

of the breadth of factors beyond organisational structure that they need

to consider when adopting converged security. Organisations, however, need

more detail about these factors to enable their implementation, and facilitate

effective convergence.

7.1.2 RQ2: What facilitates effective convergence in an

organisation, what needs to be in place to make sure

it works?

The initial interviews introduced a web of interconnected factors that support

convergence, but it was clear that more specific and detailed key factors

would need to be identified and validated to assist organisations with its

adoption. Consequently, 25 key factors were identified from the analysis of

the initial interviews, from a rapid review of the literature, and from the

participants comments during the first round of a three-round Delphi study.

The participants of the Delphi study formed an expert panel of 23 security



7.1. Research summary 329

professionals working in converged security around the world. The Delphi

study aimed to ascertain which key factors the expert panel could agree

are important for effective convergence. After three rounds, the panel had

validated, extended, and agreed on the importance of 22 out of the 25 key

factors.

The key factors add further detail to the interconnected web of factors identi-

fied in the initial interview study. They are specific examples of the activities

that support effective convergence, providing organisations with the much

needed evidence-based information about how they can move towards con-

verged security. Additionally, thematic analysis of the comments from the

expert panel provides organisations with more detail about each factor, in-

cluding precursor activities, how to deliver a key factor, and considerations

that will need to be taken into account.

No consensus was reached on the key factor which specified that different

security departments should be under the same management team. The com-

ments highlighted great discrepancies between participants in their opinions

on the importance of this key factor, reinforcing how context-specific con-

vergence is. Despite the lack of consensus, participants’ comments provide

information about the aspects of a single management team that are seen to

facilitate convergence, specifically leadership, communication and a shared,

holistic goal. This provides organisations with further information about the

components of organisational structure that support convergence, over and

above the structure itself.

The findings from the Delphi study provide organisations with evidence-

based information about the factors that facilitate effective convergence.

Organisations need to consider how they will implement these factors to
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support their convergence efforts, and further research would be needed to

provide more details about how this could be achieved.

Finally, the Delphi study identified additional categories to those established

from the initial interview study. Organisations need to consider:

1. the context in which convergence is implemented;

2. they need to make decisions about how it will be implemented;

3. and they need to plan for its implementation and measurement.

These expand the reach of the web of interconnected factors. The next step in

this research was to understand the decision-making behind how convergence

will be implemented and how this relates to organisational context.

7.1.3 RQ3: What instigates a move to convergence, and

how do organisations decide to implement converged

security?

The initial interview study identified a web of interconnected factors that are

important for effective convergence which encompass three categories, design

decisions, enablers and actual outcomes. The Delphi study expanded these

categories to include context, decisions and planning. Organisations need to

consider these factors from the outset, yet, as the literature review demon-

strated, there is limited guidance for organisations to help them through

the early stages of convergence decision-making. There is an opportunity to

learn from organisations that have already implemented converged security,
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to understand the decisions and processes they followed, and the evidence

sources they used.

To this aim, 15 epistolary interviews were carried out via email with people

who were involved in the decision to converge. The epistolary interviews

provide organisations with an evidence-based model of the building blocks

they can use to inform their decisions to converge, and their decision on what

their implementation of convergence will look like. The epistolary interviews

identified a variety of influences that motivate organisations to adopt con-

vergence. These predominantly focus on a desire to improve performance

and efficiency within security in response to known deficiencies and/or the

changing threat landscape. Senior security leaders may influence the deci-

sion, or it may be promoted by external sources such as other organisations

or industry associations. The influences that motivate an organisation to

adopt convergence also influence how it is implemented, and the decisions

about design can evolve, particularly as organisations engage with staff. The

process is not necessarily linear, however, with the decision to adopt conver-

gence coinciding with decisions about how it is implemented.

7.2 Relating the research to the literature

This research has reinforced the findings from the literature review that there

is no standard implementation of convergence (Beck et al., 2019; Dorey et

al., 2012; Gill & Howell, 2016; Moore, 2007; Rahman & Donahue, 2010;

Willison, 2009) and organisations need to build their own solution. This

research provides evidence-based information that organisations can use to
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inform their decisions, presenting the building blocks they can use to estab-

lish what convergence will look like in their context. The findings provide

evidence of how all four sources of evidence signposted by Briner’s (2019)

evidence-based practice (EBP) can be used by organisations to make an in-

formed decision about the adoption and implementation of convergence. For

example, organisational data is sought from incidents, stakeholder concerns

are established through engagement with staff and senior security leaders

and external sources can bring practitioner expertise. External sources can

also be a source of evidence from empirical studies.

The literature review highlighted, however, that empirical studies investigat-

ing convergence are limited (Beck et al., 2019; Kamp, 2016) so organisations

are less able to draw on this source of evidence. This research closes this gap

in the literature, however, as all of the studies presented provide evidence

from empirical study. Additionally, these studies draw directly from prac-

titioner expertise which addresses another limitation of previous academic

research that missed the opportunity to learn from those with real-world

experience of convergence

The research also starts to provide organisations with evidence-based

information about how they can support the implementation of conver-

gence. The literature review established that convergence is more than an

organisational structure (Blades, 2010; Moore, 2007), yet there is little in-

formation about how organisations can adopt it (Gill & Howell, 2016). To

date, experiential literature has focused on the drivers, benefits and chal-

lenges of convergence (for example, Anderson (2007), Kinslow (2006), and

Rahman and Donahue (2010)), rather than providing organisations with ac-

tionable information about how it can be adopted. This research, however,
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establishes a web of interconnected factors that enable effective convergence,

and provides details about what these entail. This starts to address the

question of how convergence is adopted (Gill & Howell, 2016), and how it is

facilitated (Mimoso, 2009).

7.3 Research limitations

It is important to understand the limitations of this research. This helps

future studies learn from these limitations to conduct more robust research,

but also so those reviewing the research understand that it is not without

fault. For example, asserting the limitations of this research will help or-

ganisations make an assessment on the applicability of its findings to their

decisions. This research explored the real-world experiences of those who

work in converged security. There is no universal understanding, however, of

what convergence is and no standard measures of its success (Gill & Howell,

2016), therefore the validity of convergence, and its successful implementa-

tion in participants’ organisations, was not externally assessed. Any criteria

to validate convergence would not be based on evidence, would be difficult

to establish, and may inadvertently exclude organisations from the research.

Consequently, the applicability of the participant populations across all three

studies was determined by the participants themselves. This potentially al-

lowed organisations that others would not consider converged to participate,

and without clear criteria for what convergence is, may exclude organisa-

tions that could participate. This means the findings from this research are

established from many, broad definitions of convergence, with potentially

variably successful implementations. This may have implications on the ap-

plicability of the findings to specific implementations of converged security,
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and may result in some of the findings not being based on the most effective

implementations of convergence.

The findings of this research only represent the perspectives of the partici-

pants who were generally senior security professionals and who’s views may

differ from those of more junior staff. This is particularly the case if partic-

ipants instigated the move to convergence or were involved in the decisions

about how to converge as they would have a vested interest in its success.

They may also be inclined to only provide an optimistic view of its imple-

mentation. This means that the findings from the research may not account

for less favourable opinions on convergence.

The research also does not explore organisations where convergence has been

considered and dismissed, or adopted and then rescinded. There is an oppor-

tunity for further research to explore the decisions within these organisations

to establish why they did not implement convergence, or why they reversed

their decision. This will identify circumstances that make the adoption of

convergence inappropriate or difficult, and will identify whether there are

additional factors that organisations need to consider.

7.4 A roadmap for the implementation of

convergence

The findings from this research provide organisations with evidence-based

information they can utilise when adopting convergence. This includes the

design decisions they need to make; the contextual factors they need to

consider; and the factors that will facilitate the effective implementation of
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convergence.

A criticism of the existing information about convergence is that it tends to

be piecemeal, presented across various articles, and it does not provide an

appropriate level of actionable detail. If this research is to help organisations

adopt convergence, these findings need to be presented in a more usable, con-

solidated way, with clear actions for organisations to follow. Consequently,

a roadmap has been created from these findings to help organisations nav-

igate the process of implementing convergence. The roadmap is shown in

Figure 7.1, although this will not display the detail within it, the roadmap

is subsequently discussed in more detail alongside close up views of each

section.

Rather than directing organisations on the implementation of convergence,

the roadmap guides them through the decisions they need to make, and

highlights the sources of information that inform those decisions. It provides

organisations with a series of questions that they can consider during each

stage of the process, and where they can seek evidence from different sources

to answer (Briner, 2019). The roadmap also indicates the activities that

will support convergence once it is implemented. In contrast a single model

or blueprint of how converged security should be implemented would be

inappropriate, as organisations need to implement convergence according to

their own complex organisational contexts. A roadmap also aligns with EBP,

where evidence does not determine an outcome, only helps organisations

establish their own answer (Barends et al., 2014).

The roadmap consolidates the findings from the three studies. The following

sections discuss the roadmap in more detail and indicate which of the three

studies informed its different components. This is depicted by ‘call- outs’
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Figure 7.1: A roadmap to facilitate organisations with the adoption of
converged security
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Figure 7.2: The organisational context component of the roadmap

which specify the study, and either the section number and subsection title

where it is referred to in the thesis, or by reference to the key factor number

it is associated with. Some of the supporting analysis for the epistolary

interviews is not represented in this thesis, however, it is presented in a

report that was created for participants of the epistolary interviews which

can be seen in Appendix D7. In these instances, the ‘call-out’ will refer to

the appendix.

7.4.1 The organisational context

This section of the roadmap highlights that it is important to consider

whether the organisational context is ready for convergence when consid-

ering its adoption. This includes whether the timing is right for the change

to occur, and whether there is buy-in for it from senior management. The

details for this component of the roadmap were established from both the

epistolary interviews and the Delphi study (see Figure 7.2).
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Figure 7.3: The evidence sources component of the roadmap
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Figure 7.4: The design decisions component of the roadmap
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7.4.2 The evidence sources used to inform convergence

decisions

The studies identified where organisations were utilising information from

the four evidence sources identified in EBP: empirical studies, practitioner

expertise, stakeholder concerns, and organisational data (Briner, 2019). This

section of the roadmap consolidates these findings and asks organisations to

consider a series of questions to help them understand what they might look

for from each evidence source. Organisations can use these evidence sources

when looking for information about whether they should adopt convergence,

and also when establishing what their implementation of convergence will

look like. This section also prompts organisations to assess the informa-

tion they find from the different evidence sources, in line with EBP (see

Figure 7.3).

7.4.3 The design decisions that need to be made

This section of the roadmap (Figure 7.4) outlines the various design deci-

sions that organisations can make to design-in convergence. This does not

specify that organisations have to implement any of these design decisions,

but it provides them with an indication of the different ways they might in-

corporate convergence. For example, through organisational structure, but

also through the redesign of policies and processes, job roles, and documen-

tation, and by aggregating data. The questions each section asks prompts

organisations to consider each design decision in more depth.
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Figure 7.5: The enablers to convergence component of the roadmap
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7.4.4 The enablers to convergence

Once organisations have implemented convergence there are various activities

that support its effectiveness. These are outlined in the enablers section of

the roadmap Figure 7.5. As the analysis of the Delphi study showed, there

is additional supporting information to each of these, yet organisations will

still need to decide how they enact these enablers effectively in their own

organisation.

7.4.5 Aligning with the business

Participants discussed how convergence needs to align with the business.

This contextual aspect is presented across the whole roadmap (see Figure 7.6,

p343) demonstrating how organisations need to consider how their decisions

and activities will align with business. Alignment with the business also

relates to the measurement of convergence, and again organisations need to

consider how their goals, and measurement of progress towards them, meet

the business goals and requirements. This section also prompts organisa-

tions to consider how they will plan convergence, whilst also allowing for its

evolution over time. This again is associated with the business, which may

change over time, and goal setting and measurement to assess the progress

of convergence efforts.
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Figure 7.6: The planning and measurement component of the roadmap

7.4.6 Validating the roadmap

A criticism of previous research is that the findings have not been validated

(see Section 2.7.5, p64). The findings of this research represent the inter-

pretation by a non-security practitioner of the data collected, therefore, val-

idation of these findings with experienced security professionals will verify

their accuracy and appropriateness. A further study was therefore under-

taken to determine whether the roadmap is an accurate representation of the

decisions and enablers associated with convergence, and whether its repre-

sentation would be helpful to those implementing converged security. This

study is discussed in the next chapter.
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7.5 Conclusion

This research specifies the broad range of factors that support the effec-

tive implementation of convergence, and provides evidence-based informa-

tion to help organisations make informed decisions about its adoption and

design. This research addresses a gap in the literature for information about

how to adopt convergence. Organisations seeking to adopt convergence need

evidence-based information to help them determine what convergence will

look like for them, and this thesis has begun to address this with research

that is grounded in the real-world experiences of those who have worked in

convergence.

This research has identified the building blocks that inform an organisa-

tion’s decision to converge security resources, and establish what it will look

like. It has identified information from the four different evidence sources

highlighted in EBP that organisations can use when making decisions on

convergence, and the design decisions this influences. It has established a

web of interconnected factors that support the implementation of conver-

gence demonstrating that effective convergence requires more than a change

to organisational structure. These findings have been consolidated into an

evidence-based roadmap that helps organisations navigate the route to con-

vergence. This roadmap will be evaluated in the next chapter.



Chapter 8

Validation of the research

output

This chapter describes a final study that evaluates the output of the re-

search detailed in this thesis: a roadmap to help organisations with the

decision to adopt and implement convergence. The evaluation was carried

out via a series of two online workshops where the research was presented,

and the roadmap introduced for discussion. This chapter provides details

of the workshops, before presenting the outcome from them. Finally, future

research is proposed to further test the roadmap, and to explore convergence

in organisations in more depth.



8.1. Background 346

8.1 Background

The roadmap introduced in the previous chapter is a practical output from

the research presented in this thesis. The roadmap was developed from

the findings of the research which are an interpretation by a non-security

practitioner researcher of the data collected. It was important, therefore,

for the roadmap to be evaluated by security practitioners with experience of

convergence, to understand whether it is an accurate reflection of the things

organisations need to consider during its implementation. Additionally, as

highlighted in the literature review, previous research into convergence has

not been validated by experienced professionals, therefore, an evaluation of

the output of this research would address this.

Workshops were chosen as a method for evaluation as they would allow

discussion and enable the gathering of many viewpoints in a short space of

time. They were also chosen as they provided an opportunity to share details

of the research that had been carried out.

8.2 Workshop participants

Participants were recruited from two sources. First, previous participants

were invited to participate to give them the opportunity to learn about the

whole research programme and have sight of the final output. This meant

that as well as being a way of evaluating the final output of the research, the

workshops were also an opportunity to give back to those that had already

participated. Second, people who had expressed an interest in previous re-

search but who had not participated were also invited. This included people
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who worked in organisations that were at the early stages of considering

convergence and therefore did not meet previous inclusion criteria. Their

participation would provide a different perspective on the roadmap to those

with more experience of convergence, particularly in relation to whether the

roadmap would be helpful to them. The person who participated in the pi-

lot for the Delphi study was also invited to take part. One participant was

also recruited by word of mouth from the same organisation as a previous

participant. A call for participation was also distributed by CPNI to their

Personnel Security Forum members, however no participants were recruited

in this way, possibly because of the short time frame between the invitation

being sent and the actual workshop dates.

Of the 12 participants, four had not taken part in the previous research,

6 participated in the Delphi study, 1 participated in the email interviews,

and 2 participated in the initial interviews. 1 participant had participated

in more than one of the studies. Details of the participants can be seen in

Table 8.1.

In the first workshop one participant was called away to an emergency meet-

ing after one hour, and another participant had connectivity issues and was

not able to continue after one and a half hours. These participants were

emailed after the workshop giving them an opportunity to provide feedback

in writing, although neither did.
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Table 8.1: The experience of the workshop participants.

Workshop 1 Workshop 2

Number of participants 6 6

Industries Energy, civil aviation, civil
nuclear, financial services

Government, technology,
consultancy, energy

Regions UK, Africa UK, Middle East, Europe

Experience in Security
(years)

11–50 (average 22) 20–50 (average 30)

Experience in
Convergence (years)

1–30 (average 11) 0–30 (average 16)

Roles Security Director, Security
Manager, Security
Inspector, Resilience
Director, Governance,
Risk and Compliance
Manager, CISO.

Security consultant,
Enterprise security
manager, Head of
Corporate Security
Governance, Director.

8.3 Workshop procedure

8.3.1 Setting up the workshop

All participants had previously been contacted about the research, and so

were sent an individual introductory email. The email provided the high-level

aim of the online workshops and the dates and times they were taking place

(see Appendix E1). Participants who responded to this email expressing an

interest in participating were sent a further email with full details of the

workshop (see Appendix E2). This included information about the work-

shop taking place over Zoom, timing, anonymity and confidentiality, note

taking and data storage. It also included a link to a participant information

sheet (see Appendix E3). Participants who agreed to the conditions in the

email were asked to respond confirming this, and providing some high-level
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information about themselves which has been presented in Table 8.1. On

receipt of the participants’ consent they were sent a calendar invitation with

links to the Zoom meeting, the workshop presentation and the roadmap.

8.3.2 Running the workshop

On the day of the workshop participants joined the Zoom waiting room,

which enabled their identity to be checked before they were allowed access

to the meeting. After reestablishing consent, and introducing some ground

rules, participants were given the opportunity to introduce themselves. Then

the three studies were presented, to provide participants with an understand-

ing of the aim of each study, the methods used, and the findings (see Ap-

pendix E4 for the presentation). At the end of the presentation a simplified

view of the roadmap was introduced to orient the participants with its dif-

ferent elements and to reinforce how the findings of the research informed

the design of each element. Participants were then given the opportunity to

ask questions about the research and the high-level view of the roadmap.

The researcher then displayed a PDF of the full roadmap. The participants

were not able to see the detail of the roadmap on this scale, but this served

to orient them as they could see the alignment with the high-level view of the

roadmap shown at the end of the presentation. The researcher then ‘zoomed

in’ to provide a closer view of the different sections of the roadmap in turn,

whilst providing an overview and instigating discussion. These discussions

focused on the top half of the roadmap first, then the bottom half, and then

the complete view. Participants were not directed to any specific element of

the roadmap, but were able to comment freely on any aspect they wanted to.

This ensured that participants were able to focus on the areas of the roadmap
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that resonated with them, were of most interest, or that they considered most

important in the 2 hours available. This meant that not every section of the

roadmap was discussed in the same level of detail, or received the same

degree of scrutiny.

A predetermined list of questions was developed before the workshops. The

questions directly addressed the aim of the workshop, which was to establish

whether the roadmap is a complete and accurate representation of what or-

ganisations need to consider when adopting convergence. Also, whether the

roadmap was helpful, usable, and if it provided the right level of informa-

tion. The following questions were included, although additional questions

specific to the discussions were also asked.

• Is this an accurate reflection of the things an organisation needs to consider

when adopting convergence?

• What level of detail is appropriate? What supporting information or addi-

tional resources would be helpful?

• What aspects of this would you need most help with?

• Would you use this sort of guidance?

• Is this helpful?

• What else needs to be included? What is missing? What else needs to be

considered?

• Is this usable?

• How could it be improved or developed further?

• What would you like to see next in terms of research in this area? What

would be helpful?
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Two people ran the workshops. The researcher managed the discussion and

asked questions, and also captured the essence of the participant discussions

on the PDF as comments. The sessions were not recorded for several reasons.

First the level of detail provided by a recording was not essential to the aim

of the study, which was to capture where participants agree and disagree

with the roadmap, and where they suggest improvements. Secondly, record-

ing would require additional resources to transcribe and analyse that were

not available. Lastly, and most importantly, security practitioners are often

reluctant to be recorded (Coles-Kemp et al., 2020), and this could introduce

a barrier to participation. A research colleague took field notes throughout,

and these notes provided context when reporting on the workshop as well as

particularly pertinent quotes.

8.4 Results and Discussion

This section discusses the findings of the workshop, starting with the posi-

tive overall impressions of the roadmap, before moving onto the suggestions

participants made for its improvement. Then the section details the uses of

the roadmap as identified by participants, and what additional information

would be helpful to organisations adopting convergence. Finally, the sec-

tion concludes by reflecting on the research, and discussing how it could be

extended in the future before closing with a summary of the chapter.
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8.4.1 Overall impressions

Feedback about the roadmap was positive in both workshops. Participants

thought it was an accurate reflection of what organisations need to con-

sider when adopting convergence, stating “I love your diagram. It captures

the essence of the issue really well ” “I haven’t seen anything like this before

. . .Very useful ”, “I think it’s really good . . . It’s first class”, and “It looks to

me, so far, very good ”. One participant even went so far as to say “There is

an ISO convergence standard in waiting here”. Participants also appreciated

how the roadmap provides a simplified view, “I was very impressed that you

drew so many of the complex facets of this onto a single sheet”, and consid-

ered this helpful to organisations looking to converge security. Participants

specified that “It would have been very helpful to have this at the start of

my journey - would have helped a lot to get it across”, “As a roadmap, if I

was starting now, it would be extremely helpful . . . ”, and “It’s fabulous and I

think everyone would have benefited from this at some point”. Additionally,

it was recognised that the roadmap’s focus on providing organisations with

an idea of what they need to consider, rather than what they have to do was

a benefit, “The points you’re making . . . would be really helpful because it’s

to guide people, not be overly prescriptive” and “It’s got to be generic”.

8.4.2 Expanding the roadmap

Despite the generally positive feedback the participants also provided con-

structive comments to help improve the roadmap. As one participant said

“I think it’s a really good start at this. Simple language, easy to understand,

one or two minor gaps” and that it needs some “honing”.



8.4. Results and Discussion 353

Organisational context

External contextual factors. The roadmap does not include broader

contextual factors that need to be considered when adopting convergence,

specifically contextual factors outside of the organisation that have “changed

phenomenally”. For example, in some industries there are regulatory and

Governmental expectations that determine a level of collaboration; in other

projects, such as safe cities, party political agendas raise demands, partic-

ularly in the run-up to elections. These external factors will have a direct

influence on some organisations, and are something they have to consider

when moving to convergence. Yet this also changes the broader context for

all organisations. It raises awareness of collective risk, it influences what is

considered good industry practice, and provides a source of information that

can influence decision-making around convergence. This demonstrates how

the external context needs to be represented on the roadmap.

These external contextual factors also impact the immediate organisational

context. The roadmap specifies that across the move to convergence security

needs to ensure they “align with the business”. Participants considered this

“so critical ”, but wanted to expand this to be more specific by including busi-

ness goals and the business environment. As mentioned above, businesses

that need to recognise regulation will potentially have different requirements

and ways of working to start-ups, and security will need to take this into

account when they consider adopting convergence.
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Senior management buy-in. The roadmap specifies that organisations

need to consider how they will ‘sell the idea’ of convergence to senior man-

agement to secure their buy-in. Participants expanded on this, stating that

senior management need help to understand what convergence is and the

benefits it brings, but also they need to better understand the costs asso-

ciated with failure. There is a limited understanding of the implications of

security failure, which involve “phenomenal amounts of money”, and this is

a problem with no national plan to address it. Security, therefore, needs to

be clear on the costs associated with failure, and be able to turn this impact

into a benefit for the organisation to help secure senior management buy-in.

Evidence for this may come from organisational data, making this a source

of information informing the decision to converge, but one that also plays a

role in presenting the case to senior management to secure their buy-in.

Recognising failures with existing security also provides a baseline to measure

against. This demonstrates whether anticipated benefits are being realised

and allows for “strategic snagging” to help evolve convergence. Participants

highlighted that this evolution is necessary as at the outset of convergence

there are “unknown unknowns”. Organisations will “have a view of what

convergence looks like. . . but it will not look the same in a year or two after

that”, it is important to explain this uncertainty to senior management. Par-

ticipants suggested that this could be reflected in the roadmap as something

that needs to be considered

Is the organisation ready? Participants recognised that security also

needs to be confident that they are ready to embark on convergence, that

they have done the necessary preparation and are ready to implement the
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change. As one participant said “Am I ready? Have I done all my home-

work? ”. To be ready the security teams need to be savvy, up to date, and

have the capability to make the change, and this final check is missing from

the roadmap. This implies a more planned approach, yet this check would

be useful even if a more incremental move to convergence is being adopted.

The workshop discussions reinforced how interconnected the different things

are that organisations need to consider when implementing convergence. Ad-

ditionally, they also highlighted how the contextual factors that need to be

considered from the outset also enable convergence once implemented. This

needs to be more accurately represented on the roadmap, and aligns these

contextual factors with the need for convergence to align with the business.

Evidence sources

Stakeholder concerns. The roadmap needs to better reflect the iden-

tification of stakeholders, who may be both internal and external to the

organisation, and who may not all be visible at the outset of the project.

Organisations need to continually review the stakeholders they seek informa-

tion from, and as personnel change, engagement with stakeholders should not

be a one-time activity. The role of stakeholder engagement in the roadmap

does not accurately reflect the iterative nature of this interaction. Addi-

tionally, stakeholder engagement is only depicted as a source of information,

rather than as part of a broader feedback loop where stakeholders are in-

formed of improvements because of the change to convergence. This needs

to be reflected in the roadmap.

The roadmap also needs to reflect that stakeholder engagement may invoke



8.4. Results and Discussion 356

resistance from staff, and that such resistance may change over time. Security

needs to be prepared for this, establishing the identities and drivers of those

resisting, and considering how this will be dealt with and by whom. Engage-

ments with stakeholders should be discussions, not just a way of informing

them of what is happening. Such engagement is an opportunity to identify

security issues that concern stakeholders, and explore ways that convergence

may be able to deal with these issues more proactively. Engaging rather

than informing stakeholders has been reflected throughout the research, and

this perhaps indicates that there is a role for supporting information to be

provided with the roadmap.

Practitioner expertise. The roadmap misses the opportunity to prompt

organisations to assess their in-house practitioner expertise, and whether they

may need to draw on external capacity such as consultants. There is also

the opportunity to prompt organisations to seek information about good in-

dustry practice, which can be added to the bullets on ‘industry associations’

and ‘industry forums’.

Organisational data. Participants’ comments highlighted the importance

of understanding the organisation before convergence can take place. Partic-

ipants highlighted that incident management is one key source of information

for this, but also having a good view of the network map, and the policies

and procedures is also useful. A review of this organisational data will iden-

tify redundancies, duplication, and gaps that will help inform the design

elements of convergence.
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Design decisions

Roles and responsibilities. As mentioned above, personnel change, but

also roles and responsibilities will evolve over time. This was identified in

the research, but has not been represented on the roadmap. This again

supports the idea that additional supporting information might be necessary

to provide organisations with a deeper understanding of what they need to

consider at each stage of the convergence process.

The roadmap does not provide an indication of how long it takes to action

design decisions. Specifically, the redesign of processes is time consuming. A

review of organisational data may indicate where there are gaps, duplication,

and where revisions need to be made to help design-in convergence, but

the actions required to align the processes, and redevelop them takes time.

This goes beyond ‘Roles and responsibilities’ as indicated on the roadmap

and should be separated into a new section within the ‘Design decisions to

be made’ section. Participants were also clear that “not all things can be

converged ”, but organisations need to ensure they make a conscious decision

about which processes can be.

Cross-cutting committee or forum. Participants highlighted that the

role of a cross-cutting committee was important initially when establishing

interfaces between different areas to converge. The size of the committee,

however, needs to be managed to ensure it does not become too big which

would make decisions difficult. Additionally, the applicability of having a

committee may be dependent on the complexity of the organisation. Par-

ticipants also recognised the use of a cross-cutting committee to feedback
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to stakeholders about security, again highlighting that the mechanisms used

to gather information to inform the design of convergence are applicable

throughout the process. This could be better represented on the roadmap.

Enablers

Leadership. Participants were clear that leaders outside of security en-

able convergence as well as those within it. This aligns with the previous

argument that senior management buy-in is important throughout the im-

plementation of convergence, not just during its initiation. The roadmap

needs to reflect this more clearly.

Participants also commented that the organisation needs people with the

right experience as well as the right skills. This brings into question the

participants’ understanding of this section of the roadmap, as it explains how

leaders have the ability to hire the right people with the right skills, rather

than them themselves having the right skills. Nevertheless the sentiment

that leaders need experience resonates with organisations using practitioner

expertise as an information source when initiating convergence

Opportunity. Participants recognised that providing staff with opportu-

nities to collaborate helps organisations identify risks, and facilitates business

continuity and crisis management. Opportunities for staff to meet fosters a

“bottom-up” convergence, allowing them to identify where it makes sense to

work together, indicating that opportunities for collaboration may be taken

by staff rather than provided through a top-down plan. Participants did

not dismiss the “top-down” approach, however, and stated that convergence
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needs to work both ways, and this needs to be reflected in the roadmap.

Participants provided additional information about how organisations can

provide opportunities to meet, such as end of day or shift debriefs, and offer-

ing a “canteen culture” when people can engage with each other informally.

These provide avenues for the exchange of tacit knowledge, and this demon-

strates how opportunities to meet do not just facilitate collaboration but

shared understanding. This is important as participants highlighted that

convergence is thwarted by a lack of a common language between different

areas of security. This provides support for the roadmap but perhaps indi-

cates that additional information would be useful to supplement the roadmap

and help organisations implement its elements.

Cross-training and upskilling was seen to be essential by the participants, yet

the roadmap does not indicate how to determine what training needs there

are. Participants discussed how this needs to be established by a person

with an overview at the top, who is savvy in all elements of security. This

aligns with having a key person directing convergence, and expands their

remit to also include understanding training needs. Participants offered ex-

amples of training opportunities, like attending the right conferences, or the

development of short online training courses, like cyber awareness training,

to improve culture.

Culture. Participants discussed how a culture of continuous improvement

moves security from being reactive to proactive, and is an indicator of their

level of maturity. Participants questioned, however, how an organisation

should monitor, measure, and change culture. This suggests that this is an

area that organisations may need some help with, and again indicates that
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supporting information on how to achieve the elements of the roadmap may

be beneficial.

Common goal. The roadmap identifies the common goal within security,

indicating that it supports the business. Participants, however, suggested

that the common goal may need to also be in alignment with broader con-

textual factors, for example, political context as discussed previously. This

will depend on the organisation, but again indicates how broader contextual

factors impact convergence across its implementation not just at the outset.

Participants also suggested that the roadmap indicates that the common

goal is made visible to the board level. This aligns with the need for security

to demonstrate that it is delivering a benefit to the organisation, and that

by aligning the goal to the business, and then showing how they are meeting

their goal, this can be achieved.

Planning and Measurement and Evolution

Participants elaborated on the planning, measurement and evolution aspect

of the roadmap. They highlighted that organisations need to establish the

boundary of what they want to achieve to help them get going with conver-

gence. This suggests that the boundary can be as big or small as required,

allowing organisations to determine whether they will make fewer larger

changes, or will take smaller incremental steps towards convergence. This

aligns with the previous research and suggests that additional information

should be added to the roadmap to help organisations.
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Organisations need help in understanding whether they have achieved con-

vergence, and in measuring the impact of their changes, for example, has the

move to convergence resulted in a better use of resources? One participant

suggested the Balanced Scorecard from the Chartered Institute of Manage-

ment Accountants may be helpful in measuring effect, which again indicates

that supporting information about how organisations might implement the

different sections in the roadmap may be beneficial.

Participants recognised the benefits of the enablers regardless of whether an

organisation plans convergence, or whether it is more evolutionary. The evo-

lution of convergence in particular, however, was considered to be closely tied

with the opportunities for staff to instigate convergence from the bottom-up,

and the culture that enables this. Additionally, the need for convergence to

evolve was seen to be important and one participant advocated that any plan

should not be too concrete because “the future always manages to screw with

it”. This again indicates that broader contextual factors can impact con-

vergence, and that its implementation will need to change accordingly. This

provides additional evidence that a blueprint for convergence is not appro-

priate as not only do the contexts in which convergence occur differ, they

can also change.

8.4.3 Using the roadmap

The workshops discussed how the roadmap could be used. As well as provid-

ing a guide for organisations looking to adopt convergence, it was also seen

as a way to assess the status or maturity of an organisation’s convergence

implementation. This was not the intention of the roadmap, and further

research would be needed to understand whether an organisation could use
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it for this purpose, and how they might go about achieving this.

Participants considered the roadmap to be usable by organisations of any

size, although the discussions predominantly referred to larger organisations.

Participants thought that smaller organisations will naturally be converged

because of their more limited resources, whilst larger organisations will have

the existing structure that warrants convergence, and the infrastructure to

manage the suggestions within the roadmap. They thought, however, that

the “amorphous mass in the middle” of medium sized organisations would

find convergence more difficult and might benefit most from the roadmap.

Further research would be needed to explore how usable the roadmap is for

organisations of different sizes.

8.4.4 What would be helpful moving forward?

The workshops indicated the benefits of the roadmap, yet participants iden-

tified additional resources that would be particularly helpful, for example,

the provision of worked examples of how convergence has been implemented

to help establish buy-in for the move to convergence. Participants indicated

this could include case studies of different ways of adopting convergence from

different organisations, with different structural models and different teams

to help understand how organisations have brought security resources to-

gether outside of changes to organisational structure. Case studies were the

original plan for this research before the restrictions imposed in response to

the COVID-19 coronavirus pandemic (see Chapter 3 "Methodology"). This,

in conjunction with participants’ comments that they could provide lots of

information for each section of the roadmap, suggests that there is the op-

portunity to accommodate further supporting information to the roadmap.
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Participants also commented on specific elements where further help would

be advantageous, specifically how to engage people about convergence, how

to manage behaviour change, and how to manage resistance to convergence.

This again suggests that additional supporting information would be helpful

to point organisations at resources they might find helpful.

Lastly, it was mentioned that signposting to relevant empirical studies would

be helpful. Evidence-based practice (EBP) states that the role of academia

should be to provide reviews of literature and research to help organisations

with their decision-making (Briner, 2019). This is another source of informa-

tion that could be provided in addition to the roadmap to help organisations.

8.4.5 Reflections and further research

The roadmap received positive feedback from participants, however, there

were also several suggestions for improvements. This suggests the discus-

sions in the workshop were meaningful, with participants taking the task

seriously and not simply being complimentary about the research. This

gives confidence to both the positive and more constructive aspects of their

feedback. The roadmap stimulated a lot of discussion, but, not every section

of the roadmap was discussed to the same level of detail. This was because

the discussions were directed by the participants, and were time limited;

further workshops would be required to ensure a complete review of every

aspect of the roadmap.

As participants were not anonymous there was the potential for their status,

experience or organisation to elevate their comments during the workshop

and put others off contributing. Although every participant did contribute
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to the discussions it is unclear whether any disagreement was stifled. The

open and flowing nature of the discussions suggests that this was not an

issue, however, future research may need to consider ways of ensuring that

all views are facilitated.

The workshops identified various alterations that improve the roadmap’s

depiction of the considerations that need to be made when adopting conver-

gence. Further workshops would be needed to evaluate the revised version.

In addition, although participants during the workshops did not specifically

state that supporting information was necessary, there were indications that

this would be beneficial. Additional information for the roadmap could be

developed from the findings of this research, and the task of evaluating the

revised roadmap and the supporting information could be completed through

a broad consultation process with people who have experience of working in

convergence. Further research could test the usability of the roadmap in

organisations looking to converge security. This would help to understand

whether the roadmap is usable, how and when it is used, and what support-

ing information is necessary. This would also provide empirical evidence for

its real-world application.

More broadly, further research could provide an in-depth analysis of how

organisations have implemented convergence. A series of case studies across

different organisations, in different industries and at different levels of matu-

rity would help to establish lessons learned, and would provide further insight

into the successes and failures experienced when adopting convergence. This

would provide a “worked example” that can be used by other organisations

when trying to achieve buy-in for the move to convergence. Conducting

case studies of organisations that have implemented convergence would also
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provide an opportunity to explore the perception of convergence across a

broader range of people within a converged organisation, to understand how

it works at different levels of the hierarchy and to expose any alternative

perspectives of how it does or should work.

This research has focused solely on organisations where convergence has been

adopted. There has been no independent verification on the success of their

implementation, rather, effectiveness has been determined by the organisa-

tions themselves. This prompts two further areas of study. First, it would be

advantageous to explore organisations where convergence has been reversed,

or has not been considered successful. This would provide further infor-

mation about what factors contribute to convergence not working. Second,

exploring organisations that have not adopted convergence would expose why

convergence has not been considered, and what barriers there might be to

its adoption.

8.5 Summary and conclusions

This chapter evaluated the roadmap, a practical output from the research

detailed in this thesis. Two online workshops were carried out with a total

of 12 security professionals who have experience of working in convergence.

The workshops aimed to establish whether the roadmap is a complete and

accurate reflection of the considerations needed when an organisation adopts

convergence. The workshops provided positive feedback on the roadmap,

and also indicated areas where the roadmap can be refined to improve its

usefulness. The workshops also identified how the roadmap could be used,

by which organisations, and what additional information would be helpful
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moving forward. There are many areas for future research to evaluate the

proposed changes to the roadmap, and explore the topic of converged security

in more detail, to provide organisations with more information about how

convergence works in real-world settings.



Chapter 9

Conclusions

The blurred boundary between cyber security and the physical world has

been exemplified by a series of well-publicised incidents that have resulted

in varying degrees of disruption and damage. The threat of such attacks

is a cause for concern for organisations, and the security industry has pro-

moted closer collaboration between security teams through convergence to

understand and mitigate such threats.

Industry research has demonstrated that organisations are converging secu-

rity resources, but there is no single model of implementation. Additionally,

convergence needs to be facilitated but despite industry publications pro-

moting convergence, they provide limited information on how to do this and

many of their claims are based on practitioner expertise rather than em-

pirical study. The limited academic empirical research that is available is

grounded in the literature rather than the real-world experiences of those

that have already adopted convergence, and is often not published making it



9.1. Substantive contributions 368

less accessible to practitioners who need it. Evidence-based practice (EBP)

suggests organisations use four different sources of evidence when making de-

cisions: empirical studies, practitioner expertise, stakeholder concerns, and

organisational data. Organisations seeking to adopt convergence, however,

have limited empirical evidence to help them decide whether to adopt con-

vergence, and what convergence will look like in their organisation.

This thesis aimed to understand how convergence is adopted and then to pro-

vide empirical evidence that will help organisations with the decisions they

need to make about convergence. Three qualitative studies were conducted

to establish an in-depth understanding of how convergence works in organi-

sations. The findings of these studies were used to generate a roadmap, and

a final study was carried out to evaluate whether this roadmap was an ac-

curate and complete reflection of what organisations need to consider when

adopting convergence. These studies have made several substantive contri-

butions to the convergence research space which are discussed below. The

methodological contributions are then detailed before providing a review of

the limitations of this research. This chapter closes by presenting how this

research could be extended in the future.

9.1 Substantive contributions

This research has made substantive contributions to the knowledge of con-

vergence. These include:
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1. The identification of the web of interconnected factors that support

convergence, specifically 22 key factors that are important for facili-

tating its effectiveness. Although the literature has demonstrated that

convergence is more than a change to organisational structure and re-

quires facilitation, details of how organisations can achieve this have

been limited. Empirical research has started to identify factors that

facilitate convergence but these have been grounded in the literature

rather than the real-world experiences of those within convergence.

This research has provided empirical evidence of how organisations

can facilitate convergence established from the expertise of those with

experience of convergence. This will provide organisations seeking to

adopt convergence with an understanding of what they need to do to

facilitate its effectiveness.

2. An understanding of the factors that influence an organisation’s deci-

sions about convergence, specifically the identification of the building

blocks that support its instigation and implementation. Although the

literature has promoted the adoption of convergence, there is little em-

pirical evidence that explores how and why an organisation decides to

implement it. This research has provided empirical evidence of the

broad range of drivers for convergence, and the range of evidence-

sources that organisations use to inform their decision-making. This

highlights the limited use of empirical research in the decision-making

process, illustrating the need for more widely available research on

convergence.
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3. A summary and review of the information available on convergence

from a variety of evidence sources. The literature review indicated

that information about convergence is presented in a piecemeal fashion

across multiple industry and academic publications and in unpublished

theses. From an EBP perspective this makes it difficult for organisa-

tions to acquire evidence, that is, to search for and find information

to support their decision to converge security resources. This thesis

provides a synthesis of the literature that could help organisations in

their decision-making, and a review of the methodological limitations

that will help organisations appraise the evidence available. This will

facilitate their adoption of EBP.

4. The development of a roadmap that helps organisations understand

what they need to consider when implementing convergence. Guidance

on how to implement convergence is limited in the detail it provides, it

appears to have no empirical underpinning, and has not been tested.

The roadmap, which is a practical output from this research, provides

organisations with a validated, evidence-based tool to facilitate their

decision-making when adopting and implementing convergence. This

is unique; as one participant of the validation study said “I haven’t

seen anything like this before”.
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9.2 Methodological contributions

This research also has made methodological contributions, including:

1. Demonstrating the value of using EBP as a lens when exploring the

evidence available on convergence. This thesis has demonstrated that

EBP provides a framework to help understand previous research into

convergence and the evidence sources that underpin it, specifically the

limited use of practitioner expertise. This thesis has also highlighted

that EBP can facilitate an understanding of the evidence sources avail-

able to organisations about convergence in the literature, specifically

the limited number of empirical studies and the prevalence of experi-

ential literature based on practitioner expertise. Finally it provides a

structure for presenting the findings of this research to provide more

information about the evidence sources organisations can use when

making decisions about adopting convergence. Consequently this the-

sis makes a methodological contribution by demonstrating the value of

adopting an EBP lens in future research into convergence.

2. Explicitly incorporating practitioner expertise into the research. Con-

vergence is an under-research area with few empirical studies; it is

therefore important to take into account the expertise of those who

have direct experience of converged security to understand how it works

in reality when building the evidence-base. This research incorporates

the real-world experiences of those who work, or who have worked, in

converged security, ensuring this research has high ecological validity.

This provides a different focus from previous academic research, which

is predominantly grounded in the literature and has not specifically
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sought to include the perspectives of practitioners with experience of

convergence.

3. The use of novel mixed qualitative methods. The qualitative methods

used in this research, the Delphi method and particularly epistolary in-

terviews, are under-utilised in security research, especially for explor-

ing how security departments work, their management and decision

making. This research shows that these research methods provide a

different kind of data enabling more in-depth insights into convergence

than more traditional, quantitative research methods. This research

makes a methodological contribution by demonstrating the applicabil-

ity of these research methods to security research, particularly with

participants who hold senior positions. The research has highlighted

how these methods can be employed, how participation can be encour-

aged, and has shown their advantages and disadvantages, facilitating

their use in future research.

4. Demonstrating the benefits of using remote, asynchronous qualitative

methods to establish a broad participation and in-depth insights into

convergence. This research shows the value of these research methods

that enable the collection of qualitative data across geographic and in-

dustry sector boundaries, encouraging participation from people that

might not otherwise be able to contribute to research. This has en-

abled a broad exploration of security, facilitating an expansive view

of convergence that makes the findings of the research more widely

applicable.
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5. The feasibility of a non-security practitioner carrying out research into

convergence. This was not an inhibitor to data collection, and as dis-

cussed in the thesis may have contributed to more open and frank

discussions

9.3 Research limitations

There were several limitations with this research:

1. Participants were recruited from organisations that have adopted con-

vergence, and there was no measure of the effectiveness, or complete-

ness, of convergence in their organisation. Consequently their input

may be based on an inadequate implementation of convergence which

could mean the findings do not represent the most effective way of im-

plementing convergence. This may not impact the underlying themes

of the analysis, however, and as the final output of the research does

not dictate how convergence should be implemented, this should not

be detrimental to the overall outcome from this thesis. Additionally,

it would be difficult to ascertain the effectiveness of any convergence

efforts as there are not the tools available to facilitate this, therefore,

this is a problem that relates to all research on convergence.

2. There is a participation bias in this research. Many participants were

recruited through industry association membership forums, CREST

and ISMA. This means that participants were possibly more engaged

with the security community, and motivated to keep up to date with
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security developments. This means that the participants, and their or-

ganisations, may not be representative of the broader security commu-

nity. The findings from this research are not intended to be generalised,

however, rather this exploratory research is meant to provide an insight

into how convergence works. This means that although there may be

a participation bias towards more mature organisations this may not

be a problem for the findings. It may, however, impact whether the

final output is usable by a broad range of organisations, and this is

discussed further in the future research section below.

3. The research was limited by time and resource constraints. In the Del-

phi study, the analysis of the participants’ comments had to occur after

the study, and therefore, any additional details could not be incorpo-

rated into the key factor descriptions during the study for participant

review. In the validation workshops the two hour time duration limited

the amount of evaluation that could take place. Consequently, partic-

ipants were not able to discuss all the details within the roadmap.

These examples demonstrate the tension in research between allocat-

ing enough time to complete a study, and not requiring so much time

from participants that the research becomes unattractive from a par-

ticipation perspective. This was particularly an issue in this research

where participants were often senior personnel in organisations, and

therefore would be limited in the time they were able to commit to

participating.
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9.4 Future research

There is scope to extend this research, and the following areas for further

research have been identified:

1. The roadmap has been validated, however, the comments from par-

ticipants in the workshop need to be incorporated into its design and

this revised version will also need to be evaluated. This could provide

an opportunity to test the usability of the roadmap in organisations

of different sizes to understand how it works, whether it is usable, and

the supporting information that would be beneficial.

2. Participants in this research were predominantly senior security pro-

fessionals within their organisations. Further research is needed to un-

derstand if the perceptions of convergence, how it works, and whether

it is successful are the same across the organisational hierarchy, and

across different stakeholder groups. This could be extended to explore

whether there are different key factors for stakeholder groups.

3. Reflections on the epistolary interview method from participants and

the researcher have identified the potential for using them in conjunc-

tion with verbal interview methods. Future research could explore the

benefits that such a mixed approach may have in developing an under-

standing of a topic and establishing a deeper insight into it.

4. The epistolary interviews explored the decisions organisations made

about convergence in response to a variety of influencing factors. With

this understanding it would be beneficial for further research to be

undertaken to explore the specific information sources organisations
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use, precisely what information they looked for and found, and how

they used this to inform their decision. This should provide a deeper

understanding of the process organisations go through, and an insight

into the specific evidence sources they use.

5. The roadmap and key factors provide an indication of what organisa-

tions need to consider when adopting convergence, and the analysis

of the key factors has started to explore how this might be achieved.

Further research could explore how different organisations go about

realising the different key factors and roadmap elements. This could

help inform the development of a toolkit that provides practical in-

formation to organisations not just about what they might consider,

but also how they might implement changes to affect the outcome they

want.

6. The roadmap was developed to help organisations navigate the deci-

sions involved in a move to convergence. Following on from the dis-

cussions in the validation workshops there is scope to explore whether

the roadmap could be used as a maturity model, to help organisations

assess their existing convergence implementation and to identify where

improvements can be made. The potential for the roadmap to form

the basis of a convergence standard could also be explored.

7. This research has focused on organisations that have implemented con-

vergence. Future research could explore organisations that have chosen

not to adopt convergence, and/or those that have reverted to siloed

working having previously adopted convergence. This would provide
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insight to why convergence may not be considered applicable to an or-

ganisation, or identify organisational factors that might prevent its im-

plementation. Similarly, it would provide details of the circumstances

that lead to the failure of convergence. This could provide information

about further considerations that organisations seeking to adopt con-

vergence need to account for, and circumstances that those who have

already adopted convergence need to watch out for.

8. Participants in the validation workshops suggested that it would be

useful for organisations to have in-depth examples of how other or-

ganisations have implemented convergence. This would reveal how

convergence is achieved in different industries, at different levels of

maturity, and with different organisational structures. Such research

would provide organisations with information to help them achieve

buy-in, and to inform their own decisions. This type of research would

be considered a case study, and this was the research methodology

that was originally planned for this research (see Section 3.4 "Chang-

ing Research Design"). Case studies provide an opportunity to explore

convergence in detail in an organisation, exploring the perspectives of

different stakeholders, and understanding the decision-making process

from the individuals involved. Such research could also be an oppor-

tunity to further evaluate and extend the roadmap.

9. Finally, the roadmap has been developed specifically to help organi-

sations navigate the decisions involved in the move to converged se-

curity. Further research could ascertain how this road may relate to

more general change management, and whether it could be applied to

other non-security cross-department collaborations.



References

Abidoye, O. (2021). The Significance of Leadership Style on the Information

Security Culture of Mid-Sized California Law Firms: A Qualitative

Delphi Study (Doctoral dissertation). Capella University. https://

www.proquest.com/openview/cb394c1238891d1e4a229124591816e1/

1?pq-origsite=gscholar&cbl=18750&diss=y

Ahuja, M., Aseltine, R., Warren, N., Reisine, S., Williams, P. H., & Cislo, A.

(2018). Challenges faced with the implementation of Web-Based Data

Query Systems for population health: Development of a questionnaire

based on expert consensus. Pilot and Feasibility Studies, 4 (1), 113.

https://doi.org/10.1186/s40814-018-0307-3

Akins, R. B., Tolson, H., & Cole, B. R. (2005). Stability of response charac-

teristics of a Delphi panel: Application of bootstrap data expansion.

BMC Medical Research Methodology, 5 (1), 37. https://doi.org/10.

1186/1471-2288-5-37

Aleem, A., Wakefield, A., & Button, M. (2013). Addressing the weakest link:

Implementing converged security. Security Journal, 26 (3), 236–248.

https://doi.org/10.1057/sj.2013.14

https://www.proquest.com/openview/cb394c1238891d1e4a229124591816e1/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/cb394c1238891d1e4a229124591816e1/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/cb394c1238891d1e4a229124591816e1/1?pq-origsite=gscholar&cbl=18750&diss=y
https://doi.org/10.1186/s40814-018-0307-3
https://doi.org/10.1186/1471-2288-5-37
https://doi.org/10.1186/1471-2288-5-37
https://doi.org/10.1057/sj.2013.14


REFERENCES 379

Allen, B., & Loyear, R. (2017). ESRM and the Path to Security Convergence.

In K. Noakes-Fry (Ed.), Enterprise Security Risk Management: Con-

cepts and Applications (pp. 352–369). Rothstein Publishing.

Amri, M. M. (2020). Effective policy tools for tobacco control: Canadian

public health practitioners’ perspectives. Policy Design and Practice,

3 (4), 370–386. https://doi.org/10.1080/25741292.2020.1747749

Anderson, K. (2007). Convergence: A holistic approach to risk management.

Network Security, 2007 (5), 4–7. https://doi .org/10.1016/S1353-

4858(07)70033-8

Ashenden, D., & Sasse, A. (2013). CISOs and organisational culture: Their

own worst enemy? Computers & Security, 39, 396–405. https://doi.

org/10.1016/j.cose.2013.09.004

Backman, C., Johnston, S., Oelke, N. D., Kovacs Burns, K., Hughes, L.,

Gifford, W., Lacroix, J., & Forster, A. J. (2019). Safe and effective

person- and family-centered care practices during transitions from

hospital to home—A web-based Delphi technique. PLoS ONE, 14 (1).

https://doi.org/10.1371/journal.pone.0211024

Bailenson, J. N. (2021). Nonverbal Overload: A Theoretical Argument for

the Causes of Zoom Fatigue. Technology, Mind, and Behavior, 2 (1).

https://doi.org/10.1037/tmb0000030

Bañuls, V. A., & Burguillos, R. C. (2019). A Delphi approach for the estab-

lishment of the fundamental principles of an Organizational Security

System in Public Administration. Proceedings of the 16th ISCRAM

Conference, 10.

Barends, E., Rousseau, D., & Briner, R. (2014). Evidence-Based Manage-

ment: The Basic Principles. Center for Evidence-Based Management.

https://doi.org/10.1080/25741292.2020.1747749
https://doi.org/10.1016/S1353-4858(07)70033-8
https://doi.org/10.1016/S1353-4858(07)70033-8
https://doi.org/10.1016/j.cose.2013.09.004
https://doi.org/10.1016/j.cose.2013.09.004
https://doi.org/10.1371/journal.pone.0211024
https://doi.org/10.1037/tmb0000030


REFERENCES 380

https ://www.cebma.org/wp- content/uploads/Evidence-Based-

Practice-The-Basic-Principles.pdf

Barends, E., Villanueva, J., Rousseau, D. M., Briner, R. B., Jepsen, D. M.,

Houghton, E., & ten Have, S. (2017). Managerial attitudes and per-

ceived barriers regarding evidence-based practice: An international

survey. PLOS ONE, 12 (10), e0184594. https://doi .org/10.1371/

journal.pone.0184594

Beck, D., Gips, D., & McFarland Pierce, B. (2019). The State of Security

Convergence in the United States, Europe, and India. Asis Inter-

national. https : / /www . asisonline . org / globalassets / foundation /

documents/convergence.pdf

Belton, I., MacDonald, A., Wright, G., & Hamlin, I. (2019). Improving the

practical application of the Delphi method in group-based judgment:

A six-step prescription for a well-founded and defensible process.

Technological Forecasting and Social Change, 147, 72–82. https://

doi.org/10.1016/j.techfore.2019.07.002

Bernard, R. (2007). Information Lifecycle Security Risk Assessment: A tool

for closing security gaps. Computers & Security, 26 (1), 26–30. https:

//doi.org/10.1016/j.cose.2006.12.005

Bernard, R. (2009). What is Convergence? Security Technology Executive,

19 (8), 28–28. http://search.ebscohost.com/login.aspx?direct=true&

db=i3h&AN=43819349&site=eds-live

Bernard, R. (2010). Responsible Disclosure and Physical Security Risk. Se-

curity Technology Executive, 20 (5), 16–16. http://search.ebscohost.

com/login.aspx?direct=true&db=i3h&AN=52408142&site=eds-live

https://www.cebma.org/wp-content/uploads/Evidence-Based-Practice-The-Basic-Principles.pdf
https://www.cebma.org/wp-content/uploads/Evidence-Based-Practice-The-Basic-Principles.pdf
https://doi.org/10.1371/journal.pone.0184594
https://doi.org/10.1371/journal.pone.0184594
https://www.asisonline.org/globalassets/foundation/documents/convergence.pdf
https://www.asisonline.org/globalassets/foundation/documents/convergence.pdf
https://doi.org/10.1016/j.techfore.2019.07.002
https://doi.org/10.1016/j.techfore.2019.07.002
https://doi.org/10.1016/j.cose.2006.12.005
https://doi.org/10.1016/j.cose.2006.12.005
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=43819349&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=43819349&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=52408142&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=52408142&site=eds-live


REFERENCES 381

Bernard, R. (2011). The State of Converged Security Operations. Security

Info Watch. https ://www.securityinfowatch .com/home/article/

10536631/the-state-of-converged-security-operations

Blades, M. (2010). Let’s Forget Convergence. Security Magazine. https://

www.securitymagazine.com/articles/80229-lets-forget-convergence-

1

Braun, V., & Clarke, V. (2014). Successful Qualitative Research: A Practical

Guide for Beginners. Sage Publications.

Braun, V., & Clarke, V. (2006). Using thematic analysis in psychology. Qual-

itative Research in Psychology, 3 (2), 77–101. https://doi .org/10.

1191/1478088706qp063oa

Briner, R. (2019). The Basics of Evidence-Based Practice. People & Strategy,

42 (1), 1–7. https://cebma.org/wp-content/uploads/Briner-The-

Basics-of-Evidence-Based-Practice.pdf

Briner, R., Denyer, D., & Rousseau, D. M. (2009). Evidence-Based Manage-

ment: Concept Cleanup Time? Academy of Management Perspec-

tives, 14. http://www-personal.umich.edu/~prestos/Downloads/

DC/11-11_Brineretal2009.pdf

Brinkmann, S. (2018). The Interview. In N. K. Denzin & Y. S. Lincoln (Eds.),

The SAGE handbook of qualitative research (Fifth edition, pp. 576–

599). SAGE.

Brown, P. A. (2008). A Review of the Literature on Case Study Research.

Canadian Journal for New Scholars in Education/Revue canadienne

des jeunes chercheures et chercheurs en education, 1 (1).

https://www.securityinfowatch.com/home/article/10536631/the-state-of-converged-security-operations
https://www.securityinfowatch.com/home/article/10536631/the-state-of-converged-security-operations
https://www.securitymagazine.com/articles/80229-lets-forget-convergence-1
https://www.securitymagazine.com/articles/80229-lets-forget-convergence-1
https://www.securitymagazine.com/articles/80229-lets-forget-convergence-1
https://doi.org/10.1191/1478088706qp063oa
https://doi.org/10.1191/1478088706qp063oa
https://cebma.org/wp-content/uploads/Briner-The-Basics-of-Evidence-Based-Practice.pdf
https://cebma.org/wp-content/uploads/Briner-The-Basics-of-Evidence-Based-Practice.pdf
http://www-personal.umich.edu/~prestos/Downloads/DC/11-11_Brineretal2009.pdf
http://www-personal.umich.edu/~prestos/Downloads/DC/11-11_Brineretal2009.pdf


REFERENCES 382

Brüggen, E., & Willems, P. (2009). A Critical Comparison of Offline Fo-

cus Groups, Online Focus Groups and E-Delphi. International Jour-

nal of Market Research, 51 (3), 1–15. https : / /doi . org / 10 . 1177 /

147078530905100301

Burns, E. (2010). Developing Email Interview Practices in Qualitative Re-

search. Sociological Research Online, 15 (4), 24–35. https://doi.org/

10.5153/sro.2232

Caelli, K., Ray, L., & Mill, J. (2003). ‘Clear as Mud’: Toward Greater Clarity

in Generic Qualitative Research. International Journal of Qualitative

Methods, 2 (2), 1–13. https://doi.org/10.1177/160940690300200201

Carney, J. (2011). Why Integrate Physical and Logical Security? Cisco. https:

//www.cisco.com/c/dam/en_us/solutions/industries/docs/gov/pl-

security.pdf

Carter, S. M., & Little, M. (2007). Justifying Knowledge, Justifying Method,

Taking Action: Epistemologies, Methodologies, and Methods in Qual-

itative Research. Qualitative Health Research, 17 (10), 1316–1328.

https://doi.org/10.1177/1049732307306927

Cassell, C. (2011). Interviews in Organizational Research. In D. A. Buchanan

& A. Bryman (Eds.), The SAGE handbook of organizational research

methods (Paperback ed, pp. 500–515). SAGE.

Chandler, R., Hambly, B., Holcomb, J., & Ressopoulos, G. (2017). Multi-

vector threats and the argument for greater convergence. Cyber Se-

curity: A Peer Reviewed Journal, 1 (1), 80–91.

CISA. (n.d.). Cybersecurity and Physical Security Convergence. Cybersecu-

rity & Infrastructure Security Agency. https://www.cisa.gov/sites/

default / files / publications / Cybersecurity % 20and % 20Physical %

20Security%20Convergence_508_01.05.2021.pdf

https://doi.org/10.1177/147078530905100301
https://doi.org/10.1177/147078530905100301
https://doi.org/10.5153/sro.2232
https://doi.org/10.5153/sro.2232
https://doi.org/10.1177/160940690300200201
https://www.cisco.com/c/dam/en_us/solutions/industries/docs/gov/pl-security.pdf
https://www.cisco.com/c/dam/en_us/solutions/industries/docs/gov/pl-security.pdf
https://www.cisco.com/c/dam/en_us/solutions/industries/docs/gov/pl-security.pdf
https://doi.org/10.1177/1049732307306927
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20and%20Physical%20Security%20Convergence_508_01.05.2021.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20and%20Physical%20Security%20Convergence_508_01.05.2021.pdf
https://www.cisa.gov/sites/default/files/publications/Cybersecurity%20and%20Physical%20Security%20Convergence_508_01.05.2021.pdf


REFERENCES 383

CISA, FBI, & NSA. (2022). Understanding and Mitigating Russian State-

Sponsored Cyber Threats to U.S. Critical Infrastructure. Retrieved

January 29, 2022, from https://www.cisa.gov/uscert/ncas/alerts/

aa22-011a

Coles-Kemp, L., Jensen, R. B., & Heath, C. P. R. (2020). Too Much Informa-

tion: Questioning Security in a Post-Digital Society. Proceedings of

the 2020 CHI Conference on Human Factors in Computing Systems,

1–14. https://doi.org/10.1145/3313831.3376214

Computer Security Resource Center. (n.d.). ICS. Retrieved March 14, 2022,

from https://csrc.nist.gov/glossary/term/ICS

Contos, B. T. (2007). It’s Collaboration Time. Security: Solutions for Enter-

prise Security Leaders, 44 (4), 60–60. http://search.ebscohost.com/

login.aspx?direct=true&db=bth&AN=24829241&site=eds-live

CPNI. (n.d.). Internet of Things and Industrial Control Systems. https://

web.archive.org/web/20210414144100/https://www.cpni.gov.uk/

internet-things-and-industrial-control-systems

Creswell, J. W., & Poth, C. N. (2018). Qualitative inquiry & research de-

sign: Choosing among five approaches (Fourth edition, international

student edition). SAGE.

Debenham, M. (2007). Epistolary Interviews On-line: A Novel Addition to

the Researcher’s Palette. JISC TechDis. https://www.debenham.org.

uk/personal/Epistolary_Interviews_On-line.pdf

Debenham, M. (2001). Computer mediated communication and disability

support: Addressing barriers to study for undergraduate distance learn-

ers with long-term health problems (Doctoral dissertation). The Open

University. Milton Keynes. http : / / oro . open . ac . uk / 46223 / 15 /

Margaret%20Debenham%20Doctoral%20Thesis%202001.pdf

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
https://doi.org/10.1145/3313831.3376214
https://csrc.nist.gov/glossary/term/ICS
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=24829241&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=24829241&site=eds-live
https://web.archive.org/web/20210414144100/https://www.cpni.gov.uk/internet-things-and-industrial-control-systems
https://web.archive.org/web/20210414144100/https://www.cpni.gov.uk/internet-things-and-industrial-control-systems
https://web.archive.org/web/20210414144100/https://www.cpni.gov.uk/internet-things-and-industrial-control-systems
https://www.debenham.org.uk/personal/Epistolary_Interviews_On-line.pdf
https://www.debenham.org.uk/personal/Epistolary_Interviews_On-line.pdf
http://oro.open.ac.uk/46223/15/Margaret%20Debenham%20Doctoral%20Thesis%202001.pdf
http://oro.open.ac.uk/46223/15/Margaret%20Debenham%20Doctoral%20Thesis%202001.pdf


REFERENCES 384

Dennehy, M. (2021). Preventing Insider Cyberthreats in Organizations: A

Qualitative Delphi Study (Doctoral dissertation). Capella University.

https : //www .proquest . com/openview/ ff0e560c4124a462dd04f9d

43696d70b/1?pq-origsite=gscholar&cbl=18750&diss=y

Denyer, D., & Tranfield, D. (2011). Producing a Systematic Review. In D. A.

Buchanan & A. Bryman (Eds.), The SAGE handbook of organiza-

tional research methods (Paperback ed, pp. 671–689). SAGE.

Denyer, D., Tranfield, D., & van Aken, J. E. (2008). Developing Design

Propositions through Research Synthesis. Organization Studies, 29 (3),

393–413. https://doi.org/10.1177/0170840607088020

de Villiers, M. R., de Villiers, P. J., & Kent, A. P. (2005). The Delphi tech-

nique in health sciences education research. Medical Teacher, 27 (7),

639–643. https://doi.org/10.1080/13611260500069947

Dhillon, G., Syed, R., & Sá-Soares, F. d. (2017). Information security con-

cerns in IT outsourcing: Identifying (in) congruence between clients

and vendors. Information & Management, 54 (4), 452–464. https :

//doi.org/10.1016/j.im.2016.10.002

Diamond, I. R., Grant, R. C., Feldman, B. M., Pencharz, P. B., Ling, S. C.,

Moore, A. M., & Wales, P. W. (2014). Defining consensus: A system-

atic review recommends methodologic criteria for reporting of Del-

phi studies. Journal of Clinical Epidemiology, 67 (4), 401–409. https:

//doi.org/10.1016/j.jclinepi.2013.12.002

Dorey, P., Willison, J., & Sembhi, S. (2012). Converged Security Management

Survey 2012. http://personal.rhul.ac.uk/vsai/149/Convergence%

20Survey%20Final%20070312_V6.pdf

Dorrington, M. (2019). Future Insider Threats: A Delphi Analysis (Doctoral

dissertation). Capella University. https://www.proquest.com/open

https://www.proquest.com/openview/ff0e560c4124a462dd04f9d43696d70b/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/ff0e560c4124a462dd04f9d43696d70b/1?pq-origsite=gscholar&cbl=18750&diss=y
https://doi.org/10.1177/0170840607088020
https://doi.org/10.1080/13611260500069947
https://doi.org/10.1016/j.im.2016.10.002
https://doi.org/10.1016/j.im.2016.10.002
https://doi.org/10.1016/j.jclinepi.2013.12.002
https://doi.org/10.1016/j.jclinepi.2013.12.002
http://personal.rhul.ac.uk/vsai/149/Convergence%20Survey%20Final%20070312_V6.pdf
http://personal.rhul.ac.uk/vsai/149/Convergence%20Survey%20Final%20070312_V6.pdf
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y


REFERENCES 385

view/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&

cbl=18750&diss=y

Elliott, D. (2010). Security Convergence – The Future can be found in the

Past. Publication Title: Security Magazine. https://www.securityma

gazine.com/articles/80241-security-convergence-the-future-can-be-

found-in-the-past-1?v=preview

Ferguson, R. M. (2009). The Construction of Shared Knowledge through

Asynchronous Dialogue (Doctoral dissertation). The Open Univer-

sity. Milton Keynes. https://doi.org/10.21954/OU.RO.00004DC4

Fletcher-Brown, J. (2020). Reflexivity and the challenges of collecting sen-

sitive data in India: A research note. Qualitative Research, 20 (1),

108–118. https://doi.org/10.1177/1468794119833318

Franklin, B. (2005). Industrial Security: Convergence Beyond the Norm.

SDM: Security Distributing & Marketing, 35 (9), 146–146. http://

search . ebscohost . com/ login . aspx ?direct= true&db=bth&AN=

18296340&site=eds-live

Funston, R., Lane Kimbrough, R., MacKinnon, M., & Melek, A. (2007). The

Convergence of Physical and Information Security in the Contect of

Enterprise Risk Management. The Alliance for Enterprise Security

Risk Management. http://ddata.over-blog.com/xxxyyy/0/32/13/

25/aesrm-convergence-in-erm.pdf

Gartner. (n.d.). Definition of Operational Technology (OT). Retrieved March

14, 2022, from https://www.gartner.com/en/information-technolog

y/glossary/operational-technology-ot

Gibson, L. (2010). Using Email Interviews. Realities, University of Manch-

ester. https : / / research . edgehill . ac . uk / ws / portalfiles / portal /

20050535/09-toolkit-email-interviews.pdf

https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.proquest.com/openview/a4d99fce9f29030c1593d5c9bc7af44c/1?pq-origsite=gscholar&cbl=18750&diss=y
https://www.securitymagazine.com/articles/80241-security-convergence-the-future-can-be-found-in-the-past-1?v=preview
https://www.securitymagazine.com/articles/80241-security-convergence-the-future-can-be-found-in-the-past-1?v=preview
https://www.securitymagazine.com/articles/80241-security-convergence-the-future-can-be-found-in-the-past-1?v=preview
https://doi.org/10.21954/OU.RO.00004DC4
https://doi.org/10.1177/1468794119833318
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=18296340&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=18296340&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=18296340&site=eds-live
http://ddata.over-blog.com/xxxyyy/0/32/13/25/aesrm-convergence-in-erm.pdf
http://ddata.over-blog.com/xxxyyy/0/32/13/25/aesrm-convergence-in-erm.pdf
https://www.gartner.com/en/information-technology/glossary/operational-technology-ot
https://www.gartner.com/en/information-technology/glossary/operational-technology-ot
https://research.edgehill.ac.uk/ws/portalfiles/portal/20050535/09-toolkit-email-interviews.pdf
https://research.edgehill.ac.uk/ws/portalfiles/portal/20050535/09-toolkit-email-interviews.pdf


REFERENCES 386

Gill, P. M., & Howell, C. (2016). Tackling Cyber Crime: The Role of Private

Security. Perpetuity Research; Consultancy International.

Granitto, J. (2018). The physical key to cybersecurity. Security Info Watch. h

ttps://www.securityinfowatch.com/access-identity/article/12419422/

the-physical-key-to-cybersecurity

Griffor, E. R., Greer, C., Wollman, D. A., & Burns, M. J. (2017). Framework

for cyber-physical systems: Volume 1, overview (tech. rep. NIST SP

1500-201). National Institute of Standards and Technology. Gaithers-

burg, MD. https://doi.org/10.6028/NIST.SP.1500-201

Guba, E. G., & Lincoln, Y. S. (1989). Fourth generation evaluation. Sage

Publications.

Haqaf, H., & Koyuncu, M. (2018). Understanding key skills for information

security managers. International Journal of Information Manage-

ment, 43, 165–172. https://doi.org/10.1016/j.ijinfomgt.2018.07.013

Harrison, H., Birks, M., Franklin, R., & Mills, J. (2017). Case Study Re-

search: Foundations and Methodological Orientations. Forum Qual-

itative Sozialforschung / Forum: Qualitative Social Research, 18 (1).

https://doi.org/10.17169/fqs-18.1.2655

Hasson, F., Keeney, S., & McKenna, H. (2000). Research guidelines for the

Delphi survey technique. Journal of Advanced Nursing, 32 (4), 1008–

1015. https://doi.org/https://doi.org/10.1046/j.1365-2648.2000.t01-

1-01567.x

Hoffman, T. (2006). Security Convergence. The physical and information

security departments of many organizations are beginning to come

together. Computerworld, (7), 46–47. http://search.ebscohost.com/

login.aspx?direct=true&db=edsbl&AN=RN183067070&site=eds-

live

https://www.securityinfowatch.com/access-identity/article/12419422/the-physical-key-to-cybersecurity
https://www.securityinfowatch.com/access-identity/article/12419422/the-physical-key-to-cybersecurity
https://www.securityinfowatch.com/access-identity/article/12419422/the-physical-key-to-cybersecurity
https://doi.org/10.6028/NIST.SP.1500-201
https://doi.org/10.1016/j.ijinfomgt.2018.07.013
https://doi.org/10.17169/fqs-18.1.2655
https://doi.org/https://doi.org/10.1046/j.1365-2648.2000.t01-1-01567.x
https://doi.org/https://doi.org/10.1046/j.1365-2648.2000.t01-1-01567.x
http://search.ebscohost.com/login.aspx?direct=true&db=edsbl&AN=RN183067070&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=edsbl&AN=RN183067070&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=edsbl&AN=RN183067070&site=eds-live


REFERENCES 387

Howarth, F. (2008). Merge defences for better security. Computer Weekly,

14–14.

Hsu, C.-C., & Sandford, B. A. (2007). The Delphi Technique: Making Sense

of Consensus. Practical assessment, research, and evaluation, 12 (1),

10. https://doi.org/10.7275/PDZ9-TH90

Humphrey-Murto, S., Varpio, L., Wood, T. J., Gonsalves, C., Ufholz, L.-A.,

Mascioli, K., Wang, C., & Foth, T. (2017). The Use of the Delphi and

Other Consensus Group Methods in Medical Education Research: A

Review. Academic Medicine, 92 (10), 1491–1498. https://doi.org/10.

1097/ACM.0000000000001812

Humphrey-Murto, S., Wood, T. J., Gonsalves, C., Mascioli, K., & Varpio, L.

(2020). The Delphi Method. Academic Medicine, 95 (1), 168. https:

//doi.org/10.1097/ACM.0000000000002887

ICS-CERT. (2016). Recommended Practice: Improving Industrial Control

System Cybersecurity with Defense-in-Depth Strategies. Department

of Homeland Security. https : / / us - cert . cisa . gov / sites / default /

files/recommended_practices/NCCIC_ICS-CERT_Defense_in_

Depth_2016_S508C.pdf

IOMA. (2005a). Bridging the Gap Between You & Your New Partners in

Risk. Security Director’s Report, 5 (1), 4–7. http://search.ebscohost.

com/login.aspx?direct=true&db=bth&AN=15391328&site=eds-

live

IOMA. (2005b). Maximizing the ROI From Physical and IT Security Con-

vergence. Security Director’s Report, 5 (4), 1–12. http : / / search .

ebscohost.com/login.aspx?direct=true&db=bth&AN=16388383&

site=eds-live

https://doi.org/10.7275/PDZ9-TH90
https://doi.org/10.1097/ACM.0000000000001812
https://doi.org/10.1097/ACM.0000000000001812
https://doi.org/10.1097/ACM.0000000000002887
https://doi.org/10.1097/ACM.0000000000002887
https://us-cert.cisa.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://us-cert.cisa.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://us-cert.cisa.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=15391328&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=15391328&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=15391328&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=16388383&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=16388383&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=16388383&site=eds-live


REFERENCES 388

IOMA. (2008). How Companies Can Overcome Barriers to an Integrated

Security Strategy. Security Director’s Report, 8 (4), 1–12. http ://

search . ebscohost . com/ login . aspx ?direct= true&db=bth&AN=

31534338&site=eds-live

Janita. (2016). DDoS attack halts heating in Finland amidst winter. Metropoli-

tan.fi. http://metropolitan.fi/entry/ddos-attack-halts-heating-in-

finland-amidst-winter

Jorm, A. F. (2015). Using the Delphi expert consensus method in mental

health research. Australian & New Zealand Journal of Psychiatry,

49 (10), 887–897. https://doi.org/10.1177/0004867415600891

Kamariza, Y. (2017). Implementation of information security policies in pub-

lic organizations: Top management as a success factor (Doctoral

dissertation). Jönköping University International Business School.

https://diva-portal.org/smash/get/diva2:1154975/FULLTEXT01.

pdf

Kamp, G. (2016). Security Convergence in a Critical Infrastructure (Master’s

thesis). Leiden University. https://studenttheses.universiteitleiden.

nl/access/item%3A2665403/view

Kannus, K., & Ilvonen, I. (2018). Future Prospects of Cyber Security in

Manufacturing: Findings from a Delphi Study. Proceedings of the

51st Hawaii International Conference on System Sciences, 10.

Kaplan, D. (2012). Adjoining Islands. SC Magazine: For IT Security Pro-

fessionals, 23 (2), 22–26. http://search.ebscohost.com/login.aspx?

direct=true&db=iih&AN=70484814&site=eds-live

Kinslow, J. (2006). Physical and IT Security. Journal of Security Education,

2 (1), 75–91. https://doi.org/10.1300/J460v02n01_06

http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=31534338&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=31534338&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=31534338&site=eds-live
http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter
https://doi.org/10.1177/0004867415600891
https://diva-portal.org/smash/get/diva2:1154975/FULLTEXT01.pdf
https://diva-portal.org/smash/get/diva2:1154975/FULLTEXT01.pdf
https://studenttheses.universiteitleiden.nl/access/item%3A2665403/view
https://studenttheses.universiteitleiden.nl/access/item%3A2665403/view
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=70484814&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=70484814&site=eds-live
https://doi.org/10.1300/J460v02n01_06


REFERENCES 389

Koetzle, L. (2005). A United Defense. Harvard Business Review, 83 (9), 28–

28. http://search.ebscohost.com/login.aspx?direct=true&db=bth&

AN=18300261&site=eds-live

Lalonde, M. (2018). Combining Strengths: Cyber and Physical Security Con-

vergence. The Conference Board of Canada. http://rgdoi.net/10.

13140/RG.2.2.31955.02083

Larson, L. (2009). Security Convergence: Establishing a Baseline of Best

Practices in Industry (Doctoral dissertation). Walden University. Col-

lege of Management, Technology.

Lauver, M. (2021). Top 6 physical security predictions for 2022. Security

Magazine. https://www.securitymagazine.com/articles/96817-top-

6-physical-security-predictions-for-2022

Lee, R., Assante, M., & Conway, T. (2014). Media report of the Baku-Tbilisi-

Ceyhan (BTC) pipeline Cyber Attack. SANS Institute.

Leyden, J. (2014). Sony Pictures hack is Hollywood’s ’Snowden moment’ say

infosec bods. The Register. https://www.theregister.com/2014/12/

19/sony_hackers_stole_credentials/

Loy, K. (2018). Implementing Cybersecurity Best Practices in Five Steps.

Security Industry Association. https://www.securityindustry.org/

2018/09/14/ implementing - cybersecurity - best - practices - in - five -

steps/

Maarop, N., Mohd Zam, M. F., Samy, G. N., Manaf, A. A., Munshi, A.,

& Magalingam, P. (2021). A Qualitative Insight of Success Fac-

tors of Information Security Management System. 2021 7th Interna-

tional Conference on Research and Innovation in Information Sys-

tems (ICRIIS), 1–6. https://doi.org/10.1109/ICRIIS53035.2021.

9617070

http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=18300261&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=18300261&site=eds-live
http://rgdoi.net/10.13140/RG.2.2.31955.02083
http://rgdoi.net/10.13140/RG.2.2.31955.02083
https://www.securitymagazine.com/articles/96817-top-6-physical-security-predictions-for-2022
https://www.securitymagazine.com/articles/96817-top-6-physical-security-predictions-for-2022
https://www.theregister.com/2014/12/19/sony_hackers_stole_credentials/
https://www.theregister.com/2014/12/19/sony_hackers_stole_credentials/
https://www.securityindustry.org/2018/09/14/implementing-cybersecurity-best-practices-in-five-steps/
https://www.securityindustry.org/2018/09/14/implementing-cybersecurity-best-practices-in-five-steps/
https://www.securityindustry.org/2018/09/14/implementing-cybersecurity-best-practices-in-five-steps/
https://doi.org/10.1109/ICRIIS53035.2021.9617070
https://doi.org/10.1109/ICRIIS53035.2021.9617070


REFERENCES 390

Markmann, C., Darkow, I.-L., & von der Gracht, H. (2013). A Delphi-based

risk analysis — Identifying and assessing future challenges for sup-

ply chain security in a multi-stakeholder environment. Technological

Forecasting and Social Change, 80 (9), 1815–1833. https://doi.org/

10.1016/j.techfore.2012.10.019

Mcfadzean, E., Ezingeard, J.-N., & Birchall, D. (2011). Information As-

surance and Corporate Strategy: A Delphi Study of Choices, Chal-

lenges, and Developments for the Future. IS Management, 28, 102–

129. https://doi.org/10.1080/10580530.2011.562127

Melendez, J. C., Luse, A., Townsend, A. M., & Mennecke, B. (2008). Con-

vergence of Physical and Logical Security: A Pre-implementation

Checklist. MWAIS 2008 Proceedings. https://citeseerx.ist.psu.edu/

viewdoc/download?doi=10.1.1.891.3330&rep=rep1&type=pdf

Merriam, S. B., & Tisdell, E. J. (2015). Qualitative research: A guide to

design and implementation (Fourth edition). John Wiley & Sons.

Messmer, E. (2010). Converging physical and IT security. Network World,

27 (2), 14–14. http://search.ebscohost.com/login.aspx?direct=true&

db=iih&AN=47756714&site=eds-live

Miami jail security breach studied. (2013). Tampa Bay Times. https://www.

tampabay.com/news/miami-jail-security-breach-studied/2129991/

Mimoso, M. S. (2009). A Sustainable Relationship. Information Security,

11 (6), 31–36. http://search.ebscohost.com/login.aspx?direct=true&

db=iih&AN=52346250&site=eds-live

Minocha, S., & Morse, D. R. (2010). Supporting distributed team working in

3D virtual worlds: A case study in Second Life. Interactive Technology

and Smart Education, 7 (4), 200–219. https : / /doi . org / 10 . 1108/

17415651011096021

https://doi.org/10.1016/j.techfore.2012.10.019
https://doi.org/10.1016/j.techfore.2012.10.019
https://doi.org/10.1080/10580530.2011.562127
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.891.3330&rep=rep1&type=pdf
https://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.891.3330&rep=rep1&type=pdf
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=47756714&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=47756714&site=eds-live
https://www.tampabay.com/news/miami-jail-security-breach-studied/2129991/
https://www.tampabay.com/news/miami-jail-security-breach-studied/2129991/
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=52346250&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=iih&AN=52346250&site=eds-live
https://doi.org/10.1108/17415651011096021
https://doi.org/10.1108/17415651011096021


REFERENCES 391

Moore, J. (2007). Security’s new unified command. FCW. https://fcw.com/

articles/2007/07/23/securitys-new-unified-command.aspx

Morrison, K. (2008). Marx, Durkheim, Weber: Formations of modern social

thought (2nd edition). SAGE Publications.

NCSC. (2022). NCSC joins US partners to promote understanding and mit-

igation of Russian state-sponsored cyber threats. Retrieved January

29, 2022, from https://www.ncsc.gov.uk/news/ncsc-us-partners-

promote-understanding-mitigation-russian-state-sponsored-cyber-

threats

Open Security Exchange. (2008). Security Convegence Roadmap. Open Secu-

rity Exchange. https://drive.google.com/file/d/1Ax6T4TQu5xiwjtl-

Kxt0gWlGPMxfB6Oe/view

Ordinal Scale: Definition, Level of Measurement and Examples. (2018). Re-

trieved March 31, 2022, from https://www.questionpro.com/blog/

ordinal-scale/

Padayachee, K. (2016). An assessment of opportunity-reducing techniques in

information security: An insider threat perspective. Decision Support

Systems, 92, 47–56. https://doi.org/10.1016/j.dss.2016.09.012

Peterson, A. (2014). The Sony Pictures hack, explained. Washington Post.

https://www.washingtonpost.com/news/the-switch/wp/2014/12/

18/the-sony-pictures-hack-explained/

Polonia, F., & Sa-Soares, F. d. (2013). Key Issues in Information Systems

Security Management. Thirty Fourth Internation Conference on In-

formation systems, 14.

Ponemon Institute. (2018). Measuring & Managing the Cyber Risks to Busi-

ness Operations. Tenable. https://www.tenable.com/infographics/

https://fcw.com/articles/2007/07/23/securitys-new-unified-command.aspx
https://fcw.com/articles/2007/07/23/securitys-new-unified-command.aspx
https://www.ncsc.gov.uk/news/ncsc-us-partners-promote-understanding-mitigation-russian-state-sponsored-cyber-threats
https://www.ncsc.gov.uk/news/ncsc-us-partners-promote-understanding-mitigation-russian-state-sponsored-cyber-threats
https://www.ncsc.gov.uk/news/ncsc-us-partners-promote-understanding-mitigation-russian-state-sponsored-cyber-threats
https://drive.google.com/file/d/1Ax6T4TQu5xiwjtl-Kxt0gWlGPMxfB6Oe/view
https://drive.google.com/file/d/1Ax6T4TQu5xiwjtl-Kxt0gWlGPMxfB6Oe/view
https://www.questionpro.com/blog/ordinal-scale/
https://www.questionpro.com/blog/ordinal-scale/
https://doi.org/10.1016/j.dss.2016.09.012
https://www.washingtonpost.com/news/the-switch/wp/2014/12/18/the-sony-pictures-hack-explained/
https://www.washingtonpost.com/news/the-switch/wp/2014/12/18/the-sony-pictures-hack-explained/
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations


REFERENCES 392

ponemon-report-measuring-managing-the-cyber-risks-to-business-

operations

PriceWaterhouseCoopers. (2010). Convergence of security risks. PriceWa-

terHouseCoopers. https://gisf .ngo/wp-content/uploads/2014/09/

0254-PriceWaterhouseCoopers-et-al-2010-Convergence-of-Security-

Risks.pdf

Rabelo, L., Ballestas, A., Ibrahim, B., & Valdez, J. (2021). Preliminary Stud-

ies of the Security of the Cyber-Physical Smart Grids. In H. Florez

& M. F. Pollo-Cattaneo (Eds.), Applied Informatics (pp. 449–461).

Springer International Publishing. https://doi.org/10.1007/978-3-

030-89654-6_32

Radichel, T. (2014). Case study: Critical Controls that Could Have Prevented

Target Breach. SANS Institute. https ://sansorg . egnyte . com/dl/

g5ykEMZpIk

Ragan, S. (2014). Hackers suggest they had physical access during attack on

Sony Pictures. CSO Online. https://www.csoonline.com/article/

2851649/hackers-suggest-they-had-physical-access-during-attack-

on-sony-pictures.html

Rahman, S. M., & Donahue, S. E. (2010). Convergence of Corporate and

Information Security. International Journal of Computer Science and

Information Security, 7 (1), 63–68. http://arxiv.org/abs/1002.1950

Randazzo, M. (2022). Why the insider threat will motivate cyber and phys-

ical teams to collaborate more than ever in 2022. IFSEC Global |

Security and Fire News and Resources. https ://www. ifsecglobal .

com/cyber- security/why- the- insider- threat-will-motivate- cyber-

and-physical-teams-to-collaborate-more/

https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://www.tenable.com/infographics/ponemon-report-measuring-managing-the-cyber-risks-to-business-operations
https://gisf.ngo/wp-content/uploads/2014/09/0254-PriceWaterhouseCoopers-et-al-2010-Convergence-of-Security-Risks.pdf
https://gisf.ngo/wp-content/uploads/2014/09/0254-PriceWaterhouseCoopers-et-al-2010-Convergence-of-Security-Risks.pdf
https://gisf.ngo/wp-content/uploads/2014/09/0254-PriceWaterhouseCoopers-et-al-2010-Convergence-of-Security-Risks.pdf
https://doi.org/10.1007/978-3-030-89654-6_32
https://doi.org/10.1007/978-3-030-89654-6_32
https://sansorg.egnyte.com/dl/g5ykEMZpIk
https://sansorg.egnyte.com/dl/g5ykEMZpIk
https://www.csoonline.com/article/2851649/hackers-suggest-they-had-physical-access-during-attack-on-sony-pictures.html
https://www.csoonline.com/article/2851649/hackers-suggest-they-had-physical-access-during-attack-on-sony-pictures.html
https://www.csoonline.com/article/2851649/hackers-suggest-they-had-physical-access-during-attack-on-sony-pictures.html
http://arxiv.org/abs/1002.1950
https://www.ifsecglobal.com/cyber-security/why-the-insider-threat-will-motivate-cyber-and-physical-teams-to-collaborate-more/
https://www.ifsecglobal.com/cyber-security/why-the-insider-threat-will-motivate-cyber-and-physical-teams-to-collaborate-more/
https://www.ifsecglobal.com/cyber-security/why-the-insider-threat-will-motivate-cyber-and-physical-teams-to-collaborate-more/


REFERENCES 393

Ritchey, D. (2017). An Urge to Converge. Security: Solutions for Enterprise

Security Leaders, 54 (2), 10–10. http://search.ebscohost.com/login.

aspx?direct=true&db=i3h&AN=121168669&site=eds-live

Ritchey, D. (2018). The Unstoppable Convergence Between Physical and

Cybersecurity. Security magazine. https://www.securitymagazine.

com/articles/88847-the-unstoppable-convergence-between-physical-

and-cybersecurity?v=preview

Rotondi, A., & Gustafson, D. (1996). Theoretical, Methodological and Prac-

tical Issues Arising out of the Delphi Method. In M. Adler & E. Ziglio

(Eds.), Gazing into the oracle: The Delphi method and its application

to social policy and public health (pp. 34–55). Jessica Kingsley Pub-

lishers.

Rousseau, D. M. (2018). Making evidence-based organizational decisions in

an uncertain world. Organizational Dynamics, 47 (3), 135–146. https:

//doi.org/10.1016/j.orgdyn.2018.05.001

Rowley, J. (2002). Using case studies in research. Management Research

News, 25 (1), 16–27. https://doi.org/10.1108/01409170210782990

Sabbagh, B. A., & Kowalski, S. (2015). A Socio-technical Framework for

Threat Modeling a Software Supply Chain. IEEE Security Privacy,

13 (4), 30–39. https://doi.org/10.1109/MSP.2015.72

Sanchez, G. (2015). Case Study: Critical Controls that Sony should have

Implemented. https://sansorg.egnyte.com/dl/xZ10arL86x

Saunders, M. N. K., Lewis, P., & Thornhill, A. (2012). Research methods for

business students (6th ed). Pearson.

Schultz, E. E. (2007). Risks due to convergence of physical security sys-

temsand information technology environments. Information Security

http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=121168669&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=121168669&site=eds-live
https://www.securitymagazine.com/articles/88847-the-unstoppable-convergence-between-physical-and-cybersecurity?v=preview
https://www.securitymagazine.com/articles/88847-the-unstoppable-convergence-between-physical-and-cybersecurity?v=preview
https://www.securitymagazine.com/articles/88847-the-unstoppable-convergence-between-physical-and-cybersecurity?v=preview
https://doi.org/10.1016/j.orgdyn.2018.05.001
https://doi.org/10.1016/j.orgdyn.2018.05.001
https://doi.org/10.1108/01409170210782990
https://doi.org/10.1109/MSP.2015.72
https://sansorg.egnyte.com/dl/xZ10arL86x


REFERENCES 394

Technical Report, 12 (2), 80–84. https://doi.org/10.1016/j.istr.2007.

06.001

Shadbolt, N., & Smart, P. (2015). Knowledge Elicitation: Methods, Tools

and Techniques. In J. R. Wilson & S. Sharples (Eds.), Evaluation

of human work (Fourth edition, pp. 163–200). CRC Press, Taylor &

Francis Group.

Shariff, N. J. (2015). Utilizing the Delphi Survey Approach: A Review. Jour-

nal of Nursing & Care, 04 (03). https : //doi . org /10 . 4172/2167 -

1168.1000246

Sharples, S., & Cobb, S. (2015). Methods for Collecting and Observing Par-

ticipant Responses. In J. R. Wilson & S. Sharples (Eds.), Evaluation

of human work (Fourth edition, pp. 83–118). CRC Press, Taylor &

Francis Group.

Shaw, S., & Smith, N. (2010). Mitigating risks by integrating business con-

tinuity and security. Journal of Business Continuity & Emergency

Planning, 4 (4), 329–337. http://search.ebscohost.com/login.aspx?

direct=true&db=bth&AN=57268825&site=ehost-live

Skulmoski, G. J., Hartman, F. T., & Krahn, J. (2007). The Delphi Method for

Graduate Research. Journal of Information Technology Education:

Research, 6 (1), 1–21. https://www.learntechlib.org/p/111405/

Slater, D. (2005). Physical and IT Security Convergence: The Basics. CSO

Online. https://www.csoonline.com/article/2117824/physical-and-

it-security-convergence--the-basics.html

Symantec. (2018). Internet Security Threat Report Volume 23 (tech. rep.

Volume 23). Retrieved January 15, 2021, from https://docs.broadco

m.com/doc/istr-23-2018-en

https://doi.org/10.1016/j.istr.2007.06.001
https://doi.org/10.1016/j.istr.2007.06.001
https://doi.org/10.4172/2167-1168.1000246
https://doi.org/10.4172/2167-1168.1000246
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=57268825&site=ehost-live
http://search.ebscohost.com/login.aspx?direct=true&db=bth&AN=57268825&site=ehost-live
https://www.learntechlib.org/p/111405/
https://www.csoonline.com/article/2117824/physical-and-it-security-convergence--the-basics.html
https://www.csoonline.com/article/2117824/physical-and-it-security-convergence--the-basics.html
https://docs.broadcom.com/doc/istr-23-2018-en
https://docs.broadcom.com/doc/istr-23-2018-en


REFERENCES 395

Symantec. (2019). Internet Security Threat Report (tech. rep. Volume 24).

https://img03.en25.com/Web/Symantec/%7B1a7cfc98-319b-4b97-

88a7-1306a3539445%7D_ISTR_24_2019_en.pdf

Tetnowski, J. (2015). Qualitative Case Study Research Design. Perspectives

on Fluency and Fluency Disorders, 25 (1), 39–45. https://doi.org/

10.1044/ffd25.1.39

Tricco, A. C., Antony, J., Zarin, W., Strifler, L., Ghassemi, M., Ivory, J.,

Perrier, L., Hutton, B., Moher, D., & Straus, S. E. (2015). A scoping

review of rapid review methods. BMC Medicine, 13 (1), 224. https:

//doi.org/10.1186/s12916-015-0465-6

Tyson, D. (2007). Security Convergence: Managing Enterprise Security Risk.

Elsevier.

Willis, J., Valenti, R., & Inman, D. (2010). Traditional Qualitative Research

Methods. Completing a professional practice dissertation: A guide for

doctoral students and faculty (pp. 197–216). Information Age Pub.

Willison, J. (2009). Security Convergence and ERM: A Case for the Conver-

gence of Corporate Physical and IT Security Management. AESRM.

Willison, J. (2015). ’Blended Threats’: Defending the Business Community.

Risk UK. https://www.slideshare.net/slideshow/embed_code/key/

D9fPW7F0oGSNEl

Willison, J. (2016a). 56% of security professionals favour a single cyber phys-

ical team as a security management style and 38% separate teams

with 6% unsure. https ://www. linkedin . com/pulse/56 - security -

professionals-favour-single-cyber-team-james/

Willison, J. (2016b). Security Convergence and the Internet of Things: What

is Happening? IFSEC Global | Security and Fire News and Resources.

https://img03.en25.com/Web/Symantec/%7B1a7cfc98-319b-4b97-88a7-1306a3539445%7D_ISTR_24_2019_en.pdf
https://img03.en25.com/Web/Symantec/%7B1a7cfc98-319b-4b97-88a7-1306a3539445%7D_ISTR_24_2019_en.pdf
https://doi.org/10.1044/ffd25.1.39
https://doi.org/10.1044/ffd25.1.39
https://doi.org/10.1186/s12916-015-0465-6
https://doi.org/10.1186/s12916-015-0465-6
https://www.slideshare.net/slideshow/embed_code/key/D9fPW7F0oGSNEl
https://www.slideshare.net/slideshow/embed_code/key/D9fPW7F0oGSNEl
https://www.linkedin.com/pulse/56-security-professionals-favour-single-cyber-team-james/
https://www.linkedin.com/pulse/56-security-professionals-favour-single-cyber-team-james/


REFERENCES 396

https://www.ifsecglobal.com/global/security-convergence-and-the-

internet-of-things-what-is-happening/

Willison, J., & Sembhi, S. (2017). Supporting Enterprise Security Risk Man-

agement: How vendors can support ESRM and CSM strategies. Axis

Communications.

Willison, J., Sembhi, S., & Kloet, F. (2012). Security convergence and FMs:

The learning curve. IFSEC Global | Security and Fire News and

Resources. https://www.ifsecglobal .com/uncategorized/security-

convergence-and-fms-the-learning-curve/

Wilson, T. (2008). New Ways of Mediating Learning: Investigating the impli-

cations of adopting open educational resources for tertiary education

at an institution in the United Kingdom as compared to one in South

Africa. The International Review of Research in Open and Distributed

Learning, 9 (1). https://doi.org/10.19173/irrodl.v9i1.485

Wilson, T., & McAndrew, P. (2009). Evaluating how five higher education

institutions worldwide plan to use and adapt open educational re-

sources, 13. http : / / oro . open . ac . uk / 17011 / 1 / 918Wilsonand _

McAndrewCAPITAL_paperfrom_INTED_CD.pdf

Witty, R., Voster, W., Thielemann, K., Zhang, J., Olyaei, S., & Care, J.

(2019). Predicts 2020: Security and Risk Management Programs. Gart-

ner. https://www.aiuken.com/en/forms/request-gartner-predicts-

2020

Wood, M., & Su, F. (2017). What makes an excellent lecturer? Academics’

perspectives on the discourse of ‘teaching excellence’ in higher edu-

cation. Teaching in Higher Education, 22 (4), 451–466. https://doi.

org/10.1080/13562517.2017.1301911

https://www.ifsecglobal.com/global/security-convergence-and-the-internet-of-things-what-is-happening/
https://www.ifsecglobal.com/global/security-convergence-and-the-internet-of-things-what-is-happening/
https://www.ifsecglobal.com/uncategorized/security-convergence-and-fms-the-learning-curve/
https://www.ifsecglobal.com/uncategorized/security-convergence-and-fms-the-learning-curve/
https://doi.org/10.19173/irrodl.v9i1.485
http://oro.open.ac.uk/17011/1/918Wilsonand_McAndrewCAPITAL_paperfrom_INTED_CD.pdf
http://oro.open.ac.uk/17011/1/918Wilsonand_McAndrewCAPITAL_paperfrom_INTED_CD.pdf
https://www.aiuken.com/en/forms/request-gartner-predicts-2020
https://www.aiuken.com/en/forms/request-gartner-predicts-2020
https://doi.org/10.1080/13562517.2017.1301911
https://doi.org/10.1080/13562517.2017.1301911


REFERENCES 397

Woodruff, S. (2020). Practical Cybersecurity Controls for Countering the

Insider Threat: A Qualitative Delphi Study (Doctoral dissertation).

Capella University. https://proquest.com/openview/24c09c03213a

4b20284842b81456979c

Zalud, B. (2009). Convergence 2.0 : Things are coming together as business

and IT needs quickly meld with physical security’s mission. Security:

Solutions for Enterprise Security Leaders, 46 (2), 18–25. http://searc

h.ebscohost.com/login.aspx?direct=true&db=i3h&AN=36619559&

site=eds-live

Zalud, B. (2010). Convergence: Leap and the Net Will Appear. Security:

Solutions for Enterprise Security Leaders, 47 (4), 28–34. http://searc

h.ebscohost.com/login.aspx?direct=true&db=i3h&AN=50801055&

site=eds-live

Zetter, K. (2013a). Prison Computer ’Glitch’ Blamed for Opening Cell Doors

in Maximum-Security Wing. Wired. https://www.wired.com/2013/

08/computer-prison-door-mishap/

Zetter, K. (2013b). Researchers Hack Building Control System at Google

Australia Office. Wired. https://www.wired.com/2013/05/googles-

control-system-hacked/

Zetter, K. (2016). Inside the Cunning, Unprecedented Hack of Ukraine’s

Power Grid. Wired. https://www.wired.com/2016/03/inside-cunnin

g-unprecedented-hack-ukraines-power-grid/

Ziglio, E. (1996). The Delphi Method and its Contribution to Decision-

Making. In M. Adler & E. Ziglio (Eds.), Gazing into the oracle: The

Delphi method and its application to social policy and public health

(pp. 3–33). Jessica Kingsley Publishers.

https://proquest.com/openview/24c09c03213a4b20284842b81456979c
https://proquest.com/openview/24c09c03213a4b20284842b81456979c
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=36619559&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=36619559&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=36619559&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=50801055&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=50801055&site=eds-live
http://search.ebscohost.com/login.aspx?direct=true&db=i3h&AN=50801055&site=eds-live
https://www.wired.com/2013/08/computer-prison-door-mishap/
https://www.wired.com/2013/08/computer-prison-door-mishap/
https://www.wired.com/2013/05/googles-control-system-hacked/
https://www.wired.com/2013/05/googles-control-system-hacked/
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/


Appendices



Appendix A

Initial interviews



A1. Initial interviews - email invitation 400

A1 Initial interviews - email invitation

Email Invitation: 7th August 2019

Title: Understanding the adoption of security convergence in real world settings -

research invitation

Dear xxx

<insert relevant link to previous discussions, or to introduction from person who

has suggested them as potential interviewee>

I am seeking senior security staff to interview as part of the research I am carrying

out for my PhD. My research is under the supervision of Professor Debi Ashenden

at the University of Portsmouth.

My research is focused on the convergence of security resources (physical, cyber

and personnel) within organisations. I am interested in understanding how or-

ganisations adopt a converged approach, how they facilitate collaboration between

different security resources, and what challenges this approach brings.

The interview will last approximately 60 minutes, and will cover topics such as:

1. What does convergence look like in your organisation?

2. What instigated your organisation taking a more collaborative approach?

3. How do you facilitate collaboration between security groups?

4. What are the challenges and barriers to collaboration?

5. How do you measure effectiveness of convergence?

An audio recording will be taken of the interview to enable the discussion to be

accurately transcribed for analysis. A transcription service specialising in handling

sensitive and confidential information will be used to transcribe the recording (see



A1. Initial interviews - email invitation 401

https://www.avrtranscriptionltd.co.uk/). The transcription will be anonymised to

ensure it contains no identifying information. All interview data will be stored

on my University of Portsmouth’s Google Drive that only I have access to. The

recording will be deleted as soon as it is transcribed.

The interview will be confidential, unless you disclose dangerous or illegal practices,

or information that suggests people are at risk of physical harm. In these circum-

stances I will have to break confidentiality, and seek guidance from my supervisor,

Professor Debi Ashenden. If possible, I will tell you if I have to do this.

It is anticipated that the findings from this interview study will scope future research

in this area, with the aim of providing the security industry with tools or resources

that will facilitate a holistic security approach. The findings will be included in the

write up for my PhD as well as potentially being included in publications, however,

no identifying information will be included, as your anonymity is important.

If you decide to participate in an interview it is important that you do so voluntarily.

Also it is important that you have the appropriate authority to take part, and that

by participating you will not jeopardise your relationship with your employer.

During the interview you are not obliged to answer any questions if it is not ap-

propriate. After the interview you will be sent an anonymised transcript of the

interview. This will help you to determine if you would like to withdraw some or

all of your interview from the study. You will be asked to do this within one week.

By participating you will be helping advance research in this important area.

I hope this email provides you with all the information you need, however, if you

have any questions, please do not hesitate to email me.

If you would like to take part in this research, please email me to make arrange-

ments. It is important that you understand that by arranging to be interviewed,

you agree that
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1. you have had time to understand the details of the research, and ask any

questions you have;

2. you are participating voluntarily;

3. you understand that the interview will be recorded and are happy with how

your interview data will be stored.

Finally, my PhD is funded by the Centre for Research and Evidence on Security

Threats (CREST; https://crestresearch.ac.uk/). CREST is an independent Centre

commissioned by the Economic and Social Research Council (ESRC) and which is

funded in part by the UK security and intelligence agencies. This research has been

cleared by the CREST Security Research Ethics Committee and the University of

Portsmouth’s ethics committee.

Thank you for taking the time to read this email. I do hope you will choose to

participate in this research, and if not, I hope that you will find the findings of

interest.

Many thanks

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)
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A2 Initial interviews - pre and post script

Scripts: 1st July 2019

A2.1 Pre-script (before the interview)

This research is being carried out as part of a CREST funded PhD, and has been

cleared by the CREST Security Research Ethics Committee and the University of

Portsmouth’s ethics committee.

As agreed I will be making an audio recording of the interview to enable an accurate

transcription of the discussion for analysis. The transcription will be anonymised to

ensure it contains no identifying information, and stored securely. Once transcribed

the recording will be deleted.

I want to make sure that you are participating in this interview voluntarily, and

that you know you do not have to answer any questions, or divulge any information

if you do not think it is appropriate to do so. You are free to stop the interview at

any time.

Do you have any questions?

On this basis, are you happy to begin?
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A2.2 Post-script (after the interview)

Many thanks for taking part in this research. It is hoped that the findings from this

interview, and others, will scope future research in this area. The general findings

will be included in the write up for my PhD as well as potentially being included in

future publications, however, no identifying information will be included, as your

anonymity is important.

Just to remind you the recording of this interview will be stored on my University

of Portsmouth Google Drive. It will be securely sent to a transcription service

specialising in handling sensitive and confidential information. Once transcribed,

all recordings will be deleted. All transcriptions will be anonymised.

I will send you a copy of the anonymised transcript and will give you one week to

review it to determine if there is anything that you would rather I did not include

in my findings, or if you would like to withdraw your entire interview. I will then

either redact the appropriate information from the interview or will withdraw the

whole interview from the study.

Do you have any questions for me, or anything you would like to add?

If you do think of any questions please feel free to email me. Also, if you have any

concerns or complaints about the research or the way it has been managed please

email my supervisor Professor Debi Ashenden (I will have Debi’s contact details

printed out)
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B1 Developing draft key factors from initial

interview analysis



Theme/Sub theme Description Original draft key factor Final key factor

THEME: Helping convergence
happen

There are several different factors that can help an organisation converge their security function, although they need to be mindful that
no one thing will make convergence happen, and that it is a journey rather than a one time occurrence to move to a converged function

SUBTHEME: Convergence is
more than an organisational
structure

There are various things that can facilitate cross unit collaboration, over and above simply putting people in the same unit on an
organisation chart.

1 Cross-cutting
documentation

Providing documentation that outlines security
from a broad perspective to inform people
how security should work holistically

Documentation outlines security
holistically, and directs collaboration

(Security staff are provided training
documentation about how convergence
will be adopted, and the roles and
responsibilities within a converged
security function)

Security is considered holistically in
communications, documentation and
training. Effort is made to detail why
convergence is important, and how it will
be adopted.

2 Cross-cutting forums and
committees

Forums or committees that work across the
security function provide a vehicle for
collaboration and sharing of information,
requests for help and provision of input from
across the function

Cross cutting committees and forums are
formed with membership across different
security disciplines.

Cross cutting committees and forums are
formed with membership across different
security disciplines.

3 Cross-cutting
responsibilities (job design)

Building into the job role responsibilities that
cut across different areas of security mean
that an employee has collaboration built into
their job role.

Security staff have clearly defined
responsibilities outlined in their job
descriptions, which specify when and with
who collaboration should occur to prevent
overlap of duties.

Roles and responsibilities are clearly
defined in job descriptions, which specify
when and with who collaboration should
occur to prevent overlap of duties.

4 Processes move between
teams

Designing processes that signpost
collaboration across the security function

Security processes are designed to
signpost where collaboration should
occur.

Security is considered holistically in
communications, documentation and
training. Effort is made to detail why
convergence is important, and how it will
be adopted.



SUBTHEME: Convergence is not
easy

Convergence is not necessarily an easy transition to make. It is not a one time change and it requires continuous effort over time to
make it happen.  Also, not everyone will agree so there will be resistance to the change.

5 Collaboration requires
continuous effort

Need to keep momentum for changes to stick,
it takes constant effort, and a culture of
continuous improvement. Convergence is not
a one time change but an evolving process

Security has a culture of continuous
improvement

(Security functions apply continuous effort
to maintain the changes implemented as
part of adopting convergence.)

Security has the time and resources to
reflect on how they can improve
convergence as the approach evolves
over time, and to maintain changes
implemented as part of it’s adoption.

6 It's a lengthy process It takes time to implement changes and put a
team in place and for benefits to be seen.
Convergence is not a one time change but
develops over time.

Security has the time and resources to
focus on facilitating convergence as the
approach evolves

Security has the time and resources to
reflect on how they can improve
convergence as the approach evolves
over time, and to maintain changes
implemented as part of it’s adoption.

7 Lack of information on how
to converge

There is a lack of information to help
organisations adopt convergence

Guidance helps the organisation to
develop a converged approach

Evidence based information signposts
organisations through the decisions
around implementing convergence.

Guidance signposts organisations
through the decisions around
implementing convergence.

8 Not everyone will buy in Across the business, even within security, not
everyone will engage with the new way of
working. Some will resist it and others will go
along with it simply because they have to
rather than actually buying into it
wholeheartedly. There may even be
resentment as focus on security, along with
investment, particularly considering the view
that they obstruct the functioning of the
business.

There is an effort to sell the approach to
security and the rest of the organisation

Security is considered holistically in
communications, documentation and
training. Effort is made to detail why
convergence is important, and how it will
be adopted.

9 Too busy to reflect on
security

There isn’t enough time to reflect on security
as everyone is so busy with competing
priorities, resulting in a reactive rather than
proactive approach. This means that
reflecting on how converged security is
working and how to improve is sidelined

Security has the time and resources to
reflect on how to improve, and to plan and
establish new ways of working

Security has the time and resources to
reflect on how they can improve
convergence as the approach evolves
over time, and to maintain changes
implemented as part of it’s adoption.



SUBTHEME: Cultural
Characteristics of a converged
organisation

Converged security aligns with a forward thinking culture within the security function that seeks to improve through collaboration and
learning

10 A culture of asking for and
offering involvement

Open dialogue between different teams
ensures that people within security are not
only on the same page, but also facilitates
opportunities to ask for or offer support.
However, this would need to be acceptable
within the culture of the organisation or
meeting.

There is a culture within the security
function that encourages involvement
across security disciplines, facilitating staff
to ask for, and offer, support to their
colleagues

The security function has a mindset of
collaboration that encourages staff to ask
for, and offer, support to their colleagues
to achieve a common aim.

11 A focus on improvement Across organisations there is a focus on
improvement and progression. This aligns
with the idea that it takes time to converge
security resources, so it’s not a one time
change but is evolving. Similarly the focus on
improvement potentially means that they don’t
have to get it right first time, but look to
improve over time.

Security has a culture of continuous
improvement

(Security functions apply continuous effort
to maintain the changes implemented as
part of adopting convergence.)
--
Security has the time and resources to
reflect on how to improve, and to plan and
establish new ways of working

Security has the time and resources to
reflect on how they can improve
convergence as the approach evolves
over time, and to maintain changes
implemented as part of it’s adoption.

12 A mindset of collaboration Convergence needs to come from a culture
where everyone is on the same side
collaborating, not fighting each other

Security staff work together to achieve a
common aim for security

The security function has a mindset of
collaboration that encourages staff to
request and provide support in order to
achieve a common aim.

13 A willingness to learn
outside your area

In order to work together and provide holistic
security there is a need to cross skill. This
help understand how can better work together
or how other areas impact your own work

Security staff are willing to learn about and
be involved in areas outside of their
immediate remit

Security staff are willing to learn about
and be involved in areas outside of their
immediate remit



SUBTHEME: Factors that
facilitate convergence

Convergence can be facilitated by a variety of factors that help bring people together and understand the nature of a converged security
function

14 Accessibility to staff Security staff are closely located to each other so
collaboration is easier

Different security resources work in close
physical proximity to each other to
facilitate formal and informal knowledge
sharing and collaboration opportunities.

Security staff have regular opportunities
to formally and informally share
knowledge and information to facilitate
collaboration and build relationships

15 Clearly defined
responsibilities

Having clearly defined roles helps collaboration
because people know what they have to do and
there is less opportunity for overlap which could
lead to in-fighting

Security staff have clearly defined
responsibilities outlined in their job
descriptions, which specify when and with
who collaboration should occur to prevent
overlap of duties

Roles and responsibilities are clearly
defined in job descriptions, which specify
when and with who collaboration should
occur to prevent overlap of duties.

16 Educating people in
convergence

Helping people to recognise how security fits
together and how you cannot have cyber security
without physical and personnel security and vice
versa

Education which helps people understand
security holistically

Security is considered holistically in
communications, documentation and
training. Effort is made to detail why
convergence is important, and how it will
be adopted.

17 Get going (conflict
here)

In order to converge security you just need to get
going.

However, in hindsight an organisation that took
this approach found that it would have been better
to have had an idea of how they would work
beforehand.

Convergence is planned and documented
before its implementation.

Security takes a step towards
implementing convergence to see
improvements as soon as possible.

Convergence is planned and
documented before its implementation.

Security takes early steps towards the
implementation of convergence, before
they have a complete view of the final
outcome, so they can start to see
improvements as soon as possible.

18 Regular meetings to
converge process

Regular meetings provide the opportunity for
identifying collaboration opportunities, and
knowledge sharing. However, regular meetings
are not enough on their own as there needs to be
a shared understanding about security, and
meetings on their own will not guarantee this.

Regular meetings take place with different
security resources to enable knowledge
sharing and information and to facilitate
collaboration

Security staff have regular opportunities
to formally and informally share
knowledge and information to facilitate
collaboration and build relationships

19 Smaller organisations
find it easier (not sure
about this)

The size of the organisation might impact how
easier convergence is, with smaller organisations
more adept at adopting convergence

Not a key factor



20 SUB - SUBTHEME:
The importance of the
people

Aside from organising people in the right way and with the right processes, there are characteristics and behaviours from the people
involved that facilitate convergence. This is from senior management through to the security staff themselves

21 A leader can help
collaboration

Leaders have an integral role in facilitating and directing security and collaboration. They have an important role in setting the culture of the
whole security function and in presenting security across the organisation.

22 Key person leading
and directing security

Key person who directs and facilitates
collaboration across security teams and makes
strategic decisions helps drive improvement

(Key person?) Security leaders direct and
coordinate the convergence effort. (They
have the skills to plan for and implement
convergence, and secure the necessary
resources.)

A key person within security has a vision
for convergence. They advocate and
direct the approach, facilitating
collaboration by moderating relationships
and setting the culture within the security
function.

23 Key person moderating
collaboration

Key person who facilitates and moderates
relationships during collaboration and keeps
engagement focused at the correct level

Security leaders actively manage and
facilitate convergence. They mediate
relationships and moderate collaboration,
to manage friction and barriers, and to
maintain a focus on security

24 Key person sets the
tone or culture

Key person sets the tone of security and the
culture, one of making suggestions and
collaborating, and building relationships across the
business. Needs to be positive and engaged in
security to help the rest of the security team.
Leads by example.

Security leaders set the culture of
collaboration through their behaviours,
which demonstrate and encourage
broader engagement

25 Key person to
coordinate risk
(overview of security)

Having a key person who coordinates risks helps
provide a holistic view of security when business
facing.

(Key person?) Security leaders direct and
coordinate the convergence effort. (They
have the skills to plan for and implement
convergence, and secure the necessary
resources.)

26 Having the right people Security need the autonomy to hire the right people, not just those who fit the mould. This is particularly pertinent considering the outward
facing role security plays. It’s not just about security personnel having the right skills but the right capability, flexibility and attitude too. Good
people will leave and having the right people who are capable means that they can cover in such situations

27 Capability Capability to learn and flexibility Security staff are open minded and have
the capability and willingness to explore
new ways of achieving security and
embrace new ways of working.
(skills??)

Security staff are open minded and have
the capability and willingness to explore
new ways of achieving security, embrace
new ways of working and develop new
skills

28 Personality and
attitude

Willingness of staff

29 Right skills Having the required skills Senior management allows security Security leaders have the autonomy to



leaders the autonomy to hire the right
people to fill skills gaps, without needing
to adhere to conventional hires

hire the right people to fill skills gaps,
without needing to adhere to
conventional job roles

30 The role of senior
management

Senior management also play an important role in facilitating security and convergence. However, there is a conflict between their
responsibility for supporting security and their understanding of it.

31 Security needs
appropriate investment

With a more holistic view of security budget
decisions needs to be informed and appropriate
investment given to security function as a whole,
rather than being skewed towards one discipline
or another

Security management views security
holistically, and do not focus or prioritise
any one discipline over the others,
particularly with budgets

Security is viewed holistically and
investment does not prioritise any one
discipline over the others

32 Senior leaders don’t
understand security

Senior leaders may have an incomplete or
different view of security. Whether it is the idea of
threat or intelligence, or the concept that it is all
about cyber. This can happen even when senior
leaders are within security depending on the route
they have taken to get there.

(Coding is mainly about leader
understanding though) It is understood
that there is not a consistent level of
security knowledge across the security
function [including across the leadership
team]. Staff recognise the differences in
how people view security, what they
understand about security, and how to
carry out security work.

It is recognised that there is not a
consistent level of security knowledge
across the security function, including
within the leadership team.

33 Senior management
show security is
important

Senior management can help support security by
shining a light onto them as a function which
demonstrates their importance to security
themselves as well as the rest of the organisation.

Senior staff shine a light on security, to
hold them to account and to demonstrate
their importance to the rest of the
organisation.

Senior management understand security
enough to communicate about security
effectively across the organisation.

Senior management invests in security

Senior management emphasise the
importance of security as a function to
the rest of the organisation as well as to
hold them to account.

34 SUBTHEME:
Organisational
structure to facilitate
convergence

Organisational structures can help convergence
take shape, by placing all security elements in one
function. However, there is a need to recognise
any conflict of interest within this to prevent
covering up risks and failings

Different security resources are within the
same organisational function, under the
same management team.

Different security resources are within the
same organisational function, under the
same management team.



THEME: Consequences of
convergence

Convergence brings a more holistic and consistent approach to security within the business, reducing duplicated effort. Such benefits can
be seen across the organisation from those on the receiving end of security service as well as those participating in the collaboration.
However, there are other consequences of convergence that need to be managed if it is to be a success, such as the potential conflict and
discrepancy within heterogeneous teams.

SUBTHEME: The
consequences of bringing
together different disciplines

Bringing together different disciplines can bring benefits to security in terms of providing a broader view of how to secure an organisation,
but can also bring challenges such as conflict which need to be addressed in order to get the most out of a converged function

35 But security may not
understand security

As convergence brings different people together
from different disciplines, backgrounds and with
different skills and expectations this means that
people within security will have different
understandings of security, some will understand
less about security, and less about what people
from non-security backgrounds are doing.

It is understood that there is not a
consistent level of security knowledge
across the security function. Staff
recognise the differences in how people
view security, what they understand about
security, and how to carry out security
work.

It is recognised that there is not a
consistent level of security knowledge
across the security function, including
within the leadership team.

36 Different disciplines
have different
perspectives

People from different disciplines will have different
ideas about security, from their previous
experience, training and background and the
requirements of the discipline This means they will
take different approaches to security.

Teams within security are diverse

(and the differences are seen to be
beneficial. Sharing knowledge and
different viewpoints is actively sought to
provide a more holistic and improved view
of security)
(communication aspect here too)

Teams within security are diverse and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to identify a
common approach which reconciles
differences to provide a more holistic and
improved view of security

37 Heterogeneity provides
a broader security
perspective

Utilising people with different disciplines,
backgrounds, skills, expectations and approaches
means that there is the opportunity for a broader
perspective on how to achieve security. By
collaborating, different disciplines are able to look
at a security problem more broadly.

Different people have different skills and
backgrounds which is beneficial for a holistic view
of security. However, such differences might mean
different constructions of security which may need
to be reconciled.

Teams within security are diverse, and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to provide a
more holistic and improved view of
security.
(communication aspect here too)
(seeking a broader range of skills -
recruitment)

Teams within security are diverse and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to identify a
common approach which reconciles
differences to provide a more holistic and
improved view of security

38 Homogeneity leads to
'Them vs Us'

If you group people together in homogenous
groups it doesn’t encourage collaboration or
understanding of different disciplines, and
although can help gel the group together well, it

Teams within security are diverse, and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to provide a

Teams within security are diverse and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to identify a



means that anyone outside of the group is an
outsider

more holistic and improved view of
security.
(communication aspect here too)
(conflict)

common approach which reconciles
differences to provide a more holistic and
improved view of security

39 There may be conflict In order for different disciplines to work together
differences between them will need to be
reconciled or managed. It is possible that although
different perspectives can be beneficial to
providing a more holistic and broad view of
security, such differences may also cause conflict
within the team which will need to be addressed if
the team is to function effectively, and the conflict
to be healthy rather than destructive.

Teams within security are diverse, and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to provide a
more holistic and improved view of
security.
(communication aspect here too)

Teams within security are diverse and the
differences are seen to be beneficial.
Sharing knowledge and different
viewpoints is actively sought to identify a
common approach which reconciles
differences to provide a more holistic and
improved view of security

THEME: What prompts
convergence

What do organisations understand of convergence and why have they chosen to adopt it?

SUBTHEME: What is
convergence

Convergence aims to bring together different security functions to look at security for an organisation in a broader, more holistic manner.
However, there needs to be a pulling together of the information, not just the people

40 Converged security is
drawing together
information from
across security

In order to achieve convergence information
needs to be aggregated from different sources,
processed and used to the benefit of the
organisation.

Information from different security
resources is aggregated to provide a
holistic view of organisational security

Information from different security
resources is aggregated to provide a
holistic view of organisational security

Cross-cutting theme

41 Communication Communication is a key theme that cuts across
many of the other themes from the analysis.

Security leaders have [a vision for
convergence, and] the communications
skills to sell the idea to security staff,
senior management and the broader
organisation

Security staff have the communication
skills to accurately and effectively
communicate to other security staff, to
non-security audiences, and to senior
management about what they do.

Security staff have good communication
skills, enabling them to accurately and
effectively share knowledge with each
other, and to engage with senior
management and the wider organisation
about security and convergence.
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B2 Identifying draft key factors

Identifying draft key factors from the literature and aligning with those from the initial interview analysis

B2.1 Interview key factors

# KF from interviews Experience Science

1 Security is considered holistically in communica-

tions, documentation and training. Effort is made

to detail why convergence is important, and how

it will be adopted INC single source for document

creation. (NB removed and pulled into documen-

tation - joint processes, training, and stakeholder

eng)

Allen and Loyear (2017), Carney (2011),

Lalonde (2018), Tyson (2007), and Willison

(2009)

Funston et al. (2007)
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# KF from interviews Experience Science

2 Cross cutting committees and forums - inc coun-

cil - are formed with membership across different

security disciplines.

Bernard (2007, 2009, 2010), IOMA (2005a,

2008), Kamp (2016), Messmer (2010), Moore

(2007), Rahman and Donahue (2010), and

Tyson (2007)

Funston et al. (2007)

3 Roles and responsibilities - inc reporting lines and

authority and ownership- are clearly defined in job

descriptions, which specify when and with who

collaboration should occur to prevent overlap of

duties.

Chandler et al. (2017), Elliott (2010),

IOMA (2008), Kamp (2016), Kinslow

(2006), Lalonde (2018), Larson (2009), Mi-

moso (2009), Rahman and Donahue (2010),

Ritchey (2017), Tyson (2007), and Willison

(2009)

Beck et al. (2019), Funston et al. (2007),

and Kamp (2016)
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# KF from interviews Experience Science

4 Security has the time and resources to reflect on

how they can improve convergence as the ap-

proach evolves over time, and to maintain changes

implemented as part of it’s adoption - it takes

time, it evolves - allows issues to be addressed

early. Need resource to actually implement con-

vergence - implementation team

Bernard (2011), Lalonde (2018), Ritchey

(2017), Tyson (2007), and Willison (2009)

Beck et al. (2019) and Kamp (2016)

5 Guidance -include and consultants and prexisting

expertise or knowledge - signposts organisations

through the decisions around implementing con-

vergence.

Kinslow (2006) and Tyson (2007) Funston et al. (2007)

6 The security function has a mindset of collabo-

ration that encourages staff to request and pro-

vide support in order to achieve a common aim,

including during the process of converging. (NB

combined with 17)

Hoffman (2006), Rahman and Donahue

(2010), and Tyson (2007)

Funston et al. (2007) and Gill and Howell

(2016)
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# KF from interviews Experience Science

7 Security staff are willing to learn about and be

involved in areas outside of their immediate remit

(NB combined with 12)

IOMA (2005b), Lalonde (2018), Mimoso

(2009), Moore (2007), and Tyson (2007)

Funston et al. (2007) and Gill and Howell

(2016)

8 Security staff have regular opportunities to for-

mally and informally share knowledge and infor-

mation to facilitate collaboration and build rela-

tionships - inc because of location, and learning

from each other - cross skill training - this needs

to come out of here and need to check references

to see which align with this - testing together -

beer at pub, get to know staff

Chandler et al. (2017), Lalonde (2018), Mi-

moso (2009), Moore (2007), Rahman and

Donahue (2010), Shaw and Smith (2010),

Tyson (2007), and Willison (2009)

Beck et al. (2019) and Gill and Howell

(2016)

9 Convergence is planned - do I want to include and

documented - inc understand who needs to col-

laborate and who needs engagement, how conver-

gence will be implemented - before its implemen-

tation. (NB combined with L16)

Anderson (2007), Bernard (2011), Chandler

et al. (2017), Kamp (2016), Kaplan (2012),

Larson (2009), and Tyson (2007)

Beck et al. (2019), Funston et al. (2007),

and Larson (2009)
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# KF from interviews Experience Science

10 Security takes early, - include incremental - steps

towards the implementation of convergence, - do

I want to include the next bit... before they have

a complete view of the final outcome - so they can

start to see improvements as soon as possible - low

hanging fruit.

Allen and Loyear (2017), Funston et al.

(2007), IOMA (2008), Kamp (2016), and

Tyson (2007)

Beck et al. (2019) and Kamp (2016)

11 A key person within security - split to 11 b aspect

about a vision for convergence. They advocate

and direct the approach, - -inc understand differ-

ent perspectives and - facilitating collaboration by

moderating relationships and setting the culture

within the security function.

Allen and Loyear (2017), Anderson (2007),

Chandler et al. (2017), IOMA (2005a, 2008),

Kinslow (2006), Lalonde (2018), Larson

(2009), Messmer (2010), Mimoso (2009),

Moore (2007), Rahman and Donahue (2010),

Ritchey (2017, 2018), Willison (2009), and

Zalud (2009)

Beck et al. (2019), Funston et al. (2007),

Gill and Howell (2016), and Larson

(2009)
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# KF from interviews Experience Science

11b A key person within security has a vision for con-

vergence - inc leadership role inc champion. They

understand the breadth of security within the or-

ganisation, advocate the approach - Sell the ap-

proach to senior team - inc how can be done, prob-

lems and how mitigate them.

Allen and Loyear (2017), Bernard (2011),

Carney (2011), Franklin (2005), Funston et

al. (2007), Kamp (2016), Kaplan (2012),

Kinslow (2006), Lalonde (2018), Larson

(2009), Mimoso (2009), Ritchey (2018),

Shaw and Smith (2010), and Tyson (2007)

Beck et al. (2019), Funston et al. (2007),

and Gill and Howell (2016)

12 Security staff are open minded and have the ca-

pability and willingness to explore new ways of

achieving security, embrace new ways of working

and develop new skills. (NB combined with 17)

Chandler et al. (2017), Mimoso (2009), Rah-

man and Donahue (2010), and Tyson (2007)

13 Security leaders have the autonomy to hire the

right people to fill skills gaps, without needing to

adhere to conventional job roles (NB combined

with L14 and L12)

Bernard (2011) and Tyson (2007)
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# KF from interviews Experience Science

14 Security is viewed holistically and investment does

not prioritise any one discipline over the others

Chandler et al. (2017)

15 Senior management emphasise the importance of

security as a function to the rest of the organi-

sation as well as to hold them to account - inc

empowering and advocacy for the approach .

Carney (2011), Chandler et al. (2017), Fun-

ston et al. (2007), IOMA (2008), Kamp

(2016), Lalonde (2018), Larson (2009),

Messmer (2010), Mimoso (2009), Rahman

and Donahue (2010), Ritchey (2017, 2018),

Tyson (2007), Willison (2009), and Zalud

(2009)

Beck et al. (2019), Funston et al. (2007),

Kamp (2016), and Larson (2009)

16 Different security resources are within the same

organisational function, under the same manage-

ment team - inc whether the departments are kept

separate or merged.

Anderson (2007), IOMA (2008), Lalonde

(2018), Larson (2009), Messmer (2010),

Moore (2007), Rahman and Donahue (2010),

Tyson (2007), and Willison (2009)

Beck et al. (2019), Gill and Howell

(2016), and Larson (2009)
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# KF from interviews Experience Science

17 Teams within security are diverse and the differ-

ences are seen to be beneficial. Sharing knowl-

edge and different viewpoints is actively sought to

identify a common approach which reconciles dif-

ferences to provide a more holistic and improved

view of security (NB combined with 6)

Chandler et al. (2017), Franklin (2005), Hoff-

man (2006), Kamp (2016), Ritchey (2018),

Shaw and Smith (2010), and Tyson (2007)

Gill and Howell (2016) and Kamp (2016)

18 Information from different security resources is ag-

gregated to provide a holistic view of organisa-

tional security

Elliott (2010), Hoffman (2006), IOMA

(2005a, 2008), Lalonde (2018), Larson

(2009), and Tyson (2007)

Dorey et al. (2012)

19 It is recognised that there is not a consistent level

of security knowledge across the security function

- including cross cutting threat- , including within

the leadership team. (NB combined with 20)

Gill and Howell (2016)
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# KF from interviews Experience Science

20 Security staff have good communication skills, en-

abling them to accurately and effectively share

knowledge with each other, and to engage with

senior management and the wider organisation

about security and convergence.

Chandler et al. (2017), IOMA (2008),

Lalonde (2018), Moore (2007), Ritchey

(2017), Shaw and Smith (2010), and Tyson

(2007)

Beck et al. (2019), Funston et al. (2007),

Gill and Howell (2016), and Willison

(2009)
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B2.2 Literature key factors

# KF from literature Experience Science

1 Everyone on the same page - Common Goal

to work on and for convergence, look at risk

holistically, whether overarching goal or task

based goal

Allen and Loyear (2017), Bernard (2007,

2011), Elliott (2010), IOMA (2008),

Kamp (2016), Lalonde (2018), Moore

(2007), Rahman and Donahue (2010),

Shaw and Smith (2010), Tyson (2007),

and Zalud (2010)

Aleem et al. (2013), Beck et al. (2019),

Funston et al. (2007), Gill and Howell

(2016), and Kamp (2016)

2 Task based convergence - inc formalisation -

Joint procedures, processes, framework, stan-

dards, assessment testing, built in via key

touch points - inc or via a GSOC (NB com-

bined with documentation)

Bernard (2011), Carney (2011), IOMA

(2005a, 2008), Kinslow (2006), Lalonde

(2018), Moore (2007), Rahman and Don-

ahue (2010), Tyson (2007), and Willison

(2009)

Beck et al. (2019), Dorey et al. (2012),

Funston et al. (2007), and Kamp

(2016)
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3 Metrics to show success and failure to board,

security and organisation - measure progress

(NB combined with 15 goals and fatigue)

Aleem et al. (2013), Allen and Loyear

(2017), Funston et al. (2007), IOMA

(2005b), and Tyson (2007)

Funston et al. (2007) and Kamp

(2016)

4 Training on convergence, upskilling staff - this

is different to cross-skill how -it’s not cross

skilling is in here - this is professional de-

velopment opportunities, which includes cross

skilling - inc accreditation

Aleem et al. (2013), Allen and Loyear

(2017), Bernard (2011), Chandler et al.

(2017), Kamp (2016), Kaplan (2012),

Koetzle (2005), Lalonde (2018), Rahman

and Donahue (2010), Shaw and Smith

(2010), and Tyson (2007)

Beck et al. (2019), Funston et al.

(2007), and Kamp (2016)

5 Training on business thinking (NB combined

with 4 above)

Aleem et al. (2013)
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# KF from literature Experience Science

6 Culture change through training, education,

new norms and new staff - maybe this should

be encouraging culture change - might fit with

facilitating collaboration - ’build the capacity

for change’ (NB combined with I11)

Aleem et al. (2013), Moore (2007), and

Tyson (2007)

7 Evangelise the approach to the board and the

organisation (NB combined with 10 stakehold-

ers)

Aleem et al. (2013), Allen and Loyear

(2017), IOMA (2008), Kamp (2016),

Lalonde (2018), Rahman and Donahue

(2010), Ritchey (2018), and Tyson (2007)

Beck et al. (2019) and Funston et al.

(2007)
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# KF from literature Experience Science

8 Business skills, talk about impact of conver-

gence on the business, align with the busi-

ness (understand users of info and how it

works on the ground; understand management

- decisions and responsibility; understand se-

nior management - level of acceptable risk -

Bernard 2007) - consultancy role (NB JOIN

WITH 9 )

Aleem et al. (2013), Allen and Loyear

(2017), Anderson (2007), Bernard

(2007), Funston et al. (2007), IOMA

(2005b), Kinslow (2006), Open Security

Exchange (2008), Rahman and Donahue

(2010), Ritchey (2017), Shaw and Smith

(2010), Tyson (2007), and Willison

(2009)

Funston et al. (2007) and Kamp

(2016)

9 Time to assess security related business prob-

lems, identify redundancy, based on risk man-

agement practices (NB JOIN WITH 8)

Allen and Loyear (2017), Chandler et

al. (2017), Funston et al. (2007), IOMA

(2005a, 2008), Kamp (2016), Kinslow

(2006), Lalonde (2018), Larson (2009),

and Tyson (2007)

Funston et al. (2007) and Kamp

(2016)
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# KF from literature Experience Science

10 stakeholder engagement to understand the

culture and to allay fears - inc consider

breadth of stakeholders -, get people on board,

reduce conflict, sense of threat, reduce em-

pires, educate, transparency....clear communi-

cation (NB combined with 7 evangelise)

Allen and Loyear (2017), Bernard (2011),

Carney (2011), IOMA (2005a, 2008),

Kaplan (2012), Lalonde (2018), Lar-

son (2009), Messmer (2010), Mimoso

(2009), Moore (2007), Rahman and Don-

ahue (2010), Ritchey (2017, 2018), Tyson

(2007), Willison (2009), and Zalud (2009)

Beck et al. (2019), Funston et al.

(2007), and Gill and Howell (2016)

11 culture of continuous improvement - freedom

to speak up (NB combined with I4)

Allen and Loyear (2017), Chandler et al.

(2017), Hoffman (2006), Larson (2009),

and Tyson (2007)

Funston et al. (2007), Gill and Howell

(2016), and Kamp (2016)

13 Respect for other opinions (NB combined with

I6)

Gill and Howell (2016), Kamp (2016),

and Willison (2009)
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# KF from literature Experience Science

12 right people right skills - this is broken down

in the interview list (NB combined with I13

and L14)

Chandler et al. (2017), Franklin (2005),

and Tyson (2007)

Beck et al. (2019) and IOMA (2008)

14 Resources to train or hire, whether it is in-

crease skillsets or cross training

Larson (2009) and Rahman and Donahue

(2010)

Beck et al. (2019) and Funston et al.

(2007)

15 set appropriate goals, and is the time right -

change fatigue (NB combined with 3 metrics)

Tyson (2007)

16 asset review - what needs securing and what

with, what cost - i.e. pay , what skills (NB

combined with I9 planning)

Lalonde (2018) and Tyson (2007) Funston et al. (2007)
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# KF from literature Experience Science

17 positive change management practices (NB

these are wrapped up in many of the key fac-

tors that have been highlighted and so this is

not included as a key factor in itself as it is

not descriptive enough)

Larson (2009)
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B3 Synthesised list of draft key factors

Final Synthesised List of Draft Key Factors with Literature Citations

# Draft Key Factor Experience Science

1 A key person within security has a vision for con-

vergence and they understand the breadth of se-

curity within the organisation. They take on a

leadership role and act as a champion for the

approach, advocating convergence to the senior

team, communicating how it can be achieved,

what problems there might be and how to mit-

igate them.

Allen and Loyear (2017), Bernard (2011),

Carney (2011), Franklin (2005), Funston et

al. (2007), Kamp (2016), Kaplan (2012),

Kinslow (2006), Lalonde (2018), Larson

(2009), Mimoso (2009), Ritchey (2018),

Shaw and Smith (2010), and Tyson (2007)

Beck et al. (2019), Funston et al. (2007),

and Gill and Howell (2016)
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# Draft Key Factor Experience Science

2 Senior management advocate convergence and

empower security to adopt the approach. They

emphasise the importance of a holistic security

function to the rest of the organisation, and hold

security to account.

Carney (2011), Chandler et al. (2017), Fun-

ston et al. (2007), IOMA (2008), Kamp

(2016), Lalonde (2018), Larson (2009),

Messmer (2010), Mimoso (2009), Rahman

and Donahue (2010), Ritchey (2017, 2018),

Tyson (2007), Willison (2009), and Zalud

(2009)

Beck et al. (2019), Funston et al. (2007),

Kamp (2016), and Larson (2009)

3 The organisation refers to guidance documenta-

tion and seeks advice from those within and out-

side the organisation with expertise or knowl-

edge in convergence. This helps guide the or-

ganisation’s decisions around implementing con-

vergence.

Kinslow (2006) and Tyson (2007) Funston et al. (2007)
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# Draft Key Factor Experience Science

4 Convergence is planned before it’s implementa-

tion. The organisation looks to understand what

needs securing, what collaboration has to occur

for this to happen, what budget and skills are re-

quired and what is available, and how convergence

should be implemented.

Anderson (2007), Bernard (2011), Chandler

et al. (2017), Kamp (2016), Kaplan (2012),

Lalonde (2018), Larson (2009), and Tyson

(2007)

Beck et al. (2019), Funston et al. (2007),

and Larson (2009)

5 Security takes early incremental steps towards the

implementation of convergence, to identify the ar-

eas where convergence can happen most easily and

quickly. By picking the ’low-hanging fruit’ they

can start to see improvements as soon as possi-

ble before they have a complete view of the final

outcome of the converged approach.

Allen and Loyear (2017), Funston et al.

(2007), IOMA (2008), Kamp (2016), and

Tyson (2007)

Beck et al. (2019) and Kamp (2016)
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# Draft Key Factor Experience Science

6 Different security departments are under the same

management team. They may be kept separate or

may be merged into a single organisational func-

tion.

Anderson (2007), IOMA (2008), Lalonde

(2018), Larson (2009), Messmer (2010),

Moore (2007), Rahman and Donahue (2010),

Tyson (2007), and Willison (2009)

Beck et al. (2019), Gill and Howell

(2016), and Larson (2009)

7 The organisation forms a cross cutting committee,

forum, or risk council with membership across dif-

ferent security disciplines.

Bernard (2007, 2009, 2010), IOMA (2005a,

2008), Kamp (2016), Messmer (2010), Moore

(2007), Rahman and Donahue (2010), and

Tyson (2007)

Funston et al. (2007)

8 A key person within security directs the conver-

gence approach. They understand the different

security perspectives and facilitate collaboration

by moderating relationships. They set the culture

within the security function and facilitate change

through education and training.

Aleem et al. (2013), Allen and Loyear (2017),

Anderson (2007), Chandler et al. (2017),

IOMA (2005a, 2008), Kinslow (2006),

Lalonde (2018), Larson (2009), Messmer

(2010), Mimoso (2009), Moore (2007), Rah-

man and Donahue (2010), Ritchey (2017,

2018), Tyson (2007), Willison (2009), and

Zalud (2009)

Beck et al. (2019), Funston et al. (2007),

Gill and Howell (2016), and Larson

(2009)
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# Draft Key Factor Experience Science

9 The security function has a mindset of collabo-

ration, differing views are respected and sharing

different security perspectives is seen as beneficial

to the security of the organisation. Staff are en-

couraged to ask for and offer support, and to share

their knowledge and different viewpoints, so that

a holistic view of security can be achieved.

Chandler et al. (2017), Franklin (2005), Hoff-

man (2006), Kamp (2016), Rahman and

Donahue (2010), Ritchey (2018), Shaw and

Smith (2010), and Tyson (2007)

Funston et al. (2007), Gill and How-

ell (2016), Kamp (2016), and Willison

(2009)

10 Security has a culture of continuous improvement,

and has the time and resources to implement con-

vergence, to address issues early and to maintain

changes identified during it’s adoption. They are

able to reflect on how they can improve conver-

gence allowing it to evolve over time.

Allen and Loyear (2017), Bernard (2011),

Chandler et al. (2017), Hoffman (2006),

Lalonde (2018), Larson (2009), Ritchey

(2017), Tyson (2007), and Willison (2009)

Beck et al. (2019), Funston et al. (2007),

Gill and Howell (2016), and Kamp (2016)
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# Draft Key Factor Experience Science

11 Security staff have regular opportunities to for-

mally and informally meet. Regular meetings,

sharing the same location, and social gatherings

help to build relationships and give staff the op-

portunity to work together and learn from each

other by sharing knowledge and information.

Chandler et al. (2017), Lalonde (2018), Mi-

moso (2009), Moore (2007), Rahman and

Donahue (2010), Shaw and Smith (2010),

Tyson (2007), and Willison (2009)

Beck et al. (2019) and Gill and Howell

(2016)

12 Roles and responsibilities are clearly defined in job

descriptions to prevent overlap of duties, and to

specify when and with who collaboration should

occur. This makes it clear who has authority and

ownership or different areas, and what the report-

ing lines are.

Chandler et al. (2017), Elliott (2010),

IOMA (2008), Kamp (2016), Kinslow

(2006), Lalonde (2018), Larson (2009), Mi-

moso (2009), Rahman and Donahue (2010),

Ritchey (2017), Tyson (2007), and Willison

(2009)

Beck et al. (2019), Funston et al. (2007),

and Kamp (2016)
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# Draft Key Factor Experience Science

13 Staff all work to the same framework and stan-

dards. Documentation formalises convergence

through joint procedures and processes, facilitat-

ing collaboration by building in key touch points,

for example assessment testing.

Allen and Loyear (2017), Bernard (2011),

Carney (2011), IOMA (2005a, 2008),

Kinslow (2006), Lalonde (2018), Moore

(2007), Rahman and Donahue (2010), Tyson

(2007), and Willison (2009)

Aleem et al. (2013), Beck et al. (2019),

Dorey et al. (2012), Funston et al. (2007),

and Kamp (2016)

14 Everyone is working to the same common goal,

viewing security holistically.

Allen and Loyear (2017), Bernard (2007,

2011), Elliott (2010), IOMA (2008), Kamp

(2016), Lalonde (2018), Moore (2007), Rah-

man and Donahue (2010), Shaw and Smith

(2010), Tyson (2007), and Zalud (2010)

Aleem et al. (2013), Beck et al. (2019),

Funston et al. (2007), Gill and Howell

(2016), and Kamp (2016)
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# Draft Key Factor Experience Science

15 Security staff are open minded. They have the

capability and willingness to explore new ways of

achieving security, embrace new ways of working,

to learn about and be involved in areas outside of

their immediate remit and to develop new skills.

Chandler et al. (2017), IOMA (2005b),

Lalonde (2018), Mimoso (2009), Moore

(2007), Rahman and Donahue (2010), and

Tyson (2007)

Funston et al. (2007) and Gill and Howell

(2016)

16 There is not a consistent level of security knowl-

edge across the security function, including within

the leadership team. Consequently, security staff

have good communication skills, enabling them

to accurately and effectively share knowledge, en-

gage with senior management and the wider or-

ganisation about security, threat, and conver-

gence.

Chandler et al. (2017), IOMA (2008),

Lalonde (2018), Moore (2007), Ritchey

(2017), Shaw and Smith (2010), and Tyson

(2007)

Beck et al. (2019), Funston et al. (2007),

Gill and Howell (2016), and Willison

(2009)
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# Draft Key Factor Experience Science

17 For convergence to work the organisation needs

the right people with the right skills. Security

leaders have the autonomy and resource to train

or hire the right people to fill skills gaps, without

needing to adhere to conventional job roles.

Bernard (2011), Chandler et al. (2017),

Franklin (2005), Larson (2009), Rahman and

Donahue (2010), and Tyson (2007)

Beck et al. (2019), Funston et al. (2007),

and IOMA (2008)

18 Security staff are provided with training oppor-

tunities. Professional development, accreditation,

and cross-skilling opportunities ensure a greater

range of skills within the security workforce, and

training on convergence and how it aligns with the

business ensure a business focused security func-

tion.

Aleem et al. (2013), Allen and Loyear

(2017), Bernard (2011), Chandler et al.

(2017), Kamp (2016), Kaplan (2012), Koet-

zle (2005), Lalonde (2018), Rahman and

Donahue (2010), Shaw and Smith (2010),

and Tyson (2007)

Beck et al. (2019), Funston et al. (2007),

and Kamp (2016)
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# Draft Key Factor Experience Science

19 The security function has time to assess the busi-

ness related security issues that convergence will

help to address, to demonstrate how convergence

will align with the organisation and its acceptable

level of risk.

Aleem et al. (2013), Allen and Loyear (2017),

Anderson (2007), Bernard (2007), Chandler

et al. (2017), Funston et al. (2007), IOMA

(2005a, 2005b, 2008), Kamp (2016), Kinslow

(2006), Lalonde (2018), Larson (2009), Open

Security Exchange (2008), Rahman and

Donahue (2010), Ritchey (2017), Shaw and

Smith (2010), Tyson (2007), and Willison

(2009)

Funston et al. (2007) and Kamp (2016)

20 The security function promotes convergence by

engaging with stakeholders across the organisa-

tion. Transparency about the approach helps to

allay fears and reduce conflict, and clear communi-

cation about how it aligns security with the busi-

ness helps get people on board.

Aleem et al. (2013), Allen and Loyear (2017),

Bernard (2011), Carney (2011), IOMA

(2005a, 2008), Kamp (2016), Kaplan (2012),

Lalonde (2018), Larson (2009), Messmer

(2010), Mimoso (2009), Moore (2007), Rah-

man and Donahue (2010), Ritchey (2017,

2018), Tyson (2007), Willison (2009), and

Zalud (2009)

Beck et al. (2019), Funston et al. (2007),

and Gill and Howell (2016)
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# Draft Key Factor Experience Science

21 The organisation is ready for another change,

and appropriate goals for convergence are set.

Progress towards the change is measured and suc-

cesses (and failures) are shared across the organi-

sation.

Aleem et al. (2013), Allen and Loyear (2017),

Funston et al. (2007), IOMA (2005b), and

Tyson (2007)

Funston et al. (2007) and Kamp (2016)

22 Information from different security resources is ag-

gregated to provide a holistic view of organisa-

tional security

Elliott (2010), Hoffman (2006), IOMA

(2005a, 2008), Lalonde (2018), Larson

(2009), and Tyson (2007)

Dorey et al. (2012)

23 Security is viewed holistically and investment does

not prioritise any one discipline over the others

Chandler et al. (2017)
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C1 Delphi - call for participation

Subject line: What makes convergence work? A research

invitation

My name is Emma Boakes and I am a PhD student at the University of Portsmouth.

I am seeking security professionals to participate in a research project about the

convergence of security resources. The study will form part of the research I am

undertaking for my PhD under the supervision of Professor Debi Ashenden.

This research project seeks to understand the elements of a converged security

function that are considered most important to its effectiveness, and understanding

which factors are most important if convergence is to be facilitated. I am seeking

security professionals to be part of an expert group to establish what these key fac-

tors are and how important they are to effective security convergence. Participation

in the expert group will be anonymous, although some high level information about

the industries and experience of the members will be shared within the group.

To participate in the expert group you will ideally have been working within a

converged security function for at least 18 months, and as a security professional

for at least 4 years. Your role will have a degree of responsibility for the security

of your organisation such as physical, cyber, or personnel security, or will have a

security element to it for example, incident management and business continuity.

My PhD is funded by the Centre for Research and Evidence on Security Threats

(CREST). CREST is an independent Centre commissioned by the Economic and

Social Research Council (ESRC) and which is funded in part by the UK security and

intelligence agencies. This research has been cleared by the CREST Security Re-

search Ethics Committee (Boakes 3 2020 09 30) and the University of Portsmouth’s

ethics committee (TECH2019-E.B-08 (Post-Covid)).
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For more information about this research project, please contact:

emma.boakes@port.ac.uk

Many thanks

Emma Boakes
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C2 Delphi - consent email

Subject line: What makes convergence work? A research

invitation

Thank you for your interest in my research project. As I mentioned in the ‘Call for

participation’, I am looking for security practitioners to participate in an expert

panel to establish key factors that are important for convergence to be effective.

This research forms part of my PhD which I am undertaking under the supervision

of Professor Debi Ashenden at the University of Portsmouth.

It is anticipated that the findings from this research project will benefit the security

industry by identifying how effective convergence takes place in organisations. The

aim of this research project is to provide the security industry with tools or resources

that will facilitate the adoption of a holistic security approach.

Full details of the research project can be found in the Research Overview document.

Please take your time to read and understand this document as it provides full

details of the study, what participants are required to do, the time commitment,

and how data from the study is to be collected, stored and used. This will help you

decide if you would like to participate. Participation in the study is anonymous, but

I will be storing information about participants and it is important you understand

how I will do this, so please read the document carefully. If you have any problems

accessing the document let me know and I will send you a Word version. If you

have any questions please do not hesitate to email me (emma.boakes@port.ac.uk).

The research project involves 3 separate stages or ‘rounds’. The first round will start

before the end of October when participants will receive an email with instructions

and will have two weeks to reply. This pattern will be repeated with the second

round of the research starting before Christmas, and the third round starting early

next year (all times are approximate).
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If you would like to take part in this research project, please email me to let me

know. It is important that you understand that by arranging to participate, you

confirm you have read and understood the “Research Overview” document, and

that you agree:

• you have had time to understand the details of the research, ask any questions

you have, and have those questions answered satisfactorily;

• you are participating voluntarily and are free to withdraw at any time;

• you understand how the data collected in the study will be used and stored;

• you consent to anonymised, verbatim quotes being used in publications. You

will not be named but there is a risk that you could be identified.

In your email to me confirming your participation, please can you include some

brief information:

• What is your role?

• How long have you worked in security?

• How long have you worked in a converged security function?

• What industry is your organisation in?

• What location are you in?

This information will be aggregated with the responses from other members of the

expert panel and shared at a high level with the group, for example, ‘members of

the expert panel have between 4 and 20 years experience of working in security,

they work in the following industries, they are working in these locations’.

If you decide to participate it is important that you do so voluntarily. Also it

is important that you have the appropriate authority to take part, and that by

participating you will not jeopardise your relationship with your employer.
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Finally, my PhD is funded by the Centre for Research and Evidence on Security

Threats (CREST; https://crestresearch.ac.uk/). CREST is an independent Centre

commissioned by the Economic and Social Research Council (ESRC) and which

is funded in part by the UK security and intelligence agencies. This research has

been cleared by the CREST Security Research Ethics Committee (Boakes 3 2020

09 30) and the University of Portsmouth’s ethics committee (TECH2019-E.B-08

(Post-Covid)).

I hope this email provides you with all the information you need, however, if you

have any questions, please do not hesitate to email me.

Thank you for taking the time to read this email. I do hope you will choose to

participate in this research, and if not, I hope that you will find the findings of

interest.

Many thanks

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Consent Email v2: 15th September 2020”

https://crestresearch.ac.uk/
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 Research Overview 

 Understanding the adoption of security convergence in real world settings 

 This document provides you with details of this research project to help you decide whether you would 

 like to take part or not. If you have any questions that are not answered by this document, please email 

 emma.boakes@port.ac.uk 

 1.  PhD Overview 

 My PhD examines how organisations converge their security resources and integrate their different 

 security disciplines. I will be carrying out several research projects as part of my PhD and this document 

 provides you with details of one of these research projects. 

 2.  This research project 

 This research project aims to understand the key factors that are most important for convergence to be 

 effective. For this research project I am inviting security professionals to be part of an expert panel. The 

 expert panel will work with a list of key factors for effective convergence, and rate them on their 

 importance. The research project will establish whether the expert panel can agree on the importance 

 of the key factors. 

 3.  Who is funding the research? 

 This research is being funded by the Centre for Research and Evidence on Security Threats (CREST; 

 https://crestresearch.ac.uk/  ). CREST is an independent  Centre commissioned by the Economic and 

 Social Research Council (ESRC) and which is funded in part by the UK security and intelligence agencies. I 

 do not receive any financial reward for conducting this study other than my standard bursary. 

 4.  Why have I been invited? 

 You have been invited to participate as you have experience working within an organisation that adopts 

 a converged security approach, and have experience working as a security professional. 

 5.  What will happen if I decide to take part? 

 There is nothing you need to do to prepare for the research project, but you need to know what to 

 expect and what the research project requires from you.  On the next page you will see an outline of 

 what happens at each stage of the study. 

 The research project takes place over several ‘rounds’. You will be emailed at the start of each round 

 with a link to an online document that is unique to you. It will give you information about what you 

 need to do, and is where you will capture your responses. You will be given 2 weeks to respond, and I 

 will remind you to reply if you haven’t already. You can spend as much time as you like responding, but it 

 is not necessary to spend more than 30 minutes on each round. 

 During each round of the study you will get the opportunity to comment on and rate the key factors, 

 which cover different aspects of convergence. For subsequent rounds you will be able to see the 



 comments from other members of the expert panel, and will be able to see how each key factor has 

 been rated in terms of its importance by the other members of the panel. I ask that you try to respond 

 to every round, and share your thoughts openly for the rest of the expert panel. All responses will be 

 anonymous. 

 Each subsequent round will start within one month of the response deadline to the previous round. . 

 An Outline of the Stages of the Research Project 

 I will ask you to confirm that you have read and agree to the 
 conditions outlined in this document. I will also ask you to 
 provide some information about yourself. This will be 
 aggregated at a high level and shared among the expert panel so 
 you all know a little more about the other members of the 
 panel, whilst still remaining anonymous. 

 Round 1: On the date the research project starts you will be 
 shown a draft list of some key factors that are potentially 
 important for effective convergence. You will be asked to rate 
 each key factor on its level of importance and provide 
 comments. Once everyone has responded I will combine your 
 responses with those from the rest of the expert panel to start 
 to understand which key factors are most important. Only key 
 factors that the expert panel do not agree on will be used in the 
 next round. 

 Round 2: I will share the updated draft list of key factors with the 
 expert panel. Ratings and comments for key factors with no 
 agreement will be anonymously shared with the expert panel. 
 You will be given the opportunity to review and change your 
 rating on the key factors, based on the comments from other 
 members of the group. The aim is to see if the expert panel can 
 reach a consensus on the importance of the key factors. 

 Round 3: Again I will share the anonymous ratings and 
 comments from ‘Round 2’ with the expert panel. You will again 
 be  given the opportunity to change your rating, based on the 
 comments from other members of the group. The aim is to see 
 whether any further consensus can be reached by the expert 
 panel on the importance of the key factors. 

 All members of the expert panel will be thanked for their time 
 and sent a copy of the final list of key factors, and their agreed 
 ratings of importance. 



 6.  What are the benefits of the approach taken by this research project? 

 The research project has been designed to allow asynchronous participation. This means that you have 

 time to reflect on the questions and the comments and reply at a time that suits you within the 

 response timeframe. This enables participants from different time zones and locations to participate, 

 and I hope helps keep you motivated to continue participating throughout the study. The approach also 

 requires you to write down your reflections, which is hoped will facilitate thought-through and in-depth 

 responses that can be shared amongst the expert panel. 

 7.  What are the possible disadvantages, burdens and  risks of taking part? 

 The research project will run over the course of several months. All participation is carried out online, 

 and if you decide to participate it is anticipated that you may spend around 2 hours in total across the 

 study responding, reviewing others comments and rating the key factors. This is the approximate total 

 time commitment for this research project should you choose to participate. You will need to be 

 motivated to continue participating, but I hope that the topic, and the interest of the funding 

 organisation and their stakeholders in this research will facilitate your continued engagement. 

 8.  What are the possible advantages or benefits of  taking part? 
 This research aims to benefit the security industry, and by participating you will contribute to this. 

 Although you will not receive any extrinsic reward, by participating you will have the opportunity to 

 share your experiences and learn about the experiences of others who work in a converged security 

 function. It is hoped that by participating this will provide you with an opportunity to reflect on 

 convergence, and have a voice by sharing your expertise and contributing to this study and its 

 outcomes. It is also hoped that you will find it interesting and an opportunity to participate in research 

 with your peers from the security community, knowing that you are contributing to research in your 

 field. You will also have the opportunity to keep a copy of the research outputs from the study. 

 9.  Do I have to take part? 

 No, you do not have to take part; it is up to you to decide if you want to volunteer for this research 

 project. If you do agree to take part, simply email  emma.boakes@port.ac.uk  . 

 10.  What happens if I take part but decide I don’t  want to carry on with the research project? 

 You are free to leave the research project at any time if you no longer want to take part, and you do not 

 have to give a reason. Due to the nature of the study, however, your responses up to that point will not 

 be able to be removed from the research project. I will continue to include you in any emails about the 

 study unless you tell me that you no longer wish to participate. This means that if you do not participate 

 for one round of the research project you are welcome to rejoin the study for the next round. 

 11.  What data will be collected? 

 This research project uses Google Docs to collect your comments and your ratings. All of your responses 

 will be anonymous to the rest of the expert panel, and any comments you make will be anonymised 

 before they are shared. 



 12.  Will my data be kept confidential? 

 Yes your responses will be confidential, unless you disclose dangerous or illegal practices, or information 

 that suggests people are at risk of physical harm. In these circumstances I will have to break 

 confidentiality, and seek guidance from my supervisor, Professor Debi Ashenden. If possible, I will tell 

 you if I have to do this. 

 There are a few places where I will keep details of your participation. As I will be storing identifiable 

 information I have included details of how I will store your data: 

 ●  Your name, role, organisation and background information will be stored in a password 

 protected file on my University of Portsmouth computer. This will be separate from all other 

 research data. 

 ●  The email you send agreeing to the conditions of the study will be downloaded and stored 

 on my University of Portsmouth Google Drive for 10 years or until I leave the University.  The 

 email copy will be deleted. 

 ●  For each round you will be provided with a link to a Google Doc where you enter your 

 responses. This link and Google Doc are unique to you. It is important that you do not share 

 your link with anyone else. 

 ●  Your responses will be anonymised and your Google Docs will be stored in my University of 

 Portsmouth Google Drive. Your ratings will also be transferred to a Google Spreadsheet. Your 

 name will not be stored in association with any of these documents. All these documents 

 and spreadsheets will be stored on my University of Portsmouth Google Drive for 10 years or 

 until I leave the University. 

 I have also included a section on GDPR at the end of this information sheet. 

 Steps will be taken to ensure your anonymity. The responses from each round of the research project 

 will be analysed and the findings, along with anonymised comments, may be presented to others at 

 academic conferences, or published as a project report, academic dissertation or in academic journals or 

 books. It could also be made available to the funder of the research. Any quotes that are included in the 

 research outputs will not be attributable to you or your organisation. 

 13.  What if there is a problem? 
 Please let me know if you have a query, concern or complaint about any part of this research project. 

 Alternatively you can contact my supervisor, Professor Debi Ashenden. You’ll find our contact details at 

 the end. 

 If we cannot resolve your concern or complaint, please contact the Head of the School of Computing, Dr 

 Nick Savage  nick.savage@port.ac.uk  . If your complaint  remains unresolved, please contact The 

 University Complaints Officer, 023 9284 3642 or  complaintsadvice@port.ac.uk 

 15.  Who has reviewed this research project? 

 This research project has been approved by the University of Portsmouth Faculty of Technology Ethics 

 Committee (TECH2019-E.B-08 (Post-Covid)) and has also been approved by the CREST Security Research 



 Ethics Committee (Boakes 3 2020 09 30). This is to ensure that the dignity and well-being of all 

 participants is respected. 

 Thank you  for taking time to read this document and  for considering volunteering for this research 

 project. Please let me know via email if you agree to participate, or if you have any questions. If you 

 agree to take part you will need to agree to the conditions of the research as specified in the email 

 invitation you have received. 

 Contact details for reference 
 My details:  Emma Boakes, emma.boakes@port.ac.uk 

 My supervisor:  Professor Debi Ashenden, debi.ashenden@port.ac.uk 

 Ethics Committee Reference Number: TECH2019-E.B-08 (Post-Covid) and Boakes 3 2020 09 30 

 This is “Research Overview v1: 3rd August 2020” 

 GDPR compliance statement 

 As outlined in point 11, I will be collecting some limited personal information about you so need to 

 inform you of the following: 

 The School of Computing at the University of Portsmouth wishes to process your personal data (that is, 

 collect, use, store and destroy data that identifies you) as part of this PhD project. If you have any 

 queries about this PhD project please contact  emma.boakes@port.ac.uk  in the first instance  or if you 

 have any general queries about how your data will be processed, please contact the University’s Data 

 Protection Officer at  information-matters@port.ac.uk  . 

 We ask for your consent to process the data we ask for in this PhD project, so that we can conduct the 

 research as described in this interviewee information sheet. We will not share your personalised data 

 with anyone outside of the project team  .  Your personal  data will be held securely on the researcher’s 

 University of Portsmouth computer and Google Drive (we will not store your data outside the EU) for up 

 to 10 years when the data will be securely destroyed. 

 Although you have the right to request a copy of the personal data we hold about you, to restrict the 

 use of your personal data, to be forgotten, to data portability, and to withdraw your consent for the use 

 of your data, it is possible that we may not be able to fully comply with those rights as your data will be 

 anonymised and it will not be possible to identify all data associated with your input. 

 For more information on your rights in general, please see the information on the following links: 

 https://www.port.ac.uk/about-us/structure-and-governance/legal/data-protection-and-gdpr/gdpr-infor 

 mation 

 You also have the right to lodge a complaint about the use of your personal data to the University (email 

 information-matters@port.ac.uk) and then, if you are unhappy with our response, to the Information 

 Commissioner’s Office (ICO) – for more information please see 

 https://ico.org.uk/your-data-matters/raising-concerns/ 
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 The Expert Panel 

 All participants in the expert panel will remain anonymous throughout the study. I provided 
 an introduction at the beginning of Round 1, but a few extra panelists joined during Round 1 
 and so I thought it worthwhile to provide an update. 

 Hopefully this information is of interest, and provides a small way of introducing you to each 
 other, so you all know a little more about the other members of the group. Thank you for 
 providing me with some details about yourself to enable me to do this. 

 Number of panellists  23 

 Industries:  Over 13 

 Including: Government, Energy, Aviation, Military, Banking, 
 Policing and Corrections, Refining and Manufacturing, 
 Healthcare, Financial Services, Telecoms and the Technology 
 sector. 

 In addition, several participants have experienced 
 convergence in multiple industries. 

 Countries:  10 

 Including: UK, USA, Canada, Ecuador, Botswana, Nigeria, 
 India, UAE 

 Regions:  Europe, North America, South America, Africa, South Asia, 
 and the Middle East. 

 Experience in security:  Nearly 600 years 

 Experience in convergence:  Over 180 years 

 Roles:  Including: Security Director, Head of Security, Security 
 Executive, Security Management and Projects Manager. We 
 have Security Inspectors, Security Engineers and Security 
 Consultants. 

 I hope this demonstrates the extensive experience of the panel and the varied nature of its 
 members, which should provide an opportunity to share some insightful and different 
 perspectives. 
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C5 Delphi - round one email

Subject line: Round 1: What makes convergence work?

Dear xxx,

Thank you for agreeing to participate in this research project, I am delighted to

have you on board. I hope you find participating in the study an interesting and

enjoyable experience. This email should provide you with all the information you

need to participate in Round 1 of the study, but if you have any questions please

do not hesitate to ask.

The panel

You and all participants in the expert panel will remain anonymous throughout the

study, however I would like to introduce you to each other in some way, so you all

know a little more about the other members of the group. Thank you for providing

me with some details about yourself to enable me to do this.

There are a total of 20 participants in the panel, from over 11 different industries and

10 different countries. The expert panel has over 500 years of experience working in

security, and over 180 years of experience working in a converged security function.

Here are some more details:

• We have representatives from roles including: Security Director, Head of

Security, Security Executive and Security Management. We have Security

Inspectors, Security Engineers and Security Consultants.

• We have panel members in these regions: Europe, North America, South

America, Africa, South Asia, and the Middle East

• We have experiences from these industries: Government, Energy, Aviation,

Military, Banking, Policing and Corrections, Refining and Manufacturing,
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Telecoms and the Technology sector. In addition, several participants have

experienced convergence in multiple industries.

I hope this demonstrates the extensive experience of the panel and the varied nature

of its members, which should provide an opportunity to share some insightful and

different perspectives.

Round 1

The idea of the first round of this research project is for you to rate a list of key

factors on how important you think they are for convergence to be effective. In

order to achieve this I have created a document which lists all the key factors and

provides you with an opportunity to rate each one and enter some comments to

share your thinking.

Here is a link to your document <document>, please edit it with your responses

to the questions. This document is for your sole use only. No one else should have

access to it, so please do not share the link with anyone else. Let me know if you

have any problems accessing your document.

Dates

Please can you enter your responses into the document by Sunday, 15th Novem-

ber (I’ve included the weekend in case you would like to complete this outside of

work hours). I will send out two reminders during this time to encourage your

participation. After the deadline the document will not be able to be edited as it

will become read-only. I really look forward to reading your responses!

For your information, here is the link to the “Research Overview” for your reference

should you need it, but if you have any questions please do not hesitate to contact

me.

Once again, many thanks for your participation
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Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)
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 Round 1: What makes convergence work? 

 Many organisations adopt a converged security approach but there is limited research in this 
 area. This research project aims to draw on the experience of those working within 
 converged security functions to understand the key factors which make convergence work. 
 The research project is split into three rounds to be carried out over several months, 
 although your participation will only take around 2 hours in total. 

 The aim of this first round is for you to rate a list of suggested key factors on how important 
 you think each of them are for convergence to work effectively within an organisation. These 
 key factors have been identified from previous research carried out as part of this PhD as 
 well as from the published literature from academia and industry. 

 Instructions:  On the following pages you will be presented  with the key factors. Each key 
 factor will have a rating scale and a comment box. Please rate each key factor on how 
 important you think it is for convergence to work effectively based on your experience of 
 working in a converged security function. If possible, please provide some comments to 
 support your answer.  You can spend as much time as you would like rating and commenting 
 on these factors, but please remember it is not necessary to spend more than 30 minutes on 
 any round. 

 Each member of the panel will provide their own rating and record their ideas in their own 
 document. I will draw together the responses from all participants for use in subsequent 
 rounds of this research project. 

 This document will save your input as you go, so you can leave and come back if you need 
 to. You can see the saved status at the top of the document to the right of the document title. 
 If you click on the small cloud you will get a pop up that tells you if the document is saved, as 
 illustrated here: 

 You will not be able to enter responses into the document after:  Sunday, 15th November. 

 For reference, here is a link to the "  Research Overview  "  document that provides details 
 about this study.  If you have any questions please  do no hesitate to contact me: 
 emma.boakes@port.ac.uk 



 Please complete by: Sunday, 15th November 
 Page  2  of  12 

 Rating the key factors 

 This round asks you to rate each key factor on  how  important  you think it is for 
 convergence to work, based on your experience of working in a converged security function. 

 To rate a key factor, please place an  X  underneath  the number you think most accurately 
 represents how important you think the key factor is, from ‘Not important’ to ‘Very important’. 

 If possible, please use the comment box to explain your choice of rating, for example by 
 giving an example or a reason. Your comments will help the rest of the panel understand the 
 foundation to your thinking. Please only place one  X  . You can always use the comments box 
 to explain if you are unsure. 

 Example: 

 Not important 
 1  2  3  4  5  6 

 Very important 
 X 

 On the following pages you will find the key factors. There are 23 key factors in total, split 
 into the following sections: 

 ●  Deciding to adopt the approach 
 ●  Initiating convergence 
 ●  The organisational structure of a converged security function 
 ●  Culture within the security function 
 ●  Collaboration across the security function 
 ●  Security Staff 
 ●  Security and the business 

 You may find that some of the tables for the key factors split across the page break. 
 Unfortunately Google Docs does not provide the ability to keep the table together. I hope this 
 does not detract from your task too much. 

 If you have any questions, please do not hesitate to contact me emma.boakes@port.ac.uk 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  3  of  12 

 Deciding to adopt the approach 

 1  A key person has a vision for convergence. 

 They understand the breadth of security and take on a 
 leadership role. They act as a champion for the 
 approach, advocating convergence to senior 
 management, communicating how it can be achieved, 
 what problems there might be and how to mitigate 
 them. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 2  Senior management advocate for a converged 
 approach. 

 They empower the security function to adopt 
 convergence, and emphasise the importance of a 
 holistic security approach to the rest of the 
 organisation. They hold the security function to 
 account. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Initiating convergence 

 3  The organisation seeks guidance on adopting a 
 converged approach  . 

 The organisation refers to guidance documentation 
 and seeks advice from people with expertise or 
 knowledge in convergence inside and outside the 
 organisation. This helps guide the organisation's 
 decisions around implementing convergence. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  4  of  12 

 4  Convergence is planned before its implementation. 

 The organisation looks to understand what needs 
 securing, what collaboration has to occur for this to 
 happen, what budget and skills are required and 
 available, and how convergence should be 
 implemented before actually adopting the approach. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 5  Security takes early incremental steps towards the 
 implementation of convergence. 

 The organisation identifies areas where convergence 
 can happen most easily and quickly. By addressing 
 'low-hanging fruit' first, they start to see improvements 
 early before they have a complete view of the final 
 outcome of the converged approach. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 6  Steps are made to engage with stakeholders. 

 Communications about convergence are transparent to 
 help allay any fears and to reduce conflict. 
 Convergence is promoted to all stakeholders across 
 the organisation, and there is clear communication 
 about how it will align security with the business to help 
 get stakeholders on board. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  5  of  12 

 The organisational structure of a converged security function 

 7  Different security departments are under the same 
 management team  . 

 They may be kept separate or may be merged into a 
 single organisational function. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 8  The organisation forms a cross-cutting committee, 
 forum, or risk council. 

 This will have membership representation from across 
 all the different security disciplines. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Culture within the security function 

 9  The security function has a culture of continuous 
 improvement. 

 They have the time and resources to implement 
 convergence, to address issues early, and to maintain 
 changes after implementation. They are able to reflect 
 on how they can improve convergence allowing it to 
 evolve over time. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  6  of  12 

 10  The security function has a mindset of 
 collaboration. 

 Different views are respected and seen as beneficial to 
 the security of the organisation. Staff are encouraged 
 to share their different perspectives and knowledge, 
 and to ask for and offer support. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Collaboration across the security function 

 11  Everyone within the security function is working to 
 a common goal. 

 The objectives of the security function support the 
 business, and take a holistic view of security. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 12  A key person directs the convergence approach. 

 They understand the different security perspectives 
 and facilitate collaboration by moderating relationships. 
 They set the culture within the security function and 
 facilitate change through education and training. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  7  of  12 

 13  Security staff have regular opportunities to meet 
 formally and informally. 

 Regular meetings, sharing the same location, and 
 social gatherings help to build relationships and give 
 staff the opportunity to work together, learn from each 
 other, and share knowledge and information. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 14  Roles and responsibilities are clearly defined in job 
 descriptions. 

 The ownership of different areas is clear, and duties do 
 not overlap. Lines of authority and reporting have been 
 specified and there is detail about who people should 
 collaborate with, and when. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 15  Staff all work to the same frameworks and 
 standards. 

 Documentation formalises convergence through joint 
 procedures and processes, facilitating collaboration by 
 building in key touch points. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  8  of  12 

 16  Security data is aggregated. 

 Information from different security resources is 
 aggregated to provide a holistic view of organisational 
 security. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Security staff 

 17  Security staff are open minded. 

 They have the capability and willingness to explore 
 new ways of achieving security, to embrace new ways 
 of working, to learn about and be involved in areas 
 outside of their immediate remit, and to develop new 
 skills. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 18  Security staff have good communication skills. 

 Security knowledge may be inconsistent across the 
 security function, including within the security 
 leadership team, so security staff need to be able to 
 accurately and effectively share knowledge, engage 
 with senior management and the wider organisation 
 about security, threat, and convergence. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  9  of  12 

 19  The organisation needs the right people with the 
 right skills. 

 Security leaders have the autonomy and resources to 
 train or hire the right people to fill skill gaps, without 
 needing to adhere to conventional job roles. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 20  Security staff are provided with training 
 opportunities. 

 Professional development, accreditation, and 
 cross-skilling opportunities ensure a greater range of 
 skills within the security workforce, and training on 
 convergence and how it aligns with the business 
 ensures a business focused security function. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Security and the Business 

 21  Converged security aligns with the business. 

 The security function has the time to assess the 
 business-related security issues that convergence will 
 help to address, and will align with the organisation’s 
 view on what is an acceptable level of risk. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 15th November 
 Page  10  of  12 

 22  Expectations for convergence are measured. 

 The organisation is ready for a change, and has 
 realistic expectations for the approach. Appropriate 
 goals for convergence are set, and progress towards 
 them is measured, with successes (and failures) 
 shared across the organisation. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 23  Security is viewed holistically and investment does 
 not prioritise any one security discipline over 
 another. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Additional key factors 

 Question 1:  Having seen the draft list, what additional key factors can you think of 
 that enable convergence to happen in your organisation? 

 Please type your answer here. If possible, please provide reasons or examples to support 
 your answer. The box should resize to fit your response. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 
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C7 Delphi - reminder email

Subject line: Reminder for Round xx - What makes convergence

work?

Dear xxx

I notice that you’ve not yet provided any responses for round xx. Please let me

know if you have any questions or if you are having any difficulties responding.

Here is a link to the document <insert link to form here> which has all the instruc-

tions for completion. You may take as much time as you would like to complete the

document, but it is not necessary to spend more than 30 minutes on your responses.

You will not be able to enter responses into the document after: <insert date here>.

Just to remind you, you are free to withdraw from this research project at any

time. If you want to be reminded of any of the details of this study please see

the “Research Overview” document here, and here is a link to the Expert Panel

Participants document. If you have any questions or need any clarification please

do not hesitate to ask.

Many thanks, and I look forward to hearing your responses.

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Reminder Email v1: 3rd August 2020”
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C8 Delphi - round one update email

Subject line: PhD study Round 1: Update and next steps

Dear Expert Panel,

I just wanted to get in touch to give you an update on Round 1, and outline the

next steps of the study.

We had a couple of extra people join the group, so we now have a total of 23 people

participating on the panel.

We already have 21 completed or part-completed Round 1 documents which is

fantastic.

You have edit access to your documents until the end of Sunday, 15th November.

I shall send a separate email tomorrow to those of you who are yet to complete

Round 1 as a gentle reminder.

On Monday, 16th November I will remove your edit access so I can start the anal-

ysis and preparation for Round 2. I anticipate Round 2 will start by Friday 11th

December

I know many people are particularly busy at the moment, and this task required

some thought and was not necessarily straightforward. I really want to thank you

all for the time you have taken to do this, and I look forward to working through

all your comments in detail. You will get to see what other panel members have

said, and how they rated the key factors in Round 2.

On a personal note, the level of participation from the group is really motivating.

I started planning this study back in May having had to completely change my

research plans, so to see it come to fruition like this means a lot to me. I just hope

I can do your hard work justice moving forward.
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For your reference, here is the link to the Research Overview. If you have any

questions please do not hesitate to contact me.

Once again, many thanks for your participation

Emma Boakes,

PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)
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C9 Delphi - round one end email

Subject line: What makes convergence work?

Dear Expert Panel,

Thank you for completing the document for round xx of the research project. I will

now analyse your responses and prepare a new document for the next round of the

study. I will send this to you during the week of xxx

For your information, here is the link to the “Research Overview” and the “Expert

Panel Participants” documents for your reference. If you have any questions please

do not hesitate to contact me.

Once again, many thanks for your participation

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Round One End Email v1: 3rd August 2020”
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C10 Delphi - round one key factor ratings

spreadsheet



PNo 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23

1 6 6 4 4 4 6 4 5 6 5 6 6 5 6 5 5 4 5 4 6 5 5 5
2 6 5 5 6 1 6 3 5 2 1 5 1 2 2 3 1 1 6 2 3 4 2
3
4 6 6 6 6 5 4 5 3 5 5 6 6 5 6 5 4 5 4 6 6 6 5 6
5 6 6 4 5 3 6 3 6 3 6 6 5 3 2 3 6 4 5 4 4 6 4 6
6 5 6 5 5 3 5 6 5 5 5 6 6 5 5 5 5 5 5 3 5 5 5 1
7 5 4 3 6 3 5 3 4 4 5 4 6 5 4 6 3 5 3 5 6 5 5 2
8 5 3 4 6 2 3 4 3 5 6 5 5 4 6 4 5 5 5 3 5 5 4 4
9 6 4 5 5 4 5 3 4 5 4 4 5 4 3 3 5 4 4 4 4 5 4 4
10 6 6 5 4 3 6 3 4 4 5 5 6 4 6 6 4 3 4 5 5 4 4 2
11 6 6 5 6 1 6 6 6 6 6 6 6 6 6 5 5 6 6 6 5 6 5 6
12 6 5 5 6 2 6 6 5 6 6 6 6 4 6 6 6 6 6 6 6 5
13 6 5 4 4 5 6 6 6 6 6 6 6 5 6 6 6 6 6 5 6 6 5 6
14 6 6 5 6 4 6 6 6 6 6 6 6 3 5 6 6 4 5 6 6 6 6
15 6 6 6 6 6 6 3 1 6 6 6 6 6 6 6 6 6 6 6 6 6 6 6
16 6 6 6 6 6 6 6 3 6 6 6 6 6 6 6 6 6 6 6 6 6 6
17 5 6 6 5 6 5 4 5 5 6 5 5 5 5 6 6 5 5 5 5 6 6 5
18 6 6 4 5 5 6 6 4 4 5 3 6 6 3 1 2 5 3 6 6 6 3 1
19 5 6 5 4 3 5 2 6 6 5 5 5 5 6 4 5 5 5 5 6 6 5
20 6 6 5 6 5 6 5 4 6 6 6 6 6 6 6 5 5 5 6 5 5 6 5
21 5 5 6 4 6 6 1 5 6 6 5 5 6 4 4 5 6 4 6 6 5 6 3
22 6 4 6 5 6 6 2 4 5 5 6 6 2 6 5 5 5 4 3 4 5 3 4
23 6 5 6 6 5 6 6 4 6 6 5 4 6 6 6 5 6 6 6 6 6 6 3

TOTAL 22 22 22 22 22 22 22 22 22 22 22 21 22 21 21 22 22 22 21 22 21 22 21

Q1 5.25 5 4.25 5 3 5 3 4 5 5 5 5 4 4 5 4.25 4.25 4 4 5 5 4 3
Q3 6 6 6 6 5 6 6 5 6 6 6 6 6 6 6 6 6 5.75 6 6 6 6 6

IQR 0.75 1 1.75 1 2 1 3 1 1 1 1 1 2 2 1 1.75 1.75 1.75 2 1 1 2 3
<=1 CONSENSUS CONSENSUS NONE CONSENSUS NONE CONSENSUS NONE CONSENSUS CONSENSUS CONSENSUS CONSENSUS CONSENSUS NONE NONE CONSENSUS NONE NONE NONE NONE CONSENSUS CONSENSUS NONE NONE

Mean 5.727272727 5.363636364 5 5.272727273 4 5.545454545 4.227272727 4.454545455 5.136363636 5.318181818 5.363636364 5.428571429 4.681818182 4.952380952 5.047619048 4.863636364 4.863636364 4.681818182 5.047619048 5.227272727 5.380952381 4.954545455 4.19047619
Mode 6 6 5 6 5 6 6 4 6 6 6 6 6 6 6 5 5 5 6 6 6 6 6

Median 6 6 5 5.5 4 6 4 4.5 5.5 6 6 6 5 6 6 5 5 5 5 5.5 6 5 5

%
1 0.00% 0.00% 0.00% 0.00% 9.09% 0.00% 4.55% 4.55% 0.00% 4.55% 0.00% 4.76% 0.00% 0.00% 4.76% 0.00% 4.55% 4.55% 0.00% 0.00% 0.00% 0.00% 9.52%
2 0.00% 0.00% 0.00% 0.00% 9.09% 0.00% 9.09% 0.00% 4.55% 0.00% 0.00% 0.00% 9.09% 9.52% 0.00% 4.55% 0.00% 0.00% 0.00% 4.55% 0.00% 0.00% 14.29%
3 0.00% 4.55% 4.55% 0.00% 22.73% 4.55% 27.27% 13.64% 4.55% 0.00% 4.55% 0.00% 9.09% 9.52% 9.52% 9.09% 4.55% 9.09% 14.29% 0.00% 4.76% 9.09% 9.52%
4 0.00% 13.64% 22.73% 22.73% 13.64% 4.55% 13.64% 31.82% 13.64% 4.55% 9.09% 4.76% 18.18% 9.52% 9.52% 13.64% 18.18% 22.73% 14.29% 13.64% 4.76% 22.73% 14.29%
5 27.27% 22.73% 40.91% 27.27% 22.73% 22.73% 9.09% 27.27% 27.27% 36.36% 31.82% 23.81% 31.82% 19.05% 23.81% 40.91% 40.91% 36.36% 23.81% 31.82% 38.10% 31.82% 19.05%
6 72.73% 59.09% 31.82% 50.00% 22.73% 68.18% 36.36% 22.73% 50.00% 54.55% 54.55% 66.67% 31.82% 52.38% 52.38% 31.82% 31.82% 27.27% 47.62% 50.00% 52.38% 36.36% 33.33%
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C11 Delphi - example non-consensus comments

document

An example of a document that shares participants’ comments for a key factor

where consensus has not been reached.



 Key Factor 3: Comments from the panel in Round 1 

 The organisation seeks guidance on adopting a converged approach. 

 The organisation refers to guidance documentation and seeks advice from people with 
 expertise or knowledge in convergence inside and outside the organisation. This helps 
 guide the organisation's decisions around implementing convergence. 

 Below are the comments from the expert panel members for this key factor grouped by the 
 rating they were assigned. Please note: 

 ●  Not all respondents provided a comment. 
 ●  The comments have been anonymised where necessary. Apart from this, they are 

 presented as the panel members have typed them, including typos (sorry!). 

 Rating 1 

 0% of the panel who responded rated this 1 

 Rating 2 

 0% of the panel who responded rated this 2 

 Rating 3 

 5% of the panel who responded rated this 3 

 ●  “Useful to refer to outside guidance at times, far more critical to have internal 
 understanding of the key factors involved.” 

 Rating 4 

 23% of the panel who responded rated this 4 

 ●  “Organisations sometimes shy away from expert advice, maybe worried what might 
 be highlighted. If done it the right way, a valuable tool to ensure its working.” 

 ●  “This is two questions - using guidance documentation and seeking advice from other 
 people. I gave this a 4 as there is a good body of knowledge online and hence 
 seeking guidance from external consultants for example is not required by all 
 organisations. If the question is do you need both doc AND people the answer is 4, if 
 do you need doc OR people the answer is probably 5” 



 ●  “This is relative to the knowledge that already exists in the security function. Any 
 professional who stays current in their specialty should be sufficient. Smaller 
 organizations would gain more from seeking convergence advice and documentation 
 as they may be too busy to keep up to date.” 

 ●  "In my experience, security function convergence has been an organic act, with the 
 growing recognition by successive leaders that bring all the functions together will 
 provide a better (360 degree) view of the threats, a dramatically improved ability to 
 react in a timely and confident manner, and a much better view of the entire cost of 
 security failure, which to most company boards allows security to demonstrate how 
 and how much they contribute to the success of the company. Having said that, I can 
 well imagine that in a new or immature company, having available a strategy 
 document that describes all that I have set out above, and how it will be achieved, is 
 a great start - particularly if signed off by the board, including the risk management 
 and audit functional heads.” 

 ●  “Converged services can be learnt along the way. Basic concepts and a stepped 
 approach is more important than seeking a ‘whole’ solution.” 

 Rating 5 

 41% of the panel who responded rated this 5 

 ●  “Expert guidance would be necessary especially to understand how the approach 
 has worked in other organizations, as well as better assess whether the organization 
 has the all it takes to adopt the approach.” 

 ●  “Subject matter experts provides expertise in areas where the orgnaisation is lacking 
 e.g. The [sector] are generally lacking within the engineering area and provide advice 
 as to what is possible and achievable instead of outlandish ideas. This is normally 
 done within a CONOPS, GAP Analysis and Requirements document suite.” 

 ●  “If the organisation does not have an internal expert who can understand and 
 communicate the requirements and ethos of a convergent security landscape then 
 yes, go outside but to more than one source and start benchmarking. A member of 
 the organisation should be accountable for this benchmarking etc as an external 
 resource may supply a good solution but will not be there to manage the solution 
 after it is deployed. It is in the hypercare stage of deployment that the company will 
 learn how to evolve and evaluate their own corporate requirements and any 
 associated pinch/pain points.” 

 ●  “The security industry should recognise convergence better in order to provide the 
 experts and documentation. For me, a security professional will recognise that 
 security is relationship between codependent domains and therefore convergent 
 thinking should be the default and not the exception.” 

 ●  “Looking for expert guidance is a key step the organisation should take, usually 



 people inside don't have the convergence vision as needed, an external point of view 
 will give them the right one and will have them working as a team.” 

 Rating 6 

 32% of the panel who responded rated this 6 

 ●  “It is a complex business and will need outside help. It will need a suitable 
 organisational model to deliver the new approach with suitably qualified and 
 experienced staff. Without a organisational model and right staff it will not work.” 

 ●  “Key individuals within the organisation are allocated defined responsibilities, to inc 
 the management and implementation of policy to support the delivery and 
 sustainment of convergence.” 

 ●  “Converged security is the latest way of appreciating all risks that an organisation 
 faces, integrating all risks from physical, cyber and personnel spheres into an 
 enterprise security risk management process.” 

 ●  “Stories and expertise are important for an organisation to enable adaptation to their 
 own way of working.” 

 ●  “This is very important because it can help in determining successful implementation 
 within reasonable timeline and minimal cost or wastage. Without such guidance, one 
 is bound to make avoidable mistakes, embark on trial and error.” 

 ●  “A poorly conceived, planned and executed strategy that lacks best practice and 
 suitable competent expertise to lead it will result in a partial convergence that rates a 
 greater risk to the organisation.” 
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C12 Delphi - round two email

Round Two Email

Subject line: What makes convergence work?

Dear xxx,

Thank you for your previous response. We are now starting round xx of the research

project and this email should provide you with all the information you need to

participate, but as always if you have any questions please do not hesitate to ask.

This round enables you to see how important the other members of the expert

panel think the key factors are. You will have an opportunity to see their ratings,

and their comments, and will be able to revise your rating if you would like to. In

order to achieve this I have created a document which lists all the key factors where

there is no agreement, with the ratings and comments from the expert panel. You

are able to edit the document to change your rating if you would like to, and enter

some comments to share your thinking. Please note, this round will only present

key factors where the expert panel has not agreed on their importance for effective

convergence.

Please look at this document, and edit it with your responses to the questions

<insert link to Round2 or Round 3 document here>. This document is for your

sole use only. No one else should have access to it, so please do not share the link

with anyone else.

Please can you enter your responses by <2 weeks time>. I will send out two

reminders during this time to encourage your participation. After the deadline the

document will not be able to be edited as it will become read-only

I look forward to reading your responses. For your information, here is the link to
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the “Research Overview” and the “Expert Panel Participants” documents for your

reference. If you have any questions please do not hesitate to contact me.

Once again, many thanks for your participation

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk) (For reference, my su-

pervisor is Professor Debi Ashenden. If you have any complaints or comments

about this research please email her debi.ashenden@port.ac.uk)

This email is “Round Two Email v1: 3rd August 2020”
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C13 Delphi - round two document



 Round 2: Achieving consensus on the ratings 

 Thank you for spending the time in Round 1 to rate the key factors on how important you 
 think they are for effective convergence. The ratings for each key factor have been 
 aggregated from all members of the expert panel to see the level of agreement within the 
 group. 

 Round 2 will focus on the key factors where there is no agreement from the expert panel. 
 The aim of this round is to see whether the expert panel can agree on the importance of any 
 of the remaining key factors for effective convergence. 

 Instructions: 
 On the following pages you will see the key factors where there is no agreement. For each 
 key factor you will see: 

 ●  The total number of people from the expert panel who rated the key factor. 
 ●  A link to a document with all the comments from the expert panel for that key factor. 

 Please take some time to read through these to see how the other members of the 
 expert panel commented. 

 ●  The percentage of the panel members who responded for each rating for that key 
 factor. 

 Having seen the comments and ratings from the other members of the panel you will be 
 asked if you would like to revise your rating for that key factor. 

 ➔  You will be shown your rating from Round 1 and will be given the opportunity to re-rate 
 the key factor.  You do not have to change your rating  if you do not want to, you can use 
 the same rating again. 

 ➔  You can provide comments for your rating to help the other members of the panel 
 understand your thinking. You might like to include what you agree with, what you 
 disagree with, or what comments from other panel members you thought were 
 particularly appropriate or thought provoking. 

 You can spend as much time as you would like rating the key factors, but please remember it 
 is not necessary to spend more than 30 minutes completing this form. I appreciate there are 
 a lot of comments, but I hope you find it interesting to see what the other panel members 
 said in the previous round. 

 Submission date: 
 You will not be able to enter responses into the document after:  Sunday, 20th December. 

 For reference, here is a link to the  Research Overview  document that provides details about 
 this study.  If you have any questions please do no  hesitate to contact me: 
 emma.boakes@port.ac.uk 



 Please complete by: Sunday, 20th December 2020 
 Page  2  of  15 

 Saving the document: 
 This document will save your input as you go, so you can leave and come back if you need 
 to. You can see the saved status at the top of the document to the right of the document title. 
 If you click on the small cloud you will get a pop up that tells you if the document is saved, as 
 illustrated here: 

 A reminder of how to rate each key factor 

 As before, to rate a key factor, please place an  X  underneath the number you think most 
 accurately represents how important you think the key factor is, from ‘Not important’ to ‘Very 
 important’.  If possible, please use the comment box to explain your choice of rating. Please 
 only place one  X  . You can always use the comments  box to explain if you are unsure. 

 Example: 

 Not important 
 1  2  3  4  5  6 

 Very important 
 X 

 Note: 

 ●  Only one key factor will be presented on a page to make it easier to read the tables. 
 ●  In some of the descriptions for the key factors you will see  bold green text  . This is 

 an indication of how the description of the key factor has been expanded to 
 incorporate comments from the expert panel following Round 1. 

 ●  The percentages have been rounded to the nearest whole number, so the totals will 
 not necessarily add up to 100%. 

 ●  Please remember that this study is interested in understanding how important these 
 key factors are for effective convergence, despite that in some instances they are not 
 being adopted, or are difficult to adopt. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  3  of  15 

 Initiating convergence 

 Key factor 3: 

 The organisation seeks guidance on adopting a converged approach. 

 The organisation refers to guidance documentation  and/or  seeks advice from people with 
 expertise or knowledge in convergence inside and outside the organisation. This helps 
 guide the organisation's decisions around implementing convergence. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  5%  23%  41%  32% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  4  of  15 

 Initiating convergence 

 Key factor 5: 

 Security takes early incremental steps towards the implementation of 
 convergence. 

 The organisation identifies areas where convergence can happen most easily and quickly. 
 By addressing 'low-hanging fruit' first, they start to see improvements early before they have 
 a complete view of the final outcome of the converged approach. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  9%  9%  23%  14%  23%  23% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  5  of  15 

 The organisational structure of a converged security function 

 Key factor 7: 

 Different security departments are under the same management team. 

 They may be kept separate or may be merged into a single organisational function. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  9%  27%  14%  9%  36% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  6  of  15 

 Collaboration across the security function 

 Key factor 13: 

 Security staff have regular opportunities to meet formally and informally. 

 Regular meetings, sharing the same location, and social gatherings help to build 
 relationships and give staff the opportunity to work together, learn from each other, and 
 share knowledge and information.  Virtual meetings  may be necessary in some 
 situations. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  9%  9%  18%  32%  32% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  7  of  15 

 Collaboration across the security function 

 Key factor 14: 

 Roles and responsibilities are clearly defined in job descriptions. 

 The ownership of different areas is clear, and duties do not overlap. Lines of authority and 
 reporting have been specified and there is detail about who people should collaborate with, 
 and when. 

 Expert panel responses from Round 1 

 21 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  10%  10%  10%  19%  52% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  8  of  15 

 Collaboration across the security function 

 Key factor 16: 

 Security data is aggregated. 

 Information from different security resources is aggregated to provide a holistic view of 
 organisational security. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  5%  9%  14%  41%  32% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
 Page  9  of  15 

 Security Staff 

 Key factor 17: 

 Security staff are open minded. 

 They have the capability and willingness to explore new ways of achieving security, to 
 embrace new ways of working, to learn about and be involved in areas outside of their 
 immediate remit, and to develop new skills. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  5%  18%  41%  32% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
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 Security Staff 

 Key factor 18: 

 Security staff have good communication skills. 

 Security knowledge may be inconsistent across the security function, including within the 
 security leadership team, so security staff need to be able to accurately and effectively 
 share knowledge, engage with senior management and the wider organisation about 
 security, threat, and convergence. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  9%  23%  36%  27% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
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 Security Staff 

 Key factor 19: 

 The organisation needs the right people with the right skills. 

 The organisation needs the right people with the right skills  from the management level 
 through to the security personnel.  Security leaders  have the autonomy and resources to 
 train or hire the right people to fill skill gaps, without needing to adhere to conventional job 
 roles. 

 Expert panel responses from Round 1 

 21 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  14%  14%  24%  48% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
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 Security and the Business 

 Key factor 22: 

 Expectations for convergence are measured. 

 The organisation is ready for a change, and has realistic expectations for the approach. 
 Appropriate goals for convergence are set,  including  key performance indicators (KPIs), 
 and progress towards them is measured, with successes (and failures) shared across the 
 organisation. 

 Expert panel responses from Round 1 

 22 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  9%  23%  32%  36% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 



 Please complete by: Sunday, 20th December 2020 
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 Security and the Business 

 Key factor 23: 

 Security is viewed holistically and investment does not prioritise any one 
 security discipline over another. 

 Expert panel responses from Round 1 

 21 members of the expert panel rated this key factor in Round 1 

 ➔  Here is a link to  a document with all comments from  the expert panel  for this key 
 factor. 

 ➔  The percentage of the panel members who responded for each rating can be found 
 below. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  10%  14%  10%  14%  19%  33% 

 Do you want to revise your rating? 

 ➔  Please review the  comments  from the expert panel and  their ratings (above) before 
 you to decide if you would like to revise your rating 

 ➔  You do not have to revise your rating. You can give this key factor the same rating as 
 before. 

 1  2  3  4  5  6 

 Your rating from round 1 

 Your new rating 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 
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 Additional key factors 

 In Round 1 the expert panel had the option to suggest additional key factors. These have 
 been analysed, and in some cases have provided updates to the original key factors (as 
 indicated by  bold green text  ). In a couple of cases,  the suggestions were substantially 
 different from the original key factors, and so two new key factors have been developed. 
 These are presented below. 

 Please can you rate each of these new key factors on  how important  you think they are for 
 convergence to work, based on your experience of working in a converged security function. 
 To rate a key factor, please place an  X  underneath  the number you think most accurately 
 represents how important you think the key factor is, from ‘Not important’ to ‘Very important’. 

 If possible, please use the comment box to explain your choice of rating, for example by 
 giving an example or a reason. Your comments will help the rest of the panel understand the 
 foundation to your thinking. Please only place one  X  . You can always use the comments box 
 to explain if you are unsure. 

 24  (NEW) Security is a distinct discipline 

 Security is seen as a discipline in it's own right and it is 
 not grouped with other specialties within the 
 organisation. This ensures that security is able to focus 
 solely on the security aspects of the organisation. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 25  (NEW) The timing of convergence is considered 
 within the broader organisational context 

 Convergence is adopted at an appropriate time for the 
 organisation considering other organisational changes 
 or restructuring that is taking place. Additionally the 
 implications of the timescale for convergence to take 
 effect is also considered in line with the implications 
 this can have on budget and resourcing. 

 1  2  3  4  5  6 

 Please type any comments to support your answer here. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 
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 Thank you 

 Many thanks for taking the time to review these key factors and to consider your rating again 
 in light of the comments and ratings from the rest of the expert panel. You are able to edit 
 your responses up to  Sunday, 20th December  , after  which time I will change the document 
 to be read-only. 

 Moving forward, I will compare your new responses with the revised responses from the 
 other members of the expert panel. I will then be able to see whether or not there is more 
 agreement on the importance of the key factors amongst the panel. In the final round, we will 
 follow the same format as this round. We will only look at the key factors where there is 
 disagreement, and you will see the ratings of the rest of the panel, and their supporting 
 comments, from this round. 

 I will be in touch soon to let you know when the next round will start. 

 Have you completed your responses? 

 If you have completed your responses and do not want to edit them further, then please 
 place an ‘X’ in the box below. 

 Reminder:  Not important  1  2  3  4  5  6  Very important 
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C14 Delphi - round two end email

Subject line: What makes convergence work?

Dear Expert Panel,

Thank you for completing the document for round xx of the research project. I will

now analyse your responses and prepare a new document for the next round of the

study. I will send this to you during the week of xxx

For your information, here is the link to the “Research Overview” and the “Expert

Panel Participants” documents for your reference. If you have any questions please

do not hesitate to contact me.

Once again, many thanks for your participation

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Round Two End Email v1: 3rd August 2020”
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 Key Factors Working Document 

 This  document  shows  the  key  factors  where  the  expert  panel  agreed  on  how  important  they 
 are  for  effective  convergence.  Agreement  was  established  by  identifying  how  much  variation 
 there  was  between  the  importance  ratings  from  the  expert  panel.  Agreement  for  a  key  factor 
 was determined if there were low levels of variation between responses. 

 The  key  factors  that  the  expert  panel  agreed  on  are  shown  below.  For  each  key  factor  you 
 will  see  the  percentage  of  panel  members  who  responded  for  each  rating.  You  will  also  see  a 
 dispersal score which indicates the level of variation between responses. 

 The  key  factors  are  presented  in  order  of  agreed  importance,  with  the  most  important  first. 
 Where  two  key  factors  have  the  same  level  of  importance,  the  key  factor  with  the  highest 
 level  of  agreement  comes  first.  If  the  level  of  agreement  is  the  same,  they  are  presented  in 
 numerical order. 

 Key  factors  with  no  agreement  are  being  presented  back  to  the  expert  panel  in  the  next 
 round. 

 Note: 
 ●  In some of the descriptions for the key factors you will see  bold green text  . This is 

 an indication of how the description of the key factor has been expanded to 
 incorporate comments from the expert panel. 

 ●  The percentages have been rounded to the nearest whole number, so the totals will 
 not necessarily add up to 100%. 



 Median rating 6 

 1 A key person has a vision for convergence. 

 They understand the breadth of security and take on a leadership role.  They educate 
 the organisation on what convergence is, why it is important, and what benefits 
 it will bring.  They act as a champion for the approach,  advocating convergence to 
 senior management, communicating  what it would ideally  look like in the 
 organisation,  how it can be achieved, what problems  there might be and how to 
 mitigate them. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  0%  0%  27%  73% 

 Key factor 1: Median rating is 6. Dispersal score of 0.75 

 2 Senior management advocate for a converged approach. 

 Senior management enable  the security function  and  increase their visibility in 
 the organisation. Senior management  emphasise  and  advocate  the importance of 
 a holistic security approach  , demonstrating their  commitment to making it 
 happen  .  They empower  the security function  to adopt  convergence and hold them 
 to account. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  5%  14%  23%  59% 

 Key factor 2: Median rating is 6. Dispersal score of 1 

 6 Steps are made to engage with stakeholders. 

 Different stakeholders are identified, to ensure communications are delivered 
 effectively, at the right level and with the most relevant information. 
 Communications about convergence are transparent to help allay any fears and to 
 reduce conflict. Convergence is promoted to all stakeholders across the organisation, 
 and there is clear communication about how it will align security with the business to 
 help get stakeholders on board  , and in some cases  to secure their agreement. 
 Open communication is continued with the broader organisation to provide 
 security expertise to those who seek it. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  5%  5%  23%  68% 

 Key factor 6: Median rating is 6. Dispersal score of 1 



 10 The security function has a mindset of collaboration. 

 Different views are respected and seen as beneficial to the security of the 
 organisation. Staff are encouraged to share their different perspectives and 
 knowledge, and to ask for and offer support. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  0%  5%  36%  55% 

 Key factor 10: Median rating is 6. Dispersal score of 1 

 11 Everyone within the security function is working to a common goal. 

 The objectives of the security function support the business, and take a holistic view of 
 security. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  5%  9%  32%  55% 

 Key factor 11: Median rating is 6. Dispersal score of 1 

 12 A key person directs the convergence approach. 

 They understand the different security perspectives and facilitate collaboration by 
 moderating relationships. They set the culture within the security function and facilitate 
 change through education and training. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  0%  5%  24%  67% 

 Key factor 12: Median rating is 6. Dispersal score of 1 



 15 Staff all work to the same frameworks and standards. 

 Documentation formalises convergence through joint procedures and processes, 
 facilitating collaboration by building in key touch points. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  10%  10%  24%  52% 

 Key factor 15: Median rating is 6. Dispersal score of 1 

 21 Converged security aligns with the business. 

 The security function has the time to assess the business-related security issues that 
 convergence will help to address, and will align with the organisation’s view on what is 
 an acceptable level of risk.  The focus is on both  risk management, and the 
 identification of risks that need to be minimised, as well as risk intelligence, and 
 the identification of risks that can be exploited to further the organisation’s 
 vision and goals. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  5%  5%  38%  52% 

 Key factor 21: Median rating is 6. Dispersal score of 1 

 Median rating 5.5 

 4 Convergence is planned before its implementation. 

 The organisation looks to understand what needs securing, what collaboration has to 
 occur for this to happen, what budget and skills are required and available, and how 
 convergence should be implemented before actually adopting the approach.  The 
 organisation has a methodology for how to move from the concept of 
 convergence to its operation 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  0%  0%  23%  28%  50% 

 Key factor 4: Median rating is 5.5. Dispersal score of 1 



 9 The security function has a culture of continuous improvement. 

 They have the time and resources to implement convergence, to address issues early, 
 and to maintain changes after implementation. They are able to reflect on how they 
 can improve convergence allowing it to evolve over time. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  5%  5%  14%  27%  50% 

 Key factor 9: Median rating is 5.5. Dispersal score of 1 

 20 Security staff are provided with training opportunities. 

 Professional development, accreditation, and cross-skilling opportunities ensure a 
 greater range of skills within the security workforce, and training on convergence and 
 how it aligns with the business ensures a business focused security function. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  0%  5%  0%  14%  32%  50% 

 Key factor 20: Median rating is 5.5. Dispersal score of 1 

 Median rating 4.5 

 8 The organisation forms a cross-cutting committee, forum, or risk 
 council. 

 This will have membership representation from across all the different security 
 disciplines. 

 1  2  3  4  5  6 

 How did the panel rate this key factor?  5%  0%  14%  32%  27%  23% 

 Key factor 8: Median rating is 4.5. Dispersal score of 1 
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C16 Delphi - round three end email

Subject line: What makes convergence work?

Dear Expert Panel,

Thank you for completing the document for round 3, the final round of the research

project. I will now analyse your responses and prepare a new document which I

will send to you shortly for your reference.

For your information, here is the link to the “Research Overview” and the “Expert

Panel Participants” documents for your reference. If you have any questions please

do not hesitate to contact me.

Once again, many thanks for your participation

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Round Three End Email v1: 3rd August 2020”
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C17 Delphi - agreed key factors by importance &

round



 Median rating at consensus  Round 
 % across ratings 

 IQR 
 1  2  3  4  5  6 

 Median 6 

 1  A key person has a vision for convergence  1  0  0  0  0  27.27  72.73  0.75 

 2  Senior management advocate for a converged approach.  1  0  0  4.55  13.64  22.73  59.09  1 

 6  Steps are made to engage with stakeholders.  1  0  0  4.55  4.55  22.73  68.18  1 

 10  The security function has a mindset of collaboration.  1  4.55  0  0  4.55  36.36  54.55  1 

 11  Everyone within the security function is working to a common goal.  1  0  0  4.55  9.09  31.82  54.55  1 

 12  A key person directs the convergence approach. (*)  1  4.76  0  0  4.76  23.81  66.67  1 

 14  Roles and responsibilities are clearly defined in job descriptions. (*) 
 1  0  9.52  9.52  9.52  19.05  52.38  2 

 2  0  4.76  0  9.52  19.05  66.67  1 

 15  Staff all work to the same frameworks and standards. (*)  1  4.76  0  9.52  9.52  23.81  52.38  1 

 19  The organisation needs the right people with the right skills. (*) 
 1  0  0  14.29  14.29  23.81  47.62  2 

 2  0  0  9.52  0  23.81  66.67  1 

 21  Converged security aligns with the business. (*)  1  0  0  4.76  4.76  38.10  52.38  1 

 Median 5.5 

 4  Convergence is planned before its implementation.  1  0  0  0  22.73  27.27  50  1 

 9  The security function has a culture of continuous improvement.  1  0  4.55  4.55  13.64  27.27  50  1 

 20  Security staff are provided with training opportunities.  1  0  4.55  0  13.64  31.82  50  1 



 Median 5 

 3  The organisation seeks guidance on adopting a converged approach. 
 R1  0  0  4.55  22.73  40.91  31.82  1.75 

 R2  0  0  0  14.29  52.38  33.33  1 

 13  Security staff have regular opportunities to meet formally and informally. 
 R1  0  9.09  9.09  18.18  31.82  31.82  2 

 R2  0  4.76  4.76  4.76  47.62  38.10  1 

 16  Security data is aggregated. 
 R1  0  4.55  9.09  13.64  40.91  31.82  1.75 

 R2  0  4.76  0  19.05  42.86  33.33  1 

 17  Security staff are open minded. 
 R1  4.55  0  4.55  18.18  40.91  31.82  1.75 

 R2  0  0  0  14.29  52.38  33.33  1 

 18  Security staff have good communication skills. 
 R1  4.55  0  9.09  22.73  36.36  27.27  1.75 

 R2  0  0  4.76  9.52  57.14  28.57  1 

 22  Expectations for convergence are measured. 
 R1  0  0  9.09  22.73  31.82  36.36  2 

 R2  0  0  0  9.52  47.62  42.86  1 

 24  Security is a distinct discipline  R2(**)  4.55  0  4.55  13.64  40.91  36.36  1 

 25 
 The timing of convergence is considered within the broader 
 organisational context 

 R2(**)  0  4.55  4.55  13.64  31.82  45.45  1 

 Median 4.5 

 8  The organisation forms a cross-cutting committee, forum, or risk council.  1  4.55  0  13.64  31.82  27.27  22.73  1 



 No consensus 

 5 
 Security takes early incremental steps towards the implementation of 
 convergence. 

 R1  9.09  9.09  22.73  13.64  22.73  22.73  2 

 R2  9.52  4.76  23.81  14.29  23.81  23.81  2 

 R3  10.53  0  21.05  15.79  31.58  21.05  2 

 7  Different security departments are under the same management team. 

 R1  4.55  9.09  27.27  13.64  9.09  36.36  3 

 R2  4.76  0  33.33  4.76  14.29  42.86  3 

 R3  5.26  0  31.58  0  5.26  57.89  3 

 23 
 Security is viewed holistically and investment does not prioritise any one 
 security discipline over another. (*) 

 R1  9.52  14.29  9.52  14.29  19.05  33.33  3 

 R2  9.52  9.52  9.52  14.29  14.29  42.86  3 

 R3  5.26  5.26  10.53  5.26  15.79  57.89  1.5 

 (*) In round 1, 22 of the 23 panellists provided ratings for all the the key factors that reached consensus, except these key factors where only 21 out of the 23 panellists 
 provided a rating 
 (**) These key factors were established from participants' comments to the question about whether there are any additional key factors in Round 1. These were agreed by 
 participants in Round 2 although this was the first time they were presented to them 

 In round 2, 21 participants responded to all of these key factors. In Round 3, 19 panellists rated the key factors 
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C18 Delphi - rating changes across rounds



Key factors

PNo
3 5 7 13 14 16 17 18 19 22 23 Rating changes per 

participant

R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 R1 R2 R3 Up Down Total

1 4 5 - 4 4 4 4 6 6 5 5 - 6 6 - 5 5 - 4 5 - 5 5 - 4 6 - 5 5 - 5 5 6 5 - 5
2 5 - - 1 - - 3 - - 2 - - 2 - - 3 - - 1 - - 1 - - 6 - - 4 - - 2 - - - - 0
3 - - - - - 5 - - 3 - - - - - - - - - - - - - - - - - - - - - - - 5 - - 0
4 6 6 - 5 3 4 5 5 5 5 5 - 6 6 - 4 4 - 5 4 - 4 4 - 6 6 - 5 5 - 6 5 5 1 3 4
5 4 4 - 3 3 3 3 3 3 3 4 - 2 2 - 6 6 - 4 5 - 5 5 - 4 5 - 4 5 - 6 6 6 4 - 4
6 5 5 - 3 1 1 6 6 6 5 5 - 5 5 - 5 5 - 5 5 - 5 5 - 3 3 - 5 5 - 1 1 1 - 1 1
7 3 5 - 3 3 3 3 3 3 5 5 - 4 4 - 3 4 - 5 5 - 3 3 - 5 5 - 5 5 - 2 2 2 2 - 2
8 4 4 - 2 3 3 4 5 6 4 5 - 6 6 - 5 5 - 5 5 - 5 5 - 3 3 - 4 4 - 4 4 6 5 - 5
9 5 5 - 4 5 5 3 3 3 4 5 - 3 6 - 5 5 - 4 5 - 4 5 - 4 6 - 4 5 - 4 4 4 7 - 7
10 5 5 - 3 3 - 3 3 - 4 5 - 6 6 - 4 4 - 3 4 - 4 4 - 5 5 - 4 4 - 2 2 - 2 - 2
11 5 5 - 1 1 1 6 6 6 6 6 - 6 6 - 5 5 - 6 6 - 6 6 - 6 6 - 5 5 - 6 6 6 - - 0
12 5 5 - 2 2 3 6 6 6 4 5 - split 6 - 6 6 - 6 6 - 6 6 - 6 6 - 5 5 - split 6 6 4 - 4
13 4 4 - 5 5 5 6 6 6 5 6 - 6 6 - 6 6 - 6 6 - 6 6 - 5 5 - 5 5 - 6 6 6 1 - 1
14 5 5 - 4 4 4 6 6 6 3 3 - 5 5 - 6 6 - 4 4 - 5 5 - 6 6 - 6 6 - 6 6 6 - - 0
15 6 6 - 6 6 6 3 3 3 6 6 - 6 6 - 6 6 - 6 6 - 6 6 - 6 6 - 6 6 - 6 6 6 - - 0
16 6 6 - 6 6 6 6 6 6 6 6 - 6 6 - 6 6 - 6 6 - 6 6 - - 6 - 6 6 - 6 6 6 - - 0
17 6 6 - 6 6 6 4 4 3 5 5 - 5 5 - 6 6 - 5 5 - 5 5 - 5 6 - 6 6 - 5 6 6 2 1 3
18 4 5 - 5 5 5 6 6 6 6 6 - 3 6 - 2 2 - 5 5 - 3 5 - 6 6 - 3 6 - 1 1 6 5 - 5
19 5 5 - 3 4 - 2 3 - 5 5 - 5 5 - 4 4 - 5 5 - 5 5 - 5 5 - 6 6 - 5 6 - 3 - 3
20 5 5 - 5 5 5 5 5 6 6 6 - 6 6 - 5 5 - 5 5 - 5 5 - 6 6 - 6 6 - 5 5 5 1 - 1
21 6 6 - 6 6 6 1 1 1 6 6 - 4 4 - 5 5 - 6 6 - 4 5 - 6 6 - 6 6 - 3 3 3 1 - 1
22 6 6 - 6 6 - 2 3 - 2 2 - 6 6 - 5 5 - 5 5 - 4 5 - 3 6 - 3 5 - 4 4 - 4 - 4
23 6 6 - 5 5 5 6 6 6 6 6 - 6 6 - 5 5 - 6 6 - 6 6 - 6 6 - 6 6 - 3 3 3 - - 0

Rating 
changes 
per key 
factor

Up - 3 - - 3 2 - 4 2 - 6 - - 3 - - 1 - - 4 - - 4 - - 5 - - 4 - - 3 3
Down - - - - 2 - - - 1 - - - - - - - - - - 1 - - - - - - - - - - - 1 -
Total - 3 - - 5 2 - 4 3 - 6 - - 3 - - 1 - - 5 - - 4 - - 5 - - 4 - - 4 3
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D1 Epistolary - call for participation

Subject line: Understanding the adoption of security convergence in real

world settings - research invitation

I am seeking senior staff to interview who were involved in the decision to adopt

a converged approach to security in their organisation. The interviews are part of

the research I am carrying out for my PhD under the supervision of Professor Debi

Ashenden at the University of Portsmouth.

My research is focused on the convergence of security resources (physical, cyber and

personnel) within organisations. Interviews will be carried out via email, and will

explore how organisations decided to adopt a converged approach, and how they

moved from this decision to the actual implementation of the approach.

My PhD is funded by the Centre for Research and Evidence on Security Threats

(CREST; https://crestresearch.ac.uk/). CREST is an independent Centre com-

missioned by the Economic and Social Research Council (ESRC) and which is

funded in part by the UK security and intelligence agencies. This research has

been cleared by the CREST Security Research Ethics Committee and the Univer-

sity of Portsmouth’s ethics committee.

For more information, or if you would like to take part, please contact:

emma.boakes@port.ac.uk

Many thanks

Emma Boakes

This is “Call for Participation v1: 15th May 2020”

https://crestresearch.ac.uk/
emma.boakes@port.ac.uk
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D2 Epistolary - consent email

Subject line: Understanding the adoption of security convergence in real

world settings - research invitation

Dear xxx

Thank you for your interest in being interviewed as part of my research. I hope

this email will provide you with more details about my research to help you decide

if you would like to take part.

As I mentioned in the ‘Call for participation’, I am looking for senior staff to

interview as part of the research I am carrying out for my PhD. My research is

under the supervision of Professor Debi Ashenden at the University of Portsmouth.

My research is focused on the convergence of security resources (physical, cyber

and personnel) within organisations. I am interested in understanding how organi-

sations decided to adopt a converged approach, and how they decided convergence

would be implemented. I am interested in interviewing staff who were involved in,

or who are aware of, the decision to adopt a converged approach. By participating

you will be helping advance research in this important area.

The interview will be carried out via email, and will cover four topics:

• Background information about what convergence looks like in your organi-

sation

• The decision to adopt a converged approach and what instigated the move

• The decision on how to implement convergence

• What supporting information was used to help these decisions?

For each topic I will send you a series of questions to answer. You are free to spend

as much or as little time as you like answering these questions, but you are not
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required to spend more than 15-20 minutes on each topic. I will give you one week

to respond, although if you need more time, please just let me know. Once you

respond I may ask you for further information or clarification. Then I will send

you the next topic’s questions. Your responses do not need to be formal, and the

aim is for the interview to be an informal interaction to help me understand how

decisions were made. If you would like to use a non-work email for the interview,

just let me know.

During the interview you are not obliged to answer any questions if it is not appro-

priate. After the interview you will be sent an anonymised record of the interview.

This will help you to determine if you would like to withdraw some or all of your

interview from the study. You will be asked to do this within one week.

If at any point during the interview you don’t respond, I will send you a reminder

email. I will do this twice, at this point if I still haven’t heard from you I will

assume that you have withdrawn from the study and I will not contact you again.

Your responses up to that point will not be used in my analysis. You are free to

withdraw from the study at any time, and if you want your responses to be removed

from the study, you just have to let me know.

Once the interview is completed. I will store all anonymised, completed interview

records in my University of Portsmouth’s Google Drive that only I have access to,

and all emails will be deleted.

The interview will be confidential, unless you disclose dangerous or illegal practices,

or information that suggests people are at risk of physical harm. In these circum-

stances I will have to break confidentiality, and seek guidance from my supervisor,

Professor Debi Ashenden. If possible, I will tell you if I have to do this.

It is anticipated that the findings from this interview study will help to identify

how organisations decide to adopt a converged approach to security and how they

start to implement it, with the aim of providing the security industry with tools

or resources that will facilitate the adoption of a holistic security approach. The



D2. Epistolary - consent email 515

findings will be included in the write up for my PhD as well as potentially being

included in publications, however, no identifying information will be included, as

your anonymity is important.

If you decide to participate in an interview it is important that you do so voluntarily.

Also it is important that you have the appropriate authority to take part, and that

by participating you will not jeopardise your relationship with your employer.

I hope this email provides you with all the information you need, however, if you

have any questions, please do not hesitate to email me.

I have created an Interviewee Information Sheet [see Section D3] that covers the

details of the study highlighted in this email in more detail.

If you would like to take part in this research, please email me to let me know. It

is important that you understand that by arranging to be interviewed, you agree

that:

• you have had time to understand the details of the research, ask any questions

you have, and have those questions answered satisfactorily;

• you are participating voluntarily and are free to withdraw at any time;

• you understand how the data collected in the interview will be used and

stored;

• you consent to anonymised, verbatim quotes being used in publications. You

will not be named but there is a risk that you could be identified.

Finally, my PhD is funded by the Centre for Research and Evidence on Security

Threats (CREST; https://crestresearch.ac.uk/). CREST is an independent Centre

commissioned by the Economic and Social Research Council (ESRC) and which is

funded in part by the UK security and intelligence agencies. This research has been

cleared by the CREST Security Research Ethics Committee and the University of

Portsmouth’s ethics committee. Thank you for taking the time to read this email.
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I do hope you will choose to participate in this research, and if not, I hope that you

will find the findings of interest.

Many thanks

Emma Boakes, PhD researcher (emma.boakes@port.ac.uk)

(For reference, my supervisor is Professor Debi Ashenden. If you have any com-

plaints or comments about this research please email her debi.ashenden@port.ac.uk)

This email is “Email Invitation v6: 15th May 2020”
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D3 Epistolary - interviewee information sheet

Understanding the adoption of security convergence in real world set-

tings

I would like to invite you to take part in an email interview. You do not have to

take part if you do not want to, and this information sheet will help you decide if

you would like to participate.

1. A little bit about the research project

I am carrying out this research as part of my PhD. I am interested in understanding

how organisations converge their security resources and integrate their different

security disciplines. My research will explore how organisations have decided to

implement a converged approach, and what are the most important elements of a

converged approach.

2. What is the purpose of the study?

For this part of my research I will be carrying out at least 5 interviews with senior

staff. These interviews will help me to understand how your organisation initiated

a converged security approach, who was involved and what information facilitated

the decision and implementation of the approach.

3. Why have you been invited?

You have been invited as you were involved in, or are aware of, the process and

decisions taken to move your organisation to converged security.

4. Do you have to take part?

No, you do not have to take part; it is up to you to decide if you want to volunteer

for this study. If you do agree to take part, simply reply to my email confirming

that you have read and agree to the conditions stated in the email. This is your
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informed consent to take part in the study.

5. What will happen if you do take part?

If you decide to take part, I will send you an email to the email address of your

choice, with a topic and a series of questions for you to answer. You may take

as much time as you would like to answer these questions, but it is not necessary

to spend more than 20 minutes on each topic. Once you respond I may ask you

for further information, or I may ask you to clarify anything I do not understand.

Then I will send you the next topic and questions. Your responses do not need

to be formal. You will not receive any additional payment or reward for your

participation.

The topics the interview will cover are:

• Background information about what convergence looks like in your organi-

sation

• The decision to adopt a converged approach and what instigated the move

• The decision on how to implement convergence

• What supporting information was used to help these decisions?

Once the interview is complete I will collate your responses into one document and

ensure its contents are anonymised. This document will be stored securely, and all

emails will be deleted. You will have the opportunity to review the anonymised

document and redact any information, or anything you consider may identify you

or your organisation.

6. Is there anything else you will have to do?

If you decide to take part there is nothing you need to do to prepare for the session.

After the interview I will send an anonymised record of the interview, and I will

ask you to agree that you are happy for the information within the document to be
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used in my research.

7. What data will be collected?

The only data collected by the interview will be your responses. These will be

anonymised for analysis.

8. What are the possible disadvantages, burdens and risks of taking

part?

Participating in the interview will require you to give up your time, but it is hoped

that you will find it an interesting and enjoyable experience.

9. What are the possible advantages or benefits of taking part?

You will not receive any direct personal benefits from participating in the interview.

Previous interviewees have stated that they have enjoyed being interviewed and

having the opportunity to talk about and reflect on security in their organisation.

10. Will your data be kept confidential?

Yes. There are a few places where I will keep details of your participation. As I

will be storing identifiable information I have included details of how I will store

your data:

• Your name and organisation will be stored in a password protected file on

my University of Portsmouth computer. This will be separate from all other

research data.

• The email you send agreeing to the conditions of the study will be downloaded

and stored on my University of Portsmouth Google Drive for 10 years or until

I leave the University. The email copy will be deleted.

• The anonymised record of your interview will be stored on my University of

Portsmouth Google Drive for 10 years or until I leave the University. Neither

your name or organisation will be stored in association with the document



D3. Epistolary - interviewee information sheet 520

record of the interview. The original emails will be deleted from my inbox

and my sent emails folders.

I have also included a section on GDPR at the end of this information sheet.

Steps will be taken to ensure your anonymity. The anonymised record of your in-

terview will be analysed and the findings from the interviews may be presented to

others at academic conferences, or published as a project report, academic disser-

tation or in academic journals or books. It could also be made available to the

funder of the research. Any quotes that are included in the research outputs will

not be attributable to you or your organisation.

11. What will happen if you don’t want to carry on with the study?

You are free to leave the interview at any time if you no longer want to take part,

and you do not have to give a reason. If you would like your interview responses

up to that point to be removed from the study you just have to let me know. If at

any point during the interview you do not respond to my email, I will send you two

reminders. If at this point you still do not respond I will no longer contact you,

and your responses will be removed from the study.

Once the interview is completed, you will be sent an anonymised record of the

interview and you will be given one week to specify if there is anything you have

shared that you do not want included in the analysis.

12. What if there is a problem?

Please let me know if you have a query, concern or complaint about any aspect of

this study, or alternatively you can contact my supervisor, Professor Debi Ashenden.

Our contact details are at the end of this document.

If we cannot resolve your concern or complaint, please contact the Head of the

School of Computing, Dr Nick Savage, 023 9284 6363 or nick.savage@port.ac.uk.

If your complaint remains unresolved, please contact The University Complaints
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Officer, 023 9284 3642 or complaintsadvice@port.ac.uk

13. Who is funding the research?

This research is being funded by the Centre for Research and Evidence on Security

Threats (CREST; https://crestresearch.ac.uk/). CREST is an independent Centre

commissioned by the Economic and Social Research Council (ESRC) and which is

funded in part by the UK security and intelligence agencies. I do not receive any

financial reward for conducting this study other than my standard bursary.

14. Who has reviewed the study?

This study has been approved by the University of Portsmouth Faculty of Tech-

nology Ethics Committee and has also been approved by the CREST Security

Research Ethics Committee. This is to ensure that the dignity and well-being of

all participants is respected.

Thank you for taking time to read this document and for considering volunteering

for this research. Please let me know via email if you agree to participate, or if

you have any questions. If you agree to take part you will need to agree to the

conditions of the research as specified in the email invitation you have received.

Contact details for reference

My details: Emma Boakes, emma.boakes@port.ac.uk

My supervisor: Professor Debi Ashenden, debi.ashenden@port.ac.uk

Ethics Committee Reference Number: TECH2019-E.B-09 and Boakes 2 2020 06 08

This is “Interviewee Information Sheet v1: 18th May 2020”

GDPR compliance statement

As outlined in point 10, I will be collecting some limited personal information

about you so need to inform you of the following: The School of Computing at
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the University of Portsmouth wishes to process your personal data (that is, collect,

use, store and destroy data that identifies you) as part of this PhD project. If you

have any queries about this PhD project please contact emma.boakes@port.ac.uk

in the first instance or if you have any general queries about how your data will be

processed, please contact the University’s Data Protection Officer, Samantha Hill,

023 9284 3642 or information-matters@port.ac.uk.

We ask for your consent to process the data we ask for in this PhD project, so that

we can conduct the research as described in this interviewee information sheet. We

will not share your personalised data with anyone outside of the project team. Your

personal data will be held securely on the researcher’s University of Portsmouth

computer and Google Drive (we will not store your data outside the EU) for up to

10 years when the data will be securely destroyed.

Although you have the right to request a copy of the personal data we hold about

you, to restrict the use of your personal data, to be forgotten, to data portability,

and to withdraw your consent for the use of your data, it is possible that we may

not be able to fully comply with those rights as your data will be anonymised and

it will not be possible to identify all data associated with your input.

For more information on your rights in general, please see the information on the

following links: http://port.ac.uk/departments/services/corporategovernance/gd

pr/

You also have the right to lodge a complaint about the use of your personal data

to the University (email information-matters@port.ac.uk) and then, if you are un-

happy with our response, to the Information Commissioner’s Office (ICO) – for

more information please see https://ico.org.uk/for-the-public/raising-concerns/

http://port.ac.uk/departments/services/corporategovernance/gdpr/
http://port.ac.uk/departments/services/corporategovernance/gdpr/
https://ico.org.uk/for-the-public/raising-concerns/
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D4 Epistolary - email questions example

Subject line: Topic 2 - Understanding the adoption of security conver-

gence in real world settings

Dear xxx

Many thanks for responding to the previous questions.

<insert any follow up or clarification questions if necessary, mention interesting

points >

The next topic is ‘Deciding to adopt a converged approach’. The questions for this

topic are:

• What instigated the decision to move to a converged approach?

• Were there perceived benefits to convergence and how did you know about
them?

• Was there a particular problem that the organisation was trying to address,
and how did you know about the problem?

• Who was involved in the decision to adopt a converged approach?

• How did you know that convergence was the solution to the problem?

You may take as much time as you would like to answer these questions, but it is
not necessary to spend more than 20 minutes on your answers. If you could please
respond to me by <insert 1 week’s time>, that would be great, however, if you
need more time please do not hesitate to ask.

Just to remind you, you are free to withdraw from this study at any time. If you
want to be reminded of any of the details of this study please see the document
here <insert link to Interviewee Information sheet on Google Docs>

If you have any questions or need any clarification please do not hesitate to ask.

Many thanks, and I look forward to your responses.

Emma
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D5 Epistolary - first reminder email

Subject line: Reminder for Topic 2 - Understanding the adoption of
security convergence in real world settings

Dear xxx

I notice that you’ve not yet responded to my last email. Please let me know if you
would like more time to answer the questions, or if you are having any difficulties
responding.

Please remember that you do not have to answer any question if you do not think
it appropriate. Also, I am not looking for formal or complete responses. Any
information you provide will be of interest and helpful to this research.

Just to remind you, the topic is ‘Deciding to adopt a converged approach’. The
questions for this topic are:

• What instigated the decision to move to a converged approach?

• Were there perceived benefits to convergence and how did you know about
them?

• Was there a particular problem that the organisation was trying to address,
and how did you know about the problem?

• Who was involved in the decision to adopt a converged approach?

• How did you know that convergence was the solution to the problem?

You may take as much time as you would like to answer these questions, but it is
not necessary to spend more than 20 minutes on your answers.

Just to remind you, you are free to withdraw from this study at any time, and if
you want to be reminded of any of the details of this study please see the document
here <insert link to Interviewee Information sheet on Google Docs>

If you have any questions or need any clarification please do not hesitate to ask.

Many thanks, and I look forward to hearing your responses.

Emma
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D6 Epistolary - final reminder email

Subject line: FINAL REMINDER for Topic 2 - Understanding the adop-
tion of security convergence in real world settings

Dear xxx

I notice that you’ve not yet responded to my last email, so I thought I would send
one final reminder. If I do not hear from you then I will assume you have withdrawn
from the study, and I will not use any of your previous responses in my analysis.

If you would like to continue participating, please let me know. I am happy for you
to take some more time to answer the questions if this would help.

Please remember that you do not have to answer any question if you do not think
it appropriate. Also, I am not looking for formal or complete responses. Any
information you provide will be of interest and helpful to this research.

Just to remind you, the topic is ‘Deciding to adopt a converged approach’. The
questions for this topic are:

• What instigated the decision to move to a converged approach?

• Were there perceived benefits to convergence and how did you know about
them?

• Was there a particular problem that the organisation was trying to address,
and how did you know about the problem?

• Who was involved in the decision to adopt a converged approach?

• How did you know that convergence was the solution to the problem?

You may take as much time as you would like to answer these questions, but it is
not necessary to spend more than 20 minutes on your answers.

Just to remind you, you are free to withdraw from this study at any time, and if
you want to be reminded of any of the details of this study please see the document
here <insert link to Interviewee Information sheet on Google Docs>

If you have any questions or need any clarification please do not hesitate to ask.

Many thanks, and I look forward to hearing your responses.

Emma
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D7 Epistolary - summary for participants

Deciding on how to adopt and implement converged
security: a short report

by Emma Boakes at the University of Portsmouth

The following is a brief summary of a study that took place between July 2020
and June 2021. The study formed part of the research carried out as part of my
PhD investigating security convergence. This study was interested in exploring how
organisations decided to implement converged security. More details of the research
can be found in the participant information sheet for this study.

The study was carried out using interviews via email. It was anticipated that
this would provide both the researcher and the participants flexibility in when they
responded, as well as time to reflect on their responses. The majority of participants
were favourable about being interviewed via email, although there were degrees of
positivity; some participants simply said the method was ‘fine’ whilst others were
clear that they ‘preferred’ it over more synchronous data collection methods.

Demographics In total 15 people took part in the study. Participants were from a
variety of countries including the UK, Germany, USA, and South Africa. They rep-
resented organisations from a variety of industry sectors including finance, energy,
telecommunications, retail and entertainment. All were involved in the decision to
converge security resources.

Analysis The findings of this study were established by carrying out a thematic
analysis. This analysis involved me attributing short descriptions, or codes, to
sections of each transcript. These codes encapsulate the meaning of the section
they refer to; they can refer to short and long sections of the transcripts, and they
can be used multiple times. The same section of a transcript can have several codes
associated with it. These codes are then grouped together into themes and sub-
themes. The idea of thematic analysis is that the themes accurately represent the
contents and ethos of the transcripts, and provide a representation of the research
data in relation to the questions that the research aims to answer.

This report The findings have been presented below as part of a notional process,
although I recognise that the establishment of convergence is not necessarily as
linear as this presented process suggests. Additionally, these findings have been
heavily summarised from the analysis, so please let me know if there are sections
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you would like to know more about and I will be happy to share more details with
you.

This report will be available as read-only until 31st March 2022. Please let me
know if you would like to extend your access, if you would like a copy to keep, or
if you would like to share this more broadly and I will be happy to arrange this.

The findings cover the following topics:

• Organisational context for convergence

• What instigates convergence?

• Designing convergence

• Getting buy-in for the approach

• What convergence looks like

• Bringing people together

• Collaboration outcomes

• Factors influencing the operation of convergence

1. Organisational context for convergence

Convergence happens within the context of the organisation and the impact of this
on the adoption of the approach needs to be recognised. Convergence aims to add
value to the organisation, yet it is clear that there also needs to be an appetite for
change if the idea of convergence is to be taken up.

2. What instigates convergence?

Organisational drivers. Convergence was seen as a way of improving security
performance, particularly in response to the challenges introduced by the changing
threat landscape. Additionally, convergence was seen as a way to improve efficiency
by reducing duplication and effort across the security function, saving cost and
simplifying security.

Key personnel. Their vision for convergence was sometimes based on previous
experience of the approach, or alternatively because it ‘just makes sense’.

External Sources. Organisations take the lead from other companies, for example
a parent organisation. There is also a desire to emulate best practice, whilst in some
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industry sectors convergence is seen as a trend. Additionally, published information
from Government, research and industry organisations, and peer networks help
influence organisations. Organisations also share their experience of convergence
with each other.

3. Designing convergence

Collaboration informs the approach. Organisations draw on in-house experi-
ence and expertise to determine what convergence will look like, facilitating open
discussions and collaboration with staff using consultation, workshops, and working
groups. In some cases this was a legal requirement of the formal change manage-
ment process. The process can be instrumental in helping to inform the design,
engage stakeholders, and instigate collaboration and buy-in.

Opportunistic and evolving approach. The implementation of convergence can
be unplanned, with decisions made and opportunities taken as they arise. Conver-
gence takes time and its implementation can evolve giving security room to learn,
make mistakes, and develop the concept further. Success in one area of conver-
gence builds trust in both security and the approach. Some organisations planned
implementation based on other, non-convergence, reorganisation processes.

Build your own solution. Organisations needed to build their own implemen-
tation of convergence. Some interviews indicated a lack of information to help
establish convergence, requiring them to learn what works best through the ex-
perience of implementing the approach. In other cases information needed to be
translated for their own situation.

4. Getting buy-in for the approach

Understanding the problem. The board needs to understand the problem that
convergence will address, the benefits it will bring over the existing approach, and
the risks that the existing approach doesn’t adequately mitigate. The perception
of ‘the problem’ is not necessarily consistent across the organisation, and some may
not think there is a problem to resolve.

Engaging with the board. The decision to adopt convergence ultimately falls
to the senior leadership team. Security needs to build a good working relationship
with the board and achieve their buy-in. The argument for convergence needs
to be made at the right time, and needs to be meaningful, using language they
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will understand and align itself with the business. Security needs to make the
translation of how the plans for convergence will benefit the organisation. A good
working relationship with the board can also facilitate a greater level of autonomy
for the security function.

Engaging with those impacted. Keep those impacted by convergence informed
about the approach and its benefits, or directly involve them in its design. This
can help to mitigate any fear and uncertainty they may feel as a consequence of
adopting convergence and facilitate buy-in. Provide an opportunity for staff to
ask questions and input meaningfully into the process. This is an opportunity to
draw on their experiences and mitigate problems further down the line. There can
be rivalry between different areas within organisations, and convergence could be
seen as a ‘land-grab’ within the organisation. Transparent engagement about the
approach can diffuse these feelings of threat. Clear communication about intent
can help to bridge the gap and ensure everyone is clear about what is trying to be
achieved.

5. What convergence looks like

Organisational structure. Placing teams in the same consolidated organisational
structure was prevalent, although the exact makeup of those structures may be
quite different. Security is more than simply physical, cyber and personnel security
departments, and interviewees highlighted organisational structures which include
other functions. A single, consolidated function does not necessarily mean that the
different security teams will collaborate, however, and convergence can be facilitated
with roles or committees that specifically cut across the different teams.

Make up of the team. A single, consolidated organisational structure does not
address the structures and hierarchies adopted within the newly formed converged
function. This can be influenced by the provision of resources and funding. For
example, some interviews found securing resources and funding to be problematic,
leaving the proposed organisation without the appropriate people to be effective.
The direction for the security function also influences the makeup of the team
based on the skills required. No specific skill mix was identified by the interviews.
Specialist skills are still in demand but there is also a requirement for organisations
to be able to ‘plug and play’ staff as required, which suggests a more generalist
skills set. These are, of course, not mutually exclusive options.

Establishing who has control. It needs to be established who has authority
over different work areas as this is an area for power struggles if those with control
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over existing functions wish to maintain their authority. By establishing clear roles
and responsibilities, control points can be reconciled, unintentional overlaps can be
minimised, and gaps identified. This ensures that someone is responsible for each
area, and that each person’s remit is clear. This is not a one time project, however,
and it is important to be flexible as they change over time.

Aims and objectives. The organisational structure aspects of convergence were
often complemented by providing a shared goal to those within the security function.
Shared objectives could be established through collaboration, and agreed within the
team to ensure buy-in. Collaboration itself can centre on a common task facilitating
different groups working together. As groups collaborate they are more able to see
other areas of synergy where they can work together.

6. Bringing people together

Opportunities to build relationships. Staff from different disciplines need
the opportunity to start to work together. This can be provided by: adopting a
collaborative approach to designing the converged solution itself; encouraging staff
to work together on a common output; meetings; or working in close proximity.

Foster understanding and respect. Staff need the opportunity to understand
more about how different disciplines work, to foster respect and to manage expec-
tations. For example, by providing opportunities for staff to work together to learn
about skills outside of their discipline, this will improve working relationships, and
lead to further cross-disciplinary learning. Staff, however, do need to be willing
and open to learn more about other disciplines, which can be encouraged by senior
people setting the culture that this is expected.

Role of leadership. Senior staff actively set the culture within the converged
security team, by demonstrating collaboration and encouraging staff to follow suit.
They show that they are not an expert in all areas of security, and recognise the
value of others’ expertise. They have a role to play in providing opportunities for
collaboration, and in encouraging respect and learning from others. They may also
need to rectify the impact of previous poor leadership. Some leaders do not have
the appropriate personality to effectively lead convergence, such as being arrogant,
and this impacts the level of trust staff have in them. Senior staff also play a part
in motivating and empowering staff by identifying those who have potential, or
who need or want to be more successful, and providing opportunities for them to
improve.
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7. Collaboration outcomes

Relationships. Good working relationships encourage support for convergence,
make it more successful, and help to advocate the approach. They are invalu-
able during an incident, when addressing challenges, and they also help provide
opportunities for innovation. They facilitate collaboration, which helps to develop
relationships further, and helps teams develop a broader understanding of each
other and their roles. This increases respect, and trust, which itself leads to further
collaboration. Good working relationships are long lasting and can be sustained
once people leave the organisation.

Sharing expertise helps form a broader view of security that encompasses several
different viewpoints and perspectives, improving security across the organisation.
This facilitates a broader involvement by security, helping them better understand
the business and identify where they can best provide input. This moves away from
the idea of security being a blocker to the organisation and demonstrates how they
can provide input for areas across the organisation.

Trust. Collaboration helps to build trust, but trust facilitates collaboration. Trust
needs to be built, not just within the security team but also with the business. This
is an incremental process that needs to develop over time. It requires openness and
honesty, and sharing expertise in a way that others can understand regardless of
their existing knowledge. As security demonstrates their value, trust in the key
personnel will develop, as will support from senior leadership. This support can
lead to more autonomy for security and an increase in their status within the
organisation, which can facilitate more collaboration and trust with the security
department.

8. Factors influencing the operation of convergence

Context of security. The context within which convergence operates is not static,
but constantly shifting as the status of security, and the relationship between the
organisation and the security function, changes. For example, the status of se-
curity can increase as a consequence of external factors, such as an incident or
organisational internationalisation, or by security function highlighting areas for
improvement.

Access to the board. The closeness of security to the board (in terms of time
allocation and hierarchy) was seen as an indicator of the status and importance of
security within the organisation. Discussions at the board level puts key security
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personnel in a more strategic position within the organisation, and provides them
with improved understanding of the business and it’s priorities.

Skills and knowledge of key security personnel. Key personnel within secu-
rity do not need to be experts in all areas of security, and it may not be possible for
someone to have true expertise in all areas of security. Their knowledge, however,
can influence the makeup of their team favouring their own speciality.

Assessments help determine whether convergence is the right approach, as well
as indicating whether improvements to the approach are needed. The assessment
of convergence can be facilitated by having a clear predetermined state that can be
used to measure the approach against. Success is not easy to define, however. Some-
times it is a subjective judgement based on the knowledge of key personnel, alter-
natively it can be illustrated through comparison with competitors, demonstrating
how the intelligence provided by security working together gives the organisation a
business advantage.

Financial implications. There are differences between organisations on the cost
of implementing a converged approach. For some there is a conflict between invest-
ing in convergence whilst also aiming to cut costs, resulting in security not having
the headcount or funds it anticipated. For others, convergence had no impact on
cost or headcount. Additionally, changes to management structures can create a
conflict between management responsibility and budgetary responsibility that need
to be considered.

I hope you have found this brief summary interesting. Please do not hesitate
to contact me if you would like any further information. Thank you again for
participating.

Emma Boakes

University of Portsmouth

emma.boakes@port.ac.uk

Please do not forward or share this document
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E1 Validation - call for participation

Subject line: Evaluating an evidence-based roadmap for convergence - a
workshop invitation

I am currently recruiting security professionals to participate in my final study
about the convergence of security resources. I will be running two online workshops
to evaluate a roadmap for convergence that I have developed from my research. I
wondered if you would be interested in attending one of these workshops?

I am running the workshops on Tuesday 15th February and Friday 18th February
between 10am and 12 noon (GMT). They will be hosted on Zoom. During each
workshop I will outline my research and then present the roadmap for discussion,
to understand whether it is an accurate reflection of the considerations that need
to be in place for the adoption of convergence.

The workshops will last no more than two hours. If you would like more information,
or if you would like to take part, please contact me: emma.boakes@port.ac.uk

Just to remind you, my PhD is funded by the Centre for Research and Evidence on
Security Threats (CREST; https://crestresearch.ac.uk/). CREST is an indepen-
dent Centre commissioned by the Economic and Social Research Council (ESRC)
and which is funded in part by the UK security and intelligence agencies. This
research has been cleared by the CREST Security Research Ethics Committee and
the University of Portsmouth’s ethics committee.

Once again, many thanks for your interest and participation to date

Best regards Emma Boakes
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E2 Validation - full details

Subject line: Evaluating an evidence-based roadmap for convergence - a
workshop invitation

As with the previous study I need to provide you with all the relevant information
to make sure you are happy with the details of the study before you officially agree
to take part. The information below should cover everything you need to know,
but if you have any questions then please let me know.

If you are still happy to participate after reading the details below, let me know
which date you prefer, and confirm you are happy to proceed and I will send you a
calendar invitation.

Once again, many thanks! Emma

Evaluating an evidence-based roadmap for convergence - further infor-
mation

Thank you for your interest in taking part in my online workshop. This email will
provide you with more details about the workshop, to help you decide if you would
still like to take part.

As I mentioned, I am looking for security professionals to evaluate the output of
the research I have carried out for my PhD. My research, under the supervision of
Professor Debi Ashenden at the University of Portsmouth, is focused on the con-
vergence of security resources (physical, cyber and personnel) within organisations.
From my research I have developed a roadmap for convergence and the aim of this
workshop is to understand whether the roadmap accurately reflects the adoption
of convergence and offers a feasible route for those seeking to implement converged
security. To participate in the workshop you will need to have experience of work-
ing in a converged security function, be considering its adoption, or be in the early
stages of its implementation. By participating you will be helping advance research
in this important area.

Workshop details The workshop will take place via Zoom either on the 15th
February or 18th February between 10am and 12 noon (GMT). If after reading this
email you still agree to participate, let me know which date you would prefer and I
will send you a calendar invitation with a link to the Zoom meeting and the meeting
password. Before the workshop I will also send you a presentation that outlines
the research to date, and a copy of the roadmap that has been developed. I will
present these during the workshop where you will have a chance to ask questions;
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following this I will lead a discussion with the group about the roadmap.

As this is a workshop you will not be able to participate anonymously. You will be
encouraged to use your real name on Zoom so it is easier to identify you when you
request access to the session, and to encourage open and professional discussions
during the workshop. Participants for the workshop will represent different organ-
isations, industry sectors, and geographic regions, and you will all be given the
opportunity to introduce yourself to each other. You may like to share information
about your role, organisation or industry sector, although you do not have to share
any information you do not want to. If you have participated in a previous study,
please do not mention this during the workshop as it might impact your anonymity
in those studies. The session will be conducted under the Chatham House Rule,
and all information from the workshop will be anonymised. You are able to with-
draw from the study at any point without providing a reason, although because of
the nature of the workshop it will not be possible to withdraw your responses up
to that point.

During the workshop I will capture a summary of the discussion on the roadmap
as it takes place. Another researcher, Dr Gail Ollis, will take field notes that I
will use for context when I am writing up the workshop. You are not obliged to
answer any questions, although your feedback will be really appreciated. Once
the workshop is completed I will store all information from the workshop in my
University of Portsmouth Google Drive that only I have access to. The findings
from this workshop will help to validate, or otherwise, the output from my previous
research. The findings of the workshop will be included in my PhD thesis as well
as potentially being included in publications, however, no identifying information
will be included, as your anonymity is important.

The whole workshop will last no longer than two hours. I hope you will find it
interesting to learn about the series of research studies that have taken place, and
to provide feedback on the output. I also hope that you would find it interesting
to meet others who have experience of convergence and hear their thoughts and
opinions.

Email me to take part If you decide to participate it is important that you do
so voluntarily. Also it is important that you have the appropriate authority to take
part, and that by participating you will not jeopardise your relationship with your
employer.

I hope this email provides you with all the information you need, however, if you
have any questions, please do not hesitate to email me. I have created a Workshop
Overview document that details the study highlighted in this email.
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If you would still like to take part in this research, please email me to let me know.
It is important that you understand that by arranging to be part of the workshop,
you agree that:

1. you have had time to understand the details of the research, ask any questions
you have, and have those questions answered satisfactorily;

2. you are participating voluntarily and are free to withdraw at any time;

3. you understand how the data collected in the workshop will be used and
stored;

4. you consent to anonymised, verbatim quotes being used in publications. You
will not be named but there is a risk that you could be identified.

In your email to me confirming your participation, please can you include some brief
information that will help me provide an overview of the workshop participants in
my write up?

1. What is your role?

2. How long have you worked in security?

3. How long have you worked in a converged security function?

4. What industry is your organisation in?

5. What location are you in?

Finally, my PhD is funded by the Centre for Research and Evidence on Security
Threats (CREST; https://crestresearch.ac.uk/). CREST is an independent Centre
commissioned by the Economic and Social Research Council (ESRC) and which is
funded in part by the UK security and intelligence agencies. This research has been
cleared by the CREST Security Research Ethics Committee and the University of
Portsmouth Ethics Committee.

Thank you for taking the time to read this email. I do hope you will choose to
participate in this research, and if not, I hope that you will find the findings of
interest.

Many thanks Emma Boakes, PhD researcher

(emma.boakes@port.ac.uk)

For reference, my supervisor is Professor Debi Ashenden. If you have any complaints
or comments about this research please email her debi.ashenden@port.ac.uk

https://crestresearch.ac.uk/
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E3 Validation - information sheet

Establishing an evidence base for converged security: validation work-
shops

This document provides you with details of this research project to help you decide
whether you would like to take part or not. If you have any questions that are not
answered by this document, please email emma.boakes@port.ac.uk

1. PhD Overview

My PhD examines how organisations converge their security resources and integrate
their different security disciplines. I have carried out several research projects as
part of my PhD and this document provides you with details of the last of these
research projects.

2. This research project

This research project aims to evaluate the output of my research to date. For this
research project I am inviting security professionals to an online workshop where
I will present an overview of the previous research and my research output: a
roadmap of factors to consider in the adoption of converged security. The workshop
attendees will be prompted to discuss the roadmap with a series of questions, to
establish whether the roadmap accurately reflects the adoption of convergence, and
offers a feasible route for those seeking to implement converged security.

3. Who is funding the research?

This research is being funded by the Centre for Research and Evidence on Security
Threats (CREST; https://crestresearch.ac.uk/ ). CREST is an independent Centre
commissioned by the Economic and Social Research Council (ESRC) and which is
funded in part by the UK security and intelligence agencies. I do not receive any
financial reward for conducting this study other than my standard bursary.

4. Why have I been invited?

You have been invited to participate as you have experience working within an
organisation that adopts a converged security approach, or are working in an or-
ganisation looking to implement convergence, and have experience working as a
security professional.

5. What will happen if I decide to take part?
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If you would like to take part I will need you to confirm that you have read and
agree to the conditions outlined in this document. Once you have agreed to take
part there is nothing else you need to do to prepare for the workshop. I will send
you a copy of the presentation and the roadmap in advance, but you are not obliged
to review these before the workshop if you do not want to. I will also send you a
calendar invitation with a link to the Zoom meeting. The Zoom session will be set
up with a password, and a waiting room, so please make sure you are able to be
identified from your Zoom sign in details.

The workshop will take place online via Zoom and will last no more than two hours.
Below is an agenda for the workshop.

• Welcome and introductions. I will introduce myself, and my colleague
who will be taking notes throughout the discussion. I will reiterate the con-
ditions of the research to ensure everyone is happy to continue. I will then
run through the agenda, and will outline some ground rules. The workshop
will be run under the Chatham House Rule

• Introductions. Participants will have the opportunity to introduce them-
selves. Participants will be encouraged to share their name, and if they are
happy to, very briefly share more details such as their role, organisation or
industry sector, and their interest in convergence.

• Research to date. I will then present the research that has taken place to
date, concluding by presenting the roadmap which will be the focus of the
workshop. Participants will have the opportunity to ask questions about the
research.

• Discussion. The main part of the workshop will focus on a discussion of
the roadmap. I will capture comments and summaries of the discussion on
screen, whilst my colleague will take field notes of the discussion. I might
ask participants to use the ‘raise hand’ feature to get an idea of agreement
at various stages.

• Close. You will be given the opportunity to ask any further questions before
the end of the session.

6. What are the benefits of the approach taken by this research project?

This research project will allow you to see the outputs of a series of research projects
and provide feedback on their accuracy and applicability, confirming whether they
are relevant for the security industry. The workshop will allow you to hear the
opinions of your peers which is hoped will be interesting and insightful, and an
opportunity to potentially learn about convergence elsewhere.
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7. What are the possible disadvantages, burdens and risks of taking
part?

The main disadvantage of participating in the workshop is the time commitment
required. The workshop will last two hours and you will need to be motivated to
participate and step away from your work for this length of time. I hope, however,
that the topic, the interest of the funding organisation and their stakeholders in
this research will facilitate your engagement.

8. What are the possible advantages or benefits of taking part?

This research aims to benefit the security industry, and by participating you will
contribute to this. Although you will not receive any extrinsic reward, by partic-
ipating you will have the opportunity to share your experiences and learn about
the experiences of others who work in a converged security function. It is hoped
that participating will provide you with an opportunity to reflect on convergence,
and have a voice by sharing your expertise and contributing to this study and its
outcomes. It is also hoped that you will find it interesting and an opportunity to
participate in research with your peers from the security community, knowing that
you are contributing to research in your field.

9. Do I have to take part?

No, you do not have to take part; it is up to you to decide if you want to volunteer for
this research project. If you do agree to take part, simply email emma.boakes@port.ac.uk.

10. What happens if I take part but decide I don’t want to carry on
with the research project?

You are free to leave the workshop at any time if you no longer want to take part,
and you do not have to give a reason. Due to the nature of the study, however, it
will not be possible to remove your responses up to that point from the research
project.

11. What data will be collected?

The data from the workshop will be your comments, which will be captured on-
screen. Field notes will be captured for context when writing up the research. All
of your responses will be anonymised after the workshop.

12. Will my data be kept confidential?

Yes your responses will be confidential, unless you disclose dangerous or illegal
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practices, or information that suggests people are at risk of physical harm. In
these circumstances I will have to break confidentiality, and seek guidance from my
supervisor, Professor Debi Ashenden. Where possible, I will tell you if I have to do
this.

There are a few places where I will keep details of your participation. As I will
be storing identifiable information I have included details of how I will store your
data:

• The email you send agreeing to the conditions of the study will be downloaded
and stored on my University of Portsmouth Google Drive for 10 years or until
I leave the University. The email copy will be deleted.

• All comments will be anonymised and transferred to my University of
Portsmouth Google Drive where they will be stored for 10 years or until I
leave the University.

I have also included a section on GDPR at the end of this information sheet.

Once analysed the findings of the workshop, along with anonymised comments, may
be presented to others at academic conferences, or published as a project report,
academic dissertation or in academic journals or books. It could also be made
available to CREST. Any quotes that are included in the research outputs will not
be attributable to you or your organisation.

13. What if there is a problem?

Please let me know if you have a query, concern or complaint about any part of
this research project. Alternatively you can contact my supervisor, Professor Debi
Ashenden. You’ll find our contact details at the end.

If we cannot resolve your concern or complaint, please contact the Head of the
School of Computing, Ronel Beukman, 023 9284 6363 or
petronella.beukman@port.ac.uk. If your complaint remains unresolved, please con-
tact The University Complaints Officer, 023 9284 3642 or
complaintsadvice@port.ac.uk

15. Who has reviewed this research project?

This research project has been approved by the University of Portsmouth Faculty of
Technology Ethics Committee (TECH2021-E.B-04v2) and has also been approved
by the CREST Security Research Ethics Committee (2022 01 07 Boakes). This is
to ensure that the dignity and well-being of all participants is respected.
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Thank you for taking time to read this document and for considering volunteering
for this research project. Please let me know via email if you agree to participate,
or if you have any questions. If you agree to take part you will need to agree to the
conditions of the research as specified in the email invitation you have received.

Contact details for reference

My details: Emma Boakes, emma.boakes@port.ac.uk

My supervisor: Professor Debi Ashenden, debi.ashenden@port.ac.uk

Ethics Committee Reference Number: (TECH2021-E.B-04v2 and 2022 01 07 Boakes)

This is “Workshop Overview (convergence experience)” 3rd September 2021”
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E4 Validation - workshop presentation



Welcome 

Introducing a Converged Security Roadmap

Emma Boakes

University of Portsmouth

emma.boakes@port.ac.uk

Confirm consent

ロ You’ve had time to understand the details of the research, 

ask questions and have received satisfactory answers

ロ You understand that you are participating voluntarily and are 

free to withdraw at any time

ロ You understand how the data collected today will be used 

and stored

ロ You consent to anonymised quotes being used in publications



Agenda

• Ground rules 

• Introductions

• Presenting the research

• Questions

• Discussion of the roadmap

Ground Rules 

Ground Rules

• Ask questions at any time

• No right or wrong answers

• Do not have to agree

• All feedback is valuable

• Stay professional, respect each others opinions

• Take a break

Chatham House Rule

You are “free to use the information received, but neither the identity 

nor the affiliation of…any other participant, may be revealed”



• Name

• Role?

• Organisation or industry sector?

• Interest in convergence?

Introductions

Please do NOT share whether or not 

you’ve participated in previous studies

Any questions?



What factors facilitate 
effective convergence?

The importance of 
each key factor

Delphi 
study2

1

How do organisations 
decide how to implement 
convergence?

Email 
Interviews3

How do different teams 
work together?Interviews Web of interconnected 

factors

The evidence sources 
organisations use

Research QuestionStudy Output

Research Outline

• Aim: Explore how security teams work together 
• Method: 5 interviews
• Output: Web of interconnected factors 

Initial Interview Study

Design

Opportunity

Staff

Senior 
Leaders

Culture

Bringing 
people 

together

> > Design Enablers Outcomes



Key Factors

Interviews
• Identified key factors from the 

thematic analysis of the initial 
interviews 

• Produced a synthesised list 

Existing Literature
• Literature search strategy
• Broad inclusion criteria
• Identify key factors
• Produce a synthesised list

A key person has a vision 
for convergence

Steps are made to engage 
with stakeholders

The security function has a 
mindset of collaboration Converged security aligns 

with the business

Everyone within the security function 
is working to a common goal

For example

Identifying the key factors that support convergence

Round 1 - rating the key factors
• Rate key factors for importance
• Edit and add key factors

Round 2 and 3 - moving to consensus
• Share comments
• Re-rate and comment

Round 1:
Rating the 
key factors

Round 2:
Building 

consensus

Round 3:
Achieving 
consensus

Three 
Round 
Delphi

Delphi Study

● Aim: Establishing the importance of the key factors
● Method: Three round Delphi study with 23 participants
● Output: List of key factors important for effective convergence



Delphi Study Output
Median importance rating 6 

A key person has a vision for convergence

Steps are made to engage with stakeholders

Roles and responsibilities are clearly defined in job descriptions

The security function has a mindset of collaboration

Everyone in the security function is working to a common goal

A key person directs the convergence approach

Staff all work to the same frameworks and standards

The organisation needs the right people with the right skills

Senior management advocate for a converged approach

Converged security aligns with the business

Median importance rating 5.5

The security function has a culture of continuous improvement

Security staff are provided with training opportunities

Convergence is planned before its implementation

Median importance rating 5 

The organisation seeks guidance on adopting a 

converged approach

Security data is aggregated

Security staff have regular opportunities to meet 

formally and informally

Security staff are open minded 

Security staff have good communication skills

Expectations for convergence are measured

Security is a distinct discipline

The timing of convergence is considered within the 

broader organisational context

Median importance rating 4.5 

The organisation forms a cross-cutting committee, 
forum, or risk council

Decision Design Enabler OtherContext

• Aim:   Explore the decisions on how to implement convergence 
• Method:  15 interviews 
• Output:   Building blocks for vision and decision

Email Interview Study

Appetite for 
change

Influence by key 
personnel 

Other 
organisations

Collaboration with 
staff

Timing

Improve efficiency

Formal external 
sources

Buy in from senior 
leadership

Improve 
performance

Industry 
association

Opportunistic and 
evolving vs 

planned

Decision OtherContext



Roadmap - overview

Consider your context. Is 
the organisational ready 

for convergence?

What evidence informs 
the implementation of  

convergence?

What implementation 
decisions need to be made?

CONVERGENCE

Enablers

Measurement Measurement 

Planning
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Any questions?
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F1 Initial interviews - UoP opinion letter



          

 

FAVOURABLE ETHICAL OPINION 

Study Title: Understanding the adoption of security convergence in real world settings 

Reference Number: TECH2019-E.B-6 

Date Resubmitted: 28th May 2019 

Thank you for resubmitting your application to the Faculty Ethics Committee and for making the 
requested changes/ clarifications. 

I am pleased to inform you that the Faculty of Technology Ethics Committee was content to grant a 
favourable ethical opinion of the above research on the basis described in the submitted 
documents listed at Annex A, and subject to standard general conditions (See Annex B). 

Please note that the favourable opinion of the Faculty of Technology Ethics Committee does not 
grant permission or approval to undertake the research/ work.  Management permission or 
approval must be obtained from any host organisation, including the University of Portsmouth or 
supervisor, prior to the start of the study. 
 

Wishing you every success in your research 

 

 

Annexes 

A - Documents reviewed 

B - After ethical review 

 

ANNEX A Documents reviewed 

The documents ethically reviewed for this application 

Document    Version    Date    

Application form V6 28.05.2019 

Invitation Letter Email 
Invitation 
v2 

25.05.2019 

Peer/Independent Review  08.04.2019 

Interview scripts (pre and post interview) V1 04.04.2019 



ANNEX B - After ethical review 

1. This Annex sets out important guidance for those with a favourable opinion from a University of 

Portsmouth Ethics Committee. Please read the guidance carefully. A failure to follow the guidance 

could lead to the committee reviewing and possibly revoking its opinion on the research.  

2. It is assumed that the work will commence within 1 year of the date of the favourable ethical 

opinion or the start date stated in the application, whichever is the latest. 

3. The work must not commence until the researcher has obtained any necessary management 

permissions or approvals – this is particularly pertinent in cases of research hosted by external 

organisations. The appropriate head of department should be aware of a member of staff’s plans.    

4. If it is proposed to extend the duration of the study beyond that stated in the application, the 

Ethics Committee must be informed. 

5. Any proposed substantial amendments must be submitted to the Ethics Committee for review. A 

substantial amendment is any amendment to the terms of the application for ethical review, or to 

the protocol or other supporting documentation approved by the Committee that is likely to affect to 

a significant degree:  

(a) the safety or physical or mental integrity of participants  

(b) the scientific value of the study 

(c) the conduct or management of the study. 

5.1 A substantial amendment should not be implemented until a favourable ethical opinion 

has been given by the Committee. 

6. At the end of the work a final report should be submitted to the ethics committee. A template for 

this can be found on the University Ethics webpage. 

7. Researchers are reminded of the University’s commitments as stated in the Concordat to 

Support Research Integrity viz: 

 maintaining the highest standards of rigour and integrity in all aspects of research 

 ensuring that research is conducted according to appropriate ethical, legal and professional 
frameworks, obligations and standards 

 supporting a research environment that is underpinned by a culture of integrity and based 
on good governance, best practice and support for the development of researchers 

 using transparent, robust and fair processes to deal with allegations of research misconduct 
should they arise 

 working together to strengthen the integrity of research and to reviewing progress regularly 
and openly. 
 

8. In ensuring that it meets these commitments the University has adopted the UKRIO Code of 
Practice for Research.  Any breach of this code may be considered as misconduct and may be 
investigated following the University Procedure for the Investigation of Allegations of Misconduct in 
Research. Researchers are advised to use the UKRIO checklist as a simple guide to integrity. 
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CREST, Lancaster University,  
Email: crest@lancaster.ac.uk 
www.crestresearch.ac.uk 

 
 
 
  
 
 
 
20th August 2019, 
 

CREST Security Research Ethics Committee (SREC) 
 
 
Dear Ms Boakes,  
 
Re: Understanding the adoption of security convergence in real world settings 
 
Thank you for submitting your response to the Security Research Ethics Committee’s queries.  I can 
now confirm CREST Security Research Ethics Committee approval for this project.  
 
We wish you well with the research. 
 
I wish you the very best with your research. 
 
Yours sincerely, 
 
 

 
 
Sarah Marsden 
 
Dr Sarah Marsden, Chair of Security Research Ethics Committee.  
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F3 Delphi - UoP opinion letter



 FAVOURABLE ETHICAL OPINION 

 Study Title  :  Establishing an evidence base for assessing  the benefits of converged security teams 

 Reference Number  : TECH2019-E.B-08 (Post-Covid) 

 Date submitted  : 7  th  August 2020 

 Thank you for submitting your amended application to the Faculty of Technology Ethics Committee. 

 I am pleased to inform you that the Faculty of Technology Ethics Committee was content to grant a 
 favourable ethical opinion of the above research on the basis described in the submitted 
 documents listed at Annex A, and subject to standard general conditions (  See Annex B)  . 

 Please note that the favourable opinion of the Faculty of Technology Ethics Committee does not 
 grant permission or approval to undertake the research/ work.  Management permission or 
 approval must be obtained from any host organisation, including the University of Portsmouth or 
 supervisor, prior to the start of the study. 

 Wishing you every success in your research 

 Jovana Radulovic 

 Vice Chair, Faculty of Technology Ethics Committee 

 Annexes 

 A - Documents reviewed 

 B - After ethical review 

 ANNEX A  Documents reviewed 

 The documents ethically reviewed for this application 

 Document  Version  Date 

 Application form (amended)  8  07.08.2020. 

 Ethics Post-Covid Change Form  1  07.08.2020. 



 Peer Review  07.11.2019 

 Round One and Round Two: emails, documents for 
 participant one, end emails; postscript email, reminder 
 email 

 1  07.08.2020. 

 Participant Information Sheet (Research Overview)  1  07.08.2020. 

 Call for Participation  1  07.08.2020. 

 Consent Form (Consent Email)  1  07.08.2020. 

 ANNEX B - After ethical review 

 1. This Annex sets out important guidance for those with a favourable opinion from a University of 
 Portsmouth Ethics Committee. Please read the guidance carefully. A failure to follow the guidance 
 could lead to the committee reviewing and possibly revoking its opinion on the research. 

 2. It is assumed that the work will commence within 1 year of the date of the favourable ethical 
 opinion or the start date stated in the application, whichever is the latest. 

 3. The work must not commence until the researcher has obtained any necessary management 
 permissions or approvals – this is particularly pertinent in cases of research hosted by external 
 organisations. The appropriate head of department should be aware of a member of staff’s plans. 

 4. If it is proposed to extend the duration of the study beyond that stated in the application, the 
 Ethics Committee must be informed. 

 5. Any proposed substantial amendments must be submitted to the Ethics Committee for review. A 
 substantial amendment is any amendment to the terms of the application for ethical review, or to 
 the protocol or other supporting documentation approved by the Committee that is likely to affect to 
 a significant degree: 

 (a) the safety or physical or mental integrity of participants 
 (b) the scientific value of the study 
 (c) the conduct or management of the study. 

 5.1 A substantial amendment should not be implemented until a favourable ethical opinion 
 has been given by the Committee. 

 6. At the end of the work a final report should be submitted to the ethics committee. A template for 
 this can be found on the University Ethics webpage. 

 7. Researchers are reminded of the University’s commitments as stated in the  Concordat to 
 Support Research Integrity  viz: 

 ●  maintaining the highest standards of rigour and integrity in all aspects of research 
 ●  ensuring that research is conducted according to appropriate ethical, legal and professional 

 frameworks, obligations and standards 
 ●  supporting a research environment that is underpinned by a culture of integrity and based 

 on good governance, best practice and support for the development of researchers 
 ●  using transparent, robust and fair processes to deal with allegations of research misconduct 

 should they arise 



 ●  working together to strengthen the integrity of research and to reviewing progress regularly 
 and openly. 

 8. In ensuring that it meets these commitments the University has adopted the  UKRIO Code  of 
 Practice for Research  .  Any breach of this code may  be considered as misconduct and may be 
 investigated following the University  Procedure for  the Investigation of Allegations of Misconduct in 
 Research  . Researchers are advised to use the  UKRIO  checklist  as a simple guide to integrity. 
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CREST, Lancaster University,  
Email: crest@lancaster.ac.uk 
www.crestresearch.ac.uk 

 
 
 
  
 
 
 
30th September 2020, 
 

CREST Security Research Ethics Committee (SREC) 
 
 
 
Dear Ms Boakes,  
 
 Re: Establishing an evidence base for assessing the benefits of converged security teams 
 
Thank you for submitting your amendment to the Security Research Ethics Committee’s queries. 
 
I can now confirm CREST Security Research Ethics Committee approval for this project.  However, 
the committee would like to convey the importance of deleting the emails from participants as soon 
as they have been downloaded and their responses saved rather than waiting for the end of the 
project. 
 
We wish you well with the research. 
 
Yours sincerely, 
 

 
 
Sarah Marsden 
 
Dr Sarah Marsden, Chair of Security Research Ethics Committee.  
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FAVOURABLE ETHICAL OPINION 

Study Title:  Understanding the adoption of security convergence in real world settings 
 

Reference Number: TECH2019-E.B-09 
 

Date Submitted: 21 May 2020 

Thank you for submitting your Notice of substantial amendment and revised ethics review 
application form for your study to the Faculty Ethics Committee. 

I am pleased to inform you that the Faculty of Technology Ethics Committee was content to grant a 
favourable ethical opinion of the above research on the basis described in the submitted 
documents listed at Annex A, and subject to standard general conditions (See Annex B). 

Please note that the favourable opinion of the Faculty of Technology Ethics Committee does not 
grant permission or approval to undertake the research/ work.  Management permission or 
approval must be obtained from any host organisation, including the University of Portsmouth or 
supervisor, prior to the start of the study. 
 

Wishing you every success in your research. 

 

 

Professor John Williams 

Chair, Technology Faculty Ethics Committee 

 

Annexes 

A - Documents reviewed 

B - After ethical review 

  



ANNEX A Documents reviewed 

The documents ethically reviewed for this application 

Document    Version    Date    

Participant Information Sheet(s)  06 18/05/2020 

Peer / Independent Review (for previous application) 01 08/04/2019 

Recruitment Advertisement(s) 01 15/05/2020 

Questionnaires, interview questions and/or focus group 
questions 

06 18/05/2020 

Email correspondence during the interview  01 18/05/2020 

First email to remind interviewee to respond 01 18/05/2020 

Last email to remind interviewee to respond 01 18/05/2020 

 

 

ANNEX B - After ethical review 

1. This Annex sets out important guidance for those with a favourable opinion from a University of 
Portsmouth Ethics Committee. Please read the guidance carefully. A failure to follow the guidance 
could lead to the committee reviewing and possibly revoking its opinion on the research.  

2. It is assumed that the work will commence within 1 year of the date of the favourable ethical 
opinion or the start date stated in the application, whichever is the latest. 

3. The work must not commence until the researcher has obtained any necessary management 
permissions or approvals – this is particularly pertinent in cases of research hosted by external 
organisations. The appropriate head of department should be aware of a member of staff’s plans.    

4. If it is proposed to extend the duration of the study beyond that stated in the application, the 
Ethics Committee must be informed. 

5. Any proposed substantial amendments must be submitted to the Ethics Committee for review. A 
substantial amendment is any amendment to the terms of the application for ethical review, or to 
the protocol or other supporting documentation approved by the Committee that is likely to affect to 
a significant degree:  

(a) the safety or physical or mental integrity of participants  
(b) the scientific value of the study 
(c) the conduct or management of the study. 

5.1 A substantial amendment should not be implemented until a favourable ethical opinion 
has been given by the Committee. 

6. At the end of the work a final report should be submitted to the ethics committee. A template for 
this can be found on the University Ethics webpage. 

7. Researchers are reminded of the University’s commitments as stated in the Concordat to 
Support Research Integrity viz: 



• maintaining the highest standards of rigour and integrity in all aspects of research 
• ensuring that research is conducted according to appropriate ethical, legal and professional 

frameworks, obligations and standards 
• supporting a research environment that is underpinned by a culture of integrity and based 

on good governance, best practice and support for the development of researchers 
• using transparent, robust and fair processes to deal with allegations of research misconduct 

should they arise 
• working together to strengthen the integrity of research and to reviewing progress regularly 

and openly. 
 

8. In ensuring that it meets these commitments the University has adopted the UKRIO Code of 
Practice for Research.  Any breach of this code may be considered as misconduct and may be 
investigated following the University Procedure for the Investigation of Allegations of Misconduct in 
Research. Researchers are advised to use the UKRIO checklist as a simple guide to integrity. 
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CREST, Lancaster University,  
Email: crest@lancaster.ac.uk 
www.crestresearch.ac.uk 

 
 
 
  
 
 
 
8th June 2020, 
 

CREST Security Research Ethics Committee (SREC) 
 
 
 
Dear Ms Boakes, 
 
 
 RE:  Understanding the adoption of security convergence in real world settings  
 
 
Thank you for submitting your application to the Security Research Ethics Committee’s queries. 
 
I can now confirm CREST Security Research Ethics Committee approval for this project. 
 
We wish you well with the research. 
 
Yours sincerely,  
 

 
 
Sarah Marsden 
 
Dr Sarah Marsden, Chair of Security Research Ethics Committee.  
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 FAVOURABLE ETHICS OPINION 

 Study Title  :  Establishing an evidence base for converged  security: validation workshops 

 Reference Number  : TECH2021-E.B-04v2 

 Date Resubmitted  : 21/10/2021 

 Thank you for resubmitting your application to the Faculty Ethics Committee and for making the 
 requested changes/ clarifications. 

 I am pleased to inform you that your research has been granted a favourable ethics opinion, on the 
 basis described in the submitted documents listed at Annex A, and subject to standard general 
 conditions (  See Annex B)  . 

 Please note that the favourable opinion does not grant permission or approval to undertake the 
 research/work.  Management permission or approval must be obtained from any host organisation, 
 including the University of Portsmouth or supervisor, prior to the start of the study. 

 Wishing you every success in your research 

 Dr Philip Scott 

 Chair, Faculty Ethics Committee 

 Annexes 

 A - Documents reviewed 

 B - After ethics review 

 ANNEX A  Documents reviewed 

 The documents reviewed for this application 

 Document  Version  Date 

 Ethics Application  V2  21/10/2021 

 Ethics Response  V1  21/10/2021 

 Validation Checklist  V2  21/10/2021 



 ANNEX B - After ethics review 

 1. This Annex sets out important guidance for those with a favourable opinion from a University of 
 Portsmouth Ethics Committee. Please read the guidance carefully. A failure to follow the guidance 
 could lead to the committee reviewing and possibly revoking its opinion on the research. 

 2. It is assumed that the work will commence within 1 year of the date of the favourable ethics 
 opinion or the start date stated in the application, whichever is the latest. 

 3. The work must not commence until the researcher has obtained any necessary 
 management/governance permissions or approvals including carrying out appropriate and required 
 risk assessments – this is particularly pertinent in cases of research hosted by external 
 organisations. The appropriate head of department should also be aware of a member of staff’s 
 plans. 

 4. If it is proposed to extend the duration of the study beyond that stated in the application, the 
 Ethics Committee must be informed. 

 5. Any proposed substantial amendments must be submitted to the Ethics Committee for review. A 
 substantial amendment is any amendment to the terms of the application for ethics review, or to 
 the protocol or other supporting documentation approved by the Committee that is likely to affect to 
 a significant degree: 

 (a) the safety or physical or mental integrity of participants 
 (b) the scientific value of the study 
 (c) the conduct or management of the study. 

 5.1 A substantial amendment should not be implemented until a favourable ethics opinion 
 has been given by the Committee. 

 6. At the end of the work a final report should be submitted to the ethics committee. A template for 
 this can be found on the University Ethics webpage. 

 7. Researchers are reminded of the University’s commitments as stated in the  Concordat to 
 Support Research Integrity  viz: 

 ●  maintaining the highest standards of rigour and integrity in all aspects of research 
 ●  ensuring that research is conducted according to appropriate ethical, legal and professional 

 frameworks, obligations and standards 
 ●  supporting a research environment that is underpinned by a culture of integrity and based 

 on good governance, best practice and support for the development of researchers 
 ●  using transparent, robust and fair processes to deal with allegations of research misconduct 

 should they arise 
 ●  working together to strengthen the integrity of research and to reviewing progress regularly 

 and openly. 

 8. In ensuring that it meets these commitments the University has adopted the  UKRIO Code of 
 Practice for Research  .  Any breach of this code may  be considered as misconduct and may be 
 investigated following the University  Procedure for  the Investigation of Allegations of Misconduct in 
 Research  . Researchers are advised to use the  UKRIO checklist  as a simple guide to integrity. 
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CREST, Lancaster University,  
Email: crest@lancaster.ac.uk 
www.crestresearch.ac.uk 

 
 
 
  
 
 
 
7th January 2022, 
 

CREST Security Research Ethics Committee (SREC) 
 
 
Dear Ms Boakes, 
 
Re: Establishing an evidence base for converged security: validation workshops 
 
Thank you for submitting your response to the Security Research Ethics Committee’s queries. I can 
now confirm CREST Security Research Ethics Committee approval for this project. 
 
Thank you for your message of 22 November and the clarification around the consent process for 
those attending the workshop. Your message significantly helps in establishing that participants will, 
indeed, have been asked to make an active confirmation of their agreement to take part. 
 
We therefore have a (hopefully very simple) request to make, which is that at the start of the 
workshop, participants are reminded of what they have consented to, using for example, a form of 
the text in your email. The purpose of this reminder or re-presentation of the agreement is to ensure 
that individuals have not changed their mind or view about the conditions of taking part. 
 
We wish you well with the research. 
 
Yours sincerely, 
 

 
 
Professor John Towse, 
Chair of Security Research Ethics Committee.  
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