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Abstract—Blockchain is increasingly deployed in a broad range of 

sectors, ranging from banking and finance to manufacturing to energy 
to transportation, and so on. While many technological and business 
related blockchain developments and challenges have been identified, 
many of these engineering and management challenges have not been 
addressed. The ongoing interest in this topic is also partly evidenced 
by the large number of submissions we received in this special issue. 
Of the 200 submissions, only 39 articles were eventually accepted after 
several rounds of rigorous reviews (i.e., acceptance rate of 19.5%). In 
this editorial, we report on the findings from the first 36 articles on a 
broad range of topics (e.g., supply chain, financial technology, Internet 
of Things, smart city, healthcare, security, privacy and blockchain 
building blocks such as consensus algorithms). Hopefully the findings 
reported in these 36 accepted articles will provide sustainable solutions 
for existing and future blockchain systems and platforms. 

Index Terms—Blockchain, smart contracts, consensus, distributed 

ledger, security, technology management, privacy. 

I. INTRODUCTION 

INCE the success of bitcoin (a blockchain-based 

cryptocurrency), there has been increasing interest in 

blockchain from governments [1], standard bodies [2], [3], and 

the research and practitioner communities, partly evidenced by 

the number of blockchain-based startups [4], [5] and the 

number of literature review and survey articles on the topic [6]–

[14]. For example, in this special issue Mußigmann and¨ von 

der Gracht [15] presented a bibliometric analysis of 613 articles 

on the application of blockchain in supply chain management. 

In their analysis, the authors adopted both citation network and 

cocitation analyses, and categorized existing approaches into 

five different research clusters (i.e., theoretical sensemaking, 

conceptualizing and testing blockchain applications, adopting 

blockchain in supply chains, the technical design of blockchain 

applications in real-world applications, and the role of 

blockchain in digital supply chains). Also, in 
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this special issue Kuperberg [16] surveyed existing 

blockchainbased identity management solutions and presented 

a comparative summary of blockchain-based identity 

management solutions and existing identity management 

solutions, in terms of end-user functionality, mobility and 

overhead aspects, compliance/liability, regulations, 

standardization, and integration. The survey could potentially 

facilitate identity management solution selection. 

Given the diversity of blockchain solutions in the current 

ecosystem, it can be challenging for decision- and policymakers 

to select and decide on the blockchain solutions to use in their 

organization as explained by Leonardos, Reijsbergen, and 

Piliouras [17] in this special issue. Thus, the authors proposed 

a five-dimensional design space with a modular structure, 

designed to facilitate the comparison and selection of different 

blockchain solutions by different stakeholders and stakeholder 

groups. 

In addition to the three above accepted articles, we will now 

present the findings from the other accepted 33 articles in this 

editorial. There were a total of 200 manuscripts submitted to 

this special issue, and after several rounds of rigorous reviews 

(i.e., between two to four rounds), a total of 39 were accepted 

(i.e., acceptance rate of 19.5%). The remaining three accepted 

articles will be included in a future issue of IEEE Transactions 

on Engineering Management. 

II. MANAGEMENT 

A. Supply Chain and Logistics 

One of the most popular areas where blockchain is used 

within the management domain is supply chain and logistics, 

which is also driven by industry interests. For example, Du, 

Chen, Xiao, Yan and Ma [18] built a blockchain-based supply 

chain financial platform to manage the financing model. Their 

platform aims to facilitate trust among the participants, as well 

as ensuring financial efficiency, knowledge flow and and 

availability of financial services. The authors also proposed 

using homomorphic encryption in the blockchain to achieve 

user privacy. 

Epiphaniou, Pillai, Bottarelli, Al-Khateeb, Hammoudeh and 

Maple [19] presented a decentralized data management 

platform (Cydon) for supply chain. Specifically, their approach 

utilizes a smart distributed ledger to regulate data sharing and 

to provide authorized and fast access to secure distributed data 

that avoids single point of failure by securely distributing 

encrypted data across different nodes while maintaining an 

“always-on” chain of custody. 
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Guggenberger, Schweizer and Urbach [20] analyzed how 

and to what extent blockchain can facilitate information sharing 

for vendor managed inventory by designing a software 

prototype based on Hyperledger Fabric using the design science 

research approach. They contributed to the supply chain by 

improving inter-organizational information sharing for vendor 

managed inventory by implementing a decentralized 

information hub using blockchain. 

B. Financial Technology (Fintech) 

Blockchain implementation for fintech generally seeks to 

provide banking efficiency, for example by reducing costs and 

minimizing bureaucracies whilst also improving security. 

Hence, there are a broad range of fintech applications to replace 

traditional solutions and to provide alternative or game-

changing approaches. Guerar, Merlo, Migliardi, Palmieri and 

Verderame [21], for example, focused on invoice financing and 

proposed a blockchain-based platform to support open and 

group-restricted auctioning of invoices. To ensure 

confidentiality, confidential data are encrypted and stored in 

IPFS and the corresponding hash in the smart contract is hosted 

on the Ethereum blockchain. In addition to confidentiality, the 

authors claimed their approach also achieves transparency, 

immutability, trustworthiness, and security. 

Bogusz, Laurell and Sandstrom¨ [22] focused on 

entrepreneurial finance by analyzing crowdfunding, blockchain 

technologies, cryptocurrencies, and initial coin offerings 

(ICOs). Drawing upon social media data (comprising a total of 

197,770 captured posts), they examined the interplay between 

these four entrepreneurial financing solutions. Their study 

examined the public discussions concerning the selected areas, 

categorized them by themes, and illustrated the shift between 

them by identifying three different key periods. 

C. Decision Support Systems 

Blockchain could be used to improve decision support 

mechanisms to gather knowledge from a distributed hub. Also, 

studies could help the development of blockchain with decision 

support system (DSS) to facilitate selection and implementation 

of blockchain. In this speial issue, Farshidi, Jansen, Espana and 

Verkleij [23] provided a DSS to facilitate˜ blockchain platform 

selection process in software production. The decision model 

was evaluated and the findings suggested that this approach 

may provide significantly more insight into the blockchain 

platform selection process, provide a richer prioritized option 

list, and reduce the time and cost of the decision-making 

process. 

Dozier and Montgomery [24] also focused on the utility of 

DSS for blockchain selection and examined the blockchain 

innovation evaluation process by utilizing a grounded theory 

approach. Their study illustrated how organizations applied a 

specific process to determine the value of blockchain and this 

investigation led to the proof-of-value model. They suggested 

that financial service organizations tend to view blockchain 

innovation as a lower priority due to the lack of a clear path to 

value. They also found that financial service organizations 

consistently leverage industry consortium to link to external 

knowledge and help with the decision-making process. 

Gourisetti, Mylrea and Patangia [25] developed the 

blockchain applicability framework to understand what kind of 

blockchain and consensus is most appropriate for an 

application. They developed certain questions with their model 

to perform a weighted evaluation that is built on mathematical 

constructs to determine the ideal combination of blockchain. 

Osmanoglu, Tugrul, Dogantuna and Bostanci [26] provided 

a DSS for agricultural products for an effective yield estimation 

system using blockchain. Their system may help 

decisionmaking actors to develop effective and stable 

production and price policies. Their proposed system allows 

farmers to share their farming plans for the oncoming harvest 

season with the other players of the market whilst allowing 

them to observe other farmers’ plan. 

D. Implications of Blockchain on the Economy, Technologies 

and Ecosystems 

As blockchain is considered to be a general purpose 

technology (GPT) and can be adopted for various management 

and business functions. For example, Schweizer, Knoll, 

Urbach, Andreas, Von Der Gracht and Hardjono [27] studied 

the extent of blockchain’s impact in the machine economy, 

using a Delphi study involving 50 blockchain and machine 

economy experts. Their findings show that for blockchain to be 

able to drive the machine economy, it needs to overcome issues 

related to scalability, standardization, legal frameworks, 

security, blockchain and its linkage with other technologies, 

and blockchain-human interface and dominant machine 

currencies. 

Schneider, Leyer and Tate [28] developed a theoretical 

framework to examine blockchain’s effects on business models 

and ecosystems. They found that blockchain resembles a 

symbiosis of human and/or organizational and technological 

actors that join forces and thereby achieve a new form of agency 

that is distinct from human or machine agency. 

Ur Rehman, Salah, Damiani and Svetinovic [29] presented a 

detailed analysis of trust issues in the cryptocurrency 

ecosystem, including a detailed taxonomic discussion of the 

key trust aspects including price manipulation, price volatility, 

insider trading, parallel economy, shadow economy, reputation 

systems, transparency, centrality, token economy, governance, 

regulations, design, usability, privacy, and security. They 

presented a detailed summary of the key trust issues in 

blockchain and their potential immediate, short-term, and long-

term solutions. 
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III. TECHNOLOGICAL 

A. Internet of Things (IoT) 

One of the most popular applications of blockchain is 

Internet of Things (IoT), which is also evidenced by the number 

of blockchain-IoT related articles in this special issue. For 

example, Yu, Zha, Wang, Ni, Yu, Yu, Zhang, Liu, Ren and Guo 

[30] designed a blockchain-integrated IoT system compatible 

with attribute-based encryption (ABE), and finegrained access 

control using Chameleon Hash algorithms. Their proposed 

system operates in an update-oriented manner to provide secure 

access control by restricting historical onchain data to different 

members. 

In a more gamification-centric sense, Fortino, Messina, 

Rosaci, Sarne, and Giuseppe [31] proposed a reputation model 

focused on building the reputation capital of software and 

device agents in IoT environments. Their work grounds in the 

adoption of the blockchain technology to certify the reputation 

capital. The simulation results from this research demonstrated 

the promising capability of the model in dealing with the 

misleading agents, and its potential to benefit the IoT 

community. 

Within the IoT-specific distributed ledger, IOTA, Shafeeq, 

Zeadally, Alam, and Khan [32] proposed a new approach to 

strengthen its underlying cryptographic signature scheme. 

Their approach employs the cuckoo filter in the IOTA core 

client to avoid address reuse, particularly when multiple 

outgoing transfers take place. Their evaluation results, 

implemented in the IOTA architecture, showed that the filter 

integration could boost the current security and efficiency of the 

IOTA platform. 

Lockl, Schlatt, Schweizer, Urbach, and Harth [33] developed 

a blockchain-based IoT sensor data logging and monitoring 

system applying design principles to provide better modularity, 

data parsimony, and availability. Their findings suggest that 

employing design principles and coupled with the cooperation 

with organizations could lead to developing more trustworthy 

blockchain-based IoT ecosystems. 

B. Smart Cities 

Smart technologies are increasingly playing a critical role in 

our day-to-day activities. Smart metering and sensing 

technologies are key to supporting a number of critical 

functions in our cities, ranging from power generation to 

autonomous vehicles and even trustworthy voting systems. 

Securing these technologies in metropolitan smart cities is a 

particularly interesting application domain for blockchain 

technologies. In this special issue, Olivares-Rojas, Reyes-

Archundia, Gutierrez-´ Gnecchi, Cerda-Jacobo, and Gonzalez-

Murueta [34] proposed´ a blockchain-based architecture to 

enhance data security of smart metering systems. The system is 

optimized to enhance performance by incorporating edge and 

cloud computing technologies. 

Ferrag and Maglaras [35] proposed a blockchain-based deep 

learning framework, DeepCoin, to facilitate energy exchange in 

smart grids. DeepCoin is a peer-to-peer energy system that uses 

the Byzantine fault tolerance algorithm and deep neural 

networks for attack detection in blockchain-based energy 

networks. 

Developing an interoperable architecture for blockchain is a 

long lasting challenge that is also emphasized by Hardjono, 

Lipton, and Pentland [36]. Then, the authors used the design 

philosophy of Internet as the basis to identify key design 

principle to develop an interoperable architecture for 

blockchainbased autonomous systems to reduce development 

costs and improve reusability. 

Geneiatakis, Soupionis, Steri, Kounelis, Neisse, and 

NaiFovino [37] attempted to identify suitable blockchain 

technologies for e-government services. Then, they deployed 

an existing cross-border e-government goods exchange service 

that is used in the European Union in an emulated 

blockchainbased architecture to evaluate its performance. Their 

results suggested the potential of leveraging blockchain in 

various egovernment services as they increased both 

throughput and transactions speed. 

Finally, Panja, Bag, Hao, and Roy [38] developed an 

Ethereum’s-based self-tallying decentralized e-voting protocol, 

which does not require any trusted setup or tallying authority. 

Voters are required to provide non-interactive zero-knowledge 

proofs, to assure that they have followed the proposed protocol 

without revealing their identities. Using such an approach, any 

third-party observer may compute the tally without involving a 

tallying authority. 

C. Healthcare 

Healthcare is another popular application domain for 

blockchain, partly due to the latter’s secure tamper-resistant 

feature and capability to support decentralized accessibility 

[10], [39], [40]. In this special issue, Stafford and Treiblmaier 

[41] qualitatively studied electronic medical records users in the 

U.S. using the grounded theory (GT) approach, with the aim of 

developing insights from industry and academia on the 

characteristics and the suitability of blockchain for secure 

recording and storage of patients’ healthcare information. 

Biswas, Sharif, and Li, Latif, Kanhere, and Mohanty [42] 

presented an approach to facilitate the migration of traditional 

e-health systems to blockchain-based services. Specifically, the 

authors attempted to ensure interoperability due to data 

structure differences for relational databases and blockchain 

storage. Based on their evaluation results, the authors claimed 

to achieve improvements in data storage and secure access 

control during the migration process. 

Meng, Li, and Zhu [43] used blockchain to build a trust 

management scheme to mitigate insider attacks on medical IoT. 

Their work largely focuses on medical smartphone networks 

(MSNs), due to their popularity and widespread usage in 
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healthcare systems. The authors’ evaluation results in two 

different healthcare environments suggested that their 

blockchain-based approach may be capable of improving 

efficiency in detecting malicious actors in such networks. 

D. Building Blocks 

There are a number of building blocks in a blockchain, and 

these include consensus algorithms [44], [45]. In this special 

issue, Kwak, Yim, Ko, and Kim [46] explained that use of the 

byzantine agreement protocol may limit the scalability of the 

blockchain system, and therefore designed a hierarchical 

consensus approach. Specifically, in their approach, they use 

service-zone sharding which allows a disjoint set of 

transactions to be locally processed by a secure consensus 

subgroup or globally processed between consensus subgroups. 

Findings from their evaluation suggested that their approach 

allows for the forming of secure consensus subgroups with 

minimal number of communication messages. 

The hash algorithm used in the blockchain plays a crucial 

role in the security and performance of the blockchain-based 

system, as demonstrated by Wang, Chen, Wang, Francis, 

Emmanuel, Zheng, and Chen [47] in this special issue. 

Specifically focusing on Ethereum, they studied the selection 

of hash functions and evaluated the performance implications 

of changing the underpinning hash function. 

Patsonakis, Samari, Kiayias, and Roussopoulos [48] 

reinforced the importance of public key infrastructures (PKIs) 

in (secure) communications, including those involving 

blockchain-based systems. Then, the authors presented a 

construction of their earlier smart contract-based PKI [49] on 

Ethereum, which omits the reliance for trusted setup without 

sacrificing its security. 

To address one of the key limitations in smart contracts, 

Nelaturu, Adler, Merlini, Berryhill, Veira, Poulos, and Veneris 

[50] proposed a decentralized oracle to facilitate the querying 

of information external to the blockchain. Specifically, the 

authors used a voting-based game to respond to binary queries 

(e.g., True or False). They also presented a mathematical proof 

to demonstrate that their approach incentivizes a Nash 

equilibrium for truthful reporting. 

E. Security 

Security and privacy (see Section III-F) are generally two key 

concerns in most popular technologies, and blockchain is no 

exception. Blockchain-based cybersecurity has been subject to 

active research and development [51]. For example, the 

Australian Government [52] warned that 

”[t]here are additional risks and considerations when 

using permissioned consortium blockchains, where 

leading users often in effect control the blockchain. 

This usually removes the perceived benefits of de- 

centrali[z]]ation” 

Angieri, Garc´ıa-Mart´ınez, Liu, Yan, Wang, and Bagnulo 

[53] presented their distributed autonomous approach using 

Ethereum, designed to facilitate the decentralized management 

of IP addresses (while achieving the same objectives as those 

fulfilled by the current IP address allocation organizations, 

namely: uniqueness, fairness, conservation, aggregation, 

registration, and minimal overheads). To avoid stockpiling and 

other wasteful practices in their proposed approach, a oneoff 

fee and annual renewal fees are charged to the registered entity. 

There have also been attempts to utilize blockchain to 

facilitate data sharing between different entities, including 

those located in different jurisdictions [54]. The challenges are 

not just technical, but also legal and regulatory. In this special 

issue, Rahman, Al Omar, Bhuiyan, Basu, Kiyomoto, and Wang 

[55] focused on the technical aspects of achieving secure data 

sharing. Specifically, the authors presented a blockchain-based 

platform to provide an accountable data sharing function, where 

misbehaving entities can be penalized. Also focusing on data 

sharing, Yeh, Lu, Huang, and Huan [56] proposed a 

decentralized blockchain-based data exchange platform. 

However, their platform was designed to facilitate the exchange 

of distributed denial of service (DDoS) data among different 

cybersecurity operation centers. To encourage the sharing of 

such sensitive data, contributing centers will be rewarded with 

some cryptocurrency. At the same time, to avoid the leakage of 

the information to the public (or unauthorized entities), the 

authors devised a dual-level Bloom filter for privacy-preserving 

searches. 

F. Privacy 

There is often a trade-off between security (see Section III-

E) and privacy, and hence there have been attempts to design 

privacy-preserving schemes. Casino and Patsakis [57], for 

example, presented a blockchain-based recommender system 

and introduced a decentralized architecture, in order to facilitate 

locality sensitive hashing classification and recommendation 

approaches based on how user-managed data. 

Wang, He, Liu, and Guo [58], for example, focused on 

achieving anonymous reporting and anonymous rewarding 

using both blockchain and elliptic curve public key 

cryptography. Specifically, the authors formally proved that 

their blockchain-based approach realizes both anonymous 

reporting and rewarding. They also evaluated the performance 

of the prototype implementation of the proposed approach. 

IV. CONCLUSION 

While this special issue has reported on various technological 

and management aspects of blockchain and its adoption in a 

broad range of settings, there are many research problems with 

seemingly conflicting requirements that need to be explored 

and addressed. Examples include the following: Technological 

themes: 
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• Blockchain + Cybersecurity 

• Blockchain + Artificial Intelligence 

• Blockchain + Data Science 

• Blockchain + Internet of Things (IoT) 

• Blockchain + Fintech 

• Blockchain tools, platforms, and methods Management 

themes: 

• Blockchain enabled new business systems, models and 

applications 

• Blockchain-based trust and regulation mechanisms 

• New business relationships and activities based on smart 

contracts and distributed ledger 

• Blockchain for decentralization and distributed systems 

• Management processes and methods based on blockchain 

• Blockchain for crowdsourcing 

• Blockchain based knowledge and innovation management 

• Financial systems and blockchain 

• New policies for blockchain 
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